wo 20147204446 A1 I} I A0/ 00O OO RO O

(43) International Publication Date

Organization
International Bureau

—~
é

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)
(19) World Intellectual Property

(10) International Publication Number

WO 2014/204446 Al

(51

eay)

(22)

(25)

(26)

1

(72

74

31

International Filing Date:
18 June 2013 (18.06.2013)

English
Publication Language: English

Applicant: EMPIRE TECHNOLOGY DEVELOP-
MENT LLC [US/US]; 2711 Centerville Road, Suite 400,
Wilmington, DE 19808 (US).

Inventor: KHESIN, Oscar; 4250 Albany Dr., #F303, San
Jose, CA 95129 (US).

Agent: LEE, David, S.; Brundidge & Stanger, P.C., 2318
Mill Road, Suite 1020, Alexandria, VA 22314 (US).

Filing Language:

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

24 December 2014 (24.12.2014) WIPO | PCT
International Patent Classification:
GO6F 21/51 (2013.01)
International Application Number:
PCT/US2013/046341

(84)

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: REMEDIATING ROGUE APPLICATIONS

100

UNTRUSTED
AprP MARKET

TRUSTED

APP MARKET MosiLE DevICE

PC/WORKSTATION

102 104

106

108

SERVICE PROVIDER

110

111

REMEDIATION GATEWAY SERVER 112

FIG. 1

(57) Abstract: In one example embodiment, a remediating
system may include a mobile communication device, to
which an application is to be installed, and a remediator that
may be configured to remediate the application and transmit
the remediated version of the application to the mobile com-
munication device for installation.



WO 2014/204446 PCT/US2013/046341

REMEDIATING ROGUE APPLICATIONS

TECHNICAL FIELD
[0001] The embodiments described herein pertain generally to remediating malicious

applications prior to installation on a client device.

BACKGROUND

[0002] Unless otherwise indicated herein, the approaches described in this section are not
prior art to the claims in this application and are not admitted to be prior art by inclusion in this
section.

[0003] The ecosystem for client applications, particularly mobile applications, is a robust
one that is, as a consequence, targeted by scammers and phishers. Even legitimate applications may

be exploited by rogue authors who seek backdoors to gain users’ private and/or sensitive data.

SUMMARY

[0004] In one example embodiment, a remediating system may include a mobile
communication device, to which an application is to be installed, and a remediator that may be
configured to remediate the application and transmit the remediated version of the application to
the mobile communication device for installation.

[0005] In another example embodiment, a computer-readable medium may store
executable-instructions that, when executed, cause one or more processors to perform operations
including receiving an application, identifying potentially malicious code, removing the identified
potentially malicious code, inserting replacement code in the place of the removed code, rebuilding
the application, testing the rebuilt application in a virtual environment, and transmitting the rebuilt

application to an intended client device.
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[0006] The foregoing summary is illustrative only and is not intended to be in any way
limiting. In addition to the illustrative aspects, embodiments, and features described above, further
aspects, embodiments, and features will become apparent by reference to the drawings and the

following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] In the detailed description that follows, embodiments are described as illustrations
only since various changes and modifications will become apparent to those skilled in the art from
the following detailed description. The use of the same reference numbers in different figures
indicates similar or identical items.

[0008] FIG. 1 shows an example market framework in which one or more rogue
applications may be remediated, arranged in accordance with at least some embodiments described
herein;

[0009] FIG. 2 shows an example remediation gateway server at which one or more rogue
applications may be remediated, arranged in accordance with at least some embodiments described
herein;

[0010] FIG. 3 shows an example processing flow, and sub-flow, of operations for
remediating one or more rogue applications, arranged in accordance with at least some
embodiments described herein; and

[0011] FIG. 4 shows a block diagram illustrating an example computing device by which
various example solutions described herein may be implemented, arranged in accordance with at

least some embodiments described herein.
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DETAILED DESCRIPTION

[0012] In the following detailed description, reference is made to the accompanying
drawings, which form a part of the description. In the drawings, similar symbols typically identify
similar components, unless context dictates otherwise. Furthermore, unless otherwise noted, the
description of each successive drawing may reference features from one or more of the previous
drawings to provide clearer context and a more substantive explanation of the current example
embodiment. Still, the example embodiments described in the detailed description, drawings, and
claims are not meant to be limiting. Other embodiments may be utilized, and other changes may be
made, without departing from the spirit or scope of the subject matter presented herein. It will be
readily understood that the aspects of the present disclosure, as generally described herein and
illustrated in the drawings, may be arranged, substituted, combined, separated, and designed in a
wide variety of different configurations, all of which are explicitly contemplated herein.

[0013] FIG. 1 shows an example market framework 100 in which one or more rogue
applications may be remediated, arranged in accordance with at least some embodiments described
herein. As depicted, market framework 100 includes, at least, a mobile device 102, a workstation
104, a trusted application market 106, an untrusted application market 108, a service provider 110,
and a remediation gateway server 112. Data connections 103, 105, 107, and 109 may respectively
communicatively couple mobile device 102, workstation 104, trusted application market 106, and
untrusted application market108 to service provider 110.

[0014] An unscrupulous mobile device, or even workstation, may download legitimate
applications from both trusted and untrusted online markets. However, large proportions of
malware may be delivered via repackaging of legitimate, i.e., trusted, applications. Thus, by the
various embodiments described herein, trusted applications may be downloaded to remediation

gateway server 112 to generate a database of trusted market application signatures, which may
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then be compared to stored malicious application signatures to detect re-packaging or other
indicators of a rogue or malicious application.

[0015] Market framework 100 may pertain to an ecosystem by which a user or entity that
exercises control over a client device may purchase or otherwise acquire confidence in an
application purchased for hosting on the client device by not only having the purchased application
scanned for malicious processes but also automatically converted and rebuilt into a remediated and
safe application.

[0016] Mobile device 102 may refer to a client device that is configured to transmit and
receive digital messages over a communication link to a mobile communications network provided
by a wireless service provider. Mobile device 102 may be implemented as a portion of a small-form
factor portable (or mobile) electronic device such as a mobile phone, cell phone, smartphone,
personal data assistant (PDA), a personal media player device, an application specific device, a
hybrid device that include any of the above functions, or as a personal computer including tablet,
laptop computer and non-laptop computer configurations.

[0017] Workstation 104 may refer to a client device that is configured to transmit and
receive digital messages over a communication link, and that may be implemented as a personal
computer, also including tablet, laptop computer and non-laptop computer configuration, which
may include a statically mounted device that remains stationary to execute the functions for which it
is intended. Workstation 104 may be configured to be communicatively coupled to other devices by
such non-cellular technologies, as well as any mobile communications technology, e.g., GSM, CDMA,
etc., depending upon the wireless service provider.

[0018] Trusted application market 106 may refer to an online store that is designed to
provide consumers and enterprise customers the ability to find, purchase, and/or deploy
applications, which may be web-based or hosted on client devices. Trusted application market 106

may be deemed a trustworthy source of consumer and enterprise application as a result of receiving
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above-threshold scores of reliability by internet or online reputation systems, e.g., McAfee®
TrustedSource®, or otherwise be accorded a score or accreditation of reliability by a similar third-
party. Non-limiting examples of trusted application market 106 may include Apple® App Store®,
Amazon® Appstore, Google® Apps Marketplace®, Windows® Marketplace?®, etc.

[0019] Untrusted application market 108 may refer to an online source of consumer- and
enterprise- applications, which is not currently scored, accredited, or verified as a trusted source by
an internet or online reputation system or similar third-party.

[0020] Service provider 110 may refer to a corporate organization or business entity that
provides communication and/or content services for mobile communications subscribers. In
accordance with the embodiments described herein, service provider 110 may refer to a
telecommunications service provider, an Internet service provider (ISP), an application service
provider (ASP), or any combination thereof. Service provider 110 may provide mobile device 102
and/or workstation 104 with access to trusted app market 106 and untrusted app market 108.

[0021] As a telecommunications service provider, service provider 110 may provide mobile
device 102 with wireless local area network (WLAN or IEEE 802.11), WiMAX™ (Worldwide
Interoperability for Microwave Access), Bluetooth™, and other analog and digital wireless voice and
data transmission capabilities.

[0022] As aninternet service provider (ISP), service provider 110 may provide mobile device
102 and/or workstation 104 with both wireless and wired access to the Internet and any other public
computer networking system.

[0023] As an application service provider, service provider 110 may provide mobile device
102 and/or workstation 104 with on-demand software or software as a service, which may be
further regarded as providing access to one or more particular application programs using a
standard networking protocol, e.g., HTTP. In some examples of market framework 100, trusted app

market 106 may be integrated in service provider 110, embodied as application service provider.
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[0024] Remediation gateway server 112 may refer to a service provider that is included in
any of the aforementioned example embodiments of service provider 110 or is implemented as a
stand-alone, third-party service. Regardless of its implementation, remediation gateway server 112
may refer to a service provider that detects malicious applications and rebuilds malicious
applications into safe applications, in accordance with the various embodiments described herein.
That is, remediation gateway server 112 provides for the detection and remediation of malicious
applications into safe applications.

[0025] Data connections 103, 105, 107, and 109 may respectively communicatively couple
mobile device 102, workstation 104, trusted application market 106, and untrusted application
market 108 to service provider 110, utilizing at least one of multiple available communication
protocols. The communication protocols may include any mobile communications technology, e.qg.,
GSM, CDMA, etc., depending upon the technologies supported by service provider 110. The one or
more data connections may be further implemented utilizing non-cellular technologies such as Wi-
Fi™, wireless local area network (WLAN or IEEE 802.11), WiMAX™ (Worldwide Interoperability for
Microwave Access), Bluetooth™, hard-wired connections, e.g., cable, phone lines, and other analog
and digital wireless voice and data transmission technologies.

[0026] FIG. 2 shows an example remediation gateway server 112 at which one or more
rogue applications may be remediated, arranged in accordance with at least some embodiments
described herein. As depicted, remediation gateway server 112 may include a remediation manager
200, a user interface (Ul) 202, a remediation gateway server database 204, a malicious application
signatures database 206, a detected malicious application signatures service 208, a
decompiler/parser 210, a system/method call profiler 212, an application code modifier 214, an
application rebuilder 216, an application runtime virtual modeler 218, and a remediated applications

database 220. Embodiments of remediation gateway server 112 may include the aforementioned
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features and components in varying combinations, all within the scope of the examples described
herein.

[0027] Remediation manager 200 may refer to an application or program that is configured,
programmed, or otherwise designed to manage, at least, remediation of malicious applications and
authentication of applications that are at least suspected of being rogue or malicious, which may be
submitted to remediation server 112 regardless of whether a source of a respective one of the
applications is trusted application market 106 or untrusted application market 108.

[0028] User interface (Ul) 202 may refer to a graphical user interface (GUI), web-based Ul,
and/or touchscreen by which a user of mobile device 102 and/or workstation 104 provides graphical,
textual, or auditory input to remediation gateway server 112 to implement remediating of rogue
applications.

[0029] Remediation gateway server database 204 may refer to a storage unit incorporated
into, otherwise associated with, remediation gateway server 112. Remediation gateway server
database 204 may store therein, as non-limiting examples, security and policy settings of a user or
entity that exercises control over mobile device 102 and/or workstation 104; trusted market
application signatures; security manager methods and classes; best practices security and policy
settings, etc., in accordance with the various embodiments of remediating rogue applications
described herein.

[0030] Malicious application signature database 206 may refer to another storage unit
incorporated into, or otherwise associated with, remediation gateway server 112 that stores
signatures and/or certificates of known malicious applications. Accordingly, various embodiments of
remediating rogue applications may contemplate remediation gateway server 112 being connected
to a network of other embodiments thereof, thus providing a network by which captured signatures

of detected malicious applications may be shared.
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[0031] Detected malicious application signature service 208 may refer to a component or
module that may be configured, programmed, or otherwise designed to analyze a call profile of
potentially malicious method or system calls by comparing them to stored malicious application
signatures. Non-limiting examples of known categories of malicious application signatures which
may be stored therein may include re-packaging signatures, update signatures, drive-by downloads,
over-privileges, adware, spyware, etc.

[0032] Decompiler/parser 210 may refer to a component or module that may be configured,
programmed, or otherwise designed to convert native or executable code of the application to
source code, e.g., Java. Alternatively, decompiler/parser 210 may be configured, programmed, or
otherwise designed to merely scan or parse the existing code of the application.

[0033] System/method call profiler 212 may refer to a component or module that may be
configured, programmed, or otherwise designed to parse or analyze the source code of the
application that has been converted, scanned, or parsed by decompiler/parser 210, to identify some
or all system or method calls that may be potentially malicious. The identification of a system or
method call as being malicious may be based on, e.g., stored best practices security and policy
settings.

[0034] Application code modifier 214 may refer to a component or module that may be
configured, programmed, or otherwise designed to remove and/or replace the system or method
calls that have been identified as being potentially malicious in the application downloaded to
remediation gateway server 112. For example, system or method calls that have been identified as
being potentially malicious may be replaced with relevant system or method calls and/or custom
code that may be stored in remediation gateway server database 204 that are configured to inspect
corresponding behavior of the application or program, as well as arguments thereof, and perform at
least one check at runtime. That is, the identification of method or system calls that may be

potentially malicious may be based on an analysis of runtime behavior. In some example
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embodiments, the custom code may be proactively written and stored, based on a compilation of
past rogue system and/or method calls.

[0035] Application rebuilder 216 may refer to a component or module that may be
configured, programmed, or otherwise designed to rebuild the application, from which potentially
malicious system or method calls have been removed, using the relevant system or method calls
and/or custom code that may be stored in remediation gateway server database 204. Thus,
application rebuilder may provide the application with required functionality and at least desired
measures of privacy and security.

[0036] Application runtime virtual modeler 218 may refer to a component or module that
may be configured, programmed, or otherwise designed to execute the application, as part of a
dynamic analysis, to observe the impact of the executed application on either of mobile device 102
or workstation 104, as well as any network connected thereto. Such functionality may be
implemented as part of a dynamic analysis, which may alternatively be referred to as a sandbox
analysis, to identify irregularities, including potential rogue or potentially malicious behavior, i.e.,
rogue system or method calls.

[0037] Application runtime virtual modeler 218 may be further configured, programmed, or
otherwise designed to test a re-built application in a virtual environment.

[0038] Remediated application database 220 may refer to a storage unit incorporated into,
or otherwise associated with, remediation gateway server 112 that stores applications that have
been re-built, so that trusted system or method calls and trusted signatures may be utilized for
comparison against calls and signatures from applications, which are at least suspected of being
rogue or malicious applications that are subsequently downloaded to remediation gateway server
112.

[0039] In accordance with at least one alternative embodiment, workstation 104, depicted

and described with reference to FIG. 1, may refer to a client device that is further configured to host
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and/or deploy remediation manager 200 and all corresponding components including, but not
limited to, user interface (Ul) 202, remediation gateway server database 204, a malicious application
signatures database 206, detected malicious application signatures service 208, decompiler/parser
210, system/method call profiler 212, an application code modifier 214, application rebuilder 216,
application runtime virtual modeler 218, and remediated applications database 220.

[0040] Thus, by such alternative embodiments, mobile device 102 may access one or both
of trusted app market 106 and untrusted app market 108 directly, i.e., without relying on service
provider 110 as an application service provider. The aforementioned remediation gateway server
database 204, a malicious application signatures database 206, detected malicious application
signatures service 208, decompiler/parser 210, system/method call profiler 212, an application code
modifier 214, application rebuilder 216, application runtime virtual modeler 218, and remediated
applications database 220 may be initially populated when deployed upon workstation 104; and, if
needed, may be further updated by software provider 110.

[0041] FIG. 3 shows an example processing flow, including a sub-flow, of operations for
remediating one or more rogue applications, arranged in accordance with at least some
embodiments described herein. Processing flow 300 may be implemented by components and
modules, including an operating system, which may be configured, programmed, or otherwise
designed to be executed on remediation gateway server 112. Processing flow 300 may include one
or more operations, actions, or functions depicted by one or more blocks 302, 304, 306, and 308.
Further, block 306 may be further described with the sub-flow of operations, actions, or functions
depicted by one or more blocks 306A, 306B, 306C, and 306D. Although illustrated as discrete blocks,
various blocks may be divided into additional blocks, combined into fewer blocks, or eliminated,
depending on the desired implementation. Processing flow 300 may start at block 302.

[0042] Block 302 (Register User) may refer to remediation manager 200 receiving profile

information and/or security and policy settings of a user of mobile device 102 and/or workstation
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104, via Ul 202, and storing the received profile information and/or security and policy settings in
remediation gateway server database 204. Such profile information and/or security and policy
settings may be described or categorized as private information that the user is willing to have
released, types of application functionality for which such private information may be released, and
other context for the release of such private information. Processing flow 300 may proceed from
block 302 to block 304.

[0043] Block 304 (Receive Request for Remediation) may refer to remediation manager 200
downloading or otherwise receiving an application, which was transmitted to remediation gateway
server 112, via Ul 202. The source of the application may be trusted application market 106 or
untrusted application market 108, though the latter is likely according to multiple embodiments.
That is, in accordance with the embodiments of remediating rogue applications described herein, it
is likely, though not exclusively so, that the direct or indirect source of the aforementioned
application is untrusted application market 108; therefore, the application may be at least suspected
of being rogue or malicious.

[0044] In accordance with at least one example embodiment, the user of mobile device 102
and/or workstation 104 may transmit a request to remediation manager 200 to download, analyze,
and, if needed, remediate an application according to the registered privacy and security
requirements. In accordance with at least one other example embodiment, the user of mobile
device 102 and/or workstation 104 may install the application thereon and then send the request for
remediation to remediation gateway server 112 when local anti-malware software determines that
the application is rogue or malicious. Processing flow 300 may proceed from block 304 to block 306.

[0045] Block 306 (Remediate Application) may refer to remediation manager managing, at
least, remediation of the application that is, at least, suspected of being rogue or malicious. Block
306 may include one or more operations, actions, or functions, depicted by one or more blocks 306A,

306B, 306C, and 306D, performed under the guidance and/or direction of remediation manager 200.
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Further, the remediation of an application that is, at least, suspected of being rogue or malicious
may be performed based on, e.g., the user’s registered security and policy settings, trusted market
application signatures, secure manager methods and classes, and best practices security and policy
settings, all of which may be stored in remediation gateway server database 204. Although
illustrated as discrete blocks, these blocks may also be divided into additional blocks, combined into
fewer blocks, or eliminated, depending on the desired implementation. Processing of block 306 may
start at sub-block 306A.

[0046] Sub-block 306A (Decompile) may refer to remediation manager 200 invoking
decompiler/parser 210 to convert native or executable code of the application to source code, e.g.,
Java. Alternatively, decompiler/parser 210 may be invoked to scan or parse the existing code of the
application. Processing of block 306 may proceed from sub-block 306A to sub-block 306B.

[0047] Sub-block 306B (ldentify System/Method Calls to be Replaced) may refer to
remediation manager 200 invoking system/method call profiler 212 to analyze the converted source
code of the application to identify system or method calls that may be potentially malicious based
on, at least, the stored best practices security and policy settings. In accordance with the alternative
embodiment by which decompiler/parser 210 may be invoked to scan or parse the existing code of
the application, system/method call profiler 212 may be further invoked to identify all system or
method calls that may be potentially malicious. Regardless of the implementation embodiment,
system/method call profiler 212 may generate a system/method call profile of any identified
potentially malicious calls for the application.

[0048] Remediation manager 200 may then invoke detected malicious application signature
service 208 to check the system/method call profile of identified potentially malicious calls against
the stored contents of malicious application signatures database 206. Non-limiting examples of
known categories of malicious application signatures which may be stored therein may include re-

packaging signatures, update signatures, drive-by downloads, over-privileges, adware, spyware, etc.
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In accordance with at least one example embodiment, remediation manager 200 may invoke
detected malicious application signature service 208 to hash all file packers of the application and
compare the hash result to a list of known malicious files.

[0049] Sub-block 306B may alternatively refer to remediation manager 200 invoking
application runtime virtual modeler 218 to execute the application, as part of a dynamic analysis, to
observe the impact of the executed application on either of mobile device 102 or workstation 104,
as well as any network connected thereto. In accordance with such a dynamic, i.e., sandbox,
analysis, strong indicators of the application being a rogue or malicious application include one or
more configuration changes, registry tampering, network redirections, installation of extraneous
executables, buffer overflows, memory overflow, memory corruption, etc. Thus, system or method
calls that may be potentially malicious may be further identified. Processing of block 306 may
proceed from sub-block 306B to sub-block 306C.

[0050] Sub-block 306C (Remove/Replace Identified System/Method Calls) may refer to
remediation manager 200 invoking application code modifier service 214 to remove and/or replace
the system or method calls that have been identified as being potentially malicious. In at least one
example embodiment, the system or method calls that have been identified as being potentially
malicious may be replaced with relevant system or method calls and/or custom code that may be
stored in remediation gateway server database 204. Processing of block 306 may proceed from sub-
block 206C to sub-block 206D.

[0051] Sub-block 306D (Rebuild/Test Application) may refer to remediation manager
invoking application rebuilder service 216 to rebuild the application with the relevant system or
method calls and/or custom code that may be stored in remediation gateway server database 204 to
provide required functionality for the application and to further provide at least desired measures of

privacy and security.
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[0052] Remediation manager 200 may then, again, invoke application runtime virtual
modeler 218 to test the re-built application in a virtual environment. Upon successful execution of
the re-built application, i.e., with no rogue or malicious system or method calls, processing flow may
proceed from block 306 to block 308.

[0053] Block 308 (Transmit Application to Client Device) may refer to remediation manager
storing the rebuilt application in remediation application database 220, for future reference, and
transmitting the rebuilt application back to mobile device 102 or workstation 104 for trusted
execution thereon.

[0054] Accordingly, users of a mobile device, or workstation, may receive a remediated
application that has been rewritten with optimal security and privacy policy functionality
incorporated therein. In accordance with user security and policy settings, a user may be able to
change privacy policies for the remediated application at runtime.

[0055] FIG. 4 shows a block diagram illustrating an example computing device by which
various example solutions described herein may be implemented, arranged in accordance with at
least some embodiments described herein.

[0056] In a very basic configuration 402, computing device 400 typically includes one or
more processors 404 and a system memory 406. A memory bus 408 may be used for
communicating between processor 404 and system memory 406.

[0057] Depending on the desired configuration, processor 404 may be of any type including
but not limited to a microprocessor (lP), a microcontroller (uC), a digital signal processor (DSP), or
any combination thereof. Processor 404 may include one more levels of caching, such as a level one
cache 410 and a level two cache 412, a processor core 414, and registers 416. An example processor
core 414 may include an arithmetic logic unit (ALU), a floating point unit (FPU), a digital signal

processing core (DSP Core), or any combination thereof. An example memory controller 418 may
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also be used with processor 404, or in some implementations memory controller 418 may be an
internal part of processor 404.

[0058] Depending on the desired configuration, system memory 406 may be of any type
including but not limited to volatile memory (such as RAM), non-volatile memory (such as ROM,
flash memory, etc.) or any combination thereof. System memory 406 may include an operating
system 420, one or more applications 422, and program data 424. Application 422 may include
trusted remediation manager 200 that is configured to coordinate the functions as described herein
including those described with respect to processing flow 300 of FIG. 3. Program data 424 may
include data stored in remediation gateway database 204 that may be utilized by the components or
modules invoked by remediation manager 200 as described herein. Application 422 may be
arranged to operate with program data 424 on operating system 420 such that implementations of
remediating of rogue applications may be implemented as described herein. This described basic
configuration 402 is illustrated in FIG. 4 by those components within the inner dashed line.

[0059] Computing device 400 may have additional features or functionality, and additional
interfaces to facilitate communications between basic configuration 402 and any required devices
and interfaces. For example, a bus/interface controller 430 may be used to facilitate
communications between basic configuration 402 and one or more data storage devices 432 via a
storage interface bus 434. Data storage devices 432 may be removable storage devices 436, non-
removable storage devices 438, or a combination thereof. Examples of removable storage and non-
removable storage devices include magnetic disk devices such as flexible disk drives and hard-disk
drives (HDD), optical disk drives such as compact disk (CD) drives or digital versatile disk (DVD) drives,
solid state drives (SSD), and tape drives to name a few. Example computer storage media may
include volatile and nonvolatile, removable and non-removable media implemented in any method
or technology for storage of information, such as computer readable instructions, data structures,

program modules, or other data.
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[0060] System memory 406, removable storage devices 436 and non-removable storage
devices 438 are examples of computer storage media. Computer storage media includes, but is not
limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which may be used to store the
desired information and which may be accessed by computing device 400. Any such computer
storage media may be part of computing device 400.

[0061] Computing device 400 may also include an interface bus 440 for facilitating
communication from various interface devices (e.g., output devices 442, peripheral interfaces 444,
and communication devices 446) to basic configuration 402 via bus/interface controller 430.
Example output devices 442 include a graphics processing unit 448 and an audio processing unit 450,
which may be configured to communicate to various external devices such as a display or speakers
via one or more A/V ports 452. Example peripheral interfaces 544 include a serial interface
controller 454 or a parallel interface controller 456, which may be configured to communicate with
external devices such as input devices (e.g., keyboard, mouse, pen, voice input device, touch input
device, etc.) or other peripheral devices (e.g., printer, scanner, etc.) via one or more I/O ports 458.
An example communication device 446 includes a network controller 460, which may be arranged to
facilitate communications with one or more other computing devices 462 over a network
communication link via one or more communication ports 464.

[0062] The network communication link may be one example of a communication media.
Communication media may typically be embodied by computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as a carrier wave or
other transport mechanism, and may include any information delivery media. A “modulated data
signal” may be a signal that has one or more of its characteristics set or changed in such a manner as

to encode information in the signal. By way of example, and not limitation, communication media
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may include wired media such as a wired network or direct-wired connection, and wireless media
such as acoustic, radio frequency (RF), microwave, infrared (IR) and other wireless media. The term
computer readable media as used herein may include both storage media and communication
media.

[0063] Computing device 400 may be implemented as a portion of a small-form factor
portable (or mobile) electronic device such as a cell phone, a personal data assistant (PDA), a
personal media player device, a wireless web-watch device, a personal headset device, an
application specific device, or a hybrid device that include any of the above functions. Computing
device 400 may also be implemented as a personal computer including both laptop computer and
non-laptop computer configurations.

[0064] There is little distinction left between hardware and software implementations of
aspects of systems; the use of hardware or software is generally (but not always, in that in certain
contexts the choice between hardware and software can become significant) a design choice
representing cost vs. efficiency tradeoffs. There are various vehicles by which processes and/or
systems and/or other technologies described herein may be implemented, e.g., hardware, software,
and/or firmware, and that the preferred vehicle may vary with the context in which the processes
and/or systems and/or other technologies are deployed. For example, if an implementer
determines that speed and accuracy are paramount, the implementer may opt for a mainly
hardware and/or firmware vehicle; if flexibility is paramount, the implementer may opt for a mainly
software implementation; or, yet again alternatively, the implementer may opt for some
combination of hardware, software, and/or firmware.

[0065] The foregoing detailed description has set forth various embodiments of the devices
and/or processes for system configuration 100 via the use of block diagrams, flowcharts, and/or
examples. Insofar as such block diagrams, flowcharts, and/or examples contain one or more

functions and/or operations, it will be understood by those within the art that each function and/or
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operation within such block diagrams, flowcharts, or examples can be implemented, individually
and/or collectively, by a wide range of hardware, software, firmware, or virtually any combination
thereof. In one embodiment, several portions of the subject matter described herein may be
implemented via Application Specific Integrated Circuits (ASICs), Field Programmable Gate Arrays
(FPGAs), digital signal processors (DSPs), or other integrated formats. However, those skilled in the
art will recognize that some aspects of the embodiments disclosed herein, in whole or in part, can be
equivalently implemented in integrated circuits, as one or more computer programs running on one
or more computers, e.g., as One or more programs running on one or more computer systems, as
one or more programs running on one or More Processors, e.g., as one or more programs running
on one or more microprocessors, as firmware, or as virtually any combination thereof, and that
designing the circuitry and/or writing the code for the software and or firmware would be well
within the skill of one of skill in the art in light of this disclosure. In addition, those skilled in the art
will appreciate that the mechanisms of the subject matter described herein are capable of being
distributed as a program product in a variety of forms, and that an illustrative embodiment of the
subject matter described herein applies regardless of the particular type of signal bearing medium
used to actually carry out the distribution. Examples of a signal bearing medium include, but are not
limited to, the following: a recordable type medium such as a floppy disk, a hard disk drive, a CD, a
DVD, a digital tape, a computer memory, etc.; and a transmission type medium such as a digital
and/or an analog communication medium, e.g., a fiber optic cable, a waveguide, a wired
communications link, a wireless communication link, etc..

[0066] Those skilled in the art will recognize that it is common within the art to describe
devices and/or processes in the fashion set forth herein, and thereafter use engineering practices to
integrate such described devices and/or processes into data processing systems. That is, at least a
portion of the devices and/or processes described herein can be integrated into a data processing

system via a reasonable amount of experimentation. Those having skill in the art will recognize that
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a typical data processing system generally includes one or more of a system unit housing, a video
display device, a memory such as volatile and non-volatile memory, processors such as
microprocessors and digital signal processors, computational entities such as operating systems,
drivers, graphical user interfaces, and applications programs, one or more interaction devices, such
as a touch pad or screen, and/or control systems including feedback loops and control motors, e.g.,
feedback for sensing position and/or velocity; control motors for moving and/or adjusting
components and/or quantities. A typical data processing system may be implemented utilizing any
suitable commercially available components, such as those typically found in data
computing/communication and/or network computing/communication systems.

[0067] The herein described subject matter sometimes illustrates different components
contained within, or connected with, different other components. It is to be understood that such
depicted architectures are merely examples, and that in fact many other architectures can be
implemented which achieve the same functionality. In a conceptual sense, any arrangement of
components to achieve the same functionality is effectively "associated" such that the desired
functionality is achieved. Hence, any two components herein combined to achieve a particular
functionality can be seen as "associated with" each other such that the desired functionality is
achieved, irrespective of architectures or intermedial components. Likewise, any two components
so associated can also be viewed as being "operably connected", or "operably coupled”, to each
other to achieve the desired functionality, and any two components capable of being so associated
can also be viewed as being "operably couplable”, to each other to achieve the desired functionality.
Specific examples of operably couplable include but are not limited to physically mateable and/or
physically interacting components and/or wirelessly interactable and/or wirelessly interacting
components and/or logically interacting and/or logically interactable components.

[0068] Lastly, with respect to the use of substantially any plural and/or singular terms

herein, those having skill in the art can translate from the plural to the singular and/or from the
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singular to the plural as is appropriate to the context and/or application. The various singular/plural
permutations may be expressly set forth herein for sake of clarity.

[0069] It will be understood by those within the art that, in general, terms used herein, and
especially in the appended claims, e.g., bodies of the appended claims, are generally intended as
“open” terms, e.g., the term “including” should be interpreted as “including but not limited to,” the
term “having” should be interpreted as “having at least,” the term “includes” should be interpreted
as “includes but is not limited to,” etc. It will be further understood by those within the art that if a
specific number of an introduced claim recitation is intended, such an intent will be explicitly recited
in the claim, and in the absence of such recitation no such intent is present. For example, as an aid
to understanding, the following appended claims may contain usage of the introductory phrases "at
least one" and "one or more" to introduce claim recitations. However, the use of such phrases
should not be construed to imply that the introduction of a claim recitation by the indefinite articles
"a" or "an" limits any particular claim containing such introduced claim recitation to embodiments
containing only one such recitation, even when the same claim includes the introductory phrases
"one or more" or "at least one" and indefinite articles such as "a" or "an," e.g., “a” and/or “an”
should be interpreted to mean “at least one” or “one or more;” the same holds true for the use of
definite articles used to introduce claim recitations. In addition, even if a specific number of an
introduced claim recitation is explicitly recited, those skilled in the art will recognize that such
recitation should be interpreted to mean at least the recited number, e.g., the bare recitation of
"two recitations," without other modifiers, means at least two recitations, or two or more
recitations. Furthermore, in those instances where a convention analogous to “at least one of A, B,
and C, etc.” is used, in general such a construction is intended in the sense one having skill in the art
would understand the convention, e.g., “ a system having at least one of A, B, and C” would include

but not be limited to systems that have A alone, B alone, C alone, A and B together, A and C together,

B and C together, and/or A, B, and C together, etc. In those instances where a convention analogous
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to “at least one of A, B, or C, etc.” is used, in general such a construction is intended in the sense one
having skill in the art would understand the convention, e.g., “ a system having at least one of A, B,
or C” would include but not be limited to systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B, and C together, etc. It will be further
understood by those within the art that virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether in the description, claims, or drawings, should be understood to
contemplate the possibilities of including one of the terms, either of the terms, or both terms. For
example, the phrase “A or B” will be understood to include the possibilities of “A” or “B” or “A and B.”
[0070] From the foregoing, it will be appreciated that various embodiments of the present
disclosure have been described herein for purposes of illustration, and that various modifications
may be made without departing from the scope and spirit of the present disclosure. Accordingly,
the various embodiments disclosed herein are not intended to be limiting, with the true scope and

spirit being indicated by the following claims.
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WE CLAIM:

1. Aremediating system, comprising:
a mobile communication device to which an application is to be installed; and
a remediator configured to:
remediate the application, and
transmit the remediated version of the application to the mobile communication

device for installation.

2. The remediating system of Claim 1, wherein the remediator is configured to remediate
the application by:

eliminating malicious code from the application, and

incorporating, into the application, code that complies with accepted security and policy

settings.

3. The remediating system of Claim 1, wherein the remediator is configured to remediate
the application by:

identifying, based on a statistical analysis, potential malicious method or system calls; and

replacing the identified potential malicious method or system calls with one or more custom
method or system calls that are configured to inspect corresponding program behavior and

arguments and perform at least one check at runtime.

4. The remediating system of Claim 1, wherein the remediator is implemented as a service

by a service provider.
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5. The remediating system of Claim 1, wherein the remediator is implemented as a tool on a

workstation to which the mobile communication device is registered.

6. A computer-readable medium that stores instructions thereon that, when executed,
cause one or more processors to execute operations directed towards remediating rogue
applications, the operations comprising:

receiving an application;

identifying potentially malicious code;

removing the identified potentially malicious code;

inserting replacement code in the place of the removed code to remediate the application;

rebuilding application;

testing the rebuilt application in a virtual environment; and

transmitting the rebuilt application to an intended client device.

7. The computer-readable medium of Claim 6, wherein the computer-readable medium is

included in a software framework of a remediating service.

8. The computer-readable medium of Claim 6, wherein the computer-readable medium is
configured to be executed on a workstation to which the intended client device is communicatively

coupled.

9. The computer-readable medium of Claim 6, wherein the receiving includes receiving the

application after purchase prior to installation thereof.

10. The computer-readable medium of Claim 6, wherein the identifying includes:
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converting executable code to source code;
parsing source code or executable code; and

identifying method or system calls that may be potentially malicious.

11. The computer-readable medium of Claim 10, wherein the identifying methods or system
calls that may be potentially malicious includes:
executing the application for dynamic analysis, and

identifying one or more irregularities or potentially malicious behavior .

12. The computer-readable medium of Claim 11, wherein the one or more irregularities or
potentially malicious behavior include one or more of configuration changes, registry tampering,

network redirections, installation of rogue executables, buffer overflows, or memory corruption.

13. The computer-readable medium of Claim 10, wherein the identifying method or system

calls that may be potentially malicious is executed based on a statistical analysis.

14. The computer-readable medium of Claim 13, wherein the identifying method or system

calls that may be potentially malicious includes comparing the source code or executable code

against a database of malicious application signatures

15. The computer-readable medium of Claim 10, wherein the identifying method or system

calls that may be potentially malicious is executed based on pre-registered settings.
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16. The computer-readable medium of Claim 10, wherein the identifying method or system

calls that may be potentially malicious is executed based on analyzing runtime behavior.

17. The computer-readable medium of Claim 6, wherein the replacement code includes

custom code.

18. The computer-readable medium of Claim 6, wherein the testing includes executing the
rebuilt application in the virtual environment which is an application runtime virtual modeling

service.

19. The computer-readable medium of Claim 6, wherein the operations are automated to

be executed upon purchase of an application attributed to a registered user’s account.

20. A method of remediating applications, comprising:
receiving, from a client device, an application that is suspected of having malicious
code;remediating the application; and

transmitting the remediated application to the client device.

21. The method of Claim 20, wherein the remediating includes:

replacing at least some of the malicious code with stored custom code,

wherein the stored custom code complies with accepted security and policy settings.

25



WO 2014/204446 PCT/US2013/046341

1/4
100
TRUSTED UNTRUSTED
APP MARKET MosiLe Device PC/WORKSTATION APP MARKET
106 102 104 108

SERVICE PROVIDER

REMEDIATION GATEWAY SERVER 112

FIG. 1



PCT/US2013/046341

WO 2014/204446

2/4

¢ Ol

7
Q¢ 3svavlv(Q Sddy 3Lvidangy
4N
8T¢
1474 91¢
¥313dOIA
43l4I00N 3000 ddv HANNETY ddv TVNLYIA FWIINNY ddY
co¢
[4T4
= In
¥311d04d
11v) QOHLIN/WILSAS 007 HIOVNYA NOILYIaINIY
\
70¢ A
012 (SONILLIS A2110d
807 907 JALMND3S SIDLDVHEd 1538 !SISSV1D/SAOHLIN
Y3SUVd /4TNdNODIQ 4IDOVNVIN ALIINDIS {STUNLVNDIS ddV LINYVIN
d3ILSNYL {SIDINTYIITU ALIINDIS/TNIH0Ud)
IDINYIAS TUNLVNDIS 3svav.ivQ SIUNLYNDIS
44V SNORIVIN G3L>313d 44V SNOBIVIA 3Svav.Lv(Q HIAYIS AVMILYD NOILVIINITY
\. J/
\.

ZTT H3IA¥IS AVMILYOD NOILVIaIWIY




WO 2014/204446 PCT/US2013/046341
3/4
300
REGISTER USER
302 (
/ DECOMPILE
/
/ 306A
4 N\ /
RECEIVE REQUEST FOR /
REMEDIATION /
/ s N\
304 / IDENTIFY
Y Y, / SYSTEM/METHOD CALLS
/ To BE REPLACED
/
/ L 3068 )
REMEDIATE APPLICATION |/
306 \ p \
\ REMOVE/REPLACE IDENTIFIED
\ SYSTEM/METHOD CALLS
\
TRANSMIT APPLICATION TO \\ L 306C )
CLIENT DEVICE \
308 \
\
\ 4 N\
\ REBUILD/TEST APPLICATION
\
\ 306D
\ \ y
-




PCT/US2013/046341

WO 2014/204446

4/4

(zov)
(s)301n3Q
ONILNdINOD
¥43IHLO

~

-

(vor)

[

(s)Ly0d

\

"WINDD

(o9t)
YITI0YINOD

AHOMIIN

(9t¥) SIDIAIQ NOILYOINNAINOD

>

(8s¥)

<

(S)rod

o/l

<7

(9sv)
AN uamouinod
N vl
TTIVaY
“x (vsv)
YITIOMINOD)
Y pviuain v

(Ptt7) SIOVIUILIN] TVIIHAINId

»

(zsv)

(s)Ldod

NY

(ost)
1IN DNISSIO0Yd

alany

(8v¥)
LINA DNISSID0Hd

SJIHdVYD

(TyP) SOIAIQ IndINO

4

(Obb) sng BoV4¥ILN|

(7€) sng 2oV4YIIN] IDVHOLS

(ogr)
dITIOULINOD
IOv443LN|/Sng

Al

I19YACWIY-NON

> - > - >
(aaH “89) (ana/ao “3-9)
(8¢t) I9ViOLS (9gv)

IDVHOLS F19YAONITY

{ZE¥) SIIAIA IDVEOLS

(80v) sng AsowIw

(

- >
(81Y)
YITTOULNOD AJONIA

v0¢
ERALARTQR-ENYELY
AVMILYD NOILVIAINIY

1L

(T cy) vivg WvaDodd

(91t)
SHALSIDTY

(r1t)
dsa/nd4/nv
JH0OD HOSSIDO™d

00¢
YIOVNVI|A NOILVIAINTY

(C1v)
IHOVD)
7 13AT]

(0TV)
IHIVD)
T 13A37

(CZv) NOILYOIddY

dsa/ov/dd

(0Z¥) WILSAS ONILY¥IdQ

{vOv) d0ss3004d

Wvd/WOod

{907 KAOWTW WAISAS




INTERNATIONAL SEARCH REPORT . Interational application No.
PCT/US 13/46341

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBF 21/51 (2013.01) |
USPC - 726/22 .

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
USPC - 726/22

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
USPC - 726/24, 726/25 (Keyword delimited) ’

Electronic data base consulted during the international search (name of data base and, where pra{:ticable, search terms used)

PatBase, Google Patents/Scholar - key words: remediate system server workstation transmit relay broadcast custom executable source
code identify replace correct rebuild fix harmful malicious rouge malware application program mobile cellular test run pre-registrered pre-
configured dynamic analysis security policy service provider user customer acco .

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y . WO 2012/027588 A1 (MAHAFFEY et al.) 01 March 2012 (01.03.2012), para [0015], [0020}, BERT
[0022], [0023], [0029], [0030], [0035], [0046], [0047], [0058], [0064], [0123], [0145], [0147],
[0184], [0187], [0192], {0193], [0200]; abstract; and claim 1
Y US 2013/0007701 A1 (SUNDARARAM et al.) 03 January 2013 (03.01.2013), para [0055], 1-21
[0068), [0072], [0073], [0094], [0100}, [0102], [0103], [0112), [0131], [0200], [0225], [D246]; and
abstract . : .
Y WO 2007/075850 A2 (NICODEMUS et al.) 05 July 2007 (05.0?.2007), para [0112] and [0186] 3,13, 14
A US 2010/0251000 A1 (LYNE et al.) 30 September 2010 (30.09.2010), entire document 1-21
D Further documents are listed in the continuation of Box C. D
* Special categories of cited documents: . ] “T”  later document published after the international filing date on;ipriority
“A” document defining the general state of the art which is not considered date and not in conflict-with the apElic_atlon but cited to understand
to be of particular relevance the principle or theory underlying the invention

_“E” “earlier application or patent but published on or after the international “X» ddcument of particular'relevance; the claimed invention cannot be
filing date” . considered novel or cannot be considered to involve an inventive

“L” document which may throw doubts on priority claim(s) or which is step when the docuient is taken alone
cited to establish the publication date of another citation or other wy» gociment of particular relevance; the claimed invention cannot be

special reason (as specified) o considered to involve an inventive step when the document is
“O” document referring to an oral disclosure, use, exhibition or other . combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

“p”  document published prior to the international filing date but later than  «g» gocument member of the same patent family
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
11 October 2013 (11.10.2013) , O " N OV 20‘]3

Name and mailing address of the ISA/US ’ . Authorized officer: R

Mail Stop PCT, Attn: ISAJUS, Commissioner for Patents Lee W. Young

P.O. ?0).( 1450, Alexandria, Virginia 22313-1450 PCT Helpdesk: 571-272-4300

Facsimile No. 571-273-3201 PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - wo-search-report

