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Methods and systems for providing visual dashboards for cloud-based products. One system includes an electronic processor
configured to receive a request for a visual dashboard. The electronic processor is also configured to execute a first API call to a
first API-based product to access a first configuration file associated with the first APl-based product. The electronic processor is
also configured to receive a first API response from the first API-based product. The electronic processor is also configured to
generate and output, based on the first configuration file, the visual dashboard, the visual dashboard providing information
associated with the first API-based product.
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Abstract:

Methods and systems for providing visual dashboards for cloud-based products. One system includes
an electronic processor configured to receive a request for a visual dashboard. The electronic
processor is also configured to execute a first API call to a first API-based product to access a first
configuration file associated with the first API-based product. The electronic processor is also
configured to receive a first APl response from the first API-based product. The electronic processor
is also configured to generate and output, based on the first configuration file, the visual dashboard,
the visual dashboard providing information associated with the first API-based product.
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PROVIDING VISUAL DASHBOARDS FOR API-BASED PRODUCTS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
63/196,776 liled June 4, 2021, the entire contents of which is incorporated by reference

herein.
FIELD

[0002] Embodiments described herein relate methods and systems for providing

visual dashboards for API-based products.
BACKGROUND

[0003] Many application programming interface (“API”) based products lack a visual
walkthrough component or dashboard that enable customers to better understand the
benefits of the solution or product without an abundance of reliance on written material,

such as product presentations and whitepapers.
SUMMARY

[0004] Accordingly, the embodiments described herein provide methods and systems
for providing visual dashboards for API-based products. Embodiments described
herein provide for a standardized visual dashboard where a customer or account holder
is provided with information relating to API-based products. Such information may
include, for example, a listing of registered API-based products that the account holder
1s registered with, a listing of available API-based products that are available to the
account holder for registration, information relating to individual API-based products,
a performance metric of one or more API-based products, and the like. Accordingly,
embodiments described herein enable a user to navigate through a series of graphical
user interfaces (as a visual dashboard) to interact with various API-based products
(registered and unregistered), access information relating to various APl-based
products (for example, information enabling the user to better understand the benefits

of API-based products), and the like.
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[0005] Additionally, embodiments provide a customer on-boarding experience for
API-based products or solutions that is greatly simplified in comparison to previous
solutions. Additionally, the embodiments provide a clearer customer value proposition
than previous solutions (for example, via one or more visual indicators of the value
proposition of the API-based product). Furthermore, embodiments described herein
may be implemented with little or no development effort for API-based products that
provide OpenAPI specifications. Therefore, the embodiments described herein enable
a small development team to launch and manage multiple API-based products with low

development overhead.

[0006] One embodiment provides a system for providing visual dashboards for API-
based products. The system includes an electronic processor confligured 1o receive a
request for a visual dashboard. The electronic processor is also configured to execute
afirst API call to a first API-based product to access a first configuration file associated
with the first API-based product. The electronic processor is also configured to receive
a first API response from the first API-based product. The electronic processor is also
configured to generate and output, based on the first configuration file associated with
the first API-based product, the visual dashboard and the visual dashboard providing

information associated with the first API-based product.

[0007] Another embodiment provides a method for providing visual dashboards for
API-based products. The method includes receiving a request for a visual dashboard.
The method also includes executing, with an electronic processor, a set of API calls to
a first API-based product to access a first configuration file associated with the first
API-based product. The method also includes receiving, with the electronic processor,
a first API response from the first API-based product. The method also includes
generating and outputting, with the electronic processor, the visual dashboard based on
the first configuration file associated with the first API-based product and the visual

dashboard providing information associated with the first API-based product.

[0008] Yet another embodiment provides a non-transitory, computer-readable
medium storing instructions that, when executed by an electronic processor, perform a
set of functions. The set of functions includes receiving a request for a visual
dashboard. The set of functions also includes executing a set of API calls to a first API-
based product to access the first configuration file associated with the first API-based

2
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product. The set of functions also includes receiving a first API response from the first
API-based product. The set of functions also includes generating and outputting the
visual dashboard based on the first configuration file associated with the first API-based
product, the visual dashboard providing at least a performance metric associated with
the first API-based product. The set of functions also includes detecting a user
interaction with the visual dashboard. The set of functions also includes generating and

outputting an updated visual dashboard based on the user interaction.

[0009] Other aspects of the embodiments described herein will become apparent by

consideration of the detailed description and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a block diagram of a svstem for providing visual dashboards for API-

based products according to some embodiments.

[0011] FIG. 2 is a block diagram of a server of the system of FIG. 1 according to some

embodiments.

[0012] FIG. 3 is a flow chart of a method of providing visual dashboards for API-based

products using the system of FIG. 1 according to some embodiments.

[0013] FIGS. 4-13 illustrate example graphical user interfaces according to some

embodiments.

[0014] Other aspects of the embodiments described herein will become apparent by

consideration of the detailed description.
DETAILED DESCRIPTION OF THE EMBODIMENTS

[0015] FIG. 1 is a block diagram of a system 100 [or providing visual dashboards for
cloud-based products according to some embodiments. In the example shown, the
system 100 includes an administrator device 105, a dashboard server 110, a user device
115, one or more product servers 125 (referred to herein collectively as “the product
servers 125” and individually as “the product server 125”), and an account database
130. In some embodiments, the system 100 includes fewer, additional, or different

components than illustrated in FIG. 1. For example, the system 100 may include
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multiple administrator devices 105, dashboard servers 110, user devices 115, account
databases 130, or a combination thereof. As another example, two product servers 125
are illustrated in FIG. 1 as one example but the svstem 100 may include any number of
product servers 125 in various embodiments. Also, in some embodiments, one or more
of the components of the system 100 may be distributed among multiple servers,
databases, or devices, combined within a single server, database, or device, or a
combination thereof. As one example, in some embodiments, one or more of the
product servers 125, the dashboard server 110, the administrator device 105, the
account database 130, or a combination thereof may be combine within a single server,

database, or device.

[0016] The administrator device 105, the dashboard server 110, the user device 115,
the product servers 125, and the account database 130 communicate over one or more
wired or wireless communication networks 150. Portions of the communication networks
150 may be implemented using a wide area network (“WAN™), such as the Internet, a
local area network (“LAN?), such as a Bluetooth"™ network or Wi-Fi, and combinations
or derivatives thereof. Alternativelv or in addition, in some embodiments, the components
of the system 100 communicate through one or more intermediary devices not illustrated
in FIG. 1. Also, in some embodiments, components of the system 100 (or a portion

thereof) communicate directly through the communication network 150.

[0017] As illustrated in FIG. 2, the dashboard server 110 includes an electronic processor
200 (for example, a microprocessor, an application-specific integrated circuit (“ASIC”),
or another suitable electronic device), a memory 205 (for example, a non-transitory,
computer-readable medium), and a communication interface 210. The electronic
processor 200, the memory 2035, and the communication interface 210 communicate
wirelessly, over one or more communication lines or buses, or a combination thereof. It
should be understood that the dashboard server 110 may include additional, different, or
fewer components than those illustrated in FIG. 2 in various configurations and may
perform additional functionality than the functionality described herein. For example, in
some embodiments, the functionality (or a portion thereof) described herein as being
performed by the dashboard server 110 may be distributed among multiple servers or

devices (including as part of a cloud-based service).
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[0018] The communication interface 210 allows the dashboard server 110 to
communicate with devices external to the dashboard server 110. For example, as
illustrated in F1G. 1, the dashboard server 110 may communicate with the administrator
device 105, the user device 115, one or more product servers 125, the account database
130, or a combination thereof through the communication interface 210. The
communication interface 210 may include a port for receiving a wired connection to an
external device (for example, a universal serial bus (“USB™) cable and the like), a
transceiver for establishing a wireless connection to an external device (for example,

over one or more communication networks 150), or a combination thereof.

[0019] The electronic processor 200 is configured to access and execute computer-
readable instructions (“solfiware”) stored in the memory 205. The soliware may include
firmware, one or more applications, program data, filters, rules, one or more program
modules, and other executable instructions. For example, the software may include
instructions and associated data for performing a set of functions, including the methods

described herein.

[0020] For example, as illustrated in FIG. 2, the memory 203 stores a module
management console 250. The modular management console 250 is a software
application executable by the electronic processor 200. As described in more detail
below, the modular management console 250, when executed by the electronic
processor 200, generates and provides one or more visual dashboards for API-based
products or solutions based on a configuration file (for example, the configuration file
189 of FIG. 1). Accordingly, in some embodiments, when the electronic processor 200
executes the modular management console 250, the electronic processor 200 provides
a dynamic and engaging front-end application for API-based products. In some
embodiments, the configuration file is a json formatted file including a configuration
for an API of a product, service, or solution. Each product, service, or solution may
provide a configuration file containing product-specific information required for its
integration with the modular management console 250. For example, as described in
greater detail below, the modular management console 250 (when executed by the
electronic processor 200) accesses a configuration file (via, for example, an API call to
an APl-based product) and dynamically generates a full user interface and user

experience for that API-based product based on an OpenAPI specification of that API
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product. In some embodiments, open standards or specifications are used to map API

specifications to structured command line input.

[0021] Accordingly, in such embodiments, product mapping with the modular
management console 250 is performed using the Open API specification path and
routes defined in the configuration file. As one example, flags defined in the
configuration file are used to determine which visual components for the corresponding
API-based product will be generated. A flag defined in the configuration file may
include, for example, a “canDelete” flag (which enables the delete screen for User
Deletion), a “canCreate” flag (which enables the create screen for the User Creation), a
“canUpdate™ flag (which enables the update screen for the User Update), a “listRoute™

Mag (which enables the search screen [or the User Search), and other suitable (lags.

[0022] Flags may cause the system 100 for providing a visual dashboard 1o enable or
disable different screens. In some cases, flags lead to different graphical user interface
(“GUI™) clements being hidden or shown in a visual dashboard. For cxamplc, a
canCreate flag may result in a “Create” GUI element being added to a page. When the
“Create” GUI element is clicked, a screen is revealed with a form for creating a new
record in a list table to be displayed on the page. The createRoute API call may not be
called until the user fills out this form and submits it. As another example, a canDelete
flag may result in a “Delete” GUI element being added to every row in the
aforementioned list table. When the “Delete” GUI element is clicked, a confirmation
dialog is shown. The deleteRoute API call is not called until the user confirms. Each
visual component is linked to (or calls) an API, which is formed using configuration

information, such as “apiUrl” or “apiPath™ and routes (listRoute, createRoute).

[0023] As another example, the below configuration maps a set of user APIs hosted for
a product and enables the visual components 1o perform a “create user” action (with

fields including “‘email” and “password™) and a “list user” action.

"apiUrl": "https://api.aion-product.com”,

"routes": [

{ "path": "/tam/user", "component": "CrudListPage", "props": {
"config": { "$ref": "#/refs/iam/user" } } },

{ "path": "/iam/user/create", "component": "CrudEditPage", "props":

{ "config": { "$ref": "#/refs/iam/user" } } }
6
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|
"refs": {
"iam": {
"user": {
"title": "title-iam-user",
"apiPath": "/iam/user",
"primaryKeyFieldName": "directoryld",
"fields": [
{ "name": "email", "fieldType": "text", "list": true, "readOnly": false },
{ "name": "password", "fieldType": "password", "list": false, "update":
false, "readOnly"- false }
|

"listRoute": "/iam/user",
"createRoute": "/iam/user/create",
"canDelete": true,

"canCreate": true,

"canUpdate": true

3
3

[0024] A series of branching instructions may be used {o cause dillerent portions ol
pre-designed content to be displayed or not displayed by the system 100 for providing
a visual dashboard, in accordance with the configuration, based upon conditional tests
of the data in the configuration file. This may be accomplished by the system 100 for
providing a visual dashboard, for example, using conditional logic or a reactivity model
in a scripting language. Content from the configuration file (e.g., a section title and a
graphical icon identifier) is also interpolated into the final content. This may be using

string concatenation, interpolation, or a reactivity model of the scripting language.

[0025] Accordingly, in some embodiments, execution of the modular management
console 250 enables an API-based product to have a visual component or dashboard for
users to interact with. In some embodiments, the modular management console 250
(via the visual dashboard) provides a standardized user experience with standardized
functionality. Alternatively or in addition, the modular management console 250 (via
the visual dashboard) provides a cloud agnostic experience by supporting multiple

environments, platforms, or cloud-based services.

[0026] The administrator device 105 may include one or more desktop computers,
laptop computers, tablet computers, terminals, smart telephones. smart televisions,
smart wearables, servers, databases, other types of computing devices, or a combination

thereol. Although not illustrated in FIG. 1, the administrator device 105 may include

7

CA 03220964 2023-11-30



WO 2022/251967 PCT/CA2022/050887

similar components as the server 110, such as an electronic processor, a memory, and
a communication interface. The administrator device 105 may also include one or
more input devices (for example, a kevboard, a keypad, a mouse, a jovstick, a
touchscreen, and the like) and one or more output devices (for example, a display
device, a touchscreen, a printer, a speaker, and the like) that receive input from a user

and provide output to a user.

[0027] The administrator device 105 may be used by an administrator (or another user)
for providing (or generating) a configuration file for an API-based product. The
administrator device 105 may transmit the configuration file to the product server 125
associated with the corresponding API-based product via the communication network
150. Alternatively or in addition, in some embodiments, the administrator device 105
is used by an administrator for providing (or generating) one or more updates for a
configuration file. An update may include, for example, one or more lines of
configuration to be added to a pre-existing configuration file. Alternatively or in
addition, an update may include a new configuration file. As one example, an
administrator may interact with the administrator device 105 to provide (or generate)
one or more additional lines of configuration such that one or more additional API-
based products or solutions (for example, a new API-based product) may be supported

by (or added to) the modular management console 250.

[0028] The user device 115 may include one or more desktop computers, laptop
computers, tablet computers, terminals, smart telephones, smart televisions, smart
wearables, servers, databases, other types of computing devices, or a combination thereof.
Although not illustrated in FIG. 1, the user device 115 may include similar components as
the dashboard server 110, such as an electronic processor, a memory, and a
communication interface. The user device 115 may also include one or more input
devices (keyboard, keypad, mouse, joystick, touchscreen, and the like) and one or more
output devices (display device, touchscreen, printer, speaker, and the like) that receive
input from a user and provide output to a user. For example, as illustrated in FIG. 1, the

user device 115 includes a display device 170.

[0029] A user (for example, an end user, a customer, a group of users, an organization,

another user entity, or the like) may interact with the user device 115 to access a visual

dashboard of API-based products displayed via the display device 170. The user may
8
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also interact with the visual dashboard using the user device 115. As one example, the
user may interact with a visual dashboard to request a list of registered services for the
user’s account, a listing of API-based products available to the user’s account for
registration, a performance metric indicating a performance of at least one API-based
product that the user’s account is registered with, account information associated with
the user’s account, and the like. Alternatively or in addition, a user may interact with
the user device 115 to register or create an account (or account profile) with the modular
management console 250. Alternatively or in addition, a user may interact with the
user device 115 to register the user’s account with an available API-based product,

perform an on-board process for the available API-based product, and the like.

[0030] As seen in FIG. 1, the account database 130 stores one or more account proliles
185. An account profile 185 is associated with an account of an entity or user. The
account profile 185 includes account information related to the associated account.
Account information may include, for example, a username, an account identifier, an
organization identifier, a last name, a first name, a profile picture, one or more
registered services or products, and the like. In some embodiments, the account
information is user provided information. As one example, a user may provide account
information via the user device 115 during a registration process or an account creation
process. Accordingly, in some embodiments, the user device 115 transmits account
information to the account database 130 for storage (as part of an account profile 185).
In some embodiments, the account database 130 is combined with the server 110.
Accordingly, in such embodiments, the dashboard server 110 receives the account
information (as part of an account provide 185) and stores the account profiles 185 in

the memory 205.

[0031] The product servers 125 may include one or more desktop computers, laptop
computers, tablet computers, terminals, smart telephones, smart televisions, smart
wearables, servers, databases, other types of computing devices, or a combination
thereof. Although not illustrated in FIG. 1, the product servers 125 may include similar
components as the dashboard server 110, such as an electronic processor, a memory,
and a communication interface. The product servers 125 may also include one or more
input devices (for example, a keyboard, a keypad, a mouse, a joystick, a touchscreen,

and the like) and one or more output devices (for example, a display device, a
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touchscreen, a printer, a speaker, and the like) that receive input from a user and provide
output to a user. In some embodiments, the functionality (or a portion thereof) described
herein as being performed by a product server 125 may be distributed among multiple
servers or devices (including as part of a cloud-based product or service). Also, in some
embodiments, the functionality (or a portion thereof) described herein as being performed
by a product server 125 may be performed by another component of the system 100, such

as the dashboard server 110.

[0032] The product servers 125 store and provide an API-based product 187 and a
configuration file 189 associated with the corresponding API-based product 187. It
should be understood that in some embodiments, the configuration file 189 associated
with a corresponding API-based product 187 may be stored remote to the product server
125, such as, for example, in the memory 205 of the dashboard server 110. The API-
based product 187 is a software application executable by an electronic processor of the
product server 125. An API-based product 187, when executed by an electronic
processor, performs one or more security or anti-fraud functions, such as fraud
detection, fraud monitoring, and the like. For example, an API-based product 187 may
be an account takeover prevention application, a fraudulent account creation prevention
application, and the like. In some embodiments, a single product server 125 supports
multiple API-based products 187. However, in other embodiments, each product server
125 may provide a different API-based product 187. As one example, the system 100
may include a first product server 125 providing an account takeover prevention
application (a first API-based product 187), a second product server 125 providing an
online account origination application (a second API-based product 187), and the like.
Accordingly, in some embodiments, the product servers 125 interact (or communicate)
with one or more components of the system 100 as part of providing a visual dashboard

for cloud-based products.

[0033] FIG. 3 is a flowchart illustrating a method 300 for providing a visual dashboard
of API-based products according to some embodiments. The method 300 is described
as being performed by the dashboard server 110 and, in some embodiments, the electronic
processor 200 executing the modular management console 250. However, as noted
above, the functionality performed by the dashboard server 110 (or a portion thereof)

may be performed by other devices (via an electronic processor executing instructions),

10
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including, for example, the administrator device 105, the user device 115, a product

server 125, or a combination thereof.

[0034] As seen in FIG. 3, the method 300 includes receiving, with the electronic
processor 200, a request for a visual dashboard (at block 305). In some embodiments,
the electronic processor 200 receives (through the communication interface 210) the
request from the user device 115 via the communication network 150. The request may
be associated with an account for a user of the user device 115 (for example, an account
profile 185). Accordingly, in some embodiments, the electronic processor 200 analyzes

the request to determine an account or account profile associated with the request.

[0035] In response to receiving the request for the visual dashboard (at block 305), the
electronic processor 200 executes a set of API calls to a first API-based product (at
block 315). Additionally, the electronic processor 200 receives an API response (for
example, a first API response) from the API-based product 187 (at block 320). In some
cmbodiments, the API-bascd product 187 is registered with the account associated with
the request. An API call may be a request for data associated with a corresponding
API-based product for the account (for example, a configuration of the API-based
product 187). Accordingly, in some embodiments, the set of API calls to the first API-
based product may include a request for a configuration of the first API-based product
(for example, a configuration file 189 for the first API-based product). Accordingly,
the API response received by the electronic processor 200 may include the
configuration file 189 associated with the first API-based product. As one example,
the configuration file 189 defines how visual components will be available for the first
API-based product, defines which API call will be made on submission of a visual
component, and the like. Alternatively or in addition, the set of API calls may include
one or more requests for additional information associated with the first API-based
product. For example, an API call may include a get-account-information call, a get-
registered services call, a get-account-status call, get-marketplace-services, or the like.
An API response may include data associated with the corresponding API-based
product for the account (for example, the API-based product 187). As one example,
the electronic processor 200 may execute an API call, such as a get-account-information
call, to a product server 125 (for example, an API-based product 187) for account

information relating to the API-based product 187 for the account (or account profile

11
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185) associated with the request. In response to receiving the get-account-information
call, the product server 125 (for example, the API-based product 187) may generate and
transmit, to the electronic processor 200, an API response including the account

information requested by the corresponding API call.

[0036] In some embodiments, the electronic processor 200 performs multiple API calls
(for example, a second API call, a third API call, and the like). In some embodiments,
each API call is to a different API-based product. However, in other embodiments, one
or more of the multiple API calls are made to the same API-based product. Similarly,

the electronic processor 200 may receive multiple API responses.

[0037] Accordingly, in some embodiments, the product servers 125 interact (or
communicate) with one or more components of the system 100 as part of providing a
visual dashboard [or cloud-based products. As one example, the server 110 may make
one or more API calls to the product server 125. The API calls may be received by the
product scrver 125 via an AP of the product scrver 125, In some embodiments, an API
call to the product server 125 may include a request for information related to the
product or solution provided by the product server 125 (for example, a configuration of
the API-based product 187). As one example, for a given user account, the API call
may be “GET-account-status,” where the response provided by the product server 125

is an account status for the given user account.

[0038] After receiving the one or more API responses (at block 320), the electronic
processor 200 generates and outputs a visual dashboard for the account based on the
one or more API responses (at block 325). The visual dashboard provides information
associated with an API-based product 187. In some embodiments, the modular
management console 250 generates a visual dashboard that is themed and localized (or
target audiences (for example, based on an account profile or account information).
The visual dashboard may include, for example, a listing of registered APIl-based
products that the account is registered with, a listing of available API-based products
that are available to the account for registration, a performance metric indicating a
performance of the first API-based product (for example, a number of fraudulent
account creation attempts prevented by the corresponding API-based product), account
information associated with the account, and the like. Account information may
include, for example, an account identifier (for example, a username or account

12
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number), a name of an account holder or user, a profile picture of the account holder or

user, an organization identifier, and the like.

[0039] In some embodiments, the electronic processor 200 receives an update to the
configuration file 189. As one example, the electronic processor 200 may receive the
update from the administrator device 105 through the communication network 150. As
noted above, the update may include one or more additional lines of configuration. As
one example, the update may include a new URL associated with a new API-based
product. In response to receiving the update, the electronic processor 200 updates the
configuration file 189 based on the received update. In some embodiments, the
electronic processor 200 updates the configuration file 189 by adding the one or more
additional lines of configuration to the conliguration file 189. However, in other
embodiments, the electronic processor 200 replaces the configuration file 189 with a

new configuration file 189 including the one or more additional lines of configuration.

[0040] In somc cmbodiments, the clectronic processor 200 detects a user interaction
with the visual dashboard (or a graphical user interface thereof, as described below). A
user interaction may include a user selection of an option, information, or the like
provided by the visual dashboard. In response to detecting the user interaction, the
electronic processor 200 generates and provides an updated visual dashboard. In other
words, the electronic processor 200 updates the visual dashboard. As one example,
when the user interaction is a request for a listing of available API-based products that
are available to the user for registration, the electronic processor 200 generates and
provides an updated visual dashboard including the listing of available API-based
products. For example, FIGS. 4-13 illustrate example graphical user interfaces
generated and provided as part of the visual dashboard. As described in greater detail
below, the electronic processor 200 generates and provides the graphical user interfaces

of FIGS. 4-13 in response to detecting one or more user interactions.

[0041] As afirst example, FIG. 4 illustrates a first example graphical user interface 400
according to some embodiments. In response to the electronic processor 200 detecting
a successful log-in attempt for the account profile 185 of the user (where the user
previously registered or created the account profile 185), the electronic processor 200
generates and provides the graphical user interface 400 of FIG. 4. Accordingly, the
graphical user interface 400 may function as a greeting or home user interface for the
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visual dashboard. In some embodiments, the electronic processor 200 executes one or
more API calls to generate and provide the graphical user interface 400. As one
example, the electronic processor 200 may execute a “get-account-information () API
call for providing content including, for example, a username, an account identification,
an organization identification, a first name, a last name, a profile picture, other known
data associated with the account or account holder, or a combination thereof. As
another example, the electronic processor 200 may execute a “‘get-registered-services
()7 API call to provide a listing of registered API-based products that the account is

registered with (for example, at an organizational level, a user level, or the like).

[0042] Accordingly, as seen in FIG. 4, the graphical user interface 400 may include
account information 405, such as a “First Name” of the account holder or user.
Additionally, in the illustrated example, the graphical user interface 400 may include
additional information, such as a getting started section 410 and a recently visited
services section 415. As seen in FIG. 4, the getting started section 410 includes a
checklist button 412. When selected by a user, the checklist button 412 may launch a
checklist for getting started with the graphical user interface 400. As seen in FIG. 4,
the recently visited services section 415 provides a preview 420 of a recently visited
product or service. In the illustrated example, the preview 420 includes title of the
recently visited product or service (in this example, Account Takeover Detection), a
description of the recently visited product or service, and additional information
relating to the recently visited product or service (for example, whether the recently
visited product or service is a registered or unregistered product or service, a version of

the product or service, a date of the previous view, or the like.

[0043] As illustrated in FIG. 5, a user may interact with or select a drop-down menu
500. In the illustrated example, when a user interacts with the drop-down menu 500,
the electronic processor 200 generates and provides a list of options. As seen in FIG.
5, the list of options may include, for example, a getting started option 505 and a listing
of API-based products 510. In response to a user selecting an API-based product from
the listing of API-based products 510, the electronic processor 200 may generate and
provide a graphical user interface related to the selected API-based product. As one
example, the graphical user interface may include information associated with the

selected API-based product, such as whether the account is registered with the selected
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API-based product, a description of the functionality provided by the selected API-
based product, and the like. As one example, the electronic processor 200 may execute
a “list-marketplace-services()” APl call, a “get-marketplace-service()” API call, a
“registered-marketplace-service()” API call, or the like for providing the list of options,

providing a graphical user interface related to a selected API-based product, or the like.

[0044] FIG. 6 illustrates an example graphical user interface 600 generated in response
to a user selecting the getting started option 505 of FIG. 5. As seen in FIG. 6, the
graphical user interface 600 include a list of tasks 605 and a navigation section 607.
The list of tasks 605 may include, for example, one or more common tasks performed
as initial or start-up steps of utilizing the visual dashboard. In some embodiments, a
task status (such as successlul or lailed) is also included in the graphical user inlerface
600. In the illustrated example, the task status is indicated by a status indicator 610. In
some embodiments, the status indicator 610 is a graphical indicator. As one example,
the status indicator 610 may be a first color, such as green, when the task has a
successful task status (represented in FIG. 6 as a filled status indicator 610). As another
example, the status indicator 610 may be a second color, such as red, when the task has
a failed task status (represented in FIG. 6 as an unfilled status indicator 610).
Alternatively or in addition, the status indicator 610 may be a text indicator. As one

example, the text indicator may read “Remediation Required!” as illustrated in FIG. 6.

[0045] In some embodiments, one or more of the tasks included in the list of tasks 605
includes a selectable link 620 configured to redirect the user to another graphical user
interface (not shown). For example, as illustrated in FIG. 6, the selectable link 620 may
include a “browse the marketplace™ link, a “create your first solution” link, a “learn
more link,” and the like. As one example, in response to detecting a selection of a
selectable link 620, the electronic processor 200 may generate and provide a graphical
user interface associated with the selected link. As one example, in response to
detecting a selection of the “browse marketplace™ link, the electronic processor 200
may generate and provide a graphical user interface including a listing of available API-

based products, information associated with each API-based product listed, and the like.

[0046] A user may interact with the navigation section 607 to navigate to one or more
additional graphical user interfaces. As one example, FIG. 7 illustrates a graphical user
interface 700 generated and provided by the electronic processor 200 in response to a
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user selecting a “solutions™ option included in the navigation section 607. As seen in
FIG. 7, the graphical user interface 700 includes a listing of registered API-based
products 702 and additional information associated with each registered API-based
product (such as an identifier and a type). The listing of registered API-based products
702 includes one or more current API-based products associated with (or registered
with) the account profile 185. In some embodiments, the electronic processor 200
detects one or more user interactions with the listing of registered API-based products
702. As one example, the electronic processor 200 may detect a user interaction
selecting an API-based product included in the listing of registered API-based products
702. A user may select an API-based product to see additional details with respect to
the selected API-based product, such as a performance metric, a version, and the like.
For example, FIG. 8 illustrates an example graphical user interface 800 including
additional details with respect to a selected API-based product (in the illustrated

example, an “ATO Protect” product).

[0047] As another example, the electronic processor 200 may detect a user interaction
selecting a check box 705 associated with an API-based product and a user interaction
selecting an action (via, for example, an action drop-down menu 710) for the API-based
product associated with the selected check box 705. In response to the user selecting
the check box 705 and selecting the action, the electronic processor 200 may perform
the selected action for the API-based product associated with the selected check box
705. The selected action may include, for example, an update solution action, a delete

solution action, and the like.

[0048] Alternatively or in addition, in some embodiments, the electronic processor 200
may detect a user interaction selecting a create solution action from the action drop-
down menu 710. In response to the user selecting the create solution action, the
electronic processor 200 may generate and provide a graphical user interface 900 for
creating a new solution (or API-based product) as illustrated in FIG. 9. As seen in FIG.
9, a user may provide information, such as a name, a type, an identification, and the
like, for the new API-based product. As also seen in FIG. 9, the graphical user interface
900 may also include a create button 905 and a cancel button 910. In response to
detecting a selection of the create button 905, the electronic processor 200 may create

(or add) the new API-based product based on the information provided by the user. In
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response to detecting a selection of the cancel button 910, the electronic processor 200

may cancel the creation process.

[0049] As noted above, a user may interact with the navigation section 607 to navigate
to one or more additional graphical user interfaces. As another example, FIG. 10
illustrates a graphical user interface 1000 generated and provided by the electronic
processor 200 in response to a user selecting an “environments™ option included in the
navigation section 607. As seen in FIG. 10, the graphical user interface 1000 includes
a listing of environments 1002 and additional information associated with each

environment (such as a stage, an identifier, a type, and the like).

[0050] The listing of environments 1002 includes one or more environments associated
with (or registered with) the account profile 185. In some embodiments, the electronic
processor 200 detects one or more user interactions with the listing ol environments
1002. As one example, the electronic processor 200 may detect a user interaction
sclecting an cnvironment included in the listing of cnvironments 1002. A user may
select an environment to see additional details with respect to the selected environment.
As one example, FIG. 11 illustrates an example graphical user interface 1100 including
additional information with respect to a selected environment. In the illustrated
example, the additional information may include, for example, a solution or APl-based
product associated with the selected environment, additional information associated
with the selected environment (for example, a stage, a type, an account identification,
an environment identification), connector information, such as a connection status and

the like), and the like.

[0051] FIG. 12 illustrates an example graphical user interface 1200 for importing an
environmeni according to some embodiments. As seen in FIG. 12, the graphical user
interface 1200 may be used by a user 1o provide information relating to importing the
environment, such as a solution, a stage, a type, an account identifier, and the like. In
response to the user selecting an import button 1205, the electronic processor 200 may
generate and provide the example graphical user interface 1300 of FIG. 13. The
graphical user interface 1300 may function or serve as a confirmation or verification.
After a user reviews the information associated with the import, a user may interact
with a launch button 1310 to complete the import process (or to launch the imported
environment).
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[0052] Thus, the embodiments described herein provide, among other things, methods
and systems for providing visual dashboards for API-based products. Various features

and advantages of the embodiments are set forth in the following claims.

[0053] It is to be understood that the embodiments are not limited in its application
to the details of construction and the arrangement of components set forth in the
following description or illustrated in the accompanying drawings. The embodiments
are capable of other embodiments and of being practiced or of being carried out in

various ways.

[0054] Also, it is to be understood that the phraseology and terminology used herein
is for the purpose of description and should not be regarded as limiting. The use of
“including,” “comprising” or “having” and variations thereof herein 1s meant to
encompass the items listed therealler and equivalents thereol as well as additional
items. The terms “mounted,” “connected” and “coupled” are used broadly and
cncompass both dircct and indirect mounting, conneccting and coupling. Further,
“connected” and “coupled” are not restricted to physical or mechanical connections or
couplings, and may include electrical connections or couplings, whether direct or
indirect. Also, electronic communications and notifications may be performed using

any known means including direct connections, wireless connections, etc.

[0055] A plurality of hardware and software based devices, as well as a plurality of
different structural components may be utilized to implement the embodiments
described herein. In addition, embodiments described herein may include hardware,
software, and electronic components or modules that, for purposes of discussion, may
be illustrated and described as if the majority of the components were implemented
solely in hardware. However, one of ordinary skill in the art, and based on a reading
ol this detailed description, would recognize that, in al least one embodiment, the
electronic-based aspects of the embodiments described herein may be implemented in
software (for example, stored on non-transitory computer-readable medium) executable
by one or more processors. As such, it should be noted that a plurality of hardware and
software based devices, as well as a plurality of different structural components, may
be utilized to implement the embodiments described herein. For example, “mobile

%9 <

device,” “computing device,” and “server” as described in the specification may include
one or more electronic processors, one or more memory modules including non-
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transitory computer-readable medium, one or more input/output interfaces, and various

connections (for example, a system bus) connecting the components.

[0056] It should be understood that although certain drawings illustrate hardware and
software located within particular devices, these depictions are for illustrative purposes
only. In some embodiments, the illustrated components may be combined or divided
into separate software, firmware and/or hardware. For example, instead of being
located within and performed by a single electronic processor, logic and processing
may be distributed among multiple electronic processors. Regardless of how they are
combined or divided, hardware and software components may be located on the same
computing device or may be distributed among different computing devices connected

by one or more networks or other suitable communication links.
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CLAIMS

What is claimed is:

1. A system for providing visual dashboards for API-based products, the system

comprising:
an electronic processor configured to
receive a request for a visual dashboard,

execute a first API call to a first API-based product to access a first

configuration file associated with the first API-based product,
receive a [irst API response [rom the first API-based product, and

generate and output, based on the first configuration file associated
with the [irst API-based product, the visual dashboard, the visual dashboard

providing information associated with the first API-based product.

2. The system of claim 1, wherein the first API-based product is registered with

an account associated with the request.

3. The system of claim 1, wherein the first API request is a request for data
associated with the first API-based product for an account associated with the request
and the first API response includes the data associated with the first API-based

product for the account associated with the request.

4. The system of claim 1, wherein the first configuration file defines how visual

components of the visual dashboard will be available for the first API-based product.
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5. The system of claim 1, wherein the electronic processor is further configured

to

execute a second API call to a second API-based product to access a second

configuration file associated with the second API-based product, and
receive a second API response from the second API-based product,

wherein the visual dashboard also provides information associated with the

second API-based product.

6. The system of claim 1, wherein the electronic processor is further configured

to
receive an update to the first configuration file, and
update the first configuration file based on the update.

7. The system of claim 6, wherein the update includes at least one new

configuration associated with the first API-based product.

8. The system of claim 1, wherein the electronic processor is further configured

to
detect a user interaction with the visual dashboard. and
in response o detecting the user interaction, update the visual dashboard.

9. The system of claim 1, wherein the visual dashboard includes a listing of
registered API-based products that an account associated with the request is registered

with.

10. The system of claim 1, wherein the visual dashboard includes a listing of
available API-based products that are available to an account associated with the

request for registration.
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11. The system of claim 1, wherein the visual dashboard includes account
information, the account information including at least one selected from a group
consisting of an account identifier, a name of an account holder, a profile picture of

the account holder, and an organization identifier.

12. The system of claim 1, wherein the visual dashboard includes a performance

metric indicating a performance of the first API-based product.

13. A method for providing visual dashboards for API-based products, the method

comprising:
receiving a request for a visual dashboard;

execuling, with an electronic processor, a set of API calls to a [irst API-based

product to access a first configuration file associated with the first API-based product;

receiving, with the electronic processor, a first API response from the first
API-based product; and

generating and outputting, with the electronic processor, the visual dashboard
based on the [irst confliguration [(ile associaied with the [irst API-based product, the

visual dashboard providing information associated with the first API-based product.
14. The method of claim 13, further comprising:

executing a second API call to a second API-based product to access a second

confliguration [ile associaled with the second API-based product; and
receiving a second API response from the second API-based product,

wherein the visual dashboard also provides information associated with the

second API-based product.

22

CA 03220964 2023-11-30



WO 2022/251967 PCT/CA2022/050887

CA 03220964 2023-11-30

15. The method of claim 13, further comprising:
receiving an update to the first configuration file; and
updating the first configuration file based on the update.

16. The method of claim 15, wherein updating the first configuration file includes

adding at least one new configuration associated with the first API-based product.
17. The method of claim 13, further comprising:

detecting a user interaction with the visual dashboard; and

in response o detecting the user interaction, updating the visual dashboard.

18. The method of claim 13, wherein generating and outputting the visual
dashboard includes generating and outputting the visual dashboard including at least
one selected from a group consisting of a listing of registered API-based products that
an account associated with the request is registered with, a listing of available API-
based products that are available to the account associated with the request for
registration, a performance metric indicating a performance of the first API-based
product, and account information associated with the account associated with the

request.
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19. A non-transitory, computer-readable medium storing instructions that, when
executed by an electronic processor, perform a set of functions, the set of functions

comprising:
receiving a request for a visual dashboard;

executing a set of API calls to a first API-based product to access a first

configuration file associated with the first API-based product;
receiving a first API response from the first API-based product;

generating and outputting the visual dashboard based on the first configuration
file associated with the first API-based product, the visual dashboard providing at

least a performance metric associated with the first API-based product;
detecting a user interaction with the visual dashboard; and

generating and outputting an updated visual dashboard based on the user

interaction.

20. The computer-readable medium of claim 19, wherein detecting the user
interaction includes detecting a request for at least one selected from a group
consisting of a listing of registered API-based products that an account associated
with the request for the visual dashboard is registered with, a listing of available API-
based products that are available to the account for registration, and account

information associated with the account.

24



WO 2022/251967

CA 03220964 2023-11-30

DASHBOARD

113

N
e

PRODUCT SERVER
125

API-BASED
PRODUCT
187

CONFIGURATION
FILE

189

ADMINISTRATOR

DEVICE
105

FIG. 1

COMMUNICATION
NETWORK

PCT/CA2022/050887

TN

PRODUCT SER
125

N~

VER

API-BASED
PRODUCT
187

CONFIGURATI
FILE
189

ON

USER DEVICE
115

DISPLAY DEVICE
1706

v

ACCOUNT DATABASE
130

ACCOUNT
PROFILE(S)

185
N~




WO 2022/251967

CA 03220964 2023-11-30

2/13

PCT/CA2022/050887

—

N

DASHBOARD SERVER
110
ELECTRONIC COMMUNICATION
PROCESSOR INTERFACE
200 210
MEMORY
205
MODULAR
MANAGEMENT CONSOLE
250

\

//

FIG. 2



WO 2022/251967 PCT/CA2022/050887

3/13

300 \

305

RECEIVING A REQUEST FOR A VISUAL DASHBOARD, THE _/
REQUEST ASSOCIATED WITH AN ACCOUNT

l 315

EXECUTING, WITH AN ELECTRONIC PROCESSOR, A SET OF /

API CALLS TO A FIRST API-BASED PRODUCT TO ACCESS A
FIRST CONFIGURATION FILE ASSOCIATED WITH THE FIRST
API-BASED PRODUCT

¢ 320

RECEIVING, WITH THE ELECTRONIC PROCESSOR, A FIRST /
API RESPONSE FROM THE FIRST API-BASED PRODUCT

l 325

GENERATING AND OUTPUTTING, WITH THE ELECTRONIC
PROCESSOR, THE VISUAL DASHBOARD FOR THE ACCOUNT
BASED ON THE FIRST CONFIGURATION FILE ASSOCIATED
WITH THE FIRST API-BASED PRODUCT, THE VISUAL
DASHBOARD PROVIDING INFORMATION ASSOCIATED
WITH THE FIRST API-BASED PRODUCT

FIG. 3

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

4/13

v "Ol4

“-alow peaJ “Aysl Jo Bjewyiba) ase Aay) §i 'ARIndde %66+ LM ‘Smouy Y Auediiog ‘S|ejjuspaId 198100

a) Juasaid S1asn Jl UaAT “JoIABY8( Ul s8BUELD USPPNS OU 8.8 813L) 8INS SYEW 0} UOISSAS SIUB 8l §S0108
alu} |eaJ U pazA[eue s| Juncaoe auy uay] ‘sulbo| sjewnibe) sjepiiea o) sjulod Ejep JBYI0 PUB JOIABYS Jasn Je
$400] v Auedwios) ‘s10jo peq Jemy) O] “aALL) ) pnel O Ly Bumolje s| ejep [euosiad pasodxa jo uoiso|dxs ay |

(11-20-0202) 11 21 | seysiBasun | map yoIND

uoN2213( 19A03)E] JUN02IY

ALMNO3S | ONINYYITANIHOYIN | LOI

oy

$30IAIDG PaNISIA AJUaday

Buioud Buie|najes pue Buipuelsispun

|dv Ue Buifeuew pue Buyeain

sg|dwes apoo s|ge|iese pue spnposd Buipuiq
uone.nBiyuos Junosae pue ‘sypaio ‘Bulg Buwelney

PaJA0Y S JBYM

(487

//‘ 1SIMO3IHD 0L 05

S)SB} UoWwod Jo Buppayd Axainb Ag Euluuny pue dn jen

saIseq 8y} Yum uibeg

0oV

«sonpoig PNOJ) uoly T2

SOy LLIOJel ] PROI) UONY UM PYEIS 109

//V SWENISIIH ‘BLI0I[OAN

Ty

oty

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

5/13

S 'OIld

“-alow peaJ “Aysl Jo Bjewyiba) ase Aay) §i 'ARIndde %66+ LM ‘Smouy Y Auediiog ‘S|ejjuspaId 198100

a) Juasaid S1asn Jl UaAT “JoIABY8( Ul s8BUELD USPPNS OU 8.8 813L) 8INS SYEW 0} UOISSAS SIUB 8l §S0108
alu} |eaJ U pazA[eue s| Juncaoe auy uay] ‘sulbo| sjewnibe) sjepiiea o) sjulod Ejep JBYI0 PUB JOIABYS Jasn Je
$400] v Auedwios) ‘s10jo peq Jemy) O] “aALL) ) pnel O Ly Bumolje s| ejep [euosiad pasodxa jo uoiso|dxs ay |

ALMNO3S | ONINYYITANIHOYIN | LOI

Buioud Buneinaes pue Bupuelsiepun e

|dv Ue Buifeuew pue Bugesiy e

sg|dwes apoo s|ge|iese pue spnposd Bupuiy .
uone.nBiyuod Junosae pue ‘sypaid ‘Buyg Bumeiey e

PaJA0Y S JBYM

0ty
(11-20-0202) 11 '2A | Ja3s1Basun | MaIA oI IV M3IA
sjonposd Jo 1sl| -y
019 838 paisni|
//‘ WniJosuoY isnij 1SIIIHD 01 09

CO_HOBQD CO:NEOS«Q 153 uowiwed yo Budayo Axoinb Ag Eujuuni pue dn 190
1991014 JOAOSYE] JUN0DY soIseq euy yim uibeg

00v

50 Sidv mom_%mvtm_\/_ S0V WLOpEld PNe|D UOly LM PEKBIS 189
//V A’ //V SWENISII{ ‘BWOdJaM
pa1ajes => payelg bumeg

a spnpoid  PNO|D UOlY m..%

Ty

0ty

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

6/13

9 'Sid

079

aiowr urea] ‘buipud buneno(eo pue Buipuelsiepun

UORN[0S TSI IN0A 8383l |4y Ue Buibeuew pue Bunesiy

goe[d)aIew ay) asmoiq ‘sajdwes apoo ajqejieae pue sjonposd Buipuly
[paJinbay uolelpaway <- sNjels Junoaoe payuaA ‘sjyoid Buljiq dnjeg
ipalinbay uonelpaway <- Jaynuapl [euoneziuebio Ajpusyy e painbiuon

JUN039E J00J [eUOREZIUBSIO JO) UoKBIRUSLINE JOjoBMINL paInbljuo)

W\

'SYSE] UoWILIoD Jo smieys ay Buiyoayo Apanb Aq Buiuuny pue dn jeg
pape)s buen

509

pauels Bumey < pnoj3 uoly

019

019

Buuojuoy -
S|OpOpN -
sjeseleq -
suoneibe)u|

sosesjay -
sjusiuhoideq

spiing
SMalASY
selloyisoday
SJusWIUOIIAUT
suogn|og
Juswdojeasg

pepelg Bumes)

a spnpoid - PNOJD UOIY m%

£09
e

v/ocm

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

7/13

/ 'Old

Idv P 901Aa(Q pajsns| D/ -
v.Lva ‘|dY 9 WNMOSUOD ISNIL [t
ldY uolewioine uonoalaq uonewony I 4/ <o/
|V ol padOLY  [] -
|dY uote pnog uoly  [] 4
adAL 1syuap) (squ1) swen

BN . BS

0L

v/oﬁ

“2Ieas

orz SUOlN(Og

SUONNIOS < JUaWdD[eAa( < PNOjD oLy

a spnpoid  PNO|J UOIY hm%

Bulojuop -
sjopop -
sjeseleq -
suoneibau

soses|oy -
sjuswiholdaq

spiing
SMaIADY
salo)soday
SjuaWIUDIIAUT
suonnjos
Juawdojanaq

peyels Bumen

L09

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

8/13

8 'Old

ole :p|
|dY :8dA]
109]0ld QLY :BWEeN

suopoy S|le}ap uoinnjos

1o3j01d QLY < SUOINOS < JUaWdojeAs(] < PnojQ uoly

A S]oNnpold

r/oow

Bulojuop -
sjepop -
sjeseleq -
suoneibau

soses|oy -
sjuswiholdaq

spiing
SMaIADY
salio)soday
SjuaWIUDIIAUT
suonnjog -
Juawdojanaq

PeLEIS BUMED v

prop o 57

£09

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

9/13

6 ‘Old

076

ofe <06
Bulojuop -

S|opopN - -
sjeseleq -
suoneibau

saseajey -
Pl sjuswAodaq

[v1va ‘Idv] :edAL sping

sMalney
.OWEN salioysoday
SJUBWIUOJIAUT

suonn|os -
uonn|os e ajeal) Juswdojeraq

...... ~_
pavelg bumen
8JBaI7) < SUOIN|OS < JuaLudo[@Aa < pnojo uoly | S

L09

A SPNpoud UDO_U CO_< WW;N

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

10/13

0t "9l4

pnojn SMY mU-on aJueInssy b__m:O 1981014 Q1Y _H_

pnojD SMY ABp-0le EoEQo_w>wo 1081014 QLY _”_

pnojD SMY poid-uole uonanpald pnojo uoly I

pnojD SMY eb-uole doueInssy Alljenp pnoj uoly I

pnojy SMY A9p-Uole Juawdoaraq pnojy uoly I
adf] Jaluap| (syuy)) abeyg (s)ulj) uonnjog

=N . BN

00T

V/SS

"YaIeeg suoljaY

SJUSWUOIIAUT

SUBLIUOJIAUT < Jusludojenaq] < pnojQ uoly

A 51JNnpodd

Bulojuop -
sjepop -
sjeseleq -
suoneibau

soses|oy -
sjuswiholdaq

Spiing
SMalASY
salo)soday
SjuaWIUDIIAUT
suonnjog -
Juawdojanaq

peyelg Bumen

pnop vty %2

£08

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

11113

IT 'Old

{eseiydssedp|ewsix3}4 10109GI8beUBNPIRYS
JUN0J0YSS0IDI048|0HWE|PNO[JUOIYIS BjoxIeBeuepIeyS
/> PaIBuL0Y snieig

UOIBLLIOJUI JOJ0BUL0D PNOjD)

ABP-0JE P
¢1068.9G¥EC) <Pl UN0IAY Pnog

pnoj) SMy :adk|
Juawdojena( :obeis

109101d QLY :UoN|og

E S|leJep JUSLIUOIIALT

(yuswdojanag) 10830id QLY < SJUSBLUOJIALT < JUSWOO[BASQ < PNOJD UOIY

A 51JNnpodd

r/oo:

Bulojuop -
sjopop -
sjeseleq -
suoneibau

sases|oy -
sjuswiholdaq

spiing
SMaINGY
salo)soday
SJUSWIUONIAUT
suonnjog
Juawdojaraq

peyelg Bumen

pnop vty %2

£08

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

12/13

¢l 'Ol

S0cT

Y
:p| JUNOYOY PNoj

[Pnoj) Smy] :adAL
[uoionpold ‘@oueInssy Ajient) ‘Juswdojers(] :abels

:uonN|os
JusWUOIAUS Jodw|

Hoduw| < SUBWLOIIALT < JusLudojaas(] < pnojo Loy

A 51JNnpodd

Bulojuop -
sjopop -
sjeseleq -
suoneibau

sases|oy -
sjuswiholdaq

spiing
SMaINGY
salo)soday
SJUSWIUONIAUT
suonnjog
Juawdojaraq

peyelg Bumen

pnop vty %2

V/SNH

£08

CA 03220964 2023-11-30



PCT/CA2022/050887

WO 2022/251967

13/13

&1 'OI4

0Tet

JUN029Y PNOJD UOIY JNoA 0} UNCDIE PNOD SAMY JNOA 108ULI0Y 0]

{sselydssedp|lewsix3}g 181908 8bUBAPIBYS
{1uno2ayssoIDI0{8|0YWe|PNo|DUOIY ]S (8joysheuBAPIBYS
X 8[qe|lereun Snjels

UOIJELLIOJUI JO10BUL0D PNOjD)

poid-oe :p|

€106829G¥E¢] -PI Junoddy pnoj)
pnojy SMmy :adA1

uonanpold :ebeig

109101d QLY :UON|0S

JUSWUOJIAUS Joduw|

Hoduw| < SjusILoIIAUT < Jualudojanag < pnojg uoly

A 5]0Npodd

7/82

Buuoyuopy -
sjopopy -
sjeseleq -
suonesbay|

sasesjoy -
suswholdag

spiing
SMOINY -
salio)soday
SJUSLUUOJIAUT
suopnjog -
Jualudojanaq

papelg Bumen

prop o &7

£08

CA 03220964 2023-11-30



100 \

TN
N

PRODUCT SERVER
125

API-BASED
PRODUCT
187

CONFIGURATION
FILE

N
e A

DASHBOARD
SERVER

189

NETWORK
150

110
———

ADMINISTRATOR

DEVICE
105

FIG.

YN

125

]

PRODUCT SERVER

API-BASED
PRODUCT
187

CONFIGURATI
FILE

COMMUNICATION

N

ACCOUNT DATABASE
130

189

ON

N

USER DEVICE
115

DISPLAY DEVICE
170

ACCOUNT
PROFILE(S)
185

1

N—___




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - CLAIMS
	Page 23 - CLAIMS
	Page 24 - CLAIMS
	Page 25 - CLAIMS
	Page 26 - CLAIMS
	Page 27 - DRAWINGS
	Page 28 - DRAWINGS
	Page 29 - DRAWINGS
	Page 30 - DRAWINGS
	Page 31 - DRAWINGS
	Page 32 - DRAWINGS
	Page 33 - DRAWINGS
	Page 34 - DRAWINGS
	Page 35 - DRAWINGS
	Page 36 - DRAWINGS
	Page 37 - DRAWINGS
	Page 38 - DRAWINGS
	Page 39 - DRAWINGS
	Page 40 - REPRESENTATIVE_DRAWING

