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(54) METHOD FOR GENERATING OFFLINE VERIFICATION CODE BASED ON SMART DOOR LOCK 
SYSTEM, AND SYSTEM THEREOF

(57) The present disclosure provides a method and
a system for offline verification code generation based
on a smart door lock system. The method may include
in response to an unlocking event, recording, by a mobile
terminal (701), a trigger time of the unlocking event
(S201); in response to the unlocking event, sending, by
the mobile terminal (701), a request for unlocking verifi-
cation information to a cloud server (702), wherein the
request for the unlocking verification information is used
to request the cloud server (702) to return a verification
code of a smart door lock (703), and the unlocking veri-
fication information includes a private key seed of the
smart door lock (703) and the trigger time (S202); and
receiving, by the mobile terminal (701), the verification
code of the smart door lock (703) for opening the smart
door lock (703) generated by the cloud server (702)
based on the private key seed and the trigger time (S203).
The method may solve problems that the password can-
not be issued remotely when gateway power outage,
wireless failure, or without the installation of the gateway.
In the meantime, the method may not need to install a
communication module in the smart door lock for inter-
acting with a gateway and a cloud server (702), which
may greatly reduce its energy consumption.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Pat-
ent Application No. 201710014020.8, "a method and sys-
tem for generating offline verification code based on
smart door lock system" filed on January 9, 2017, the
contents of which are incorporated herein by reference.

TECHNICAL FIELD

[0002] The present disclosure relates to a method and
system for offline verification code generation based on
a smart door lock system which belongs to the intelligent
control field, and also belongs to the security technology
field and the smart home field.

BACKGROUND

[0003] Currently, smart door locks are usually opened
using passwords, Bluetooth or NFC, and voices. The
password for opening a smart door lock may be usually
a temporary password or a permanent password issued
remotely. Generally, a gateway may be connected to an
Internet, and the smart door lock communicates with the
gateway through wireless technology. A user sends a
command to add a password to the background of a cloud
server through a mobile phone or a webpage. The com-
mand is transmitted to the gateway through the Internet
and then transmitted to the smart door lock. The smart
door lock generates the password successfully. Howev-
er, due to real-world problems, such as a power outage
at the gateway, a network failure at home, or a user who
does not have a gateway installed, the password may
not be issued remotely.

SUMMARY

[0004] The purpose of the present disclosure is to over-
come the shortcomings and propose a method for offline
verification code generation based on a smart door lock
system.
[0005] According to a first aspect, the present disclo-
sure provides a method for offline verification code gen-
eration based on a smart door lock system, the method
including:

in response to an unlocking event, recording, by a
mobile terminal, a trigger time of the unlocking event;
in response to the unlocking event, sending, by the
mobile terminal, a request for unlocking verification
information to a cloud server, wherein the request
for the unlocking verification information is used to
request the cloud server to return a verification code
of a smart door lock, and the unlocking verification
information includes a private key seed and the trig-
ger time; and

receiving, by the mobile terminal, the verification
code of the smart door lock for opening the smart
door lock generated by the cloud server based on
the private key seed and the trigger time.

[0006] In some embodiments, the unlocking event may
include at least one of a click confirmation operation, a
sliding operation, or a login operation by inputting a pass-
word or authentication information.
[0007] According to a second aspect, the present dis-
closure also provides a method for offline verification
code generation based on a smart door lock system, the
method including:

receiving, by a cloud server, a request for unlocking
verification information from a mobile terminal, the
unlocking verification information including a private
key seed of a smart door lock and a trigger time re-
corded by the mobile terminal in response to an un-
locking event; and
generating, by the cloud server, a verification code
of the smart door lock after a matching verification
of the private key seed is successful and returning
the verification code to the mobile terminal for open-
ing the smart door lock.

[0008] In some embodiments, the cloud server may be
provided with a preset private key seed database con-
figured to store a private key seed of each smart door
lock, and before generating the verification code of the
smart door lock after the matching verification of the pri-
vate key seed is successful, the method may further in-
clude:
comparing, by the cloud server, the private key seed and
the stored private key seed of each smart door lock in
the preset private key seed database; and determining
that the matching verification of the private key seed is
successful if a comparison is successful.
[0009] In some embodiments, the generating, by the
cloud server, the verification code of the smart door lock
and returning the verification code to the mobile terminal
for opening the smart door lock may include:

generating, by the cloud server, the verification code
using a preset first verification code generation al-
gorithm based on the private key seed and the trigger
time within a time period which the trigger time be-
longs to; and
returning the verification code to the mobile terminal
for opening the smart door.

[0010] In some embodiments, the method may further
include:

generating, by the cloud server, a password gener-
ation instruction, wherein the password generation
instruction is used to make the verification code of
the smart door lock take effect in the smart door lock;

1 2 



EP 3 567 556 A1

3

5

10

15

20

25

30

35

40

45

50

55

and
returning the password generation instruction to the
mobile terminal.

[0011] In some embodiments, the generating, by the
cloud server, the password generation instruction may
include:
generating, by the cloud server, the password generation
instruction based on a start code, a command code, a
type code, a validity code, a password, a password ID,
a time factor, and a private key seed.
[0012] According to a third aspect, the present disclo-
sure also provides a method for offline verification code
generation based on a smart door lock system, the meth-
od including:

generating, by a smart door lock, a verification code
for a current time period using a preset first verifica-
tion code generation algorithm based on a private
key seed of the smart door lock; and
in response to receipt of an inputted verification
code, comparing the inputted verification code with
the verification code for the current time period, the
smart door lock being unlocked if the inputted veri-
fication code is same as the verification code for the
current time period.

[0013] In some embodiments, the method may further
include:
making the verification code for the current time period
take effect in response to receipt of a password genera-
tion instruction.
[0014] According to a fourth aspect, the present dis-
closure also provides a mobile terminal, the mobile ter-
minal including:

a recording module configured to in response to an
unlocking event, record a trigger time of the unlock-
ing event;
a first sending module configured to in response to
the unlocking event, send a request for unlocking
verification information to a cloud server, wherein
the request for the unlocking verification information
is used to request the cloud server to return a veri-
fication code of a smart door lock, and the unlocking
verification information includes a private key seed
of the smart door lock and the trigger time of the
unlocking event; and
a first receiving module configured to receive the ver-
ification code of the smart door lock for opening the
smart door lock generated by the cloud server based
on the private key seed and the trigger time.

[0015] In some embodiments, the unlocking event may
include at least one of a click confirmation operation, a
sliding operation, or a login operation by inputting a pass-
word or authentication information.
[0016] According to a fifth aspect, the present disclo-

sure also provides a cloud server, the cloud server in-
cluding:

a second receiving module configured to receive a
request for unlocking verification information from a
mobile terminal, the unlocking verification informa-
tion including a private key seed of a smart door lock
and a trigger time recorded by the mobile terminal
in response to an unlocking event; and
a first generating module configured to generate a
verification code of a smart door lock after a matching
verification of the private key seed is successful and
returning the verification code to the mobile terminal
for opening the smart door lock.

[0017] In some embodiments, the cloud server may be
provided with a preset private key seed database con-
figured to store a private key seed of each smart door
lock; and the cloud server may further include:
a verification module configured to compare the private
key seed and the stored private key seed of each smart
door lock in the preset private key seed database and
determine that the matching verification of the private key
seed is successful if a comparison is successful.
[0018] In some embodiments, the first generating mod-
ule may include:

a generating sub-module configured to generate a
verification code using a preset first verification code
generation algorithm based on the private key seed
and the trigger time within a time period which the
trigger time belongs to; and
a returning sub-module configured to return the ver-
ification code to the mobile terminal for opening the
smart door.

[0019] In some embodiments, the cloud server may
further include:

a second generating module configured to generate
a password generation instruction, wherein the
password generation instruction is used to make the
verification code of the smart door lock take effect in
the smart door lock; and
a returning module configured to return the password
generation instruction to the mobile terminal.

[0020] In some embodiments, the second generating
module may be configured to:
generate the password generation instruction based on
a start code, a command code, a type code, a validity
code, a password, a password ID, a time factor, and a
private key seed.
[0021] According to a sixth aspect, the present disclo-
sure also provides a smart door lock, the smart door lock
including:

a third generating module configured to generate a
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verification code for a current time period using a
preset first verification code generation algorithm
based on a private key seed of the smart door lock;
and
a comparing module configured to in response to
receipt of an inputted verification code, compare the
inputted verification code with the verification code
for the current time period, the smart door lock being
unlocked if the inputted verification code is same as
the verification code for the current time period.

[0022] In some embodiments, the smart door lock may
further include:
an effective module configured to make the verification
code for the current time period take effect in response
to receipt of a password generation instruction.
[0023] According to a seventh aspect, the present dis-
closure also provides a smart door lock system, the smart
door lock system including a mobile terminal, a cloud
server, and a smart door lock, wherein
the mobile terminal is configured to record a trigger time
of the unlocking event in response to an unlocking event,
send a request for unlocking verification information to a
cloud server, wherein the request for the unlocking ver-
ification information is used to request the cloud server
to return a verification code of a smart door lock, and the
unlocking verification information includes a private key
seed of the smart door lock and the trigger time;
the cloud server is configured to generate the verification
code of the smart door lock after a matching verification
of the private key seed is successful and return the ver-
ification code to the mobile terminal for opening the smart
door lock; and
the smart door lock is configured to generate a verification
code for a current time period using a preset first verifi-
cation code generation algorithm based on a private key
seed of the smart door lock; in response to receipt of an
inputted verification code, compare the inputted verifica-
tion code with the verification code for the current time
period, the smart door lock being locked if the inputted
verification code is the same as the verification code for
the current time period.
[0024] The methods for offline verification code gen-
eration based on a smart door lock system provided by
the present disclosure provide may obtain a valid tem-
porary password remotely, or obtain a password gener-
ation instruction when the smart door lock does not have
a communication function. For example, the password
may be enabled by entering the password generation
instruction via a door lock panel. The method may solve
the problems that the password cannot be issued remote-
ly when gateway power outage, wireless failure or without
the installation of the gateway. In the meantime, the meth-
ods may not need to install a communication module in-
side the smart door lock for interacting with a gateway
and a cloud server, which may greatly reduce energy
consumption.
[0025] The description is only an overview of the

present disclosure technical solution. In order to be able
to understand the technical means of the present disclo-
sure more clearly, it may be implemented in accordance
with the contents of the specification, and in order to make
the above and other purposes, features and advantages
of the present disclosure more understandable, the fol-
lowing is a specific implementation of the present disclo-
sure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Various other advantages and benefits will be-
come apparent to the skilled in the art by reading the
following detailed descriptions of the preferred embodi-
ments. The drawings are only for the purpose of illustrat-
ing the preferred embodiments and are not considered
as a limitation of the present disclosure. Also, like refer-
ence numerals represent similar structures throughout
the several views of the drawings. In the drawings:

FIG. 1 is a block diagram of a smart door lock system
based on dynamic password in the prior art;
FIG. 2 is a flowchart illustrating a process for offline
verification code generation based on a smart door
lock system according to some embodiments of the
present disclosure;
FIG. 3 is a flowchart illustrating another process for
offline verification code generation based on a smart
door lock system according to some embodiments
of the present disclosure;
FIG. 4 is a block diagram of a mobile terminal ac-
cording to some embodiments of the present disclo-
sure;
FIG. 5 is a block diagram of a cloud server according
to some embodiments of the present disclosure;
FIG. 6 is a block diagram of a smart door lock ac-
cording to some embodiments of the present disclo-
sure; and
FIG. 7 is a block diagram of a smart door lock system
according to some embodiments of the present dis-
closure.

DETAILED DESCRIPTION

[0027] The exemplary embodiments of the present dis-
closure will be described in more detail below with refer-
ence to the accompanying drawings. While exemplary
embodiments of the present disclosure are shown in the
drawings, it should be understood that the present dis-
closure may be embodied in various forms and not limited
by the embodiments set forth herein. On the contrary,
these embodiments are provided so that this present dis-
closure will be more fully understood, and the scope of
the present disclosure may be fully disclosed to those
skilled in the art.
[0028] FIG. 1 shows a smart door lock system based
on a dynamic password in the prior art. The implemen-
tation process of which needs to rely on one or more
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wireless communication modules in a smart door lock to
realize the request and sending of a password through
a gateway and a cloud server, which may cause technical
problems or defects including: first, the increase of en-
ergy consumption of the smart door lock as the wireless
communication modules needs a long time and a large
amount of power supply; second, the unavailability of the
password remotely issued for the interactive terminal as
power failure, the gateway outage, or the home network
failure.
[0029] According to the problems described above, the
present disclosure provides a method for offline verifica-
tion code generation based on a smart door lock system.
The method may obtain a valid temporary password re-
motely, or obtain a password generation instruction when
the smart door lock does not have a communication func-
tion. For example, the password may be enabled by en-
tering the password generation instruction via a door lock
panel. The method may solve the problems that the pass-
word cannot be issued remotely when gateway power
outage, wireless failure or without the installation of the
gateway. In the meantime, the methods may not need to
install a communication module inside the smart door
lock for interacting with a gateway and a cloud server,
which may greatly reduce energy consumption.
[0030] FIG. 2 illustrates a process for offline verification
code generation based on a smart door lock system im-
plemented on a mobile terminal according to some em-
bodiments of the present disclosure. The process may
include:
S201: in response to an unlocking event, recording, by
the mobile terminal, a trigger time of the unlocking event.
[0031] The unlocking event may include an operation
of a user, for example, a click operation for confirmation,
a sliding operation, a login operation by inputting a pass-
word or authentication information, etc. When the mobile
terminal detects the unlocking event, the mobile terminal
may record the trigger time of the unlocking event in a
background of the mobile terminal. The trigger time may
be used to obtain a verification code of a smart door lock.
[0032] The mobile terminal may include a smart mobile
device, such as a mobile phone, an IPAD, a laptop com-
puter, a smartwatch, a smart bracelet, etc. For example,
when the user clicks an unlocking confirmation button or
slides an unlocking switch on a display on a smartphone,
an IPAD, a mobile laptop computer, etc., or enters a pass-
word or authentication information through an application
implemented on the mobile terminal or a webpage to log
on, the unlocking event may be triggered. The unlocking
event may also be triggered by a smartwatch, a smart
bracelet, etc., and the trigger time may be recorded in
the background of the mobile terminal.
[0033] S202: sending, by the mobile terminal, a re-
quest for unlocking verification information to a cloud
server in response to the unlocking event. The request
for the unlocking verification information may be used to
request the cloud server to return the verification code
of the smart door lock. The unlocking verification infor-

mation may include a private key seed of the smart door
lock and the trigger time.
[0034] In some embodiments, the cloud server may be
provided with a preset private key seed database. The
preset private key seed database may be configured to
store multiple private key seeds of multiple smart door
locks. A private key seed of each smart door lock may
include a secret key which is unique and non-repetitive.
Each smart door lock may include one single private key
seed. A corresponding relationship between the preset
private key seed and each smart door lock may be stored
in the preset private key seed database. A mobile termi-
nal may also store a private key seed after the mobile
terminal is bonded to a smart door lock with the private
key seed. In other words, the mobile terminal may include
a corresponding relationship with the private key seed of
the smart door lock.
[0035] The mobile terminal may send the request for
the unlocking verification information to the cloud server
in response to detect the unlocking event for request the
cloud server to return the verification code of the smart
door lock. The unlocking verification information may in-
clude the private key seed of the smart door lock and the
trigger time of the unlocking event. The private key seed
may include one single corresponding relationship with
the smart door lock. The private key seed may be gen-
erated, written to the smart door lock, and stored in the
cloud server simultaneously when the smart door lock
leaves a factory. The private key seed of each smart door
lock may be different to ensure the security of a dynamic
password of each smart door lock. Even if an encryption
algorithm is leaked and a hacker gets the private key of
a specific smart door lock, it will not threaten smart door
locks of other users.
[0036] S203: receiving a verification code of the smart
door lock for opening the smart door lock generated by
the cloud server based on the private key seed and the
trigger time.
[0037] The cloud server may generate the verification
code of the smart door lock after receiving the private
key seed and the trigger time from the mobile terminal.
The cloud server may return the verification code to the
mobile terminal. A user may use the verification code
displayed on the mobile terminal.
[0038] According to the process for generating the off-
line verification code based on a smart door lock system
provided by the present disclosure, the mobile terminal
may record the trigger time of the unlocking event in re-
sponse to the unlocking event, and send the request for
the private key seed of the smart door lock and the trigger
time to the cloud server, so as to request the cloud server
to return the verification code of the smart door lock. After
the mobile terminal receives the verification code, the
verification code may be used to open the smart door
lock. In the case of the smart door lock offline, the em-
bodiments of the present disclosure may obtain the ver-
ification code from the cloud server and finish the opening
of the smart door lock, which may solve the problem that
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the password cannot be issued to open the smart door
lock when gateway power outage, wireless failure or with-
out the installation of the gateway. Simultaneously, the
method does not need to be installed with a communi-
cation module inside a lock for interacting with a gateway
and a cloud server, which may greatly reduce its own
energy consumption.
[0039] In addition, the smart door lock system of the
present disclosure may only need to install a preset ver-
ification code generation algorithm in each time period,
generate a verification code, and store the verification
code inside of a lock. A communication module for inter-
acting with a gateway and a cloud server may not need
to be installed inside the lock, which greatly reduces its
energy consumption and reduces its size. Therefore, the
smart door lock system can be not restricted by the ex-
ternal network environment and may be opened based
on an off-line verification code. The smart door lock sys-
tem without the communication module may be safe, re-
liable and independent of the external network environ-
ment.
[0040] Corresponding to the above embodiment, the
present disclosure provides a process for offline verifica-
tion code generation based on a smart door lock system
implemented on a cloud server with reference to FIG. 3.
FIG. 3 illustrates another process for offline verification
code generation based on a smart door lock system ac-
cording to some embodiments of the present disclosure.
The process may include:
[0041] S301: receiving, by a cloud server, a request
for unlocking verification information from a mobile ter-
minal. The unlocking verification information may include
a private key seed and a trigger time recorded by the
mobile terminal in response to an unlocking event.
[0042] S301 in the embodiment of the present disclo-
sure may be understood with reference to S201 and S202
in the above-mentioned embodiment, and will not be re-
peated here.
[0043] S302: generating, by the cloud server, a verifi-
cation code of a smart door lock and returning the veri-
fication code of the smart door lock to the mobile terminal
for opening the smart door lock after a matching verifi-
cation of the private key seed is successful.
[0044] In some embodiments, after the cloud server
receives the request for the unlocking verification infor-
mation, the cloud server may obtain the private key seed
included in the request. In some embodiments, the cloud
server may compare the obtained private key seed with
the stored private key seed of each smart door lock in
the preset private key seed database. If the comparison
is successful, i.e., the preset private key seed database
stores the obtained private key seed, the matching ver-
ification of the obtained private key seed may be suc-
cessful; otherwise, the matching verification of the ob-
tained private key seed may be unsuccessful. matching
verification of matching verification of
[0045] The cloud server may generate the verification
code of the smart door lock and return to the mobile ter-

minal for opening the smart door lock if the matching
verification of the obtained private key seed is successful.
[0046] In some embodiments of the present disclo-
sure, the verification code of the smart door lock may be
generated according to two ways. Details may be pro-
vided below.
[0047] In one of the two ways, the verification code of
the smart door lock may be a dynamic password. Spe-
cifically, the cloud server may generate a dynamic pass-
word in a preset time period based on the private key
seed with the successful matching verification and the
trigger time.
[0048] The cloud server may generate the dynamic
password using a preset first verification code generation
algorithm. The first verification code generation algorithm
may include but not is limited to various Hash algorithms.
The private key seed and the trigger time received by the
cloud server may be as input parameters of the first ver-
ification code generation algorithm to generate the veri-
fication code of the smart door lock at a current time. The
verification code may be a dynamic password. In other
words, the verification code of the smart door lock may
be different for different time periods.
[0049] Specifically, the cloud server may determine a
time period which the dynamic password the generated
verification code of the smart door lock belongs to ac-
cording to the trigger time. In some embodiments, the
cloud server may convert the trigger time and the private
key seed into a digital password, for example, a six-digit
password using the preset first verification code gener-
ation algorithm.
[0050] Correspondingly, the smart door lock may gen-
erate verification codes at different time periods using
the same preset verification code generation algorithm.
Specifically, the smart door lock may calculate and store
a dynamic password of a current time period at the be-
ginning of each time period applying the first verification
code generation algorithm. The dynamic password for
the current time period may be a verification code of the
smart door lock outputted based on a combination of the
beginning of each time period and the private key seed.
The beginning of a time period as an input parameter of
the first verification code generation algorithm may in-
clude a beginning time of every hour or half-hour in the
time period. The cloud server and the smart door lock
may use the same verification code generation algorithm
to generate verification codes corresponding to each time
period. After receiving an input of a verification code, the
smart door lock may compare the verification code with
a stored verification code of the current time period. If
the verification code is the same as the stored verification
code, the smart door lock may be unlocked; otherwise,
the smart door lock may not be opened.
[0051] In order to eliminate a deviation of the local time
of the door lock from the time of the cloud server, the
time may accurate to an hour level, that is, the time period
may be every hour.
[0052] In order to increase the time span of a dynamic
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password, for example, a password generated at 2:59
may be expired after 1 minute and the availability of this
password may be greatly reduced, a buffering mecha-
nism may be added in some embodiments. The buffering
mechanism may include an immediately previous dy-
namic password for the immediately previous hour which
may be reserved when the smart door lock generates
the dynamic password for a current hour. That is, the
dynamic passwords of both the current hour and the im-
mediately previous hour are valid at any time, which may
ensure that the minimum validity period of a dynamic
password may be one hour and the maximum validity
period of the dynamic password may be two hours, so
as to avoid the dynamic password failure.
[0053] In another one of the two ways, the cloud server
may generate a password generation instruction for mak-
ing a verification code of the smart door lock to be effec-
tive in the smart door lock. A user may open the smart
door lock using the verification code.
[0054] The password generation instruction generated
by the cloud server may include one or more digits and
#*. An input of the password generation instruction may
include a start code, a command code, a type code, a
validity code, a password, a password ID, a check code,
a time factor, a private key seed, etc.
[0055] The check code may be used to verify the legit-
imacy and integrity of the instruction. The check code
may include a different number of digits based on the
need for security. The longer the number of digits, the
safer it is. At the same time, the generated password
generation instruction will be lengthened, which may in-
crease the difficulty of the input for a user. For different
usage scenarios, the different number of digits of the
check code may be used for different user groups.
[0056] A private key seed may be similar to the private
key seed of the dynamic password, which may be gen-
erated when the door lock is shipped from the factory,
written to the smart door lock, and stored in the cloud
server simultaneously. The private key of each door lock
may be different to ensure that the password generation
instruction for each smart door lock is generated safely.
[0057] The password ID may be used for the subse-
quent management of passwords. In the cloud server,
the password ID may correspond to a specific name de-
termined by the user, so that when managing the pass-
word list of a door lock, the operation object may be the
password ID. The password ID may be optional when
generating the password generation instruction.
[0058] The command code may be used to add, delete,
change, check, etc., the password. Of course, instruction
codes behind the command code in the instruction may
be different according to different command codes. Other
input parameters may be not described in detail here,
[0059] The input parameters of an algorithm for gen-
erating the password generation instruction may include
the input parameters as described above, the private key
seed, and the trigger time. For example, the password
generation instruction may be denoted by a private algo-

rithm ((the start code+ the command code+ the type
code+ the validity code+ the password+ the password
ID), the private key seed, the trigger time).
[0060] The trigger time may accurate to the day level,
and may be 0 o’clock of the same day. Therefore, the
validity period of the password generation instruction
may be valid for the day of the input. According to the
requirements, it is possible to extend the validity period
of the password generation instruction by means of time-
forward compatibility. For example, if the check code is
verified by a 0 o’clock of the current day and 0 o’clock of
the yesterday simultaneously, the maximum validity pe-
riod of the password generation instruction may be ex-
tended to be two days.
[0061] In some embodiments, the password genera-
tion instruction may be generated by combining the dy-
namic password. The password segment may be re-
moved from the password generation instruction, and a
two-digit number may be used to specify which hour of
the dynamic password may be used. According to the
convention, the two-digit number may be used to specify
100 hours, that is, one of the dynamic passwords during
the time period from the beginning of a specific hour to
the next 100 hours may be specified as a valid password
of the password generation instruction. This method may
reduce the password segment in the password genera-
tion instruction to two digits, which may reduce the
number of digits of the entire password generation in-
struction.
[0062] In order to avoid duplication with the dynamic
password, the dynamic password generation mecha-
nism may be reserved by adding a variable factor ensur-
ing the dynamic password not duplicated with dynamic
password described above.
[0063] The cloud server may return the password gen-
eration instruction to the mobile terminal after generating
the password generation instruction. The user may make
a password of the smart door lock take effect using the
password generation instruction displayed on the mobile
terminal. For example, the user may make the dynamic
password take effect generated using the first verification
code generation algorithm on the smart door lock. Espe-
cially, the smart door lock may analysis the password
generation instruction to generate a valid verification
code. After the user input a correct verification code, the
smart door lock may be opened.
[0064] Corresponding to the above embodiments, the
present disclosure also provides a mobile terminal with
reference to FIG. 4. FIG. 4 is a block diagram of the mobile
terminal according to some embodiments of the present
disclosure, wherein the mobile terminal may include:

a recording module 401 configured to in response
to an unlocking event, record a trigger time of the
unlocking event;
a first sending module 402 configured to in response
to the unlocking event, send a request for unlocking
verification information to a cloud server, wherein
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the request for the unlocking verification information
is used to request the cloud server to return a veri-
fication code of a smart door lock, and the unlocking
verification information includes a private key seed
of the smart door lock and the trigger time of the
unlocking event; and
a first receiving module 403 configured to receive
the verification code of the smart door lock for open-
ing the smart door lock generated by the cloud server
based on the private key seed and the trigger time.

[0065] In some embodiments, the unlocking event may
include at least one of a click confirmation operation, a
sliding operation, or a login operation by inputting a pass-
word or authentication information.
[0066] Corresponding to the above embodiments, the
present disclosure also provides a cloud server with ref-
erence to FIG. 5. FIG. 5 is a block diagram of a cloud
server according to some embodiments of the present
disclosure, wherein the cloud server may include:

a second receiving module 501 configured to receive
a request for unlocking verification information from
a mobile terminal, the unlocking verification informa-
tion including a private key seed of a smart door lock
and the trigger time recorded by the mobile terminal
in response to an unlocking event; and
a first generating module 502 configured to generate
a verification code of a smart door lock after a match-
ing verification of the private key seed is successful
and returning the verification code to the mobile ter-
minal for opening the smart door lock.

[0067] In some embodiments, the cloud server may be
provided with a preset private key seed database con-
figured to store a private key seed of each smart door
lock; and the cloud server may further include:
a verification module configured to compare the private
key seed and the private key seed of each smart door
lock stored in the preset private key seed database, and
determine that the matching verification of the private key
seed is successful if a comparison is successful.
[0068] In some embodiments, the first generating mod-
ule may include:

a generating sub-module configured to generate a
verification code using a preset first verification code
generation algorithm based on the private key seed
and the trigger time within a time period which the
trigger time belongs to; and
a returning sub-module configured to return the ver-
ification code to the mobile terminal for opening the
smart door.

[0069] In some embodiments, the cloud server may
further include:

a second generating module configured to generate

a password generation instruction, wherein the
password generation instruction is used to make the
verification code of the smart door lock take effect in
the smart door lock; and
a returning module configured to return the password
generation instruction to the mobile terminal.

[0070] In some embodiments, the second generating
module may be configured to:
generate the password generation instruction based on
a start code, a command code, a type code, a validity
code, a password, a password ID, a time factor, and a
private key seed.
[0071] Corresponding to the above embodiments, the
present disclosure also provides a smart door lock with
reference to FIG. 6. FIG. 6 is a block diagram of the smart
door lock according to some embodiments of the present
disclosure, wherein the smart door lock may include:

a third generating module 601 configured to gener-
ate a verification code for a current time period using
a preset first verification code generation algorithm
based on a private key seed of the smart door lock;
and
a comparing module 602 configured to in response
to receipt of an inputted verification code, compare
the inputted verification code with the verification
code for the current time period, and opening the
smart door lock if the inputted verification code is
same as the verification code for the current time
period.

[0072] In some embodiments, the smart door lock may
further include:
an effective module configured to make the verification
code for the current time period take effect in response
to receipt of a password generation instruction.
[0073] Corresponding to the above embodiments, the
present disclosure also provides a smart door lock sys-
tem with reference to FIG. 7. FIG. 7 is a block diagram
of the smart door lock system according to some embod-
iments of the present disclosure, wherein the smart door
lock system may include: a mobile terminal 701, a cloud
server 702, and a smart door lock 703. Shaded arrows
between the smart door lock, the gateway, and the cloud
server may indicate that no wireless communication is
required between the smart door lock, the gateway, and
the cloud server. Therefore, a gateway module may not
need to be installed, and the smart door lock may not
need to be installed with a communication module.
[0074] The mobile terminal 701 may be configured to
record a trigger time of the unlocking event in response
to an unlocking event, send a request for unlocking ver-
ification information to a cloud server, wherein the re-
quest for the unlocking verification information is used to
request the cloud server to return a verification code of
a smart door lock, and the unlocking verification informa-
tion includes a private key seed of the smart door lock
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and the trigger time;
[0075] The cloud server 702 may be configured to gen-
erate the verification code of the smart door lock after a
matching verification of the private key seed is successful
and return the verification code to the mobile terminal for
opening the smart door lock;
[0076] The smart door lock 703 may be configured to
generate a verification code for a current time period us-
ing a preset first verification code generation algorithm
based on a private key seed of the smart door lock; in
response to receipt of an inputted verification code, com-
pare the inputted verification code with the verification
code for the current time period, the smart door lock being
unlocked if the inputted verification code is the same as
the verification code for the current time period.
[0077] The serial numbers of the embodiments are for
the purpose of description only and do not represent the
advantages and disadvantages of the embodiments.
[0078] In the embodiments of the present disclosure,
the descriptions of each embodiment have its own em-
phasis, and parts not detailed in one certain embodiment
may be referred to in the related descriptions of other
embodiments.
[0079] In several embodiments provided by the
present disclosure, it should be understood that the dis-
closed technical contents may be implemented in other
manners. The device embodiments described above are
only illustrative. For example, the division of the units
may be a logical function division. In practice, there may
be another division mode, such as multiple units or com-
ponents can be combined or integrated into another sys-
tem, or some features can be ignored or not executed.
Another point is that the coupling or direct coupling or
communication connection shown or discussed may be
indirect coupling or communication connection through
some interfaces, units or modules, and may be electrical
or other forms.
[0080] The units described as separate components
may or may not be physically separated, and the com-
ponents shown as units may or may not be physical units,
i.e., it may be located in one place, or may be distributed
over a plurality of units. Some or all of the units may be
selected according to actual needs to achieve the pur-
pose of the embodiments of the present disclosure.
[0081] In addition, the functional units in the various
embodiment of the present disclosure may be integrated
into one processing unit, may be physically present sep-
arately for each unit, or may be integrated into one unit
by two or more units. The integrated unit can be imple-
mented in the form of hardware or software functional
unit.
The above is only the preferred implementation of the
present disclosure. It should be pointed out that for those
skilled in the art, without departing from the principles of
this application, a number of improvements and modifi-
cations can also be made, and these improvements and
modification should also be considered as the scope of
protection of the present disclosure.

Claims

1. A method for offline verification code generation
based on a smart door lock system, comprising:

in response to an unlocking event, recording, by
a mobile terminal, a trigger time of the unlocking
event;
in response to the unlocking event, sending, by
the mobile terminal, a request for unlocking ver-
ification information to a cloud server, wherein
the request for the unlocking verification infor-
mation is used to request the cloud server to
return a verification code of a smart door lock,
and the unlocking verification information in-
cludes a private key seed of the smart door lock
and the trigger time;
receiving, by the mobile terminal, the verification
code of the smart door lock for opening the smart
door lock generated by the cloud server based
on the private key seed and the trigger time.

2. The method for offline verification code generation
based on the smart door lock system of claim 1,
wherein the unlocking event includes at least one of
a click confirmation operation, a sliding operation, or
a login operation by inputting a password or authen-
tication information.

3. A method for offline verification code generation
based on a smart door lock system, comprising:

receiving, by a cloud server, a request for un-
locking verification information from a mobile
terminal, the unlocking verification information
including a private key seed of a smart door lock
and a trigger time recorded by the mobile termi-
nal in response to an unlocking event;
generating, by the cloud server, a verification
code of the smart door lock after a matching ver-
ification of the private key seed is successful and
returning the verification code to the mobile ter-
minal for opening the smart door lock.

4. The method for offline verification code generation
based on the smart door lock system of claim 3,
wherein the cloud server is provided with a preset
private key seed database configured to store a pri-
vate key seed of each smart door lock, and before
generating the verification code of the smart door
lock after the matching verification of the private key
seed is successful, the method further includes:
comparing, by the cloud server, the private key seed
with the stored private key seed of each smart door
lock in the preset private key seed database; deter-
mining that the matching verification of the private
key seed is successful if a comparison is successful.
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5. The method for offline verification code generation
based on the smart door lock system of claim 3,
wherein the generating the verification code of the
smart door lock and returning the verification code
to the mobile terminal for opening the smart door
lock includes:

generating, by the cloud server, the verification
code using a preset first verification code gen-
eration algorithm based on the private key seed
and the trigger time within a time period which
the trigger time belongs to; and
returning, by the cloud server, the verification
code to the mobile terminal for opening the smart
door.

6. The method for offline verification code generation
based on the smart door lock system of claim 3, fur-
ther including:

generating, by the cloud server, a password
generation instruction, wherein the password
generation instruction is used to make the veri-
fication code of the smart door lock take effect
in the smart door lock;
returning, by the cloud server, the password
generation instruction to the mobile terminal.

7. The method for offline verification code generation
based on the smart door lock system of claim 6,
wherein the generating, by the cloud server, the
password generation instruction includes:
generating, by the cloud server, the password gen-
eration instruction based on a start code, a command
code, a type code, a validity code, a password, a
password ID, a time factor, and a private key seed.

8. A method for offline verification code generation
based on a smart door lock system, comprising:

generating, by a smart door lock, a verification
code for a current time period using a preset first
verification code generation algorithm based on
a private key seed of the smart door lock;
in response to receipt of an inputted verification
code, comparing, by the smart door lock, the
inputted verification code with the generated
verification code for the current time period, the
smart door lock being unlocked if the inputted
verification code is same as the generated ver-
ification code for the current time period.

9. The method for offline verification code generation
based on the smart door lock system of claim 8, fur-
ther including:
making, by the smart door lock, the verification code
for the current time period take effect in response to
receipt of a password generation instruction.

10. A mobile terminal, comprising:

a recording module configured to record a trig-
ger time of an unlocking event in response to
the unlocking event;
a first sending module configured to send a re-
quest for unlocking verification information to a
cloud server, wherein the request for the unlock-
ing verification information is used to request the
cloud server to return a verification code of a
smart door lock, and the unlocking verification
information includes a private key seed of the
smart door lock and the trigger time; and
a first receiving module configured to receive
the verification code of the smart door lock for
opening the smart door lock generated by the
cloud server based on the private key seed and
the trigger time.

11. The mobile terminal of claim 10, wherein the unlock-
ing event includes at least one of a click confirmation
operation, a sliding operation, or a login operation
by inputting a password or authentication informa-
tion.

12. A cloud server, comprising:

a second receiving module configured to receive
a request for unlocking verification information
from a mobile terminal, the unlocking verification
information including a private key seed of a
smart door lock and a trigger time recorded by
the mobile terminal in response to an unlocking
event; and
a first generating module configured to generate
a verification code of the smart door lock after a
matching verification of the private key seed is
successful and returning the verification code to
the mobile terminal for opening the smart door
lock.

13. The cloud server of claim 12, wherein the cloud serv-
er is provided with a preset private key seed data-
base configured to store a private key seed of each
smart door lock, and the cloud server further in-
cludes:
a verification module configured to compare the pri-
vate key seed and the stored private key seed of
each smart door lock in the preset private key seed
database and determine that the matching verifica-
tion of the private key seed is successful if a com-
parison is successful.

14. The cloud server of claim 12, wherein the first gen-
erating module includes:

a generating sub-module configured to generate
a verification code using a preset first verification
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code generation algorithm based on the private
key seed and the trigger time within a time period
which the trigger time belongs to; and
a returning sub-module configured to return the
verification code to the mobile terminal for open-
ing the smart door.

15. The cloud server of claim 12, further including:

a second generating module configured to gen-
erate a password generation instruction, where-
in the password generation instruction is used
to make the verification code of the smart door
lock take effect in the smart door lock; and
a returning module configured to return the
password generation instruction to the mobile
terminal.

16. The cloud server of claim 15, wherein the second
generating module is configured to:
generate the password generation instruction based
on a start code, a command code, a type code, a
validity code, a password, a password ID, a time fac-
tor, and a private key seed.

17. A smart door lock, comprising:

a third generating module configured to gener-
ate a verification code for a current time period
using a preset first verification code generation
algorithm based on a private key seed of the
smart door lock; and
a comparing module configured to compare an
inputted verification code with the generated
verification code for the current time period in
response to receipt of the inputted verification
code and open the smart door lock if the inputted
verification code is same as the generated ver-
ification code for the current time period.

18. The smart door lock of claim 17, wherein the smart
door lock further includes:
an effective module configured to make the verifica-
tion code for the current time period take effect in
response to receipt of a password generation in-
struction.

19. A smart door lock system, comprising: a cloud serv-
er, a mobile device, and a smart door lock, wherein:

the mobile terminal is configured to record a trig-
ger time of the unlocking event in response to
an unlocking event, send a request for unlocking
verification information to the cloud server,
wherein the request for the unlocking verification
information is used to request the cloud server
to return a verification code of the smart door
lock, and the unlocking verification information

includes a private key seed of the smart door
lock and the trigger time;
the cloud server is configured to generate the
verification code of the smart door lock after a
matching verification of the private key seed is
successful and return the verification code to the
mobile terminal for opening the smart door lock;
the smart door lock is configured to generate a
verification code for a current time period using
a preset first verification code generation algo-
rithm based on the private key seed of the smart
door lock; and in response to receipt of the ver-
ification code, compare the inputted verification
code with the verification code for the current
time period, the smart door lock being unlocked
if the inputted verification code is the same as
the verification code for the current time period.
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