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Description

TECHNICAL FIELD

[0001] Certain embodiments relate to computer and
network security, particulary to identity and access man-
agement and key management.

BACKGROUND OF THE INVENTION

[0002] The Secure Shell (SSH) protocol is one of the
most widely used cryptographic protocols today. SSH is
frequently used for remote administration, secure file
transfers, backups, and process-to-process communica-
tion.
[0003] The Secure Shell (SSH) protocol is described
in the Internet Engieering (IETF) standards RFC 4250,
The Secure Shell (SSH) Protocol Assigned Numbers,
Internet Engineering Task Force, January 2006; RFC
4251, The Secure Shell (SSH) Protocol Architecture, In-
ternet Engineering Task Force, January 2006; RFC
4252, The Secure Shell (SSH) Authentication Protocol,
Internet Engineering Task Force, January 2006; RFC
4253, The Secure Shell (SSH) Transport Layer Protocol,
Internet Engineering ask Force, January 2006; and RFC
4254, The Secure Shell (SSH) Connection Protocol, In-
ternet Engineering Task Force, January 2006. They are
freely available for downloading at www.ietf.org. The
original protocol was invented and developed by the
present inventor in 1995-1999, and then standardized by
the IETF.
[0004] The SSH protocol and related client and server
software applications are now included in many Unix and
Linux versions, such as IBM AIX, HP-UX, Solaris, Red
Hat, SUSE, Ubuntu, etc. Popular implementations of the
SSH protocol include the open source OpenSSH, which
is based on the present inventor’s free SSH version 1.12
from 1995, and the commercial Tectia SSH client and
server from SSH Communications Security Corporation.
[0005] Some of the largest enterprises in the world
have hundreds of thousands of computers and up to
about a hundred thousand servers running various ver-
sions of Unix, Linux, and Windows operating systems on
their network. Large enterprises commonly run thou-
sands of different business applications that interact with
each other and transmit data and files to/from each other
in an automated fashion. A large enterprise typically has
tens of thousands of hosts running SSH servers.
[0006] The term "host" means a computer or generally
any computing node or apparatus on a network that has
its own IP address and/or domain name (though some
hosts can be multi-homed, that is, have more than one
IP address or more than one domain name). A computer
can be any kind of computer, such as general purpose
computer, desktop computer, server computer, embed-
ded system, mainframe, mobile device, cluster of com-
puters, or a distributed computer. A host can also be a
virtual machine.

[0007] An IP network is a network that communicates
using the Internet Protocol (RFC 791, RFC 2460, or a
later version thereof). An IP address means an IPv4 ad-
dreses, an IPv6 addresses, and/or an address for a future
communication protocol that can be used for similar pur-
poses. TCP/IP means the Transmission Control protocol
(RFC 793), and UDP means the User Datagram Protocol
(RFC 768), or a later version thereof.
[0008] To automate file transfers and other communi-
cation between computers and applications, companies
often use public key authentication according to the SSH
protocol. Public key authentication and how to set it up
is described in RFC 4252 and the books D. Barrett et al:
SSH, the Secure Shell: The Definitive Guide, O’Reilly,
2001; H. Dwivedi: Implementing SSH: Strategies for Op-
timizing the Secure Shell, Wiley, 2004; and A. Carasik:
Unix Secure Shell, McGraw-Hill, 1999.
[0009] Generally, public key authentication is just one
method for implementing passwordless logins. A pass-
wordless login is a mechanism whereby a program run-
ning under a user account on a first host can gain access
to a second account on a second host (though they could
also be the same account and same host), without need-
ing to have an interactive user supply a password, typi-
cally to execute a command on the second host or to
transfer files to/from the second host. Other known mech-
anisms for passwordless authentication include, e.g.,
Kerberos-based authentication (possibly using Active Di-
rectory), host-based authentication in SSH, traditional
".rhosts" authentication in old rlogin/rsh programs, hard-
coding a password in a script (e.g., supplying it on a com-
mand line), and fetching a password from a password
vault from a script. However, with the SSH protocol, the
public key authentication is often the preferred method,
because with it one cannot gain access to the private key
(the authentication credential in this case) from the sec-
ond account.
[0010] Kerberos authentication can also be used for
implementing passwordless logins. Kerberos is de-
scribed in RFC 4120, The Kerberos Network Authenti-
cation Service (V5), Internet Engineering Task Force, Ju-
ly 2005. Kerberos is often used using GSSAPI, which is
described in RFC 2743, Generic Security Service Appli-
cation Program Interface Version 2, Update 1, Internet
Engineering Task Force, January 2000.
[0011] Some organizations use public key authentica-
tion to grant authorizations and access rights to individual
users. A user is given authorization to log into certain
accounts based on the user’s role. For example, an Or-
acle administrator might be given a private key that au-
thorizes the administrator to log into any Oracle database
account in his/her department. When a user’s role chang-
es, the old access rights would be removed and new
ones might be added in accordance with the new role.
Removing the user’s access basically means de-author-
izing the access.
[0012] Another use of public key authentication is to
allow administrators to log into shared accounts on jump
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servers that can then be used to access numerous other
systems, such as point-of-sale terminals in a retail envi-
ronment.
[0013] An authorized key means identification of a
cryptographic key whose possession authorizes access
to a user account on a host.
[0014] An identity key means a cryptographic key
whose possession authorizes access to a user account
on a host. The term is also used for a cryptographic key
is configured for an SSH client so that the SSH client may
attempt to use it for authentication using public key au-
thentication according to the SSH protocol when logging
into an SSH server.
[0015] Authorized keys and identity keys are collec-
tively called user keys (or SSH user keys).
[0016] Host keys, on the other hand, are used for au-
thenticating hosts (e.g., to prevent man-in-the-middle at-
tacks at protocol level). Host keys do not alone authorize
access to any user accounts. Host keys are typically key
pairs used for public key cryptography, with the public
key called the public host key and the private key called
the private host key. An SSH client or SSH server may
have known hosts, associations of a host (name or IP
address) with a public host key or an identier for a public
key.
[0017] A key fingerprint is an identifier for a key that
essentially uniquely identifies a key pair. It may be, e.g.,
a hash value computed from a public key, converted into
an ASCII string in some manner. There are several
known ways to convert a public key into a key fingerprint,
including computing a hash value of an encoded repre-
sentation of the public key, and representing the hash
value in hex. Several different methods for generating
fingerprints from a key are in use by different implemen-
tations.
[0018] Commonly, an authorized key is a public key
from a key pair used in public key cryptography, where
possession of the corresponding private key authorizes
access to the user account (with, e.g., RSA and DSA
cryptosystems, the public key uniquely identifies the key
pair and therefore the private key). An authorized key
may be identified, e.g., by the public key itself or by a key
fingerprint computed from the public key. The private key
may be configured as an identity key for one or more
SSH clients on one or more user accounts on one or
more hosts. The same authorized key may be configured
as an authorized key for one or more SSH servers on
one or more user accounts on one or more hosts.
[0019] An SSH client may also access an identity key
indirectly, such as through an SSH agent.
[0020] Some hosts may not really have the concept of
separate user accounts, in which case an authorized key
may just grant access to the host (the host is then con-
sidered to have an implicit user account on it).
[0021] In large organizations, the number of different
file transfers and authentications that they manage grows
very large, and such organizations sometimes have hun-
dreds of system administrators each managing some

hundreds of computers. It is difficult for system adminis-
trators, security administrators to keep track of what au-
thorized public key login connections exist, what each
connection is used for, and when the connection
can/should be removed.
[0022] It is currently nearly impossible for organiza-
tions to change the authentication keys because of the
amount of manual work involved, yet any prudent security
practice would require changing authorization keys reg-
ularly. Key rotation, renewal, and recertification are terms
also used to refer to changing the cryptographic author-
ization keys, with no substantial difference in meaning.
[0023] Furthermore, there is currently no practical way
for the organizations to prevent an administrator from
copying a private key, and continuing to use the private
key after changing roles or leaving the job, and many
organizations never remove authorized keys because it
is too difficult and expensive or prone to cause service
disruption.
[0024] There are also other mechanisms for providing
automated access in SSH, including host-based authen-
tication, Kerberos authentication, PKI-based public key
authentication, hard-coded passwords, and passwords
stored in a password vault.
[0025] Generally, when automated access has been
configured from a first account to a second account, a
trust relationship is said to exist from the first account to
the second account. Trust relationships are also called
connections or automated login connections or pass-
wordless logins in this specification. The first account is
often called a source account (on a source host) and the
second account is often called a destination account (on
a destination host).
[0026] Many large enterprises are known to have sev-
eral hundred thousand to over a million public-private key
pairs used as SSH authentication keys. Many large en-
terprises have sizable teams setting up SSH authentica-
tion keys. The combined cost of managing key pairs and
authorizations in large enterprises is substantial, and
therefore solutions for the more efficiently and more se-
curely managing them are very much needed.
[0027] An independent verification of the problem can
be found in the paper G. Kent and B. Shestra: Unsecured
SSH - The Challenge of Managing SSH Keys and Asso-
ciations, SecurelT, 2010. It also teaches many of the un-
derlying concepts relating to authorized keys and identity
keys and proper (manual) configuration for automated
access using SSH. However, it is very limited in its teach-
ings about automating SSH key management or assist-
ing key remediation processes in large environments.
[0028] Text book SCHNEIER B, Applied Cryptogra-
phy, Second Edition: protocols, algorithms and source
code in C, ISBN 978-0-471-11709-4, xp002342178, pag-
es 56 - 59, disclose protocols for exchange of keys for
authentication between Bob and Alice where a secret
key is shared with Trent.
[0029] US2006/236096 is further prior art.
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BRIEF SUMMARY OF THE INVENTION

[0030] The invention is defined by the appended inde-
pendent claims.
[0031] Certain embodiments manage automated ac-
cess between user accounts on devices or hosts in a
computer network. In certain embodiments, a manage-
ment system causes a first user account on a first host
to be able to log into a second user account on a second
host in an automatic manner.
[0032] Certain embodiments relate to managing SSH
user keys for authorizing automated access between
hosts. In certain embodiments, a management system
installs an identity key on a first user account and an
authorized key on a second user account on a second
host in an automatic manner.
[0033] Certain embodiments relate to managing cer-
tificates for Public Key Infrastructure (PKI) based authen-
tication, e.g., for the SSL/TLS protocol. Certain embod-
iments relate to managing Kerberos credentials. Certain
embodiments relate to managing symmetric keys (or
generally, encryption keys). Certain embodiments relate
to managing keys and/or certificates for the IPSec pro-
tocol.
[0034] Certain embodiments combine many of the
teachings of this description, such as an embodiment
comprising a computer program product for discovering,
remediating and/or managing SSH keys, non-key trust
relationships, certificates, Kerberos credentials, sym-
metric keys, and configuration files. Certain embodi-
ments may further comprise client-side Kerberos librar-
ies and applications, a Kerberos Key Distribution Center
(KDC), an LDAP directory, a policy manager user inter-
faces, a configuration database, a ticketing/approval sys-
tem, and/or a database system. An example is illustrated,
e.g., in Figs. 34 and 35.
[0035] Certain embodiments may also be combined
into a set of computer products (or hardware appliances)
comprising multiple computer program products (or ap-
pliances) that comprise one or more embodiments de-
scribed herein in one or more of the computer program
products in the set, such as a computer program product
implementing a management system framework prod-
uct, a certificate management product (optionally utilizing
the framework), an SSH key management product (op-
tionally utilizing the framework), a symmetric key man-
agement product (optionally utilizing the framework), and
a Kerberos or Active Directory management or interface
product (optionally utilizing the framework). Such prod-
ucts could be grouped and packaged in any combination,
including on one or more computer-readable medium or
downloaded from the Internet. An example is illustrated
in, e.g., Figs. 35A, 35B, and 35C, showing multiple com-
ponents that could be sold separately or as a set.
[0036] Certain embodiments are hardware appliances
comprising hardware and software components for per-
forming similar things as certain computer software prod-
uct embodiments when used on a computer.

[0037] Certain embodiments are complex systems,
such as telecommunications exchanges or networks (in-
cluding 4G infrastructure and elements thereof), vehicles
(with embedded computer with secure remote access,
often involving automated access), power distribution
networks or components thereof (including power meters
where encryption/authentication keys are managed),
aerospace or naval systems comprising or being part of
a key management system, industrial automation sys-
tems and connected devices, and office systems and ap-
pliances. An example is illustrated in, e.g., Figs. 1 and 35.
[0038] Certain embodiments may reduce the cost of
managing encryption and authentication keys and other
authorization mechanisms in large organizations and to
improve the security of their computing infrastructure by
enabling authentication key removals, key renewals, key
rotation, and proper auditing of existing access rights.
Examples are illustrated in, e.g., Figs. 2, 7, 8, 9, 16, 17,
18, 21, 31, 33, 34, 35, and 36.
[0039] Certain embodiments may reduce risk relating
to computer virus attacks and insider threats. An example
is illustrated, e.g., in Figure 40.
[0040] Certain embodiments may reduce risk organi-
zations face from malicious insiders and backdoors that
may be created in their IT systems. Examples are illus-
trated in, e.g., Figs. 2, 8, 9, 34, 35, 38, 39, 41, 42, 46,
and 47.
[0041] Certain embodiments may help organizations
remediate problems involving their legacy SSH user keys
and other legacy trust relationships, keys, certificates,
and credentials. Examples are illustrated in, e.g., Figs.
1, 2, 12, 14, 22, 23, 25, 26, 27, 28, 30, 34, 35, 38, 39,
40, 41, 42, 43, 44, 45, and 46.
[0042] Certain embodiments may enable automated
installation of approved trust relationships and, in certain
cases, provide substantial cost savings. Examples are
illustrated in, e.g., Figs. 3, 4, 5, 6, 7, 9, 13, 15, 16, 17,
21, 34, and 35.
[0043] Certain embodiments may enable discovering
existing SSH user keys on hosts without installing a man-
agement agent on the host (such installation can be cost-
ly and cause disruption of operations). Examples are il-
lustrated in, e.g., Figs. 1, 3, 4, 6, 10, 12, 14, 19, 22, 23,
24, 25, 26, 27, 28, 32, 34, 35, 36, 37, 38, 41, 46, and 47.
[0044] Certain embodiments may enable manage-
ment of certificates on hosts without installing a manage-
ment agent on the hosts. Examples are illustrated in, e.g.,
Figs. 1, 3, 4, 6, 12, 34, 35, 36, 37, and 43.
[0045] Certain embodiments may reduce risk of dis-
ruptions to IT operations by limiting certain modifications
made to IT systems to planned maintenance windows,
which can reduce risk of system outages. Examples are
illustrated in, e.g., Figs. 1, 3, 4, 34, and 35.
[0046] Certain embodiments may reduce the privileg-
es required for a management agent or account used by
an agentless management system, which in certain cas-
es substantially improves overall security and provides
additional defense in depth against programming errors
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and cyberattacks.
[0047] Certain embodiments may enable organiza-
tions to properly control access to their IT systems on
the platform level; in certain embodiments such control
is needed to achieve the main aspects on information
security, including confidentiality, integrity, and contin-
ued operation of systems. Many organizations are re-
quired by government and industry regulations to imple-
ment adequate information security.
[0048] Certain embodiments may enable organiza-
tions to know and control who can access what systems
and/or applications in their IT environment. Examples are
illustrated in, e.g., Figs. 1, 34, 35, 39, 42, 44, and 46.
[0049] Certain embodiments may enable organiza-
tions to effectively rotate their Kerberos credentials for
functional accounts. Examples are illustrated in, e.g.,
Figs. 34, 35, and 44.
[0050] Certain embodiments may enable organiza-
tions to manage symmetric encryption keys for storage
systems, file encryption, and other purposes. Examples
are illustrated in, e.g., Figs. 34, 35, and 45. In certain
embodiments the management of symmetric encryption
keys can be performed without having a management
agent installed on a managed host, as illustrated in, e.g.,
Figs. 3, 4, and 6. In addition to symmetric keys, certain
embodiments may also manage other kinds of keys, such
private keys for public key cryptography.
[0051] There are also other embodiments illustrated in
the detailed description and the drawings that are be-
lieved by the inventor(s) to be novel, inventive, and use-
ful.
[0052] This Summary is included so as to introduce, in
an abbreviated form, various topics to be elaborated up-
on below in the Detailed Description. Title, Abstract,
Technical field, Background, and this Summary are not
intended to limit the scope of the claims.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF 
THE DRAWING(S)

[0053] The attached drawings illustrate certain as-
pects, embodiments, and elements.

Fig. 1 illustrates a management system for managing
SSH user keys.

Fig. 2 illustrates processing a request to remove a
key from authorized keys files on one or more hosts
in a management system.

Fig. 3 illustrates causing a request to be processed
on a host during a maintenance window applicable
to the request in a management system.

Fig. 4 illustrates processing pending maintenance
requests by a repetitive process in a management
system.

Fig. 5 illustrates handling a connection from a man-
agement agent in a management system.

Fig. 6 illustrates sending a request to a host.

Fig. 7 illustrates processing a request to authorize a
first account to log in as a second account in a man-
agement system.

Fig. 8 illustrates processing a request to revoke au-
thorization of a first account to access a second ac-
count in a management system.

Fig. 9 illustrates processing a role change request
for an account in a management system where a
role implies certain access rights specified for the
role.

Fig. 10 illustrates scanning one or more user infor-
mation directories (e.g., Active Directory) for chang-
es to user, group, or host information in a manage-
ment system.

Fig. 11A illustrates a cluster of computers that share
a domain name and whose IP addresses are provid-
ed in a round-robin fashion by a DNS server and that
share the same host key.

Fig. 11B illustrates a cluster of computers connected
to a network via a load balancing device that may
redirect a connection to an IP address to any com-
puter in the cluster.

Fig. 11C illustrates a cluster of computers in a high-
availability configuration that looks like a single com-
puter to other computers.

Fig. 12 illustrates expanding a host to an equivalence
group representing a cluster of computers.

Fig. 13 illustrates distributing a key to a high-availa-
bility cluster.

Fig. 14 illustrates automatically detecting equiva-
lence groups for clusters of computers using existing
host key information.

Fig. 15 illustrates copying a file to hosts in a host
equivalence group. Modification of a file on hosts in
a host equivalence group can be performed analo-
gously.

Fig. 16 illustrates provisioning a new virtual machine
and enrolling it in a management system in an em-
bodiment where management system information is
preconfigured in the virtual machine image.

Fig. 17 illustrates provisioning a new virtual machine
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and enrolling it in a management system in an em-
bodiment where management system is installed on
the new virtual machine before booting it or during
early stages of its boot/self-configuration process.

Fig. 18 illustrates processing a key request, taking
into account that keys may be stored in non-standard
locations as specified in configuration files.

Fig. 19 illustrates processing on a managed host for
obtaining the public keys or fingerprints correspond-
ing to private keys used by a user for authentication.

Fig. 20 illustrates speeding up logins in the presence
of many private keys for authentication in an SSH
client.

Fig. 21 illustrates renewing a key pair used for public
key authentication.

Fig. 22 illustrates discovering public and private keys
from hosts and accounts in a managed environment
and analyzing the keys to discover authorized con-
nections between accounts.

Fig. 23 illustrates grouping hosts into identity equiv-
alence groups and/or key equivalence groups based
on discovered information about user information
sources.

Fig. 24 illustrates detecting user accounts defined in
more than one user information source.

Fig. 25 illustrates the private and public key discov-
ery process in a managed environment having a
group of managed hosts.

Fig. 26 illustrates discovering existing SSH configu-
rations and reporting user-specific configuration
files.

Fig. 27 illustrates discovering information about user
accounts on a group of hosts in a managed environ-
ment.

Fig. 28 illustrates extracting user information sourc-
es for a host.

Fig. 29 illustrates configuring the authentication
sources for a host using a management system.

Fig. 30 illustrates extracting information about the
invoking command or script in an SSH client for au-
tomatically annotating authorized connections with
the commands that use them.

Fig. 31 illustrates checking a request to authorize a
first account to log into a second account using public

key authentication against rules prohibiting certain
connections without special authorization.

Fig. 32 illustrates detecting connections between the
managed hosts and external hosts using information
logged by SSH servers and clients.

Fig. 33 illustrates performing the part of key man-
agement requests that touch external hosts manu-
ally.

Fig. 34 illustrates an environment with a manage-
ment system.

Figs. 35A, 35B, and 35C illustrates some possible
components of a management system (together,
they form Fig. 35).

Fig. 36 illustrates some possible components of a
deployment tool.

Fig. 37 illustrates some possible components of a
discovery tool.

Fig. 38 illustrates data flow in a key usage analyzer.

Fig. 39 illustrates protecting keys for an account.

Fig. 40 illustrates preventing virus spread in an en-
vironment.

Fig. 41 illustrates tracking what each key in an envi-
ronment is used for.

Fig. 42 illustrates securing an environment against
insider threats.

Fig. 43 illustrates managing certificates in relation to
a Public Key Infrastructure (PKI).

Fig. 44 illustrates managing Kerberos credentials.

Fig. 45 illustrates managing symmetric keys.

Fig. 46 illustrates determining who can access what.

Fig. 47 illustrates continuous monitoring.

Fig. 48 illustrates converting trust relationships.

DETAILED DESCRIPTION OF THE INVENTION

[0054] Certain aspects, embodiments, and elements
of the invention will now be described in view of the draw-
ings. It is clear to a person skilled in the art that many
variations of the embodiments are possible; for example,
method steps could be rearranged, divided, combined,
or executed by different parts of a system or apparatus,
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and any action indicated as performed may just be
caused to be performed (and actually executed by a dif-
ferent component).
[0055] Some flowcharts include steps that may be
omitted in some embodiments. In many cases, flowchart
steps may be performed in quick sequence, but in some
embodiments performing a step in a flowchart may take
weeks or months as a computer might have a mainte-
nance window only, e.g., once per month, and updates
may need to be limited to such maintenance windows,
or the entire infrastructure might be locked down from
changes for months (e.g., during a typical lock-down pe-
riod before Christmas in the retail industry).
[0056] Performing a method or method step may in-
volve, e.g., creating a job record and executing the job
(possibly including operations on a host) or spawning
multiple subjobs and waiting for their completion. The
waiting may mean, e.g., saving the current job record in
a database, and reactivating its execution when its sub-
jobs have been completed.
[0057] Also, since many of the described steps are
something a management system performs on a man-
aged host (e.g., by causing the managed host to perform
at least part of the step), and the managed computer may
be unavailable at any given time due to system crashes,
network outages, maintenance, testing, or other reasons,
the management system should preferably be able to
retry actions that were not initially successful at a later
time. A higher-level flowchart might only continue after
an earlier operation has been completed on all related
computers. Such error handling and retries have been
omitted from most flowcharts for simplicity but should be
understood to be present in some embodiments.
[0058] A computer may break and can generally be
decommissioned at any time. Thus the management sys-
tem should eventually complete any outstanding opera-
tions for such decommissioned systems in order to not
leave related higher-level operations incomplete (which
might at least confuse users).
[0059] Given the combined teaching of the various em-
bodiments herein, a person skilled in the art can combine
the teachings with the other embodiments. Not all de-
scribed embodiments include all the details to improve
clarity and keep the length of the description reasonable.
[0060] This specification generally assumes that the
reader is familiar with enterprise security, encryption pro-
tocols, SSH protocol, OpenSSH, Tectia SSH Server/Cli-
ent, basic IP networking concepts, basic firewall con-
cepts, Unix/Linux, Windows, and relational databases,
as might be expected from, e.g., a programmer with a
background in large scale system administration and net-
work security or from a development team in this area.
[0061] Any version of the SSH protocol may be used,
including future versions.
[0062] Figure 1 illustrates the architecture of a user key
management system for SSH (though generally, the
same architecture could also be used for, e.g., host key
and configuration management) in an embodiment. User

key management for SSH refers to the management of
the public-private key pairs used for public key authenti-
cation of users according to the SSH protocol (e.g., au-
thentication keys and identity keys) and the management
of the related aspects of SSH server and client configu-
ration files.
[0063] A management host (100) comprises one or
more processors (101), such as Intel Xeon processors,
main memory (102) (e.g., SDRAM memory) connected
to one or more of the processors, a computer-readable
non-volatile memory organized into a database, file sys-
tem and/or registry (all of which are considered to be
databases, jointly and separately) for storing information
(104) and connected to one or more of the processors
and/or the main memory, and software for managing
SSH user authentication keys (or performing other man-
agement operations for the hosts) (103), typically in-
stalled in the non-volatile memory and copied at least
partially to the main memory for execution by one or more
of the processors, though it could also reside in, e.g.,
some kind of read-only memory and could also be par-
tially implemented in hardware.
[0064] In addition to the components mentioned, a
computer also comprises other components normally un-
derstood to be included in a computer, such as power
supplies, enclosures, displays, I/O devices, disk drives,
network interfaces, buses, motherboards, etc., and inter-
connections between as normally understood in the art.
Any current or future technology may be used for imple-
menting the computer, and any described component or
method may be implemented as hardware logic or state
machines or as software state machines or programs. A
computer may also be any apparatus with data process-
ing capability, such as a robot, vehicle, communication
system, industrial control system, point-of-sale system,
handheld terminal/scanner, vehicle, etc.
[0065] The management system software may run on
more than one host, and typically comprises both back-
end components for communicating with managed hosts
and frontend components implementing a user interface
for communicating with users (e.g., system administra-
tors, security administrators, and IT security auditors).
The management system may also provide an API (Ap-
plication Programming Interface) for scripting and inte-
gration with other software packages (e.g., a command-
line, function call or web services API for integrating with
ticketing or change control systems). The components
may all be present on the same computer, or may be
distributed on multiple computers. The management host
in Figure 1 illustrates a management system where sev-
eral of the components are implemented on the same
computer.
[0066] The user key manager (103) communicates
with a database/storage system (104). It may run on a
single computer, or it may run on multiple computers in
a distributed fashion (e.g., one or more back-ends han-
dling communication with managed computers and one
or more front-ends providing a web-based user interface
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to administrators), and the database may be on the same
computer or on a different computer (advantageously, it
is a distributed database supporting replication to multi-
ple computers, such as an Oracle or a MySQL database).
For simplicity, they are described as a single system on
a single host in this drawing.
[0067] The management system or user key manager
(103) or manager or managing means (these terms are
used interchangeably herein) communicates with one or
more managed hosts (110, 120). The communication is
advantageously over an IP network, and may be through
intermediate switches, routers, firewalls, NAT (Network
Address Translation), etc. It may also utilize co-operating
devices, such as hosts acting as management back-ends
facilitating communication with and performing actions
on managed hosts or on behalf of managed hosts. It may
also be through proxy agents that handle agentless man-
agement of hosts on which running an agent is not pos-
sible or desirable for whatever reason, and may use con-
nectors (software modules implementing operations on
a particular type of machine/software, often custom-
made as part of an integration project) to implement man-
agement of otherwise unsupported or special platforms.
[0068] The managed environment comprises the man-
aged hosts and may also comprise components of the
management system and/or external directories or sys-
tems that the management system somehow manages.
[0069] Advantageously, essential state of the manage-
ment system is stored in the database, and the manage-
ment back-ends and proxy agents can be restarted at
any time without disrupting the operation of the manage-
ment system or allowing requests to go unprocessed.
Thus, requests are advantageously inserted into the da-
tabase when they are received, and as they are proc-
essed, their state in the database is changed.
[0070] In an embodiment, security-critical information
in the database is encrypted using a key that is not stored
in the database, but is stored on front-ends and back-
ends or in a separate vault for encryption keys, accessed
using, e.g., the OASIS KMIP protocol (OASIS Key Man-
agement Interoperability Protocol).
[0071] A managed host typically comprises one or
more processors (111, 121) connected to a memory
(112, 122), an SSH server (113, 123) and/or SSH client,
and optionally a management agent (114, 124) (a man-
agement agent is typically not present when agentless
management is used for the host), a store or database
for private keys (115, 125) and for public keys (116, 126).
The store or database is typically in some kind of non-
volatile storage connected to the processor(s), such as
magnetic disk or flash memory, advantageously within a
file system and/or a database format for at least part of
the non-volatile memory.
[0072] Additionally, a managed host may include any
other components and connections that may be required
or advantageous in a particular kind of computer or ap-
paratus, as is known in the art.
[0073] The management agent is a relatively small

piece of software that runs on a managed computer and
communicates with the management system. The man-
agement agent may connect to the management system
regularly (or may maintain substantially constant connec-
tion), or the management system may be able to connect
to the management agent (e.g., using TCP/IP, possibly
using SSH or SSL/TLS protocol).
[0074] The management agent typically runs as a dae-
mon or service under an operating system, but it may
also be invoked periodically by, e.g., the cron program
on Unix/Linux. It may also be an application program that
is invoked via the SSH server (possibly as an SSH pro-
tocol "service"). It may also use UDP for communication,
may permit initiation of communication in one or both
directions, may keep a connection open continuously,
and may use a NAT traversal mechanism for permitting
communication across NAT devices, such as STUN,
which is described in RFC 3489, Simple Traversal of User
Datagram Protocol (STUN) through Network Address
Translators (NATs), Internet Engineering Task Force,
March 2003.
[0075] A host may also be managed without an agent.
In this case, typically the management system (or some
assisting module, such as a proxy agent or connector or
co-operating host) may connect to the host and log in
using password, public key authentication (e.g., using a
private key held by the management system to authen-
ticate to the host as "root"), or some other suitable au-
thentication method. The management system then uses
this connection (or another connection opened using this
connection) to execute commands on the management
host and perform file transfers to/from it to perform man-
agement actions, such as reading operating system type,
SSH server/client version, user data, group data, user
information directory (e.g., Active Directory (130) or
LDAP) configuration, public keys, etc., deriving public
keys or fingerprints from found private keys, and creating
new private keys, modify configuration files, add/remove
public keys, or other operations, including those de-
scribed elsewhere herein.
[0076] The output of commands executed on the host
by the management system and the contents of, e.g.,
read configuration and key files are advantageously
parsed by the management system to extract information
about the host, its configuration, users, keys, etc. The
management system may also send scripts or batch jobs
to the managed hosts to perform various operations.
[0077] In an embodiment, the management system us-
es the PowerBroker software from BeyondTrust or an-
other tool for executing commands on a number of man-
aged hosts to perform operations on those hosts.
[0078] Advantageously, the management system pre-
pares a script to perform operations on one or more hosts,
submits that to be executed on the host (either automat-
ically or assisted by a human operator who submits the
script for execution), and receives results from executing
the script, which the management system (or one of its
components) then analyzes to extract information and to
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determine which operations on which hosts were suc-
cessfully executed.
[0079] In an embodiment, the management system us-
es RPC (Remote Procedure Call) mechanisms for com-
municating with a host. This may be, e.g., SunRPC on
Unix systems or .NET in Microsoft Windows environ-
ments (.NET is also available on many Unix/Linux plat-
forms through the Mono cross-platform open
source .NET development framework).
[0080] A server host usually means a computer used
as a server in a network, typically in a machine room, as
opposed to desktop, laptop, tablet, or mobile device.
However, the distinction is not always clear, and, e.g., a
desktop computer may also be used as a server in some
situations.
[0081] A server computer usually has an SSH server
(i.e., an SSH protocol implementation, such as a software
product, that acts as a server according to the SSH pro-
tocol) installed.
[0082] A desktop computer usually only has an SSH
client (i.e., an SSH protocol implementation, such as a
software product, that acts as a client according to the
SSH protocol) installed.
[0083] Some computers may have both an SSH server
and an SSH client installed. Sometimes the same soft-
ware package may implement both an SSH client and
an SSH server.
[0084] An SSH client may have one or more identity
keys configured for it. Identity keys can be, e.g., used for
authenticating a user to an SSH server (or more precise-
ly, for proving having right to access an account). Typi-
cally, identity keys are associated with a particular user
account on the host having the SSH client installed. They
can be, e.g., stored in the user’s home directory (though
most SSH clients allow the location to be configured).
[0085] Identity keys are usually stored in files, and may
be encrypted using a passphrase. An identity key with
an empty passphrase is not protected by a passphrase
(and may not be encrypted at all), whereas an identity
key with a non-empty passphrase is said to be protected
by a passphrase (and is encrypted by an encryption key
derived from the passphrase).
[0086] An SSH server may have one or more author-
ized keys configured for it. An SSH server uses author-
ized keys, e.g., for determining whether a login attempt
using public key authentication should be accepted. Typ-
ically, authorized keys are associated with a particular
user account on the host having the SSH server installed,
and grant access only to that user account. Sometimes
fingerprints of keys may be configured instead of the ac-
tual public keys as authorized keys.
[0087] Typically each user account and host has its
own set of user keys, and additionally, the host has host
keys used for host authentication.
[0088] Some user accounts may be functional ac-
counts (also called process accounts - generally system
or application accounts not used by ordinary users) used
by programs running on the host. Any of these may be

managed by a management system.
[0089] The terms user, user account, and account are
used interchangeably in this description, unless the con-
text indicates otherwise. Not all users or user accounts
necessarily refer to people; rather, the terms are often
used in a technical sense where they may refer to au-
thentication/authorization or identity and access man-
agement principals/entities in a computer, in addition to
or instead of real people. Sometimes the term "user" re-
fers to an account belonging to a real user (person) and
the user’s account in a computer interchangeably or si-
multaneously, and sometimes it just refers to a person
(e.g., a system administrator).
[0090] An administrator or system administrator gen-
erally means a person (and/or associated account)
whose job it is to manage or administer a system or acts
in such role.
[0091] A "root account" refers to a kind of privileged
account. In Unix/Linux, a root account can generally by-
pass privilege restrictions (though there are systems,
such as SELinux and certain NFS file systems, where
some restrictions apply even for root users). On Win-
dows, essentially equivalent concepts include "Local Ad-
ministrator" and/or "Domain Administrator".
[0092] Many systems have also other kinds of privi-
leged accounts. A privileged account just means an ac-
count that can perform operations that normal users
should not be allowed to perform, such as bypassing nor-
mal access controls, installing/removing software, man-
aging subsystems such as printing, or having access to
sensitive files (such as an account for an Oracle database
having access to raw database files bypassing the data-
base software).
[0093] Active Directory (130) illustrates a centralized
repository for user information and login credentials. It
may be accessed using, e.g., protocols such as Kerberos
and/or LDAP. Additional libraries or third-party products,
such as Quest Vintela or Centrify DirectControl may be
used to provide access to the directory. Other directories
that may also be used, including NIS (Network Informa-
tion System) on Solaris (and other Unix/Linux platforms),
virtual directory services from various vendors, RACF
(Resource Access Control Facility), and various federat-
ed identity services. User information may also be ob-
tained from, e.g., local password files (including shadow
password files) or databases.
[0094] Figure 2 illustrates processing a request to re-
move a public key from the authorized keys files on man-
aged hosts in an embodiment. This is an operation that
may be performed, for example, when a user leaves the
company or when a key is no longer used (because its
original use is no longer relevant, or the key has been
renewed and a new key is now being used instead), or
the key has been compromised (e.g., potentially fallen
into the hands of a hacker).
[0095] First, a request to remove a key is received
(201). The request may come, e.g., from a web-based
user interface, an API used to integrate the management
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system to a ticketing/approval/change control process at
an enterprise (e.g., a Web Services 2.0, Microsoft .NET,
or SOAP API), or from a command line. The request may
be transmitted, e.g., as a program invocation, function
call, RPC (Remote Procedure Call), HTTP (Hypertext
Transport Protocol) request, message, textual com-
mand, or through a record in a database.
[0096] HTTP (Hypertext Transfer Protocol) is de-
scribed in RFC 2616, Hypertext Transfer Protocol - HT-
TP/1.1, Internet Engineering Task Force, June 1999.
[0097] SOAP (Simple Object Access Protocol) is de-
scribed in SOAP Version 1.2 Part0: Primer (2nd ed.),
W3C (World Wide Web Consortium), April 2007; SOAP
Version 1.2 Part1: Messaging Framework (2nd ed.),
W3C (World Wide Web Consortium), April 2004; and
SOAP Version 1.2 Part2: Adjucts (2nd ed.), W3C (World
Wide Web Consortium), April 2004.
[0098] Another variant of RPC (Remote Procedure
Call) is described RFC 5531, RPC: Remote procedure
Call Protocol Specification Version 2, Internet Engineer-
ing Task Force, May 2009.
[0099] They and other suitable protocols may also be
used for communication between the management sys-
tem and managed hosts in some embodiments.
[0100] To process the request, it is determined which
hosts may have the key authorized for some user (202)
(this may also return hosts where the key is actually not
in use, if accurate information is not available). In an em-
bodiment, no information is available about which hosts
have which keys, and this returns all managed hosts. In
another embodiment, a database contains information
about which hosts and/or users have the key, and only
those hosts are returned. In yet another embodiment,
there is another data store that contains information
about where the public key is stored (e.g., a file stored
on the same host(s) as the private key), and this data
store is used to obtain information about which hosts
have the key. When it is said that the set of hosts is re-
turned, it is not meant that an explicit set would neces-
sarily be constructed and returned; rather, it is just used
to refer to any means for restricting the set of hosts from
which the key is looked for.
[0101] Then, a key removal request is caused to be
sent to each host that may have the key authorized for
some user (203) (if it is known which users have the key,
then a request may be sent for each such user on each
host where the user may have the key, or many users
may be combined into a single request, or, e.g., the re-
quest may be sent without a user to cause an agent to
scan for the key from all users on the host(s)) (though
some users could be excluded from the scan). The re-
quest may be sent via an agent or using agentless man-
agement, or using any other suitable mechanism. It may
also be stored in a database for later sending (e.g., at a
time when there is a maintenance window for the host in
question, or when lock-down period ends).
[0102] An acknowledgment is then received for each
determined host (204). The acknowledgment may come

from a host (e.g., by sending a message over the man-
agement connection from an agent), a proxy agent im-
plementing agentless management, or the management
system itself if, e.g., a host having a pending request is
decommissioned and removed from the management
system.
[0103] When acknowledgments have been received
for the hosts/users for which a request was sent to a host,
the key removal is completed (205) by, e.g., updating its
state in a database, sending a confirmation/reply to an
API request that initiated the operation, removing the re-
quest from a list of pending requests in a user interface,
logging request completion, updating statistics, and/or
deleting the request from the database. The private key
corresponding to the public key may also be deleted (ei-
ther at this step, or already when removing the public
keys; generally, the time is not constrained).
[0104] The original request may specify the key using
its public key, its private key, a fingerprint of the key (SSH-
related IETF standards describe at least one way of com-
puting SSH key fingerprint), or some other suitable
means for identifying an authorized key and/or an identity
key.
[0105] Figure 3 illustrates causing a request to be proc-
essed during a maintenance window on a host (300) in
an embodiment (maintenance windows are times when
installations and modifications may be made on a com-
puter; sometimes they are also called scheduled down-
time or green zones). A host’s maintenance window is
said to be open when requests can be processed for the
host. A maintenance window may be indicated for a host,
e.g., by associating a host with a maintenance zone
(which is essentially a group of hosts having a mainte-
nance window at the same time) or by specifying main-
tenance window information separately for the host.
Maintenance window may be automatically at certain
time (e.g., certain time on certain day of each week). In
some cases a maintenance window is only available
when specially enabled for a host (e.g., by clicking a but-
ton that permits maintenance operations or request
processing on a host for a certain period of time).
[0106] In an embodiment, there is a plurality of desig-
nated maintenance zones, and each host is assigned to
a maintenance zone. The maintenance zone specifies
the time when updates may be made to hosts that belong
to the zone. A zone may also specify different times for
different types of updates - for example, software instal-
lations and upgrades might be permitted only on the sec-
ond Tuesday each month from 3am to 4am, whereas
user key additions might be permitted at any time and
removals every night from 4am to 5am. In some mainte-
nance zones automatic updates might not be permitted
at all, and an update can only take place when expressly
confirmed by clicking a button in a user interface.
[0107] First, a maintenance zone is determined for the
host on which the request is to be processed (301). This
could, for example, perform an SQL SELECT query to
look up a host record from a table and read a maintenance
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zone field from the host record.
[0108] A request record is inserted in a pending re-
quest table with a maintenance zone field set to the main-
tenance zone of the host (302). Alternatively, the record
could be inserted without the maintenance zone field,
and queries for requests in a particular maintenance zone
could perform a join of a host table and a request table
in a database. If a host is moved from one maintenance
zone to another, then in an embodiment all pending re-
quests for the host are updated to change their mainte-
nance zone field to refer to the new maintenance zone
of the host.
[0109] The request then remains in the request table
until something (e.g., a management back-end node) sig-
nals that it is complete (303) (e.g., by updating its state
in a database).
[0110] Request completion actions are then performed
for the request (304). Such completion actions may in-
volve, e.g., sending a confirmation to an API request,
changing the request’s state in a user interface, and/or
signaling to a higher-level request that the request has
completed, and continuing processing of the higher-level
request if its last outstanding sub-request was complet-
ed.
[0111] In an embodiment, the maintenance window(s)
for a host are indicated in a configuration management
database. A configuration management database ac-
cording to this embodiment has one or more fields or
tables identifying when updates (or other maintenance
operations) may be performed on a host. In an embodi-
ment, each host record or application record contains
fields indicating the beginning and end of a regular main-
tenance window for the host or application; in another
embodiment, there are field(s) for the next maintenance
window. In another embodiment, there is a separate table
whose records identify a host or an application, and then
the beginning and end (or alternatively duration) of a
maintenance window. Maintenance windows may also
be indicated for groups of hosts instead of individual
hosts. Applications may mean business applications that
may comprise one or more software packages executing
on one or more user accounts on one or more hosts, and
can be thought of identifying groups of hosts here.
[0112] Figure 4 illustrates processing pending re-
quests by a repetitive process in an embodiment.
[0113] A wait (401) illustrates waiting before going
through the other operations again. The wait may be,
e.g., waiting for next invocation by a cron job, timer, or a
"sleep" for, e.g., five minutes.
[0114] When operation resumes, zones where main-
tenance is currently allowed are determined (402), e.g.,
by looping over zone definitions and checking if now is
the allowed time or by having a next window start time
in each zone, and looking for zones where the current
time is larger than the next window start time (where cur-
rent time exceeds the end of the window, the next window
start time should be updated and the zone not proc-
essed). It is also possible to have buttons in a user inter-

face to "start maintenance now" and "stop doing mainte-
nance now", controlling whether maintenance for the
zone is currently allowed.
[0115] Then, pending requests for the allowed zones
are looked up (403). Some requests may be set to run
as soon as possible, without checking whether mainte-
nance for the affected host(s) is allowed, and such re-
quests would also be looked up.
[0116] In an embodiment, a value in a state field in
each looked up request record is changed to indicate it
is currently being processed, with a timeout value after
which it will be assumed inoperative if not completed, in
which case it can be automatically restarted. In an em-
bodiment, a request record has a field indicating the time
when running it can next be attempted. In an embodi-
ment, steps (402) and (403) are omitted and mainte-
nance zones, if any, are taken into account in the value
of the field indicating when running the request can next
be attempted (e.g., setting the value to the beginning of
the next maintenance window when a request record is
created, and optionally updating the field when the main-
tenance window for a host to which the request relates
is changed).
[0117] Then, each looked up request is processed
(404). The request (or something derived from it) is sent
to a host associated with the request (405), a response
from the host is waited for (406), a return code, or output
from performing the request is checked (407), and if no
error was detected, execution continues to signal that
the request was completed (408) and/or to perform other
completion actions. If an error occurred, it is checked
whether the host is still valid (e.g., has not been decom-
missioned) (409), and if so, the request is re-queued and
will be retried later (410) (re-queueing may involve, e.g.,
changing a status field in a database). If the host is no
longer valid (it is known that the request will not be com-
pleted), it is signaled that the request has completed with
an error (411) and/or other completion actions are per-
formed.
[0118] In an embodiment, a request is sent to a host
by connecting to the host using the SSH protocol, obtain-
ing a shell (command interpreter) at the host, and sending
commands to the shell over the SSH protocol and reading
responses, possibly in multiple iterations.
[0119] In an embodiment, an agent program running
on a host connects to the management system using the
SSH protocol (authenticating the management system
by its host key and authenticating into the management
system using, e.g., public key authentication) and runs
a shell at the client (managed host) side, allowing the
management system to send commands to the shell and
read responses.
[0120] In an embodiment, an agent program runs con-
stantly and periodically connects to the management sys-
tem; in another embodiment, an agent program is peri-
odically run as a "cron job". The agent program may be
able to execute requests such as "receive file", "send
file", "cause SSH server to re-read its configuration file".
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Generally, any method for communicating with the man-
aged host and the management system may be used.
[0121] In an embodiment, a request to be performed
on a host is divided into multiple sub-requests or com-
mands sent to the host. The sub-requests or commands
may be operating system specific or SSH version spe-
cific; the management system may obtain the host’s op-
erating system version, e.g., by running the "uname -a"
command on the host or reading Windows version using
an agent program and sending the version to the man-
agement system.
[0122] Not all request records necessarily relate to a
particular host (e.g., for requests for generating reports
from information in a database). Also, some requests
may relate to more than one host. One method for
processing such requests is to divide them into sub-re-
quests, one for each host. For simplicity, Figure 4 only
shows processing for those requests that relate to a par-
ticular host.
[0123] Figure 5 illustrates handling a connection from
a management agent in a management system in an
embodiment. First, the connection is received (501), then
it is checked if maintenance is allowed for the host (502)
(e.g., by looking up its maintenance zone and checking
whether maintenance is allowed for the zone) (this step
is optional). Then, pending requests for the host running
the management agent are looked up (503), and they
are processed (504). In an embodiment, the actions after
receiving the connection are inside a loop and are re-
peated as long as maintenance is allowed and there are
pending requests for the host, typically processing one
request at a time.
[0124] Figure 6 illustrates sending a request to a host
in an agentless host embodiment or in an embodiment
where the management system contacts a management
agent at a host (600). First, the management system con-
nects to the host (601) and authenticates to the host
(602), e.g., using the SSH protocol and public key au-
thentication as root or other suitable privileged user (or
non-privileged user and then using "sudo", as described
later herein in more detail). Having a connection, the
management system sends one or more requests to the
host (603) (possibly in a loop as in the case where an
agent establishes the connection).
[0125] In an embodiment, the management system
further authenticates the host by its host key.
[0126] Figure 7 illustrates processing a request by a
management system to authorize a first account on a
first host to log into a second account on a second host
in an embodiment. The accounts and hosts may also
identify groups of accounts or groups of hosts.
[0127] First, an authorization request is received (701).
If the first account does not yet have a private key, a
private key is created (or caused to be created) for it
(702), for example, by sending a request to this effect to
an agent or connecting to the first host using SSH and
running the ssh-keygen command without an agent. The
private key could be generated by the management sys-

tem, the first host, or a third party. The resulting private
key is added (or caused to be added) to SSH configura-
tion files on the first host as needed to make it usable for
public key authentication as an identity key (703).
[0128] In an embodiments, the host may actually rep-
resent multiple hosts (e.g., in a cluster), and they may be
caused to share the same private key for the account. A
public key corresponding to the private key is copied to
the management system (if not generated/computed by
the management system) and from there to the host of
the second account (though, in an embodiment, it is cop-
ied directly from the first account to the host where it is
needed).
[0129] Then, it is determined which host(s) and ac-
counts the public key should be added to as an authorized
key (704). In an embodiment, the destination account
may be present on many different hosts, or may refer to
a clustered host, and the authorized key may actually
need to be copied to multiple hosts (see description for
later drawings). Then, the management system causes
the public key to be installed on each of the determined
hosts (if any) for the account(s) to which the key should
provide access (705) .
[0130] As each request is processed, an acknowledg-
ment is received for each completed sub-request (706),
and when sub-requests are complete, the authorization
request is complete (707), its completion is signaled
and/or the API notifies a ticketing system that the request
has been processed, removes it from a pending list in
the user interface, etc.
[0131] In an embodiment, processing a request to in-
stall keys on a group of hosts involves inserting sub-re-
quests in a table, and changing the status of the current
request to indicate that it needs completion signals from
the sub-requests. The sub-requests have a field identi-
fying their higher-level (parent) request. Each sub-re-
quest installs the authorized key on one host (or some
subset of the hosts), and signals the parent request when
it is done. The parent request continues running when
its sub-requests have signaled completion.
[0132] Figure 8 illustrates processing a request to re-
voke authorization of a first account on a first host to
access a second account on a second host by a man-
agement system in an embodiment. The accounts and
hosts may also identify groups of accounts or groups of
hosts.
[0133] First, the request is received (801), the affected
hosts/accounts are determined (802), the public keys to
be removed are caused to be removed (803) by creating
a sub-request to remove an authorized key for each af-
fected host, and acknowledgments for the sub-requests
having completed are received (804). It is checked
whether the private key is still needed (805) (e.g., whether
the corresponding public key still exists for some ac-
count), and if not, it is determined which host(s) have the
private key (806), sub-requests are created to remove
the private key (807), acknowledgment of completion of
the sub-request is received (808), and completion of the
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authorization revocation request is signaled (809) and/or
related actions performed.
[0134] When determining the affected hosts/accounts
in (804) and (802), it is advantageous to have information
in a database about keys and where each key is stored.
The tables can first be constructed during a discovery
phase, and thereafter updated whenever new keys are
found or added using the management system or re-
moved by the management system (or otherwise). For
example, one could have a table "pubkeys", with fields
"host", "user", and "keyid" used for storing information
about keys. Hosts and users having a particular key could
be found by selecting records by the "keyid" field.
[0135] In an embodiment, authorizations can be re-
quested or revoked only for functional accounts, and the
management system denies any requests to authorize
connections between interactive user accounts or be-
tween an interactive user account and a functional ac-
count.
[0136] In an embodiment, the accounts may represent
groups of users/accounts, and the request means to au-
thorize any of the accounts in the first group to access
any of the accounts in the second group. In this case the
request may be processed as a separate request for each
user in the first group, and steps (704) and (802) extract
the hosts and users to which the second group maps.
[0137] In an embodiment, the authorizations are be-
tween groups of accounts, and the key management sys-
tem dynamically adds and removes keys to/from ac-
counts based on their memberships in groups.
[0138] How a group is mapped to users and hosts de-
pends on the group. If the group is defined as a list of
accounts, then the group is expanded to include those
accounts (the account names on the list may or may not
include a host name or realm designation, as for Windows
domains or Kerberos realms). If a group is defined in a
/etc/group file on some computer, then it includes those
users on that computer listed on the line for the group in
question in that file (the /etc/group file contains lines that
comprise a group name and a comma-separated list of
group member user names). If a group is defined using
Organizational Unit (OU) fields in Active Directory or
LDAP, the group includes those accounts whose OU
field(s) match those specified in the group constraints,
and can be determined by making a query against the
directory with the OU constraints in place (and similarly
for other constraints on the distinguished name or other
attributes of User objects in the directory).
[0139] To find hosts and users affected by addition of
an account, one also must consider clusters of computers
and accounts that are present on multiple hosts in the
managed environment, as well as requests that refer to
groups of accounts. In an embodiment, the managed en-
vironment has a set of accounts (stored in a directory
service, e.g., Active Directory, LDAP, NIS) that exist on
more than one computer. The accounts may or may not
have shared (or networked) home directories.
[0140] For accounts in a directory service, a method

typically exists for mapping the identity of a user into a
login name on a particular host (in an embodiment, the
user name is stored in a field of the User object in Active
Directory or LDAP, and the method comprises looking
up the user object from the directory and reading the user
name field from the object; the exact method depends
on the type of directory used but is know in the art and
is usually needed for normal login processing on the serv-
ers).
[0141] Figure 9 illustrates processing a role change
request for an account where a role implies certain ac-
cess rights specified for the role in an embodiment. The
request is received (901), e.g., from a user interface or
API (possibly indirectly through a database), it is deter-
mined which new authorizations are needed (902), it is
determined which authorizations should be revoked
(903), the new authorizations are processed (904), the
authorization revocations are processed (905), and com-
pletion of the request is signaled (906) and/or other com-
pletion actions performed.
[0142] The processing of a request may be optimized
by first computing which keys at which accounts would
need to be removed when the user is detached from the
old role, computing which new keys should be added at
which accounts for the user’s new role, and only deleting
those keys that would not be re-added for the new role,
and only adding those keys for the new role that are not
already in the system (as indicated by a table containing
information about stored keys). Similar optimization can
be applied to any authorization or revocation request of
the type described here. (Of course, it would also be pos-
sible to just first delete keys authorized only based on
the old role(s) (if any), and then add keys authorized
based on the new role(s) (if any) .
[0143] Generally, a role may imply a set of accounts
(or other resources, such as computers, applications, or
data) that the user may access. Giving a user a role may
imply, among other things, authorizing the user to con-
nect to each of the accounts specified for the role, and
removing a role from a user may imply removing the au-
thorization for the user to connect to each of the author-
izations specified for the role (unless authorized by a re-
maining role or other authorization).
[0144] The role change above was described as if a
user can have only one role, but it can be easily extended
to multiple roles (having multiple roles is roughly equiv-
alent to having "super-roles" that are sets of roles, and
imply access to any resource permitted by any of the
underlying roles).
[0145] Figure 10 illustrates scanning one or more user
information directories (e.g., Active Directory) for chang-
es to user, group, or host information in an embodiment.
One or more directories are scanned for changes (1001)
(e.g., by making a query to an LDAP directory and enu-
merating User, Host, and/or Group objects - the naming
of the objects depends on the schema), changes in user,
host, or group information are detected (1002), required
new authorizations and/or removals of authorizations are
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determined (1003) and related requests created, and the
authorization and removal requests are processed
(1004).
[0146] There are several possible methods for detect-
ing changes in a directory service. One method is to scan
the entire directory (or the areas that may contain relevant
objects) and keep a local copy of the directory as it was
when last scanned (the local copy may not need to store
the entire objects; it is sometimes enough to store some
relevant fields, such as the user name and distinguished
name).
[0147] Another method is to keep a poll query against
the database active, the poll query being such that any
changed records are returned. A further approach is to
have an API (e.g., function call, SOAP API, web services
API, or command-line command) for indicating that data
for a particular user, host, or group has changed; such
an API could be used to integrate the management sys-
tem to an identity and access management system by
causing such a system to inform the management system
using the API whenever a change is made (perhaps also
providing a change tracking/approval reference, which
would be beneficial for associating the changes with the
appropriate reference).
[0148] In an embodiment, if a user account is added,
the account’s roles are specified by the groups as spec-
ified in a user information directory. The user might then
be automatically given the roles implied by the groups.
Alternatively, roles could be indicated by the user’s dis-
tinguished name, such as OU fields. If a user’s groups
or distinguished name changes, it would be handled like
a role change.
[0149] Not all organizations store host group informa-
tion in a directory. When they do, addition of a host to a
host group may cause previous authorizations of access
using the host group to be re-evaluated. The processing
is similar to revoking accesses granted by the rule, and
then re-adding them. This may be implemented using
the optimization above. The same applies to removing a
host from a host group.
[0150] A management system may record in a data-
base authorized connections from one account (or group
of accounts) to another account (or group of accounts).
When there is a change in a group, trust relationships
based on rules using any affected group may be revoked
and re-authorized (preferably using optimizations similar
to those described above so that no keys are unneces-
sarily removed and then re-added).
[0151] The affected groups for a user are generally
those groups that the user is a member of (directly or
indirectly - indirectly meaning, e.g., through subgroups
or other mechanisms implying indirect membership in a
particular directory structure / grouping mechanism).
[0152] The affected groups for a host are generally
those host groups that the host is a member of (directly
or indirectly).
[0153] When groupings are changed from the user in-
terface, the effect is essentially the same as if they had

been changed in a directory.
[0154] A new request or change may cause a key to
be removed before adding it has even been completed.
Such situations may be handled by cancelling the request
to add it; another alternative is to process requests in the
order in which they were created.
[0155] In an embodiment, a request or background job
is used for bringing configured trust relationships for an
account up to date. The current state of permitted trust
relationships is maintained in a database (using, e.g.,
source host, source account, destination host, destina-
tion account, permitted command to execute, and type
of trust relationship (public key vs. host-based authenti-
cation vs. Kerberos vs. PKI) as fields in a database table),
and whenever an account on a host is updated (a request
to update it runs), trust relationships where the account
is either the source or destination are looked up, and the
configuration files (including authorized keys and identity
keys) for the account are updated accordingly.
[0156] Figure 11A illustrates a cluster of computers
that share a domain name and whose IP addresses are
provided in a round-robin fashion by a DNS server and
that share the same host key in an embodiment.
[0157] Round-robin DNS is a mechanism where a DNS
(Domain Name Service) server has multiple IP address-
es corresponding to a domain name. It returns a list of
IP addresses for such hosts (not necessarily all config-
ured addresses). However, round-robin DNS rotates the
list so that different queries return the addresses in dif-
ferent order (in round-robin DNS, generally, the one re-
turned first in the previous query is moved to the end of
the list). Such arrangements are used, e.g., for load bal-
ancing purposes (when requests are approximately
equally expensive, such as with many web sites) and
fault tolerance (if one host is down, some requests may
fail but most are likely to go through, thus the failure of
one host will affect only a small fraction of users).
[0158] If an SSH connection is made to a domain name
using round-robin DNS, the connection may be made to
any of the hosts having the same domain name. Thus,
such hosts may be treated as logically equivalent for SSH
key management purposes (they may have the same
host key or clients may be given all of their host keys as
valid keys for the domain name; granting access to one
of them may grant access to all of them; allowing one of
them to make a connection to some account may mean
allowing any of them to make the connection [with the
same private key or a different private key]).
[0159] In the figure, an SSH client (1101) is connected
to a network (1102) and uses a domain name for which
round-robin DNS is used by a DNS server (1103) to con-
nect to any of a plurality of SSH servers (1104, 1105,
1106).
[0160] Figure 11B illustrates a cluster of computers
connected to a network via a load balancing device that
may redirect a connection to an IP address to any com-
puter in the cluster in an embodiment.
[0161] Some services use a special device to balance
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load between servers (typically web servers). The load
balancer may be relatively smart, and may be able to,
e.g., direct the same HTTP session to the same server
even if several TCP/IP connections are made. The load
balancer is visible to the network using just one IP ad-
dress, and connects to several servers behind it using
their own IP addresses (though they could also be con-
nected to distinct ports on the load balancer).
[0162] An SSH client (1111) connects through a net-
work (1112) to a load balancer (1113) which directs the
connection (e.g., using NAT) to an SSH server (1114,
1115, 1116) behind it. Since the servers look like a single
server to the client, they may have the same host key (or
alternatively, the client may be configured to accept any
of their host keys as the host key for the load balancer’s
IP address and/or host name).
[0163] Figure 11C illustrates a cluster of computers in
a high-availability configuration that looks like a single
computer to other computers in an embodiment. An SSH
client (1121) connects through a network (1122) to a high-
availability cluster (1123) that comprises two or more
nodes each having an SSH server (1124, 1125). Typi-
cally one of the nodes in the cluster would be active and
another would be standby. If the active node fails, the
other node will activate. Special synchronization proto-
cols are usually used to synchronize data on the nodes
during normal operation. Since they may switch over at
any time, both nodes may have the same host key, or
the client may be configured to accept each of their host
keys for the IP address.
[0164] Figure 12 illustrates expanding a host to an
equivalence group representing a cluster of computers
in an embodiment. A host equivalence group is a group
of hosts that should either have the same host key or that
share a name and/or IP address (in a cluster configura-
tion), and clients should be configured to accept any of
their host keys for the shared name and/or IP address.
Generally, also an authorization to connect to/from one
of the hosts in the equivalence group should mean an
authorization to connect to/from any of the hosts in the
equivalence group. Host equivalence groups may arise
in each of the situations described in Figures 11A, 11B,
and 11C. They also arise in various other high-availabil-
ity, hot standby, and disaster recovery configurations.
[0165] To expand a host name to an equivalence group
(1200), it is first checked if the host belongs to or repre-
sents a host equivalence group (1201) (e.g., by reading
information for the host from a database, and checking
an "equivalence group" field in the host information
record). If it does not belong to or represent a host equiv-
alence group, nothing special needs to be done and any
request using the host can be processed normally (1204).
If the host belongs to or represents an equivalence group,
the members of the equivalence group are determined
(1202) (e.g., by making a query to the database searching
for host records with the "equivalence group" field set to
the desired group), and the original request is replaced
by a request for each member of the equivalence group

(1203) (advantageously, replaced here means that a
sub-request is created for each member host, and the
original request just waits for the sub-requests to com-
plete; the sub-requests may be marked as to no longer
require equivalence group expansion, to prevent infinite
repeated expansions, as also the members refer to the
equivalence group). After expansion, each resulting re-
quest is processed normally (1204).
[0166] Figure 13 illustrates distributing a key to a high-
availability cluster (1300) in an embodiment. The key is
delivered to one member of the high-availability cluster
(1301), it is copied to the other member(s) of the cluster
(1302), acknowledgment is received from a member
(1303), and the distribution is signaled complete (1304)
and/or related actions performed.
[0167] Figure 14 illustrates automatically detecting
host equivalence groups for clusters of computers using
existing host key information in an embodiment. Host
keys are collected from a plurality of hosts (1401), host
keys used on more than one host are identified and for
each key it is determined where it is used (1402), the
hosts having the same host key are compared to deter-
mine if they are likely to be in the same cluster (1403),
and host equivalence groups are formed from sufficiently
identical hosts (1404). When comparing hosts, factors
determining whether they are sufficiently identical may
include whether they have the same user data sources
with the same filters (have the same non-local users),
have the same users (including local users), mount the
same network file systems, have the same operating sys-
tem and version, have the same patches installed, and/or
have the same software packages installed.
[0168] A problem in automatic host equivalence group
detection is that some companies use the same host key
for multiple hosts even if they should not be in the same
host equivalence group. (This practice is not recom-
mended and causes significant security problems.) How-
ever, since it exists in practice, a solution is needed for
coping with such environments without unduely creating
host equivalence groups.
[0169] In an embodiment, one or more host keys may
be configured as non-host-equivalence-group-forming.
Such host keys are then ignored for this purpose.
[0170] In an embodiment, one or more hosts may be
configured to be exempted from participating in host
equivalence group detection based on their host name
or IP address(es), possibly using ranges or subnets of
IP addresses.
[0171] In an embodiment, host groups may be config-
ured manually by listing host names or IP addresses, or
a range or subnet of IP addresses, that are to be grouped
to the same host equivalence group.
[0172] Figure 15 illustrates copying a file to hosts in a
host equivalence group (1500) in an embodiment. Mod-
ification of a file on hosts in a host equivalence group can
be performed analogously. It is determined which hosts
are in the host equivalence group (1501), copying the file
to each member of the group is caused (1502) (e.g., by
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creating a sub-request to copy it), acknowledgment is
received for each member of the group (1503), optionally
verification of copy on each member is caused (1504)
(e.g., by creating sub-requests for verifying; verifying
could mean comparing a cryptographic hash computed
from the file), receiving acknowledgments that the veri-
fications have completed, and completing the overall re-
quest to copy if verifications were successful, and re-
copying and re-verifying at least those copies where ver-
ification failed (1505). The verification part could equiv-
alently be integrated into the copying request, both being
performed before signaling completion of the sub-re-
quest.
[0173] When we say a file is copied to a host, it may
mean copying either to a system directory or to a location
within a user’s home directory. Other operations besides
copying (e.g., removing, modifying a file, changing reg-
istry values, etc) can be implement in an analogous fash-
ion to multiple hosts within a host equivalence group.
[0174] Figure 16 illustrates provisioning a new virtual
machine and enrolling it in a management system in an
embodiment where management system information is
preconfigured in the virtual machine image.
[0175] The virtual machine is provisioned (1601), the
virtual machine is booted (1602), the virtual machine con-
nects to the management system (1603) using config-
ured management system address and authentication
information (e.g., public key for the management sys-
tem), and the virtual machine authenticates with the man-
agement system (1604) (e.g., verifying that the manage-
ment system possesses the private key for the manage-
ment system, and/or the management system verifies
that the connecting virtual machine knows a shared se-
cret, in this case the public key) .
[0176] The virtual machine receives credentials for it-
self from the management system (1605) (the credentials
allowing it to authenticate itself to the management sys-
tem and vice versa; the credentials may be, e.g., a shared
secret or a public key for the management system and
a private key for the virtual machine). The virtual machine
is inserted into a host group on the management system,
the group specified in the virtual machine image or based
on installed software (1606), and the virtual machine re-
ceives keys from the management system (1607) based
on its host group. The keys may include host keys for
other hosts in the environment. They may also include
public user keys that authorize certain accounts on other
hosts to log into the virtual machine using public key au-
thentication. They may also include private keys that au-
thorize the new virtual machine to log into certain other
hosts.
[0177] Provisioning a virtual machine means creating
and starting a new virtual machine, as the word is nor-
mally used in the virtualization art. Any known virtualiza-
tion environment may be used, including VMware, Xen,
VirtualBox, and/or KVM.
[0178] Figure 17 illustrates provisioning a new virtual
machine and enrolling it in a management system in an

embodiment where management system credentials are
installed on the new virtual machine before booting it or
during the early stages of its boot/self-configuration proc-
ess.
[0179] The virtual machine is provisioned (1701), man-
agement system credentials are installed on the host
(1702) (e.g., they are obtained from the management
system by the provisioning system, and inserted into the
virtual machine image before booting it), the virtual ma-
chine is booted (1703), the virtual machine connects to
the management system using the installed credentials
(1704), the virtual machine is inserted into a host group
(1705) (though this could also be performed, e.g., by the
provisioning system), and the virtual machine receives
keys based on its host group (1706).
[0180] In an embodiment, a host key, an identity key,
or an authorized key is configured for a virtual machine
before the virtual machine is booted.
[0181] In an embodiment, a trust relationship (or iden-
tity key or authorized key) is installed by a management
system on a source host and a destination host that are
each active when the trust relationship (or identity key or
authorized key) is installed on it.
[0182] Figure 18 illustrates processing a key request
(1800) in an embodiment, taking into account that keys
may be stored in non-standard locations as specified in
configuration files. A key request may be, e.g., a request
to add or remove a public or private key for an account
on a host. The location of the user’s public or private keys
(as the case may be) is determined (1801) (e.g., by read-
ing and parsing an SSH configuration file on/from the
host, reading the location from the management system’s
database where it has been stored previously, e.g., dur-
ing key discovery, or reading host group specific settings
from the management system’s database) and the key
is created, installed, or removed (as the case may be) at
the determined location (1802).
[0183] A standard location here means the default lo-
cation built into an SSH server or client. The standard
location depends on the particular implementation of the
SSH server or client installed on a host, and may also
depend on the version. Some enterprises have also com-
piled custom SSH versions that may use unusual default
locations for SSH keys. In an embodiment, the default
location may be configured in the management system
based on the SSH implementation vendor, implementa-
tion name (e.g., OpenSSH vs. Tectia SSH), version, op-
erating system, host name, host name pattern (e.g.,
"*.eng.example.com"), IP address, IP address range,
subnet, hash of the SSH client or server binary or some
other related file, or any combination of these. The man-
agement system may use such configured information
for determining the default location used by found SSH
implementations.
[0184] In an embodiment, the default location is deter-
mined based on information read from a host, such as
vendor and version number of the SSH server or SSH
client, or a hash value of the binary.
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[0185] Figure 19 illustrates processing on a managed
host for obtaining the public keys or fingerprints corre-
sponding to private keys used by a user for authentication
in an embodiment.
[0186] The user’s SSH client configuration file (and the
server-wide SSH configuration file) is parsed (1901),
identity keys are enumerated (1902) (e.g., by extracting
IdKey specifications from the configuration file, or enu-
merating private key files from a directory determined
from the configuration file and default values), a private
key file (possibly several) is read (1903), a public key is
extracted for the private key (1904) (e.g., by reading the
corresponding public key file or by computing the public
key from the private key), and the public key and/or its
fingerprint is sent to the management system without
sending the private key (1905).
[0187] In (1904), the public key may be extracted
(read) from the managed host (it is usually in a ".pub" file
in the same directory as the private key in common Un-
ix/Linux SSH implementations) or it may be derived com-
putationally from the private key. Reading the private key
file itself is optional if the corresponding public key file is
read instead.
[0188] In an embodiment, the management system re-
trieves the SSH client configuration from the managed
host, parses the configuration and determines the loca-
tion of identity keys, and retrieves public keys corre-
sponding to any configured identity keys from the man-
aged host.
[0189] The processing may be performed by, e.g., an
agent program running on a managed host, may be per-
formed by the management system, may be caused by
the management system to be performed on a managed
host (perhaps one step or substep at a time), or any com-
bination of these. A separate sending step (1905) is not
needed if the public key is sent to the management sys-
tem already in the earlier steps.
[0190] Figure 20 illustrates speeding up logins in the
presence of many private keys for authentication in an
SSH client in an embodiment when authenticating to an
SSH server.
[0191] A hash value is computed from a destination
host and user (2001). The last successfully used private
key is looked up from a database saved across client
invocations using the hash (2002) (generally, using the
hash here is optional, and with some databases the same
could equivalently be achieved using the host and user
directly as keys in a query). It is tested whether such key
was found (2003), and if so, authentication to the server
is attempted using the found key (2004). If successful
(2005), authentication succeeds (2010). If no key was
found or authentication failed, then all available private
keys are tried until one succeeds or there are no more
keys (2006), if they all failed (2007), authentication using
public key fails (2008), and if one succeeds, the success-
ful key is saved in the database (2009) and public key
authentication succeeds (2010).
[0192] Figure 21 illustrates renewing a key pair used

for public key authentication in an embodiment (renewing
is also called rotating a key or recertifying a key in some
contexts). First, a new private key is created (2101) (e.g.,
by causing ssh-keygen to be run on the host where the
private key should be stored, and adding it as an identity
key in an applicable configuration file, if needed), the pub-
lic key corresponding to the private key is copied to the
same places where the old public key from the key pair
being renewed is stored (2102) (possibly being first cop-
ied to the management system, and then copied using
sub-requests to the key renewal requests during the ap-
plicable maintenance windows), and finally the old pri-
vate key and corresponding old public keys are removed
(2103).
[0193] Generally, the same places where the old public
key is stored means those hosts and accounts where the
old public key is configured as an authorized keys (copies
that are not configured as authorized keys and copies
stored with private keys, corresponding to identity keys,
are not taken into account).
[0194] It is possible to optimize the process by remov-
ing the old public keys as soon as the new public key has
been installed on a host (possibly using the same re-
quest), but the old private key is advantageously not re-
moved until the new public key has been installed on
relevant hosts.
[0195] In an embodiment, the management system
provides a reporting means for reporting which keys have
not been renewed for a given amount of time. In an em-
bodiment this is implemented by recording in a private
key record the time when the key was last renewed (for
keys that have never been renewed, the creation times-
tamp of the key file, a timestamp stored within the key
file, if any, or the time when the key was first discovered
may be used instead). The report may then be imple-
mented by performing an SQL query using the desired
cutoff date (e.g., three months back from the current date)
as the last time to be shown.
[0196] In an embodiment, the management system
provides a display screen showing a distribution of ages
of identify keys (or corresponding authorized keys, or
generally key pairs, certificates, or other credentials used
for trust relationships, such as Kerberos PKINIT keys or
cached tickets or host secrets), for example as a bar
chart. In an embodiment, a bar chart displays key pairs
over six months old in red, key pairs over three months
old in yellow, and younger key pairs in green. Values for
the chart may be obtained by SQL queries using a field
recording when the key was last renewed and time inter-
vals computed from the current date and desired renewal
period(s) according to configured security policy.
[0197] Figure 22 illustrates discovering public and pri-
vate keys from hosts and accounts in a managed envi-
ronment and analyzing the keys to discover authorized
connections between accounts in an embodiment.
[0198] Identity keys are discovered for a plurality of
users on a plurality of hosts (2201) and authorized keys
are discovered for a plurality of users on a plurality of
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hosts (2202), it is analyzed which users on which hosts
can connect to which users at which hosts using public
key authentication (2203), transitive closure of the ac-
cess relations is computed (2204) to determine what ac-
counts can be reached from a particular account by fol-
lowing transitive access relations, and links crossing be-
tween host groups specified as separated are reported
(2205) as such "red" or "suspicious" links (group sepa-
ration may be directional, implying that links in one direc-
tion may be ok and links in another direction may not be
ok).
[0199] In an embodiment, the keys are regularly re-
ported by a management agent running on a managed
host. In another embodiment, the management system
regularly connects a managed host, causing it to report
any changes in keys (or existing keys on the first con-
nection). In yet another embodiment, the management
system generates a request to extract the keys from a
managed host (e.g., using a proxy agent to implement
agentless management). In one embodiment, full infor-
mation is regularly sent from a host to the management
system, and the management system compares it with
previously sent information to detect changes.
[0200] In an embodiment, the connections are ana-
lyzed as follows: iterate over all accounts on all hosts;
for each, iterate over all private keys of the account; for
each, iterate over all accounts on all hosts; for each, it-
erate over all public keys of the account; if the public key
matches the private key, record a connection. Instead of
the private keys, public keys or fingerprints derived from
them may be used in the comparison. This can be opti-
mized by iterating over private keys and using hash tables
to find the matching public keys (instead of hash tables,
e.g., database indexes may also be used).
[0201] In an embodiment, a discovery script is execut-
ed on a plurality of hosts using PowerBroker or other
similar tool for executing scripts on multiple hosts. The
discovery script discovers identity keys and authorized
keys for each user on each of the hosts it executes on
and provides the collected information to the manage-
ment system or a separate tool for analysis (the compiled
information advantageously comprising a host name, us-
er name, the key (or its fingerprint(s) or corresponding
public key), indication whether it is a public key or private
key (if not otherwise clear), and optionally forced com-
mand and/or other restrictions for each found identity key
and authorized key.
[0202] The management system or other analysis tool
then computes which accounts can access which other
accounts. The information may be imported into a man-
agement system’s database.
[0203] Instead of one discovery script multiple discov-
ery scripts may be used, and the analysis tool or man-
agement system may use information from a previous
run to construct a script for the next phase.
[0204] The collected information may be transmitted
from the hosts using various ways, such as writing it as
the output of the script, e-mailing it to an e-mail address

where the information is collected, or sending it via telnet,
SSH or other suitable protocol to a collection point, or
writing it to a file or directory in a networked file system.
[0205] In an embodiment, the management system de-
termines whether an authorized key or an identity key is
stored in an NFS file system (RFC 3560, Network File
System (NFS) version 4 Protocol, Internet Engineering
Task Force, April 2003) or other networked file system
that may not provide adequate security. The determina-
tion may be made and stored per-user or separately for
each key. Similar determination may also be made for
SSH configuration files and other configuration files af-
fecting login. The management system may also deter-
mine whether a user’s account overall is secured against
attacks on weaknesses of the file system (e.g., NFS file
systems are generally vulnerable to active data modifi-
cation attacks as well as to malicious file system mounts,
and thus provide little security against data theft or un-
authorized modification).
[0206] One way of determining whether a file is on an
NFS file system is to use the "df" command on Unix/Linux
and parse its output to determine which file systems are
NFS file systems (identified by Filesystem column in
hostname:mount_point format) and parse their mount
points, and check for each key file (or other file of interest)
whether its part begins with the prefix for the mount point
(after removing ".." components from the path if neces-
sary). Another mechanism is to parse the output of the
"mount" command (lines with "type nfs"). Yet another
mechanism is to parse the contents of /etc/mtab (similar
to "mount" output). On Windows, the "net" command may
be used to determine mounted file systems.
[0207] The managemnt system advantageously pro-
vides a method of reporting which authorized keys and/or
identity keys are on NFS volumes. Advantageously the
management system provides a display screen showing
an indicator of how many keys are stored on NFS vol-
umes (as a number, or as a fraction of all keys, e.g., as
a bar or pie graph).
[0208] In an embodiment, a tool comprising an SSH
key discovery script is executed using PowerBroker and
an analysis tool or management system is used for an-
alyzing the output of the discovery script from multiple
hosts and preparing a report or storing information in a
database based on the analysis results.
[0209] Figure 23 illustrates grouping hosts into identity
equivalence groups and key equivalence groups based
on discovered information about user information sourc-
es in an embodiment.
[0210] First, information about user information
source(s) and filter(s) (e.g., LDAP or Active Directory
configuration) is discovered for a plurality of computers
using agent-based or agentless discovery (2301). Iden-
tity equivalence groups are then formed from computers
having identical user information source (s) and filter (s)
(2302). Computers in each identity equivalence group
are then grouped into key equivalence groups based on
whether keys for users in the source(s) (as filtered by the
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filter(s)) are stored in the same (networked, or shared)
directory on each computer (2303). (The two grouping
steps can equivalently be combined into a single step
that applies both criteria simultaneously.)
[0211] In an embodiment, to be in the same key equiv-
alence group the computers must have identical user in-
formation source(s) and filter(s), and users obtained from
the user information source(s) according to the filter(s)
must have the same (shared, or networked) home direc-
tory on both hosts or keys are otherwise stored in the
same directory for them. The keys do not necessarily
need to reside in a user’s home directory, as SSH con-
figuration can specify that they be stored in a system
directory - in that case the relevant question would be
whether that system directory is the same (e.g., net-
worked, shared) directory on both hosts. Shared direc-
tories are also common in virtualization environments
(especially paravirtualized environments where parts of
the kernel are shared by multiple instances). The exact
definition of when computers can be grouped into the
same key equivalence group many vary in different em-
bodiments.
[0212] When two computers are in the same key equiv-
alence group, it is sufficient to install a key on just one of
the computers and it will be automatically visible on the
other computers in the key equivalence group. In (2304),
a key operation (e.g., adding, removing, or renewing a
public key or creating a private key) is performed on just
one of the computers in a key equivalence group as op-
posed to performing the operation on each computer in
the group. In an embodiment, the operation is performed
on a computer that is not a member of the key equiva-
lence group but has access to a directory on which the
keys for computers in the group are stored (e.g., is the
file server providing the directory, or a computer mount-
ing the directory).
[0213] Key equivalence groups can be formed with re-
spect to host keys (host key equivalence groups), user
keys (user key equivalence groups), or both. Computers
in a host key equivalence group need not necessarily
have the same user information source(s) and filter(s),
whereas computers in the same user key equivalence
group usually do.
[0214] In an embodiment, only some user information
sources are taken into account in the grouping. For ex-
ample, LDAP or Active Directory sources may be taken
into account while local user accounts (e.g., /etc/passwd
file on Unix/Linux) are not taken into account in the group-
ing. In one such embodiment, a host can be in a key
equivalence group with respect to a certain set of users
(such as those coming from Active Directory) and not
with respect to another set of users (e.g., those coming
from a local file) .
[0215] Figure 24 illustrates detecting user accounts
defined in more than one user information source in an
embodiment.
[0216] User accounts are enumerated from a first user
information source (2401) and a second user information

source (2402) (that are in an embodiment restricted to
both be in use on the same host), each user is mapped
into a local user name (or numerical user identifier, such
as Unix/Linux "uid") (2403), and user names (or identifi-
ers) that result from more than one source (for the same
host in an embodiment) are reported (2404). Such re-
ports can be useful for checking the consistency of user
databases and ensuring that no user account is multiply
defined so that processes for removing user accounts
work reliably. It can detect both configuration errors and
user errors, and is particularly important in situations like
mergers and IT consolidation where IT infrastructures
from more than one previously independently managed
organization are taken under common management.
Generally, detecting multiply defined accounts is useful
when combining user information from multiple user in-
formation sources.
[0217] Figure 25 illustrates the private key and public
key discovery process in a managed environment for a
group of managed hosts in an embodiment. For each
host in the group (2501) and for each user on each host
(2502), find private keys configured for public key au-
thentication for the user on the host (2503) and find public
keys authorizing logins as the user on the host (2504).
Then send the found keys (and in an embodiment, related
additional information, such as a command configured
to be executed when the key is used for logging in, or
permitted source IP addresses for a connection using
the key) are sent to a management system (2505). The
sending may be performed separately for each user or
information for multiple users may be sent any amount
at a time. In an embodiment, an intermediate host collects
information for more than one user or host, and then
sends the collected information to the management sys-
tem. In an embodiment, the OpenSSH
/etc/ssh/sshd_config configuration file is read on the host
(using, e.g., the SSH protocol to access the host and the
SFTP protocol or something equivalent to a Unix/Linux
"cat" command to read files), the AuthorizedKeysFile
configuration option is parsed from the file, and the file
indicated by that option is then parsed to obtain author-
ized public keys, which are then sent to the management
system. In an embodiment,
$HOME/.ssh/authorized_keys is used as the default file
name if the option is not present in the configuration file
($HOME means user’s home directory).
[0218] In an embodiment, principal names (for X.509
or equivalent certificate-based authentication) are ob-
tained in addition to or instead of authorized public keys.
The OpenSSH /etc/ssh/sshd_config file is read on the
server, and the AuthorizedPrincipalsFile configuration
option is parsed from the file, and the file indicated by
that option is then parsed to obtain a list of authorized
principal names, which are then sent to the management
system. In an embodiment, the TrustedUserCAKeys op-
tion is also parsed, and the corresponding certificates
read and sent to the management system.
[0219] In an embodiment, substantially all information
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from configured authorization keys files for one or more
users on one or more of the hosts in the group is sent to
the management system. In one embodiment, the man-
agement system or a management agent running on a
host parses the authorized keys file, and obtains keys,
certificate authorities, authorized principal names and
other information therefrom.
[0220] In an embodiment, the management system
stores discovered configured certificate authorities in an
SQL database, and provides a reporting facility for re-
porting which CA keys are authorized, the report being
implemented using a query to the SQL database as is
known in the art.
[0221] In an embodiment, the management system
collects information about where CA certificates are
stored (in which files in which user’s directories or in
which system-wide directories on which hosts). In an em-
bodiment, the management system replaces one or more
CA certificates on one or more managed hosts by one
or more new CA certificates.
[0222] Certificates may be used with the SSH protocol
(and some SSH client/server implementations) for both
host keys and user keys. Since certificates are typically
only valid for a certain amount of time, detecting expired
certificates and renewing them regularly can advanta-
geously also be performed by a management system.
[0223] In an embodiment, a management system man-
ages SSH host certificates. The management system
reads the SSH server configuration file to locate config-
ured host certificates (by fetching the configuration file
or using an agent). The location of the keys and/or cer-
tificates and/or the certificates themselves and/or infor-
mation extracted from them (such as expiration date and
cryptographic parameters) is stored in the management
system. It may also locate and send chains of higher-
level certificates that are needed with some certificate
authorities. The management system provides a means
for renewing host certificates. In an embodiment, the
management system comprises a built-in CA that is used
to automatically renew the certificates. In another em-
bodiment, the management system generates a certifi-
cate signing request (CSR), sends it to a CA, and obtains
a certificate from the CA. In an embodiment, the man-
agement system also generates a new private key for
the host as needed.
[0224] In an embodiment, a management system
reads SSH client configuration from an SSH client by
reading the client configuration file and parsing it to locate
certificate authority certificates (CA certificates) that the
client trusts for host certificates. The management sys-
tem sends the location of such certificates and/or the
certificates themselves and/or information extracted from
them (such as CA and expiration date) to the manage-
ment system. In one embodiment, the management sys-
tem regularly obtains new CA certificates from trusted
certificate authorities and installs such new certificates
on clients as trusted CA certificates. In an embodiment,
the management system configures a certificate revoca-

tion list on a client. In an embodiment, the management
system configures OCSP (Online Certificate Status Pro-
tocol) on the client. In an embodiment, the management
system removes expired and/or revoked CA certificates
from the trusted CA certificates on the client.
[0225] In an embodiment, a management system man-
ages CA certificates that are trusted for user authentica-
tion. The management system reads the SSH server con-
figuration files and/or certificate files to discover such cer-
tificates and may update configuration files and certificate
files to manage such certificates (analogously to what
was described for CA certificates for host keys on an
SSH client).
[0226] In an embodiment, a management system man-
ages private keys for certificates used for user authenti-
cation. The management system reads the SSH client
configuration files, certificate files, and/or private key files
to discover such certificates and private keys, stores in-
formation about them in the management system, and
provides means for renewing such certificates in an au-
tomated or semi-automated fashion.
[0227] In an embodiment, public keys and private keys
(authorized keys and identity keys) are discovered with-
out using an agent software installed on managed hosts.
Generally, any agentless communication mechanism de-
scribed herein (including those based on connecting us-
ing SSH and those using PowerBroker or equivalent) can
be used for connecting to the host. Sending the keys (or
public keys or fingerprints or other identifying information
derived from them) to the management system can be
performed directly or through a collection point (such as
a "golden host" used to run a script on multiple hosts)
and may go through an intermediate processing step
(e.g., format conversion) before entry into the manage-
ment system.
[0228] In an embodiment, agentless communication is
used to collect the key information and it is then analyzed
by a management system that generates reports.
[0229] In an embodiment, discovery also collects in-
formation about other kinds of trust relationships, includ-
ing those configured for host-based authentication ac-
cording to the SSH protocol (typically .shosts, .rhosts,
and/or /etc/hosts.equiv files), Kerberos-based trust rela-
tionships (typically /etc/krb5.conf and information about
authorized principal names), or PKI-based authentica-
tion (including authorized CA certificates and authorized
distinguished names).
[0230] In an embodiment, the management system de-
termines that a Kerberos configuration and SSH version
on a host provides automatic Kerberos-based access for
all users who have authenticated against one or more
Kerberos realms (how to configure SSH and Kerberos in
this manner is well known in the art). Such configuration
may affect all hosts that allow access based on authen-
tication in the realm, or may be limited by additional con-
straints to apply only to one or more groups of hosts. In
an embodiment, the management system treats such
permitted access as a trust relationship between ac-
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counts (typically accounts associated with each Ker-
beros principal). It may optionally generate trust relation-
ship entries for them in its database. It may also dynam-
ically add such trust relationships into reports or displays
of trust relationships (the set of hosts in the group where
each principal may log in may change dynamically).
[0231] In an embodiment, discovery also determines
what password vault solutions (e.g., Cyber-Ark PIM) are
in use, reads the configuration of at least one password
vault, searches the system for installed scripts (e.g.,
scripts run by the "init" or "cron" programs as well as any
scripts identified as "forced commands" or otherwise as
commands executed using automated trust relation-
ships), and analyzes at least one script for calls to obtain
a password from a password vault. Found calls are then
used to determine password-based trust relationships.
The management system may also analyze the scripts
to find uses of hard-coded passwords. The management
system optionally provides reporting of such trust rela-
tionships and the scripts where they are used for manual
analysis and modification, or may automatically modify
a script to use a different kind of trust relationship instead,
e.g., by replacing an "ssh" invocation utilizing a hardcod-
ed password by one that uses an identity key for access
(and setting up the identity key and key-based or other
trust relationship if a suitable one does not already exist).
[0232] In an embodiment, discovery also collects in-
formation about SSL certificates and other certificates
supported by various applications and/or the operating
system on the managed host. In an embodiment, infor-
mation about certificates is collected without using locally
installed agent software from at least a subset of man-
aged hosts. In an embodiment, certificates are found by
enumerating all installed applications on the host, and
applying application-specific mechanisms for discover-
ing certificates for the application (such as reading and
parsing a web server application’s configuration file to
discover certificate locations).
[0233] Full certificates may be sent to the management
system, or some information (such as principal and CA
names and expiration dates) may be extracted from a
certificate and sent to the management system. CA (Cer-
tificate Authority), RA (Registration authority) and/or in-
termediate CA certificates (or suitable information ex-
tracted from them) are advantageously also sent to the
management system. Certificates may be encoded be-
fore sending to the management system (using, e.g.,
base64 encoding).
[0234] The management system may determine that
a certificate (including possibly a CA certificate, RA cer-
tificate, or intermediate CA certificate) should be re-
newed, and the management system generates a new
private key and send it to the managed host or suitable
third party (or causes the managed host to generate a
new private key), then generates a certificate request
(either in the management system or by causing the man-
aged host or a third party to generate it), then submits
the certificate request to a CA or RA, and waits for a

response from the CA or RA.
[0235] The submission may utilize HTTP to a web-
based user interface, a certificate management protocol
known in the art, such as CMP, or a proprietary mecha-
nism. The certificate authority or registration authority
may also be built into the management system (including,
in part, possibly in a management agent component run-
ning on the managed host).
[0236] CMP is described in RFC 4210, Internet X.509
Public Key Infrastructure Certificate Management Proto-
col (CMP), Internet Engineering Task Force, September
2005.
[0237] Further information about implementing certifi-
cate management can be found, e.g., in US Patent
7,418,597 as well as US provisional patent applications
60/586,429 and 60/495,864.
[0238] Waiting for a response may include polling the
CA or RA periodically for the status and possible re-
sponse to the certificate request. The CA or RA from
which a new certificate is selected, including the infor-
mation to go in the certificate request (including CA
name), based on a combination of information from the
original certificate and configured policy. Configured pol-
icy may specify mappings from old CAs to new CAs, and
may specify algorithms and key sizes to be used when
generating new private keys. Installing new certificates
and private keys may include application-specific or con-
figured steps, such as restarting the application or caus-
ing it to re-read certificates after new ones have been
installed. New CA, RA, and intermediate CA certificates
may be installed with the CA certificates.
[0239] In an embodiment, a management system man-
ages certificates and/or shared secrets used for
IPSec/IKE autentication in telecommunication networks
(see RFC4306, Internet Key Exchange (IKEv2) Protocol,
Internet Engineering Task Force, Dec 2005). In an em-
bodiment, the management system generates a certifi-
cate request with a distinguished name identifying a net-
work element in an LTE (Long Term Evolution) 4G net-
work, and requests and installs a certificate for the net-
work element, and optionally installs a trusted CA certif-
icate (and optional intermediate CA certificates) for the
network element.
[0240] Figure 26 illustrates discovering existing SSH
configurations and reporting user-specific configuration
files in an embodiment.
[0241] For some or all hosts in a group of hosts (2601),
system wide configuration files are read (2602) (using,
e.g., SSH to access the host and using the SFTP protocol
or system commands to read files, such as
/etc/ssh/sshd_config and /etc/ssh/ssh_config for
OpenSSH), and for each user account on the host (2603),
read per-user config files (2604) (such as .ssh/config in
the user’s home directory). The configuration files and/or
information extracted or computed from them is then sent
to a management system (2605) (this may happen sep-
arately for each user, or information may be aggregated
for several users, possibly all users on a host, before
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sending, or a host may aggregate information from mul-
tiple users and then send the information to the manage-
ment system).
[0242] In an embodiment, a management system pro-
vides a mechanism for reporting which users have per-
user configuration files that override system configura-
tion files (2606).
[0243] In an embodiment, the management system
stores the information collected from hosts in an Oracle
SQL database, with a field in each user record indicating
whether the user has a configuration file that may over-
ride the system wide settings, and a report is generated
by performing an SQL query against the database to find
such users, and optionally further parsing their configu-
ration file(s) and the system wide configuration file(s) to
determine how the configurations differ.
[0244] Figure 27 illustrates discovering information
about user accounts on a group of hosts in a managed
environment in an embodiment.
[0245] For all hosts in the group (2701), information
about user accounts on the host is discovered, e.g., by
enumerating user accounts on the host, e.g., by calling
the getpwent function on Unix/Linux, or by querying them
from LDAP, Active Directory or other user information
source on the host, or on a management server and then
sending the information to the host, optionally using a file
or a database as an intermediate store.
[0246] For each user account on each host (2702),
multiple pieces of information may be discovered.
[0247] It may be determined whether the account can
be logged into using password (2703). On many Un-
ix/Linux systems, for example, this is indicated by a spe-
cial value in the password field; on other systems this
may correspond to reading a field in a user record.
[0248] In an embodiment, some of the information is
obtained from a user information source by a manage-
ment system, such as user information for those users
configured in a user information directory.
[0249] It may be determined whether an empty pass-
word is allowed for the account (2704). This can be test-
ed, e.g., by checking whether the password field (in, e.g.,
a local password file, LDAP, or Active Directory) is empty
or by trying to authenticate as the user using an empty
password.
[0250] It may be determined whether the account has
a valid login shell (2705). This can be checked by parsing
the shell field in a password file (or directory record). On
some systems this may correspond to checking a sepa-
rate indicator of whether interactive logins or terminal
sessions are permitted for the account.
[0251] It may be determined whether the account is
disabled (2706). This may be tested using fields in a user
record in a local file or directory (e.g., LDAP, Active Di-
rectory), such as the value (especially the first character)
of a password field or value in a separate field indicating
whether the account is enabled or disabled (or active or
non-active in alternate terminology).
[0252] It may be determined when the account was

last used (2707). On Windows, this is often recorded in
the user record in Active Directory; on many Unix/Linux
systems this is recorded in a special file, such as
/var/log/lastlog.
[0253] Additionally, information about the account is
sent to the management system, at least if set criteria
match (2708). The information may be sent using any
suitable data format known in the art (such as XML over
a TCP/IP connection, possibly protected by a security
layer such as SSL). Information may be sent in one mes-
sage or multiple messages per user, or may be combined
for multiple users for sending to a management system.
[0254] Naturally, any of the steps may be omitted or
they may be reordered, or additional steps may be in-
cluded (such as checking whether the user has a home
directory on the host, whether such home directory is
local or on a networked file system, and/or where such
file system is mounted from). Sending information to a
management system may be interleaved with the checks.
Hosts and user accounts may be processed in any order,
including several in parallel.
[0255] Figure 28 illustrates extracting user information
sources for a host in an embodiment. The illustration is
for a typical Unix/Linux system; the process for Windows
can be found in Microsoft’s developer documentation.
[0256] The file /etc/nsswitch.conf is read (2801) to dis-
cover what system modules will be used for providing
user (and other) information. PAM (Pluggable Authenti-
cation Module) global configuration file, typically
/etc/pam.conf, is read (2802) and parsed. Application-
specific PAM module configurations are read from one
or more files in /etc/pam.d (2803), especially the one for
SSH, typically in /etc/pam.d/sshd.
[0257] The PAM configuration files may contain both
recognized and unrecognized PAM modules. The man-
agement system may allow providing customer-specific
plugin modules for handling otherwise unrecognized
PAM modules. Some of the PAM modules specify sourc-
es of user information. For example, "pam_unix.so" typ-
ically specifies using a local password file, "pam_ldap.so"
specifies using an LDAP directory for password informa-
tion, and "pam_winbind.so" provides authentication
against the local Active Directory domain.
[0258] Some PAM modules have module-specific con-
figuration files. For example, pam_ldap.so typically reads
/etc/ldap.conf, which defines LDAP directories that may
be used (by host names or IP addresses and optionally
TCP/IP port number), and various information about such
directories, such as the subtree that contains valid users.
The configuration file also specifies the type of record
that defines users, and which fields of the record are used
for obtaining the local login name and user identifier for
the user.
[0259] Generally, it is determined what user informa-
tion sources are used on the host (2804). This information
may be a combination of information from nsswitch.conf,
PAM configuration, and module-specific PAM configura-
tions (possibly as interpreted by customer-specific plu-
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gins). Examples of information sources include "local
password file" and "LDAP directory at a given address
with certain client configuration parameters".
[0260] Some user information sources may also be
hard-coded in applications, such as built-in Kerberos
support in SSH. Presence of such user information sourc-
es may be determined from the application version and
presence and contents of various configuration files on
the host (such as Kerberos configuration files). Applica-
tion-specific plugins may be used for discovering such
information.
[0261] On Windows, the steps basically involve read-
ing Active Directory related configuration information.
[0262] Typically the information about the determined
sources would be sent to a management system, and
would be extracted for a group of managed hosts (pos-
sibly all managed hosts in an embodiment). The infor-
mation may also be used on the managed host. The exact
steps vary among systems, and may be performed in a
variety of orders.
[0263] Figure 29 illustrates configuring the authentica-
tion sources for a host using a management system in
an embodiment.
[0264] First, the host is connected with the manage-
ment system (2901) (the connection may be initiated by
the host or by the management system, depending on
the embodiment and configuration; typically TCP/IP with
some security protocol, such as SSL, SSH, or IPSEC
would be used for the connection). The host is authenti-
cated to the management system and/or the manage-
ment system is authenticated to the host (2902) (either
using host-specific credentials, or shared credentials that
are used for initial installation of a host into the manage-
ment system).
[0265] Credentials for authenticating the host to the
management system in the future are received (2903)
(they may be generated by either the host or the man-
agement system and relevant information sent to the oth-
er side, thus the sending could be in either direction; ad-
vantageously public key credentials are used, with only
the host having the private key and only public key pro-
vided to the management system).
[0266] Information about the host is sent to the man-
agement system (2904), advantageously including infor-
mation about the host’s operating system, hardware, and
installed software. The management system uses the
information for generating configuration information for
the host.
[0267] User information source information and other
authentication configuration information is sent by the
management system and received by the host (2905).
Such information may be in the form of final configuration
files that are installed in their appropriate locations, or
may be in some generic format (e.g., XML) that is then
converted to actual configuration files on the host.
[0268] Authentication mechanisms for the host are
configured (2906) (including, e.g., /etc/nsswitch.conf,
/etc/pam.d/*, and /etc/pam.conf files). Required addition-

al PAM modules, if any, are installed (2907). For exam-
ple, if the organization uses a particular hardware token
for authentication, a PAM module for implementing au-
thentication using the module could be automatically in-
stalled.
[0269] Naturally, some of the steps might be omitted;
for example, if the host is already being managed by the
management system, (2903-2904) might be omitted. If
a connection with the management system already ex-
ists, (2901-2902) might be omitted.
[0270] Configuring authentication may also include
generating and/or installing private keys, public keys, cer-
tificate requests, certificates (possibly including obtaining
them from a CA), Kerberos credentials, Kerberos server
names, discovering Kerberos or Active Directory servers,
configuring VPN connections (including their authentica-
tion mechanisms), etc.
[0271] In an embodiment, the management system
rather than the managed host initiates the connection in
(2901), and manages the host agentless.
[0272] Figure 30 illustrates extracting information
about the invoking command or script in an SSH client
for automatically annotating authorized connections with
the commands that use them in an embodiment. A par-
ticular unexpected benefit is that when there are lots of
existing undocumented public key login authorization in
an organization’s computing infrastructure, information
about the invoking command reveals which script or ap-
plication is using each authorization. This is extremely
useful for analyzing and sorting the existing connections.
Such information substantially reduces the cost of the
deployment project when a customer starts to automat-
ically manage user keys in their environment (potentially
by millions of dollars in a large environment).
[0273] At (3001), an SSH client is started. Information
about parent process(es) of the program is extracted
(3002), e.g., by using the "ps" command or reading the
/proc file system on Unix/Linux and the program/com-
mand name (and preferably also path and arguments for
each such command is extracted; some commands may
be filtered out using, e.g., configured known non-inter-
esting command names or regular expressions), search-
ing for parent processes of the SSH client, and returning
command lines from the parent processes as candidate
invoking commands. Known non-interesting commands
can be filtered out. Such commands may be configurted
using a user interface or API.
[0274] At (3003), the SSH client connects to the SSH
server and authenticates using public key authentication
(though, password-based authentication can also be
used in some embodiments, possibly using passwords
stored on the client host). At (3004), information about
the parent process(es) is caused to be sent to a man-
agement system, preferably together with information
identifying the public key and/or user account on the serv-
er.
[0275] In an embodiment, the client spawns a back-
ground process that connects to the management sys-
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tem, authenticates, and sends the information to the
management system, without slowing down the client. In
another embodiment, the information is sent to a local
management agent, which immediately or periodically
sends such information to the management system (pos-
sibly aggregating information from multiple client instanc-
es). In yet another embodiment, the information is saved
in a file, and a periodically running management agent
sends the information to the management system when
it starts the next time. In yet another embodiment, the
information is saved in a file, and an agentless manage-
ment system fetches the file when it connects to the man-
agement system the next time. In an embodiment, the
information is logged in a system log.
[0276] In an embodiment, a shell (command interpret-
er) (such as a modified /bin/sh program or modified Pow-
erBroker shell) records (e.g., in a system log) which script
invoked the SSH application, and the log data is extracted
and analyzed to determine who invoked the SSH client.
[0277] In an embodiment, an SSH client records (e.g.,
in a system log) which authentication method was used
to authenticate a connection to a server, and the log data
is analyzed to determine which key was used for the con-
nection.
[0278] At (3005), the management system records the
information it has received from one or more clients in
the management system’s database; for example, it
might record for each public key which clients use the
public key using which commands (e.g., which command
or script invoked the client, causing the key to be used).
[0279] At (3006), information about the invoking com-
mand(s) is included in a report in association with iden-
tifying information about the private key used for authen-
tication, or with the user account on the server. In an
embodiment, this step would be performed when com-
puting a report about the use of a public key or user ac-
count, and would be generated by performing one or
more SQL queries against a relational database on the
management system, extracting information about the
key or user and the commands that use it (possibly using
a join operation, as is well known to one skilled in formu-
lating SQL queries for reports). Certain aspects might be
highlighted in such a report, such as a key being used
for more than one command, or a key being used for a
"unrecognized" or "unauthorized" command. A report
may be displayed in a window in a user interface, in an
HTML page, output as a spreadsheet or text file, or for-
matted for printing or page-based viewing (e.g., as a PDF
or Postscript file). In an embodiment, further information
is collected in addition to parent processes, such as
whether the command was run interactively (as deter-
mined, e.g., by using the isatty() function on the standard
input file descriptor).
[0280] In an embodiment, identity keys stored on the
host from which a connection came are analyzed and
their last access timestamps used to determine (with rea-
sonable probability) which key was used for the connec-
tion, and recording the likely key in the management sys-

tem’s database. Information from multiple connections
may be combined to determine the unique key used for
a connection with higher probability. The analysis may
be triggered by the server receiving a connection, par-
ticularly one with key-based authentication, or by the
management system (or some third party analysis mod-
ule) receiving a log record indicating that a key was used
for authenticating into the server. The log data may be
obtained directly from the server host or from a central-
ized log data collection or analysis system (e.g., a SIEM
(Security Information and Event Management) system).
Information extracted from the log data may include, e.g.,
the command(s) executed using the key and/or the files
transferred using the key, or a directory path prefix that
always occurs in file transfers using the key.
[0281] Private key timestamps may also be used to-
gether with log data to form an initial analysis of which
private keys were likely associated with which logins into
servers. Such analysis determines the last access times-
tamp for one or more private keys, and finds one or more
closely matching login records from servers using that
key (e.g., based on its fingerprint) from any servers (us-
ing, e.g., log data obtained from a plurality of servers),
and whenever a likely unique match is detected, associ-
ating that key with that login. The log data may also readily
indicate the command that was used with the key.
[0282] Figure 31 illustrates checking a request to au-
thorize a first account to log into a second account using
public key authentication against rules prohibiting certain
connections without special authorization in an embodi-
ment. A particular benefit of this embodiment is that it
can be used to require special authorization against au-
thorizing connections across "Chinese walls" within a
bank, or from, e.g., development hosts to production
hosts. Benefits include better protection against human
errors (misconfiguration), additional protection layer
against unscrupulous administrators trying to escalate
their privileges, or developers turned criminal trying to
gain access to production systems.
[0283] A request to authorize public key authentication
from a first account on a first host (or a group of hosts)
to a second account on a second host (or a group of
hosts) is received (3101). A group of hosts, here and
elsewhere in this specification, might contain multiple
subgroups and/or individual hosts and might also be a
set expression (using, e.g., union, intersection, and set
difference operators) or a query or filter with filtering cri-
teria for hosts.
[0284] Such a request might be entered on a command
line by a system administrator, using a GUI or web inter-
face by an administrator, or received from a separate
change control system. Here it is assumed that when the
request comes here, the "normal" approvals for a request
to connect have already been received (e.g., approval
from supervisor and/or approval from security team; the
required approvals may depend on the first and second
hosts).
[0285] It is checked whether some rule prohibits logins
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from the first account on the first host to the second ac-
count on the second host (3102). The management sys-
tem may allow configuration of such prohibition rules,
such as a rule saying that logins from the group of hosts
representing development hosts to the group of hosts
representing production hosts are absolutely prohibited,
or are only permitted after a special review.
[0286] If the requested automated login connection is
totally forbidden (3103), the management system re-
sponds to the request by denying it and sending or dis-
playing an error response with the proper failure code
(3104).
[0287] If the requested automated login connection re-
quires special authorization and is otherwise forbidden
(3105), it is checked whether the request indicates that
the special authorization has already been provided
(3106), and if not, a response is sent with a failure code
that indicates that a special authorization is required
(3107). In an embodiment, this causes the change man-
agement system to send the request for further authori-
zations to the appropriate persons (which may be indi-
cated in the response and, e.g., configured in the forbid-
ding rule). In an embodiment, the management system
looks up approvals or special authorizations from a tick-
eting system using a ticketing API.
[0288] If the request does not require special authori-
zation or the authorization has already been provided,
the management system causes the requested automat-
ed login to be implemented (3108) (e.g., by setting up
public key authentication from the first host to the second
host, or by setting up another kind of trust relationship
between the accounts, such as host-based, Kerberos-
based, or PKI-based trust relationship).
[0289] Finally the management system responds with
success (3109) (to the change management system or
via a user interface). Such a response might be provided
immediately or when the request has actually been im-
plemented (if the request must be implemented during
maintenance windows, its implementation could take
days or weeks; a user interface may provide a way of
viewing pending requests, their status, and/or estimates
of when they can be implemented, and provide a way to
implement them immediately, overriding normal mainte-
nance windows).
[0290] In an embodiment, public key authentication to
certain accounts is forbidden (for all hosts or for some
group of hosts). For example, public key authentication
as "root" might not be permitted, or might require special
authorization. In some environments, root logins may be
entirely disallowed.
[0291] Figure 32 illustrates detecting connections be-
tween the managed hosts and external hosts using in-
formation logged by SSH servers and clients in an em-
bodiment. This is a form of key activity monitoring. In this
embodiment, an SSH server (3201) receives a connec-
tion (3202), accepts public key authentication for the con-
nection (3203), and logs the connecting client’s IP ad-
dress, the server’s IP address, the user name, and a key

fingerprint for the key used for authentication (3204).
[0292] The logging may take place as one message or
multiple messages, and may be interleaved with the other
steps. In an embodiment, the information is logged using
the syslog service on Unix/Linux. In an embodiment, the
server’s IP address is implicit in the address/host name
that logs the information. In an embodiment, the logging
is performed by OpenSSH 5.8 server to syslog.
[0293] An SSH client (3211) connects to a server
(3212), authenticates a user to the server using public
key authentication (3213), and logs the client’s user
name, IP address, server user name, server IP address,
and key fingerprint (or other key identifier) (3214). Again,
the logging may be interleaved with the other operations.
[0294] In both the client and the server, the information
that is logged may vary. Log information may be collected
to a central store, such as by using the syslog daemon
and protocol on Unix/Linux to collect syslog information
into a central repository. In an embodiment, the manage-
ment system causes the syslog daemon on a group of
hosts to be configured to send the information to a central
repository and/or to the management system. The man-
agement system may configure syslog, e.g., by reading
/etc/rsyslog.conf and files in the /etc/rsyslog.d directory,
adding the centralized repository as a destination for log
data for the desired services (particularly ssh and sshd),
and writing back the modified file(s). Such a change may
be implemented either agentless by the management
system or using a management agent on the host to per-
form the configuration. On Windows, the Windows event
log configuration may be changed correspondingly, as
described in Microsoft Windows documentation.
[0295] In an embodiment, the management causes log
records from syslog to be analyzed on one or more com-
puters, and identifies from the log records which keys are
used to log into a computer, and causes, e.g., recording
of the date, identity of the key, the identity of the host
being logged into, and information identifying the client
host (e.g., IP address) in a file database. The manage-
ment system may also cause SSH servers on one or
more computers to be configured so as to cause them
to save log data about keys that are used (typically by
changing value of a logging level configuration option).
[0296] A management system is provided access to
collected log data from SSH client and server, and it ex-
tracts information about public key authenticated con-
nections from the collected log data (3221), e.g., by pars-
ing the log data using regular expressions, as is known
in the log analysis field, possibly combining multiple log
records based on process identifier to establish a con-
nection and using IP addresses, time, and public keys
(key fingerprints or other identifiers in the log data) to
associate the client and server side of a connection to
identify which host connected to which server using
which public key, preferably further identifying the user
at each end (and in an embodiment, also the script ap-
plication making the connection).
[0297] The management system then determines
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whether each end of the connection is a managed host
(by performing a lookup from its database based on the
corresponding IP address or host name), and filters out
connections where both client and server are managed
hosts in the management system (3222). Connections
where one or both hosts is unmanaged are recorded in
the management system’s database or other suitable
storage (multiple connections between the same hosts
may be combined, and different embodiments may
record different information about the connections). In an
embodiment, connections where both hosts are unman-
aged are not recorded. Connections where at least one
endpoint is an unmanaged host are called external con-
nections. In one embodiment, the public keys (or their
fingerprints or other suitable identifiers) involved in ex-
ternal connections are stored in a database.
[0298] The management system generates a report
about external connections (3223), including information
about at least one external connection detected by steps
(3221-3222). The report is generated, e.g., by querying
the management system’s database for external connec-
tions. In an embodiment, at least one unmanaged end-
point of such a connection is included in the report. Such
a report may be used for identifying hosts that should be
brought under management so that public keys used for
such connections can be properly managed and re-
newed, allowing better compliance with security stand-
ards (such as current and future PCI or SOX standards)
by the organization. In another embodiment, at least one
public key (identified by fingerprint or other suitable iden-
tifier) used in an external connections is included in a
report. Such a report is useful for identifying which keys
should not be renewed (because renewing such a key
could break existing external connections, possibly caus-
ing disruptions and downtime in the operation of the or-
ganization’s IT systems). Not all embodiments necessar-
ily include the report generation.
[0299] The management system prevents key renewal
(3224) for public keys (or more precisely, the public-pri-
vate key pair) for keys that are used in external connec-
tions. Key renewal means that a new private key is
caused to be generated (on/for the client host) and con-
figured as an identity key for the user(s) on the host(s)
where the key is used by client(s), communicating the
corresponding public key to user(s) on host(s) where the
old public key is authorized for login, and then removing
the old private key (or at least disabling it as an identity
key) and preferably removing the corresponding old pub-
lic keys. The whole renewal operation comprises multiple
parts that may need to be performed during one or more
maintenance windows. Advantageously the manage-
ment system provides a facility for performing key renew-
als completely automatically in the background, without
administrator intervention. However, the management
system may also provide a means for performing key
renewals immediately on request (this could be beneficial
when, e.g., a key is known to be suspected as compro-
mised, or when a user having had access to the key

leaves the organization or changes to a different role in
the organization). Advantageously the management sys-
tem enforces key renewal at configured time intervals,
such as once per year, limiting key lifetimes.
[0300] Renewing a public key that is used for external
connections would break the external connection, be-
cause the key could be changed on only one side of the
connection. Preventing the renewal may mean not re-
newing the said key at all, or may mean leaving the old
key still as authorized on a management server where
the client is unmanaged, or leaving the old private key
as an alternative identity on the client if the client is man-
aged and the server is unmanaged.
[0301] The management system may also provide an
interface for manually managing external connection
keys (3225). In an embodiment, key renewal is possible
for keys used in external connections, but key installa-
tions and changes for such hosts must be performed
manually by an administrator. An interface (e.g., GUI or
web interface) provided to an administrator provides a
way to download a public key for a host (when server
unmanaged) or upload a key (when client unmanaged).
In an embodiment, there is also a control for causing
renewal to be manually initiated for a key used in an ex-
ternal connection. In the key renewal process these in-
terfaces substitute the steps of automatically installing a
public key as an authorized key on a host, and generating
a private key on a host, making it an identity key, and
providing the corresponding public key to the manage-
ment system. In one embodiment, a control is provided
for cancelling or postponing renewal for a key.
[0302] In an embodiment, the management system
provides an interface for configuring IP address or do-
main name of another management system together with
an authentication credential for the other management
system (with means for supplying and/or obtaining such
authentication credential), and associating a public key
with such other management system (either by the host
names/IP addresses used in external connections, pos-
sibly using subnets, or by manually specifying that an
external connection is with a particular other manage-
ment system).
[0303] When a renewal request is made, the manage-
ment system will connect to the specified other manage-
ment system, authenticate using the specified credential,
request the other management system to perform the
part of a key renewal that involves a host managed by it
(public key installation as authorized key, or private key
generation and installation as identity key, and key re-
movals), and providing a response to the first manage-
ment system when complete (such operations may need
to be performed during maintenance windows on the oth-
er management system, thus potentially taking many
days or weeks; thus the response may in some embod-
iments be provided by connecting back to the first man-
agement system later).
[0304] In an embodiment, the management systems
automatically communicate to each other the hosts that
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they manage, and external connections between such
co-operating management systems are automatically
caused to be handled co-operatively as described above.
[0305] In an embodiment, a management system also
provides an interface that permits an administrator to
identify a key (e.g., by its fingerprint) and specify that the
key is used for an external connection (optionally provid-
ing a description, IP address, or domain name that helps
to identify where or how it is used). Such an interface
may be beneficial for identifying external connections
to/from routers or other black-box network devices that
have not been brought under management and/or where
external connections cannot be automatically detected.
[0306] In an embodiment, the access timestamps of
private keys are used for correlating keys with log records
gathered from servers, as described elsewhere herein.
The correlation information is then used instead of infor-
mation about client key usage extracted from logs by the
management system.
[0307] Figure 33 further illustrates performing the part
of key management requests that touch external hosts
manually in an embodiment.
[0308] At (3301) it is determined that a request involv-
ing a particular host cannot be performed automatically
(e.g., because the host is not managed by the manage-
ment system making the determination). An interface is
provided for a system administrator to see the opera-
tion(s) that need to be performed manually (3302). The
interface also provides means for seeing a description
of what needs to be done for the operation and provides
a means for downloading (new) public key(s) to be in-
stalled (and optionally made authorized keys or identity
keys) on host(s) not managed by the management sys-
tem and/or for uploading (new) public keys for host(s)
not managed by the management system (3303). It may
also specify that certain keys need to be removed. The
interface also provides a means for confirming when the
manual part of the operation has been performed (3304).
In response to the user confirming the operation as per-
formed, the management system signals the request as
processed (3305), which may cause a higher-level re-
quest to continue executing.
[0309] In an embodiment, a management system in-
stalls an identity key for a source account on a source
host in an automatic manner, without requiring user as-
sistance for the installation. User assistance here means
assistance from a human (e.g., system administrator).
[0310] In an embodiment, a managemnt system in-
stalls an authorized key for a destination account on a
destination host in an automatic manner, without requir-
ing user assistance for the installation.
[0311] In an embodiment, a management system in-
stalls both an identity key and an authorized key for a
trust relationship in an automatic manner, without requir-
ing user assistance for the installation.
[0312] Installing a trust relationship or a key in an au-
tomatic manner may be in response to receiving a re-
quest to install the trust relationship or key from a user

interface or, e.g., through a ticketing API from a ticketing
system.
[0313] Figure 34 illustrates a management system and
a managed environment in an embodiment. A first back-
end group (3401) comprises two back-ends (3402, 3403)
that can execute jobs based on job records stored in the
database (3409) and read/write information in the data-
base. A second back-end group (3404) comprises three
back-ends (3405, 3406, 3407). Advantageously, each
host is assigned to a back-end group and is managed
using back-ends in that back-end group (using agent-
based or agentless management).
[0314] Basically, a back-end group is a set of back-
ends that may interchangeably execute jobs (a back-end
group may also have a name and other configuration
data in the management system’s database). Jobs may
be, e.g., requests (or request records) to install private
or public keys on hosts, deploying the management sys-
tem on a host, scanning existing SSH keys on a host,
generating a report, or computing statistics.
[0315] Back-ends in a back-end group may provide
fault tolerance and load balancing for each other. Advan-
tageously, the back-ends in a back-end group have the
same access to managed hosts (from a firewalling/rout-
ing perspective), whereas back-ends in different back-
end groups may have different access on the network
level (for example, if the internal network where the man-
agement system is deployed is compartmented by inter-
nal firewalls, there might be a back-end group in each
compartment).
[0316] In an embodiment, when a background job is
created in a management system, a job record is created
in a database. The job record describes what the job is
to do, what state it is currently in (e.g., a progress indicator
and/or checkpoint for restart), and contains other infor-
mation about the job. The job record may also identify
the back-end group on which the job should run (possibly
"any group" for jobs that may run on any back-end, such
as those for generating reports or performing other tasks
that need not communicate with hosts). There may also
be a pseudo-group "near database", which could mean
any back-end group that has a fast reliable connection
to the database used by the management system (it
would make no sense to run database-intensive jobs on
the other side of the world).
[0317] In an embodiment, each back-end searches the
database for runnable jobs associated with that back-
end’s back-end group. A back-end finds a job record for
such a job. The back-end then updates the job record to
indicate that it is currently running the job. The back-end
then performs the job, and finally updates the job record
to indicate that it is done (whether successful or failed).
It may also periodically update the job record while the
job is running to indicate its status, progress, and possible
errors.
[0318] In an embodiment, each job (represented by a
job record in a database) contains a field indicating the
time when the job can next be run. When a back-end
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starts running a job, it moves this time forward by a pre-
defined amount of time (e.g., one hour). Jobs may be
constrained not to run for more than this amount of time
(though it is possible to suspend a job by saving its state,
so that other jobs can run in between and the job can be
continued later). If any job runs too long (e.g., more than
80% of the predefined maximum time), it is forcibly killed
by a watchdog program on the back-end computer (the
watchdog program may, e.g., read the process list once
a minute and forcibly kill all job-execution processes that
have run too long). This ensures it is very unlikely that a
job could hang for more than the predefined time.
[0319] A job is effectively reserved for execution by a
back-end by moving the time it can next be run forward
by a predefined time; there need not be other indication
that it is reserved. Moving the predefined time forward
can be done reliably in a standard SQL database using
serializable transactions and an "update" statement to
update a suitable field in the job record.
[0320] In an embodiment, the job record contains a
retry counter. If a job fails due to an error, at least for
some errors the job will be rescheduled to run again later
(by updating the field when it can next run). When a job
has failed too many times (and for certain kinds of errors
earlier), the job is deemed permanently failed, its status
is reported as failed, and other jobs are signaled that it
has terminated. A job may fail and need to be retried
(e.g., restarted), e.g., if a database transaction aborts
due to errors (many databases may spuriously abort
transactions due to serialization conflicts or deadlocks),
or because of random communication errors. This mech-
anism also helps to deal with hosts that are temporarily
unavailable, e.g., because they are being serviced.
[0321] One or more front-ends (3408) implement a
web-based user interface (using HTTP, protected using
SSL/TLS using a certificate optionally managed by the
management system), though other user interface tech-
nologies (such as a Windows GUI) and protection tech-
nologies could also be used and an API could also be
provided. The database may be, e.g., an Oracle version
11g database cluster. The database is advantageously
connected to most of the other components of the man-
agement system for storing their data. The other compo-
nents may also communicate with each other through
the database. Communicating via a database permits a
time delay to occur in the communication, and is helpful
for, e.g., delaying some operations until a suitable main-
tenance window is open.
[0322] Multiple management system components may
be combined into a single software product or hardware
appliance.
[0323] One or more managed hosts (3410) may be
general-purpose computers (running a general-purpose
operating system such as Windows 7 or Red Hat Linux),
appliances with an embedded computer (e.g., copier, air-
craft, LTE (Long Term Evolution, in 4G cellular or mobile
networks) base station), or other hosts, whether physical
devices or virtual hosts.

[0324] A managed host may or may not have an agent
installed for communicating with the management sys-
tem and for performing management operations (com-
municating with the management system advantageous-
ly takes place by communicating with a back-end or front-
end that is a part of the overall management system) and
may or may not have an SSH server (3412) or SSH client
(3411) installed. The SSH protocol or any other suitable
protocol may be used for communicating with a managed
host (a suitable protocol providing security and authen-
tication of the communicating parties commensurate with
the needs of a particular embodiment).
[0325] A managed host may have one or more incom-
ing trust relationships configured, typically represented
by authorized keys (3413), but other kinds of trust rela-
tions, including Kerberos-based and PKI-based trust re-
lationships, can also be used). Typically the trust rela-
tionships are associated with a particular user account
(often a functional account) on the managed host, but
especially in embedded devices such accounts may also
be system-wide (referring to an implied "administrative
login").
[0326] The managed host may also have one or more
outgoing trust relationships configured, typically repre-
sented by identity keys (3414). Other kinds of credentials
for outgoing trust relationships may also be used, and
having a credential for an outgoing trust relationship is
in general optional. For example, old ".rhosts" authenti-
cation does not use a client-side credential (it relies on
the IP address and port number of the client) and in host-
based authentication according to the SSH protocol (ver-
sion 2), a host-wide credential may be used to "vouch
for" the identity of the client-side user (by including a sig-
nature by the host key in the authentication request).
[0327] A host may also have Kerberos credentials
(3415) for the host, one or more user accounts, and other
Kerberos principals (similarly for Active Directory). The
Kerberos credentials may be used for trust relationships
or otherwise, such as for host identity or application-spe-
cific purposes.
[0328] A host may also have one or more certificates
(3416) (e.g., X.509v3 certificates). One or more certifi-
cate may have an associated private key on the host.
[0329] Certificates may be stored in system directories
or may be specific to particular users or applications in
the environment and stored in user home directories or
application directories. Certificates may belong, e.g., to
end entities, registration authorities, or certificate author-
ities, and may be trusted or non-trusted. They may have
been issued by one or more CAs, and some may be self-
signed. They may use any suitable cryptographic algo-
rithms such as RSA, DSA, ECDSA, MD5, SHA1, SHA2,
etc. One or more private keys may be stored in a TPM
(Trusted Platform Module) or HSM (Hardware Security
Module). Some keys may actually not be stored on the
host, and may be referenced by an identifier (the key
itself might be stored in, e.g., a KMIP-compliant key man-
agement system).
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[0330] A host typically also has one or more configua-
tion files (3417) or other configuration objects stored in
it. Examples include SSH configuration files (including
SSH authorized keys files), PAM configuration files, PAM
module specific configuration files, Kerberos configura-
tion files, password and shadow password files, file sys-
tem export and mount lists, application configuration files,
SUDO configuration files, other system configuration
files, etc.
[0331] An external host (3418) is a host that is not man-
aged by the management system. In this specification
the term is also frequently used to refer to a host that has
a trust relationship between it and a managed host (such
a trust relationship is also called an external connection).
An external host may include data or components similar
to a managed host. An external host may be managed
by another management system.
[0332] One or more Kerberos KDCs (Key Distribution
Centers) (3419) manage Kerberos tickets. The Kerberos
protocol or any other suitable centralized authentication
protocol may be used. Managed hosts, external hosts,
back-ends and/or front-ends may include libraries and
configuration files that enable them to communicate with
a KDC. An Active Directory server can also act as a KDC.
[0333] One or more user information sources (3420)
provide centralized repositories for user account infor-
mation. Examples include, e.g., LDAP, Active Directory,
and NIS. They may be used in a configuration where two
or more user information sources share the same data,
or different user information sources may use different
data. Different hosts in the managed environment may
use different user information sources, and some may
use more than one user information source.
[0334] The network (3421) connects the various man-
agement system components. When more than one
component is integrated into the same software or appli-
ance, no network connection needs to be used between
them, or the network connection may be internal to a
computer. On the other hand, the network may be a glo-
bal intranet spanning the entire United States and/or oth-
er countries and may comprise thousands of switches,
routers, firewalls, wireless base stations, NAT devices,
protocol translators, and other equipment. In some cases
it may also be or comprise the Internet or VPN connec-
tions across the Internet or other telecommunications
networks. The network may be considered to be part of
the management system.
[0335] One or more objects may be embedded within
a configuration file; e.g., in OpenSSH, authorized keys
are often embedded in a configuration file called an au-
thorized keys file that lists authorized keys and various
restrictions for them.
[0336] Figures 35A, 35B, and 35C (together, Fig. 35)
illustrate several components of a management system
(3500) in an embodiment. It primarily views the manage-
ment system from a architectural perspective. Each of
the components may be implemented, e.g., in software,
script, add-on module, digital logic, or as one or more

computers on a network. Many of the components are
optional.
[0337] A deployment tool (3501) deploys the manage-
ment system on a host, converting it from an external
host to a managed host. The deployment tool may be,
e.g., a hardware appliance comprising software that con-
nects to a host using the SSH protocol, logs in using a
provided user name and credential, optionally configures
the account so that the management system can contin-
ue to access it in the future, and optionally triggers key
discovery for the host.
[0338] The deployment tool may also be a script that
is executed on a host to bring a host under management,
and may, e.g., create an account for the management
system on the host, configure credentials so that the man-
agement system can in the future access the account,
configure SUDO settings, and/or trigger key discovery
for the host.
[0339] The deployment tool may also be a computer
readable medium comprising instructions executable by
a processor that, when executed, may cause a host to
create an account for the management system, cause
an agent program to execute on the host, connect to the
management system, obtain credentials for authentica-
tion with the management system for later connections,
cause the host to be placed into a host group in the man-
agement system, and/or trigger key discovery for the
host.
[0340] A deployment tool is in part described in Fig.
36. It may be connected to a discovery tool for triggering
key discovery. It may be connected to a trust relationship
installer for enabling future access to a user account used
for management on the managed host. It may also be
connected to a database for storing information in it and
for obtaining access credentials for a host under deploy-
ment from it. It may be connected to a job executor for
scheduling retries for deployment, kicking off jobs for dis-
covery, and other operations that may need to be done
on the host. It may be connected to the cloud instance
manager for bringing newly provisioned hosts under
management. It may be connected to the connector API
for communicating with, e.g., routers and other devices
that are not running a general-purpose operating system.
It may be connected to the privileged access manager
for performing the deployment using a non-privileged ac-
count. It may be also connected to various components
that use log data, as the deployment tool may configure
logging on the managemed host to generate the needed
log data. (There are also many other connections, espe-
cially indirect, not expressly mentioned.)
[0341] Connections may be indirect, e.g., through the
database and/or the job executor.
[0342] A discovery tool (3502) discovers SSH keys and
other useful information from a managed host. It may
comprise, e.g., a software module that causes various
operations to be performed on a managed host and/or
the management system to discover and store in the
management system information about trust relation-
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ships, keys, credentials, certificates, configurations, and
other aspects of interest on a managed host.
[0343] A discovery tool may also be a computer that
performs discovery on a host, such as a back-end host.
A discovery tool may also be a software module that turns
a managed host into a discovery tool (e.g., by installing
agent software that performs discovery for the host and
sends the relevant information to be stored in the man-
agement system’s database).
[0344] A discovery tool is in part described in Fig. 37.
It is advantageously connected to a deployment tool
which triggers discovery on a host on which management
has been newly deployed, as well as to a key installer,
key remover, trust relationship installer, trust relationship
remover, non-key trust relationship installer, non-key
trust relationship remover, key rotator, report generator,
audit tool and various other components for providing
them information (typically through the database). It may
also be also connected to a continuous monitoring tool,
which may trigger new discovery for comparing the cur-
rent state against a previously known state.
[0345] A key use monitor (3503) monitors managed
hosts to determine when and how SSH keys (or other
credentials or trust relationships) are used. In an embod-
iment, it analyzes log data from various sources and de-
termines which keys have not been used for an amount
of time, what commands are used with each authorized
key, and from what IP addresses each key is used. This
determination may made by analyzing syslog data gen-
erated by SSH servers and/or clients or by correlating
access times of key files against events known from log
files or otherwise.
[0346] A key use monitor may also determine which
keys are orphaned. An orphaned authorized key is one
for which no corresponding identity key has been found;
an orphaned identity key is one for which no correspond-
ing authorized key has been found.
[0347] A key use monitor is in part described in Fig.
38. It is advantageously connected to a discovery tool
for obtaining information about installed trust relation-
ships and key fingerprints and for obtaining log data, and
to an unused key remover for providing information about
keys that have not been used recently.
[0348] An unused key remover (3504) removes au-
thorized keys that have been determined to be unused
or orphaned. It may provide a user interface or reporting
facility for a user to list such keys (possibly sorted by host
or application that they relate to), and may provide a user
interface to control for selecting which keys should actu-
ally be removed. It removes the selected keys from hosts
where they appear (or changes configurations so that
they will no longer be accepted as authorized keys). It
may also remove unused or orphaned identity keys. In
an embodiment, it may also remove unused Kerberos
credentials, unused certificates, or unused symmetric
keys.
[0349] A key protector (3505) protects authorized keys
by moving them to a location where they cannot be mod-

ified by users other than root or an account used by a
key management system. The general goal is to prevent
normal users from adding new authorized keys for them-
selves. It may also move identity keys away from vulner-
able locations, such as NFS file systems.
[0350] In an embodiment, a management system (or
a helper script) moves or copies private keys (e.g., iden-
tity keys) and/or public keys (e.g., authorized keys) from
user’s home directories to a directory that cannot be mod-
ified by normal users. SSH configuration files are
changed correspondingly (e.g., by a management sys-
tem, manually, or by using a helper script) to reflect the
new location of the key files. Old copies of the keys may
be removed from the original locations. Furthermore, the
management system updates the locations of the keys
in its database to reflect the new location, without report-
ing that keys in the old location have disappeared and
new keys in the new location have appeared.
[0351] In an embodiment, a tool moves authorized
keys to a protected location (a root-owned directory or
other directory or file that ordinary users cannot write (in
particular, where a user cannot write its own authorized
keys), such as a directory owned by an account used by
a management system for managing SSH keys).
[0352] The tool performs, or causes a host to perform,
the steps of:

- determining what user accounts exist on the host (or
possibly a subset of them for which keys should be
moved to protected locations);

- copying or moving authorized keys from the deter-
mined user accounts to a protected location (possi-
bly a separate location for each user), preferably
such that at least if two users have different sets of
authorized keys, they continue to have different sets
of authorized keys after the copy or move; and

- changing at least one SSH server configuration file
to cause at least one SSH server to use authorized
keys from the protected location.

[0353] The tool may be a script, program (computer
program products), or an apparatus comprising a proc-
essor and a memory comprising computer program code
for performing the above steps. It may also be divided to
multiple tools that perform one or more of the above steps
at a time (some of the steps may also be divided to mul-
tiple substeps). Some, but not all of the steps may also
be performed manually or by using scripts or tools outside
the tool for moving authorized keys.
[0354] In an embodiment, a tool detects unused keys
and comprises a means for determining which authorized
keys have not been used for an amount of time and re-
porting such keys. Advantageously, the tool also com-
prises a means for removing keys which have not been
used for an amount of time.
[0355] A key installer (3506) installs an authorized key
on a managed host. Its operation is illustrated in, e.g.,
Figs. 3, 4, 5, 6, and 7. It is advantageously connected to
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a discovery tool for obtaining information about the en-
vironment and installed trust relationships, to a command
restriction enforcer for configuring forced commands for
installed keys, and a ticketing system via a ticketing API
for automating installation of new approved trust relation-
ships. A key installer may be a part of a trust relationship
installer.
[0356] A key remover (3507) removes an authorized
key from a managed host. Its operation is illustrated in,
e.g., Figs. 2, 3, 4, 5, 6, and 8. It is advantageously con-
nected to an unused key remover for removing unused
keys and to a ticketing system via a ticketing API for au-
tomating key removals. A key remover may be a part of
a trust relationship remover.
[0357] A trust relationship installer (3508) installs a
trust relationship between managed hosts. It may install
key-based trust relationships, Kerberos-based trust re-
lationships, PKI-based trust relationships, or other kinds
of trust relationships. Its operation is illustrated in, e.g.,
Figs. 3, 4, 5, 6, 7, and 9. It is advantageously connected
to a ticketing system via a ticketing API for automating
installation of new trust relationships
[0358] A trust relationship remover (3509) removes a
trust relationship between managed hosts. Its operation
is illustrated in, e.g., Figs. 2, 3, 4, 5, 6, 8, and 9. It is
advantageously connected to a ticketing system via a
ticketing API for automating installation of a new trust
relationship.
[0359] A non-key trust relationship installer (3510) in-
stalls a trust relationship that is not based on SSH user
keys. It may, e.g., configure host-based authentication
on the destination host from the source account by editing
the ".shosts" file on the destination account, and arrange
for the destination host to be able to verify the source
host’s host key (e.g., by copying the host key to the des-
tination host as a known host or causing a trusted host
certificate to be used for the source host). Kerberos-
based, PKI-based and other trust relationships may also
be configured. In an embodiment, such trust relationships
may also be stored in a central repository and adding
them may comprise storing information about the trust
relationship in the repository.
[0360] A non-key trust relationship remover (3511) re-
moves a trust relationship that is not based on SSH user
keys. It may, e.g., remove a line corresponding to the
trust relationship from a ".shosts" file on the destination
account. Kerberos-based, PKI-based and other trust re-
lationships may also be removed by editing their respec-
tive configuration files on the destination host, the source
host, or both. In an embodiment, such trust relationship
removal may comprise updating or removing information
in a repository.
[0361] An external key detector (3512) detects keys
that are used from outside the managed environment.
Its operation is illustrated in, e.g., Fig. 32 and 38.
[0362] A key rotator (3513) rotates existing key pairs
(identity keys, authorized keys). Its operation is illustrated
in, e.g., Figs. 2, 3, 4, 5, 6, 7, 8, 21. It is advantageously

connected to a key installer for adding new keys and the
key remover for removing old keys, to a command re-
striction enforcer for retaining command restrictions for
keys, to an IP address restriction enforcer for retaining
IP address restrictions for keys, and to a passphrase
adder for adding passphrases for existing keys.
[0363] In an embodiment, a computer program product
(possibly embedded in hardware) rotates one or more
SSH user keys, performing the steps of:

- determining which identity keys to rotate;
- for each identity key to rotate:

- causing a new private key to be generated;
- adding a public key corresponding to the new

private key in each authorized key file where the
identity key (or the corresponding public key)
was authorized; and

- removing the old identity key (or the correspond-
ing public key) from the authorized keys files.

[0364] In an embodiment, a tool determines that one
or more keys are used with hosts outside the managed
environment (managed environment here meaning the
managed hosts).
[0365] A trust relationship converter (3514) converts
existing trust relationships to a different kind (e.g., public
key based trust relationships to Kerberos-based trust re-
lationships). Its operation is illustrated, e.g., in Fig. 48.
[0366] A command extractor (3515) determines which
commands are actually used with each key. When a com-
mand has already been configured for a key, it may be
extracted from, e.g., an authorized keys file together with
authorized keys as part of discovery. It is also possible
to analyze log data to determine the commands actually
used with each authorized key.
[0367] The management system may also provide a
means for determining what command is actually used
with each key based on log data collected at servers and
obtained by the management system (possibly through
a SIEM solution, management agent, or agentless read-
ing of log files), and automatically configuring the com-
mand actually used with each key as a "forced command"
for those keys, at least for one key that has had only one
command used with it during a period of time. In one
embodiment, the management system determines the
command actually used based on log data, and causes
the authorized_keys file(s) on the server host(s) to be
modified so that an authorized key listed in the file has
the "command=" option configured, with the value spec-
ifying the command that was automatically determined
from log files.
[0368] The command extractor identifies log records
identifying key fingerprints used for login and log records
identifyin commands executed in the same session (the
process identifier together with the server identity indi-
cate they belong to the same session).
[0369] A command restriction enforcer (3516) adds
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command restrictions to existing trust relationships. The
command restrictions may be determined automatically
using a command extractor, or may be manually provided
or configured to the management system.
[0370] In an embodiment, the management system
configures a "forced command" (using, e.g., the "com-
mand=" option for an authorized key in OpenSSH 5.8)
on a host. The permitted command might be specifiable,
e.g., for each authorized connection separately to restrict
what can be done on the host. The management system
optionally provides a means for defining user-readable
names for groups of permitted operations (such as "Back-
ups only", "File transfers to directory" (with a directory
path name as argument), or "Run application" (with a
path to an executable program as an argument)). When
a forced command is specified in a configured connection
or rule, or in a request to set up an authorized connection
using public key authentication, the management system
ensures that the forced command is included in all entries
in authorized keys files added for that connection, using
the proper syntax for an SSH server on each host to
include the forced command.
[0371] In an embodiment, the management system in-
cludes options in the authorized keys files for a plurality
of connections to/from functional accounts to prevent au-
thentication agent forwarding (OpenSSH no-agent-for-
warding option), port forwarding (OpenSSH no-port-for-
warding option), allocation of pseudo-tty (OpenSSH no-
pty option), execution of "rc" files (OpenSSH no-user-rc
option), X11 forwarding (OpenSSH no-Xll-forwarding op-
tion).
[0372] In an embodiment, an SSH server or SSH client
is modified to record or log information about commands
used with each key (or files transferred using each key),
and that information is conveyed to a management sys-
tem and stored in the management system’s database.
[0373] In an embodiment, a tool adds forced com-
mands to one or more existing authorized keys, compris-
ing:

- determining what command is executed on a
user account on a host using an authorized key; and

- modifying an authorized keys file used
for the user account on the host to
add a restriction limiting the use of that
authorized key to executing that command (e.g.,
adding a "command=" constraint to the key in
OpenSSH).

[0374] Advantageously, the tool also determines what
version of SSH server is used on the host, reads at least
one configuration file for the determined SSH server, and
uses the configuration file to determine the location of
the authorized keys file for the user on the host.
[0375] A script analyzer (3517) determines what script
or program uses one or more identity keys. Its operation
is illustrated, e.g., in Fig. 30. It is advantageously con-
nected to a discovery tool for collecting information.

[0376] An IP address detector (3518) determines
which IP addresses each key is actually used from. In an
embodiment, the management system determines one
or more IP addresses from which a key is actually used
from log data collected by servers (using data logged by
SSH servers - some servers may require configuring
them into a "verbose logging" mode for sufficent log data
to be generated).
[0377] In an embodiment, IP addresses belonging to
the same host are identified and handled as alternative
identifiers for the same host. In some environments,
some hosts may have more than one network interface
and/or more than one IP address, typically one IP ad-
dress for each network they are connected to. Such hosts
are said to be multi-homed. Sometimes hosts may also
have multiple IP addresses for other reasons, such as
distinguishing multiple server instances on the same host
(e.g., multiple web sites running on the same server - in
this case, IP aliases are commonly used if "virtual hosts"
are not usable for some reason, e.g., because some HT-
TP clients do not send a "Host" header).
[0378] In an embodiment, the management system de-
termines IP addresses of a managed host (e.g., using a
management agent on the host or using agentless man-
agement) by using the "ifconfig" system program on Un-
ix/Linux or the "ipconfig /all" command on Windows, and
parsing IP addresses from the output. At least one of the
determined IP addresses is sent to the management sys-
tem and at least one of the sent IP addresses is stored
in its database such that the host having the IP address
can be determined from the IP address. Advantageously,
more than one IP address is stored for multi-homed
hosts. In an embodiment, the management system da-
tabase comprises a table with one field containing the IP
address and another field identifying the host (e.g., con-
taining a host record identifier). Advantageously the IP
address field is indexed for fast lookups.
[0379] In an embodiment, when the management sys-
tem needs to identify a host from its IP address (e.g.,
when parsing log data from an SSH server), it looks up
the host that the IP address belongs to by using the in-
formation stored in its database and determines which
host it belongs to. Advantageously, it performs an index
lookup using the IP address, reads the record for it, and
obtains a host identifier from the record, and then reads
the host record if needed.
[0380] Some IP addresses do not identify a host. For
example, 127.0.0.1 (and ::1 in IPv6) is typically used to
indicate the "local host", and is normally never sent out
to the network. In an embodiment, the management sys-
tem identifies an IP address as a "local host" address.
For such an address, the management system deter-
mines which host generated the log record (or otherwise
where the IP address was used), and replaces the "local
host" IP address by a "real" IP address for the host (the
"real" address might be a globally routable address or a
"private" address, such as an address from the 10.0.0.0/8
subnet). It then looks up the host based on information
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in a database.
[0381] Alternatively, the management system may di-
rectly identify the host sending the log record in response
to determining that an IP address is a "local host" ad-
dress. It may, for example, have recorded what host the
log data was retrieved from, and may thus know the data
was from it. Alternatively, it may see host identifying in-
formation in the log record (such as a host name or an
IP address) and map that to a host using a method sep-
arate from the stored IP address information (e.g., using
a host name table to map the host name to a host record,
or using DNS to map the host name to an IP address,
and then perform the described lookup using the ob-
tained IP address).
[0382] In an embodiment, the management system de-
termines that an IP address is a link-local IP address. In
IPv4, link-local addresses are rarely used (though the
169.254.0.0/16 subnet is reserved for them). In IPv6,
however, link-local addresses are quite common and are
usually assigned with the fe80::/64 prefix. In IPv6, the
link-local address is frequently derived from the MAC ad-
dress of the network interface and may be globally unique
despite being link-local. Such globally unique link-local
addresses can be handled, e.g., in the same way as nor-
mal IP addresses. (A more complicated approach is to
determine which network segment(s) each host is con-
nected to, and look up a link-local address based on both
the network segment and the IP address, trying the net-
work segment it was received from if the network inter-
face on the logging host is known, or all network inter-
faces on the logging host if the interface is not known.)
[0383] In an embodiment, at least one IP address of a
host changes (e.g., because hosts are renumbered, IPv6
network prefix changes, or a different address is obtained
from a DHCP (Dynamic Host Configuration Protocol)
server). To deal with such situations, the management
system may record the first and last time an IP address
was known to belong to a host in its database, and op-
tionally use the time when a log record was generated in
identifying the host. Alternatively, it may dynamically up-
date the IP addresses in its database for a host when
they change.
[0384] In an embodiment, a management system dis-
covers whether a managed host is using a statically con-
figured IP address or an IP address provided dynamically
by DHCP (Dynamic Host Configuration Protocol). In an
embodiment, the management system causes a man-
aged host to read files whose names match "/etc/syscon-
fig/network-scripts/ifcfg-*", and parses the value of
"BOOTPROTO" option from the file (value "dhcp" indi-
cates that an IP address is obtained using DHCP). The
"IPADDR" option may also be parsed to obtain the stat-
ically configured IP address (its absense may indicate
that the IP address is not statically configured). Other
values, such as "PREFIX" (for subnet prefix length, which
can be used for determining netmask) may also be ex-
tracted from such files.
[0385] An IP address restriction enforcer (3519) con-

figures IP address restrictions for authorized keys re-
stricting their use to be from the hosts from which they
have actually been used during an investigation period
or to configured IP addresses.
[0386] In an embodiment, an authorized key is config-
ured to be usable only from IP addresses from which an
IP address detector has determined that it was used from
during a period of time. The IP address restriction en-
forcer causes the authorized_keys file(s) on one or more
server hosts to be modified so that the authorized key
has the "from=" option configured in the file, with the value
specifying the IP addresses from which the key has ac-
tually been used during the investigation period or that
were otherwise configured.
[0387] In an embodiment, an SSH server directly in-
forms the management system when an authorized key
is used (e.g., IP address, user, command) without going
through log files.
[0388] In an embodiment, the management system au-
tomatically configures IP address restrictions for public
keys in the authorized keys file (e.g., by adding a "from="
option in the file when OpenSSH 5.8 is used). The IP
address restriction is made to contain those IP addresses
from which the management system permits using the
key. A benefit of this approach is that it makes it harder
for rogue administrators to copy private keys and use
them without authorization.
[0389] In an embodiment, IP address restrictions are
not added automatically for authorized keys that are used
from a host that has a dynamically configured IP address.
In another embodiment, dynamically configured IP ad-
dresses are expanded to the whole subnet in which such
addresses reside (e.g., by using something like "1.2.3.*"
in a "from=" option for an authorized key if a dynamic IP
address is from a subnet with a prefix length of 24).
[0390] In an embodiment, an IP address restriction en-
forcer configures an IP address restriction using a host
name or a host name pattern for a host, such as "*.eng.ex-
ample.com". A host name can be, e.g., the name of the
host as returned by a "hostname" command on Linux,
as returned by performing a reverse DNS (Domain Name
System) lookup, or as supplied by a client trying to con-
nect.
[0391] A passphrase adder (3520) adds passphrases
for existing identity keys, and a passphrase provider
(3521) provides the passphrase for an identity key to an
SSH client. (A passphrase is used to derive an encryption
key by which the private key is encrypted on disk; see,
e.g., the documentation for the ssh-keygen program in
the well-known OpenSSH product.)
[0392] In an embodiment, passphrase protection is au-
tomatically added for one or more existing private keys.
[0393] Adding passphrase protection for private keys
involves several related aspects (not all of which need
to be present in any particular embodiment):

- handling private keys with passphrase in discovery;
- converting keys without passphrase to keys with
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passphrase;
- storing and obtaining the passphrase for private

keys;
- using passphrase-protected keys from existing

scripts that call an SSH client;
- using passphrase-protected keys from new scripts;
- changing the passphrase on a key; and
- rotating a key that has a passphrase.

[0394] In an embodiment, private keys with passphras-
es are discovered during key discovery.
[0395] A private key file may be encrypted by a key
derived from the passphrase (with the algorithm option-
ally indicated in the key file). Typically the encrypted key
file itself does not contain a key fingerprint in plaintext,
and the key fingerprint cannot be computed without the
passphrase, because the fingerprint is typically a hash
of the (plaintext) private key in some format that depends
on the SSH implementation. The problem here is how to
handle a discovered private key file that is encrypted and
determine its fingerprint.
[0396] In an embodiment, to detect whether a private
key is protected by a passphrase, the management sys-
tem causes (e.g., directly or using a management agent)
an operation to be executed on a managed host to gen-
erate a fingerprint from the private key file (the operation
could be, e.g., invoking the "ssh-keygen" command as
known in the OpenSSH distribution). The private key be-
ing passphrase-protected is detected by the operation
asking for a passphrase or failing due to missing or in-
correct passphrase (the operation might be supplied an
empty passphrase to try for the detection). At least some
private key file formats contain a checksum that can de-
tect an incorrect passphrase with a reasonable probabil-
ity (e.g., with about 0.5% error margin); the error margin
however is large enough that preferably both an "incor-
rect passphrase" and an "invalid private key file format"
error are recognized and interpreted to mean the key is
passphrase-protected. (As an alternative to generating
a fingerprint, generating a public key might also be at-
tempted with similar handling.)
[0397] In another embodiment, passphrase protection
is expressly indicated in the file format of the private key.
For example, with OpenSSH keys, the presence of a
"Proc-Type" and "DEK-Info" fields in the private key file
indicate presence and type of encryption for the private
key file.
[0398] Preferably, when a key with a passphrase is
detected, the management system reads the corre-
sponding public key file from the same directory (typically
private key file with the file name suffix changed to ".pub").
It is generally not mandatory to have the public key file
in the same directory, but it is by default generated by
"ssh-keygen", and in most cases is present. The man-
agement system then computes (or causes to be com-
puted) one or more fingerprints for the public key or reads
the public key, and uses that information to identify the
private key file. In an embodiment, the key is marked in

the management system as being protected by an un-
known passphrase.
[0399] In an embodiment, the management system
generates a report of private keys with passphrase (or
conversely, without a passphrase), and allows an admin-
istrator to manually enter the passphrase for the private
key through a user interface. An administrator has sev-
eral options for handling such keys, including providing
the passphrase, changing the passphrase to empty (this
may require changes to scripts using the key), or gener-
ating a new private key that replaces the old key, now
with an empty passphrase. The management system
may provide a user interface for selecting one of the op-
tions and/or providing the required information.
[0400] It is generally not necessary for the manage-
ment system to know the passphrase of a private key in
order to manage the key, as long as it has access to the
corresponding public key or fingerprint. Trust relationship
setup and removal, and key rotation do not depend on
being able to use the private key.
[0401] It is also often not necessary for the manage-
ment system to know whether a private key is pass-
phrase-protected. The management system may just try
to read the public key, and use it whenever it is available.
However, it may be advantageous to know which keys
are passphrase-protected, or to verify whether the public
key actually matches the private key. The management
system may provide a report indicating which keys or
what percentage of keys are passphrase-protected, and
possibly indicating which keys grant access to certain
privileged or critical accounts do not have a passphrase.
[0402] It is also possible that no public key correspond-
ing to a private key with a passphrase can be found and
the fingerprint cannot be determined (in an embodiment,
the fingerprint might be determinable, e.g., from the pri-
vate key file envelope even if it is encrypted, in which
case the problem does not exist). In this case the man-
agement system may not be able to determine which key
pair (fingerprint or public key) the private key corresponds
or belongs to. In an embodiment, the management sys-
tem creates records also for these private key files in a
database, but flags them as being passphrase-protected
and that their private key and/or fingerprint is not known.
The management system then provides a report for find-
ing such keys and provides a facility for providing the
private key or the passphrase for the private key.
[0403] Sometimes it may be possible to determine the
fingerprint of a private key protected by a passphrase by
correlating access times of a private key file with times
of logins from the host (or its IP address) having the pri-
vate key and determining that the login must have been
using that particular private key (such correlating is de-
scribed elsewhere herein). The determined fingerprint
may then be stored in the management system’s data-
base, associated with the private key record. Knowing
the fingerprint makes it possible to automatically rotate
the private key even if its passphrase is not known, there-
by changing its passphrase to something known.
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[0404] In an ambodiment, a private key without a pass-
phrase or with an unknown passphrase is converted to
a private key with a passphrase known to the manage-
ment system or to a private key without a passphrase.
[0405] In an embodiment, this is implemented essen-
tially by performing key rotation (as described elsewhere
in this specification) to replace the old private key (and
corresponding public keys configured as authorized
keys, possibly on multiple hosts). Key rotation does not
require using the private key, provided that the key fin-
gerprint or corresponding public key is known. In this way,
the need for the old passphrase is eliminated. If the man-
agement system can provide the new passphrase when
the key is used (advantageously, even if scripts have an
outdated passphrase hardcoded) such key rotation and
passphrase change does not break existing scripts (see
below how the key can be provied).
[0406] In an embodiment, passphrases for private
keys are stored centrally or locally, or both, and access
is provided to the passphrases for using passphrase-pro-
tected private keys.
[0407] In an embodiment, the management system
stores known passphrases in its database or in a secure
data vault or password vault using a suitable protocol to
access the secure vault (such vaults are commercially
available on the market, examples include OASIS KMIP
standard compatible vaults from, e.g., Thales and RSA
Security, and the Cyber-Ark Digital Vault). The manage-
ment system may itself also act as a vault. A small pro-
gram may be installed on managed hosts that provides
access to stored passphrases
[0408] In an embodiment, the "ssh-askpass" program
is replaced by one that provides access to a passphrase
(or even the decrypted private key) for scripts, SSH cli-
ents and/or interactive users. Such replacing may be
done by replacing the original file, or putting a directory
containing a new "ssh-askpass" program in the com-
mand search path (PATH environment variable in Un-
ix/Linux) before the original.
[0409] In an embodiment, passphrases for keys on a
host are stored (possibly in addition to being stored cen-
trally) in a local file in the file system that is only readable
for root or some other user account that does not normally
use private keys for authentication. The file could map,
e.g., a file path to the corresponding passphrase, or a
(cryptographic) hash or fingerprint of the private key file
to the corresponding passphase. The file may further
contain the name(s) of command(s) that are allowed to
use the passphrase.
[0410] The file is not accessible for normal users. A
small program configured to have escalated privileges
(e.g., using the set-user-id mechanism on Unix/Linux) is
provided for obtaining access to the passphrase; the pro-
gram may, e.g., be given the path of the private key file
as an argument. The program then reads (searches) the
file for a passphrase for the given private key file, vali-
dates that any constraints on which programs or users
can use the file are met by, e.g., checking its constraints

(e.g., which program is running it, by reading process list
(e.g., by something like "ps axl" command on Linux or
reading files from the /proc directory on Linux, or which
user is trying to use the passphrase based on the real
user id that the program runs on). The program then prints
the passphrase to stdout, so that the calling program or
script can use the passphrase. If no passphrase is found,
an empty passphrase may be returned. The program
may also check whether the passphrase is empty, and
may log a message (e.g., in syslog) about an attempt to
use a key for which passphrase is not available or in a
way that violates its constraints (e.g., from an unauthor-
ized user account, or from an application that is not au-
thorized).
[0411] The described program may replace "ssh-ask-
pass" (the program might actually be called "ssh-ask-
pass", and default command search path (typically the
PATH environment variable) configured so that this pro-
gram is found before the normal "ssh-askpass"). Certain
other settings might also need to be made, such ensuring
that the DISPLAY environment variable is set in some
versions of SSH/OpenSSH - for non-interactive scripts it
might be set to an arbitrary value. In this way, obtaining
the passphrase automatically can be made to work even
with existing SSH installations (with most commonly used
SSH versions, particular Tectia SSH and OpenSSH).
[0412] The PATH and DISPLAY variables might be set
in a system start-up script so that they are available to
most or all programs. Another option would be to move
the SSH client binary to a different location (e.g., moving
"/usr/bin/ssh" to "/usr/bin/ssh.real" and adding a front-
end script "/usr/bin/ssh" that sets these environment var-
iables). The equivalent of this front-end script could also
be integrated to installation packages for SSH versions.
[0413] In an embodiment, a program is provided for
reading the decrypted private key, as opposed to just the
passphrase. This provides the advantage that the private
key does not actually need to be stored locally (it could
be stored on a server, such as a KMIP-compliant key
management server), and in fact the private key file need
not even be readable to normal users. The functionality
for obtaining the private key (whether from a directory or
a local file, and whether decrypted by a passphrase or
not) could also be integrated into an SSH client applica-
tion (including embedded SSH client applications, such
as file transfer clients or systems management clients).
[0414] It is also possible to hand-code calls to a pro-
gram that fetches a passphrase for a key file in new
scripts. In this case the script would call the program to
read the passphrase into, e.g., a shell variable, and would
then, e.g., call an SSH client program, "ssh-add", or "ssh-
keygen" passing the passphrase to it.
[0415] If passphrases are stored in a local file on a
host, the file may be caused to be modified by the man-
agement system when a new private key with a pass-
phrase is added on the host, a passphrase of a key on
the host is changed, or (optionally) when a key with a
passphrase is deleted from the host. Note that the file
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need not be a single file; there could, e.g., be one file per
user that has passphrase-protected private keys, and the
file could also be structured as an indexed database file
(e.g., a "Berkeley DB" (BDB) file).
[0416] In an embodiment, the management system au-
tomatically changes the passphrases on keys from time
to time. This improves protection of private key files with-
out forcing a key rotation (key rotation can sometimes be
risky, especially at early stages of key manager deploy-
ment, because undetected external connections could
break during rotation). To implement this, the manage-
ment system may cause "ssh-keygen" to be run on the
host having a private key, providing it the old passphrase
and the new passphrase. (Corresponding functionality,
essentially reading and decrypting the private key file us-
ing the old passphrase and re-encrypting and writing it
using the new passphrase could also implemented di-
rectly in a management system agent or other suitable
program.) The management system also updates the
passphrase stored in its database, vault, local file, or oth-
er suitable location.
[0417] Rotating a key with a passphrase can be per-
formed similarly to rotating a key without a passphrase.
Advantageously, when a key with a passphrase is rotat-
ed, the passphrase is changed at the same time. When
the management system generates or causes a host to
generate a new key pair, it provides a (new) passphrase
using which the new private key will be protected. The
management system then adds the new passphrase to
its database, vault, local file(s), or other suitable storage.
Sometimes a private key might be stored in multiple plac-
es, e.g., when the same private key is used for multiple
hosts in a cluster, and the key and private key must be
copied to each member of the cluster in such cases. An
agent could alternatively generate the new passphrase
and send it to the management system.
[0418] It would also be possible to modify the SSH cli-
ent application to fetch passphrases automatically from
a vault or other suitable source. A custom shell could
also be used for similar purposes.
[0419] A Kerberos credential rotator (3522) rotates
Kerberos credentials. Its operation is illustrated in, e.g.,
Fig. 3, 4, 5, 6, and 44.
[0420] A certificate discoverer (3523) discovers certif-
icates from managed hosts. It can operate similarly to
SSH key discovery. Performing certificate discovery
without using an agent program is often organizationally
easier for customers, as no new software needs to be
approved for installation on numerous servers. Further-
more, risk of disruption to normal operations of a server
is reduced when no new software is added.
[0421] A certificate manager (3524) manages certifi-
cates by requesting and installing new certificates when
needed. Its operation is illustrated in, e.g., Fig. 43. It is
advantageously connected to a discovery tool for discov-
ering certificates and applications that use certificates.
[0422] A certificate authority (3525) issues certificates
based on certificate requests received using certificate

management protocols or web-based requests. It may
be, e.g., the Entrust Authority product from Entrust. It is
advantageously connected to a certificate manager and
a host key tool for issuing new certificates, certificate rev-
ocation lists, and certificate status confirmations. Multiple
certificate authorities may be used, including some of
which may be part of the management system and some
that may be external.
[0423] A registration authority (3526) acts as an inter-
mediary between one or more end entities or hosts and
one or more certificate authorities. It may provide func-
tions for authenticating/authorizing certificate requests
and for selecting from what certificate authority to request
a certificate from, and may covert or modify certificate
requests into a format and to contain information required
by a particular certificate authority. For example, the En-
trust Authority product suite also includes a registration
authority. A certificate manager (3524) may also act as
a registration authority for one or more certificate author-
ities.
[0424] An approval tracker (3527) tracks trust relation-
ships and change requests and/or approvals relating to
them. It may also enforce policies relating to approvals,
such as requiring special authorization for trust relation-
ships crossing certain boundaries. It is advantageously
connected to a ticketing API and ticketing system.
[0425] An approval tracker may also provide a user
interface for entering and approving trust relationship set-
up, removal, and change requests as well as certain other
requests. It may be internal to the management system
or may be an external tool (possibly the same as a tick-
eting system).
[0426] A ticketing API (3528) provides an interface be-
tween the management system and the approval tracker.
It may include one or more connectors for different ap-
proval trackers or ticketing systems. For example, Rem-
edy from BMC Software provides a Java-based API that
can be used to integrate with the Remedy product. The
management system itself may provide an API for kicking
off key setups, key removals, rotations, etc., and a glue
application (connector) or script may be used to glue
these APIs together. A Java program that periodically
polls both Remedy and the key manager through their
APIs and sends updates to the other side can be used
for this (the required data format conversions are gener-
ally rather straightforward). A web services API, SOAP
API, or a command-line interface may also be used.
[0427] A ticketing system (3529) implements IT
change request and/or approval processing. It may be,
e.g., Remedy from BMC Software. It may be connected
to the rest of the management system via a ticketing API.
[0428] A ticketing system may be used for approving
trust relation setup, removal, and role change requests.
It may also be used for assigning requests or tickets to
system administrators, and may be integrated to a man-
agement system using a ticketing API for automatic im-
plementation of certain requests.
[0429] A report generator (3530) generates reports for
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display on screen (e.g., in a web browser or Windows
user interface), PDFs, for exporting to Microsoft Word
and/or Microsoft Excel, for printing, and for other purpos-
es and formats as needed in an embodiment. Various
reports are described throughout this specification.
[0430] An audit tool (3531) generates a report that
compares the managed environment and configured
trust relationships and other aspects of it against config-
ured and/or built-in policy rules. Such policy rules may
be based on, e.g., corporate policy, PCI (Payment Card
Industry) standards, Sarbanes-Oxley regulations, FIS-
MA regulations, and other regulations that may be prom-
ulgated from time to time for various industries and may
be configured using a user interface.
[0431] A continuous monitoring tool (3532) monitors
the environment against unapproved key creations and
other noteworthy events. Its operation is illustrated in
more detail in, e.g., Fig. 47. It is advantageously connect-
ed to a discovery tool and a report generator. It advan-
tageously comprises an alarm sender configurable to
send alarms via e-mail (e.g., using SMTP (Simple Mail
Transfer Protocol)), syslog messages, and/or SNMP
(Simple Network Management Protocol) traps.
[0432] A virus spread analyzer (3533) analyzes how
effectively virus spread using automated trust relation-
ships has been prevented, and displays or reports a met-
ric of the effectiveness of prevention and may report
weaknesses that should be addressed, such as author-
ized keys without a forced command. It is advantageous-
ly connected to a discovery tool and a report generator.
[0433] An inside threat analyzer (3534) analyzes how
effectively insider threats relating to SSH keys and/or au-
tomated trust relationships have been prevented. It may
compute a metric of the effectiveness of prevention and
may report weaknesses that should be addressed, such
as keys that have not been rotated for a long time, au-
thorized keys in non-protected locations, identity keys on
NFS volumes, and hosts where key-based access is not
properly audited (e.g., where no session recording ca-
pability is available). Session recording for automated
access may be implemented using, e.g., the CryptoAu-
ditor product from SSH Communications Security, Inc.
[0434] A potential backdoor analyzer (3535) analyzes
trust relationships to determine which trust relationships
might represent backdoors into functional accounts. For
example, a trust relationship from an ordinary user ac-
count to a functional account could be considered sus-
picious and could be detected by inspecting the type of
the user accounts for source and destination of trust re-
lationships. A potential backdoor analyzer may also re-
port cases where backdoors have not been properly
closed, such as user accounts where someone logging
into that account may add new authorized keys for the
account.
[0435] A decommissioning analyzer (3536) detects
hosts that have likely been decommissioned. For exam-
ple, if no connection has been made to a host for an
extended period of time, such as a week or a month, the

host may be deemed decommissioned. Pending jobs for
the host may be aborted and signaled as failed (contin-
uing any parent jobs that may have waited for them to
complete).
[0436] In an embodiment, a decommissioning analyz-
er may track usage of a host that is up and running to
determine whether the host is still being used. It may
track, e.g.:

- whether any recognized business application is still
running on the host

- whether there are interactive logins to the host
- whether disk space usage on the host is changing
- whether the host communicates with other hosts us-

ing TCP/IP (other than known system traffic).

[0437] If none of these is happening on the host, the
host may be suggested as a possible candidate for de-
commissioning.
[0438] A configuration GUI (3537) can be used for con-
figuring the management system (including back-ends
and back-end groups), managed hosts, the managed en-
vironment, and various applications on managed hosts,
including SSH clients, SSH servers, web servers, busi-
ness applications, and authentication mechanisms, such
as Kerberos or Active Directory. It may provide, for ex-
ample, a web-based user interface (for rendering pages
in a web browser) or a Windows user interface. A con-
figuration GUI is advantageously connected to most of
the components of a management system (e.g., by stor-
ing configuration information in a database from which
the other components access it).
[0439] A configuration updater (3538) pushes config-
uration updates to managed hosts. Its operation is illus-
trated in, e.g., Figs. 3, 4, 5, 6, 15, 16, 17, and 19. Gen-
erally, configurations can be pushed similarly to key ad-
ditions or updates, except they may go to different appli-
cations than SSH, the configuration files may be different,
and the operations for restarting an application or host
may be different from restarting an SSH server.
[0440] A configuration updater may also automatically
modify, e.g., SSH configuration files, e.g., to configure
built-in certificate authorities for host keys, to change lo-
cation of authorized keys files, etc.
[0441] A host key tool (3539) manages host keys for
SSH. It may support multiple SSH implementations and
key formats, such as those for OpenSSH and Tectia SSH.
It may automatically configure and manage host certifi-
cates for host keys. It may support automatically rotating
SSH host keys periodically, such as every six months. It
may support automatically distributing SSH host keys to
one or more host keys in the environment. It may support
configuring SSH to use Kerberos or active directory for
host authentication. The Tectia Manager from SSH Com-
munications Security, Inc. is a commercially available
host key tool (it also provides configuration management
functionality).
[0442] A cloud instance manager (3540) helps to pro-
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vision new virtual machines in a cloud by making it easier
to deploy them in a management system, to install any
required keys (and certificates, principals, configura-
tions, and other data as appropriate). Its operation is il-
lustrated in, e.g., Figs. 16 and 17.
[0443] A back-end manager (3541) can be used for
configuring back-ends and back-end groups (and possi-
bly front-ends) for a management system. It advanta-
geously has a user interface and updates information in
the management system’s database. It may provide func-
tionality for installing new back-ends. It may also provide
for downloading configuration information for a new back-
end, and a back-end may provide a means for updating
its configuration information or pointing it to where it can
download its configuration information from.
[0444] In an embodiment, the management system
can generate an installation password, valid for, e.g., 24
hours, for installing a new back-end. The password is
stored stored in the management system’s database and
displayed on the screen. The back-end is configured with
an address for the management system (e.g., address
of an existing back-end) and the password. The new
back-end connects to the management system, authen-
ticates itself using the password (or uses it as a shared
secret in a known key exchange protocol to protect from
man-in-the-middle attacks), and then downloads its con-
figuration data from the management system. Such con-
figuration data may include, e.g., information on how to
connect to the management system’s database and an
encryption key used for encrypting sensitive information
in the management system’s database.
[0445] An ugrade handler (3542) implements upgrad-
ing the management system software, including software
of back-ends and front-ends. It also implements adding
new modules, such as connectors or plugins, to a man-
agement system. It may also provide for upgrading op-
erating systems and software on management system
components as well as on managed hosts.
[0446] In an embodiment, an upgrade handler (e.g., a
tool, appliance, or user interface function for uploading
a new software package) is provided that 1) brings the
management system into quiet state, finishing process-
ing of any requests processed by back-ends and pre-
vents starting of new requests or accepting of new con-
nections from managed hosts 2) stores new program
code for back-ends and front-ends in the management
system’s database and makes any required changes to
database layouts and database contents 3) permits con-
tinuing of processing by the management system, where-
by back-ends and front-ends load new program code
from the database and restart themselves using the new
code, and then resume normal operations.
[0447] For example, an indicator may be stored in the
management system’s database that is checked by all
back-ends at least once per hour and causes them to
stop processing new jobs; database structures are then
upgraded as needed by the upgrade handler; new pro-
gram code is loaded into the management system’s da-

tabase; the indicator is then removed or changed to in-
dicate "immediate software upgrade"; and the back-ends
periodically poll the database for the status of the indica-
tor, and in response to the "immediate software upgrade"
status read new software from the database, install it on
themselves (e.g., the back-end appliance(s) and/or vir-
tual machine(s)), and then restart (e.g., by rebooting the
appliance or virtual machine).
[0448] Front-ends can be handled same as back-end
for upgrading. A front-end may display a "being upgrad-
ed, try again later" type message to administrators who
try to connect while it is being upgraded. The upgrade
handler may also display progress messages about the
upgrade through a front-end.
[0449] In an embodiment, a new connector or plugin
can be added to the management system by uploading
it through a front-end, which then saves it to the man-
agement system’s database and sets an indicator that
causes back-ends and front-ends to load the new con-
nector or plugin. Advantageously, the connector or plugin
is not taken into use until all back-ends and front-ends
have loaded it (each could record in the database when
they have loaded it, for example by updating a count field
or adding a record indicating they have loaded it). Adding
a connector may also create new tables or modify existing
tables in a database. Such code could be run, e.g., im-
mediately after it has been loaded into the management
system. Alternatively, connector loading could be han-
dled similarly to a full upgrade.
[0450] In an embodiment, an upgrade handler manag-
es upgrades and patches to operating systems and/or
application software running on managed hosts by iden-
tifying their current versions and currently installed patch-
es (e.g., using the "rpm -q -a" command on Red Hat En-
terprise Linux), copies patch files or new package files
to the managed host as appropriate, and installs the new
versions or patches (advantageously during a mainte-
nance window as illustrated in, e.g., Figs. 3, 4, 5, and 6).
For example, the "rpm -i packagefile.rpm" command
could be used for the installation in Red Hat Enterprise
Linux.
[0451] In an embodiment, a back-end is upgraded by
installing a new back-end with a new version of the man-
agement system, and uploading a configuration data ob-
ject previously downloaded from the old management
system into the new back-end; and keeping the new
back-end disabled until the database has been brought
to the corresponding version. New back-ends are then
installed, generally one corresponding to each old back-
end, same for front-ends, and finally the database is up-
graded to the new version, e.g., by clicking a button in
the upgrade handler user interface. A back-up of the old
database may also be taken before the upgrade, or the
old database may be copied to a new database space
before upgrading the database structures. In this man-
ner, going back to the previous version can be done by
returning to the previous version of the database (and
the old back-ends are still available).
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[0452] A TPM (Trusted Platform Module) driver (3543)
provides access to a TPM or an HSM (Hardware Security
Module) for storing private keys and performing opera-
tions on them. In an embodiment, a TPM driver also com-
prises the TPM or HSM device or appliance (an HSM
may be, e.g., a separate hardware appliance connected
to a computer using a USB (Universal Serial Bus) port,
and a TPM may be part of the computer where a TPM
driver runs, the computer thus also being part of the TPM
driver). A TPM driver may also provide access to keys
stored on a different physical computer by forwaring re-
quests to perform operations using a private key to an-
other computer using a suitable secure protocol, such as
TLS or SSH.
[0453] A database (3544) acts as a store of information
for the management system and as a communications
mechanism connecting various components of the man-
agement system. The database may be connected to
and used by nearly all components of the management
system. The database is advantageously a relational da-
tabase supporting SQL (Structure Query Language) for
queries. Advantageously, the database uses atomic se-
rializable transactions to ensure consistency. For exam-
ple, an Oracle 11g Real Application Cluster database
could be used.
[0454] In an embodiment, the database comprises in-
formation about credentials to access managed hosts
(preferably encrypted using a key that is not stored in the
database - the key could be stored in each front-end and
back-end), managed hosts, discovered SSH keys, cer-
tificates, Kerberos credentials, configurations, applica-
tions, and other information. It also comprises information
about back-ends, front-ends, user information sources
(for both managed hosts and those used by the manage-
ment system itself for administrative access), configura-
tion data, policy configuration, report templates, software
updates for back-ends and front-ends, connectors, plu-
gins, etc. It also comprises job records and other infor-
mation about running and completed jobs. It further com-
prises information collected about key usage and com-
mands and IP addresses used with particular keys.
[0455] A job executor (3545) executes jobs and han-
dles scheduling of jobs to be executed during mainte-
nance windows as appropriate in each case. It also han-
dles retries when jobs fail (whether due to problems with
the managed host, communication problems, or data-
base transaction aborts). It also handles eventually com-
pleting jobs even if one of the hosts involved in a job (or
one of its subjobs) becomes unresponsive or is decom-
missioned.
[0456] In an embodiment, the job executor communi-
cates with managed hosts without a management agent
by connecting to a managed host using the SSH protocol,
logging in to the managed host using credentials stored
in the management system’s database, and performs op-
erations on the managed host by sending commands to
it and parsing responses (possibly using a connector via
a connector API).

[0457] In an embodiment, the job executor waits for
incoming connections from managed hosts using a suit-
able secure communications protocol (e.g., the SSH pro-
tocol), authenticates an incoming connection, and then
performs operations on the managed host.
[0458] The operation of a job executor is illustrated in,
e.g., Figs. 3, 4, 5, and 6. Many of the components of the
management system are advantageously connected to
and use the job executor, such as a deployment tool, a
discovery tool, an unused key remover, a key installer,
a key remover, a trust relationship installer, a trust rela-
tionship remover, a non-key trust relationship installer, a
non-key trust relationship remover, a key rotator, a trust
relationship converter, a passphrase adder, a Kerberos
credential rotator, a certificate discoverer, a certificate
manager, a report generator, a continuous monitoring
tool, and a host key tool.
[0459] A maintenance window manager (3546) man-
ages information about maintenance windows. It is ad-
vantageously connected to the management system’s
database and/or through an API or connector to another
database, such as a configuration management data-
base. It may also be connected to a job executor for con-
trolling when various tasks can be executed. It may obtain
maintenance window information automatically from,
e.g., a configuration management database, discover it
from a managed host in a configured location, or such
information may be configured manually through a user
interface.
[0460] A user interface (3547) implements interaction
with a user, typically a system administrator, security ad-
ministrator, or IT auditor who uses the management sys-
tem interactively. A user interface may be implemented
using, e.g., web technologies (e.g., Apache web server,
Python/Django web application framework, and OpenS-
SL certificate and SSL implementation, as is well known
in the art). A user interface may alternatively or in addition
be implemented as a Windows application or DLL (Dy-
namic-Link Library). Many other user interface technol-
ogies can also be used. Different components of the man-
agement system may be use different technologies.
[0461] Many of the components of the management
system have a user interface or are connected to a user
interface indirectly (e.g., via a database).
[0462] A communications interface (3548) implements
various communications protocols for communication
with other components of the management system, with
managed hosts, and with other devices and systems on
a network. Advantageously, the TCP/IP transport proto-
col is used for communication. A security protocol or ap-
plication protocol, such as SSH, SSL, TLS, HTTP, SOAP,
and/or XMLSEC, is often used on top the underlying
transport protocol. The IPSec protocol or other network-
level security protocol may also be used in some embod-
iments. Both wired and wireless network connections
may be used. Static IP addresses (whether globally
routable or not), dynamic IP addresses (whether globally
routable or not), and/or private IP addresses may be used
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in various embodiments and deployment scenarios.
[0463] Various application-level protocols may also be
used for communication, including SMTP (Simple Mail
Transfer Protocol) or CMP (X.509 Public Key Infrastruc-
ture Certificate Management Protocol).
[0464] A communications interface advantageously
uses authentication information stored in a database. It
is connected to various other components of the system,
including a job executor, a user interface, and advanta-
geously any component that communicates with other
systems.
[0465] An agentless interface (3549) implements
agentless management operations on a managed host
without having agent software installed on the managed
host for communicating with the management system. It
is advantageously connected to a communications inter-
face through a connector API, and is advantageously
connected to and used by a certificate manager, a de-
ployment tool, a discovery tool, a Kerberos credential
rotator, a key installer, a trust relationship installer, a key
remover, and a job executor. Its operation is in part illus-
trated in, e.g., Figs. 3, 4, and 6.
[0466] An agent interface (3550) implements manage-
ment operations on a managed host using an agent soft-
ware installed on a managed host for communication be-
tween the managed host and a management system.
Advantageously a management agent also implement
various management operations and translates between
management operation requests sent by a management
system and operations to be performed on a managed
host. A management agent may also send requests to a
management system. Operation of a management agent
is in part illustrated in, e.g., Figs. 3, 4, and 5. It is con-
nected to, e.g., a job executor and a deployment tool.
[0467] A PowerBroker interface (3551) implements ex-
ecuting scripts or programs on multiple managed hosts
through one or more intermediate computers. It may
comprise, e.g., the PowerBroker tool from BeyondTrust.
Other tools that implement execution of a script on mul-
tiple hosts can also be used.
[0468] A PowerBroker interface can be connected,
e.g., to a job executor and a deployment tool. It can also
be used for triggering execution of certain parts of the
management system manually by a system administra-
tor, and returning results back to the management sys-
tem (e.g., passing the results manually to the manage-
ment system, or manually triggering a script that auto-
matically sends results back to the management system).
[0469] A connector API (3552) implements a mapping
between internal operations of a management system
and application or device specific operations. In an em-
bodiment, a connector API maps SSH key management
operations to actual commands or protocol packets sent
to a managed host.
[0470] In an embodiment, a connector implementing a
connector API connects to a managed host using SSH,
and manages it agentless using command-line opera-
tions specific to the device (e.g., using Cisco router CLI).

In another embodiment, the connector connects to the
managed host using HTTP or HTTP/S, and manages it
by receiving, optionally parsing, and posting web pages
or forms.
[0471] In an embodiment, a connector API enables im-
plementing interface plugins for various kinds of man-
aged hosts, such as routers, firewalls and BIOS-level
systems management interfaces (e.g., IPMI) that do not
run a full operating system or for supporting additional
operating systems that are not Unix-like. In an embodi-
ment, the connector API provides at least some of the
following functionality:

- indentify whether the host matches the system sup-
ported by the connector

- determine capabilities of the connector (which oper-
ations are supported)

- get host name of a host
- get IP address(es) of a host
- get a management system unique identifier from a

host
- deploy management system login credentials on a

host
- change management system login credentials on a

host
- install management system unique identifier on a

host
- read user accounts from a host
- obtain information about installed SSH servers on a

host
- obtain information about installed SSH clients on a

host
- read global SSH server configuration from a host
- write global SSH server configuration to a host
- read host keys from a host
- update (add/remove) host keys on a host
- read known host keys from a host
- update (add/remove) known host keys from a host
- read trusted host key certificate authorities from a

host
- update (add/remove) trusted host key certificate au-

thorities on a host
- read host certificate(s) from a host
- update (add/remove) host certificate(s) on a host
- get authorized keys and key constraints for a user

on a host
- update (add/remove) authorized keys and key con-

straints for a user on a host
- read and update (add/remove) user-specific SSH cli-

ent and server configuration files for a user on a host
- read private keys (identity keys) for a user on a host
- update (add/remove) private keys (identity keys) for

a user on a host
- change passphrase of a private key (identity key) for

a user on a host
- obtain information about installed applications on a

host
- read certificates and/or private keys for an applica-
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tion
- change a certificate and/or private key for an appli-

cation
- read Kerberos credentials for a user
- change Kerberos credentials for a user
- read Kerberos host credentials
- change Kerberos host credentials
- read Kerberos credentials for an application
- change Kerberos credentials for an application
- read symmetric keys for an application
- change symmetric key for an application
- read user information sources
- configure user information sources
- read permitted privilege escalations from a host; and
- read permitted privilege transforms from a host.

[0472] In an embodiment, the credentials the manage-
ment system uses to connect to a managed host are an
account name and a private key (using public key au-
thentication). In another embodiment, the credentials are
a username and a password.
[0473] A privilege escalator (3553) escalates privileg-
es of a process on a managed host so that certain priv-
ileged operations, such as installation of new authorized
keys, can be performed. It comprises two separate parts:
a privilege escalation tool used on a managed host (such
as "sudo" or PowerBroker) and a configuration mecha-
nism for privilege escalation in a management system
(advantageously a user interface implemented in a front-
end). It may also be connected to, e.g., an agentless
management interface for causing an agentless man-
agement interface to, e.g., prefix commands with "sudo"
or otherwise modify them to cause them to be executed
with sufficient privileges. A process in this context may
mean an operating system process (e.g., a running pro-
gram or thread) in a computer, such as a running agent
program or command interpreter, including its subproc-
esses (e.g., the privilege escalator may start a new sub-
process that has the new privileges).
[0474] In an embodiment, "sudo" or another privilege
escalation command is used from a non-privileged ac-
count to execute limited privileged commands to deploy
on a managed host, to access and update key information
and configuration files from system directories and users’
home directories, and to perform other operations on the
managed host. In an embodiment, a "sshmgr" account
is created for the management system and any required
credentials (password or authorized public key) are in-
stalled on this account. This step may be performed man-
ually, by script, or by the management system (e.g., using
a deployment tool over an SSH connection). The man-
agement system is then deployed using this account, us-
ing agentless or agent-based connection (or other con-
nection methods).
[0475] The "sudo" or equivalent program is configured
with authorized privileged commands for this account.
The management system may be configured with the
name of the account used and the name of the "sudo"

command used. Whenever the management system
needs to execute a privileged command, it prefixes the
command using the configured "sudo" command (in
some environments, a slightly more complex formatting
may be needed, such as quoting the original command,
and providing it as an argument or command-line option
value to the "sudo" or equivalent command).
[0476] In an embodiment, the management system
reads the output of the "sudo" command (even partial
output), and parses the output against a regular expres-
sion that is designed to match password prompts that
may be output by "sudo", and fails the operation if a pass-
word prompt is detected.
[0477] In an embodiment, the management system al-
locates a pseudo-tty to ensure that the "sudo" program
will prompt for a password if it needs one. A pseudo-tty
may be allocated by a management agent using, e.g.,
the forkpty() or openpty() functions on Linux, or by giving
the "-t" option to the OpenSSH client.
[0478] In an embodiment, the management system
reads SSH public and private key files and configuration
files from a user’s home directoru using the "su" com-
mand to switch to the user account of the user whose
home directory is being read. When used together with
"sudo", the command being executed may be something
like "sudo su user cat file". Other commands are executed
similarly, e.g., "sudo su user cat >file" or "sudo su user
mv file1 file2". The use of "su" here is a solution to not
being able to read or write NFS-mounted home directo-
ries.
[0479] In an embodiment, such as on Red Hat Linux
running SELinux, a special helper program, such as "ssh-
keycat", may be used for reading keys from a user’s home
directory. Such programs may help operation when multi-
level security is in use and restrictions on accessing files
are particularly severe. Updating key files may be done
using similar helper programs or by changing the per-
mission settings on the relevant files or programs so that
the update is possible.
[0480] In an embodiment, the management system us-
es role-based access control for administrators. Access
control can be specified not only based on actions to be
performed, but also by host groups. For example, an ad-
ministrator might be given permission to perform certain
key management operations on all hosts in a host group.
[0481] A privilege transformer (3554) transforms priv-
ileged access on a managed host to be performed with
different privileges. For example, on many managed
hosts, a "root" account can perform nearly any operation,
except read data owned by ordinary users that is stored
in files in an NFS file system exported with a
"root_squash" option in /etc/exports on Linux operating
systems. In an embodiment, root privileges are trans-
formed to privileges of an ordinary user, and read or write
of a file is performed using the ordinary user’s privileges.
An ordinary user here means a user account other than
a "root" account and an account used by a management
system to connect to a managed host or a user account
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on which a management agent runs. The ordinary user
may be the user owning the files.
[0482] In an embodiment, a privilege transformer con-
verts a command to be executed on a managed host to
the form "su -c ’command’ user" to cause the command
to be executed using the user’s privileges. The command
could be, e.g., a "cat" or "cp" command to read, write, or
copy a file.
[0483] A privilege transformer comprises two parts: a
privilege transforming tool used on a managed host (such
as "su" or PowerBroker) and a configuration mechanism
for privilege transforming in a management system (ad-
vantageously a user interface implemented in a front-
end). It may also be connected to, e.g., an agentless
management interface for causing an agentless man-
agement interface to, e.g., transform certain commands
such that the command is performed using the privileges
of an ordinary user.
[0484] In an embodiment, a privilege transformer cre-
ates a new subprocess for the process transforming its
privileges, and uses the new subprocess to perform ac-
tions using the transformed privileges.
[0485] A Kerberos library (3555) implements the client
side of the Kerberos protocol. It may also implement a
variation of the Kerberos protocol, such as a protocol for
communicating with a Microsoft Active Directory server.
It may support multiple KDCs. It may additionally be used
for both authentication as well as for obtaining other in-
formation, such as group information or policy informa-
tion, from a directory, such as Active Directory.
[0486] A Kerberos KDC (3556) acts as a key distribu-
tion center according to the Kerberos protocol. It may
also be an Active Directory server. A management sys-
tem may comprise a Kerberos KDC, or may utilize an
external Kerberos KDC.
[0487] An LDAP interface (3557) provides access to
directory services using the LDAP protocol. A directory
server or a virtual directory may be part of the LDAP
interface (a virtual directory is a proxy that performs pro-
tocol transformations, schema transformations, informa-
tion combining and/or other transforming operations on
data in directories). A directory server can be, e.g., a
Microsoft Active Directory server or an Oracle Internet
Directory Server.
[0488] Typically an LDAP interface is used for fetching
information about users, but can also be used for other
purposes, such as retrieving policy data, configuration
data, host data, user group data, host group data, and
other information. An LDAP interface is advantageously
connected to a discovery tool and various other parts of
the management system that utilize information stored
in an LDAP directory.
[0489] An extension API (3558) provides a means for
plugins and connectors to extend the functionality of a
management system. It may, e.g., provide for implement-
ing new job types (possibly adding code to back-ends),
adding additional user interface components, adding ad-
ditional report types, adding new tables or fields in exist-

ing tables in a database, or adding new alarm triggers.
It may also It may also be used to bring new functionality
and components into the management system, such as
management of PGP keys for e-mail and file encryption.
Many of the components of the management system,
such as a host key tool, certificate manager, Kerberos
principal rotator, and a module for managing SSH user
keys and other trust relationships, could be implemented
as an extension connected to the rest of the management
system through an extension API.
[0490] An extension API would advantageously pro-
vide hooks for registering functions to be called when
certain events take place in the management system. It
would also advantageously provide functionality for reg-
istering new elements in a user interface (such as new
menu items, forms, views, screens, and/or dialogs). It
would also advantageously provide for registering new
report types, alert types, etc. It advantageously also per-
mits registering new operations to be performed during
discovery and continuous monitoring.
[0491] A privileged access manager (3559) provides
controlled and/or audited access to a privileged account.
It may provide a gateway through which access to priv-
ileged accounts needs to take place, and may implement
a password vault and hide actual passwords or other
authentication credentials (e.g., private keys) used for
accessing privileged accounts. It may perform session
logging or recording for access to privileged accounts.
[0492] A privileged access manager may be part of the
management system or an external component. It may
comprise, e.g., the Privileged Identity Management (PIM)
suite from Cyber-Ark or the PowerBroker product from
BeyondTrust.
[0493] Advantageously, a privileged access manager
is able to audit and record sessions also for access using
identity keys for authentication, even when a user is trying
to bypass a privileged access manager or when the ac-
cess is by an automated script or process. The Crypto-
Auditor product from SSH Communications Security can
be used for implementing auditing and recording of script-
ed and key-based access.
[0494] A configuration management database (3560)
stores information about IT infrastructure, such as infor-
mation about hosts, their role (e.g., production system,
development system, disaster recovery system), appli-
cations and hosts associated with each application, user
accounts, user accounts associated with each applica-
tion, etc. A management system may include a configu-
ration management database, and may use an external
configuration management database. E.g., the Altiris
CMDB product from BMC Software may be used. An API
or connector may be used for accessing a configuration
management database from the management system.
[0495] A symmetric key manager (3561) manages
and/or monitors symmetric encryption keys, typically for
storage applications and/or file encryption. It may imple-
ment, e.g., key rotation. It may also manage asymmetric
keys (e.g., private keys for public key encryption). Ad-
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vantageously, it supports the OASIS KMIP protocol for
communication. A symmetric key manager can be part
of a management system, and products such as RSA
Data Protection Manager from RSA Security may be
used. An external key manager may also be used (also
for storing various sensitive data of the management sys-
tem, such data that is too sensitive to store in the man-
agement system’s primary database or encryption keys
used for encrypting sensitive data in the database).
[0496] A KMIP protocol implementation (3562) may be
used for communicating with a symmetric key manager
(3561). The protocol also supports asymmetric keys and
certificates, and can in some embodiments also be used
for managing them. A KMIP protocol implementation may
be connected to the symmetric key manager, but may
also be connected to and be used for communicating
with, e.g., managed hosts.
[0497] A dashboard (3563) is a part of the user inter-
face and therefore connected to it. It provides a summary
display of the status of the managed environment. The
term "dashboard" may refer to both something displayed
in a user interface and the code implementing the display.
[0498] In an embodiment, a management system pro-
vides a dashboard display in a user interface illustrating
progress of key remediation, displaying (e.g., as bar
charts, pie charts, or numeric values) measures of one
or more of:

- on what fraction of hosts in the environment the man-
agement system has been deployed;

- on what fraction of hosts in the environment SSH
user key discovery has been performed;

- on what fraction of hosts it has been determined
which authorized keys or identity keys are actually
in use;

- what fraction of identity keys are actually in use;
- what fraction of authorization keys are actually in

use;
- what fraction of authorized keys grant access to a

root account;
- what fraction of identity keys grant access to a root

account;
- what fraction of authorized keys grant access to a

privileged account (e.g., root or other account having
higher than normal privileges, including those hav-
ing, e.g., direct access to database files);

- what fraction of identity keys grant access to a priv-
ileged account;

- what fraction of authorized keys restrict the com-
mand(s) that can be performed using the key;

- for what fraction of authorized keys has the system
been able to determine what command(s) they are
used with;

- what fraction of authorized keys restrict the IP ad-
dresses from which they can be used;

- what fraction of identity keys are protected by a pass-
phrase;

- what fraction of identity keys are protected by a pass-

phrase known to the management system;
- what fraction of identity keys are protected by a pass-

phrase not known to the management system;
- what fraction of passphrase-protected identity keys

does the management system know the passphrase
for;

- what fraction of servers in a group of servers can be
accessed using keys, possibly excluding certain
keys;

- what fraction of user accounts can add new author-
ized keys for themselves;
the user that they grant access to;

- what fraction of identity key files are in NFS directo-
ries;

- what fraction of trust relationships have no approval
recorded;

- what fraction of trust relationships do not have a pur-
pose recorded for them;

- what fraction of trust relationships are not associated
with an application;

- what fraction of Kerberos PKINIT keys have not been
rotated in an amount of time (e.g., last 90 days);

- what fraction of Kerberos cached tickets have not
been rotated in an amount of time (e.g., last 90 days);

- what fraction of Kerberos host secrets (host keys)
have not been rotated a given amount of time (e.g.,
last 90 days);

- what fraction of keys have not been rotated in an
amount of time (e.g., last 90 days); and

- what fraction of trust relationship cross a configured
boundary (and optionally, have not been approved
to cross the boundary).

[0499] The dashboard implementing code may query
the information from a database and format it into HTML
for display.
[0500] Instead of fractions absolute numbers may also
be reported. Trust relationships may be based on keys
(referring to identity key, authorized key, or both), but
other kinds of trust relationships can also be used. Any
report may also be generated for a subset of hosts, users,
or keys, as the case may be (for example, only for those
granting access to a privileged account or a functional
account). Any report for something having hap-
pened/been done may equivalently be for that something
not having happened/been done.
[0501] In an embodiment, the dashboard or a report
shows the distribution of trust relationship types (e.g.,
what fraction of trust relationships are key-based, what
are certificate-based, what are Kerberos-based, and
what are something else).
[0502] Figure 36 illustrates components of a deploy-
ment tool (3600) in an embodiment. Not all of the illus-
trated components are present in all embodiments. Each
of the components may be implemented, e.g., as soft-
ware, script, digital logic, or one or more computers on
a network.
[0503] A password-based deployer (3601) deploys
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management on a host using a provided user name and
password. It logs into an account at the host using a suit-
able protocol, such as SSH or RDP (Remote Desktop
Protocol).
[0504] An SSH key based deployer (3602) deploys
management on a host using a preconfigured authorized
key and the SSH protocol, using a provided private key
(or a private key internal to the management system for
which the corresponding public key was preconfigured
as the authorized key; the management system may,
e.g., offer it for downloading). The SSH key based de-
ployer logs into an account using a provided user name
and the private key using the SSH protocol.
[0505] A scripted deployer (3603) uses a script that
configures a host for use with a management system.
Advantageously, the script can be downloaded from the
management system, but it may also be separately avail-
able and may have configurable sections for, e.g., an IP
address or host name for the management system. The
script may be run on one or more hosts using, e.g., Pow-
erBroker, using a suitable user account.
[0506] An account creator (3604) configures a user ac-
count for use with the management system. The account
may be the account used for logging into a host (or on
which a deployment script is run), or it may be a new
account that is created for use with the management sys-
tem. The management system may create a new user
account for this purpose.
[0507] A management credential installer (3605) con-
figures credentials for the selected account such that the
management system can log into the account (or when
used with an account, so that the host can connect to the
management system using those credentials and suffi-
ciently authenticate itself to the management system).
Such credentials may comprise, e.g., an authorized key
that the management can use in future to log into the
account. For an agent, such credentials may include one
or more IP addresses for the management system (or its
back-ends), one or more SSH host keys for the manage-
ment system, a user account to log into on the manage-
ment system, and an identity key to use for authenticating
to the management system.
[0508] A privilege escalation configurator (3606) con-
figures a privilege escalation tool, e.g., "sudo", on a host
to allow the user account used for management to per-
form certain commands needed for managing keys and
other desired aspects of the system, even if the account
would not normally be permitted to perform them. It may,
e.g., add desired configuration options to the /etc/sudo-
ers file on the host.
[0509] A logging configurator (3607) configures a sys-
tem event logger on the host and/ior an SSH server on
the host to, e.g., log sufficient information for determining
which keys are in use and what commands are executed
using them. It may also configure an SSH client or other
parts of the system to record which script or program
uses an identity key. It may, e.g., modify
/etc/ssh/sshd_config to modify the logging level or to en-

able verbose logging, and may modify /etc/rsyslog.conf
or files in /etc/rsyslogd.conf to log messages generated
by an SSH server in sufficient detail in a suitable file (such
as /var/log/sshdlog).
[0510] A network scanner (3608) scans IP addresses
and ports in an IP address range for SSH servers, web
servers, or other applications of interest. It can, e.g., use
the "scanssh" tool version 2.1 (open source software)
and parse its output. More information on ScanSSH can
be found from N. Provos and P. Honeyman: ScanSSH -
Scanning the Internet for SSH Servers, 16th USENIX
Systems Administration Conference (LISA), December
2001. A deployment tool may periodically rescan various
IP address ranges to detect new servers that may have
been added.
[0511] A host key extractor (3609) extracts a host key
from a found SSH server over the network, without log-
ging into the server. (An agentless discovery tool can
also extract a host key before or after login.) Basically it
begins a key exchange with the SSH server, and obtains
the host key from the exchange. The SSH protocol RFCs
provide more details of the key exchange.
[0512] The host key extractor may also extract host
certificates and CAs configured as trusted for host cer-
tificates.
[0513] An agent (3610) is a software package or pro-
gram installed on a managed host for bringing it under
management. An agent communicates with a manage-
ment system and optionally translates requests between
the management system and the underlying operating
system and applications. Some of the code of the agent
may be downloaded from a management system as
needed (e.g., certain connectors may add code to
agents; an agent may provide a scripting interface for
this and may accept code added as, e.g., DLLs). An agent
may itself connect to a management system (using, e.g.,
the SSH protocol or the TLS protocol), or it may accept
connections from a management system using, e.g., the
same protocols, or both.
[0514] An initial connection authorizer (3611) gener-
ates an ICB (Initial Configuration Block), a file that con-
tains enough information for an agent to connect to a
management system. An ICB may comprise, e.g., one
or more IP addresses for the management system (e.g.,
for back-ends), one or more host authentication keys for
the management system, a user name and login creden-
tial (e.g., password or private key) for authenticating to
the management system. An ICB would usually be gen-
erated by a management system and downloaded and
copied to a managed host, and installed together with a
management agent. It may also be embedded in a man-
agement agent package. An ICB is usually used by an
agent for making an initial connection with a management
system; once the initial connection has been made, the
agent would typically obtain per-host credentials for fu-
ture communication with a management system.
[0515] An agent may also automatically discover a
management system, e.g., by broadcasting a UDP pack-
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et to a port that the management system listens on, and
waiting for a reply from a management system. Multicast
addresses could be used instead of broadcast address-
es. The address of a management system may also be
configured in DNS (Domain Name System).
[0516] A group installer (3612) installs a newly de-
ployed host in one or more host groups on a management
system. Advantageously, a group is associated with an
ICB or an agentless deployment request (e.g., by having
a field in an ICB record in the management system’s da-
tabase indicate the group), and when the host is regis-
tered in a management system, a record for it is created
in the management system’s database, and one or more
records are created indicating its membership in the de-
sired group (s) .
[0517] A non-OS device deployer (3613) deploys man-
agement on a non-OS device, such as a router, IPMI
port, or other device without a general-purpose operating
system and/or command line access. It would typically
use a connector via a connector API to communicate with
the non-OS device, though direct support could also be
built into the management system. It may connect to the
host (in this case a non-OS device) using, e.g., SSH or
HTTP/S. It may or may not create a new user name and
credentials for managing the non-OS device.
[0518] Figure 37 illustrates components of a discovery
tool (3700) in an embodiment. Not all of the illustrated
components are present in all embodiments. Each of the
components may be implemented, e.g., as software,
script, digital logic, or one or more computers on a net-
work.
[0519] An authorized key discoverer (3701) discovers
authorized keys. Its operation is illustrated in, e.g., Figs.
3, 4, 5, 6, 18, 19, and 22.
[0520] An identity key discoverer (3702) discovers
identity keys. Its operation is illustrated in, e.g., Figs. 3,
4, 5, 6, and 22.
[0521] An SSH version discoverer (3703) discovers
what SSH versions are installed on a host. In an embod-
iment, it connects to an SSH port (typically TCP port 22)
on a host, and reads the version string from the port. In
another embodiment, it runs an SSH client (e.g.,
/usr/bin/ssh) or SSH server (e.g., /usr/sbin/sshd) with the
-V command line option on a managed host and parses
the output (a management system may send a request
to run the command to a managed host). Its operation is
also illustrated in, e.g., Figs. 3, 4, 5, 6, and 18.
[0522] A user information source discoverer (3704)
discovers user information sources used on a managed
host. Its operation is illustrated in, e.g., Figs. 3, 4, 5, 6,
23, and 28.
[0523] A user account discoverer (3705) discovers us-
er accounts (user names and other related information)
for one or more users. User account discovery may be
run on one or more managed hosts (by sending them
requests from the management system and parsing the
responses) and/or from the management system. For
example, user accounts defined in user account sources

such as Active Directory, LDAP, or NIS may be advan-
tageously discovered by reading information from the us-
er information source by the management system and
sharing the information for hosts that use the same user
information source with the same configuration options.
The operation of a user account discoverer is illustrated
in, e.g., Figs. 3, 4, 5, 6, 24, and 27.
[0524] A configuration reader (3706) finds and reads
configuration files from a managed host. It may read sys-
tem configuration files, user-specific configuration files,
and/or application-specific configuration files. Its opera-
tion is illustrated in, e.g., Figs. 3, 4, 5, 6, 26, and 28.
[0525] A configuration parser (3707) parses configu-
ration files read by a configuration reader. It may operate
on a management system (e.g., in a back-end), on a man-
aged host, or split between the two (e.g., doing prelimi-
nary parsing or format conversion using commands or,
e.g., "awk" scripts on the managed host).
[0526] A Kerberos discoverer (3708) finds and/or pars-
es Kerberos configuration files and/or uses Kerberos
commands (e.g., "klist" or "kadmin") to obtain information
about KDCs, realms, tickets, principals, and/or other Ker-
beros-related data from a managed host. Its operation is
illustrated in, e.g., Figs. 3, 4, 5, 6, and 44.
[0527] An Active Directory discoverer (3709) deter-
mines used Active Directory servers, domains, princi-
pals, and/or other information from a managed host. It
may be the same as a Kerberos discoverer. Its operation
is illustrated in, e.g., Figs. 3, 4, 5, 6, and 44.
[0528] An application discoverer (3710) discovers ap-
plications installed on a managed host. It may, e.g., use
the "rpm" or "dpkg" commands on Linux to list installed
applications and their versions or read the Windows reg-
istry (e.g., under "HKEY_LOCAL_MACHINE\SOFT-
WARE\Microsoft\Windows\" "CurrentVersion\Uninstall")
and parse their output. Aspects of its operation are illus-
trated in, e.g., Figs. 3, 4, 5, and 6.
[0529] An application-specific discoverer (3711) dis-
covers application-specific configuration files, keys, cer-
tificates, credentials, or other information of interest. Var-
ious plugins or add-on modules (such as PAM modules)
may also be supported by application-specific discover-
ers.
[0530] For example, a discoverer for the Apache web
server specific discoverer could read files in
"/etc/apache2/sites-enabled" directory and parse them
for SSLCertificateFile and SSLCertificateKeyFile op-
tions.
[0531] An SSH-specific discoverer could read SSH cli-
ent or server configuration files to determine location of
identity keys, authorized keys, and host keys, and do
related discovery.
[0532] Various application-specific discoverers are al-
so illustrated in, e.g., Figs. 3, 4, 5, 6, 28, 43, 44, and 45.
[0533] A certificate discoverer (3712) discovers certif-
icates, CA certificates, and private keys corresponding
to installed certificates from a managed host. It may dis-
cover information from system-wide configurations, ap-
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plication-specific configurations, and per-user configura-
tions.
[0534] For example, it may read SSH server configu-
ration files to parse TrustedUserCAKeys, HostCertifi-
cate, and HostKey options.
[0535] As another example, in response to detecting
a Postfix mail server on a managed host, a certificate
discoverer may read the "/etc/postfix/main.cf" configura-
tion file and parse the smtp_tls_CApath,
smtpd_tls_cert_file, and smtpd_tls_key_file configura-
tion options.
[0536] As a further example, a certificate discoverer
may find all files on a host with a name ending in ".pem",
try to parse the file as a certificate, and if successful,
discover the file as a certificate. It may also similarly dis-
cover PEM (Privacy Enhanced Mail) format private keys,
which often have a ".prv" name or are stored in the same
directory as a certificate file. Such files are easily recog-
nized from their content, which typically starts with a line
"-----BEGIN RSA PRIVATE KEY-----" or something sim-
ilar (depending on the used algorithms). Private keys can
be easily matched with certificates by parsing a private
key, computing a public key from the private key, and
checking which certificate(s) have the same public key.
[0537] A certificate discoverer may also scan the entire
file system on a host to determine if any file could be
parsed as a certificate or a private key. A certificate dis-
coverer may also read the Windows registry and discover
certificates from known locations containing certificates.
It may also scan the entire Windows registry for objects
that can be parsed as certificates or private keys or file
names that point to files that can be so parsed.
[0538] Operation of a certificate discoverer is illustrat-
ed in, e.g., Figs. 3, 4, 5, 6, 25, and 43.
[0539] A TPM discoverer (3713) determines whether
a managed host has a TPM (Trusted Platform Module)
installed. It may also discover what keys are available
through the trusted platform module. On Linux, it may
use programs from the "tpm-tools" package (e.g.,
tpm_version). On Windows, it may use the TPM Base
Services (TBS) API.
[0540] A non-key trust relationship discoverer (3714)
discovers non-key-based trust relationships. It reads,
e.g., ".shosts" and ".rhosts" files, Kerberos configuration
files, authorized principal names and trusted certificates
as configured in SSH server and client configuration files,
etc.
[0541] In an embodiment, trust relationships based on
host-based authentication in the SSH protocol are dis-
covered. In OpenSSH, for example, such authentication
is typically configured using ".shosts", ".rhosts", and/or
"hosts.equiv" files. (Host-based authentication may also
need to be enabled in the SSH server and/or client con-
figuration files.)
[0542] Host-based authentication may comprise the
following parts:

- authenticating the client host to the server using its

host key;
- client telling server what is the name of the user on

the client side; and
- server checking whether that user on that client host

is authorized to connect to the requested account on
the server side.

[0543] Authenticating the client host and the client tell-
ing the server the name of the user may be accomplished
as described in the SSH protocol standards.
[0544] The server generally checks whether the user
is authorized by reading the .shosts, .rhosts, and
hosts.equiv files from the user’s home directory, as well
as checking /etc/hosts.equiv files (use of the hosts.equiv
mechanism is quite rare nowadays for security reasons).
The formats of these files are well known and document-
ed in Unix/Linux manual pages. Basically, the .shosts
and .rhosts files list host name - user name pairs that are
permitted to log into that account without a password. On
some systems some of these files (particularly
hosts.equiv) may be stored in NIS (Network Information
Service), and may reference netgroups and user groups,
frequently also stored in NIS.
[0545] In an embodiment, the management system
reads, in addition to public and private key files,
the .shosts and/or .rhosts files (and possibly hosts.equiv
and /etc/hosts.equiv and other files that may be used for
configuring host-based authentication). The manage-
ment system then parses these files (expanding net-
groups and user groups as appropriate), and creates
non-key-based trust relationship records in its database
identifying which users on which hosts are authorized to
log as which users on which hosts. While known file for-
mats for host-based authentication do not permit config-
uration of forced commands to or other constraints on
what may be done with the login, if a mechanism supports
them, they could be parsed here as well and stored with
the trust relationship.
[0546] In an embodiment, the SSH client and server
support host-based authentication using a trusted inter-
mediary (such as a Kerberos or Active Directory server)
to prove the client host’s and client user’s identities to
the server. In an embodiment, the client-side user has
logged in (to the client host) using Kerberos (or Active
Directory, which uses Kerberos underneath). The SSH
client on the client host obtains a ticket (or tickets) from
the Kerberos server for authenticating the client-side user
and the client-side host to the server host. The SSH client
connects the server host (before or after obtaining said
ticket(s)) and as part of a specialized authentication
mechanism, sends said Kerberos ticket(s) to the server
(and identifies the user account to log in as). The SSH
server then validates said Kerberos ticket(s). If the vali-
dation is successful, the server then checks whether login
should be permitted. This check may be performed sim-
ilarly as for host-based authentication.
[0547] In an embodiment, a management system de-
tects trust relationships based on such host-based au-
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thentication using a trusted intermediary. The process is
very similar to the process for normal host-based authen-
tication (configuration options may be slightly different).
Additionally, in an embodiment, the management system
may read the configuration for the trusted intermediary,
and validates that both client and server trust the same
intermediary.
[0548] In an embodiment, the SSH server supports
managing host-based authentications centrally (this can
be used both with traditional host-based authentication
and with host-based authentication using a trusted inter-
mediary, such as Kerberos or Active Directory).
[0549] In an embodiment, a central directory (which
may be, e.g., the Active Directory or an LDAP directory)
contains records identifying which client-side users on
which client-side hosts are allowed to log into which ac-
counts on which servers. The SSH server may read this
information from the directory (preferably just for the cur-
rent server host and the server user for which the login
is attempted), and check the attempted login against the
configured trust relationships.
[0550] In an embodiment, the SSH server queries the
directory (or central server) for the exact four-tuple (client
host, client user, server host, server user) to determine
whether it is permitted. In another embodiment, it sends
this tuple to a server using a specialized protocol, to which
the server responds "yes" or "no" in a suitable protocol
(the protocol could use, e.g., simple XML-encoded re-
quest tuples sent over HTTP over SSL).
[0551] The connection between the SSH server (serv-
er host) and the directory (or central server) should be
cryptographically protected or the requests and respons-
es properly signed and protected against replay and
man-in-the-middle attacks. One option is to use properly
authenticated SSL (or TLS or IPSec) protocol. Another
option is to use XMLSEC on request/response level.
[0552] The configuration for an SSH server may also
reference host groups and user groups. Such groups
could be expanded into the directory, so that simple que-
ries using host names and user names would find all
combinations. However, such expansions can some-
times be large. To avoid this, the SSH server may read
the full configuration for that server (if host groups for the
destination server are expanded) or the whole configu-
ration overall.
[0553] If a specialized centralized server is used, the
server may store the data structures in any way it likes
(e.g., linking hosts to host groups) and can perform the
permission checks very efficiently, as should be easily
implementable by one skilled in the art.
[0554] In an embodiment, the centralized server or the
permission rule also contains additional constraints on
the connection, such as the commands that may be ex-
ecuted.
[0555] In an embodiment, the centralized server peri-
odically (e.g., every five minutes) sends a local copy of
the permission rules to one or more managed servers (in
each case preferably just a copy of those rules affecting

the server to which it is sent - this generally implies ex-
pansion of host groups for the destination server). The
local copy could also be requested by the SSH server
whenever a new connection is attempted and the cached
copy is more than a predefined amount of time old (e.g.,
five minutes). The cached local copy has the benefit that
logins may continue even if the centralized server is in-
accessible. (However, the trusted intermediary, e.g., Ker-
beros or Active Directory server would still need to be
active for logins to operate in this approach.)
[0556] The centralized server storing the permission
rules may be an Active Directory server, or it may be a
separate server.
[0557] In an embodiment, the management system
provides discovery of trust relationships configured in a
centralized server. In an embodiment, the management
system determines that a centralized server is in use
based on identification of the SSH server version in use.
In another embodiment, the management system iden-
tifies the use of a centralized server from the SSH server’s
configuration file. In yet another embodiment, the man-
agement system determines from its own database that
the SSH server is configured to use a centralized server.
The management system then optionally determines
which centralized server is used, and connects to the
centralized server and requests the configured trust re-
lationships from that server. If the centralized server is
part of the same management system, the information
may also be read directly from the management system’s
database. Otherwise certain credentials may be config-
ured in the management system to authorize reading
trust relationships from the centralized server.
[0558] In an embodiment, a management system pro-
vides a means for configuring trust relationships in the
centralized server. In an embodiment, an API is provided
for adding or removing trust relationships on the central-
ized server. Such updates may trigger distributing the
trust relationships to managed clients.
[0559] One problem in Kerberos or Active Directory
based authentication for non-interactive accounts is ob-
taining the initial ticket granting ticket for the non-inter-
active account, as no interactive user is present to supply
a password. In an embodiment, a ticket granting ticket is
obtained (caused to be obtained) by the management
system and installed for use by a non-interactive account.
[0560] In an embodiment, each non-interactive ac-
count is configured with a private key that can be used
for obtaining a ticket-granting ticket from a Kerberos serv-
er or Active Directory using the Kerberos PKINIT ex-
change (RFC 4556, Public Key Cryptography for Initial
Authentication in Kerberos (PKINIT), Internet Engineer-
ing Task Force, June 2006).
[0561] Private keys used for PKINIT are important for
security - in fact, they are more powerful than any identity
key configured for that same user account and used for
normal public key authentication can be, because a key
used for PKINIT for a user account can be used to obtain
a ticket granting ticket for that user account, which can
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be used for authenticating any trust relationship from that
user account. Therefore, the key should be carefully pro-
tected.
[0562] In an embodiment, the private key used for PKI-
NIT is protected (encrypted) by a passphrase. The prob-
lem then becomes how to protect the passphrase. In an
embodiment, the passphrase is protected in the same
way as the passphrases for private keys used for public
key authentication above. In another embodiment, the
passphrase is actually stored in a KMIP server or secure
vault, and obtained similarly to how obtaining private key
for public key authentication was described above.
[0563] A further issue is rotating the private key used
for PKINIT. Since this key is important for security, it is
usually important to protect it appropriately.
[0564] In an embodiment, a host can have multiple
configured private keys for PKINIT. In an embodiment,
it will attempt these keys in sequence, until one works.
[0565] In an embodiment, the management system is
configured to discover the key used for PKINIT. It may
discover this key by reading configuration files. Alterna-
tively, the management system may permit configuring
the path of this file (the same path would presumably be
used for all hosts in an organization, or at least in certain
host groups - though nothing prevents configuring it per-
host). The management system then checks this key,
and if it exists (or if any of the keys exist, if multiple keys
may be present), and obtains public keys or fingerprints
corresponding to the PKINIT private key(s) and copies
the public keys or fingerprints to the management sys-
tem’s database. The key can then be shown in the man-
agement system’s user interface and included in reports.
A separate private key may be present for each non-
interactive account that uses Kerberos-based trust rela-
tionships.
[0566] In an embodiment, the private key used for PKI-
NIT is rotated as follows (not all of the steps are neces-
sarily present in a particular embodiment):

- cause the managed host to generate a new key pair
(possibly with a passphrase generated by the man-
agement system, similar to rotating user keys with
passphrase) for the relevant user account and host;

- add the new key (the corresponding public key or
fingerprint) in the management system’s database;

- configure the new private key as available for use
with PKINIT;

- configure the Kerberos server or Active Directory to
accept the new key for PKINIT for the user account;

- remove the old key used for PKINIT from the Ker-
beros or Active Directory server for the user account;
and

- remove the old private key (and public key) from the
user account on the relevant host(s), deconfiguring
the key if needed.

[0567] Other suitable servers may also be used and
configured instead of Kerberos or Active Directory (in

some cases the configuration may be just updating the
management system’s database).
[0568] In an embodiment, the key used for PKINIT is
shared between more than one host to authenticate the
user (this can be useful if the key is, e.g., stored in a
network file system). In that case the update only needs
to be done once for these hosts.
[0569] In an embodiment, the key used for PKINIT is
stored in a local file system (possibly in a directory only
readable and/or writable by root or a special manage-
ment account). In such an embodiment, the key would
typically be distributed separately to all such hosts. In an
embodiment, each such host would use a different key,
and each of these keys would be configured as author-
ized for PKINIT for the user.
[0570] Figure 38 illustrates data flow in a key usage
analyzer (3801) in an embodiment. A key usage analyzer
may use a database (3802) to store data (and may in
fact read its data from the database if it is stored in the
database by other tools or by components of a key usage
analyzer).
[0571] A key usage analyzer may process already
available data (from files, database, or network connec-
tions), or may use various management system compo-
nents to obtain the data as needed.
[0572] User account information (3803) provides infor-
mation to the analyzer about user accounts configured
in the environment (different managed hosts may have
different user accounts configured). User group informa-
tion, host information, and host group information may
also be provided.
[0573] Discovered authorized keys (3804) provide in-
formation about authorized keys installed on various
managed hosts (advantageously also identifying the
host(s) and user account(s) for which they are authorized
in each case). Identity key information may also be pro-
vided.
[0574] Syslog data (3805) provides information from a
system log or event log. Such data may be collected from
syslog log files on one or more managed hosts and/or
one or more centralized log collection hosts and/or from
one or more SIEM (Security Incident and Event Manage-
ment) systems (e.g., Splunk). The data may be in original
format or may have been preprocessed into a different
format, possibly combining information from multiple log
records in the processing into more easily parseable for-
mat.
[0575] Key access time data (3806) provides informa-
tion about when authorized keys and/or identity keys
have last been accessed (on Unix/Linux, this would ad-
vantageously return the last access time, which can be
determined using the "stat" system call or a command
such as "Is -lu file"). The "stat" function can also be used
on Windows and many other operating systems.
[0576] External key data (3807) is an output provided
by the analyzer and indicates which keys are used with
hosts outside the managed environment.
[0577] Configuration (3808) represents configuration
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data for the key usage analyzer, as well as any configu-
ration data obtained from managed hosts that may be
used in the analysis.
[0578] Key usage data (3809) is an output provided by
the analyzer and describes how certain keys are used.
For identity keys it may identify the script or program that
uses the key to connect to a server. For authorized keys
it may identify one or more commands that are executed
on a server host using that key, and may also identify
one or more IP addresses from which the key is used.
Which user accounts and which hosts use them can be
recorded (this information can be found from log data on
the server, and in most cases each identity key is stored
on just one user account on a source host; it may not be
possible to determine the source account if it is stored
on more than one account, unless the SSH client imple-
mentation on the source host logs the user name and
identification of the key used).
[0579] Unused key data (3810) is an output provided
by the analyzer and identifies certain keys that were likely
not used according to the available data (if the data is
comprehensive for a period of time, that likely means the
keys were not used during that period in the managed
environment). It may identify both identity keys that have
not been used and authorized keys that have not been
used.
[0580] The analyzer may also produce other outputs
and may combine several outputs into one output. Output
data may also be stored in the database. Output data
may also be further analyzed to trigger alerts and used
in reports, and the analysis process itself may trigger
alerts if it detects certain conditions. Not all output items
are necessarily produced with full confidence; some
items may be marked with varying degrees of uncertain-
ty.
[0581] The analyzer may also provide outputs or re-
ports, such as a report of keys that are used to execute
a shell or that are used to execute commands that are
not on a list of approved commands. Such keys might be
more likely to be used as backdoors, and could be re-
ported in backdoor analyses or insider threat analyses.
They could also be reported by an audit tool.
[0582] Figure 39 illustrates protecting keys for an ac-
count (3900) in an embodiment, by moving keys from
users’ home directories to system directories that cannot
be modified by ordinary users (and in particular, not by
the user to which the keys provide authorized access,
unless the user is a root user or other privileged user).
[0583] Advantageously, the management system de-
termines for each user whether authorized keys are
stored in a directory where the user can add (or remove)
authorized keys. This information may be recorded in the
management system’s database on a per-user or per-
key basis (for authorized keys and/or for identity keys).
The management system advantageously also provides
a display showing the number of users that can add new
authorized keys for themselves (optionally excluding root
users and certain other special users), whether as a nu-

meric value or other indication such as a bar chart or pie
chart.
[0584] Advantageously, the management system pro-
vides a means for automatically moving authorized keys
from user’s home directories to system owned directo-
ries. Such system owned directories could mean root-
owned directories or directories owned by (or writable
only to) one or more special users, such as the account
used for managing SSH keys on the managed host.
[0585] Moving keys away from the users’ home direc-
tories advantageously includes:

- creating the directory where they are to be stored (if
one does not already exist) (3901);

- moving authorized keys to the desired directory; and
- modifying SSH server configuration file to use the

authorized keys from that directory.

[0586] Additionally, the keys are advantageously re-
moved from the old location. One or more of these steps
may be performed outside the management system, and
they may be performed by executing a separate tool,
such as a script to perform them. They may also be per-
formed by the management system (via a management
agent or agentless management or using something like
PowerBroker to execute commands on hosts). A "sudo"
or equivalent mechanism may be used to perform the
operations from a non-privileged account and "su" or
equivalent may be used to read key files from user’s
home directories (particularly when they are not readable
as "root").
[0587] The directory where the keys are stored may
be, e.g., under /etc or /var (say, /etc/ssh/authorizations,
with subdirectories for each user). They may also be
stored under an account used by the key management
system (e.g., "sshmgr/authorizations, with subdirectories
for each user).
[0588] Moving authorized keys to the desired directory
is advantageously performed by copying them to the di-
rectory (3902) (advantageously without actually remov-
ing the original authorized keys until the SSH server con-
figuration has been changed). A subdirectory may need
to be created for the user if one does not already exist
(it is also possible to just have a file for each user in the
same directory).
[0589] The permissions of the new authorized keys
file(s) may be set so that ordinary users cannot modify
them (in particular, it is advantageous to prevent a user
account from modifying its own authorized keys, so that
no keys can be added that could leave backdoors into
the account).
[0590] Modifying the SSH configuration may be de-
layed until keys for all users on that host have been
moved (or copied) to the new locations (it may also be
delayed until this has been done on all hosts or a group
of hosts).
[0591] With OpenSSH, the value of the Authorized-
KeysFile option may be modified from the
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/etc/ssh/sshd_config configuration file (and the option
added if it does not exist in the file). The new value could
be, e.g., "/etc/ssh/authorizations/%u/authorized_keys"
(3904).
[0592] The SSH server may be caused to reload its
configuration file, e.g., by running something like "/etc/in-
it.d/sshd restart" or sending a SIGHUP signal to "sshd"
(e.g., "kill -1 ’cat /var/run/sshd’") (3904). On Windows,
the SSH server service may be stopped and then restart-
ed.
[0593] When key files are moved (and the server re-
started or reloaded), it may be desirable to update their
locations (file paths) in the management system’s data-
base so that the keys are not reported as having disap-
peared and appeared without approval by continuous
monitoring.
[0594] Authorized keys are advantageously removed
from their original location after the server has been made
to reload its configuration (3905).
[0595] In an embodiment, a management system
moves identity keys away from a user’s home directory
(in particular, away from an NFS directory). In an embod-
iment, the management system copies the private key
files for identity keys to a directory such as /etc/ssh/au-
thorizations/username/identities, and leaves symbolic
links to the private keys in the ".ssh" directory in the user’s
home directory (3903), and removes the identity keys
from the old location (3906).
[0596] In an embodiment, a management system
causes the managed hosts to move authorized keys
and/or identity keys to a non-NFS directory. Essentially
the same mechanism can be moved for moving author-
ized keys away from NFS file systems, providing a non-
NFS directory for the new location of the keys.
[0597] In an embodiment, a management system
moves an "authorized principals" file and/or a "trusted
user CA keys" file away from a user’s home directory. In
this case, the AuthorizedPrincipalsFile option and/or
TrustedUserCAKeys configuration file options would typ-
ically be used.
[0598] In an embodiment, a management system
moves Kerberos credentials from user’s home directory
or another insecure directory, such as NFS directory.
[0599] In an embodiment, a management system
changes or fixes permission settings for an identity key,
authorized key, credential, configuration file, or some oth-
er object.
[0600] In an embodiment, the management system
provides for backing up SSH keys and SSH configuration
files on a host before starting to manage them. In an
embodiment, a script is provided to be run on a managed
host (preferably all managed hosts) that iterates over us-
er accounts on the system, and copies ".ssh" and ".ssh2"
directories from users’ home directories as well as
"/etc/ssh" and "/etc/ssh2" to a backup directory that may
reside, e.g., in a root-owned location on the local com-
puter).
[0601] The script may use "sudo" or some other privi-

lege escalation command to execute privileged com-
mands if run as non-root, and may use "su" to read each
user’s home directory using that user’s permissions (it
may be impossible to read home directories on NFS file
systems, depending on system configuration). When us-
ing Kerberos, the "ksu" command can conveniently be
used instead of "sudo" or "su".
[0602] A restore script may be provided that performs
the reverse copying, restoring SSH keys and configura-
tions to what they were at the time of the backup.
[0603] Figure 40 illustrates preventing virus spread
(4000) in a managed environment in an embodiment.
Certain actions are taken and configuration changes
made (or caused to be made) on one or more hosts in
the environment that are aimed at reducing the likelihood
of a virus spreading from one server to another using
automated trust relationships. However, such actions
may also serve other purposes.
[0604] At (4001), configured command restrictions (or
"forced commands") are discovered for one or more au-
thorized keys (or other kinds of trust relationships) for
one or more user accounts on one or more managed
hosts. This can advantageously utilize a command ex-
tractor.
[0605] At (4002), actually used commands are deter-
mined for one or more authorized keys (or other kinds of
trust relationships) based on information collected about
the environment (e.g., by a key usage analyzer).
[0606] At (4003), command restrictions are added to
one or more authorized keys (or other kinds of trust re-
lationships) based on the determined actually used com-
mands or command restrictions configured manually
(possibly using templates or rules, such as a rule saying
that only a certain command is permitted for a certain
user name). Adding command restrictions is advanta-
geously performed by a command restriction enforcer.
[0607] At (4004), unused authorized keys (or other
kinds of trust relationships) are removed based on infor-
mation determined by a key usage analyzer, possibly
augmented, modified, or approved manually. This is ad-
vantageously performed by an unused key remover.
[0608] At (4005), one or more reports are generated.
Such reports may include reports about keys without
command restrictions, reports about commands that
specify file transfers but do not restrict which files are
transferred (in an embodiment, file transfer restrictions,
such as path name pattern or directory limitations, are
configured for certain authorized keys and enforced by
an SSH server or file transfer application). Generating
reports may be implemented by a report generator.
[0609] At (4006), virus prevention progress is reported
in a user interface by displaying one or more data items
indicating overall virus spread prevention progress or
progress in various aspects of it. This is advantageously
implemented using a dashboard.
[0610] Figure 41 illustrates tracking what each key in
an environment is used for (4100) in an embodiment.
The general idea is to associate keys in a legacy envi-
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ronment with applications, scripts, or programs that use
them or that they relate to. The goal is to provide some
structure and understanding to how keys are used and
a justification for the existence of each key (though the
goal may not be achieved for all keys).
[0611] At (4101), trust relations are discovered, advan-
tageously using a discovery tool. In addition to merely
discovering SSH keys, trust relationships may be com-
puted from discovered identity keys and corresponding
authorized keys.
[0612] At (4102), one or more keys are associated with
applications. A configuration management database
may be used to obtain information about applications that
each host is associated with. If a host is associated with
an application and the host is a source host or a desti-
nation host for a trust relationship, the trust relationship
is likely to be associated with that application (a trust
relationship may be associated with more than one ap-
plication). Any identity keys and authorized keys used
for configuring the trust relationship may, by implication,
also be associated with the application(s).
[0613] Source and destination user accounts for a trust
relationship may be used to provide a more accurate de-
termination of the application(s), particularly when there
are multiple applications running on the same host or
when the configuration management database associ-
ates user names with applications.
[0614] At (4103), key approvals (or trust relationship
approvals) are tracked. This primarily applies to trust re-
lationships created after the environment was brought
under management, though approvals may also be
tracked for legacy trust relationships created earlier. In
particular, bringing the environment or part of it into man-
aged state can be seen as a kind of approval for the
existing trust relationships.
[0615] Advantageously, one or more trust relation-
ships in the management system’s database may be as-
sociated with an approval. For example, a trust relation-
ship record in the database may comprise a field that
identifies a record or ticket in a ticketing system (as seen
through a ticketing API - the API may convert between
different identifier formats, and may add, e.g., a compo-
nent in a ticket identifier that identifies a particular ticket-
ing system (from among the possibly multiple ticketing
systems used by a management system).
[0616] At (4104), key approvals (or trust relationship
approvals) are associated with applications. For exam-
ple, a ticket may be required to comprise an identifier for
an application. This could be very helpful when an appli-
cation is later removed for finding and removing all trust
relationships relating to the application. An application
identifier may be stored, e.g., in a field in a trust relation-
ship record in a database.
[0617] At (4105), it is determined which program or
script and/or what host/user account uses each trust re-
lationship. This can be done using a key usage analyzer.
[0618] At (4106), it is recorded in a database which
script or program uses each identity key (or trust rela-

tionship). This can be done using a key usage analyzer.
[0619] At (4107), one or more reports are generated
using a report generator. One report may list keys (or
trust relationships or associated hosts or users accounts)
by applications. Another may list applications by keys (or
trust relationships or associated hosts or user accounts).
Another report may list who approved each key, or ap-
provals by an approver. Another report may list the calling
script (and optionally a host and/or user that it runs on)
or application for one or more keys or trust relationships.
[0620] At (4108), information about progress in know-
ing what each key is used for is displayed using a dash-
board. The information may be displayed as an overall
measure or multiple items, such as the fraction of keys
that have been associated with applications and/or the
fraction of keys for which the script/program using them
is known.
[0621] At (4109), one or more legacy keys (or trust re-
lationships) are approved. Advantageously, they are also
converted into managed state.
[0622] In an embodiment, discovered keys (or trust re-
lationships) are marked in the management system’s da-
tabase as "legacy" keys (or trust relationships).
[0623] Legacy keys are distinguished in the manage-
ment system’s database, for example, by having a key
state field indicate they are legacy keys. Legacy keys
might not be automatically rotated, and might, for exam-
ple, not be available for automatic removal or certain oth-
er automatic management operations. Continuous mon-
itoring might not report them even if no approval exists
for them.
[0624] A legacy key may be converted to a managed
state. One way of performing the conversion is to perform
a search for keys (e.g., selecting all keys in a host group,
or all keys matching other suitable filtering criteria) and
instructing the management system to convert the keys
to management state. Typically the status, use, and rea-
son for existence of keys would be evaluated manually
or using automated tools before a key is converted to
managed state. Such conversion may also be used to
create an approval record that serves to explain the ex-
istence of a key (such approval records might be, e.g.,
global, separate for each trust relationship, separate for
each private key (regardless where used or for how many
trust relationships), or for a group of hosts or keys).
[0625] In an embodiment, only keys in managed state
are available for automatic rotation.
[0626] Figure 42 illustrates securing an environment
against insider threats (4200) in an embodiment.
[0627] At (4201), keys may be moved to a protected
location. This can be done using a key protector.
[0628] At (4202), approvals may be enforced for each
key setup. This can be done using an approval tracker.
This is also illustrated in, e.g., Fig. 31.
[0629] At (4203), key setups and removals may be per-
formed automatically. A ticketing API is used for receiving
key setup and removal requests from a ticketing system.
The request may be checked to confirm no additional
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approvals are needed and may be passed to a key in-
staller or key remover for implementation. Fig. 31 also
further illustrates the operation in an embodiment. Setup
and removal of other kinds of trust relationships can also
be automated similarly, as can, e.g., key rotation.
[0630] Automating key setup and removal processing
may reduce the need for system administrators to have
sufficient privileges for installing new keys. For example,
root access is needed much less frequently. Reducing
the number of administrators with high-level access can
reduce the risk for security compromises by malicious
insiders.
[0631] In an embodiment, when a request to install or
remove an authorized key or identity key is received from
a change control/approval system (whether implemented
as a separate software system or as part of the manage-
ment system), the request is tagged with a reference to
the change control ticket explaining its creation and re-
lated approvals. Advantageously, when information
about keys is stored and available in the management
system, the reference is made available in the user in-
terface, and a means (e.g., an HTML link) is provided for
viewing the associated request. In an embodiment, a re-
porting facility is provided that generates a report show-
ing the approval/change control ticket number authoriz-
ing the creation or installation of a key. Alternatively, other
information relating to the approval/ticket may be shown,
such as the person who approved it or the application
that the request relates to.
[0632] At (4204), an SSH server or RDP (Remote
Desktop Server) or a proxy processing connections to
such servers (either in a network or by an agent program
or proxy software on the destination server host) may
audit and/or record sessions using passwordless logins.
A network-based tool can be advantageously used for
recording sessions and for performing privileged access
management for such connections. The CryptoAuditor
product from SSH Communications Security can be used
for implementing this functionality.
[0633] At (4205), privileged access management may
be performed for access to user accounts on a server.
Privileged access management may include password
vaulting, where actual passwords for privileged accounts
are hidden from the system administrators, who are re-
stricted to accessing privileged accounts using a gateway
host (also called a bastion host) that records the session
and/or provides credentials for accessing a privileged ac-
count on a host. Privileged access management may al-
so be performed by a device that is "on the wire" on the
network, without requiring changes in the way adminis-
trators work or requiring them to change the tools they
use. The CryptoAuditor product from SSH Communica-
tions Security can be used also for this purpose.
[0634] In an embodiment, a privileged access man-
agement solution restricts access to a host based on the
system administrator having a ticket or change request
assigned to himself/herself in a ticketing system and op-
tionally the ticket identifying the host and/or user account

and/or an application associated with the host and/or us-
er account. A ticketing API may be used for obtaining
open tickets assigned to the system administrator and
checking whether any of them identifies the host.
[0635] A system administrator may also be requested
to provide an identifier for a ticket, or the ticketing system
may provide a link or button that the system administrator
can click to open access to a host and/or user account
that the ticket relates to. The privileged access manage-
ment system may require additional authentication be-
fore granting access, or may rely on previously performed
authentication and use, e.g., single-sign-on tecnology
such as Kerberos or Active Directory to provide authen-
tication to the privileged access management system.
[0636] In an embodiment, privileged access manage-
ment and/or session logging may be required for scripted
access to a host, which can be implemented, e.g., on the
network (e.g., using the CryptoAuditor) or by using an
SSH server which has been modified to record a session
by saving at least part of the transmitted data in a file or
by sending it to a data collection device.
[0637] Performing privileged access management and
auditing also for automated access helps to ensure that
automated trust relationships cannot be used for creating
backdoors that bypass auditing and/or privileged access
management systems.
[0638] At (4206), the environment may be continuously
monitored by a continuous monitor. Authorized keys that
are added outside the management system may be de-
tected, and alerts about such keys may be generated.
This may be used to detect, e.g., an authorized key added
by a root account in an attempt to create a backdoor into
a host.
[0639] Figure 43 illustrates managing certificates
(4300) on one or more managed hosts in an environment.
[0640] Applications that potentially use certificates
may be discovered using an agent program to commu-
nicate with a managed host (4301). Advantageously, one
or more applications that may potentially use certificates
are identified on a managed host. Operation using an
agent is further illustrated in, e.g., Figs. 3, 4, and 5.
[0641] Discovery of certificates using an agent (4302)
may be implemented using a certificate discoverer com-
municating with an agent program on the managed host.
[0642] Communication with a managed host can ad-
vantageously be performed without an agent software
installed on the managed host. Agentless discovery pro-
vides advantages in many environments. It is often diffi-
cult to get permissions to install agent software on com-
puters, particularly if the agent program needs to run us-
ing "root" or local/domain administrator privileges.
[0643] Advantageously, applications are first discov-
ered without using an agent (4303) (e.g., connecting to
a host using the SSH protocol, authenticating using sup-
plied user account and credentials, and then sending
commands to the host using the SSH protocol and pars-
ing responses). Agentless operation is illustrated in, e.g.,
Figs. 3, 4, and 6.
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[0644] Advantageously, certificate discovery is imple-
mented using a certificate discoverer that operates with-
out using an agent (4304). The certificate discoverer
sends commands to the host using the SSH protocol and
parses any responses.
[0645] Certificate discovery can also be performed
without first discovering applications, as illustrated in the
exemplary embodiments of a certificate discoverer. Cer-
tificate discovery is also illustrated in Fig. 25 and its de-
scription.
[0646] Advantageously, information about certificates
(advantageously including the certificates themselves,
applications they are associated with, and file
names/paths where they are stored) is sent to the man-
agement system by the agent, and upon reception by the
management system (e.g., by a back-end), stored in the
management system’s database.
[0647] Advantageously, a non-privileged account is
used for the management connection both in the agent-
based and in the agentless cases for discovery and cer-
tificate management, and a privilege escalator and/or
privilege transformer is used for performing commands
using the privileges of a different account from the ac-
count used for the connection.
[0648] At (4305), it is determined that a certificate
needs to be renewed. Such determination may be made
by a periodically running process that checks the expi-
ration dates of certificates against current time, and de-
termines that renewal is needed if the expiration is less
than a configured amount of time (e.g., 90 days) in the
future. It may also determine that a renewal is needed if,
e.g., a certificate revocation list exists for the certificate,
or if one of its CA certificates has been revoked or re-
newed.
[0649] Determining whether a certificate needs to be
renewed is an ongoing process that is performed repeat-
edly (the loop is not shown in the figure for simplicity).
The determination generally triggers actions for renewing
the certificate and/or generating a new private key and/or
generating a certificate request.
[0650] A new certificate is normally issued by a certif-
icate authority (several certificate authorities may be
used in a managed environment and the authority to use
may be selected, e.g., based on an issuer name field in
a certificate, configured policy rules for selecting a cer-
tificate, or manual selection using a user interface, pos-
sibly based on a default certificate authority selection).
[0651] Generating a new private key may be performed
by, e.g., a managed host (possibly using a TPM or HSM),
the management system (e.g., a back-end), a registration
authority, or a certificate authority. A registration authority
can act as a proxy for certificate requests.
[0652] At (4306), the old private key is reused, and a
new certificate is requested for the same key.
[0653] At (4307), a managed host generates a new
private key. The new private key is used for requesting
a new certificate.
[0654] At (4308), a management system generates a

new private key. It may be generated, e.g., by a back-
end or a registration authority. Generally, the new private
key would need to be communicated to the managed
host on which it will be used, or a means will need to be
provided for the host to use the key (e.g., by forwarding
requests to use the private key to another host using a
suitable protocol, such as the protocol used by the "ssh-
agent" program).
[0655] At (4309), a TPM or an HSM generates a new
private key for a managed host. Advantageously, the pri-
vate key never leaves the hardware module (and cannot
be extracted from the module, ensuring it cannot be cop-
ied). The TPM or HSM may be connected to the managed
host or may be at another host (in which case a means
will need to be provided for the host to use the private
key) .
[0656] At (4310), a certificate request is generated and
sent to a configured certificate authority or registration
authority, possibly through a management system or oth-
er intermediate system(s) .
[0657] A certificate request may be generated for ob-
taining a new certificate. A certificate request may be
generated, e.g., by a managed host, a management sys-
tem (e.g., a back-end), a registration authority, or inter-
nally by a certificate authority. A certificate request may
be formatted, e.g., as specified in RFC2511, Internet
X.509 Certificate Request Message Format, Internet En-
gineering Task Force, March 1999, as an HTML form
submitted to a certificate authority or registration author-
ity, or in some other applicable format.
[0658] A certificate request is generally sent to a cer-
tificate authority or a registration authority (which would
typically pass it on to a certificate authority, possibly after
modifications, including possibly selecting the certificate
authority to use). It may be sent by, e.g., a managed host
or a management system (e.g., a back-end).
[0659] At (4311), a certificate is received by a managed
host from a certificate authority (possibly through a man-
agement system, registration authority, and/or one or
more other intermediaries), and the certificate is installed.
[0660] A new certificate may be installed so that it re-
places the old certificate. The corresponding private key
may be replaced at the same time. Alternatively, the new
key and certificate may be installed using new file names
and one or more configuration files may be modified to
cause an application to use the key and certificate from
the new files.
[0661] Installation may also involve, e.g., storing the
certificate in a Windows registry, modifying a configura-
tion file to edit a certificate or private key object in the file,
using a command-line operation to cause an application
to start using the new certificate or private key, or, e.g.,
running a graphical application on the managed host and
controlling the application by sending suitable events
and/or messages to it to cause it to start using the new
certificate and/or private key (a new private key and cer-
tificate request may also be generated similarly in some
cases).
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[0662] One or more application programs may also be
restarted or caused to reload their configurations (includ-
ing certificates) so that new keys and/or certificates are
taken into use. For example, in the case of an Apache
web server, the command "/etc/init.d/apache2 restart"
might be used (the exact commands or operations are
application-specific and may be configured in, e.g., a con-
figuration file or using a script).
[0663] Figure 44 illustrates managing Kerberos cre-
dentials and/or principals in an embodiment. The creden-
tials may belong to any kind of principals, including but
not limited to host principals, user principals, and appli-
cation principals. Active Directory uses the Kerberos pro-
tocol for various operations, and what is described as
managing Kerberos principals and/or credentials also
applies to managing Active Directory principals and/or
credentials.
[0664] Credentials may be, e.g., passwords, private
keys (for the PKINIT method), or cached tickets.
[0665] Management of Kerberos principals may be
performed at one or more managed hosts that are in a
Kerberos realm (or Active Directory domain) or may be
performed by a management system (particularly if it is
a member of the realm (or domain) and has been con-
figured with a principal and credentials with sufficient
rights to manage credentials for other principals. In an
embodiment such a principal name is of the format "user-
name/admin@realm".
[0666] In an embodiment, one or more credentials
used for authenticating one or more principals into a Ker-
beros KDC or Active Directory is rotated. In an embodi-
ment, such rotation comprises:

- discovering configurations and an authentication
credential for a first Kerberos principal (4401);

- determining that the autentication credential needs
to be rotated (4402);

- generating a new authentication credential (4403);
- arranging to try both the old and new credential if the

managed host is rebooted; this may, e.g., install a
script to be run at boot (by putting it in, e.g., /etc/rc3.d
on Linux) that tries both credentials and leaves the
one that works (though in some embodiments the
credential may just be installed in the hope that no
errors occur) (4403);

- using an existing authentication credential for the
first Kerberos principal to configure the new authen-
tication credential as an authorized credential for the
first Kerberos principal (alternatively, an authentica-
tion credential for a second Kerberos principal au-
thorized to configure authorization credentials for the
first Kerberos principal may be used) (4405); and

- causing the first Kerberos principal to use the new
authentication credential for authentication (e.g., re-
placing the original credential and removing the men-
tioned script) (4406).

[0667] Advantageously, configuring the credential

comprises communicating with a Key Distribution Center
(KDC) (which may be an Active Directory Server). The
communication with the KDC may take place from the
host having the principal or from a host that is part of the
management system. The new credential may be gen-
erated, e.g., on the management host or on a host where
the first Kerberos principal can be used.
[0668] If an authentication credential for a Kerberos
principal is stored in multiple locations (such as multiple
copies of the user’s home directory), the new authenti-
cation credential is advantageously caused to be used
in each such case (e.g., by copying the new authentica-
tion credential to each such location and, if necessary,
updating Kerberos configuration files to cause the new
credential to be used).
[0669] Advantageously, the method further comprises
discovering the of the first Kerberos principal and deter-
mining that it does not represent an actual person. Dis-
covering the first Kerberos principal can advantageously
be performed in conjunction with discovering SSH keys,
or generally using similar mechanisms for communicat-
ing with a managed host or executing scripts, tools or an
agent program on a managed host.
[0670] The discovery of principals comprises in an em-
bodiment:

- determining whether Kerberos used on a host, and
in response to determining that it is used:

- discovering Kerberos principals and their cre-
dentials for the host;

- for one or more user accounts on the host:

- discovering Kerberos principals and their
credentials for the user account.

[0671] Kerberos principals and credentials may be dis-
covered, e.g., by reading a Kerberos "keytab" file. Host
principals typically have names of the format "host/host-
name@realm", as is known in the art.
[0672] The /etc/krb5.conf file is advantageously read
from a host during discovery of principals from the host.
[0673] The discovery may assume a principal for each
user account on a host.
[0674] The discovery may also discover principals and
credentials used by "ksu", which often have names like
"username/root@realm" and may have separate creden-
tials (password) from a normal user account.
[0675] The discovery may also discover principals and
credentials granting access to the "kadmin" command or
equivalent. Such principals often have the format "user-
name/admin@realm", or "*/admin@realm".
[0676] The location of "keytab" files for Kerberos may
vary between organizations. The tool may provide a
means (such as a user interface, configuration file, or
editable portion of a script) for configuring from which
locations to look for keytab files. It may also scan all
scripts found on a host for calls to the "kinit" program to
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locate keytab files. One approach is also to replace the
"kinit" program by one that records the locations of all
keytabs used (such as a simple shell script wrapper that
logs the information in system log), or perform such re-
cording by a shell (command interpreter).
[0677] The discovery may also comprise discovering
Kerberos principals and credentials for at least one ap-
plication installed on the host or accessed from the host.
[0678] Discovering credentials for a principal may
mean just discovering the location of the principals, and
may be delayed until the time the credentials actually
need to be changed (and sometimes it is not necessary
to discover even the actual location of the old credentials
at all).
[0679] Configuring a new authorization credential to
be used for a principal can be performed, e.g., by the
"kpasswd" command or the "kadmin" command. Typical-
ly one would first authenticate to the KDC using the old
authentication credentials (or other credentials used for
the configuring), and then invoking the command (or per-
forming comparable library calls or sending suitable pro-
tocol packets) to change the credential.
[0680] Inter-realm keys for cross-realm authentication
may also be discovered and automatically rotated.
[0681] On Windows, service principal names are ad-
vantageously also discovered and automatically rotated.
Service principal names are often of the format "Service-
Class/Host:Port" (port is optional). On Windows, long-
term keys (authentication credentials) are stored in the
credential store on a domain controller and in the cre-
dential cache in the LSA (Local Security Authority). The
LSA API can be used to perform operations on the cre-
dentials, as known in the art and described in Microsoft
Developer Network documentation and other Microsoft
documentation. On Windows, several kinds of authenti-
cation credentials are used: user keys, service keys, sys-
tem keys (host keys), and inter-realm keys.
[0682] In an embodiment, the management system
manages certificates and private keys used for obtaining
initial Kerberos tickets for a system account using the
PKINIT method in Kerberos (see RFC 4556, Public Key
Cryptography for Initial Authentication in Kerberos (PKI-
NIT), Internet Engineering Task Force, June 2006) or
some other initial authentication method for Kerberos.
Such certificates and/or private keys may be stored on
a smartcard or other secure device.
[0683] In an embodiment, the management system
manages Kerberos certificates both on the end host, on
which the certificate is used, as well as on the Kerberos
Key Distribution Center (KDC) or Active Directory server
to keep them synchronized. In an embodiment, the man-
agement system manages other kinds of credentials
used for initial authentication in Kerberos, such as pass-
words or shared secrets, by causing the password or
shared secret to be changed in KDC (e.g., by logging
into the account normally using the password, issuing
the kpasswd command to change the password, and en-
tering old and new passwords), and changing the locally

configured password or shared secret used for authen-
tication. In an embodiment, the management system
manages contents of cached Kerberos tickets. In one
embodiment, the Kerberos credentials (of any type) are
managed for functional accounts that are not normally
used by people. In one embodiment, the management
system creates and/or configures the initial Kerberos cre-
dentials for a functional account.
[0684] Figure 45 illustrates managing keys (symmetric
keys and/or other kinds of keys used for applications such
as storage encryption, backup encryption, file encryption,
and e-mail encryption) in an embodiment. Asymmetric
keys and shared secrets (e.g., for VPN authentication,
using IPSec/IKE preshared secret authentication) can al-
so be managed. The actual keys may be symmetric en-
cryption keys or asymmetric keys (e.g., private keys for
public key cryptography). The KMIP protocol is frequently
used for communicating with hosts for management of
symmetric keys and other mentioned keys.
[0685] A symmetric key means an encryption key used
with an encryption algorithm that uses the same key for
encryption and decryption. An asymmetric key means an
encryption key or signing key for an encryption or signing
algorithm that uses a different key for encryption and de-
cryption, or for signing and verification. Public key cryp-
tosystems use asymmetric keys, usually called a private
key and a public key.
[0686] At (4501), a key is received from an entity (such
as a storage subsystem, backup software, or e-mail serv-
er) using, e.g., the KMIP protocol.
[0687] At (4502), the key is saved in a management
system’s database.
[0688] At (4503), a key is sent to an entity in response
to a request for the key supported by proper authentica-
tion that shows the end entity is authorized to access the
key.
[0689] At (4504), an entity is caused to change a key
it uses. This can be used for key rotation.
[0690] At (4505), a new key is saved in the manage-
ment system’s database. This can be used for key rota-
tion.
[0691] Figure 46 illustrates determining who can ac-
cess what (hosts, user accounts, data, networks, or other
resources) in an embodiment.
[0692] At (4601), SSH host user keys are discovered
using a discovery tool, e.g., an authorized key discoverer
and/or identity key discoverer.
[0693] At (4602), other kinds of trust relationships are
discovered using a discovery tool, e.g., a non-key trust
relationship discoverer.
[0694] At (4603), generic Kerberos access and
hosts.equiv or shosts.equiv based access is discovered.
Generic Kerberos access here means that an account
on a source host can automatically log into the same
account on a destination host if they belong to the same
realm. This is in practice a very common configuration
when using Kerberos with OpenSSH. Host equivalence
based access works in a similar way.
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[0695] In both cases, a trust relationship is implied from
every user account on every host in a realm to every
other host in the same realm having the same account
(having the same account name on the source and des-
tination realms). For host equivalence, a trust relationship
is implied between hosts configured as equivalent. (Host
equivalence specifications sometimes use NIS net-
groups to specify a large number of hosts.) Generally,
these trust relationships have the same user account
name at both the source host and the destination host,
but it is also possible in some cases to have a different
mapping to a user name (or user id) configured on dif-
ferent hosts, in which case the account names at the
source and destination ends may be different as long as
they refer to the same account (or identity) in the direc-
tory. The accounts may be interactive user accounts or
functional accounts.
[0696] The number of trust relationships detected in
this manner may become very large, and the set may be
dynamic (e.g., changes whenever new user accounts are
added), and thus it may be advantageous to add such
trust relations dynamically whenever a report or display
is generated, or transitive closure computed, rather than
storing them in explicitly in a database (though that is
also a possibility).
[0697] At (4604), it is discovered which user accounts
can escalate privileges using, e.g., "sudo" or PowerBro-
ker (see the description of a privilege escalator and a
privilege transformer). If a user account can escalate priv-
ileges to those of another user account, the user may be
able to use identity keys of that other user account (and
authorized keys of that user provide access to that other
account, at least if no further authentication is needed
for the privilege escalation).
[0698] In an embodiment, new trust relationships may
be dynamically generated or stored in the management
system’s database based on such privilege escalation
possibilities. If privileges of a first account can be esca-
lated or transformed to those of a second account, for
any trust relationship where the first account is the des-
tination account another trust relationship is added where
the second account is the destination account. Also, for
any trust relationship where the second account is the
source account, another trust relationship is added where
the first account is the source account.
[0699] If the second account further provides privilege
escalation or transformation to a third account, the third
account needs to be handled similarly (possibly recur-
sively to any depth - which implies that a known infinite
recursion prevention technique may need to be used).
[0700] Alternatively, new trust relationships may be
created for each privilege escalation or transformation
possibility, and access using trust relationships can be
handled when considering transitive reachability.
[0701] At (4607), transitive reachability using trust re-
lationships is computed (advantageously, using all kinds
of discovered trust relationships, including those gener-
ated dynamically or based on privilege escalation). In an

embodiment, the trust relationships are enumerated, and
then a transitive closure computation algorithm is used
to determine the transitive reachability, using the trust
relationships as links and user account-host combina-
tions as nodes.
[0702] The transitive reachability graph may be stored
in the management system’s database.
[0703] At (4608), one or more reports are generated
based on the computed transitive reachability informa-
tion. One possible report may display which accounts
and/or hosts can be reached from each account and/or
host. Another report may show who can access what
accounts/hosts. A third report may show who can access
root accounts or privileged accounts. Such reports may
be generated by performing SQL queries to the manage-
ment system’s database and formatting the results.
[0704] At (4609), an alert is generated in response to
a trust relationship (or transitive chain of trust relation-
ships) crossing a configured boundary that trust relation-
ships should not cross, unless the trust relationship has
been approved or accepted as crossing the boundary.
Reports could also be generated of such trust relation-
ships. Such alerts and reports can be used for, e.g., en-
forcing security boundaries and "chinese walls" in banks.
[0705] At (4610), configured security policy is en-
forced. A security policy may, e.g., restrict permitted al-
gorithms and key sizes or trust relationship configuration
methods. It may also, e.g., state that trust relationships
between functional accounts and normal user accounts
are not permitted, or that access from development to
production systems is not permitted unless a trust rela-
tionship has been duely approved or accepted. Reports
and alerts may also be generated about or in response
to violations.
[0706] Figure 47 illustrates continuous monitoring
(4700) in an embodiment. Continuous monitoring is an
ongoing process, involving performing certain operations
on a regular basis (e.g., once per hour or once per day).
Monitoring operations may also be triggered by, e.g., an
agent detecting that some monitored object on a man-
aged host has changed.
[0707] At (4701), trust relationships are discovered (or
re-discovered). This is advantageously done using a dis-
covery tool (possibly modified to perform one or more of
the other operations indicated here during discovery as
new, removed or changed keys, trust relationships, cer-
tificates, credentials, configurations, or other managed
objects are detected).
[0708] At (4702), newly discovered keys, trust relation-
ships, certificates, credentials, configurations, or other
managed objects are compared against previously dis-
covered ones. Changes that are due to approved re-
quests are filtered out (the database contents could also
be changed to match the new state when such requests
are processed, in which case they need not be filtered
out here).
[0709] At (4703), it is determined if any new policy vi-
olations have been detected with respect to a configured
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policy. This may also, e.g., detect certificates that are too
close to expiration or already past expiration.
[0710] At (4704), it is determined whether new trust
relationships crossing configured boundaries have been
detected.
[0711] At (4705), it is determined whether any keys,
trust relationships, certificates, credentials, or other ob-
jects have not been used for an amount of time, such as
90 days. Access times may be used for detecting use for
objects whose use cannot be determined based on log
data. A key use monitor may be used for this.
[0712] At (4706), it is determined whether one or more
managed hosts have been decommissioned. A decom-
missioning analyzer can be used for this.
[0713] At (4707), it is determined whether any applica-
tions have been decommissioned. One way to detect a
decommissioned application is to detect that the appli-
cation is no longer installed on a host.
[0714] At (4708), one or more reports are generated.
Any of the aspects detected above may be included in a
report. For example, a daily abnormality report might be
generated that includes detected issues.
[0715] At (4709), one or more alerts are generated.
Any of the aspects detected above may be configured to
generate an alert.
[0716] In an embodiment, a management system gen-
erates alerts or notifications about unauthorized changes
to public keys or private keys on managed hosts (an un-
authorized change is basically a change made outside
the management system and detected when key discov-
ery is performed the next time, e.g., once per day). Once
a host is in a state where it is managed by the manage-
ment system, when a new authorized public key is de-
tected on the host, or a new identity private key appears,
or an authorized key or identity key changes, or con-
straints associated with an authorized key are detected
to have been changed, a notification or alert is generated.
[0717] Alerts may also be generated when an SSH
configuration file changes (either a global client or server
configuration file, or a per-user configuration file). An alert
may be, e.g., a message logged to syslog, an e-mail sent
to a configured address, an SNMP trap that is sent to a
monitoring system, or a command (program) that is run.
[0718] In an embodiment, the management system
continuously monitors the environment, e.g., by repeat-
edly determining what authorized keys, identity keys,
and/or other trust relationships exist in the environment,
and reporting or generating alerts from any trust relation-
ships that have not been expressly approved (e.g, by an
approved request in a ticketing system, or by separate
approval of legacy trust relationship that existed before
a formal approval system was taken into use or before
such continuous monitoring was started).
[0719] Advantageously, the management system
records information about approved trust relationships in
a database, and uses the database for determining
whether a discovered trust relationship has been ap-
proved.

[0720] Advantageously, a ticketing API query is used
to query a ticketing or approval system whether a dis-
covered trust relationship has been approved (the trust
relationship possibly represented by a key used for im-
plementing it, possibly in combination with the user ac-
count and host identities associated with it).
[0721] Figure 48 illustrates converting trust relation-
ships (4800) from one kind to another in an embodiment.
[0722] At (4801), existing trust relationships are dis-
covered.
[0723] At (4802), a new kind of trust relationship is se-
lected for one or more of the trust relationships.
[0724] At (4803), a trust relationship is converted to a
trust relationship using host-based authentication.
[0725] At (4804), a trust relationship is converted to a
trust relationship using public key authentication.
[0726] At (4805), a trust relationship is converted to a
trust relationship based on using an intermediary.
[0727] At (4806), a trust relationship is converted to
use Kerberos or Active Directory.
[0728] In an embodiment, a trust relationship is con-
verted by removing the old trust relationship (of the old
kind) and setting up a new trust relationship (of the new
kind but otherwise same source, destination, and pref-
erably restrictions).
[0729] In an embodiment, trust relationships based on
public key authentication (and/or other authentication
mechanisms) are disovered and and converted them to
trust relationships configured in a different way, such as
using a centralized server. This may be used, e.g., for
converting public key authentication based trust relation-
ships to Kerberos or Active Directory based trust rela-
tionships (possibly using a centralized server or directory
to store the permission rules specifying authorized trust
relationships or allowed passwordless logins between
accounts).
[0730] Converting trust relationships may comprise,
e.g.:

- discovering trust relationships;
- selecting which trust relationships are to be convert-

ed;
- converting trust relationships to host-based authen-

tication (.shosts);
- converting trust relationships to public key authenti-

cation; and
- converting trust relationships to trusted intermediary

based authentication.

[0731] Discovering trust relationships was already de-
scribed in detail above for various kinds of trust relation-
ships (including trust relationships based on public key
authentication). Basically this step is discovery of trust
relationship. Organizing and/or converting trust relation-
ships or keys to managed state may also be needed as
a preparatory step.
[0732] Selecting which trust relationships are to be
converted would advantageously be done through the
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management system user interface or API. In an embod-
iment, an administrator selects a host group (or otherwise
uses, e.g., filters to select one or more hosts). Alterna-
tively, trust relationships could be selected. The admin-
istrator then requests (e.g., by selecting a menu item or
clicking a button) that the selected trust relationships are
to be converted to a different kind of trust relationship.
The desired kind of trust relationship may also be select-
ed. The selection may also utilize application identifiers
associated with host, user accounts, trust relationships,
or keys.
[0733] The management system may then perform the
conversion immediately or as a background job (which
advantageously honors maintenance windows to make
the changes, as this would typically be a fairly invasive
change.
[0734] To perform the conversion, the management
system creates permission rules authorizing the selected
trust relationships using the desired authentication meth-
od. Often there would be a one-to-one mapping between
key-based trust relationships and the generated new
trust relationships. Configuration changes are made in
SSH servers and/or clients (or possibly new SSH servers
and/or clients are installed that support the new kind of
trust relationships - this may also be done before the
other steps). Some testing (possibly automated) may be
performed to test the new trust relationships. Finally, the
old trust relationships are removed (public key trust re-
lationships are removed as described earlier in this
specification; .shosts and similar trust relationships by
removing relevant lines from those configuration files;
and centralized server based trust relationships by up-
dating configuration on such servers - if the centralized
server is part of the management system, then this may
mean just updating the management system’s data-
base).
[0735] Creating permission rules may mean establish-
ing new trust relationships using the new authentication
method. The new trust relationships may utilize host
groups or user groups (generally if the original ones were
using host groups or user groups and both mechanisms
support the same groups). Groups may also be expand-
ed to the individual hosts or users if the target authenti-
cation method does not support the same groups.
[0736] Figure 49 illustrates a system and method for
discovering existing keys and trust relationships, auto-
mating creation of new trust relationships, and rotating
existing keys in an embodiment.
[0737] The computer (4900) illustrates a management
system (in this case on a single computer). One or more
processors (4901) execute an operating system (not
shown) and one or more programs (4902) that implement
a management system.
[0738] The management system discovers keys and
trust relationships on one or more managed hosts (4903),
automates creation and removal of keys and trust rela-
tionships (4904), and rotates authorized keys and identity
keys (4905).

[0739] A working memory (4906) is used for holding
the program and its main memory data during execution.
A storage system (4907) is a non-volatile memory (com-
puter readable medium), and may comprise the manage-
ment system’s database as well as comprise the pro-
gram. A communication system (4908) is used for com-
municating with managed hosts.
[0740] The managment system addresses issues with
existing large complex legacy corporate networks: lega-
cy keys; heterogeneous environments with multiple op-
erating systems, multiple vendors for SSH servers, di-
verse configurations, multiple key formats, and varying
key locations; diverse user information sources, such as
AD, LDAP, NIS, RACF, and local accounts; internal com-
partmentalization of networks; maintenance zones; re-
strictions on critical systems; and public key trust rela-
tionships with external service providers and contractors.
[0741] Many organizations have problems in SSH user
key management, such as:

- some large organizations have over 100 000 user
key pairs (or trust relationships) in their systems

- many organizations don’t know what each key is
used for or what might break if a key is removed, and
thus cannot remove or rotate keys

- there is no visibility to who can really access what
- with no key rotation, administrators may have stolen

copies of private keys, which remain valid and usable
- thousands of new trust relationships are set up every

year, sometimes costing millions per year in labor
- for some large IT environments, unmanaged user

keys have become a major security problem, a sub-
stantial cost, and a key audit finding.

[0742] Many organizations urgently need solutions for
discovering and monitoring existing SSH user keys, au-
tomating setups, and rotating keys.
[0743] In an embodiment, the management system:

- discovers existing legacy keys and trust relation-
ships in the environment and starts monitoring
changes;

- automates creation and removal of keys and trust
relationships (integrated to exsting change con-
trol/approval systems); and

- automatically rotates (renews) keys every X months
(includes discovery of external connections, i.e.,
trust relationships leading out from the environment,
as they may need manual configuration).

[0744] In an embodiment, discovering keys and trust
relationships:

- may be done using agent or agentless
- discovers users and SSH user keys configured for

each user (also non-key-based trust relationships if
configured, e.g., host-based)
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- may need to recognize Active Directory, Kerberos,
LDAP, NIS, RACF, local users

- may need to understand installed SSH server and
client versions and how they configure/store keys

- computes trust relationships from the keys
- provides visibility to who can access what, once leg-

acy keys have been extracted
- monitors the environment, detects any changes to

underlying keys and trust relationships, and can gen-
erate notifications; and

- solves a basic audit requirement: visibility.

[0745] In an embodiment, automating creating and re-
moval of keys and trust relationships:

- brings changes under control by having trust rela-
tionship setups approved in existing corporate
change tracking system

- may be automatically triggered by approved re-
quests from a change tracking system

- may perform actual key setups fully automatically,
reducing manual work and human errors

- may be especially beneficial for setups involving
many hosts or multiple SSH implementations or
black-box devices, or involving key format conver-
sions

- may detect unauthorized user key setups by local
administrators and creates notifications or alerts

- may transition gradually from monitored legacy trust
relationships to fully managed trust relationships

- may organize legacy keys into trust relationship rules
and briging legacy keys under management

- may use various tools (e.g., analyzing syslog) for
determining which keys are still used

- may use front-end scripts or changes to SSH client
to determine which script is using which key - may
provide substantial operational cost savings (mil-
lions per year in some organizations), may reduce
outages, and may solve important compliance re-
quirements.

[0746] In an embodiment, SSH user keys may enable
passwordless authentication to a functional account or
to a root account.
[0747] Security standards may require SSH user keys
to be changed every X months (prudent security stand-
ards generally require passwords and encryption keys
to be changed every X months). Some security standards
may also require rotating keys. Old keys may involve real
security issues.
[0748] In an embodiment, automatically rotating keys:

- includes creating a new private key, copying public
keys to right places, removing old public and private
keys (and must take into account maintenance win-
dows, Christmas lock-downs, external trust relation-
ships, etc)

- identifies keys involved in external trust relationships

with hosts outside a managed environment before
key rotation

- may discover external connections from syslog data
for may SSH versions

- may rotate external keys semi-manually or with sys-
tem-to-system integration

- may bring important security benefits and solve an
audit requirement

[0749] In an embodiment, a management system:

- may provide visibility to SSH user keys
- may automate setup of SSH user keys, possibly sav-

ing millions annually in largest organizations
- may automate key rotation, as manual solutions may

not be practical due to number of keys
- can solve audit requirements relating to who can ac-

cess what (using SSH keys), getting visibility to un-
authorized trust relationship creation, and forcing ro-
tation of SSH user keys.

[0750] In an embodiment, bringing a large SSH envi-
ronment under management comprises the phases of
deploying the management agent (or deploying author-
ization credentials for agentless management) on a plu-
rality of hosts that then become managed hosts, discov-
ering existing SSH identity keys and authorized keys for
users on a plurality of the managed hosts, analyzing the
identity keys and authorized keys to detect authorized
connections between user accounts on the managed
hosts, and then managing the connections automatically
using the management system. Some of the managed
hosts may be fully managed, meaning the management
system may deploy new trust relationships on them (and
perform other key management operations that modify
their state), whereas some others may only have discov-
ery (and perhaps continuous monitoring) performed on
them. Furthermore, in some environments, only a subset
of the hosts that are fully managed may be enabled for
key rotation.
[0751] In an embodiment, a management system
scans a network (e.g., IP address range or subnet) for
hosts that run SSH at given TCP/IP port(s) (normally port
22). The management system may also scan for other
ports, particularly those normally used for running serv-
ices that use certificates, such as HTTP/S (default TCP
port 443), IMAP over SSL (default TCP port 993), or
SMTP over SSL (default TCP port 465, or 25 if using the
STARTTLS method in SMTP). The management system
stores information about scanned hosts in its database,
indicating whether the host responded to a "ping" or
TCP/IP connection request, which ports were running
protocols that use certificates or cryptographic keys,
cryptographic key parameters, certificate parameters
(e.g., expiration), and which protocol was encountered
in each case, SSH version number, which hosts run an
SSH server, etc. The management can be configured to
repeat the scan regularly (e.g., once per week) to dis-
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cover new hosts. The scan can be configured to skip
hosts that are already under management.
[0752] HTTP/S (HTTP Over SSL or TLS) is described
in RFC 2818, HTTP Over TLS, Internet Engineering Task
Force, May 2000.
[0753] IMAP (Internet Message Access Protocol) and
the STARTTLS method are described in RFC 3501, In-
ternet Message Access Protocol, Internet Engineering
Task Force, March 2003. Its use over SSL or TLS is de-
scribed in RFC 2595, Using TLS with IMAP, POP3 and
ACAP, Internet Engineering Task Force, June 1999.
[0754] The STARTTLS method for SMTP is described
in RFC 3207, SMTP Service Extension for Secure SMTP
over Transport Layer Security, Internet Engineering Task
Force, February 2002.
[0755] In an embodiment, the management system
makes hosts that were discovered by scanning visible in
its user interface (e.g., web interface). It may implement
automatically deploying management on them (whether
using agent or otherwise) by allowing entry of username
and password (and possibly another password for "sudo"
or a privilege escalation system such as PowerBroker).
It can also use an existing key-based trust relationship
(preconfigured authorized key) or other trust relationship
to make the initial connection to the management system.
These can be used by the management system to log
into the host to be managed and obtain sufficient access
for deploying management on the host.
[0756] The management system can also provide for
downloading a public key that can be manually added as
an authorized key for root on hosts to be taken under
management (or an automated installation system can
be used to install the public key as an authorized key on
a group of hosts). The management system may also
install an agent program on the hosts being taken under
management.
[0757] The management system may also be de-
ployed on a host using a mechanism for centrally exe-
cuting a script on the host (e.g., PowerBroker). The mech-
anism may configure the host for agentless management
(e.g., creating non-privileged user account, updating "su-
do" or PowerBroker configuration to permit privilege es-
calation for certain commands needed by the manage-
ment system, and configuring the account for manage-
ment, e.g., by installing a suitable authorized key for initial
deployment; it may also install a management agent to-
gether with a suitable initial configuration data that per-
mits the managed host to make an initial connection to
the management system to bring the host under man-
agement).
[0758] When the managent system is deployed on a
host, advantageously an internal identifier for the host is
stored in a file in the host’s file system (e.g., in
/etc/ssh/sshmanager_id). Additionally, credentials per-
mitting the management system to connect to the host
and/or the host to connect to the management system
are installed on the host. In an embodiment, installing
the credentials comprises installing a public key as an

authorized key for the "root" or "Administrator" user on
the host, so that the management system can use the
SSH protocol and public key authentication to log into
the managed host. Advantageously the host’s public host
key would be copied to the management system so that
the management system can reliably identify the host
using the host key (the StrictHostKeyChecking option
can be enabled if an SSH implementation is used for
connecting).
[0759] During deployment or soon thereafter, the man-
agement system obtains information about the managed
host using the management agent or agentless manage-
ment connection, such as the agent’s operating system,
SSH versions, configurations, etc.
[0760] In an embodiment, the management system
manages a host that requires a special interface not di-
rectly supported by management agents and agentless
management. For example, Cisco routers are often man-
aged over SSH, and their public host keys should be
made available to other hosts and if public key authenti-
cation is used for login, the management system should
advantageously be able to configure public key authen-
tications on such systems. The management system
supports connectors, small programs that implement
management of such hosts. In an embodiment, connec-
tors are programs written in, e.g., Python that are upload-
ed into the management system and convert an API im-
plemented by the management system to a protocol im-
plemented by the managed device (e.g., using command
line over SSH to configure the device). In another em-
bodiment, the management system opens a connection
to a helper host on which a connector is run, logging into
the helper host using SSH, and runs a connector program
on that host, giving instructions to the connector program
by, e.g., talking a suitable protocol (e.g., the same pro-
tocol that is used with management agents) with the con-
nector, or by supplying command line arguments to the
connector program to specify what it is to do.
[0761] In an embodiment, a management system is
configured with a set of certificate authorities (e.g., CA
certificates) that are accepted for authentication through-
out the environment or on a group of hosts. The man-
agement system adds an OpenSSH "cert-authority=" op-
tion (or its equivalent for other implementations) in one
or more authorized keys files, and adds one or more prin-
cipal names from the user’s certificate in an OpenSSH
"principals=" option (or equivalent) to list users that are
permitted to authenticate using a certificate issued by
that certificate authority to the given target account. Such
a management system could be used for managing con-
nections in environments where certificates instead of
public keys are used for authenticating connections that
do not require a password. Managing connections may
include, e.g., creating new passwordless login connec-
tions (and installing related identity keys and authorized
keys as needed), removing existing passwordless login
connections (and removing related authorized keys and
identity keys as needed), and renewing existing identity
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keys and corresponding public keys used as authorized
keys.
[0762] In an embodiment, host-based authentication
(preferably with public key based host authentication) ac-
cording to the SSH protocol is used for authenticating
passwordless logins. A management system modifies a
$HOME/.ssh/.shosts file to permit or deny passwordless
logins from other accounts. The management system al-
so ensures that the SSH server has access to the current
host keys for clients that connect to accounts on that host
using host-based authentication.
[0763] In an embodiment, a management system re-
duces operational costs in an enterprise by automating
the set-up of passwordless logins (using, e.g., public key
authentication for such logins). The management system
receives a request to set up public key authentication
from a workflow, change control, or other system, creates
(or causes creation of) private keys as needed, config-
ures the key as an identity key, copies the appropriate
public key to one or more servers and configures it as an
authorized key for one or more user accounts to which
login using it should be permitted according to the re-
quest, and when done, notifies the requesting system
that the operation is complete.
[0764] The management system optionally also reduc-
es operational costs due to removing passwordless login
connections (e.g., public key authenticated connections).
The management system receives a request to remove
public key authentication from a workflow, change con-
trol, or other system, determines from which hosts and
users the authorized public key used for the connection
should be removed (it can be conservative in this deter-
mination, trying to remove it from more hosts than nec-
essary), and causes the key to be removed from the de-
termined users on the determined hosts.
[0765] In an embodiment, a user account has more
than one private key that is used for public key authen-
tication, such as a separate key for every authorized
passwordless login connection that the user is authorized
to make.
[0766] In another embodiment, at least one private key
(identity key) is used for more than one authorized pass-
wordless login connection. The authorized public keys
on servers may result from more than one requested con-
nection or policy rule that establishes connections. An
unexpected benefit of this approach is that it works reli-
ably with OpenSSH servers, as OpenSSH servers count
queries about whether a certain private key is authorized
to login as login attempts, therefore working unreliably if
a user has several private keys as identity keys.
[0767] A potential problem with this approach, howev-
er, is that when removing an authorized connection (or
trust relationship), one cannot always remove all author-
ized public keys corresponding to the private key used
for the connection, because the key might also be used
for another connection (trust relationship). Therefore, the
management system determines on which user accounts
on which hosts the public key was configured as an au-

thorized key based on the trust relationship being re-
moved using information in its database, and only re-
moves the key from those user accounts on those hosts
that were (exactly) determined. Furthermore, it is possi-
ble that more than one rule, or more than one prior con-
nection authorization request, causes a public key to be
authorized for logging into an account on a host. The
management system determines whether any other rule
or prior request is authorizing the public key before re-
moving it from an authorized keys file.
[0768] In an embodiment, an SSH client connects to
an SSH server on a managed host. The SSH client de-
termines that the server is managed by a management
server that is authorized to manage also the client, and
requests client configuration information from the SSH
server (without necessarily having a direct connection to
the management system, or even being able to directly
connect the management system as the client may be,
e.g., outside the enterprise firewall). The authorization to
manage the client may be determined by having a man-
agement system public key (or certificate) stored in the
client, and having information indicating that the SSH
server is managed by the server be digitally signed by
that public key (or a public key in the certificate). The
client then receives configuration information from the
management system indirectly through the SSH server.
The configuration information exchange may take place,
e.g., already before the client has authenticated itself to
the SSH server (the configuration information might be
obtained, e.g., by requesting a special "service" (accord-
ing to the SSH Transport Layer Protocol) instead of the
normal user authentication service. After receiving the
configuration information, including the server’s proper
host key (digitally signed by the management system),
the client can validate the server’s host key even if it did
not previously know the server’s key. This permits even
the first connection from an SSH client to an SSH server
to properly authenticate the server and prevent unwanted
man-in-the-middle attacks.
[0769] In an embodiment, an SSH client receives a
host key that it does not recognize (or associate with the
server host) from an SSH server. The client connects to
a management system (directly or through the SSH serv-
er) and requests the management system to confirm that
the host key is a valid host key for the host. If the man-
agement system confirms that it is a valid host key for
the contacted host, the client accepts the server as valid
and continues establishing the SSH protocol session (or
saves the key as a valid host key for the server host and
restarts the connection). The host key is optionally saved
in the client’s records (either permanently or cached for
a time) as a valid host key for the requested host.
[0770] In an embodiment, one or more private keys are
associated with one or more application descriptors. An
application here refers to a business application that is
managed as a separate application by an enterprise (typ-
ically the enterprise would have a team of engineers re-
sponsible for the application), or an identifier identifying
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such application. An application could comprise several
programs and could run on many, even hundreds of serv-
ers, possibly in many countries, and possibly as a cloud
service (the number of hosts running or implementing
the application could change dynamically and automat-
ically based on load). Often, the organization using the
key manager would like to associate each private key
and trust relationship with a particular application, and
the organization may deploy the key manager an appli-
cation at a time. Knowing what application each key be-
longs to may be useful, e.g., for auditing purposes. It may
also be beneficial to generate reports about trust rela-
tionships from one application to another.
[0771] Generally, keys on disk are not associated with
any particular application. Thus, it is somewhat problem-
atic to associate them with an application.
[0772] In an embodiment, each application uses sep-
arate user accounts or separate servers, and the keys
(public or private keys) may be identified by the account
or host on which they reside or for which they are con-
figured. One or more applications may be configured into
the management system, and at least some hosts or host
groups may be associated with an application. Alterna-
tively, a set of user account names or user groups may
be configured into the management system, and at least
some of the user accounts may be associated with ap-
plications.
[0773] In an embodiment, a management system is
configured to access an inventory database maintained
by the organization that associates at least one computer
and/or user account with an application identifier. In an-
other embodiment, the management system reads infor-
mation about at least one user or computer from Active
Directory or LDAP or other suitable directory, the infor-
mation specifying the associated application for the user
or computer.
[0774] In an embodiment, the application is stored sep-
arately with at least one public or private key. In an em-
bodiment, the (initial) application is specified when de-
ploying the management system on a host (and applies
to the initial discovery for that host), and the application
identifier is set based on the identifier that was configured
for the deployment during which the key was found.
[0775] The management system advantageously pro-
vides for reporting keys by application, or keys crossing
applications (e.g., transferring data from one application
to another). It may also provide a visual connectivity
graph viewer, where each application (regardless of the
number of hosts or programs related to it) is shown as a
single entity, with trust relationships connecting applica-
tions shown as links. Ideally, such a visual connection
viewer would be capable of displaying condensed views
and then drilling into nodes and links of the condensed
view to expand them into individual hosts, accounts, ap-
plications, and/or trust relationships, possibly at multiple
levels of expansion.
[0776] In an embodiment, an administrative user ac-
count is defined in Active Directory (or other user infor-

mation directory), and a list of group memberships is de-
termined for the administrator (the group membership
determination may involve processing group inclusions
and other known Active Directory constructions to deter-
mine the actual groups the user is a member of). These
group memberships may have been associated with
management system actions, and optionally, certain
hosts or host groups. The action and host group may
also be configured in the group name, e.g., "sshmgr-ac-
tionname-groupname". In an embodiment, the allowed
action(s) and host group(s) are defined in Active Direc-
tory, in the group definition (possibly with extensions to
the Schema used). A field in the group object may indi-
cate one or more actions to be performed, and another
field may define one or more host groups. Alternatively,
a field may indicate action-host group pair(s). Also, in-
stead of determining the list of groups, it may be advan-
tageous in some embodiments to just determine whether
the administrator is a member of a particular group (with-
out ever listing all groups), particularly if a readily usable
function call or tool is provided by the operating environ-
ment for this purpose.
[0777] In an embodiment, the management system
reads the user’s groups from active directory when the
user logs in, and caches the user’s access rights for the
duration of the session (or part thereof).
[0778] In an embodiment, the management system
caches permissions for a user across sessions for a pre-
defined length of time (e.g., five minutes). This can sig-
nificantly improve performance when using an API pro-
vided by the management system, as many calls might
be performed using such API in quick succession to per-
form various small operations.
[0779] In an embodiment, when a new private key
needs to be created for a managed host (e.g., for a new
host key or a new identity key), the private key may be
generated on the managed host itself, in a management
system (e.g., by a back-end), or the management system
or the managed host may cause a third party to create
the private key. Generally regardless of who generates
the private key for a managed host, the private key will
need to be made available to the managed host (either
by copying the private key to the managed host if not
already there, or by providing a method for the managed
host to perform private key operations such as signing
using the private key). In most cases, the public key cor-
responding to the private key (or at least information iden-
tifying it, such as a key fingerprint) must be made avail-
able to the management system, for example, by copying
the public key to the management system (if it was not
created by the management system). The "ssh-keygen"
program that is available in most Unix/Linux SSH imple-
mentations (such as OpenSSH, Tectia SSH, and Attach-
mate SSH) may be used for deriving a fingerprint from a
key.
[0780] In an embodiment, the management system re-
ceives a public key from a managed host and generates
from the public key a key fingerprint in at least two differ-
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ent formats (e.g., the format used by OpenSSH and the
format used by Tectia SSH) and stores the generated
fingerprints in a database. A particular benefit of this ar-
rangement is that the log data generated by various SSH
implementations refers to public keys using key finger-
prints, and in an environment containing multiple SSH
implementations the different implementations may use
different fingerprint formats for identifying keys. Storing
the fingerprint in the management system in each sup-
ported format permits the corresponding public key to be
quickly looked up using the fingerprint. Without having
the fingerprint in the proper format in the management
system it might be necessary to iterate over many public
keys in the management system computing fingerprints
for them in the proper format, until a matching fingerprint
is found (or all keys have been tried). (It is not possible
to derive a key from its fingerprint.) Equivalently, unique
values derived from the fingerprints can be used (e.g.,
cryptographic hashes of fingerprints).
[0781] In an embodiment, a management system or
other component (e.g., management agent) generates a
fingerprint for a public key in more than one format and
sends the generated fingerprints to the management sys-
tem. For example, it may generate the fingerprint in both
OpenSSH and Tectia formats. When fingerprints are
used in log records generated by different SSH imple-
mentations, it is then possible to find the related private
key regardless of which SSH implementation runs on the
server to which it was used to log in (each SSH imple-
mentation generally logs the used key fingerprint in its
own format).
[0782] In an embodiment, a management system
maintains a cache of fingerprints in more than one format
in main memory. The management system (or part there-
of, such as a back-end) initializes the cache by reading
public keys from its database, computing a fingerprint (or
other suitable unique value) from each key in each de-
sired format, and stores the value in the cache. (The in-
itialization may also be delayed, e.g., adding fingerprints
for each different format only when an SSH implemen-
tation for that format is first encountered.) Found new
keys are added to the cache by deriving their fingerprints
in all desired formats and adding the key to the cache in
all formats. The cache itself is a mapping from a finger-
print (possibly combined with a format identifier or a sep-
arate cache for each format) to a public key or something
identifying a public key (e.g., a record identifier into a
public key table).
[0783] In an embodiment, an SSH host key of the target
is checked by an initiator when the initiator connects to
the target using SSH. The initiator is the side initiating
the connection and the target is the side that the connec-
tion is to. Each side may be either a managed host or a
management system (or a part of it, such as a back-end).
[0784] In an embodiment, the expected host key is
changed in the initiator’s database of known hosts file in
response to rotating the host key for a target. When ro-
tating the host key, the management system generates

(or causes the target to generate) a new private host key,
copies the corresponding new public key to the initiator,
optionally distributes it to other hosts, installs the new
(private) key as a host key for the target, removes the
old (private) host key for the target, and removes the old
(public) host key from other managed hosts. Additionally,
the management system records the new (public) host
key in its database as a host key for the target and re-
moves the old (public) host key from being used as a
host key for the target or marks it inactive.
[0785] Certificates may also be used for authenticating
the managed host (in agentless management) and the
management system (for agent-based management).
Certificates may be used instead of host keys and/or in-
stead of public keys for user authentication when estab-
lishing the management connection.
[0786] In an embodiment, a management connection
may be secured using SSL or TLS (RFC 5246, The
Transport Layer Security (TLS) Protocol Version 1.2, In-
ternet Engineering Task Force, August 2008). SSL/TLS
client certificates may also be used for authenticating the
connecting party to the other party.
[0787] When certificates are used for authenticating
the management connection (the server and/or the client
side of the management connection), the certificates are
advantageously regularly renewed (rotated) by the man-
agement system, using the same management connec-
tion. The certificate management mechanisms described
elsewhere herein may be used.
[0788] In an embodiment, host keys and/or certificates
as well as the authentication credentials used for a man-
agement connection are synchronized to two or more
back-ends. New credentials may be created whenever
a new host is deployed, and that host initially typically
communicates with just one back-end, and the new cre-
dentials must often be propagated to one or more other
back-ends, as the managed host may later connect to or
be contacted by another management back-end (partic-
ularly when they are used in load-balancing or fault tol-
erant configuration, e.g., when using back-end groups).
[0789] In an embodiment, the credentials for authenti-
cating with managed hosts are stored in a database
which is accessible to all back-ends in a management
system.
[0790] Before contacting a managed host, a back-end
reads the current credentials for the managed host from
its database, and uses the read credentials for the con-
nection. This may, e.g., mean saving the SSH host key
of the managed host in a known hosts file and saving an
identity key or password used for authenticating to the
managed host in a local file on the back-end, and calling
an external SSH client such that it uses these credentials
(e.g., giving it the "-oGlobalKnownHostsFile" and "-i" op-
tions if the OpenSSH client is used).
[0791] For incoming connections, the management
system can use a security protocol implementation (e.g.,
SSH, SSL, or TLS) that fetches the current host key/cer-
tificate from the database and validates any received cre-
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dentials against information in the database). Alterna-
tively, each back-end may periodically, e.g., once per
minute, read updated credentials from the management
system’s database and update them in local storage on
the back-end.
[0792] In an embodiment, a management system en-
crypts sensitive information in its database using a key
that is not stored in the database. In an embodiment, the
sensitive information comprises any private keys or other
authentication credentials for managed hosts.
[0793] In an embodiment, an encryption key is gener-
ated during management system installation and stored
on each back-end and front-end but not in the manage-
ment system’s database. The encryption key may be
generated from a passphrase provided by an adminis-
trator installing the management system (advantageous-
ly the same passphrase provided when installing each
back-end). Alternatively, the encryption key may be gen-
erated automatically when installing the first back-end
(possibly using some random seed information obtained
from an administrator).
[0794] In either case, one option is to provide a means
for extracting the key (and possibly other configuration
information, such as how to connect to the central data-
base, which might mean database host name, user
name, password, and database name) from an existing
back-end or front-end in a suitable format, and upload
that information to a new back-end or front-end when
installing it.
[0795] In an embodiment, a management system ap-
pliance may be installed as 1) initial installation, in which
case it prompts for database connection information and
initializes the database and configures itself as a front-
end, and 2) back-end installation, in which case it expects
the administrator to upload a configuration blob (advan-
tageously comprising a secret encryption key for sensi-
tive information in the management system’s database
and information how to connect to the database).
[0796] In an embodiment, a method, apparatus (pos-
sibly for downloading a computer program), and/or com-
puter program product for bringing unmanaged trust re-
lationships under management, performs one or more of
the following steps (or means or components for imple-
menting them):
[0797] Discovering existing trust-relationships (who
can access what). This requires discovering of user keys
that are authorized for login ("authorized keys") and pri-
vate keys ("identity keys"). This is preferably done for all
users on all servers (and preferably also desktops), and
involves several special issues.
[0798] Monitoring the environment in order to deter-
mine which keys are actually used and where the keys
are used from (one or multiple sources) and removing
those keys that are no longer in use. In one embodiment,
this is implemented by performing discovery, saving dis-
covered information in a database, re-performing discov-
ery at a later time, computing a difference of the previ-
ously found set of users and their corresponding keys

and the newly found set of users and their corresponding
keys, eliminating those differences that were caused by
key addition, key removal, or key rotation requests since
the previous set was discovered, and reporting remaining
key removals and additions as unauthorized or unexpect-
ed. Alternatively to the elimination step above, the con-
tents of the database may be modified when requests to
add, remove, or rotate keys are processed, and the dif-
ference computation may be performed incrementally,
and the discovery process may be optimized to only de-
tect addition of unexpected keys.
[0799] Enforcing proper processes for all or most key
setups and other key operations by relocating authorized
keys to a root-owned location and changing SSH config-
uration accordingly, so that only the key manager (or root)
can remove or install new authorized keys, and detecting
unauthorized key operations occurring outside the key
manager (e.g., keys set up by a root user) and generating
alerts about such key activities.
[0800] Automating key setups and key removals, elim-
inating manual work and human errors, and reducing the
number of administrators who need to have sufficient
privileges to do key setups (though root can do it, but
such setups are detected, and the few administrators with
high-level access to a key manager can also cause it to
create new keys).
[0801] Rotating authorized keys and identity keys reg-
ularly, so that any compromised (copied) keys cease to
work and proper termination of access can be ensured.
[0802] Controlling where each key can be used from
and what commands can be executed using the key. This
would typically be done using a "from" and/or
"forced_command" option in an SSH authorized keys file.
A key manager or SSH server or a wrapper script used
as replacing a user’s login shell may analyze which com-
mands are run using each login and the login may be
associated with a key, which can be automatically used
for determining which commands are normally executed
by each key.
[0803] A further risk mitigation technique is to define
certain internal boundaries within the organization, and
strictly control what key-based trust relationships can
cross which boundaries and in which direction, and en-
force strict IP address restrictions and "forced command"
restrictions at least for authorized keys involving trust re-
lationships crossing such boundaries.
[0804] In an embodiment, an agentless discovery sys-
tem uses the SSH protocol to communicate with hosts,
optionally determining which version of SSH server
and/or client is used on a host, determining which user
accounts on the host may contain authorized keys and/or
identity keys, obtaining information about authorized
keys and/or identity keys associated with the determined
user accounts, optionally using "su" or similar tool to ac-
cess NFS home directories or other locations that cannot
be accessed as root (or using "ssh-keycat" or other sim-
ilar application to access keys for a user), and sending
the information (in original or processed form) from the
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host to the management system.
[0805] Advantageously, the system uses a non-root
account on the host for login and uses "sudo" or other
privilege escalation mechanism for performing key oper-
ations on the managed host that need higher privileges.
[0806] Advantageously, the system parses at least one
SSH configuration file based on the determined version
of the SSH server and/or client on the host.
[0807] Advantageously, the system reads a public key
file associated with a private key file (e.g., having .pub
appended to the private key file name) to determine the
public key corresponding to an identity key.
[0808] In an embodiment, an agentless discovery sys-
tem uses PowerBroker to execute a script on a plurality
of hosts, the script collecting information about user ac-
counts, authorized keys, and identity keys on each host
and conveying at least part of the collected information
(in original or processed form) to an analysis system that
determines which user accounts can be accessed from
which user accounts and/or hosts.
[0809] In an embodiment, a management system
causes a host to perform the operations described herein
as performed on a host or by a host, or causes a host to
send information described as obtained from a host.
[0810] A management system may be an apparatus,
a set of apparatuses, or a computer program product. A
management system may comprise components imple-
menting or causing a computer to perform various meth-
ods, processes, or steps described herein in addition to
components expressly described as components of a
management system.
[0811] In an embodiment, IP addresses from which
one or more existing authorized keys can be used are
restricted, advantageously by a tool or management sys-
tem, by performing:

- determining from what IP addresses logins to a user
account on a host occur using an authorized key
occur during a period of time; and

- modifying an authorized keys file used for that user
on that host to contain a "from=" restriction for that
authorized key.

[0812] In an embodiment, a private key for an identity
key, an SSH host key, or an authentication credential for
a Kerberos principal is stored in a TPM (Trusted Platform
Module). The Trusted Platform Module is described in
ISO/IEC 11889-1:2009 (Information technology-Trusted
Platform Module-Part 1: Overview), ISO/IEC
11889-2:2009 (Information technology-Trusted Platform
Module-Part 2: Design principles), ISO/IEC
11889-3:2009 (Information technology-Trusted Platform
Module-Part 3: Structures), and ISO/IEC 11889-4:2009
(Information technology-Trusted Platform Module-Part
4: Commands).
[0813] The generation of a private key means either
causing the TPM to generate the private key, and storing
an identifier for the private key in a private key file or other

storage where identity keys (or authentication credentials
for Kerberos principals) are stored, or generating a pri-
vate key on a computer, causing the private key to be
stored in the TPM, and causing other copies of the private
keys than the one in the TPM to be destroyed (in an
embodiment, an escrow or backup copy may be kept
outside the TPM with suitable protections).
[0814] The identity of the private key is then used for
performing cryptographic operations using the private
key on the TPM. In an embodiment, an "ssh-agent" ap-
plication forwards identity key operations to a TPM. In
another embodiment, an SSH server or SSH client calls
a library for interfacing with a TPM module to perform
such operations.
[0815] In an embodiment, a tool restricts unauthorized
backdoor access to a host by:

- restricting where keys can be used from by adding
IP address restrictions to authorized keys (limiting
damage from copied keys);

- restricting commands that can be executed using
keys (preventing unexpected ways of using keys and
making using them for virus spread much harder);
and

- preventing addition of new keys by non-root users
by moving authorized keys to protected locations (so
that users and administrators cannot add new keys
that would allow them to access an account after
their normal permission to access it has ended).

[0816] Advantageously, the tool also comprises de-
tecting whether additional processes have been left be-
hind by a user, and if so, checking whether the processes
are allowable, and if their allowability cannot be con-
firmed, requesting another person to verify their allowa-
bility. The allowability of a process may be automatically
confirmed, e.g., by checking whether the binary being
executed by the process is a binary that has previously
been verified as allowable, and optionally that its com-
mand line matches a permitted command line pattern for
that binary. When a person confirms the allowability of a
started process, the binary and command line of the proc-
ess may be recorded for future use as automatically al-
lowable (the user making the approval may be provided
with the option of allowing the process for all future in-
stances or for just the one instance).
[0817] In an embodiment, access to a first user account
on a host is controlled based on whether a user trying to
access the account has a change control ticket or support
case pending and assigned to the user that identifies the
host or the first user account as an affected host or ac-
count (possibly indirectly by identifying an application or
other entity that indirectly identifies one or more hosts or
accounts, advantageously using a configuration data-
base). Advantageously, an API or connector is used for
integrating with a change control, approval, and/or tick-
eting system.
[0818] In an embodiment, an SSH server determines
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whether access should be permitted in part based on
such considerations (possibly delegating the determina-
tion to a management system or policy server). In an
embodiment, a front-end for an RDP server makes the
determination. In an embodiment, a bastion host or gate-
way in a privileged access management system makes
the determination.
[0819] In an embodiment, configured public key based
trust relations are discovered by a management system
without using an agent.
[0820] In an embodiment, a management system in-
stalls a new trust relationship using an identity key and
an authorized key corresponding to the identity key by
causing a first host to install the identity key on a first
account on the first host and causing a second host to
install the authorized key for a second account on the
second host, the first and second hosts not being part of
the management system.
[0821] In an embodiment, a management system in-
stalls a trust relationship from a source account on a
source host to a destination account on a destination host
in response to receiving information about a ticket au-
thorizing the installation of the trust relationship having
been approved in a ticketing system.
[0822] In an embodiment, a management system re-
moves a trust relationship from a source account on a
source host to a destination account on a destination host
in response to receiving a request to remove the trust
relationship.
[0823] In an embodiment, a management system ro-
tates an identity key and an authorized key used for con-
figuring a trust relationship.
[0824] In an embodiment, a computer obtains, for each
of a plurality of user accounts on a host, a set of author-
ized keys configured as permitting access to the account
on the host using the Secure Shell (SSH) protocol, with-
out using agent software running on the host, where the
agent software means software installed on the host for
obtaining authorized keys and sending them to another
computer and wherein the set is non-empty for at least
one account.
[0825] In an embodiment, a computer reads a config-
uration file comprising at least one authorized key for a
user account on a host, wherein the configuration file is
selected based on the version of the SSH server software
installed on the host and the contents of a configuration
file used by the SSH server software, wherein an author-
ized key means a public key corresponding to a private
key whose possession grants access to the user account
on the host.
[0826] In an embodiment, a computer:

- causes each of a plurality of hosts to convey infor-
mation about authorized keys configured for user ac-
counts on the host to a management system where
records derived from the information are
stored in a database, the records comprising:

- a public key for each authorized key, together
with identification of a host and user account for
which the public key identifies an
authorized key; and

- a command configured to be executed when the
key is used for authentication, if any;

wherein an authorized key means a public key cor-
responding to a private key whose possession grants
access to a user account on a host using the SSH
protocol.

[0827] In an embodiment, a data structure stored on a
non-volatile computer-readable medium for causing a
computer to install an authorized key on a host, compris-
es:

- identification of a host on which the authorized key
should be installed;

- identification of a user account on which the author-
ized key should be installed;

- identification of a key to be installed as an authorized
key;

- identification of a command to be executed when the
key is used to log into the user account on the host,
if any.

[0828] In an embodiment, the data structure further
comprises:

- identification of how to signal completion of installing
the authorized key on the host.

[0829] In an embodiment, a management system com-
prises:

- a means for discovering identity keys for at least one
user account on at least one host having an SSH
client installed;

- a means for discovering authorized keys for at least
one user account on at least one host having an SSH
server installed; and

- a means for analyzing discovered identity keys and
authorized keys to determine authorized password-
less login connections.

[0830] In an embodiment, a management system com-
prises:

- a means for discovering identity keys and authorized
keys for a plurality of users on a plurality of hosts;

- a means for analyzing discovered identity keys and
authorized keys to determine authorized password-
less login connections; and

- a means for managing passwordless login connec-
tions on the plurality of hosts.

[0831] In an embodiment, a computer implements a
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method comprising:

- receiving a request to remove a key used for public
key authentication in SSH;

- determining one or more hosts and user accounts
on those hosts that the key should be removed from;

- causing a key removal request to be sent to each of
the determined hosts.

[0832] In an embodiment, a computer processes a re-
quest to perform an operation on a host during the host’s
maintenance window, the processing comprising:

- inserting a request in a database with information
identifying its maintenance window;

- finding, from the database for the host, pending re-
quests whose maintenance window is open;

- sending the request to the host;
- receiving a response from the host; and
- updating database to indicate the request has been

processed.

[0833] In an embodiment, a computer implements a
method of processing a request to authorize a password-
less login connection from a first user account on a first
host to a second user account on a second host, com-
prising:

- causing creating a private key and adding it as an
identity key for the first user account if the user ac-
count does not already have an identity key;

- causing installing the public key corresponding to an
identity key of the first user account as an authorized
key for the second user account.

[0834] In an embodiment, a computer is used for im-
plementing a method comprising: in response to receiv-
ing a request to de-authorize a previously authorized
public key login from a first account on a first host to a
second account on a second host, causing the public key
corresponding to the identity key used by the first account
for the login to be removed from the authorized keys on
the second account.
[0835] In an embodiment, a computer:

- receives information about a user changing to a dif-
ferent role in an organization;

- causes those passwordless logins that were author-
ized for the user’s previous role but not for the user’s
new role to be de-authorized; and

- causes those passwordless logins that were not au-
thorized for the user’s previous role but are author-
ized for the user’s new role to be authorized.

[0836] In an embodiment, one or more computers ex-
ecute instructions from a computer-executable medium
causing the one or more computers to:

- detect changes to user information in a
directory service;

- determine which new passwordless logins should be
authorized as a result of a change in the user infor-
mation, and cause such logins to be authorized; and

- determine which previously authorized password-
less logins should no longer be authorized as a result
of a change in the user information, and cause such
logins to no longer be authorized.

[0837] In an embodiment, a management system:

- collects SSH host keys from a plurality of hosts;
- forms equivalence groups from hosts having the

same SSH host key; and
- distributes a private key to at least two hosts in one

of the formed equivalence groups, the private key
being the same key for each host in the group.

[0838] In an embodiment, a newly provisioned virtual
machine:

- connects to a management system according to in-
formation configured before the virtual machine was
booted; and

- receives management system credentials for the vir-
tual machine.

[0839] In an embodiment, a management system:

- causes parsing an SSH client configuration file, us-
ing information about the installed SSH client ver-
sion;

- causes enumerating identity keys configured in the
client configuration file;

- causes obtaining a public key corresponding to a
private key that is one of the identity keys; and

- causes the public key to be stored in the manage-
ment system without storing the private key in the
management system.

[0840] In an embodiment, a management system
causes:

- creating a new private key and configuring it as an
identity key in addition to a second private key al-
ready being used as an identity key for the SSH pro-
tocol by a user;

- copying the public key corresponding to the new pri-
vate key to those user accounts on those hosts
where the public key corresponding to the second
private key is an authorized key, and making the cop-
ied public key an authorized key for those accounts
on those hosts;

- removing the second private key from being an iden-
tity key and removing the corresponding public keys
from being authorized keys.
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[0841] In an embodiment, a computer program product
for installing a trust relationship is operable to:

- cause having an identity key installed for a source
account on a source host of the trust relationship; and

- cause having an authorized key corresponding to
the identity key installed for a destination account on
a destination host of the trust relationship.

[0842] In an embodiment, the computer program prod-
uct causes these steps when executed on a third host
that is not the source host or the destination host.
[0843] In an embodiment, a computer provides the
computer program product for downloading.
[0844] In an embodiment, a computer downloads the
computer program product.
[0845] In an embodiment, a management system
causes public key authentication according to the SSH
protocol to be authorized from a first account on a first
host to a second account on a second host, wherein the
first host and the second host are not part of the man-
agement system.
[0846] In an embodiment, the management system
further causes:

- creating a first cryptographic key pair comprising a
public key and a private key;

- configuring the private key as an identity key for at
least one SSH client on a first account on the first
host; and

- configuring the public key as an authorized key for
at least one SSH server on a second account on the
second host;

[0847] wherein an identity key is a private key that can
be used for public key authentication according to the
SSH protocol by an SSH client, and an authorized key
is a public key or key fingerprint identifying a key pair that
can be used to login to a user account on an SSH server.
[0848] In an embodiment, the causing of authorizing
is triggered automatically in response to a key setup re-
quest having been approved in a change management
system.
[0849] In an embodiment, a management system
causes a configured authorized key on a user account
on a host to be deconfigured and/or removed. In an em-
bodiment, the causing of a key to be deconfigured and/or
removed is triggered automatically in response to a key
removal request having been approved in a change man-
agement system.
[0850] In an embodiment, a management system
causes an authorized key to be rotated.
[0851] In an embodiment, a management system
causes an identity key to be rotated.
[0852] In an embodiment, a management system or a
component thereof causes:

- rotating a first key pair used for public key authenti-

cation according to the SSH protocol to be, the first
key pair comprising a first public key and a first pri-
vate key, the rotation comprising:

- causing generating a second key pair compris-
ing a second public key and a second private
key;

- causing the second private key to be configured
as an identity key for at least one SSH client on
at least one account on at least one host that
was previously configured to use the first private
key as an identity key;

- causing the second public key to be configured
as an authorized key for at least one SSH server
on at least one account on at least one host that
was previously configured to use the first public
key as an authorized key;

- causing the first private key to be deconfigured
as an identity key for at least one SSH client on
at least one account on at least one host that
was previously configured to use the first private
key as an identity key; and

- causing the first public key to be deconfigured
as an authorized key for at least one SSH server
on at least one account on at least one host that
was previously configured to use the first public
key as an authorized key;

wherein an identity key is a private key that can be
used for public key authentication according to the
SSH protocol by an SSH client, and an authorized
key is a public key or key fingerprint identifying a key
pair that can be used to login to a user account on
an SSH server.

[0853] In an embodiment, a computer determines
when an authorized key has last been used to login to a
user account on a host.
[0854] In an embodiment, a management system de-
termines when the private key belonging to a key pair
has last been used to login to any user account on any
host managed by the management system.
[0855] In an embodiment, a management system de-
termines which key pairs configured for public key au-
thentication according to the SSH protocol have not been
used for an amount of time, such key pairs hereinafter
called unused user keys.
[0856] In an embodiment, a management system re-
moves and/or deconfigures an authorized key in re-
sponse to the authorized key not being used for an
amount of time, wherein an authorized key is a public
key or key fingerprint identifying a key pair that can be
used to login to a user account on an SSH server.
[0857] In an embodiment, a management system
causes removing and/or deconfiguring at least one iden-
tity key corresponding to an unused user key, wherein
an identity key is a private key that can be used for public
key authentication according to the SSH protocol by an
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SSH client.
[0858] In an embodiment, a management system
causes reading of at least one user key configured for a
first user account on a first host, wherein the at least one
key is readable by the first user account on said host and
the management system only has access to a second
user account distinct from the first user account on the
first host, and a user key means a key used for user
authentication according to the SSH protocol.
[0859] In an embodiment, a management system
causes a managed host to escalate privileges to a root
account, and then to transform privileges to a non-root
user’s privileges, and read or write a file using the non-
root user’s privileges.
[0860] In an embodiment, a management system:

- causes a process executing using the privileges of
a first user account on a host to escalate privileges
such that it has the privilege to use the privileges of
a second user account;

- causes the process to transform its privileges to in-
clude the privileges of the second user account; and

- causes the process to read or write a file using the
privileges of the second user account.

[0861] In an embodiment, a management system
causes setting up a trust relationship enabling password-
less login from a first account on a first host to a second
account on a second host to be enabled, in response to
receiving a trust relation setup request from a user inter-
face or an application programming interface (API).
[0862] In an embodiment, a management system
causes removing a trust relationship enabling password-
less login from a first account on a first host to a second
account on a second host in response to a user interface
action, an application programming interface (API) ac-
tion, or a change in a host group or a user group.
[0863] In an embodiment, one or more management
system back-ends connected to a database with all es-
sential information stored in the database, wherein es-
sential information means information needed for recov-
ering from the failure of a back-end, cause setting up or
removing a trust relationship between a first account on
a first host and a second account on a second host.
[0864] In an embodiment, a management agent in-
stalled on a host connects to a management system
back-end using the SSH protocol and authenticates the
agent to the management system back-end using public
key authentication according to the SSH protocol.
[0865] In an embodiment, an agent program installed
on a host connects to a management system back-end
using the SSH protocol and verifies that the host key
provided by the management system back-end is a
known host key for the management system.
[0866] In an embodiment, a management system:

- connects to a host using the SSH protocol;
- authenticates as a first user on the host using public

key authentication according to the SSH protocol;
and

- performs at least one key management operation on
the host using the connection.

[0867] In an embodiment, the key management oper-
ation relates to managing SSH keys. In an embodiment,
the key management operation comprises installing an
identity key. In an embodiment, the key management op-
eration comprises installing an authorized key. In an em-
bodiment, the key management operation comprises
configuring a command restriction for an authorized key.
In an embodiment, the key management operation com-
prises configuring an IP address restriction for an author-
ized key. In an embodiment, the key management oper-
ation comprises installing a host key for the host. In an
embodiment, the key management operation comprises
removing a host key from the managed host. In an em-
bodiment, the key management operation comprises re-
moving an authorized key from the host. In an embodi-
ment, the key management operation comprises remov-
ing indentity key from the host. In an embodiment, the
key management operation comprises installing a Ker-
beros credential on the host. In an embodiment, the key
management operation comprises creating a key pair.
[0868] In an embodiment, the management system
further retrieves configured authorized keys for at least
one user on the host using the connection.
[0869] In an embodiment, the management system
further retrieves configured identity keys for at least one
user on the host using the connection.
[0870] In an embodiment, the mangement system fur-
ther retrieves a configuration file for at least one SSH
client using the connection.
[0871] In an embodiment, the management system
further modifies a configuration file for at least one SSH
server using the connection.
[0872] In an embodiment, the management system
further retrieves pluggable authentication modules
(PAM) configuration from the managed host using the
connection.
[0873] In an embodiment, the management system us-
es a privilege escalation command to perform at least
part of the at least one key management operation using
escalated privileges.
[0874] In an embodiment, a host:

- connects to a management system;
- receives instructions from the management system

using the connection to modify configured user keys
on the host; and

- modifies configured user keys on the host according
to the received instructions.

[0875] The instructions may be, e.g., in the form of a
request packet, a command-line command to execute,
a script, byte code, or directly executable processor in-
structions (e.g., a DLL).
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[0876] In an embodiment, the instructions cause the
host to generate a new user key pair. In an embodiment,
the instructions cause the host to install an authorized
key for a user on the managed host. In an embodiment,
the instructions cause the host to remove an authorized
key from a user on the host. In an embodiment, the in-
structions cause the host to remove an identity key from
a user on the host. In an embodiment, the instructions
cause the host to use a passphrase for at least one iden-
tity key on the host.
[0877] In an embodiment, the instructions cause the
host to modify a configuration file. In an embodiment, the
instructions cause the host to retrieve log data. In an em-
bodiment, the instructions cause the host to collect log
data comprising information about key usage. In an em-
bodiment, the instructions cause the host to collect log
data comprising information about IP addresses from
which a key is used. In an embodiment, the instructions
cause the host to collect information about access times
of identity key files. In an embodiment, the instructions
cause the host to collect information about user accounts
and user groups configured for the host. In an embodi-
ment, the instructions cause the host to collect informa-
tion about configured user information sources for the
host. In any of these embodiments, the collected infor-
mation or information derived from it may be sent to the
management system over the connection or using some
other suitable method to communicate it to the manage-
ment system.
[0878] In an embodiment, a job record is created and
stored in a database in a management system in re-
sponse to a user interface action, an API operation, or a
change in a host group or user group, the job record
configured to cause installation of an authorized key for
a user on a host. In an embodiment, the job record is
configured to take place during a maintenance window
for the host.
[0879] In an embodiment, a management system de-
termines, by consulting its database, which managed
hosts have a given public key configured as an authorized
key for public key authentication according to the SSH
protocol.
[0880] In an embodiment, a host sends, over a con-
nection with a management system, an acknowledge-
ment that a key management operation requested by the
management system to be performed on the managed
host has sucessfully completed. In an embodiment, the
key management operation comprises installing an au-
thorized key for a user on the host. In an embodiment,
the key management operation comprises generating a
new key pair for public key authentication according to
the SSH protocol. In an embodiment, the key manage-
ment operation comprises configuring a passphrase for
a private key.
[0881] In an embodiment, implementation of a re-
ceived request to remove an authorized key from a first
user account on a managed host is delayed until such
time that a maintenance window is open for the managed

host; and the request is implemented during the mainte-
nance window.
[0882] In an embodiment, a management system:

- attempts to perform a key management operation
on a host;

- in response to the attempt failing, retries the opera-
tion after a wait period; and

- in response to the operation having failed a config-
ured number of times, signals that the operation has
failed.

[0883] In an embodiment, a management system:

- creates a background job configured to perform a
key management operation on a managed host; and

- associates the key background job with a first back-
end group, the back-ends in the group being able to
establish a management connection with the man-
aged host.

[0884] In an embodiment, the management system at-
tempts to perform the job on a first back-end belonging
to the first back-end group, the attempt failing; and then
attempts to perform the job on a second back-end distinct
from the first back-end, the second back-end belonging
to the first back-end group.
[0885] In an embodiment, a management system:

- performs a first part of a first background job;
- creates one or more additional background jobs,

each configured to perform a part of the overall op-
erations to be performed by the first background job;

- suspends performing operations of the first back-
ground job until the one or more additional back-
ground jobs have completed; and

- in response to the one or more additional back-
ground jobs having completed, resumes performing
the first background job.

[0886] In an embodiment, a management system, in
response to detecting a change in a user group or in a
host group, causes adding or removing an authorized
key for at least one user on at least one managed host.
[0887] In an embodiment, in response to a first man-
aged host and a second managed host belonging to the
same host equivalence group, the same authorized keys
and identity keys for public key authentication according
to the SSH protocol are installed on the first managed
host and the second managed host.
[0888] In an embodiment, a management system de-
tects a host equivalence group comprising at least two
managed hosts.
[0889] In an embodiment, in response to provisioning
a new virtual machine, the virtual machine is enrolled in
a key management system; and at least one key for use
by an SSH server or SSH client on the virtual machine
is configured by the management system.
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[0890] In an embodiment, a discovery tool determines
where SSH user keys are stored on a host based on
information read from the host. In an embodiment, the
information comprises the version of an SSH server
and/or client installed on the host. In an embodiment, the
information comprises at least one configuration file for
an SSH server and/or client installed on the host.
[0891] In an embodiment, a management system pro-
vides a report indicating, for a first user account on a first
host, which user accounts on which hosts the first user
is able to access using passwordless login trust relation-
ships, taking into account at least one transitive trust re-
lationship going through an intermediate account on an
intermediate host.
[0892] In an embodiment, a management system pro-
vides a report indicating at least one passwordless login
trust relationship crossing a boundary between two
groups of hosts that trust relationships are not allowed
to cross without special approval.
[0893] In an embodiment, a management system
causes user information sources for at least one host to
be determined and reported to the management system
over a connection between the management system and
the host.
[0894] In an embodiment, a management system per-
forms a trust relationship management operation on a
managed host, the operation comprising managing prin-
cipal names in certificates that grant access to a first ac-
count on the managed host, principal names referring to
principal names in certificates that are authorized for pub-
lic key authentication using a certificate for a user account
on the managed host.
[0895] In an embodiment, the managing of principal
names comprises reading authorized principal names.
In an embodiment, the managing of principal names com-
prises configuring a principal name as authorized for log-
ging into a user account. In an embodiment, the manag-
ing of principal names comprises removing a principal
name from the principal names configured as authorized
for logging into a user account.
[0896] In an embodiment, a management system con-
figures, over a management connection between the
management system and a host, a certificate authority
(CA) certificate as a trusted CA certificate for public key
authentication according to the SSH protocol for at least
one user on the host.
[0897] In an embodiment, a management system
reads, over a management connection between the man-
agement system and a managed host, a list of user ac-
counts configured on the managed host, and for a user
account on the list, extracts at least one public key con-
figured as an authorized key for the user account for pub-
lic key authentication according to the SSH protocol.
[0898] In an embodiment, a processor determines, for
an SSH client program invocation on a first user account
on a first host, the SSH client program invocation using
passwordless authentication to log into a second user
account on a second computer, which script or program

invoked the SSH client program.
[0899] In an embodiment, the processor further com-
municates the information about which script or program
invoked the SSH client program, together with informa-
tion identifying the key used for the passwordless au-
thentication and/or the hosts and user accounts involved,
to a management system.
[0900] In an embodiment, a management system:

- receives a request to authorize passwordless login
trust relationship from a first user account on a first
host to a second user account on a second host;

- determines what approvals are required before the
request can be implemented; and

- in response to receiving the required approvals, im-
plements the request.

[0901] In an embodiment, the processor determines
whether the passwordless login trust relationship cross-
es a boundary requiring special approval as part of the
determining of what approvals are required.
[0902] In an embodiment, a management system de-
termines, for a first key configured as an authorized key
for a first user account on a first host, that the first key is
used for login from a host that is not managed by the
management system.
[0903] In an embodiment, the management system:

- causes reading a system log in which an SSH server
executing on the first host logs information and de-
termining from the log that the key was used from a
first IP address; and

- determines that the IP address does not belong to
any host managed by the management system.

[0904] In an embodiment, the management system
further marks the first key in the management system’s
database as having been used for an incoming connec-
tion from an external host.
[0905] In an embodiment, a management system:

- determines the key used for public key authentica-
tion according to the SSH protocol by an SSH client
invoked on a first user account on a first host, and
the IP address that the SSH client connects to; and

- determines that the IP address does not belong to
any host under management.

[0906] In an embodiment, the management system
further marks the key, in the management system’s da-
tabase, as being used for an outgoing connection to an
external host.
[0907] In an embodiment, a management system:

- receives a request to rotate a user key; and
- determines whether the user key is used for an in-

coming or outgoing connection with an external host,
and if so, prevents execution of the request.
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[0908] In an embodiment, the management system
further:

- presents a request to a human to manually perform
a part of a key rotation involving an external host; and

- in response to the human indicating that the part has
been performed, permits the rest of the request to
execute.

[0909] In an embodiment:

- a connection is established between a management
system and a host;

- an indicator file that determines whether the host is
already under management by a management sys-
tem is read; and

- if the host is not already under management by the
management system, the host is configured to be
under management by the management system and
an indicator file indicating that the host is already
under management by the management system is
created.

[0910] In an embodiment:

- a connection is established between a host and a
management system that manages SSH user keys
for the host;

- restrictions configured for an authorized key for a
user account on the host are managed using the
connection.

[0911] In an embodiment, the managing of the restric-
tions comprises reading what restrictions are configured
for the authorized key.
[0912] In an embodiment, the managing of the restric-
tions comprises adding a restriction on the IP address
from which the authorized key can be used.
[0913] In an embodiment, the managing of the restric-
tions comprises adding a restriction on the command that
can be executed when logging in using the authorized
key.
[0914] In an embodiment, the number of identity keys
configured for public key authentication according to the
SSH protocol for a user account on a host is limited to
be below a preconfigured maximum number of identity
keys. In an embodiment, further when configuring a new
trust relationship from the user account on the host to a
second user account on a second host, an existing iden-
tity key for the user account is reused if the user account
already has at least one identity key configured, and oth-
erwise a new identity key for the user account is created.
[0915] In an embodiment, an initial connection using
the SSH protocol from a management agent executing
on a host to a management system is secured by check-
ing the host key received from the management system
against a host key provided in an initial configuration
block file present on the host.

[0916] In an embodiment, a management system
causes a first identity key that is not protected by a pass-
phrase to be converted to an identity key protected by a
non-empty passphrase.
[0917] In an embodiment, a management system:

- causes reading of a private key file for a first identity
key on a first host; and

- causes writing of the private key file for the first iden-
tity key with the private key encoded using a pass-
phrase for encrypting it.

[0918] In an embodiment, the management system
further:

- causes executing a program on the first host to
change the passphrase of the private key file for the
first identity key.

[0919] In an embodiment, the management system
further:

- causes creating a second identity key for the user
on the first host, the second identity key having a
non-empty passphrase;

- causes a public key corresponding to the second
identity key to be configured as an authorized key
for all user accounts on any host that have a public
key corresponding to the first identity key configured
as an authorized key;

- causes removing the first identity key; and
- causes removing a public key corresponding to the

first identity key from being an authorized key for a
user account.

[0920] In an embodiment, the following steps are per-
formed:

- configuring a first program to be executed instead of
the default ssh-askpass program for a user account
on a host;

- determining, by the first program, whether it is being
invoked to request a passphrase for an identity key
and if so, trying to look up a passphrase for the iden-
tity key, and if such passphrase is obtained, printing
it to standard output.

[0921] In an embodiment, the looking up reads a file
that is not normally readable for the user, and extracts
the passphrase for the identity key from the file.
[0922] In an embodiment, the lookup connects to a
service that can provide the passphrase for an identity
key.
[0923] In an embodiment, a management system:

- connects to a host using the SSH protocol;
- determines what operating system is used on the

host, or in case it does not use a general purpose
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operating system, what kind of device it is;
- selects a connector module selected based on the

results of the determination; and
- uses the connector module to translate key manage-

ment operations, requests, and/or responses under-
stood by the management system to commands un-
derstood by the host and for interpreting responses
given by the host.

[0924] In an embodiment, the connector module can
translate at least one of the following operations:

- changing login credentials used by the management
system to authenticate to the host;

- obtaining the version numbers of SSH servers in-
stalled on the host;

- obtaining the version numbers of SSH clients in-
stalled on the host;

- listing user names on the host;
- reading configured authorized keys for one or more

users from the host;
- adding an identity key for a user on the host;
- removing an identity key for a user on the host;
- adding an authorized key for a user on the host; and
- removing an authorized key for a user on the host.

[0925] In an embodiment, a program code module
stored on non-transitory computer readable medium for
causing a computer to translate between key manage-
ment operations understood by a management system
and operations for implementing them on a managed
host comprises:

- computer readable program code means for receiv-
ing an SSH user key management operation from a
management system and sending one or more com-
mands for implementing it to a managed host;

- reading a response to at least one of the commands,
converting the response into a format understood by
the management system, and providing the convert-
ed response to the management system.

[0926] In an embodiment, the SSH user key manage-
ment operation is a request to add an authorized key for
public key authentication according to the SSH protocol
for a user.
[0927] In an embodiment, the SSH key management
operation is converted into commands understood by a
Cisco router.
[0928] In an embodiment, a management system
stores information about a trust relationship in its data-
base together with an identifier for a business application
that uses the trust relationship.
[0929] In an embodiment, a management system acts
as a "third party" that configures a trust relationship that
allows a source host to log into a user account at a des-
tination without an interactive user typing a password,
where neither the source host nor the destination host is

the management system or part thereof.
[0930] The invention is not limited to the described em-
bodiments. The scope of the invention is only limited by
the claims read in light of the specification. When "an
embodiment", "one embodiment", or "another embodi-
ment" is described, they refer to particular embodiments
or classes of embodiments (or variations of a broader
class of embodiments), not necessarily to the same em-
bodiment.
[0931] The aspects, embodiments, and elements de-
scribed herein may be used in any combination to form
a new aspect or embodiment of the invention, including
but not limited to method, apparatus, computer readable
medium, and data structure embodiments. For any com-
puter readable medium embodiment, there is also a cor-
reponding appliance embodiment comprising the com-
puter readable medium, as well as an appliance embod-
iment offering for downloading information sufficient for
essentially reconstructing the instructions on contained
on the computer readable medium.
[0932] The invention may also be claimed as a method
comprising providing downloadable software to a com-
puter system, which when executed by a computer sys-
tem causes the computer system to perform operations
comprising or performing the steps of any of the methods
that are aspects or embodiments of the invention.
[0933] Exemplary embodiments of the invention may
be embodied in many different ways as a software com-
ponent. For example, it may be a stand-alone software
package, or it may be a software package incorporated
as a "tool" in a larger software product. It may be down-
loadable from a network, e.g., from a website via the In-
ternet, as a stand-alone product or as an add-in package
for installation in an existing software application. It may
also be available as a client-server software application
or as a web-enabled software application.
[0934] Any aspect, embodiment, or element of the in-
vention may be claimed as a method, apparatus, com-
puter software product (or computer readable program
code on computer-readable medium), or as a data struc-
ture, containing the steps, components, or data items
implementing them, as applicable in each case. An ap-
paratus that is an aspect or embodiment of the invention
advantageously comprises a processor and a memory
connected to the processor, the memory comprising
computer readable program code configured to perform
various steps described herein or comprising other com-
ponents described herein or that would be understood
by one skilled in the art to be used for implementing the
methods, data structures, and operations described
herein.
[0935] When something is described as sending one
or more messages to another entity, it is understood that
there is another entity that receives the messages in the
corresponding order, and analogously if messages are
described as received, there must be another entity send-
ing the messages; sometimes only one side is expressly
described herein when the other side is implicitly under-
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stood. Such exchanges may be claimed as the whole
system involving multiple components, as any enty in-
volved in the exchange from the viewpoint of that entity
(e.g., a host, a management system, a back-end belong-
ing to the management system, a certificate authority or
registration authority, an SSH client software package,
or an SSH server software package), or as a method or
a computer program product from the viewpoint of the
whole system or one of the communicating entities.
[0936] Generally, any of the actions said herein to be
performed by the key manager (or management system)
or any other component described herein may be per-
formed directly by that component or the key manager
or the referred component may cause the action to be
performed (possibly on another computer, using a net-
work protocol to communicate with it, which would involve
sending and receiving, possibly in a complex interaction
with acknowledge, error handling, and retries).
[0937] In particular, when, e.g., it is said that the man-
agement system reads a file from a managed host, it can
mean that the management system causes the file to be
read on managed host and sent to the management sys-
tem. The actual reading and communication may be per-
formed using an agent program running on the managed
host or, e.g., agentless over SSH or .NET remote proce-
dure calls. The same applies for the management system
writing a file on a managed host (which may mean send-
ing it (or part of it, or differences) to the managed host,
and writing the file to persistent storage on the managed
host). Likewise, if the management system runs a com-
mand on a managed host, it is implied that the manage-
ment system causes the command to be run on the host
(and, in most cases, results or output of the command to
be returned to the management system, possibly after
further processing).
[0938] Where some information is said to be stored in
a file or database, it might actually be stored in a data-
base, file, Windows registry, flash memory, or some other
suitable storage mechanism (including network file sys-
tems) accessible to the host where it is said to be stored.
[0939] Selecting in this specification has its usual
meaning, with the extension that selecting from one pos-
sible value means taking that value, and selecting when
there are no possible values means selecting no value,
signaling a value, requesting a value from a user, or com-
puting a new value (depending on the embodiment). Se-
lecting may be performed by a computational process
(including random choice) or by user (e.g., by prompting
the user to select one of the values in a user interface).
[0940] An aspect of the invention is an apparatus, com-
prising: a manager configured to manage secure shell
protocol (SSH) related keys, said keys utilized between
a first managed host having an SSH client and a second
managed host having an SSH server; wherein said man-
ager is external to said first managed host and second
managed host.
[0941] Another aspect of the invention is an apparatus,
comprising: a managing means for managing secure

shell protocol (SSH) related keys, said keys utilized be-
tween a first managed host having an SSH client and a
second managed host having an SSH server; wherein
said manager is external to said first managed host and
second managed host.
[0942] Another aspect of the invention is a method,
comprising: managing secure shell protocol (SSH) relat-
ed keys, said keys utilized between a first managed host
having an SSH client and a second managed host having
an SSH server; wherein said managing is performed ex-
ternally to said first managed host and second managed
host.
[0943] The various steps in many of the flowcharts and
processes may be reordered or performed in parallel or
interleaved, even when illustrated in order (e.g., using
"then" or arrows between them), whenever this makes
technical sense and produces substantially the same end
result. Some of the steps in most of the flowcharts and
process descriptions could be omitted in an embodiment.
[0944] There is no intention in this specification to draw
restrictions into the claim from the specification. No ref-
erence to "this invention" or the use of "all" or similar in
the description of any particular embodiment, aspect or
drawing should be interpreted as limiting the overall in-
vention or particular aspects of it. The scope of the in-
vention is specified by the claims read in light of the spec-
ification (especially the particular embodiments that the
claims relate to).

Claims

1. An apparatus, comprising:

a manager (103, 3500) configured to manage
access to at least one server based on authen-
tication keys, said authentication keys being uti-
lized between a first managed host (110) having
a client and a second managed host (120) hav-
ing a server, and said authentication keys being
stored on said managed hosts (110, 120);
wherein said manager (103, 3500) is external to
said first managed host (110) and second man-
aged host (120),
the manager comprises a discoverer (3502,
3700) configured to collect information about the
authentication keys stored on said managed
hosts, and
the manager is further configured to automati-
cally manage said authentication keys stored on
said managed hosts based on the collected in-
formation, the manager comprising at least one
of:

a trust relationship installer (3508) config-
ured to install a trust relationship between
the managed hosts,
a trust relationship remover (3509) config-
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ured to remove a trust relationship from be-
tween the managed hosts,
a trust relationship converter (3514) config-
ured to convert an existing trust relationship
of a first type to a trust relationship of a sec-
ond type, and
a command restriction enforcer (3516) con-
figured to add a command restriction to an
existing trust relationship between the man-
aged hosts.

2. The apparatus according to claim 1, wherein the dis-
coverer (3502, 3700) is configured to collect infor-
mation about at least one of trust relationships, keys,
credentials, certificates, and configurations on at
least one of the managed hosts.

3. The apparatus according to claim 1 or 2, wherein the
manager (103, 3500) further comprises at least one
of:

a key installer (3506) configured to install an au-
thorized key on at least one of the managed
hosts,
a key remover (3507) configured to remove an
authorized key from at least one of the managed
hosts, and
a key rotator (3513) configured to rotate existing
key pairs.

4. The apparatus according to any preceding claim,
wherein the authentication keys comprise user au-
thentication keys according to secure shell protocol,
SSH, and the first managed host (110) comprises
an SSH client and the second managed host (120)
comprises an SSH server.

5. The apparatus according to claim 1, wherein the
manager comprises a security protocol manage-
ment host (100) comprising at least one processor
(101) and at least one memory (102) including com-
puter program code (103), wherein the at least one
memory (102) and the computer program code (103)
are configured to, with the at least one processor
(101), cause the management host (100) at least to
perform:

deploying one of a security protocol manage-
ment agent and authorization credentials for
agentless security protocol management on a
plurality of hosts (110, 120) each having at least
one of a client and a server configured to operate
according to the security protocol, thereby caus-
ing said hosts (110, 120) to become managed
hosts (110, 120);
discovering existing user authentication keys on
at least a portion of said managed hosts (110,
120);

analyzing the discovered user authentication
keys to detect authorized connections between
user accounts on said managed hosts (110,
120); and
performing management operations related to
the security protocol on the detected authorized
connections.

6. The apparatus (100) according to claim 5, wherein
the security protocol related management opera-
tions include at least one of addition of an user au-
thentication key, removal of an user authentication
key, rotation of an user authentication key, addition
of a trust relationship, removal of a trust relationship,
conversion of an existing trust relationship of a first
type to a trust relationship of a second type, and ad-
dition of a command restriction to an existing trust
relationship.

7. The apparatus according to claim 5 or 6, wherein the
security protocol comprises secure shell protocol,
SSH.

8. A method, comprising:

managing access to at least one server based
on authentication keys, said authentication keys
being utilized between a first managed host
(110) having a client and a second managed
host (120) having a server, and said authentica-
tion keys being stored on said managed hosts
(110, 120), wherein said managing is performed
by a manager (103, 3500) external to said first
managed host (110) and second managed host
(120);
collecting by a discoverer (3502, 3700) in the
manager information about the authentication
keys stored on said managed hosts; and
managing automatically by the manager said
authentication keys stored on said managed
hosts based on the collected information,
wherein the managing comprises at least one of:

installing a trust relationship between the
managed hosts,
removing a trust relationship from between
the managed hosts,
converting an existing trust relationship of
a first type to a trust relationship of a second
type, and
adding a command restriction to an existing
trust relationship between the managed
hosts.

9. The method according to claim 8, comprising col-
lecting information about at least one of trust rela-
tionships, keys, credentials, certificates, and config-
urations on at least one of the managed hosts.
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10. The method according to claim 8 or 9, wherein the
managing further comprises at least one of:

installing an authorized key on at least one of
the managed hosts,
removing an authorized key from at least one of
the managed hosts, and
rotating existing key pairs.

11. The method according to any of claims 8 to 10,
wherein the authentication keys comprise user au-
thentication keys according to secure shell protocol,
SSH, and the first managed host (110) comprises
an SSH client and the second managed host (120)
comprises an SSH server.

12. The method according to claim 8, comprising:

deploying, with a security protocol management
host, one of a security protocol management
agent and authorization credentials for agent-
less security protocol management on a plurality
of hosts each having at least one of a client and
a server operable according to the security pro-
tocol, thereby causing said hosts to become
managed hosts;
discovering (2202), with said security protocol
management host, existing user authentication
keys on at least a portion of said managed hosts;
analyzing (2203), with said security protocol
management host, the discovered user authen-
tication keys to detect authorized connections
between user accounts on said managed hosts;
and
performing, with said security protocol manage-
ment host, management operations related to
said security protocol on the detected author-
ized connections.

13. The method according to claim 12, wherein the man-
agement operations include at least one of addition
of an user authentication key, removal of an user
authentication key, rotation of an user authentication
key, addition of a trust relationship, removal of a trust
relationship, conversion of an existing trust relation-
ship of a first type to a trust relationship of a second
type, and addition of a command restriction to an
existing trust relationship.

14. A system, comprising at least the apparatus of any
of claims 1 - 7 and one of the first managed host
(110) and the second managed host (120).

15. A computer program comprising computer readable
program code means embodied therein, operable to
cause a computer to perform the steps of any of
claims 8 to 13.

Patentansprüche

1. Vorrichtung, aufweisend:

einen Manager (103, 3500), der konfiguriert ist,
um den Zugriff auf wenigstens einen Server ba-
sierend auf Authentifizierungsschlüsseln zu ma-
nagen, wobei die Authentifizierungsschlüssel
zwischen einem ersten gemanagten Host (110)
mit einem Client und einem zweiten gemanag-
ten Host (120) mit einem Server verwendet wer-
den, und wobei die Authentifizierungsschlüssel
auf den gemanagten Hosts (110, 120) gespei-
chert sind;
wobei der Manager (103, 3500) extern zum ers-
ten gemanagten Host (110) und zweiten gema-
nagten Host (120) ist,
der Manager einen Entdecker (3502, 3700) auf-
weist, der konfiguriert ist, um Informationen über
die auf den gemanagten Hosts gespeicherten
Authentifizierungsschlüssel zu sammeln, und
der Manager ferner konfiguriert ist, um die auf
den gemanagten Hosts gespeicherten Authen-
tifizierungsschlüssel basierend auf den gesam-
melten Informationen automatisch zu managen,
wobei der Manager wenigstens einen aufweist
von:

einem Vertrauensbeziehungsinstallierer
(3508), der konfiguriert ist, um eine Vertrau-
ensbeziehung zwischen den gemanagten
Hosts zu installieren,
einem Vertrauensbeziehungentferner
(3509), der konfiguriert ist, um eine Vertrau-
ensbeziehung zwischen den gemanagten
Hosts zu entfernen,
einem Vertrauensbeziehungwandler
(3514), der konfiguriert ist, um eine beste-
hende Vertrauensbeziehung eines ersten
Typs in eine Vertrauensbeziehung eines
zweiten Typs umzuwandeln, und
einem Befehlsbeschränkungsdurchsetzer
(3516), der konfiguriert ist, um eine Befehls-
beschränkung zu einer bestehenden Ver-
trauensbeziehung zwischen den gemanag-
ten Hosts hinzuzufügen.

2. Vorrichtung nach Anspruch 1, bei welcher der Ent-
decker (3502, 3700) konfiguriert ist, um Informatio-
nen über wenigstens eine der Vertrauensbeziehun-
gen, Schlüssel, Berechtigungsnachweise, Zertifika-
te und Konfigurationen auf wenigstens einem der
gemanagten Hosts zu sammeln.

3. Vorrichtung nach Anspruch 1 oder 2, bei welcher der
Manager (103, 3500) ferner wenigstens einen auf-
weist von:
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einem Schlüsselinstallierer (3506), der konfigu-
riert ist, um einen autorisierten Schlüssel auf we-
nigstens einem der gemanagten Hosts zu instal-
lieren,
einem Schlüsselentferner (3507), der konfigu-
riert ist, um einen autorisierten Schlüssel von
wenigstens einem der gemanagten Hosts zu
entfernen, und
einem Schlüssedreher (3513), der konfiguriert
ist, um existierende Schlüsselpaare zu drehen.

4. Vorrichtung nach einem der vorhergehenden An-
sprüche, bei welcher die Authentifizierungsschlüs-
sel Benutzerauthentifizierungsschlüssel gemäß
dem Secure Shell - Protokoll, SSH, aufweisen und
der erste gemanagte Host (110) einen SSH-Client
aufweist und der zweite gemanagte Host (120) einen
SSH-Server aufweist.

5. Vorrichtung nach Anspruch 1, bei welcher der Ma-
nager einen Sicherheitsprotokollverwaltungshost
(100) mit wenigstens einem Prozessor (101) und we-
nigstens einem einen Computerprogrammcode
(103) enthaltenden Speicher (102) aufweist, wobei
der wenigstens eine Speicher (102) und der Com-
puterprogrammcode (103) konfiguriert sind, um mit
dem wenigstens einen Prozessor (101) den Verwal-
tungshost (100) zu veranlassen, um wenigstens
durchzuführen:

Einsetzen eines von einem Sicherheitsproto-
koll-Management-Agenten und Autorisierungs-
Berechtigungsnachweisen für ein agentenloses
Sicherheitsprotokoll-Management auf mehre-
ren Hosts (110, 120), die jeweils einen Client
und/oder einen Server aufweisen, der konfigu-
riert ist, um gemäß dem Sicherheitsprotokoll zu
arbeiten, wodurch bewirkt wird, dass die Hosts
(110, 120) zu gemanagten Hosts (110, 120) wer-
den;
Entdecken existierender Benutzerauthentifizie-
rungsschlüssel auf wenigstens einem Teil der
gemanagten Hosts (110, 120);
Analysieren der entdeckten Benutzerauthentifi-
zierungsschlüssel, um autorisierte Verbindun-
gen zwischen Benutzerkonten auf den gema-
nagten Hosts (110, 120) zu erfassen; und
Durchführen von Verwaltungsoperationen in
Bezug auf das Sicherheitsprotokoll auf den er-
fassten autorisierten Verbindungen.

6. Vorrichtung (100) nach Anspruch 5, bei welcher die
Sicherheitsprotokollbezogenen Verwaltungsopera-
tionen wenigstens eines enthalten von Hinzugabe
eines Benutzerauthentifizierungsschlüssels, Entfer-
nung eines Benutzerauthentifizierungsschlüssels,
Drehung eines Benutzerauthentifizierungsschlüs-
sels, Hinzugabe einer Vertrauensbeziehung, Entfer-

nung einer Vertrauensbeziehung, Umwandlung ei-
ner bestehenden Vertrauensbeziehung eines ersten
Typs in eine Vertrauensbeziehung eines zweiten
Typs und Hinzugabe einer Befehlsbeschränkung zu
einer bestehenden Vertrauensbeziehung.

7. Vorrichtung nach Anspruch 5 oder 6, bei welcher
das Sicherheitsprotokoll ein Secure Shell - Protokoll,
SSH, aufweist.

8. Verfahren, aufweisend:

Managen des Zugriffs auf wenigstens einen
Server basierend auf Authentifizierungsschlüs-
seln, wobei die Authentifizierungsschlüssel zwi-
schen einem ersten gemanagten Host (110) mit
einem Client und einem zweiten gemanagten
Host (120) mit einem Server verwendet werden,
und wobei die Authentifizierungsschlüssel auf
den gemanagten Hosts (110, 120) gespeichert
sind, wobei das Managen durch einen Manager
(103, 3500) extern zum ersten gemanagten
Host (110) und zweiten gemanagten Host (120)
durchgeführt wird;
Sammeln von Information über die auf den ge-
managten Hosts gespeicherten Authentifizie-
rungsschlüssel durch einen Entdecker (3502,
3700) im Manager; und
automatisches Managen der auf den gemanag-
ten Hosts gespeicherten Authentifizierungs-
schlüssel basierend auf den gesammelten In-
formationen durch den Manager, wobei das Ma-
nagen wenigstens eines aufweist von:

Installieren einer Vertrauensbeziehung zwi-
schen den gemanagten Hosts,
Entfernen einer Vertrauensbeziehung zwi-
schen den gemanagten Hosts,
Umwandeln einer bestehenden Vertrau-
ensbeziehung eines ersten Typs in eine
Vertrauensbeziehung eines zweiten Typs,
und
Hinzufügen einer Befehlsbeschränkung zu
einer bestehenden Vertrauensbeziehung
zwischen den gemanagten Hosts.

9. Verfahren nach Anspruch 8, aufweisend ein Sam-
meln von Informationen über wenigstes eines der
Vertrauensbeziehungen, Schlüssel, Berechtigungs-
nachweise, Zertifikate und Konfigurationen auf we-
nigstens einem der gemanagten Hosts.

10. Verfahren nach Anspruch 8 oder 9, bei welchem das
Managen ferner wenigstens eines aufweist von:

Installieren eines autorisierten Schlüssels auf
wenigstens einem der gemanagten Hosts,
Entfernen eines autorisierten Schlüssels von
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wenigstens einem der gemanagten Hosts, und
Drehen von bestehenden Schlüsselpaaren.

11. Verfahren nach einem der Ansprüche 8 bis 10, bei
welchem die Authentifizierungsschlüssel Benutze-
rauthentifizierungsschlüssel gemäß dem Secure
Shell - Protokoll, SSH, aufweisen und der erste ge-
managte Host (110) einen SSH-Client aufweist und
der zweite gemanagte Host (120) einen SSH-Server
aufweist.

12. Verfahren nach Anspruch 8, aufweisend:

Einsetzen eines von einem Sicherheitsproto-
koll-Management-Agenten und Autorisierungs-
Berechtigungsnachweisen für ein agentenloses
Sicherheitsprotokoll-Management auf mehre-
ren Hosts, die jeweils einen Client und/oder ei-
nen Server aufweisen, der gemäß dem Sicher-
heitsprotokoll betriebsfähig ist, mit einem Si-
cherheitsprotokoll-Management-Host, wodurch
bewirkt wird, dass die Hosts zu gemanagten
Hosts werden;
Entdecken (2202) von bestehenden Benutze-
rauthentifizierungsschlüsseln auf wenigstens
einem Teil der gemanagten Hosts mit dem Si-
cherheitsprotokoll-Management-Host;
Analysieren (2203) der entdeckten Benutze-
rauthentifizierungsschlüssel mit dem Sicher-
heitsprotokoll-Management-Host, um autori-
sierte Verbindungen zwischen Benutzerkonten
auf den gemanagten Hosts zu erfassen; und
Durchführen von Verwaltungsoperationen in
Bezug auf das Sicherheitsprotokoll auf den er-
fassten autorisierten Verbindungen mit dem Si-
cherheitsprotokoll-Management-Host.

13. Verfahren nach Anspruch 12, bei welchem die Ver-
waltungsoperationen wenigstens eines enthalten
von Hinzugabe eines Benutzerauthentifizierungs-
schlüssels, Entfernung eines Benutzerauthentifizie-
rungsschlüssels, Drehung eines Benutzerauthenti-
fizierungsschlüssels, Hinzugabe einer Vertrauens-
beziehung, Entfernung einer Vertrauensbeziehung,
Umwandlung einer bestehenden Vertrauensbezie-
hung eines ersten Typs in eine Vertrauensbezie-
hung eines zweiten Typs und Hinzugabe einer Be-
fehlsbeschränkung zu einer bestehenden Vertrau-
ensbeziehung.

14. System, aufweisend zumindest die Vorrichtung nach
einem der Ansprüche 1 bis 7 und einen des ersten
gemanagten Hosts (110) und des zweiten gemanag-
ten Hosts (120).

15. Computerprogramm, aufweisend darin enthaltene
computerlesbare Programmcodemittel, betreibbar
zum Veranlassen eines Computers, die Schritte

nach einem der Ansprüche 8 bis 13 durchzuführen.

Revendications

1. Appareil comprenant :

un dispositif de gestion (103, 3500) qui est con-
figuré pour gérer l’accès à au moins un serveur
sur la base de clés d’authentification, lesdites
clés d’authentification étant utilisées entre un
premier hôte géré (110) ayant un client et un
deuxième hôte géré (120) ayant un serveur, et
lesdites clés d’authentification étant stockées
sur lesdits hôtes gérés (110, 120),
dans lequel ledit dispositif de gestion (103,
3500) est externe auxdits premier hôte géré
(110) et deuxième hôte géré (120),
dans lequel le dispositif de gestion comprend un
dispositif de découverte (3502, 3700) qui est
configuré pour collecter une information sur les
clés d’authentification qui sont stockées sur les-
dits hôtes gérés, et
dans lequel le dispositif de gestion est en outre
configuré pour gérer automatiquement lesdites
clés d’authentification qui sont stockées sur les-
dits hôtes gérés sur la base de l’information col-
lectée, le dispositif de gestion comprenant au
moins l’un parmi :

un dispositif d’installation de relation de
confiance (3508) qui est configuré pour ins-
taller une relation de confiance entre les hô-
tes gérés,
un dispositif de suppression de relation de
confiance (3509) qui est configuré pour sup-
primer une relation de confiance parmi les
hôtes gérés,
un dispositif de conversion de relation de
confiance (3514) qui est configuré pour con-
vertir une relation de confiance existante
d’un premier type en une relation de con-
fiance d’un deuxième type, et
un dispositif d’application de restriction de
commande (3516) qui est configuré pour
ajouter une restriction de commande à une
relation de confiance existante entre les hô-
tes gérés.

2. Appareil selon la revendication 1, dans lequel le dis-
positif de découverte (3502, 3700) est configuré pour
collecter une information sur au moins l’un parmi des
relations de confiance, des clés, des informations
d’identification, des certificats et des configurations
sur au moins l’un des hôtes gérés.

3. Appareil selon la revendication 1 ou 2, dans lequel
le dispositif de gestion (103, 3500) comprend en
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outre au moins l’un parmi :

un dispositif d’installation de clé (3506) qui est
configuré pour installer une clé autorisée sur au
moins l’un des hôtes gérés,
un dispositif de suppression de clé (3507) qui
est configuré pour supprimer une clé autorisée
d’au moins l’un des hôtes gérés, et
un dispositif de rotation de clé (3513) qui est
configuré pour faire tourner des paires de clés
existantes.

4. Appareil selon l’une quelconque des revendications
précédentes, dans lequel les clés d’authentification
comprennent des clés d’authentification d’utilisateur
conformément au protocole SSH (Secure Shell), et
dans lequel le premier hôte géré (110) comprend un
client SSH et le deuxième hôte géré (120) comprend
un serveur SSH.

5. Appareil selon la revendication 1, dans lequel le dis-
positif de gestion comprend un hôte de gestion de
protocole de sécurité (100) comprenant au moins un
processeur (101) et au moins une mémoire (102) qui
inclut un code de programme informatique (103),
dans lequel ladite au moins une mémoire (102) et le
code de programme informatique (103) sont confi-
gurés pour, avec ledit au moins un processeur (101),
permettre à l’hôte de gestion (100) d’effectuer au
moins les étapes de :

déployer l’un parmi un agent de gestion de pro-
tocole de sécurité et des informations d’identifi-
cation d’autorisation pour une gestion de proto-
cole de sécurité sans agent sur une pluralité
d’hôtes (110, 120), chacun ayant au moins l’un
parmi un client et un serveur qui est configuré
pour fonctionner conformément au protocole de
sécurité, permettant ainsi auxdits hôtes (110,
120) de devenir des hôtes gérés (110, 120) ;
découvrir des clés d’authentification d’utilisateur
existantes sur au moins une portion desdits hô-
tes gérés (110, 120) ;
analyser les clés d’authentification d’utilisateur
découvertes pour détecter des connexions
autorisées entre des comptes d’utilisateur sur
lesdits hôtes gérés (110, 120) ; et
effectuer des opérations de gestion liées au pro-
tocole de sécurité sur les connexions autorisées
détectées.

6. Appareil (100) selon la revendication 5, dans lequel
les opérations de gestion liées au protocole de sé-
curité incluent au moins l’un parmi l’ajout d’une clé
d’authentification d’utilisateur, la suppression d’une
clé d’authentification d’utilisateur, la rotation d’une
clé d’authentification d’utilisateur, l’ajout d’une rela-
tion de confiance, la suppression d’une relation de

confiance, la conversion d’une relation de confiance
existante d’un premier type en une relation de con-
fiance d’un deuxième type, et l’ajout d’une restriction
de commande à une relation de confiance existante.

7. Appareil selon la revendication 5 ou 6, dans lequel
le protocole de sécurité comprend le protocole SSH
(Secure Shell).

8. Procédé consistant à :

gérer l’accès à au moins un serveur sur la base
de clés d’authentification, lesdites clés
d’authentification étant utilisées entre un pre-
mier hôte géré (110) ayant un client et un deuxiè-
me hôte géré (120) ayant un serveur, et lesdites
clés d’authentification étant stockées sur lesdits
hôtes gérés (110, 120), dans lequel ladite ges-
tion est effectuée par un dispositif de gestion
(103, 3500) qui est externe auxdits premier hôte
géré (110) et deuxième hôte géré (120) ;
collecter, par un dispositif de découverte (3502,
3700) dans le dispositif de gestion, une informa-
tion sur les clés d’authentification qui sont stoc-
kées sur lesdits hôtes gérés ; et
gérer automatiquement, par le dispositif de ges-
tion, lesdites clés d’authentification qui sont
stockées sur lesdits hôtes gérés sur la base de
l’information collectée, la gestion consistant à
au moins l’un parmi :

installer une relation de confiance entre les
hôtes gérés,
supprimer une relation de confiance parmi
les hôtes gérés,
convertir une relation de confiance existan-
te d’un premier type en une relation de con-
fiance d’un deuxième type, et
ajouter une restriction de commande à une
relation de confiance existante entre les hô-
tes gérés.

9. Procédé selon la revendication 8, consistant à col-
lecter une information sur au moins l’un parmi des
relations de confiance, des clés, des informations
d’identification, des certificats et des configurations
sur au moins l’un des hôtes gérés.

10. Procédé selon la revendication 8 ou 9, dans lequel
la gestion consiste en outre à au moins l’un parmi :

installer une clé autorisée sur au moins l’un des
hôtes gérés,
supprimer une clé autorisée d’au moins l’un des
hôtes gérés, et
faire tourner des paires de clés existantes.

11. Procédé selon l’une quelconque des revendications
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8 à 10, dans lequel les clés d’authentification com-
prennent des clés d’authentification d’utilisateur con-
formément au protocole SSH (Secure Shell), et dans
lequel le premier hôte géré (110) comprend un client
SSH et le deuxième hôte géré (120) comprend un
serveur SSH.

12. Procédé selon la revendication 8, consistant à :

déployer, avec un hôte de gestion de protocole
de sécurité, l’un parmi un agent de gestion de
protocole de sécurité et des informations d’iden-
tification d’autorisation pour une gestion de pro-
tocole de sécurité sans agent sur une pluralité
d’hôtes, chacun ayant au moins l’un parmi un
client et un serveur qui peut fonctionner confor-
mément au protocole de sécurité, permettant
ainsi auxdits hôtes de devenir des hôtes gérés ;
découvrir (2202), avec ledit hôte de gestion de
protocole de sécurité, des clés d’authentification
d’utilisateur existantes sur au moins une portion
desdits hôtes gérés ;
analyser (2203), avec ledit hôte de gestion de
protocole de sécurité, les clés d’authentification
d’utilisateur découvertes pour détecter des con-
nexions autorisées entre des comptes d’utilisa-
teur sur lesdits hôtes gérés ; et
effectuer, avec ledit hôte de gestion de protocole
de sécurité, des opérations de gestion liées
audit protocole de sécurité sur les connexions
autorisées détectées.

13. Procédé selon la revendication 12, dans lequel les
opérations de gestion incluent au moins l’un parmi
l’ajout d’une clé d’authentification d’utilisateur, la
suppression d’une clé d’authentification d’utilisateur,
la rotation d’une clé d’authentification d’utilisateur,
l’ajout d’une relation de confiance, la suppression
d’une relation de confiance, la conversion d’une re-
lation de confiance existante d’un premier type en
une relation de confiance d’un deuxième type, et
l’ajout d’une restriction de commande à une relation
de confiance existante.

14. Système comprenant au moins l’appareil selon l’une
quelconque des revendications 1 à 7 et l’un parmi le
premier hôte géré (110) et le deuxième hôte géré
(120).

15. Programme informatique comprenant des moyens
de code de programme lisible par ordinateur qui sont
incorporés dans celui-ci, et pouvant fonctionner pour
permettre à un ordinateur d’effectuer les étapes de
l’une quelconque des revendications 8 à 13.
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