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FIG. 1

(57) Abstract: Examples relate to storing data in fog computing. The examples disclosed herein enable storing, by a first client node,
the first data set in the first client node. The first client node may communicate with a plurality of client nodes over a first network
such as peer-to-peer (P2P) computer network. The first client node may obtain access frequency information indicating a number of
accesses to the first data set in the first client node over a first time period. The examples further enable determining, by the first cli -
ent node, whether to store at least a portion of the first data set in at least one of the plurality of client nodes based on the access fie-
quency information.
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DATA STORAGE IN FOG COMPUTING

BACKGROUND
[0001]  With the rapid development of the Internet and communication technology,
communication-enabled client devices such as Smartphones and the Internet of
Things (loT) have been popularized to a great extent. As an increasing number of
such client devices are being used and operated at the edge of the network, their
constant data stream over the core network puts an unnecessary burden on the
network. By constantly seeking and retrieving data in and out of a mass data storage

in the core network, valuable network and storage resources may be wasted.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram depicting an example system comprising various
components including a client computing device in communication with a peer client
computing device, an edge device, and a server computing device for determining

where to send data based on at least one parameter.

[0004] FIG. 2 is a block diagram depicting an example server computing device
for receiving a data set from a client computing device, storing the data set in the
server computing device, and processing a search request originated from a client

computing device.

[0005] FIG. 3 is a block diagram depicting an example edge device for receiving a
data set from a client computing device, storing the data set in the edge device, and
processing a search request originated from a client computing device.
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[0006] FIG. 4 is a block diagram depicting an example client computing device for
storing a data set in the client computing device, determining whether to send the
data set to a peer client computing device, an edge device, or a server computing
device based on at least one parameter, and obtaining a plurality of search results

responsive to a search query.

[0007] FIG. 5 is a flow diagram depicting an example method for determining
whether to store a data set in a peer client node based on access frequency

information.

[0008] FIG. 6 is a flow diagram depicting an example method for determining
whether to store a data set in a peer client node, an edge node, or a server node
based on at least one parameter.

[0009] FIG. 7 is a flow diagram depicting an example method for determining
whether to store a data set in an edge node or a server node based on at least one

parameter.

[0010] FIG. 8 is a flow diagram depicting an example method for storing a set of
data sent from a client computing device in a server computing device and

processing a search request originated from a client computing device.

DETAILED DESCRIPTION
[0011]  The following detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description to refer to the same or similar parts. It is to be expressly
understood, however, that the drawings are for the purpose of illustration and
description only.  While several examples are described in this document,
modifications, adaptations, and other implementations are possible. Accordingly, the
following detailed description does not limit the disclosed examples. Instead, the

proper scope of the disclosed examples may be defined by the appended claims.
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[0012]  With the rapid development of the Internet and communication technology,
communication-enabled client devices such as Smartphones and the Internet of
Things (loT) have been popularized to a great extent. As an increasing number of
such client devices are being used and operated at the edge of the network, their
constant data stream over the core network puts an unnecessary burden on the
network. By constantly seeking and retrieving data in and out of a mass data storage
like the cloud in the core network, valuable network and storage resources may be
wasted. For example, a Facebook chat message to a friend nearby may traverse the
metropolitan network, gets into the core network, and in some instances, travel over
ocean or several continents only to get delivered to the friend sitting next to you.
[0013] Instead of focusing on storing all of the data in the core network, some
short-lived and locally-consumed data may be identified and stored on the client
devices themselves or devices that sit between the client devices and the core
network. Storing and keeping the data close to the edge of the network rather than in
a mass storage like the cloud in the core network may be referred to as the “fog” or
“fog computing.”

[0014] Examples disclosed herein relate to determining where to store a data set
in the fog based on at least one parameter. In particular, the disclosed examples
relate to determining whether to store the data set in a client computing device, a
peer computing device of the client computing device, an edge device, and/or a
server computing device based on at least one parameter. The at least one
parameter may include access frequency information, aggregate access frequency
information, access region information, aggregate access region information, user-
specified rules, and/or other parameters. These parameters may be used to
determine whether to send at least a portion of the data set from the client computing
device to a peer client computing device, to an edge device, and/or to a server
computing device. For example, based on these parameters, the data set may travel
from the client computing device to various peer client computing devices, to an edge
device, and/or to a server computing device. As such, as the data set gets more
popular among various users from different parts of the world, the data set may be
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dispersed across and distributed among various client devices, edge devices, and/or
server devices.

[0015] FIG. 1 is a block diagram depicting an example system 100 comprising
various components including a client computing device in communication with a peer
client computing device, an edge device, and a server computing device for

determining where to send data based on at least one parameter.

[0016] The various components may include server computing devices 130
(llustrated as 130A, 130B, ..., 130N), edge devices 150 (illustrated as 150A, 150B,
..., 180N), and client computing devices 140 (illustrated as 140A, 140B, ..., 140N).
Each client computing device 140A, 140B, ..., 140N may communicate requests to
and/or receive responses from at least one of server computing devices 130. Server
computing devices 130 may receive and/or respond to requests from client computing
devices 140. Client computing devices 140 may include any type of computing
device providing a user interface through which a user can interact with a software
application. For example, client computing devices 140 may include a laptop
computing device, a desktop computing device, an all-in-one computing device, a
tablet computing device, a mobile phone, an electronic book reader, a network-
enabled appliance such as a “Smart” television, and/or other electronic device
suitable for displaying a user interface and processing user interactions with the
displayed interface. While server computing device 130A, 130B, ..., 130N is depicted
as a single computing device, server computing device 130A, 130B, ..., 130N may
include any number of integrated or distributed computing devices serving at least
one software application for consumption by client computing devices 140.

[0017] Each client computing device 140A, 140B, ..., 140N may communicate
requests to and/or receive responses from at least one of edge devices 150
(llustrated as 150A, 150B, ..., 150N). Edge devices 150 may receive and/or respond
to requests from client computing devices 140. In some implementations, each edge
device 150A, 150B, ..., 150N may facilitate and/or enable communication between a

set of client computing devices 140 and a core network (also known as a network
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core), thus establishing a communication line to server computing device 130. For
example, the core network may be the central backbone of a telecommunication
network that provides various services to client computing devices 140 that are
connected by an access network. The set of client computing devices 140 may
communicate with at least one of edge devices 150 over an access network that may
include residential access networks, institutional access networks, and/or mobile
access networks. Examples of edge devices 150 may include, but not limited to, a
base transceiver station (BTS), a router, a routing switch, an integrated access
device, a network device (e.g., digital subscriber line access multiplexer (DSLAM)),
and/or any other edge device that sits between client computing devices 140 and the
core network.

[0018] The various components (e.g., components 130, 140, and 150) depicted in
FIG. 1 may be coupled to at least on other component via a network 50. Network 50
may comprise any infrastructure or combination of infrastructures that enable
electronic communication between the components. Network 50 may include the
core network and/or access networks. For example, network 50 may include at least
one of the Internet, an intranet, a PAN (Personal Area Network), a LAN (Local Area
Network), a WAN (Wide Area Network), a SAN (Storage Area Network), a MAN
(Metropolitan Area Network), a wireless network, a cellular communications network,
a Public Switched Telephone Network, and/or other network.

[0019] According to various implementations, system 100 and the various
components described herein may be implemented in hardware and/or programming
that configures hardware. Furthermore, in FIG. 1 and other Figures described herein,
different numbers of components or entities than depicted may be used.

[0020] As detailed below, client computing device 140 may comprise a data
handling engine 141, a parameter obtaining engine 142, a storage determining
engine 143, a search request processing engine 144, and/or other engines. The term
“engine”, as used herein, refers to a combination of hardware and programming that
performs a designated function. As is illustrated respect to FIGS. 2-4, the hardware
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of each engine, for example, may include one or both of a processor and a machine-
readable storage medium, while the programming is instructions or code stored on
the machine-readable storage medium and executable by the processor to perform
the designated function.

[0021] Data handling engine 141 may receive a set of data and/or store the set of

data in a data storage (e.g., a data storage 149) coupled to a first client computing

device (also referred herein as “client device,” “client node,” “client,” and the like).
The set of data may include, for example, text data, image data, video data, audio

data, or any combination thereof.

[0022] In some implementations, a user of the first client computing device may
enter the set of data into the first client computing device for storage. For example,
the user may take a picture using his/her mobile device and/or save the picture in a
local data storage coupled to the mobile device. In some implementations, the set of
data may be received from another client computing device (e.g., a second client
computing device). The first client computing device may be a peer client device of
the second client computing device where the first and second client devices
communicate via a peer-to-peer (P2P) computer network. The first client computing
device may receive a copy of the data set (or a portion thereof) from the second client
computing device. For example, the second client computing device may retain the
original copy of the data set while the first client computing device stores a replication
of the data set (or a portion thereof). In another example, the second client
computing device may remove the data set from its data storage after the data set

has been sent to the first client computing device.

[0023] Parameter obtaining engine 142 may obtain at least one parameter
comprising access frequency information, aggregate access frequency information,
access region information, aggregate access region information, user-specified rules,
and/or other parameters. These parameters may be used to determine whether to
send at least a portion of the data set from the first client computing device to a peer

client computing device (also referred herein as “peer device,” “peer node,” “peer,”
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and the like), to an edge device (also referred herein as “edge node,” “edge,” and the

like), and/or to a server computing device (also referred herein as “server device,”

“server node,” “server,” and the like). For example, based on these parameters, the
data set may travel from the first client computing device to various peer client
computing devices, to an edge device, and/or to a server computing device. As such,
as the data set gets more popular among various users from different parts of the
world, the data set may be dispersed across and/or distributed among various client

devices, edge devices, and/or server devices.

[0024] The access frequency information may indicate a number of accesses to
the data set in the first client computing device (and/or the data storage coupled to
the first client computing device) over a first time period. The access frequency
information may include a number of times the data set is accessed by other devices
such as various client devices, edge devices, and/or server devices. For example,
the access frequency information may indicate 100 accesses for the last 5 minutes
(e.g., the first time period), which may be converted to 20 accesses per minute.

[0025] The aggregate access frequency information may include information that
aggregates the access frequency information across the first client device and a
plurality of peer client devices (of the first client device) having at least a portion of the
data set. For example, the aggregate access frequency information may comprise a
sum of the number of accesses to each copy of the data set (or a portion thereof)
being stored in different client devices over the first time period. In another example,
the aggregate access frequency information may comprise an average number of
accesses to each copy of the data set (or a portion thereof) being stored in different
client devices over the first time period. In yet another example, the aggregate
access frequency information may comprise the highest (or lowest) access frequency
recorded given the aggregate access frequency information.

[0026] In some implementations, when a client node stores only a portion of the
data set, the access frequency may be computed proportional to the percentage of
the portion in the data set. For example, if the access frequency to a first portion of
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the data set being stored in a second client device equals to 200 per minute while the
first portion comprises 50% of the data set, the access frequency information for the
second client device may be 100 per minute (e.g., 200 * 50%). Similarly, if the
access frequency to a second portion of the data being stored in a third client device
equals to 400 per minute while the second portion comprises 20% of the data set, the
access frequency information for the third client device may be 80 per minute (e.g.,
400* 20%). In these implementations, the aggregate access frequency information
may comprise the sum or average of the frequency of access to the data set in the
first client device that has the data set, 100/min for the second client device, and
80/min for the third client device. In other implementations, the aggregate access
frequency information may indicate the highest access frequency or, in some
instances, the lowest access frequency.

[0027] The access region information may include information indicating an
access region from which an access to the data set in the first client device is made.
For example, whether a particular access is made from the same region as the first
client device and/or which region the access is made from (if not made from the same
region) may be tracked and/or logged. For example, let's assume that the first client
device is located in a first region (e.g., a region may comprise an area covered by a
particular edge node, a county, a city, a zip code, a state, etc.). While the data set in
the first client device is accessed by various other devices, an access region from
which each access is made may be tracked. To identify the access region of a
particular device making the access, an IP address of the particular device, a location
of the particular device, a location of an edge node covering the particular device,
and/or other location information related to the particular device may be used. In
some implementations, a number of accesses made from access regions other than
the region associated with the first client device may be determined based on the
access region information. In some implementations, a frequency of those outside-
the-region accesses over a certain time period may be determined based on the

access region information. More accesses (or more frequent accesses) from access
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regions other than the region where the first client device is located may mean that

the data set is gaining popularity around the world.

[0028] The aggregate access region information may include information that
aggregates the access region information across the first client device and the
plurality of peer client devices (of the first client device) having at least a portion of the
data set. Based on the aggregate access region information, an aggregate number
of accesses made from access regions other than the region associated with the first
client device may be determined. The aggregate number of accesses may indicate,
for example, a sum of the number of outside-the-region accesses or an average of
the number of outside-the-region accesses. In some implementations, the aggregate
number of accesses may represent the highest (or lowest) number of outside-the-
region accesses. In some implementations, an aggregate frequency of the outside-
the-region accesses over a certain time period (e.g., the past 5 days) may be

determined using the aggregate access region information.

[0029] The access frequency information and/or access region information of the
first client device may be tracked or otherwise obtained by the first client device. For
example, the access frequency and/or access region information of the first client
device may be tracked using generational garbage collection techniques
implemented in the first client device. In some implementations, the first client device
may be associated at least a delegate client device that may track or otherwise obtain
the access frequency information and/or access region information of the first client
device on behalf of the first client device. Similarly, the access frequency information
and/or access region information may be aggregated by the first client device and/or
at least one delegate client device of the first client device. For example, the first
client device may be associated at least one delegate client device that may
aggregate the access frequency information on behalf of the first client device. The
first client device and its various delegate devices may communicate, for example, via
the P2P computer network and/or using TCP/IP routing algorithms. When there are

multiple delegate client devices associated with the first client device, and there is a
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conflict in determining whether to send the data set and/or where to send the data
set, various voting methods may be implemented to make the determination. The
various voting methods may include at least one of a majority voting method, a
weighted voting method, a priority voting method (e.g., first wins), a unanimous voting
method, and/or other voting methods.

[0030] In some instances, a user of the first client device may specify at least one
user-specified rule that may determine whether to send at least a portion of the data
set from the first client computing device to a peer client computing device, to an
edge device, and/or to a server computing device. The user-specified rule may
define space-temporal policies that dictate where the data set can be stored, when
the data set can be sent to and/or stored in devices (e.g., peer devices, edge devices,
server devices, etc.) other than the first client device, how long the data set should be
stored in a particular device, etc.

[0031] The user-specified rule may comprise a rule related to confidentiality or
security, a rule related to convenience, etc. The confidentiality/security rule may
designate a particular data set as “confidential” data. In this case, the particular data
set may not be sent to peer devices even when the access frequency reaches a
predetermined threshold, for example. An example of the convenience rule may
include specifying a user-preferred storage location for a particular data set. For
instance, a user may decide to have a copy of the data set in a device (e.g., a client
device, edge device, server device, etc.) located in Singapore since he/she frequently
travels there and wants fast access to the data set.

[0032] Storage determining engine 143 may determine whether to send at least a
portion of the data set from the first client device to a peer client computing device, to
an edge device, and/or to a server computing device based on at least one of the
parameters discussed herein. In some instances, the data set may be divided into
multiple “portions™ and distributed among various devices. The divided portions may
be equal in size or may be of different sizes. In some instances, the entire copy of
the data may be sent from the first client device.
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[0033] In some implementations, storage determining engine 143 may determine
whether to send at least a portion of the data set from the first client device to at least
one peer client device, to an edge device, and/or to a server computing device based
on the access frequency information that may indicate a number of accesses to the
data set in the first client device over a first time period and/or based on the
aggregate access frequency information. For example, when a frequency of access
to the data set reaches a first frequency threshold, a copy of the data set (or at least a
portion thereof) may be sent to at least one peer device of the first client device. In
some implementations, a second threshold may be specified such that when the
access frequency reaches the second frequency threshold, a copy of the data set (or
at least a portion thereof) may be sent to another peer device that is different from the
peer device that received the copy when the first threshold was reached.

[0034] Note that the first client device may communicate with multiple peer
devices which may be divided into different groups. A single peer device may be
linked to more than one peer group. For example, a user of the first client device may
group the peer devices into three different peer groups — family, friends, and
business. The user may specify which peer group or groups should receive a copy of
the data set when the determination to send the data set to a peer device is made by
storage determining engine 143. The user may identify individual peer devices to
receive a copy of the data set when the determination is made regardless of which

peer group they belong to.

[0035] In some implementations, storage determining engine 143 may determine
whether to send at least a portion of the data set from the first client device to at least
one edge device based on the access frequency information and/or the aggregate
access frequency information. For example, when the frequency of access to the
data set stored in the first client device reaches a third frequency threshold, a copy of
the data set (or at least a portion thereof) may be sent to at least one edge device.
The at least one edge device may enable communication between the first client
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device and a second network (e.g., core network), wherein the first client device and

at least one server device communicate over the second network.

[0036] In some instances, the third frequency threshold may be set higher than
the first and/or second frequency thresholds such that as the access frequency
increases, the data set (or at least a portion thereof) may be sent from the first client
device to at least one peer device and to at least one edge device. Similarly, a fourth
frequency threshold may be set even higher than the third frequency threshold such
that as the access frequency increases, the data set (or at least a portion thereof)
may be sent from the first client device to at least one peer client device, to at least
one edge device, and to at least one server device. The at least one server device
may communicate with the first client device over the second network (e.g., core

network).

[0037] In other instances, the access frequency may be measured over different
time periods. For example, a first access frequency may be measured over a first
time period whereas a second access frequency may be measured over a second
time period that is longer than the first time period. If the first access frequency
reaches the first frequency threshold, for example, storage determining engine 143
may be configured to determine that the data set (or at least a portion thereof) should
be sent to at least one peer device. On the other hand, if the second access
frequency reaches the first frequency threshold (or another threshold value), storage
determining engine 143 may be configured to determine that the data set (or at least
a portion thereof) should be sent to at least one edge device. A third access
frequency may be measured over a third time period that is longer than the second
time period. If the third access frequency reaches the first frequency threshold (or
another threshold value), storage determining engine 143 may be configured to
determine that the data set (or at least a portion thereof) should be sent to at least
one server device. As such, when the data set is frequently accessed for a longer
time period, it may be more likely that more copies of the data set get distributed
among different devices (e.g., peer client devices, edge devices, server devices, etc.).
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Note that for various examples related to the access frequency information discussed
herein, the access frequency information and/or the number of accesses may also
refer to the aggregate access frequency information and/or the aggregate number of
accesses as discussed herein with respect to parameter obtaining engine 142.

[0038] In some implementations, storage determining engine 143 may determine
whether to send at least a portion of the data set from the first client device to at least
one peer client device, to an edge device, and/or to a server computing device based
on the access region information and/or the aggregate access region information.
The access region information and/or the aggregate access region information may
comprise a number of accesses made from access regions other than the region
associated with first client device and/or a frequency of those outside-the-region
accesses over a certain time period. More accesses (or more frequent accesses)
from access regions other than the region where the first client device is located may
mean that the data set is gaining popularity around the world. For example, storage
determining engine 143 may compare the number (or the frequency) of outside-the-
region accesses to a first region threshold to determine whether to send at least a
portion of the data set to at least one server device. When the data set is frequently
accessed and/or accessed from many different parts of the world, it may make sense
to store the data set (or at least a portion thereof) in a data storage (e.g., a data
storage 139) coupled to a server device so that the data set may be accessed more
easily and quickly by multiple users from different parts of the world. The data
storage coupled the server device may comprise, for example, a cloud-based data
storage. Note that for various examples related to the access region information
discussed herein, the access region information and/or the number or frequency of
outside-the-region accesses may also refer to the aggregate access region
information and/or the aggregate number or frequency of outside-the-region accesses
as discussed herein with respect to parameter obtaining engine 142. Further,
although only a limited number of thresholds (e.g., access frequency and/or access
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region related thresholds) are discussed herein, additional thresholds (and

corresponding actions when reached) may be specified as well.

[0039] In some implementations, storage determining engine 143 may determine
whether to send at least a portion of the data set from the first client device to at least
one peer client device, to an edge device, and/or to a server computing device based
on at least one user-specified rule. For example, a user of the first client device may
specify at least one user-specified rule that may determine whether to send at least a
portion of the data set from the first client computing device to a peer client computing
device, to an edge device, and/or to a server computing device. The user-specified
rule may define space-temporal policies that dictate where the data set can be stored,
when the data set can be sent to and/or stored in devices (e.g., peer devices, edge
devices, server devices, etc.) other than the first client device, how long the data set
should be stored in a particular device, etc.

[0040] Search request processing engine 144 may receive a search query that
may comprise one or more query terms. The first client device may search various
data storages including its peer devices, edge devices, and/or server devices using
the search query. A plurality of search results responsive to the search query may be
obtained. Each of the plurality search results may be identified with its source
location. For example, a search result that is currently stored in a particular peer
device may be shown with an identifier associated with the particular peer device. A
user who submitted the query to the first client device may be able to select the
search result, via a user interface coupled to the first client device, to access the data

set corresponding to the search result stored in the particular peer device.

[0041] In performing their respective functions, engines 141-144 may access data
storage 149. Data storage 149 may represent any memory accessible to engines
141-144 that can be used to store and retrieve data.

[0042] As detailed below, edge device 150 may comprise a data handling engine
151, a search request processing engine 152, and/or other engines.
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[0043] Data handling engine 151 may receive, by an edge device, the data set (or
a portion thereof) for storage in a data storage (e.g., a data storage 159) coupled to
the edge device and/or store the received data set in the data storage. Data handling
engine 151 may receive the data set after the first client computing device determines
that the set of data should be sent from the first client device to the edge device
based on at least one of the parameters discussed herein. In some implementations,
data handling engine 151 may receive the data set after the first client device
determines that the data set should be sent from the first client computing device to at
least one peer client device (of the first client device) based on at least one of the

parameters discussed herein.

[0044] Search request processing engine 152 may receive, from the first client
device or another client device, a request to search for the data set. In response to
the request, search request processing engine 152 may provide the data set to the

client device from which the search request originated.

[0045] In performing their respective functions, engines 151-152 may access data
storage 159. Data storage 159 may represent any memory accessible to engines
151-152 that can be used to store and retrieve data.

[0046] As detailed below, server computing device 130 may comprise a data
handling engine 131, a search request processing engine 132, and/or other engines.

[0047] Data handling engine 131 may receive, by a server device, the data set (or
a portion thereof) for storage in a data storage (e.g., data storage 139) coupled to the
server device and/or store the received data set in the data storage. Data handling
engine 131 may receive the data set after the first client computing device determines
that the set of data should be sent from the first client device to the server device
based on at least one of the parameters discussed herein. In some implementations,
data handling engine 131 may receive the data set after the first client device
determines that the data set should be sent from the first client computing device to at
least one edge device based on at least one of the parameters discussed herein. In
some implementations, data handling engine 131 may receive the data set after the
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first client device determines that the data set should be sent from the first client
computing device to at least one peer client device (of the first client device) based on
at least one of the parameters discussed herein.

[0048] Search request processing engine 132 may receive, from the first client
device or another client device, a request to search for the data set. In response to
the request, search request processing engine 132 may provide the data set to the
client device from which the search request originated.

[0049] In performing their respective functions, engines 131-132 may access data
storage 139. Data storage 139 may represent any memory accessible to engines
131-132 that can be used to store and retrieve data.

[0050] Data storages 139, 149, and 159 may comprise random access memory
(RAM), read-only memory (ROM), electrically-erasable programmable read-only
memory (EEPROM), cache memory, floppy disks, hard disks, optical disks, tapes,
solid state drives, flash drives, portable compact disks, and/or other storage media for

storing computer-executable instructions and/or data.

[0051] Data storages 139, 149, and 159 may include a database to organize and
store data. Database may be, include, or interface to, for example, an Oracle™
relational database sold commercially by Oracle Corporation. Other databases, such
as Informix™, DB2 (Database 2) or other data storage, including file-based (e.g.,
comma or tab separated files), or query formats, platforms, or resources such as
OLAP (On Line Analytical Processing), SQL (Structured Query Language), a SAN
(storage area network), Microsoft Access™, MySQL, PostgreSQL, HSpace, Apache
Cassandra, MongoDB, Apache CouchDB™, or others may also be used,
incorporated, or accessed. The database may reside in a single or multiple physical
device(s) and in a single or multiple physical location(s). The database may store a
plurality of types of data and/or files and associated data or file description,

administrative information, or any other data.
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[0052] FIG. 2 is a block diagram depicting an example server computing device
130 for receiving a data set from a client computing device, storing the data set in the
server computing device, and processing a search request originated from a client

computing device.

[0053] In the foregoing discussion, engines 131-132 were described as
combinations of hardware and programming. Engines 131-132 may be implemented
in a number of fashions. Referring to FIG. 2, the programming may be processor
executable instructions 231-232 stored on a machine-readable storage medium 230
and the hardware may include a processor 238 for executing those instructions.
Thus, machine-readable storage medium 230 can be said to store program
instructions or code that when executed by processor 238 implements engines 131-
132 of FIG. 1.

[0054] Machine-readable storage medium 230 (and other machine-readable
storage medium discussed herein such as machine-readable storage medium 240
and 250) may be any electronic, magnetic, optical, or other physical storage device
that contains or stores executable instructions. In some implementations, machine-
readable storage medium 230 (and other machine-readable storage medium
discussed herein such as machine-readable storage medium 240 and 250) may be a
non-transitory storage medium, where the term “non-transitory” does not encompass

transitory propagating signals.

[0055] Machine-readable storage medium 230 may be implemented in a single
device or distributed across devices. Likewise, processor 238 may represent any
number of processors capable of executing instructions stored by machine-readable
storage medium 230. Processor 238 may be integrated in a single device or
distributed across devices. Further, machine-readable storage medium 230 may be
fully or partially integrated in the same device as processor 238, or it may be separate

but accessible to that device and processor 238.

[0056] In one example, the program instructions may be part of an installation
package that when installed can be executed by processor 238 to implement engines
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131-132. In this case, machine-readable storage medium 230 may be a portable
medium such as a floppy disk, CD, DVD, or flash drive or a memory maintained by a
server from which the installation package can be downloaded and installed. In
another example, the program instructions may be part of an application or
applications already installed. Here, machine-readable storage medium 230 may
include a hard disk, optical disk, tapes, solid state drives, RAM, ROM, EEPROM, or
the like.

[0057] Processor 238 may be at least one central processing unit (CPU),
microprocessor, and/or other hardware device suitable for retrieval and execution of
instructions stored in machine-readable storage medium 230. Processor 238 may
fetch, decode, and execute program instructions 231-232, and/or other instructions.
As an alternative or in addition to retrieving and executing instructions, processor 238
may include at least one electronic circuit comprising a number of electronic
components for performing the functionality of at least one of instructions 231-232,
and/or other instructions.

[0058] In FIG. 2, the executable program instructions in machine-readable storage
medium 230 are depicted as data handling instructions 231 and search request
processing instructions 232. Instructions 231-232 represent program instructions
that, when executed, cause processor 238 to implement engines 131-132,
respectively.

[0059] FIG. 3 is a block diagram depicting an example edge device 150 for
receiving a data set from a client computing device, storing the data set in the edge

device, and processing a search request originated from a client computing device.

[0060] In the foregoing discussion, engines 151-152 were described as
combinations of hardware and programming. Engines 151-152 may be implemented
in a number of fashions. Referring to FIG. 3, the programming may be processor
executable instructions 251-252 stored on a machine-readable storage medium 250
and the hardware may include a processor 258 for executing those instructions.
Thus, machine-readable storage medium 250 can be said to store program
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instructions or code that when executed by processor 258 implements engines 151-
152 of FIG. 1.

[0061] Machine-readable storage medium 250 may be implemented in a single
device or distributed across devices. Likewise, processor 258 may represent any
number of processors capable of executing instructions stored by machine-readable
storage medium 250. Processor 258 may be integrated in a single device or
distributed across devices. Further, machine-readable storage medium 250 may be
fully or partially integrated in the same device as processor 258, or it may be separate
but accessible to that device and processor 258.

[0062] In one example, the program instructions may be part of an installation
package that when installed can be executed by processor 258 to implement engines
151-152. In this case, machine-readable storage medium 250 may be a portable
medium such as a floppy disk, CD, DVD, or flash drive or a memory maintained by a
server from which the installation package can be downloaded and installed. In
another example, the program instructions may be part of an application or
applications already installed. Here, machine-readable storage medium 250 may
include a hard disk, optical disk, tapes, solid state drives, RAM, ROM, EEPROM, or
the like.

[0063] Processor 258 may be at least one central processing unit (CPU),
microprocessor, and/or other hardware device suitable for retrieval and execution of
instructions stored in machine-readable storage medium 250. Processor 258 may
fetch, decode, and execute program instructions 251-252, and/or other instructions.
As an alternative or in addition to retrieving and executing instructions, processor 258
may include at least one electronic circuit comprising a number of electronic
components for performing the functionality of at least one of instructions 251-252,
and/or other instructions.

[0064] In FIG. 3, the executable program instructions in machine-readable storage
medium 250 are depicted as data handling instructions 251 and search request
processing instructions 252. Instructions 251-252 represent program instructions
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that, when executed, cause processor 258 to implement engines 151-152,
respectively.

[0065] FIG. 4 is a block diagram depicting an example client computing device
140 for storing a data set in the client computing device, determining whether to send
the data set to a peer client computing device, an edge device, or a server computing
device based on at least one parameter, and obtaining a plurality of search results

responsive to a search query.

[0066] In the foregoing discussion, engines 141-144 were described as
combinations of hardware and programming. Engines 141-144 may be implemented
in a number of fashions. Referring to FIG. 4, the programming may be processor
executable instructions 241-244 stored on a machine-readable storage medium 240
and the hardware may include a processor 248 for executing those instructions.
Thus, machine-readable storage medium 240 can be said to store program
instructions or code that when executed by processor 248 implements engines 141-
144 of FIG. 1.

[0067] Machine-readable storage medium 240 may be implemented in a single
device or distributed across devices. Likewise, processor 248 may represent any
number of processors capable of executing instructions stored by machine-readable
storage medium 240. Processor 248 may be integrated in a single device or
distributed across devices. Further, machine-readable storage medium 240 may be
fully or partially integrated in the same device as processor 248, or it may be separate
but accessible to that device and processor 248.

[0068] In one example, the program instructions may be part of an installation
package that when installed can be executed by processor 248 to implement engines
141-144. In this case, machine-readable storage medium 240 may be a portable
medium such as a floppy disk, CD, DVD, or flash drive or a memory maintained by a
server from which the installation package can be downloaded and installed. In
another example, the program instructions may be part of an application or
applications already installed. Here, machine-readable storage medium 240 may



WO 2016/018332 PCT/US2014/049022

21

include a hard disk, optical disk, tapes, solid state drives, RAM, ROM, EEPROM, or
the like.

[0069] Processor 248 may be at least one central processing unit (CPU),
microprocessor, and/or other hardware device suitable for retrieval and execution of
instructions stored in machine-readable storage medium 240. Processor 248 may
fetch, decode, and execute program instructions 241-244, and/or other instructions.
As an alternative or in addition to retrieving and executing instructions, processor 248
may include at least one electronic circuit comprising a number of electronic
components for performing the functionality of at least one of instructions 241-244,
and/or other instructions.

[0070] In FIG. 4, the executable program instructions in machine-readable storage
medium 240 are depicted as data handling instructions 241, parameter obtaining
instructions 242, storage determining instructions 243, and search request processing
instructions 244. Instructions 241-244 represent program instructions that, when
executed, cause processor 248 to implement engines 141-144, respectively.

[0071] FIG. 5is a flow diagram depicting an example method 500 for determining
whether to store a data set in a peer client node based on access frequency
information. The various processing blocks and/or data flows depicted in FIG. 5 (and
in the other drawing figures such as FIGS. 6-8) are described in greater detail herein.
The described processing blocks may be accomplished using some or all of the
system components described in detail above and, in some implementations, various
processing blocks may be performed in different sequences and various processing
blocks may be omitted. Additional processing blocks may be performed along with
some or all of the processing blocks shown in the depicted flow diagrams. Some
processing blocks may be performed simultaneously. Accordingly, method 500 as
illustrated (and described in greater detail below) is meant be an example and, as
such, should not be viewed as limiting. Method 500 may be implemented in the form
of executable instructions stored on a machine-readable storage medium, such as
storage medium 240, and/or in the form of electronic circuitry.
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[0072] Method 500 may start in block 521 where a first client node may store a
first data set in the first client node. The first client node may communicate with a
plurality of client nodes over a first network comprising a P2P computer network. The
plurality of client nodes may be referred to as peer client nodes of the first client node.
The first data set may include, for example, text data, image data, video data, audio
data, or any combination thereof. In some implementations, a user of the first client
node may enter the first data set into the first client node for storage. For example,
the user may take a picture using his/her mobile device and/or save the picture in a
local data storage coupled to the mobile device. In some implementations, the first
data set may be received from another client node (e.g., a second client node). The
first client node may be a peer node of the second client node where the first and
second client nodes communicate over a P2P network.

[0073] In block 522, method 500 may include obtaining, by the first client node,
access frequency information that may indicate a number of accesses to the first data
set in the first client node over a first time period. For example, the access frequency
information may include a number of times the first data set is accessed by other

devices such as various client devices, edge devices, and/or server devices.

[0074] In block 523, method 500 may include determining whether to store at least
a portion of the first data set in at least one of the plurality of client nodes based on
the access frequency information. For example, when a frequency of accesses to the
first data set reaches a predetermined frequency threshold, a copy of the data set (or
at least a portion thereof) may be sent to and/or stored in at least one peer node of
the first client node.

[0075] Referring back to FIG. 1, data handling engine 141 may be responsible for
implementing block 521. Parameter obtaining engine 142 may be responsible for
implementing block 522. Storage determining engine 143 may be responsible for
implementing block 523.

[0076] FIG. 6 is a flow diagram depicting an example method 600 for determining
whether to store a data set in a peer client node, an edge node, or a server node
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based on at least one parameter. Method 600 as illustrated (and described in greater
detail below) is meant be an example and, as such, should not be viewed as limiting.
Method 600 may be implemented in the form of executable instructions stored on a
machine-readable storage medium, such as storage medium 240, and/or in the form
of electronic circuitry.

[0077] Method 600 may start in block 621 where a first client node may store a
first data set in the first client node. The first data set may include, for example, text
data, image data, video data, audio data, or any combination thereof. In some
implementations, a user of the first client node may enter the first data set into the first
client node for storage. For example, the user may take a picture using his/her
mobile device and/or save the picture in a local data storage coupled to the mobile
device. In some implementations, the first data set may be received from another
client node (e.g., a second client node). The first client node may be a peer node of
the second client node where the first and second client nodes communicate over a
P2P network.

[0078] In block 622, method 600 may include identifying peer nodes, an edge
node, and/or a server node of the first client node.

[0079] In block 623, method 600 may include obtaining at least one parameter to
be used in determining where to store the first data set. The parameters may include,
for example, frequency and/or geographical region of accesses made to the first data
set stored in the first client node.

[0080] In block 624, method 600 may determine whether to store the first data set
(or at least a portion thereof) in at least one of the peer nodes based on the access
frequency information. For example, when a frequency of accesses to the first data
set reaches a first predetermined frequency threshold, method 600 may proceed to
block 625 where a copy of the data set (or at least a portion thereof) may be provided
to at least one peer node of the first client node. If method 600 determines that the
access frequency does not meet the first frequency threshold, method 600 may return
to block 623 to obtain updated access frequency information.
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[0081] In block 626, method 600 may determine whether to store the first data set
(or at least a portion thereof) in the edge node based on the access frequency
information. For example, when the frequency of accesses to the first data set stored
in the first client node reaches a second frequency threshold, the first data set (or at
least a portion thereof) may be provided to and/or stored in the edge node (block
627). In some instances, the second frequency threshold may be set higher than the
first frequency threshold such that as the access frequency increases, the first data
set (or at least a portion thereof) may be sent from the first client node to at least one
peer node and to the edge device. If method 600 determines that the access
frequency does not meet the second frequency threshold, method 600 may return to
block 623 to obtain updated access frequency information.

[0082] In block 628, method 600 may determine whether to store the first data set
(or at least a portion thereof) in the server node based on the access frequency
information and/or access region information. Going back to the above example in
block 626, when the frequency of accesses to the first data set stored in the first client
node reaches a third frequency threshold, the first data set (or at least a portion
thereof) may be provided to and/or stored in the server node (block 629). In some
instances, the third frequency threshold may be set even higher than the second
frequency threshold such that as the access frequency increases, the first data set (or
at least a portion thereof) may be sent from the first client device to at least one peer
node, to at least one edge node, and to at least one server node.

[0083] The access region information may comprise a number (or a frequency) of
accesses made from access regions other than the region associated with first client
node. More accesses (or more frequency accesses) from access regions other than
the region where the first client node is located may mean that the first data set is
gaining popularity around the world. For example, method 600 may compare the
access region information to a first region threshold to determine whether to send at
least a portion of the data set to the server node. When the data set is frequently
accessed and/or accessed from many different parts of the world, it may make sense
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to store the first data set (or at least a portion thereof) in a data storage coupled to the
server node so that the first data set may be accessed more easily and quickly by
multiple users from different parts of the world. When the number (or the frequency)
of outside-the-region accesses reaches the first region threshold, for example, the
first data set (or at least a portion thereof) may be provided to and/or stored in the

server node (block 629).

[0084] If method 600 determines that the access frequency does not meet the
third frequency threshold and/or the access region information does not meet the first
region threshold, method 600 may return to block 623 to obtain updated access

frequency information and/or access region information.

[0085] Referring back to FIG. 1, data handling engine 141 may be responsible for
implementing blocks 621, 625, 627, and 629. Parameter obtaining engine 142 may
be responsible for implementing block 623. Storage determining engine 143 may be
responsible for implementing block 622, 624, 626, and 628.

[0086] FIG. 7 is a flow diagram depicting an example method 700 for determining
whether to store a data set in an edge node or a server node based on at least one
parameter. Method 700 as illustrated (and described in greater detail below) is meant
be an example and, as such, should not be viewed as limiting. Method 700 may be
implemented in the form of executable instructions stored on a machine-readable
storage medium, such as storage medium 240, and/or in the form of electronic
circuitry.

[0087] Method 700 may start in block 721 where a first data set (or a portion
thereof) may be stored in a first client node and a plurality of peer client nodes of the
first client node.

[0088] In block 722, method 700 may include identifying an edge node and/or a
server node of the first client node.

[0089] In block 723, method 700 may obtain, by the first client node or at least one
delegate node of the first client node, access frequency information and/or access
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region information with regard to the first data set stored in each of the first client
node and the plurality of peer client nodes. In block 724, method 700 may include
aggregating, by the first client node or the at least one delegate node of the first client
node, the access frequency information and/or access region information across the
first client node and the plurality of peer client nodes.

[0090] In block 725, method 700 may determine whether to store the first data set
(or at least a portion thereof) in the edge node based on the aggregate access
frequency. For example, when the aggregate frequency of accesses to the first data
set stored in the first client node reaches a first frequency threshold, the first data set
(or at least a portion thereof) may be provided to and/or stored in the edge node
(block 726). If method 700 determines that the aggregate access frequency does not
meet the first frequency threshold, method 700 may return to block 723 to obtain

updated access frequency information.

[0091] In block 727, method 700 may determine whether to store the first data set
(or at least a portion thereof) in the server node based on the aggregate access
frequency information and/or aggregate access region information. Going back to the
above example in block 725, when the aggregate frequency of accesses to the first
data set stored in the first client node reaches a second frequency threshold, the first
data set (or at least a portion thereof) may be provided to and/or stored in the server
node (block 728). In some instances, the second frequency threshold may be set
higher than the first frequency threshold such that as the aggregate access frequency
increases, the first data set (or at least a portion thereof) may be sent from the first

client node to the edge node, and to the server node.

[0092] The aggregate access region information may comprise an aggregate
number (or aggregate frequency) of accesses made from access regions other than
the region associated with first client node. More accesses (or more frequent
accesses) from access regions other than the region where the first client node is
located may mean that the first data set is gaining popularity around the world. For
example, method 700 may compare the number (or the frequency) of outside-the-
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region accesses to a first region threshold to determine whether to send at least a
portion of the first data set to the server node. When the data set is frequently
accessed and/or accessed from many different parts of the world, it may make sense
to store the first data set (or at least a portion thereof) in a data storage coupled to the
server node so that the first data set may be accessed more easily and quickly by
multiple users from different parts of the world. When the aggregate number (or
aggregate frequency) of outside-the-region accesses reaches the first region
threshold, for example, the first data set (or at least a portion thereof) may be
provided to and/or stored in the server node (block 728).

[0093] If method 700 determines that the aggregate access frequency does not
meet the second frequency threshold and/or the aggregate number (or frequency) of
outside-the-region accesses does not meet the first region threshold, method 700
may return to block 723 to obtain updated access frequency information and/or

access region information.

[0094] Referring back to FIG. 1, data handling engine 141 may be responsible for
implementing blocks 721, 726, and 728. Parameter obtaining engine 142 may be
responsible for implementing block 723 and 724. Storage determining engine 143

may be responsible for implementing block 722, 725, and 727.

[0095] FIG. 8 is a flow diagram depicting an example method 800 for storing a set
of data sent from a client computing device in a server computing device and
processing a search request originated from a client computing device. Method 800
as illustrated (and described in greater detail below) is meant be an example and, as
such, should not be viewed as limiting. Method 800 may be implemented in the form
of executable instructions stored on a machine-readable storage medium, such as

storage medium 230, and/or in the form of electronic circuitry.

[0096] Method 800 may start in block 821 where the server computing device
receives the data set (or a portion thereof) for storage in a data storage coupled to the
server device from a first client computing device. In block 822, the received data set
may be stored in the data storage.
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[0097] In block 823, method 800 may receive, from the first client device or
another client device, a request to search for the data set. In response to the request,
method 800 may provide the data set to the client device from which the search

request originated (block 824).

[0098] Referring back to FIG. 1, data handling engine 131 may be responsible for
implementing blocks 821 and 822. Search request processing engine 132 may be

responsible for implementing blocks 823 and 824.

[0099] The foregoing disclosure describes a number of example implementations
for data storage in fog computing. The disclosed examples may include systems,
devices, computer-readable storage media, and methods for data storage in fog
computing. For purposes of explanation, certain examples are described with
reference to the components illustrated in FIGS. 1-4. The functionality of the
illustrated components may overlap, however, and may be present in a fewer or

greater number of elements and components.

[00100] Further, all or part of the functionality of illustrated elements may co-exist
or be distributed among several geographically dispersed locations. Moreover, the
disclosed examples may be implemented in various environments and are not limited
to the illustrated examples. Further, the sequence of operations described in
connection with FIGS. 5-8 are examples and are not intended to be limiting.
Additional or fewer operations or combinations of operations may be used or may
vary without departing from the scope of the disclosed examples. Furthermore,
implementations consistent with the disclosed examples need not perform the
sequence of operations in any particular order. Thus, the present disclosure merely
sets forth possible examples of implementations, and many variations and
modifications may be made to the described examples. All such modifications and
variations are intended to be included within the scope of this disclosure and

protected by the following claims.
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CLAIMS

1. A method for execution by a client computing device for storing data in fog
computing, the method comprising:

storing, by a first client node, a first data set in the first client node, wherein
the first client node communicates with a plurality of client nodes over a first
network, the first network comprising a peer-to-peer (P2P) computer network;

obtaining, by the first client node, access frequency information indicating a
number of accesses to the first data set in the first client node over a first time
period; and

determining, by the first client node, whether to store at least a portion of the
first data set in at least one of the plurality of client nodes based on the access

frequency information.

2. The method of claim 1, further comprising:

obtaining, by the first client node or at least one delegate node of the first
client node, aggregate access frequency information that aggregates the access
frequency information across the first client node and the plurality of client nodes
having at least a portion of the first data set; and

determining, by the first client node or the at least one delegate node,
whether to store at least a portion of the first data set in an edge node based on the
aggregate access frequency information, the edge node enabling communication
between the first client node and a second network, wherein the first client node

and a server node communicate over the second network.

3. The method of claim 2, further comprising:
obtaining, by the first client node or the at least one delegate node, access
region information indicating an access region from which an access to the first

data set in the first client node is made;
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determining, by the first client node or the at least one delegate node, a first
number of accesses made from access regions other than the region associated
with the first client node based on the access region information; and

determining, by the first client node or the at least one delegate node,
whether to store at least a portion of the first data set in the server node based on

the first number of accesses.

4, The method of claim 3, further comprising:

obtaining, by the first client node or the at least one delegate node,
aggregate access region information that aggregates the access region information
across the first client node and the plurality of client nodes having at least a portion
of the first data set;

determining, by the first client node or the at least one delegate node, a
second number of accesses made from access regions other than the region
associated with the first client node based on the aggregate access region
information; and

determining, by the first client node or the at least one delegate node,
whether to store at least a portion of the first data set in the server node based on
the second number of accesses.

5. The method of claim 1, further comprising:

receiving, by the first client node, a search query; and

obtaining, by the first client node, a plurality of search results responsive to
the search query, wherein the plurality of search results comprises a second data
set stored in a second client node that communicates with the first client node over
the first network, an edge node that enables communication between the first client
node and a second network, and/or a server node that communicates with the first

client node over the second network.

6. The method of claim 3, further comprising:
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obtaining, by the first client node, at least one user-defined rule that
specifies whether to store at least a portion of the first data set in at least one of the
plurality of client nodes, the edge node, or the server node.

7. A non-transitory machine-readable storage medium comprising instructions
executable by a processor of a client computing device for storing data in fog
computing, the machine-readable storage medium comprising:

instructions to store a set of data in a first data storage coupled to the client
computing device;

instructions to identify a peer client computing device to the client computing
device;

instructions to determine whether at least a portion of the set of data should
be stored in a second data storage coupled to the peer client computing device
based on at least one parameter, wherein the at least one parameter comprises a
first access frequency indicating a number of accesses to the set of data stored in
the first data storage over a first time period; and

in response to determining that the at least portion of the set of data should
be stored in the second data storage based on the at least one parameter,
instructions for providing the at least a portion of the set of data to the peer client
computing device for storage in the second data storage.

8. The machine-readable storage medium of claim 7, wherein the instructions
to determine whether the at least a portion of the set of data should be stored in the
second data storage based on the at least one parameter further comprises:

instructions to determine when the first access frequency reaches a first
predetermined threshold; and

in response to determining that the first access frequency reaches the first
predetermined threshold, instructions to provide the at least a portion of the set of
data to the peer client computing device for storage in the second data storage.
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9. The machine-readable storage medium of claim 7, further comprising:

instructions to identify an edge device that facilitates communication
between the client computing device and a network;

instructions to determine when the first access frequency reaches a first
predetermined threshold; and

in response to determining that the first access frequency reaches the first
predetermined threshold, instructions to provide at least a portion of the set of data
to the edge device for storage in a third data storage coupled to the edge device.

10.  The machine-readable storage medium of claim 7, further comprising:

instructions to identify a server computing device that communicates with
the client computing device via a network;

instructions to obtain a second access frequency, the second access
frequency indicating a number of accesses to the set of data stored in the first data
storage over a second time period that is longer than the first time period;

instructions to determine when the second access frequency reaches a first
predetermined threshold; and

in response to determining that the second access frequency reaches the
first predetermined threshold, instructions to provide at least a portion of the set of
data to the server computing device for storage in a third data storage coupled to

the server computing device.

11.  The machine-readable storage medium of claim 7, wherein the at least one
parameter comprises an access region, the method further comprising:

instructions to identify, for an access to the set of data stored in the first data
storage, the access region from which the access is made;

instructions to identify a server computing device that communicates with

the client computing device via the network;
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instructions to determine when a number of accesses made from access
regions outside of a geographical region associated with the client computing
device reaches a first predetermined threshold; and

in response to determining that the number of accesses reaches the first
predetermined threshold, instructions to provide at least a portion of the set of data
to the server computing device for storage in a third data storage coupled to the

server computing device.

12. A system for storing data in fog computing comprising:
a server computing device comprising at least one processor to:

receive a set of data for storage in a data storage coupled to the
server computing device from a first client computing device via a network after the
first client computing device determines that the set of data is to be sent from the
first client computing device to the server computing device based on at least one
parameter, wherein the at least one parameter comprises a frequency of accesses
to the set of data in the first client computing device and an access region from
which the set of data in the first client computing device is accessed; and

cause storing of the set of data in the data storage coupled to the

server computing device.

13.  The system of claim 12, wherein the processor is further to:

receive the set of data for storage in the data storage coupled to the server
computing device from the first client computing device via the network after the
first client computing device determines that the set of data should be sent from the
first client computing device to an edge device based on the at least one
parameter, wherein the edge device enables communication between the first

client computing device and the network.

14.  The system of claim 12, wherein the processor is further to:
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receive the set of data for storage in the data storage coupled to the server
computing device from the first client computing device via the network after the
first client computing device determines that the set of data should be sent from the
first client computing device to a peer client computing device based on the at least
one parameter, wherein the peer client computing device communicates with the

first client computing device over a peer-to-peer (P2P) network.

15.  The system of claim 12, wherein the processor is further to:

receive, from a second client computing device, a request to search for the
set of data; and

in response to the request, provide the set of data to the second client

computing device.
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