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A SYSTEM AND A METHOD FOR FACILITATING MOBILE INTERNET PROTOCOL
COMMUNICATION

FIELD OF THE INVENTION

The present invention relates to a system and a method for facilitating mobile Internet

Protocol (IP) communication.

BACKGROUND ART

It is true that it is impossible for data to travel as it is in its original format. When the data
are required to travel through a connected network for example through the Internet or
through a more cumbersome platform i.e. the mobile IP communication network, the data
is required to travel in packets. In other words, it is required to be encapsulated in packets
first.

Further to the above, the reason behind encapsulating the data in packets is to facilitate
the data to be interpretable by an end recipient, and at the same time to ensure that the
data is properly addressed to the recipient. As a comparison, those data is just like in real
life in which messages are written on a letter to be sent out as mails to the correct
recipient. In this connection, every network terminal, for instance a source terminal, a
destination terminal and even a transit terminal contain their own IP address to signify

their location with respect to the network area they are in.

As such, it is common to observe that these data packets contain a body where the data
is contained and a number of headers that serve to indicate the address of the recipient
such that the packets can be sent to the right recipient.

Another important factor to ponder is the security of these packets. As the packets are
required to travel through unsecured channels for example through what has been
considered as vulnerable IP network for example through the Internet or through the

mobile IP communication network.

As discussed above, the data being encapsulated in the packets achieve three main
objectives i.e. the capacity to carry a load i.e. the data through an IP network, to bridge

the inconsistency between transmission protocol between or among the diverse networks,
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and to safeguard the privacy of those data that are usually sensitive and vulnerable to
being breached.

In view of the above, it seems that the existing technology i.e. the existing IP tunneling is,
prima facie, able to address such problems and achieve such objectives. Particularly to
deliver the packets from a source terminal i.e. a corresponding node to a mobile
destination terminal i.e. a mobile node, the utilization of the mobile IP tunneling is

common.

In a mobile network environment, there exist differences in terms of routing protocols
between the networks systems i.e. between the source network and the mobile
destination network. As such, it is imperative to bridge the differences in terms of the
routing protocols between the network systems. Thus, the mobile IP tunneling has been
introduced.

The mobile IP tunneling generally revolves around forwarding the packets first to a
redirecting server (usually called a home agent) and encapsulating the packets with
headers (to incorporate the IP address for the intended recipient) before forwarding those
packets to the rightful IP recipients. In other words, the mobile IP tunneling is a protocol in
a mobile IP environment that involves using encapsulating payload protocol through a
delivery protocol. The payload protocol has been defined as the IP communication
between a mobile destination terminal and a source terminal whereas the delivery
protocol is the IP communication between the mobile destination terminal and a transit

terminal.

As mentioned above, due to the security concerns, these packets are also required to be
encrypted. Besides the packets’ encryption, their headers are generally encrypted as well.
The headers are encrypted such that no other outsiders or non-intended reader can
detect the initial source sender’s IP address as well as the intended recipient’s address.
Such an encryption of the headers entails another level of encapsulation of the packets
i.e. the previously encapsulated packets have to be encapsulated again in yet another
layer of encapsulation as illustrated in FIG. 1.

The tunneled packet only traverses and lasts for only a certain displacement as ultimately,
the packets would be de-encapsulated such that the packet would travel to its intended
location on itself. At the outset, this may seem a bit inconvenient because it involves
encapsulation and de-encapsulation process which do seem quite undesirable.
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However, upon closer inspection and multiple usages in our daily life, this mobile IP
tunneling could bring other sorts of shortcomings. With reference to FIG. 1, during
transmission from a transit terminal to a mobile destination terminal, additional data
capacity for example bits are required in the payload (the body containing the data) in
order to accommodate the increasing tunneled header with respect to the pre-tunneled
header. As a consequence, the tunneled payload decreases as compared to the pre-
tunneled payload.

Looking closer to the FIG. 1, the load (space) for the headers seems to have expanded in
light of that the stacked (nested tunnels) nature of the packets and thus, there no longer
left enough room for the payload data itself. As such, there are less data per an IP packet.
Moreover, this results to lower throughput in terms of payload.

The situation would be more dire if the size of the tunneled packets carrying many layers
of stacked headers (as seen in FIG. 1) surpass the size limit for example the Maximum
Transmission Unit (MTU). The packet could be fragmentized resulting to overhead and
latency issues.

Among other things, the transit terminal which serves to receive and redirect the packets
to the mobile destination terminal is deemed quite cumbersome. Other than that, it does
seem that the transit of packeted data through a transit terminal “lengthen” the distance
between the mobile destination terminal and the source terminal.

In light of the above, a system and a method for facilitating mobile IP communication that

overcome above shortcomings is very much in need.

SUMMARY OF THE INVENTION

According to the present invention, there is provided a system (100) and a method for
facilitating mobile Internet Protocol (IP) communication.

According to one aspect of the present invention, the system comprises an IP address
updating component residing in a mobile destination terminal, an IP communication
connecting component residing in a transit terminal, an access requesting component
residing in a source terminal, and a session verifying component residing in an intended
mobile destination terminal. The IP communication connecting component comprises a
destination storage unit and a source storage unit. The session verifying component

comprises a pass unsecuring number.
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The IP address updating component identifies a current IP address of the mobile
destination terminal, and forwards an IP address update to the IP communication
connecting component. The IP communication connecting component receives and stores
the current IP address of the mobile destination terminal on the destination storage unit.
The destination storage unit is adapted for storing data related to the mobile destination
terminal. The data comprises the IP addresses of the mobile destination terminal and a

pass securing member of the mobile destination terminal.

The access requesting component forwards a request to establish an IP connection with
an intended mobile destination terminal. The IP communication connecting component
receives and stores the request in the source storage unit, generates a session pass upon
receipt of the request, and forwards the session pass to the session verifying component
of the intended mobile destination terminal, and retrieves the IP address and the pass
securing member from the destination storage unit, and forwards the IP address, the pass
securing member, and the session pass to the access requesting component of the

source terminal.

The access requesting component secures the session pass with the pass securing
member, and forwards the secured session pass to the IP address of the intended mobile
destination terminal. The session verifying component unsecures the secured session
pass with the pass unsecuring member of the session verifying component, compares the
unsecured session pass with the session pass received from the IP communication
connecting component, determines whether both of the session passes match with each
other, and establishes the IP connection with the source terminal if both of the session
passes match.

In accordance with another aspect of the present invention, there is provided a transit
terminal, wherein the transit terminal comprises an IP communication connecting
component, the IP communication connecting component generates a new session pass
on receipt of a access request received from a source terminal to establish an IP
connection with an intended mobile destination terminal, the IP communication connecting
component further forwards the session pass to the source terminal and the intended
mobile destination terminal associated with the access request.

According to yet another aspect of the present invention, the method comprising the steps
of identifying a current IP address of a mobile destination terminal and forwarding an IP
address update to an IP communication connecting component of the system using an IP
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address updating component of the system; receiving and storing the current IP address
of the mobile destination terminal on a destination storage unit using the IP
communication connecting component, the destination storage unit being for storing data
related to the mobile destination terminal; forwarding a request to establish an IP
connection with an intended mobile destination terminal using an access requesting
component; receiving and storing the request in the source storage unit using the IP
communication connecting component; generating a session pass upon receipt of the
request using the IP communication connecting component; forwarding the session pass
to a session verifying component of the intended mobile destination terminal using the IP
communication connecting component; retrieving the IP address and a pass securing
member from the destination storage unit, and forwarding the IP address, the pass
securing member, and the session pass to the access requesting component of the
source terminal using the IP communication connecting component; securing the session
pass with the pass securing member, and forwarding the secured session pass to the IP
address of the intended mobile destination terminal using the access requesting
component; and unsecuring the secured session pass with a pass unsecuring member,
comparing the unsecured session pass with the session pass received from the IP
communication connecting component, determining whether both of the session passes
match with each other, and establishing the IP connection with the source terminal if both
of the session passes match using a session verifying component. The session verifying
component resides in the mobile destination terminal; and the session verifying

component having a pass unsecuring member.

The IP address updating component resides in the mobile destination terminal whereas

the IP communication connecting component resides in a transit terminal.

The IP communication connecting component comprises a destination storage unit and a
source storage unit. The data comprises the IP addresses of the mobile destination
terminal and the pass securing member in relation to the mobile destination terminal;

It is an object of the present invention to provide a system and a method for facilitating

mobile IP communication without the mobile IP tunneling.

It is also an object of the present invention to provide a system and a method for
facilitating mobile IP communication that reduces the data capacity (i.e. the quantity space
of the data) required in a header of a carrier packet for carrying the payload from the
source terminal to the mobile destination terminal, therefore increasing the data capacity
of a body of the carrier packet itself for example with respect to mobile IP tunneling. In
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short, the delivery of more data in one IP packet is expected that also signifies a higher
throughput of data for example in comparison to the mobile IP tunneling.

It is also an object of the present invention to provide a system and a method for
facilitating mobile IP communication that can do away without encapsulation of data
packets like in the IP tunneling in order to provide a smoother delivery of data. No de-
encapsulating of the data packets is required too.

It is further an object of the present invention to provide a system and a method for
facilitating IP communication that can do away without through a transit terminal i.e. an
on-behalf receiving server like a redirecting server.

It is also an object of the present invention to provide a system and a method for
facilitating IP communication that shorten the path for the traveling IP packets between a

source terminal and a mobile destination terminal.

It is also an object of the present invention to provide a system and a method for
facilitating mobile IP communication that prevent the size of the carrier packet from
exceeding the possible size limit of the carrier packet itself, for example exceeding the
Maximum Transmission unit (MTU) such that the packet would not be fragmentized and
that problems like overhead and latency can be avoided.

It is further object of the present invention to provide a system and a method for facilitating
mobile IP communication that track the mobility of the mobile destination terminal for
example in the absence of the mobile IP tunneling.

It is further object of the present invention to provide a system and a method for facilitating
mobile IP communication that track the communication sessions between the mobile
destination terminal and the source terminal for example in the absence of the mobile IP

tunneling.

It is also an object of the present invention to provide a system and a method for
facilitating mobile IP communication that can recognize the identity of a mobile destination
terminal that move between or among networks for example in the absence of the mobile

IP tunneling.
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It is also an object of the present invention to provide a system and a method for
facilitating mobile IP communication that assist a mobile destination terminal to verify a
source terminal in a mobile IP communication for example in the absence of the mobile IP

tunneling.

It is also final object of the present invention to provide a system and a method for
facilitating mobile IP communication in which a session pass can be provided from the
transit terminal to the source terminal and the mobile destination terminal such that the
session can be secured by the access requesting component of the source terminal using
a pass securing member and can be unsecured by the session verifying component of the
mobile destination terminal using a pass unsecuring member such that the security of the
mobile IP communication can be maintained in a mobile environment for example in the

absence of the mobile IP tunneling.

The present invention consists of certain novel features and a combination of parts
hereinafter fully described and illustrated in the accompanying drawings and particularly
pointed out in the appended claims; it being understood that various changes in the
details may be without departing from the scope of the invention or sacrificing any of the
advantages of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

For the purpose of facilitating an understanding of the invention, there is illustrated in the
accompanying drawings the preferred embodiments from an inspection of which when
considered in connection with the following description, the invention, its construction and

operation and many of its advantages would be readily understood and appreciated.

FIG. 1 shows the Internet Protocol (IP) flow of the data packet between networks from a
source terminal to a mobile destination terminal using the conventional mobile IP

tunneling.

FIG. 2 shows a diagram depicting the linkage of all the components involved in the system
and the method of the present invention.

FIG. 3 shows a flowchart depicting the top level flow involved in the method of the present

invention.
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FIG. 4 shows a flowchart depicting the IP address update in an IP address updating

component of a mobile destination terminal of the present invention.

FIG. 5 shows a flowchart depicting the IP address update in an IP communication

connecting component of a transit terminal of the present invention.

FIG. 6 shows a flowchart depicting the session assignment in the IP communication

connecting component of the transit terminal of the present invention.

FIG. 7 shows a flowchart depicting the session assignment in the access requesting

component of a source terminal of the present invention.

FIG. 8 shows a flowchart depicting another example of a session assignment in the

access requesting component of a source terminal of the present invention.

FIG. 9 shows a flowchart depicting the session assignment in a session verifying

component of the mobile destination terminal of the present invention.

FIG. 10 shows how the IP address updating component of the mobile destination terminal

updates the IP communication connecting component of the transit terminal.

FIG. 11 shows how the access requesting component of the source terminal requests the

IP communication connecting component for an IP session.

FIG. 12 shows how the IP communication connecting component forwards the session
pass to the access requesting component, and the session pass, the IP address, and the

pass securing member to the session verifying component.

FIG. 13 shows how the access requesting component forwards the session pass secured
using the pass securing member to the session verifying component.

FIG. 14 shows how the session verifying component unsecures the received secured
session pass to verify the source terminal and once the IP connection between the source
terminal and the mobile destination terminal is established, the mobile destination terminal
starts to receive data packets from the source terminal.
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FIG. 15 shows how the IP address updating component updates the IP communication
connecting component when the mobile destination terminal changes its position therefore
changing its IP address (receiving from other most adjacent local network), whilst the IP

communication connecting component updates the destination storage unit.

FIG. 16 shows that when the source terminal reaches a timeout, the access requesting
component forwards a request to establish an IP connection using the existing session
pass.

FIG. 17 shows how the IP communication connecting component assigns a new session

pass.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention relates to a system (100) and a method for facilitating mobile IP
communication. Hereinafter, the system (100) and the method shall be described
according to the preferred embodiments of the present invention and by referring to the
accompanying description and drawings. However, it is to be understood that limiting the
description to the preferred embodiments of the invention and to the drawings is merely to
facilitate discussion of the present invention and it is envisioned that those skilled in the
art may devise various modifications without departing from the scope of the appended

claim.

Referring to FIG. 2, according to one aspect of the present invention, the system (100) for
facilitating mobile Internet Protocol (IP) communication is shown. The system (100)
comprises an IP address updating component (310), an IP communication connecting
component (320), an access requesting component (330), and a session verifying
component (340).

Referring to FIG. 1 & 2, the IP address updating component (310) and the session
verifying terminal (340) reside in a mobile destination terminal (30). The IP communication
connecting component (320) resides in a transit terminal (20). The access requesting
component (330) resides in a source terminal (10).

Referring to FIG. 2 again, the IP communication connecting component (320) comprises a
destination storage unit (510) and a source storage unit (520). The session verifying
component (340) comprises a pass unsecuring member (222).
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Ultimately, the IP communication connecting component (320) tracks the IP address (210)
of the mobile destination terminal (30) through the destination storage unit (510), and
handles the IP connection between the source terminal (10) and the mobile destination
terminal (30) through the source storage unit (520).

Referring to FIG. 2, 4, & 10, the IP address updating component (310) identifies the
current IP address (210) of the mobile destination terminal (30). The IP address updating
component (310) achieves this by detecting whether there is any change in the network
attached to the mobile destination component (30). If this is the case, this indicates that
there is a change in the current IP address (210) of the mobile destination terminal (30)
and the IP address updating component (310) only forwards an IP address update (410)
to the IP communication connecting component (320). Ultimately, the IP address updating
component (310) is adapted to update the IP communication connecting component (320)
regarding the current IP address (210) of the mobile destination terminal (30). An example
regarding the change of network attached to the mobile destination network (30) is also
illustrated in FIG. 15-17.

Referring now to FIG. 2 & 5, the IP communication connecting component (320) receives
and stores the current IP address (210) of the mobile destination terminal (30) on the
destination storage unit (510). The destination storage unit (510) is adapted to store data
related to the mobile destination terminal (30). The data comprise the IP addresses (210)
of the mobile destination terminal (30) and a pass securing member (220) in relation to the
mobile destination terminal (30).

As shown in FIG. 5, the IP communication connecting component (320), upon receiving
the current IP address (210) of the mobile destination terminal (30) from the IP update
address updating component (310), checks whether the current IP address (210) has
already been stored in the destination storage unit (510); if the current IP address (210)
has been stored in the destination storage unit (510); the destination storage unit (510) is
updated; and if the current IP address (210) has not been stored in the destination storage
unit (510); and the current IP address (210) is stored as a new IP address (210) in the
destination storage unit (510).

With reference to FIG. 2 & 11, the access requesting component (330) forwards a request
to establish an IP connection with an intended mobile destination terminal (32). As shown
in FIG. 2, 6 & 12, the IP communication connecting component (320) is adapted further

for, not in any particular order, receiving and storing the request in the source storage unit
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(520), generating and assign a session pass (230) upon receipt of the request; forwarding
the session pass (230) to the session verifying component (340) of the intended mobile
destination terminal (32), and retrieving the IP address (210) and the pass securing
member (220) from the destination storage unit (510), and forwarding the IP address
(210), the pass securing member (220), and the session pass (230) to the access
requesting component (330). The above mentioned order is allowed to follow that shown
in FIG. 6.

Referring to now to FIG. 2, 7, 8, & 13, the access requesting component (330) further
secures the session pass (230) with the pass securing member (220), and forwards the
secured session pass (232) to the IP address (210) of the intended mobile destination
terminal (32).

Referring to FIG. 7, if the source terminal (10) reaches a timeout, the access requesting
component (330) forwards a new request to establish an IP connection with the intended
mobile destination terminal (32) using the previously received session pass (230), the IP
communication connecting component (320) receives and stores the request in the source
storage unit (520), generates a new session pass (230) upon receipt of the request, and
forwards the new session pass (230) to the intended mobile destination terminal (32) and
the source terminal (10). If the access requesting component (330) has not received the
IP address (210), the pass securing member (220), and the session pass (230) from the
IP communication connecting component (320), and if the timeout has not been reached,
the access requesting component (330) waits for the receipt of the IP address (210), the
pass securing member (220), and the session pass (230) from the IP communication
connecting component (320). FIG. 8 shows slightly a difference route with regards the
error before receiving a reply from the IP communication connecting component (320).

FIG. 9 shows the route of steps involved in the session verifying component (340). The
session verifying component (340) unsecures the secured session pass (232) with the
pass unsecuring member (222), compares the unsecured session pass (232) with the
session pass (230) received from the IP communication connecting component (320),
determines whether both of the session passes (230) match with each other, and
establishes the IP connection with the source terminal (10) if both of the session passes
(230) match as shown in FIG. 9 & 14.

As an example, the source terminal (10) is a corresponding node, the transit terminal (20)
is a redirect server, the mobile destination terminal (30) and the intended mobile
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destination terminal (32) each are a mobile node. The destination storage unit (510)
comprises a binding table (510). The source storage unit (520) comprises a
correspondent table (520). The pass securing member (220) is a public key (220)
whereas the pass unsecuring member (222) is a private key.

Referring to FIG. 2, & 10-17, the binding table (510) is adapted for keeping track of the
mobile node. The correspondent table (520) is adapted for keeping track of the
communication sessions between the mobile nodes and the corresponding nodes. The
public key (220) is used in a public key distribution for an authentication purpose, whereas
the session key (230) is used in a session key (230) distribution for a mobility purpose.

Referring to FIG. 2-17, according to another aspect of the present invention, the method
for facilitating mobile Internet Protocol (IP) communication is implemented using the
system (100). The method comprises the steps of

identifying a current IP address of a mobile destination terminal and forwarding an IP
address update to an IP communication connecting component of the system using an IP
address updating component of the system; receiving and storing the current IP address
of the mobile destination terminal on a destination storage unit using the IP
communication connecting component, the destination storage unit being for storing data
related to the mobile destination terminal; forwarding a request to establish an IP
connection with an intended mobile destination terminal using an access requesting
component; receiving and storing the request in the source storage unit using the IP
communication connecting component; generating a session pass upon receipt of the
request using the IP communication connecting component; forwarding the session pass
to a session verifying component of the intended mobile destination terminal using the IP
communication connecting component; retrieving the IP address and a pass securing
member from the destination storage unit, and forwarding the IP address, the pass
securing member, and the session pass to the access requesting component of the
source terminal using the IP communication connecting component; securing the session
pass with the pass securing member, and forwarding the secured session pass to the IP
address of the intended mobile destination terminal using the access requesting
component; and unsecuring the secured session pass with a pass unsecuring member,
comparing the unsecured session pass with the session pass received from the IP
communication connecting component, determining whether both of the session passes
match with each other, and establishing the IP connection with the source terminal if both
of the session passes match using a session verifying component. The session verifying
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component resides in the mobile destination terminal; and the session verifying

component having a pass unsecuring member.

Referring now to FIG. 1 & 2, the IP address updating component (310) and the session
verifying terminal (340) reside in a mobile destination terminal (30). The IP communication
connecting component (320) resides in a transit terminal (20). The access requesting
component (330) resides in a source terminal (10).

Referring to FIG. 2 again, the IP communication connecting component (320) comprises
the destination storage unit (510) and the source storage unit (520). The session verifying
component (340) comprises the pass unsecuring member (222).

The system (100) comprises an IP address updating component (310), an IP
communication connecting component (320), an access requesting component (330), and
a session verifying component (340).

Ultimately, the IP communication connecting component (320) tracks the IP address (210)
of the mobile destination terminal (30) through the destination storage unit (510), and
handles the IP connection between the source terminal (10) and the mobile destination
terminal (30) through the source storage unit (520).

Referring to FIG. 2, 4, & 10, the step of forwarding an IP address update (410) to an IP
communication connecting component (320) further comprises the step of forwarding the
IP address update (410) to the IP communication connecting component (320) when there
is a change in the current IP address (210) of the mobile destination terminal (30). An
example regarding the change of network attached to the mobile destination terminal (30)
is illustrated in FIG. 15-17.

With reference to FIG. 2 & 5, the step of receiving and storing the current IP address (210)
of the mobile destination terminal (30) on the destination storage unit (510) further
comprises the steps of checking whether the current IP address (210) has been stored in
the destination storage unit (510), and updating the destination storage unit (510); wherein
if the current IP address (210) has been stored in the destination storage unit (510), the
destination storage unit (510) is updated; and if the current IP address (210) has not been
stored in the destination storage unit (510), the current IP address (210) is stored as a
new IP address (210) in the destination storage unit (510).
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Referring to FIG. 7, the method further comprises the steps of:

if the source terminal (10) reaches a timeout, forwarding a new request to establish an IP
connection with the intended mobile destination terminal (32) with the previously received
session pass (230) using the access requesting component (330);

receiving and storing the request in the source storage unit (520), generating a new
session pass (230) upon the request, and forwarding the new session pass (230) to the
intended mobile destination terminal (32) and the source terminal (10) using the IP
communication connecting component (320);

if the access requesting component (330) has not received the IP address (210), the pass
securing member (220), and the session pass (230) from the IP communication
connecting component (320), and if the timeout has not been reached, waiting for the
receipt of the IP address (210), the pass securing member (220), and the session pass
(230) from the IP communication connecting component (320) using the access
requesting component (330).

For example, the source terminal (10) is a corresponding node, the transit terminal (20) is
a redirect server, the mobile destination terminal (30) and the intended mobile destination
terminal (32) each are a mobile node. The destination storage unit (510) comprises a
binding table (510) whereas the source storage unit (520) comprises a correspondent
table (520). The pass securing member (220) is a public key (220) whereas the pass
unsecuring member (222) is a private key.

Referring to FIG. 2, & 10-17, the binding table (510) is adapted to keep track of the mobile
node. The correspondent table (520) is adapted to keep track of the communication
sessions between the mobile nodes and the corresponding nodes. The public key (220) is
used in a public key distribution for an authentication purpose, whereas the session key
(230) is used in a session key (230) distribution for a mobility purpose.

While in the foregoing specification this invention has been described in relation to certain
preferred embodiments thereof and many details have been set forth for purpose of
ilustration, it will be apparent to those skilled in the art that the invention is susceptible to
additional embodiments and that certain of the details described herein can be varied
considerably without departing from the basic principles of the invention.
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CLAIMS
1. A system (100) for facilitating mobile Internet Protocol (IP) communication
comprising:
(i) at least one source terminal (10), wherein said source terminal (10)

comprises an access requesting component (330), wherein said access requesting
component (330) is adapted to raise an access request and to generate a secured
session pass (232) to establish an IP connection with an intended mobile
destination terminal (32);

(i) at least one ftransit terminal (20) comprising an IP communication
connecting component (320), said IP communication connecting component (320)
is adapted to generate a new session pass (230) on receipt of said access request
received from a source terminal (10), said IP communication connecting
component (320) is further adapted to forward said session pass (230) to a source
terminal (10) and an intended mobile destination terminal (32) associated with said

access request; and

(iii) at least one mobile destination terminal (30), wherein said mobile
destination terminals (30) being associated with discrete dynamic IP address
(210), a pass securing member (220) and a pass unsecuring member (222),
wherein said mobile destination terminal (30) having a session verifying
component (340), said session verifying component (340) is adapted to unsecure
a secured session pass (232) received from a source terminal (10) using said pass
unsecuring member (222), compare a unsecured session pass (232) with said
session pass (230) received from said transit terminal (20) and establish an IP
communication session with a corresponding source terminal (10) if both the
session pass match.

2. The system as claimed in claim 1, wherein said IP communication connecting
component (320) is further adapted to receive and store a current IP address (210) and a
pass securing member (220) associated with said mobile destination terminal (30), said
IP communication connecting component (320) having:
(i) a destination storage unit (510) for storing data including said current IP
address (210) and said pass securing member (220) in relation to said mobile
destination terminal (30); and
(i) and a source storage unit (520) to store said access requests raised by
said source terminal (10);
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wherein said IP communication connecting component (320) tracks the IP address (210)
of said mobile destination terminal (30) through said destination storage unit (510), and
handles the IP connection between said source terminal (10) and said mobile destination
terminal (30) through said source storage unit (520); and said IP communication
connecting component (320) further upon receiving a current IP address (210) of said
mobile destination terminal (30) checks whether the current IP address (210) has already
been stored in the destination storage unit (510) and updates said destination storage unit
(510) with the current IP address (210) as the new IP address (210) if the current IP
address (210) has not been stored in the destination storage unit (510).

3. The system (100) as claimed in claim 1, wherein and said source terminal (10)
associated with said access request is further adapted to receive a session pass (230), a
current IP address (210) and a pass securing member associated with an intended mobile
destination terminal (32) from said transit terminal (20) to generate said secured session
pass (232) using said access requesting component (330).

4. The system (100) as claimed in claim 1, wherein said access requesting
component (330) is further adapted to forward a new access request using the previously
received session pass (230) if said source terminal (20) reaches a timeout while waiting
for said session pass (230) from said transit terminal (20); said IP communication
connecting component (320) receives and stores the request, generates a new session
pass (230) upon receipt of the request, and forwards the new session pass (230) to said
intended mobile destination terminal (32) and said source terminal (10); and if said access
requesting component (330) has not received the IP address (210), said pass securing
member (220), and said session pass (230) from the IP communication connecting
component (320), and if the timeout has not been reached, the access requesting
component (330) waits for the receipt of the IP address (210), the pass securing member
(220), and the session pass (230) from the IP communication connecting component
(320).

5. The system (100) as claimed in claim 1, wherein said mobile destination terminal
(30) further includes an IP address updating component (310) adapted to identify and
forward a current IP address (210) of said mobile destination terminal (30) to said IP
communication connecting component (320) when there is a change in the current IP

address (210) of said mobile destination terminal (30).
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6. A transit terminal (20) for use in the system (100) as described in claim 1, wherein
said transit terminal (20) comprises an IP communication connecting component (320),
said IP communication connecting component (320) is adapted to generate a new session
pass (230) on receipt of a access request received from a source terminal (10) to
establish an IP connection with an intended mobile destination terminal (32), said IP
communication connecting component (320) is further adapted to forward said session
pass (230) to said source terminal (10) and said intended mobile destination terminal (32)
associated with said access request.

7. A method for facilitating mobile Internet Protocol (IP) communication, the method
is implemented using a system (100) for facilitating the mobile IP communication, the
method comprising the following steps:
(i) identifying a current IP address (210) of a mobile destination terminal (30)
and forwarding an IP address update (410) to an IP communication connecting
component (320) using an IP address updating component (310), wherein said IP
communication connecting component (320) resides in a transit terminal (20) and
said IP address updating component (310) resides in said mobile destination
terminal (30) and said mobile destination terminal (30) being associated with a
discrete pass securing member (220) and a pass unsecuring member (222);
(i) facilitating a source terminal to raise an access request to establish an IP
connection with an intended mobile destination terminal (32) using an access
requesting component (330), wherein said access requesting component residing
in a source terminal (10);
(iii) generating a new session pass (230) at said transit terminal corresponding
to said access request using said IP communication connecting component (320);
(iv) forwarding said session pass (230) to a session verifying component (340)
residing in said intended mobile destination terminal (32) and said access
requesting component (330) using the IP communication connecting component
(320);
(v) securing the session pass (230) with the pass securing member (220), and
forwarding the secured session pass (232) to the current IP address (210) of the
intended mobile destination terminal (32) using the access requesting component
(330); and
(vi) unsecuring the secured session pass (232) with said pass unsecuring
member (222), comparing the unsecured session pass (232) with the session pass
(230) received from the IP communication connecting component (320), and
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establishing the IP connection with the source terminal (10) if both of the session
passes (230) match using said session verifying component (340).

8. The method as claimed in claim 7, wherein the step of identifying a current IP
address (210) of a mobile destination terminal (30) includes the steps of checking whether
the current IP address (210) has been stored on a destination storage unit (510) hosted in
IP communication connecting component (320) and updating the destination storage unit
(510) along with said pass securing member (220) in relation to said mobile destination
terminal (30); wherein if the current IP address (210) has been stored in said destination
storage unit (510), said destination storage unit (510) is updated; and if said current IP
address (210) has not been stored in said destination storage unit (510), said current IP
address (210) is stored as a new IP address (210) in said destination storage unit (510).

9. The method as claimed in claim 7, wherein the step of facilitating a source terminal
to raise an access request to establish an IP connection with an intended mobile
destination terminal (32) comprises the following steps:
(i) determining if the source terminal (10) reaches a timeout while waiting for
said session pass (230) from said transit terminal (20), forwarding a new request
to establish an IP connection with the intended mobile destination terminal (32)
with the previously received session pass (230) using the access requesting
component (330) in the event of said timeout;
(i) receiving and storing the request in the source storage unit (520),
generating a new session pass (230) upon the request, and forwarding the new
session pass (230) to the intended mobile destination terminal (32) and the source
terminal (10) using the IP communication connecting component (320); and
(iii) verifying if the access requesting component (330) has not received the IP
address (210), the pass securing member (220), and the session pass (230) from
the IP communication connecting component (320), and if the timeout has not
been reached, waiting for the receipt of the IP address (210), the pass securing
member (220), and the session pass (230) from the IP communication connecting
component {(320) using the access requesting component (330).

10. The method as claimed in claim 7, wherein the step of generating a new session
pass (230) at a transit terminal includes the following steps:
(i) storing the access request in said IP communication connecting

component (320); and



WO 2014/098562 PCT/MY2013/000259
19

(i) retrieving the IP address (210) and said pass securing member (220) from
said IP communication connecting component (320), and forwarding the IP
address (210), the pass securing member (220), and the session pass (230) to the
access requesting component (330) of said source terminal (10) using said IP

communication connecting component (320).
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