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DISTRIBUTING CONTENT IN MANAGED WIRELESS DISTRIBUTION

NETWORKS

Background

[0001] As computing technology has advanced, computing devices have become

increasingly powerful. This increase in computing device power has led to more advanced

content being available to users, such as complex video games with detailed graphics, high

resolution movies, and so forth. While such advanced content is beneficial to users, it is

not without its problems. One such problem is that this advanced content can be very

large in size (e.g., on the order of tens or hundreds of gigabytes). Transferring such large

amounts of content via a network requires a significant amount of bandwidth and can take

a significant amount of time (e.g., on the order of hours or days). This results in delays to

users who desire to use the content in the near future, leading to user frustration with their

computing devices.

Summary

[0002] This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used to limit the scope of the claimed subject matter.

[0003] In accordance with one or more aspects, multiple portions of protected content

to host on a device are identified by the device, the multiple portions of protected content

including one or more portions of each of one or more pieces of protected content. The

multiple portions of protected content are obtained and stored on the device. The device is

one of multiple devices in a managed wireless distribution network that allows portions of

protected content to be transferred among the multiple devices via multiple wireless

networks hosted by various ones of the multiple devices, and the device is configured to

store portions of protected content that can be consumed by a user of the device only if the

user of the device has permission to consume the protected content.

[0004] In accordance with one or more aspects, for each of multiple devices in a

managed wireless distribution network, participation of the device in the managed wireless

distribution network is identified. The managed wireless distribution network allows

portions of protected content to be transferred among the multiple devices via multiple

wireless networks hosted by various ones of the multiple devices, each of the multiple

devices being configured to host portions of protected content that can be consumed by a



user of the device only if the user of the device has permission to consume the protected

content. For each of the multiple devices a reward is generated for a user of the device

based on the participation of the device in the managed wireless distribution network.

Brief Description of the Drawings

[0005] The detailed description is described with reference to the accompanying

figures. In the figures, the left-most digit(s) of a reference number identifies the figure in

which the reference number first appears. The use of the same reference numbers in

different instances in the description and the figures may indicate similar or identical

items. Entities represented in the figures may be indicative of one or more entities and

thus reference may be made interchangeably to single or plural forms of the entities in the

discussion.

[0006] Fig. 1 illustrates an example system implementing the distributing content in

managed wireless distribution networks in accordance with one or more embodiments.

[0007] Fig. 2 illustrates an example managed wireless distribution network in

accordance with one or more embodiments.

[0008] Fig. 3 is a flowchart illustrating an example process for a device implementing

the techniques discussed herein in accordance with one or more embodiments.

[0009] Fig. 4 is a flowchart illustrating an example process for a service implementing

the techniques discussed herein in accordance with one or more embodiments.

[0010] Fig. 5 is a flowchart illustrating an example process for incentivizing users to

allow their devices to participate in a managed wireless distribution network in accordance

with one or more embodiments.

[0011] Fig. 6 illustrates an example managed wireless distribution network in

accordance with one or more embodiments.

[0012] Fig. 7 illustrates an example managed wireless distribution network using a

local discovery technique in accordance with one or more embodiments.

[0013] Fig. 8 illustrates an example system using an enhanced local discovery

technique in accordance with one or more embodiments.

[0014] Fig. 9 illustrates an example system using a managed discovery technique in

accordance with one or more embodiments.

[0015] Fig. 10 is a flowchart illustrating an example process for discovering content in

a managed wireless distribution network in accordance with one or more embodiments.



[0016] Fig. 11 is a flowchart illustrating an example process for discovering content

and generating routes in a managed wireless distribution network in accordance with one

or more embodiments.

[0017] Fig. 12 illustrates an example system implementing the distributing content in

managed wireless distribution networks in accordance with one or more embodiments.

[0018] Fig. 13 is a flowchart illustrating an example process for devices cooperating to

obtain protected content in accordance with one or more embodiments.

[0019] Fig. 14 illustrates an example system that includes an example computing

device that is representative of one or more systems and/or devices that may implement

the various techniques described herein.

Detailed Description

[0020] Distributing content in managed wireless distribution networks is discussed

herein. Generally, a managed wireless distribution network includes multiple devices that

communicate with one another via multiple wireless networks (e.g., multiple Wi-Fi

networks). Each device in the managed wireless distribution network can host at least one

wireless network and/or join at least one wireless network.

[0021] Content (e.g., games, movies, etc.) can be separated into multiple portions, and

different ones of the multiple devices in the managed wireless distribution network can

host different portions of the content. Permission is needed in order for a device to

consume the content (e.g., play the game, watch the movie, etc.), thus the content is also

referred to as protected content. This permission can take various forms, such as a key

allowing the protected content to be decrypted. A device in the managed wireless

distribution network can host protected content regardless of whether a user of the device

has permission to consume the content.

[0022] A device obtains the portions of the protected content in order to consume the

protected content. The device can obtain the portions of the protected content from

different ones of the multiple devices in the managed wireless distribution network, with

the portions of protected content being transferred via the wireless networks. As the

device can obtain the portions of protected content via the wireless networks of the

managed wireless distribution network, the device can obtain the portions without having

to access a content service over the Internet, resulting in reduced data usage over the

user's Internet connection, and faster retrieval of the portions due to the faster speed of

wireless networks.



[0023] Fig. 1 illustrates an example system 100 implementing the distributing content

in managed wireless distribution networks in accordance with one or more embodiments.

System 100 includes a managed wireless distribution network 102 that includes multiple

devices 104 and 106. The managed wireless distribution network 102 is a collection of

devices that communicate with one another using one or more wireless data networks,

such as a Wi-Fi network or other wireless local area network (WLAN). The managed

wireless distribution network includes the devices as well as the wireless data networks

created by those devices. Although two devices 104 and 106 are illustrated in the

managed wireless distribution network 102, it should be noted that any number of devices

can be included in the managed wireless distribution network 102.

[0024] Devices 104 and 106 can each be a variety of different types of devices, and

devices 104 and 106 can be the same or different types of devices. For example, each of

devices 104 and 106 can be a desktop computer, a server computer, a laptop or netbook

computer, a tablet or notepad computer, a mobile station, an entertainment appliance, a

set-top box communicatively coupled to a display device, a television or other display

device, a cellular or other wireless phone, a game console, an automotive computer, and so

forth. Thus, each device 104 and 106 may range from a full resource device with

substantial memory and processor resources (e.g., personal computers, game consoles) to a

low-resource device with limited memory and/or processing resources (e.g., traditional

set-top boxes, televisions).

[0025] The devices 104 and 106 can communicate with a network management

service 112, a content service 114, and a content licensing service 116 via a network 118.

Network 118 can be any one or more of a variety of different networks, such as the

Internet or a public telephone network. The network 118 differs from the wireless

networks in the managed wireless distribution network 102 in that the network 118 has

slower data transfer rates than the wireless networks, has costs (e.g., per megabyte or

gigabyte) associated with usage of the network 118 that the wireless networks do not have,

and/or has limits on the amount of data (e.g., number of bytes) that can be transferred over

the network 118 over a given time period that the wireless networks do not have. The

services 112, 114, and 116 can be implemented by any of a variety of different types of

devices, such as any of the types discussed above with respect to the devices 104 and 106.

[0026] The content service 114 makes pieces of protected content available to devices

104 and 106 via the network 118. Any of a variety of different protected content can be

made available by the content service 114, such as video content (e.g., different movies



being different pieces of protected content), gaming content (e.g., different video games

being different pieces of protected content), and so forth. The content licensing service

116 manages providing licenses to the devices 104 and 106 as appropriate to allow the

protected content to be consumed (e.g., played back, run, etc.) by the devices 104 and 106.

Network management service 112 provides management functionality for the managed

wireless distribution network 102, including facilitating establishing and maintaining the

managed wireless distribution network 102, facilitating which protected content is to be

provided to which devices 104 and 106, and so forth.

[0027] Although particular functionality is discussed herein with reference to

particular services 112, 114, and 116, it should be noted that the functionality of particular

services discussed herein can be separated into multiple services, and at least some

functionality of multiple services can be combined into a single service. For example, the

content service 114 and the content licensing service 116 can be a single service. By way

of another example, the content service 114 can be implemented by multiple services.

[0028] The device 104 includes a managed wireless distribution network system 122

and a wireless network component 124. The device 106 includes a managed wireless

distribution network system 126, and is associated with a wireless network component

128. The devices included in the managed wireless distribution network 102 can

communicate directly or indirectly with the network 118. For example, the device 104 can

communicate directly with the network 118, and the device 106 can communicate

indirectly with the network 118 via the wireless network component 128.

[0029] Each device 104 and 106 has an associated wireless network component. The

device 104 has an associated wireless network component 124 that is included as part of

the device 104, and the device 106 has an associated wireless network component 128 that

the device 106 communicates with (e.g., using a wired connection). The wireless network

components 124 and 128 allow devices in the managed wireless distribution network 102

to communicate with one another over a wireless network (e.g., a Wi-Fi network).

[0030] Each device 104 and 106 also includes a managed wireless distribution

network system. The managed wireless distribution network system of a device 104 or

106 manages the participation of the device 104 or 106 in the managed wireless

distribution network 102, including transferring protected content to or from other devices,

communicating control information to or from the other devices, and so forth.

[0031] The managed wireless distribution network 102 allows protected content to be

distributed to devices 104 and 106 from other devices within the managed wireless



distribution network 102. After a portion of protected content is stored on at least one

device in the managed wireless distribution network 102, that portion of the protected

content can be made available to other devices in the managed wireless distribution

network 102 without accessing the network 118.

[0032] Making protected content available to devices in the managed wireless

distribution network 102 without accessing the network 118 enhances the performance and

operation of devices in the managed wireless distribution network 102 in various manners.

For example, wireless networks used by the devices in the managed wireless distribution

network 102 typically provide faster data transfers than can be achieved using the network

118, increasing the speed at which the protected content can be obtained by a device in the

managed wireless distribution network 102. By way of another example, particular

financial costs may be associated with the use of the network 118. By transferring

protected content over the wireless network of the managed wireless distribution network

102, such costs can be avoided. By way of yet another example, data caps or limits may

be placed on devices when accessing the network 118 (e.g., an access provider that

provides access to the network 118 for a device 104 or 106 may limit the devices 104 or

106 to a particular number of gigabytes of data transfer per month). By transferring

protected content over the wireless network of the managed wireless distribution network

102, such data caps or limits can be avoided.

[0033] The device 104 also includes a content store 130 and a content consumption

system 132. The device 106 also includes a content store 134 and a content consumption

system 136. The content stores 130 and 134 can be implemented using any of a variety of

storage mechanisms, such as nonvolatile memory (e.g., Flash memory), one or more

magnetic disks, one or more optical discs, and so forth. The protected content stored in

the content stores 130 and 134 can be obtained from the content service 114, from another

device in the managed wireless distribution network 102, or from another source. The

content consumption system 132 manages or coordinates consumption of the protected

content in the content store 130, and the content consumption system 136 manages or

coordinates consumption of the protected content in the content store 134. Consumption

of the protected content varies depending on the device, the protected content, and so

forth. For example, consumption of the protected content can be playing a game, playing

back a movie, and so forth.

[0034] In order to consume protected content, the content consumption system 132,

136 obtains permission to consume the protected content, such as from the content



licensing service 116. As such permission is needed to consume content, the content is

also referred to as protected content. It should be noted that references herein to content

refer to protected content. The permission can be received in response to various actions,

such as payment of an appropriate fee to consume the protected content. The permission

to consume the protected content can take various forms, such as a license including a key

that can be used to decrypt the protected content (e.g., in situations in which the protected

content is maintained in encrypted form in the content store 130), a license enforced by a

security module of the device 104, 106 specifying what actions can be taken with the

protected content (e.g., how the protected content can be consumed), and so forth.

Regardless of the form of the permission to consume the protected content, the

consumption of the protected content is prevented unless the permission is obtained.

Consumption of the protected content can be prevented in different manners, such as by

not decrypting the protected content, not allowing access to portions of the content store

where the protected content is stored, and so forth.

[0035] Each of one or more of the devices in the managed wireless distribution

network 102 creates at least one wireless network, and the created wireless networks can

be accessed by other devices in the managed wireless distribution network 102. The

parameters of the created wireless networks are made known to the devices in the

managed wireless distribution network 102, allowing each of the devices in the managed

wireless distribution network 102 to communicate with one or more other devices in the

managed wireless distribution network via a wireless network and independent of the

network 118.

[0036] Fig. 2 illustrates an example managed wireless distribution network 200 in

accordance with one or more embodiments. Four devices 202, 204, 206, and 208 are

illustrated in Fig. 2, each of which can be a device 104 or 106 of Fig. 1. Each of the

devices 202 - 208 creates a wireless network. Device 202 creates wireless network 212,

device 204 creates wireless network 214, device 206 creates wireless network 216, and

device 208 creates wireless network 218. The wireless networks 212 - 218 are illustrated

as dashed lines showing areas covered by the wireless networks, the areas being places

where devices can access the wireless networks.

[0037] As illustrated in Fig. 2, each of the devices 202 - 208 is within the area of one

or more networks, but need not be within the area of all of these networks. For example,

device 202 is within the areas of wireless networks 212 and 214, but not within the areas

of wireless networks 216 and 218. By way of another example, device 208 is within the



areas of wireless networks 214, 216, and 218, but is not within the area of wireless

network 212.

[0038] Given the different devices that are within the ranges of different wireless

networks, a chain of wireless networks can be established. For example, the device 202

can join wireless network 214 created by device 204, the device 204 can join the wireless

network 218 created by the device 208, and the device 208 can join the wireless network

216 created by the device 206. A chain of wireless networks 214, 218, and 216 allow

content to be transferred from device 202 to device 204 to device 208 to device 206, or

from device 206 to device 208 to device 204 to device 202.

[0039] Returning to Fig. 1, the managed wireless distribution network is a collection

of wireless networks created by multiple devices (e.g., devices 104 and 106). The creation

of a wireless network refers to hosting the wireless network or serving as an access point

for the wireless network. Each wireless network has parameters that include a name (e.g.,

a Service Set Identifier (SSID)) and a security key (e.g., a password). These parameters

can be generated by the device creating the wireless network, or alternatively generated by

another device (e.g., the network management service 112) that provides the parameters to

the device. The name of the network can be broadcast by the device creating the wireless

network, or alternatively not broadcast (e.g., the wireless network can be a hidden

network). A device wishing to communicate with one or more other devices via a wireless

network joins the wireless network by providing the parameters of the network to the

device that created the network. The device creating the network verifies the parameters,

and allows the other device to join the wireless network only if the parameters are verified.

[0040] Each wireless network can optionally have additional parameters that indicate

how to join the wireless network or what devices can join the wireless network. For

example, a wireless network may allow only devices with particular addresses (e.g., Media

Access Control (MAC) addresses) to join the wireless network. As part of a request to

join a wireless network created by a device, another device provides its MAC address and

the device creating the network allows the other device to join the network only if the

other device has a MAC address that is allowed to join the wireless network.

[0041] The parameters of the wireless network can also change over time. For

example, the name or security key of the wireless network can be changed at regular or

irregular intervals (e.g., every 24 hours). Such changes to the parameters of a wireless

network are made known to the devices in the managed wireless distribution network 102.



Such changes support various usage scenarios, such as making names or security keys

difficult to guess by malicious devices given the rate at which they change.

[0042] In one or more embodiments, a device in the managed wireless distribution

network 102 creates two wireless networks. A first of the two wireless networks is for the

input of protected content to the device creating the two wireless networks. Another

device can join the first wireless network to provide protected content to the device

creating the two wireless networks. A second of the two wireless networks is for the

output of protected content from the device creating the two wireless networks. Another

device can join the second wireless network to retrieve or otherwise obtain protected

content from the device creating the two wireless networks.

[0043] Alternatively, a device can create any other number of wireless networks. For

example, a device can create no wireless networks and simply rely on joining wireless

networks created by other devices in order to receive protected content from or provide

protected content to the other devices. By way of another example, a device can create

one wireless network used to both receive protected content from and provide protected

content to other devices. By way of yet another example, a device can create multiple

wireless networks for the input of protected content to the device, or multiple wireless

networks for the output of protected content from the device.

[0044] The network management service 112 manages the managed wireless

distribution network 102. The management of the managed wireless distribution network

102 includes maintaining a record of which wireless networks are included in the managed

wireless distribution network 102, and also maintaining a record of the parameters of the

wireless networks included in the managed wireless distribution network 102. The

management of the managed wireless distribution network 102 can also include

maintaining various other information regarding the wireless networks included in the

managed wireless distribution network 102, such as which wireless networks can be seen

by which devices in the managed wireless distribution network 102, how many wireless

networks are passed through in order to communicate data from one device to another

device in the managed wireless distribution network 102, and so forth.

[0045] Although the management of the managed wireless distribution network 102 is

discussed herein as performed by the network management service 112, the management

can alternatively be distributed and performed at least in part by the managed wireless

distribution network systems on the devices of the managed wireless distribution network

102. For example, the management can be performed at least in part by the managed



wireless distribution network systems 122 and 126, with the network management service

112 facilitating communication among the managed wireless distribution network

systems.

[0046] The network management service 112 also provides various information that it

maintains to the devices in the managed wireless distribution network 102. For example,

wireless network parameters maintained by the network management service 112 can be

provided to the devices in the managed wireless distribution network 102 so that the

devices in the managed wireless distribution network 102 can join the wireless networks in

the managed wireless distribution network 102.

[0047] The network management service 112 determines which devices to include in

the managed wireless distribution network 102, and the determination can be made in any

of a variety of different manners. In one or more embodiments, the network management

service 112 uses various rules or criteria to determine which devices are included in the

managed wireless distribution network 102. These rules or criteria of whether to include a

device in the managed wireless distribution network 102 can include, for example, how

close the device is geographically to one or more other devices in the network 102 (e.g.,

geographic areas of devices being obtained from the devices, from the users of the

devices, or other sources), whether the device is within range of a wireless network hosted

by a device in the network 102, whether the device can access any other device in the

network 102 without passing through more than a threshold number of wireless networks,

how many devices are already in the network 102, and so forth.

[0048] It should be noted that although a single managed wireless distribution network

102 is illustrated in Fig. 1, the system 100 can include any number of managed wireless

distribution networks 102. The network management service 112 can maintain various

information for each of multiple managed wireless distribution networks 102, and provide

information regarding each managed wireless distribution network 102 to devices in that

managed wireless distribution network 102 (but not to devices in other managed wireless

distribution networks 102).

[0049] It should also be noted that the devices included in the managed wireless

distribution network 102 can be content sources, content consumers, or both. A content

source refers to a device that makes protected content available to one or more other

devices in the managed wireless distribution network 102. A content consumer refers to a

device that receives or otherwise obtains protected content from another device in the

managed wireless distribution network 102. Thus, for example, a device in the managed



wireless distribution network 102 can receive and play back protected content from other

devices in the network 102, but not make any protected content on the device available to

the other devices in the network 102.

[0050] It should further be noted that the managed wireless distribution network 102 is

managed by the network management service 112 and the managed wireless distribution

network systems 122, 126. The managed wireless distribution network systems 122, 126

control the joining or hosting of wireless networks in the managed wireless distribution

network 102. Thus, only the managed wireless distribution network systems 122, 126 can

communicate data via these wireless networks - other components or modules are not

permitted to access theses wireless networks. Furthermore, the managed wireless

distribution network systems 122, 126 control what content is permitted to be transferred

using these wireless networks. The managed wireless distribution network systems 122,

126 allow for only the transfer of protected content using these wireless networks, and

only the protected content that satisfies the criteria or rules of the systems 122, 126 (e.g.,

protected content having particular identifiers or from particular distributors, protected

content stored in a particular portion of the content store 130, etc.) can be transferred using

these wireless networks. Thus, all content on the devices 104, 106 is not made available

for transfer among devices using the techniques discussed herein, and the devices 104, 106

do not open themselves up to free access for other devices to connect to the devices 104,

106 using the techniques discussed herein.

[0051] It should additionally be noted that the inclusion of a user's device in the

managed wireless distribution network 102 is performed only after receiving user consent

to do so. This user consent can be an opt-in consent, where the user takes an affirmative

action to request that the user's device be included as part of the managed wireless

distribution network. Alternatively, this user consent can be an opt-out consent, where the

user takes an affirmative action to request that the user's device be excluded from the

managed wireless distribution network. If the user does not choose to opt out of the

managed wireless distribution network, then it is an implied consent by the user to have

the user's device included as part of the managed wireless distribution network.

[0052] Fig. 3 is a flowchart illustrating an example process 300 for a device

implementing the techniques discussed herein in accordance with one or more

embodiments. Process 300 is carried out by a device in a managed wireless distribution

network, such as device 104 or 106 of Fig. 1, and can be implemented in software,

firmware, hardware, or combinations thereof. Process 300 is shown as a set of acts and is



not limited to the order shown for performing the operations of the various acts. Process

300 is an example process for implementing the techniques discussed herein; additional

discussions of these techniques are included herein with reference to different figures.

[0053] In process 300, parameters allowing a device to join wireless networks hosted

by other devices in a managed wireless distribution network are obtained by the device

(act 302). The device obtaining the parameters is the device implementing process 300,

and the parameters can be obtained from various sources (e.g., other ones of the devices in

the managed wireless distribution network, or a network management service). Different

parameters can be obtained, such as names (e.g., SSIDs) and security keys (e.g.,

passwords) of the wireless networks.

[0054] The device hosts or joins wireless networks as appropriate to transfer portions

of protected content through the managed wireless distribution network (act 304). The

protected content can be separated into different portions as discussed below, and different

routes to different portions of protected content can be determined in different manners as

discussed herein. These routes indicate which wireless networks are to be joined or

otherwise accessed by which devices in the managed wireless distribution network in

order to transfer protected content between devices.

[0055] Portions of protected content to host on the device are identified (act 306). The

identified protected content can be protected content that a user of the device desires to

consume, protected content to be seeded on the device as discussed in more detail below,

protected content stored to be stored on the device for transfer to another device when

routing protected content through the managed wireless distribution network, and so forth.

[0056] The identified portions of protected content are obtained from other devices in

the managed wireless distribution network (act 308). Additionally, some portions of the

protected content can be obtained from other sources, such as a content service as

discussed above, or a peer-to-peer (P2P) network as discussed in more detail below.

[0057] Portions of protected content are also stored in a content store of the device (act

310). However, despite being stored in a content store of the device, consumption of the

protected content is allowed only if the user of the device is permitted to consume the

protected content as discussed above.

[0058] Fig. 4 is a flowchart illustrating an example process 400 for a service

implementing the techniques discussed herein in accordance with one or more

embodiments. Process 400 is carried out by a network management service, such as

network management service 112 of Fig. 1, and can be implemented in software,



firmware, hardware, or combinations thereof. Process 400 is shown as a set of acts and is

not limited to the order shown for performing the operations of the various acts. Process

400 is an example process for implementing the techniques discussed herein; additional

discussions of these techniques are included herein with reference to different figures.

[0059] In process 400, parameters used to join wireless networks hosted by devices in

a managed wireless distribution network are received from the devices (act 402).

Different parameters can be received, such as names (e.g., SSIDs) and security keys (e.g.,

passwords) of the wireless networks.

[0060] The parameters to join one or more of the wireless networks hosted by others

of the multiple devices in the managed wireless distribution network are provided to each

of the multiple devices (act 404). Parameters to join all wireless networks in the managed

wireless distribution network can be provided to each device in the managed wireless

distribution network, or alternatively parameters to join only a subset of the wireless

networks in the managed wireless distribution network can be provided to each device.

For example, the device may identify to the network management service the names of the

other wireless networks that the device can see (that the device is within range of), and the

parameters for only those wireless networks can be provided to the device.

[0061] From each of the multiple devices in the managed wireless distribution

network, indications of the wireless networks that are visible to the device is received (act

406). The wireless networks that are visible to a device are the wireless networks that the

device is within range of (and thus can join if given the proper parameters). The

determination of which wireless networks are visible to a device can be performed at

various times, as discussed in more detail below.

[0062] Routes through the multiple wireless networks of the managed wireless

distribution network are generated (act 408). These routes are from device to device (or

wireless network to wireless network) in the managed wireless distribution network, and

allow devices in the managed wireless distribution network to obtain portions of protected

content from other devices in the managed wireless distribution network.

[0063] Indications of the routes are provided to the devices in the managed wireless

distribution network (act 410). These indications can be identifications of full routes (e.g.,

all the devices or wireless networks between two devices) or portions of routes (e.g.,

obtain a portion of one protected content from one device and provide the portion to

another device).



Device discovery

[0064] In one or more embodiments, in order to identify the various wireless networks

in a managed wireless distribution network, the devices in the managed wireless

distribution network broadcast the names of each of the one or more wireless networks

they have created. Although the devices can continuously broadcast the names of the one

or more wireless networks they have created, such continuous broadcasting can result in a

large number of wireless network names being broadcast, polluting the area with such

names.

[0065] In one or more embodiments, the devices broadcast or transmit the names of

the one or more wireless networks they have created during a broadcast window, which is

a particular range of time. The network management service 112 determines the broadcast

window and provides an indication of the broadcast window to the devices in the managed

wireless distribution network. The broadcast window can be various ranges of time, such

as the first five minutes of every hour, a particular number of minutes at a particular time

of each day, a particular number of minutes at particular times of particular days of each

week, and so forth.

[0066] Additionally, the broadcast window can be a range of time that begins in

response to a message or other indication from the network management service 112. For

example, the network management service 112 can send a "begin broadcast" message to

the devices in the managed wireless distribution network indicating that the broadcast

window is to begin immediately (or at a particular time) and last for a particular number of

minutes. Such a message or other indication can be sent in response to the occurrence of

particular events, such as a new device being added to the managed wireless distribution

network.

[0067] During the broadcast window, each device in the managed wireless distribution

network broadcasts the names of each wireless network it has created. If the wireless

network is a hidden wireless network, the device broadcasts an indication of the hidden

wireless network (e.g., the name "hidden network"), but does not broadcast the name of

the wireless network. Broadcasting the name of a wireless network refers to wirelessly

transmitting the name of the wireless network (e.g., in a particular type of packet for Wi-Fi

networks) for other devices to see. During the broadcast window, each device in the

managed wireless distribution network also determines the names of the other wireless

networks it is within range of (the names of the other wireless networks the device can

see), also referred to as the other wireless networks that are visible to the device. Various



additional information can optionally be determined by the devices, such as the signal

strength of the signals received by the device for each of the wireless networks the device

can see. Each device in the managed wireless distribution network sends an indication of

the names of the wireless networks that the device can see, as well as any additional

information determined by the device, to the network management service 112.

[0068] The network management service 112 thus has knowledge, for each device in

the managed wireless distribution network, of which wireless networks the device is

within range of. This allows the network management service 112 to generate a map or

topology of the managed wireless distribution network indicating which devices can

access which other devices via which wireless networks.

[0069] It should be noted that if multiple devices have created hidden networks, the

network management service 112 may have somewhat limited knowledge of which

wireless networks a device is within range of because the network management service

112 won't know which hidden network a device sees. Nonetheless, the network

management service 112 knows that the hidden network a device sees is one of the

multiple hidden networks. The network management service 112 can thus, for example,

provide the parameters for all of the hidden networks to a device in order for the device to

attempt to join all of the hidden networks (and at least one such attempt is expected to be

successful).

[0070] It should also be noted that devices can join or leave the managed wireless

distribution network at various times. Devices can also be powered off or placed in low

power modes during which time the devices are unavailable (are not able to send or

receive protected content), and effectively have left the managed wireless distribution

network while unavailable. By using the broadcast window, the map or topology of the

managed wireless distribution network is kept more accurate and up-to-date, accounting

for devices joining or leaving the managed wireless distribution network.

Incentivizing participation

[0071] Incentives can optionally be provided to users for participating in (including

their devices in) a managed wireless distribution network. Various criteria can be used to

determine whether and how much to reward users based on their participation in the

managed wireless distribution network, and various rewards can be given to users.

[0072] In one or more embodiments, the criteria includes an amount of protected

content shared by the user. The amount of protected content refers to how many different

protected content pieces (e.g., how many different movies or games), how many different



portions of protected content (e.g., how many different parts or chunks of movies or

games), and so forth. Protected content or portions of protected content that is made

available by a device to transfer to another device in the managed wireless distribution

network is referred to as protected content that is shared by the user. Larger rewards can

be provided as the amount of protected content shared by the user increases, and smaller

rewards can be provided as the amount of protected content shared by the user decreases.

[0073] In one or more embodiments, the criteria includes a data transfer rate of the

user's device. The data transfer rate of the user's device refers to a data transfer rate (e.g.,

a number of bits or bytes per second) at which the wireless network created by the user's

device can transmit or receive. Larger rewards can be provided for larger data transfer

rates, and smaller rewards can be provided for smaller data transfer rates.

[0074] In one or more embodiments, the criteria includes the reliability of the user's

device. The reliability of the user's device refers to a rating of how reliable the user's

device is in being able to receive or provide protected content (e.g., how frequently or for

what percentage of the time the user's device has hardware or software problems that

interfere with receiving or providing protected content). Larger rewards can be provided

for devices with high reliability, and smaller rewards can be provided for devices with low

reliability.

[0075] In one or more embodiments, the criteria includes how much the user's device

is used for seeding protected content. Portions of protected content can be provided to

various devices in the managed wireless distribution network from the content service 114

in anticipation of an upcoming event (e.g., the release date of a movie or game), a process

referred to as seeding the protected content. Larger rewards can be provided for large

amounts of protected content seeded on the user's device, and smaller rewards can be

provided for small amounts of protected content seeded on the user's device.

[0076] In one or more embodiments, the criteria includes an amount of protected

content passed through the user's device. Situations can arise where protected content is

not stored on a particular device but passes through the particular device. For example,

referring to Fig. 2, protected content may be transferred from device 206 to device 202

through device 204. The devices 206 and 202 store the protected content, but the device

204 need not store the protected content. Larger rewards can be provided for larger

amounts of protected content being passed through the user's device, and smaller rewards

can be provided for smaller amounts of protected content being passed through the user's

device.



[0077] In one or more embodiments, the criteria includes the connectivity of the user's

device. The connectivity of the user's device refers to how often (e.g., what percentage of

the time) the user's device is powered on and participating in the managed wireless

distribution network. Larger rewards can be provided for devices with high connectivity

rates, and smaller rewards can be provided for devices with low connectivity rates.

[0078] In one or more embodiments, the criteria includes the participation of the user's

device in assisting neighboring devices obtaining protected content. Situations can arise in

which a user desires to obtain protected content on relatively short notice (e.g., would like

to start watching a movie or playing a new game as soon as possible). In such situations,

the managed wireless distribution network system of the user's device can request

assistance from neighboring devices (e.g., other devices in the managed wireless

distribution network) in obtaining the protected content. Each of these neighboring

devices can obtain a portion of the protected content from the content service 114 and

provide it to the user's device (e.g., cooperate with the user's device as discussed in more

detail below). Larger rewards can be provided for larger amounts of the assistance

provided by a device (e.g., the amount of protected content obtained by the device for

another device), and smaller rewards can be provided for smaller amounts of the

assistance provided by a device (e.g., the amount of protected content obtained by the

device for another device).

[0079] In one or more embodiments, the criteria includes how many devices are in the

managed wireless distribution network. When larger numbers of devices are already part

of the managed wireless distribution network, the addition of more devices to the managed

wireless distribution network may not be as important and thus not rewarded as much.

Larger rewards can be provided as the number of devices in the managed wireless

distribution network decreases, and smaller rewards can be provided as the number of

devices in the managed wireless distribution network increases.

[0080] Various rewards can be given to users for participating in the managed wireless

distribution network. In one or more embodiments, the rewards include a monetary

award. A cash amount can be provided to the user, such as a check or debit card, a receipt

or coupon that can be cashed in by the user, and so forth.

[0081] In one or more embodiments, the rewards include a digital protected content

reward. Particular protected content can be made available to a user, or made available to

the user earlier than other users (e.g., a day or six hours earlier).



[0082] In one or more embodiments, the rewards include a credit award. The credit is

a particular amount of money or other currency, can be provided to the user in various

manners such as credit applicable towards purchase of protected content or other services.

[0083] In one or more embodiments, the rewards include a discount award. The

discount can be, for example, a particular percentage off of a price or other cost of some

product or service. The discount can be provided to the user in various manners such as a

discount on the purchase of protected content or other services.

[0084] In one or more embodiments, the rewards include a reputation award. The

reputation can be a score, level, and so forth associated with the user. This reputation can

be incorporated as part of an additional service available to the user, such as an online

gaming service.

[0085] In one or more embodiments, the rewards include an achievements award. The

achievements can be pins, ribbons, icons, and so forth associated with the user. These

achievements can be incorporated as part of an additional service available to the user,

such as an online gaming service.

[0086] In one or more embodiments, the rewards include a status award. The status

award can be a rank, title, group membership, and so forth associated with the user. This

status award can be incorporated as part of an additional service available to the user, such

as an online gaming service.

[0087] In one or more embodiments, the rewards include an exclusive offers award.

The exclusive offers can be, for example, particular protected content, products, or

services available to the user.

[0088] The managed wireless distribution network system of a device monitors the

activity of the device based on one or more of the various criteria for determining whether

and how much to reward users for participating in the managed wireless distribution

network discussed above. Rewards based on the activity can be determined by the

managed wireless distribution network system of the device, or a report of the activity can

be provided to the network management service 112 for determination of the rewards by

the service 112.

[0089] It should be noted that the rewards can be provided anonymously. For

example, a receipt for a reward can be provided to the user's device. The network

management service 112 can know about the user's device and which criteria were

satisfied by the user's device, but not know the identity of the user of the device. Thus,

the receipt for the reward can be provided to the user's device without any identification of



the particular user on the receipt. The user can then submit the receipt to another service

in order to redeem the reward. Thus, incentives can be provided to a user while keeping

the identity of the user anonymous to the network management service 112.

[0090] Fig. 5 is a flowchart illustrating an example process 500 for incentivizing users

to allow their devices to participate in a managed wireless distribution network in

accordance with one or more embodiments. Process 500 is carried out by a network

management service, such as network management service 112 of Fig. 1, and can be

implemented in software, firmware, hardware, or combinations thereof. Process 500 is

shown as a set of acts and is not limited to the order shown for performing the operations

of the various acts. Process 500 is an example process for incentivizing users to allow

their devices to participate in a managed wireless distribution network; additional

discussions of incentivizing users to allow their devices to participate in a managed

wireless distribution network are included herein with reference to different figures.

[0091] In process 500, for each of multiple devices in a managed wireless distribution

network, participation of the device in the managed wireless distribution network is

identified (act 502). The participation of the device in the managed wireless distribution

network can be identified in different manners, such as based on information provided to

the network management service by the devices in the managed wireless distribution

network.

[0092] A reward for each of multiple devices in the managed wireless distribution

network is generated (act 504). Various criteria can be used to determine whether and

how much to reward users based on their participation in the managed wireless

distribution network, as well as how to reward the user, as discussed above.

[0093] An indication of the reward for a device (or userO is provided to the user's

device (act 506). The indication can be provided in various manners, such as providing a

receipt for the reward to the user's device as discussed above.

Distributing large protected content

[0094] A device in the managed wireless distribution network can host one or more

portions of one or more different pieces of protected content (e.g., different movies,

different games, etc.). Hosting or maintaining a portion of protected content refers to

storing the portion of protected content and making the portion of protected content

available to other devices in the managed wireless distribution network. Which portions

of which protected content are hosted by a device can be determined in different manners.

In one or more embodiments, the device hosts all portions of all protected content that the



user of the device requests be available on the device (e.g., all of the games that the user

has purchased). Alternatively, the network management service 112 can determine which

portions of which protected content is hosted on which devices of the managed wireless

distribution network. The network management service 112, or the managed wireless

distribution network systems on the devices, can use various rules or criteria to determine

which portions of which protected content is hosted on which devices of the managed

wireless distribution network. The network management service 112 provides to each of

one or more devices in the managed wireless distribution network an indication of which

portions of which protected content are to be hosted on the device. The device then

proceeds to obtain the protected content (e.g., from content service 114). Alternatively,

the managed wireless distribution network systems on the devices determine which

portions of content are to be hosted on each device, and the devices then proceed to obtain

the protected content.

[0095] Protected content can be separated into different portions in a variety of

different manners. For example, the protected content may be separated into a particular

number of portions of approximately (within a threshold amount of) the same size. By

way of another example, the protected content may be separated into a number of portions

having equal to or less than a threshold size (e.g., 1 gigabyte or 5 gigabytes). The number

of portions can optionally vary based on the number of devices desiring the protected

content. For example, if 50 devices in a managed wireless distribution network have

requested particular protected content then that particular protected content can be

separated into 50 portions. By way of another example, if 20 devices in the managed

wireless distribution network have requested other particular protected content then that

other particular protected content can be separated into 20 portions.

[0096] It should be noted that a device in the managed wireless distribution network

can host a portion of protected content that the user of the device is not permitted to

consume. The device can host a portion of protected content simply to make it available

to other devices in the managed wireless distribution network. If the user of the device

does not have permission to consume the hosted portion of protected content, he or she

will not be able to consume the portion of protected content (e.g., he or she will not have

access to the appropriate key to decrypt the portion of protected content) as discussed

above.

[0097] The network management service 112 can determine which portions of which

protected content are hosted on which devices of the managed wireless distribution



network based on various different rules or criteria. In one or more embodiments, the

rules or criteria include an expected use date for the protected content. For example,

portions of protected content scheduled to be released on a particular date can be hosted on

various devices in the managed wireless distribution network from the content service 114

prior to the release date, a process referred to as seeding the protected content. Users do

not have permission to consume the protected content until the release date, so the

protected content cannot be consumed by the users until the release date even though

portions are hosted on their devices.

[0098] A user can also request that particular protected content be available for

consumption at a particular time or day. Depending on the amount of time remaining until

the particular time or day, the network management service 112 can separate the protected

content into multiple portions and indicate to different devices to obtain and host the

different portions.

[0099] Various other rules or criteria can also be used by the network management

service 112 to determine which portions of which protected content are hosted on which

devices. For example, a device may indicate to network management service 112 that the

device is willing to provide storage for a particular amount of protected content (e.g., 10

gigabytes), in response to which the network management service 112 determines to have

no more than that particular amount of protected content stored on the device.

[00100] Protected content can be transferred among the devices via the wireless

networks of the managed wireless distribution network faster than protected content can

be transferred over the network 118. Thus, a user's device is able to obtain protected

content more quickly via the managed wireless distribution network than from the network

118. By having different portions of the protected content obtained from the content

service 114 by different devices in the managed wireless distribution network, the speed at

which data can be obtained by the user's device is increased even further. For example,

assume each device in the managed wireless distribution network communicates with the

content service 114 at a rate of 5 megabits per second (mbps), but communicates with

other devices in the managed wireless distribution network via wireless networks

transferring data at a rate of 500 mbps. Further assume that particular protected content is

separated into 20 portions that each of 20 different devices in the managed wireless

distribution network obtains from the content service 114. Each device thus obtains 1/20

of the protected content at the slower rate of 5 mbps, then can host and transfer the



obtained portion to other devices in the managed wireless distribution network at the faster

rate of 500 mbps.

[00101] In one or more embodiments, the managed wireless distribution network

system of a user's device can request assistance from neighboring devices (e.g., other

devices in the managed wireless distribution network) in obtaining protected content. In

response to such a request, each of these neighboring devices cooperates with the user's

device by obtaining one or more portions of the protected content from the content service

114 and providing it to the user's device. Thus, in order to increase the speed with which

a device obtains protected content, multiple other devices in the managed wireless

distribution network can obtain and host portions of the protected content.

[00102] Each device (or the network management service 112) can also employ one or

more rules or criteria to determine how long (for what time range) portions of protected

content are hosted on the device. The same rules or criteria can be used for all portions of

protected content, or different rules or criteria can be used for protected content that the

user of the device is permitted to consume than for protected content that the user of the

device is not permitted to consume. For example, the rules or criteria can result in

protected content that the user of the device is permitted to consume being hosted on the

device longer than protected content that the user of the device is not permitted to

consume. Various different rules or criteria can be used, such as keeping only a particular

amount of protected content (e.g., a particular number of gigabytes) of data hosted on the

device, keeping only portions of protected content that have been requested by another

device recently (e.g., within the past seven (or other threshold number) of days), keeping

only portions of protected content that are anticipated as being requested (e.g., due to an

upcoming release date) within the next seven (or other threshold number) of days, and so

forth.

[00103] Protected content can be consumed on a device in the managed wireless

distribution network in various different manners. In one or more embodiments, referred

to as total acquisition, the device obtains and stores all portions of the protected content.

In other embodiments, referred to as buffered acquisition, the device obtains and stores

portions of the protected content as needed for consumption, and can then delete the

portions of protected content. For example, portions of a movie are obtained and stored

temporarily, and each portion can then be deleted after it has been played back. In other

embodiments, referred to as acquisition-as-needed, the device receives parts of each

portion of protected content just in time (e.g., within five seconds or one minute) of being



needed for consumption of the protected content. The acquisition-as-needed can also be

referred to as streaming the protected content to the device. Thus, protected content can

be provided to a low-resource device (e.g., having a small amount of memory or storage)

and played back after being stored temporarily (e.g., five seconds or one minute) on the

device, and then deleted from the low-resource device after being played back.

[00104] In one or more embodiments, an estimated time of delivery for protected

content is determined and made available to the user. The estimated time of delivery can

be made available to the user in different manners, such as in response to a request from

the user for the protected content, as part of a library or catalog of available protected

content from which the user can select, and so forth. The estimated time of delivery for

particular protected content is determined based on the topology of the managed wireless

distribution network and which portions of the protected content are hosted on which

devices (if any) of the managed wireless distribution network. The network management

service 112 can receive indications from the devices of the managed wireless distribution

network of which portions of protected content are actually stored on those devices. An

estimated time of delivery of each portion of the protected content to a particular device

can then be readily determined based on a data transfer rate of devices in the managed

wireless distribution network (e.g., as indicated by those devices), how many networks the

portions have to pass through (e.g., based on the topology of the managed wireless

distribution network), and a data transfer rate of the network 118 (e.g., as indicated by the

device) for portions of the protected content not included in the managed wireless

distribution network.

[00105] In one or more embodiments, devices in the managed wireless distribution

network can participate in sharing protected content while in a low power mode in which

some resources (such as a hard drive) are not powered on and used. A device operating in

a low power mode can still transfer data from one device to another by storing the data

temporarily in a cache memory or on a network card but without storing the data on a hard

drive (e.g., magnetic disk, optical disc, or solid state drive) of the device. For example,

referring to Fig. 2, protected content may be transferred from device 206 to device 202

through device 204. Thus, excess noise and heat due to operation of the hard drive, as

well as curiosity from the user as to why his or her hard drive is running when the device

is in the low power mode, can be avoided.



Network interface card

[00106] Each device 104, 106 in the managed wireless distribution network 102 has one

or more network interface cards (NICs) that allow the device 104, 106 to communicate

with the network 118 or communicate with other devices via a wireless network. These

NICs that a device has can be NICs that are part of the device itself (e.g., the NIC can be at

least part of wireless network component 124 of device 104) or NICs that are part of a

component associated with the device (e.g., the NIC can be at least part of wireless

network component 128 associated with device 106). At least one of the one or more

network interface cards support wireless communication, allowing communication with

other devices via a wireless network. At least one of the one or more network interface

cards can also support wired communication, allowing communication with other devices

via a wired network (e.g., using an Ethernet network).

[00107] The one or more network interface cards of a device 104, 106 can include one

or more virtual network interface cards. A virtual network interface card is presented to

programs of the device 104, 106 as a physical network interface card, but is actually

implemented at least in part in software by an operating system or other component (e.g.,

hypervisor) of the device 104, 106. The programs of the device 104, 106 interact with the

virtual network interface card as if it were a physical network interface card. The

operating system or other component manages access to and usage of a physical network

interface card by the multiple virtual network interface cards.

[00108] In situations in which a device has three or more network interface cards

(virtual or physical), one network interface card is used to host a wireless network that can

be joined by other devices in the managed wireless distribution network 102. A second of

the three or more network interface cards is used to access other devices in the managed

wireless distribution network 102, allowing the device to join wireless networks hosted by

the other devices in the managed wireless distribution network 102. A third of the three or

more network interface cards is used to access the network 118.

[00109] In other situations, a device may not support virtual network interface cards,

and may have only one or two network interface cards. In situations in which a device has

a single network interface card, the device switches between using the single network

interface card to connect to the network 118, using the single network interface card to

host a wireless network that can be joined by other devices in the managed wireless

distribution network 102, and using the single network interface card to join wireless

networks hosted by the other devices in the managed wireless distribution network 102.



[00110] In situations in which a device has two network interface cards, the device

switches between using the network interface cards to do one or two of the following:

connect to the network 118, host a wireless network that can be joined by other devices in

the managed wireless distribution network 102, and join wireless networks hosted by the

other devices in the managed wireless distribution network 102.

[00111] The network management service 112 receives from the devices 104, 106 in

the managed wireless distribution network 102 information describing the characteristics

or properties of the devices 104, 106. These characteristics or properties include the

number of network interface cards each device in the managed wireless distribution

network 102 has. Thus, the network management service 112 can use this knowledge to

orchestrate which devices in the managed wireless distribution network 102 are to host a

wireless network that can be joined by other devices in the managed wireless distribution

network 102, join wireless networks hosted by another device in the managed wireless

distribution network 102, access the network 118, or combinations thereof. The network

management service 112 can thus describe and create a route between two devices in the

managed wireless distribution network 102 to allow protected content to be communicated

between the two devices.

[00112] The network management service 112 receives indications from devices in the

managed wireless distribution network 102 of the protected content that those devices

desire. The protected content can be desired because a user desires to consume the

protected content right away (e.g., begin watching a movie as soon as possible), because a

user plans to consume protected content at a later time (e.g., watch a movie Saturday

night), and so forth. The network management service 112 also knows which devices in

the managed wireless distribution network 102 have which portions of which protected

content. Based on the received indications, the network management service 112

determines how to configure the devices in the managed wireless distribution network 102

in order for the device to obtain the protected content it desires, including obtaining

portions of the protected content from the content service 114 or other devices in the

managed wireless distribution network 102.

[00113] For example, assume device 104 has a single network interface card connected

to the network 118 and desires protected content that is available from device 106. The

network management service 112 can instruct the device 104 to obtain the protected

content from the device 106, allowing the device 104 to obtain the protected content more

quickly than the protected content could be obtained from the content service 114. The



managed wireless distribution network system 122 disconnects the network interface card

of device 104 from the network 118 and joins a wireless network hosted by the device

106. The managed wireless distribution network system 122 obtains the protected content

from the device 106, then disconnects from the wireless network hosted by the device 106

and re-connects to the network 118.

[00114] By way of another example, assume the managed wireless distribution network

102 includes devices with varying numbers of network interface cards. Fig. 6 illustrates

an example managed wireless distribution network 600 in accordance with one or more

embodiments. The managed wireless distribution network 600 includes devices 602, 604,

606, and 608, each of which can be a device 104 or 106 of Fig. 1. Device 602 includes

multiple network interface cards 612, device 604 includes multiple network interface cards

614, device 606 includes multiple network interface cards 616, and device 608 includes a

single network interface card 618.

[00115] Assume device 608 desires protected content that is available from device 602.

The network management service 112 can define a route from the device 602 to the device

604 to the device 606 to the device 608 in order to transfer the protected content from the

device 602 to the device 608. The network management service 112 instructs the device

602 to use one of network interface cards 612 to join a wireless network hosted by the

device 604 using one of network interface cards 614. The network management service

112 also instructs the device 604 to use one of network interface cards 614 to join a

wireless network hosted by the device 606 using one of network interface cards 616. The

network management service 112 also instructs the device 606 to use one of network

interface cards 616 to join a wireless network hosted by the device 608 using the network

interface card 618. The protected content can then be transferred from the device 602 to

the device 608 via devices 604 and 606. It should be noted that while transferring the

protected content from the device 602 to the device 608, each of the devices 602, 604, and

606 can maintain a connection to the network 118 using one of the network interface cards

612, 614, and 616, respectively. As the device 608 has a single network interface card

618, the network interface card 618 disconnects from the network 118 to host the wireless

network that is joined by the device 606, then ceases hosting the wireless network and re

connects to the network 118 after the protected content is transferred to the device 608.

[00116] Alternatively, the network management service 112 instructs the device 608 to

use network interface card 618 to join a wireless network hosted by the device 606 using

one of network interface cards 616. The network management service 112 also instructs



the device 606 to use one of network interface cards 616 to join a wireless network hosted

by the device 604 using one of network interface cards 614. The network management

service 112 also instructs the device 604 to use one of network interface cards 614 to join

a wireless network hosted by the device 602 using one of the network interface cards 612.

The protected content can then be transferred from the device 602 to the device 608 via

devices 604 and 606. It should be noted that while transferring the protected content from

the device 602 to the device 608, each of the devices 602, 604, and 606 can maintain a

connection to the network 118 using one of the network interface cards 612, 614, and 616,

respectively. As the device 608 has a single network interface card 618, the network

interface card 618 disconnects from the network 118 to join the wireless network that is

hosted by the device 606, then disconnects from the wireless network hosted by the device

606 and re-connects to the network 118 after the protected content is transferred to the

device 608.

[00117] The network management service 112 can also instruct the devices 602, 604,

606, and 608 to operate in different manners based on the number of network interface

cards in the devices 602, 604, 606, and 608. For example, if the device 606 has only two

network interface cards, then the network management service 112 can instruct the device

606 to disconnect from the network 118 while the protected content is transferred from the

device 602 to the device 608, then re-connect to the network 118 (e.g., freeing a network

interface card 616 to re-connect to the network by no longer hosting a wireless network, or

alternatively no longer joining a network hosted by the device 604 or the device 608).

[00118] Returning to Fig. 1, it should be noted that the network management service

112 can also instruct a device 104, 106 to connect to a different wireless network in order

to obtain protected content. For example, referring to Fig. 2, assume a device 204 has

joined a wireless network 212 hosted by device 202, but that the protected content the

device 204 desires is stored on device 208. The network management service 112

instructs the device 204 to disconnect from the wireless network 212 and join the wireless

network 218 hosted by the device 208. The device 204 can then obtain the protected

content from the device 208 using the wireless network 218. The device 204 can remain

connected to the wireless network 218 after the protected content has been obtained from

the device 208, or alternatively can disconnect from the wireless network 218 and re-join

the wireless network 212.

[00119] It should also be noted that the network management service 112 can determine

that a device is expected to have an improved experience when obtaining protected content



by obtaining the protected content from a particular wireless network, and instruct the

device to connect to the particular wireless network in order to obtain the protected

content. This particular wireless network can be a different wireless network than the

device typically joins or joins during normal operation (e.g., when a user of the device is

consuming protected content on the device). The improved experience can be measured in

various different manners, such as a reduction in the amount of time taken to obtain the

protected content (e.g., due to the particular wireless network being faster), a reduction in

the cost of obtaining the protected content (e.g., due to a low cost associated with using the

particular wireless network), a reduction in the amount of data transferred over a particular

network (e.g., to avoid exceeding limits on how much data the device can obtain over a

particular amount of time have the particular wireless network obtain the protected content

via the Internet), and so forth.

Dynamic prioritization

[00120] The network management service 112 receives from the devices 104, 106 in

the managed wireless distribution network 102 information describing the characteristics

or properties of the devices 104, 106 as well as indications of protected content desired by

the devices 104, 106. These characteristics or properties include the number of network

interface cards each device in the managed wireless distribution network 102 has as

discussed above, as well as various additional information such as performance

characteristics of the devices 104, 106 (e.g., data transfer rates of wireless networks hosted

by the device 104, 106), the reliability of the devices 104, 106 (e.g., whether protected

content has been successfully routed through the devices 104, 106 before), reputation or

historical analysis of the devices 104, 106 (e.g., times when the devices 104, 106 are

typically powered on or off, times when the devices 104, 106 are typically being heavily

used (e.g., device resources are being used due to a user playing a game)), wireless signal

strength of the devices 104, 106, and so forth.

[00121] Protected content can be desired by a device because a user desires to consume

the protected content right away (e.g., begin watching a movie as soon as possible),

because a user plans to consume protected content at a later time (e.g., watch a movie

Saturday night), and so forth. The network management service 112 also knows which

devices in the managed wireless distribution network 102 have which portions of which

protected content. Based on the received indications, as well as the information describing

the characteristics or properties of the devices in the managed wireless distribution

network 102, the network management service 112 determines how to configure the



devices in the managed wireless distribution network 102 in order for the device to obtain

the protected content it desires. This configuration includes identifying which portions of

the protected content to obtain from which devices.

[00122] The network management service 112 thus has knowledge of characteristics or

properties of the devices in the managed wireless distribution network 102, knowledge of

which portions of which protected content are stored on which managed wireless

distribution network 102, and knowledge of which protected content is desired by which

devices in the managed wireless distribution network 102 and when such protected content

is desired. The network management service 112 uses this knowledge to describe and

create routes through the managed wireless distribution network 102, as well as determine

which protected content is to be given priority for transfer through the managed wireless

distribution network 102 in the event there are insufficient resources or bandwidth in the

managed wireless distribution network 102 to transfer all desired protected content

approximately concurrently (or for consumption at the requested time). The network

management service 112 can give priority to delivering particular protected content to a

device based on the protected content, the user desiring the protected content, or both.

The priority given to delivering particular protected content is dynamic and can vary over

time as changes are made in the characteristics or properties of the devices in the managed

wireless distribution network 102, changes are made in portions of which protected

content are stored on which managed wireless distribution network 102, and changes are

made in which protected content is desired by which devices in the managed wireless

distribution network 102.

[00123] The network management service 112 can prioritize protected content delivery

based on the protected content itself, so that all (or at least a threshold number) of the

users receive the protected content they desire at their devices as needed (e.g., are received

by a "fulfill-by" time associated with the protected content). For example, when multiple

users desire to have different pieces of protected content that are different movies

delivered to their devices, the network management service 112 can assign priorities to

particular portions of the pieces of protected content so that a next amount of each movie

to be played back (e.g., the next five minutes of each movie) is given a higher priority than

other portions of the protected content. Thus, the network management service 112 can

prioritize protected content so that the next amount of each movie to be played back is

delivered to devices before concern is given to delivering later portions of each movie to

the devices. If one user doesn't desire protected content be delivered until the next day,



portions of such protected content can be given lower priorities than other protected

content that another user desires to consume in the next few minutes.

[00124] The network management service 112 can also prioritize protected content

delivery based on the user desiring the protected content. Users can be assigned different

levels or tiers, with protected content delivery for higher level or higher tier users being

given higher priority than protected content delivery for lower level or lower tier users.

Levels or tiers can be determined in different manners, such as based on rewards given to

the users, fees paid by the users, and so forth.

[00125] The network management service 112 creates routes through the managed

wireless distribution network 102, and provides indications of such routes to the devices in

the managed wireless distribution network 102. The creation of the routes is based on the

priority of the protected content, the user, or both, providing faster routes (e.g., passing

through devices with higher data transfer rates, passing through smaller numbers of

devices) for higher priority protected content or users than for lower priority protected

content or users. The indications of the routes include indications of which wireless

networks are to be joined by which devices in the managed wireless distribution network

102, and which portions of which protected content are to be obtained by which devices

from which other devices. The network management service 112 also informs the devices

along the routes of the priorities of the different portions of protected content. Thus, if a

device is receiving or sending multiple portions of protected content, the device can

determine which portion is higher priority and thus is to be obtained or sent first. Devices

can also allocate different amounts of resources to delivery of protected content based on

the priorities of the different portions of protected content. For example, for protected

content being delivered to a higher tier user the device may allocate 10 gigabytes of

storage for the protected content or 500 megabits of bandwidth, while for protected

content being delivered to a lower tier user the device may allocate 5 gigabytes of storage

for the protected content or 100 megabits of bandwidth.

[00126] A device can also assess its ability to deliver particular portions of protected

content in a particular amount of time, and inform the network management service 112 of

the result of such assessment. For example, a device may already have multiple portions

of protected content to transfer at a high priority, and if requested to transfer another

portion of protected content at a high priority may be unable to do so for several minutes.

The device can notify the network management service 112 of this expected several-

minute delay, allowing the network management service 112 to take an appropriate



remedial action, such as create a different route, notify a user of the device that desires the

protected content that the protected content will be delayed several minutes, and so forth.

[00127] It should be noted that situations can arise in which there are bottlenecks in the

managed wireless distribution network 102. Such bottlenecks can be a result of, for

example, numerous routes for different protected content passing through a small number

of devices. The network management service 112 can identify such bottlenecks and

identify devices that could be used to help alleviate such bottlenecks (e.g., by adding more

devices to the managed wireless distribution network in a same geographical area or that

can see (or is expected to be able to see based on its geographical area) wireless networks

of the small number of devices through which the numerous routes pass). The network

management service 112 can notify the identified devices to request their assistance by

joining the managed wireless distribution network 102. Various different rewards as

discussed above can be given to such devices if they join the managed wireless

distribution network 102.

Protected content discovery

[00128] Each device in the managed wireless distribution network 102 can host various

portions of various different pieces of protected content. This protected content can

include protected content that the user of the device has permission to consume as well as

protected content that the user of the device does not have permission to consume. Which

portions of which protected content are hosted on which devices can be determined in

various different manners.

[00129] In one or more embodiments, a local discovery technique is used for the

devices in the managed wireless distribution network 102 to determine which portions of

which protected content are hosted on which devices. Each device in the managed

wireless distribution network 102 sends an indication of the portions of protected content

that device hosts to one or more other devices in the managed wireless distribution

network 102. Each device in the managed wireless distribution network 102 maintains a

record, referred to as a catalog, of the portions of protected content hosted by the device.

Each device also maintains, as part of the catalog or as one or more additional catalogs, a

record of portions of protected content that the device is aware that other devices host.

[00130] Fig. 7 illustrates an example managed wireless distribution network using a

local discovery technique in accordance with one or more embodiments. The managed

wireless distribution network 102 includes a device 702, a device 704, a device 706, a

device 708, a device 710, a device 712, and a device 714. Arrows are shown in Fig. 7 to



illustrate examples of which devices exchange catalogs of protected content portions with

each other. For example, devices 702 and 706 can exchange catalogs with each other,

devices 706 and 704 can exchange catalogs with each other, and so forth. For any two of

devices 702 - 714, if one of the two devices hosts a wireless network that is joined by the

other of the two devices, then either or both of the two devices can obtain the catalog of

the other.

[00131] Devices can request catalogs from other devices, or simply provide (e.g., push)

their catalogs to other devices, at various times or in response to various events. For

example, catalogs (or changes to catalogs) can be requested or provided at regular or

irregular intervals, such as every few hours. By way of another example, catalogs (or

changes to catalogs) can be provided in response to a change to the catalog.

[00132] The catalog of a device identifies which portions of which protected content

that device hosts. For example, the catalog of device 706 includes an indication of each

portion of protected content hosted by the device 706.

[00133] The catalog of a device can optionally identify which portions of which

protected content are hosted by other devices. Each time a device obtains a catalog from

another device, the information in the obtained catalog is maintained by the device. The

information in the obtained catalog can be maintained in different manners, such as being

maintained as a separate catalog, being incorporated into the catalog of the device, and so

forth. When one device obtains a catalog of another device, it also obtains the information

in any other catalogs obtained by the other device. In doing so, a record is maintained of

the number of additional devices to be accessed or "hops" to take in order to access the

protected content. For example, from the perspective of the device 706, protected content

hosted on the device 706 is zero hops away, protected content hosted on the device 710 is

one hop away, protected content hosted on the device 712 is two hops away, and so forth.

Each time a catalog is provided to another device, the hop count for each portion of

protected content in the catalog is incremented (e.g., by one).

[00134] For example, assume that device 706 hosts portion 1 and portion 15 of a Movie

A (separated into 25 portions), and all portions of Movie B, which is reflected in a catalog

of device 706. Further assume that device 708 hosts portion 7 and portion 8 of Movie A,

and all portions of Movie C, which is reflected in a catalog of device 708. Device 706 can

obtain the catalog of device 708 from device 708 and incorporate the catalog of device 708

into the catalog of device 706, and include an indication of which portions are available

from which devices. Thus, the catalog of device 706 reflects that portion 1 and portion 15



of Movie A, as well as all portions of Movie B, are available from device 706, and that

portion 7 and portion 8 of Movie A, as well as all portions of Movie C, are available from

device 708. This catalog of device 706 can then be obtained by device 702, so device 702

then knows that portion 1 and portion 15 of Movie A, as well as all portions of Movie B,

are available from device 706 one hop away, and that portion 7 and portion 8 of Movie A,

as well as all portions of Movie C, are available from device 708 two hops away.

[00135] The catalog can also reflect routes to particular portions of protected content.

Continuing with the previous example, the catalog at device 706 can include an indication

that the route for portion 7 of Movie A is simply the device 708. When the catalog is

provided from device 706 to device 702, the catalog can be updated by device 706 or 702

to reflect that, from the perspective of device 702, the route for portion 7 of Movie A is

device 706 to device 708.

[00136] Each device includes a managed wireless distribution network system as

discussed above, and this managed wireless distribution network system can determine

based on the catalog where to obtain particular portions of protected content. Continuing

with the previous example, if the device 702 desires all portions of Movie A, then the

device 702 knows that portions 1 and 15 can be obtained from device 706, and that

portions 7 and 8 can be obtained from device 708.

[00137] It should be noted that the same portion of the same protected content can be

stored on two different devices. Continuing with the previous example, assume portion 7

of Movie A is also hosted by device 712. Thus, the catalog of device 702 reflects that

portion 7 of Movie A can be obtained from device 708 or device 712. If device 702

requests portion 7 of Movie A, which of devices 708 and 712 portion 7 of Movie A is

obtained from can be determined based on various criteria (e.g., the device that can be

accessed via the smaller number of hops, the device that is currently powered on, and so

forth).

[00138] When requesting a portion of protected content, a device submits a request for

the portion to the next device in the route to the device that hosts the portion. Continuing

with the previous example, the catalog received by device 702 from device 706 indicates

to the device 702 portions of protected content hosted by device 706 and device 708, and

since the catalog was received from device 706 the next device in the route is device 706.

The request can specify the particular device from which a portion of protected content is

to be obtained (e.g., specify device 708 to obtain portion 7 of Movie A), or alternatively

can simply specify the portion of that is to be obtained (e.g., and rely on the next device in



the route to provide the request to the appropriate device or appropriate next device in the

route).

[00139] The number of hops that a catalog is passed through can optionally be limited

to a threshold number of hops (e.g., five or seven), after which the information in the

catalog is no longer passed to other devices. For example, if the threshold number of hops

is seven and the catalog for device 708 is already provided to seven different devices along

a route, then when the seventh device provides its catalog to another device in the

managed wireless distribution network 102, the seventh device does not provide the

information in the catalog for device 708 to the eighth device (or the eighth device

receives but drops or otherwise ignores the information in the catalog for the device 708).

[00140] It should be noted that multiple different routes can exist to the same portion of

protected content. For example, one route for sending a portion of protected content

hosted by device 708 to device 702 may be from device 708 to device 706 to device 702,

and another route may be from device 708 to device 710 to device 706 to device 702.

Various different rules or criteria can be used to select one of the routes, such as using the

route with the smallest number of hops, or using the route in which devices are currently

powered on.

[00141] Various additional metadata regarding the devices 702 - 714 can also be

included in the catalog or otherwise provided from one device to another along with the

catalog. The metadata can be any of a variety of different characteristics or information

regarding the devices, and can be used by the managed wireless distribution network

system to determine routes to different devices. These characteristics or properties include

the number of network interface cards each device in the managed wireless distribution

network 102 has (or whether virtual network interface cards are included in each device)

as discussed above, as well as various additional information such as performance

characteristics of the devices 702 - 714 (e.g., data transfer rates of wireless networks

hosted by the device 702 - 714), the reliability of the devices 702 - 714 (e.g., whether

protected content has been successfully routed through the devices 702 - 714 before),

reputation or historical analysis of the devices 702 - 714 (e.g., times when the devices 702

- 714 are typically powered on or off, times when the devices 702 - 714 are typically

being heavily used (e.g., device resources are being used due to a user playing a game)),

wireless signal strength of the devices 702 - 714, and so forth.

[00142] In one or more embodiments, various rules or formulas are applied to the

characteristics or information regarding the devices in order to determine a score or



ranking of different routes to the same portion of protected content. Different

characteristics or information can be weighted differently to contribute to the score or

ranking differently. The route with the highest or greatest score or ranking can then be

selected as the route to use to obtain the portion of protected content.

[00143] The catalogs can optionally be used to display to a user of a device in the

managed wireless distribution network 102 an indication of what protected content is

available from other devices in the managed wireless distribution network 102. In such

situations, the managed wireless distribution network system can optionally filter

information in the catalog based on various different criteria, such as protected content

ratings, to restrict what information is displayed to the user. For example, protected

content can have different ratings (e.g., maturity ratings), and titles or other identifiers of

particular protected content having particular ratings displayed to a user only if the user is

permitted (e.g., as specified by a user, administrator, or account manager of the device) to

consume protected content having those particular ratings.

[00144] Various additional criteria can also be applied to the catalog to determine what

protected content is displayed to preserve anonymity of the source of the protected

content. The additional criteria can include, for example, a density of devices in the

managed wireless distribution network 102, a popularity of protected content, a rating of

protected content, and so forth. For example, if a device is in part of the managed wireless

distribution network 102 with a low density of other devices (e.g., fewer than a threshold

number, such as 10), then an identifier of the protected content is not displayed. This

avoids the situation where, for example, a user in a low density area can guess what

protected content his or her neighbor has based on the catalog. By way of another

example, if a device is in part of the managed wireless distribution network 102 with a low

density of other devices, and the protected content has a particular rating (e.g., a rating

indicating adults only), then an identifier of the protected content is not displayed. By way

of yet another example, if a device is in part of the managed wireless distribution network

102 with a low density of other devices, and the protected content is not popular (e.g., is

not in a top threshold number (e.g., top 100) of protected content consumed by users), then

an identifier of the protected content is not displayed.

[00145] It should be noted that a device can additionally filter the protected content

included in its catalog using any of the same or similar criteria. For example, a device

may filter protected content having a particular rating (e.g., a rating indicating adults

only), so that the protected content is not identified in the catalog of the device. Thus,



other devices in the managed wireless distribution network 102 are not aware that the

device has the protected content, and cannot obtain the protected content from the device

via the managed wireless distribution network 102.

[00146] In other embodiments, an enhanced local discovery technique is used for the

devices in the managed wireless distribution network 102 to determine which portions of

which protected content are on which devices. The enhanced local discovery technique is

similar to the local discovery technique discussed above, except that rather than devices

communicating their catalogs to each other, the devices communicate their catalogs to a

central service (e.g., network management service 112 of Fig. 1).

[00147] Fig. 8 illustrates an example system 800 using an enhanced local discovery

technique in accordance with one or more embodiments. The managed wireless

distribution network 102 includes a device 702, a device 704, a device 706, a device 708, a

device 710, a device 712, and a device 714, as discussed above with reference to Fig. 7 .

Arrows are shown in Fig. 8 to illustrate the exchange of catalogs. Thus, as can be seen in

Fig. 8, rather than transmitting catalogs to one another, catalogs are transferred from the

devices 702 - 714 to the network management service 112 via network 118, and also from

the network management service 112 to the devices 702 - 714 via network 118.

Otherwise, the use of catalogs when using the enhanced local discovery technique is the

same as in the local discovery technique.

[00148] The catalog of each device includes information identifying the portions of

protected content hosted by the device. Updated catalogs can be provided to the network

management service 112, and received from the network management service 112, at

regular or irregular intervals or in response to particular events, analogous to the

discussion above. Various metadata can also be included as part of the catalogs or

transferred along with the catalogs, analogous to the discussion above.

[00149] It should be noted that some information when using the local discovery

technique discussed above is obtained while transmitting the catalog from one device to

another, and such information is not included in the catalogs provided to the devices 702 -

714 by the network management service 112. However, information regarding the

topology of the managed wireless distribution network 102 can be provided to the network

management service 112, which in turn can provide the information to the devices 702 -

714, which in turn can determine routes between devices based on the topology.

[00150] The topology of the managed wireless distribution network 102 can be

determined in various different manners. In one or more embodiments, each device can



provide to the network management service 112 an indication of the wireless networks

that the device can see, as well as any wireless networks that the device is hosting as

discussed above. Given this information, routes between two devices can be readily

determined.

[00151] The catalogs are used in the same manner as discussed above, along with

characteristics or information regarding the devices as discussed above, and along with

route information (based on topology of the managed wireless distribution network 102) to

allow particular routes between particular devices to be determined. These routes are

determined by the managed wireless distribution network systems on the devices 702 -

714 rather than by the network management service 112. Thus, the network management

service 112 essentially operates as a database, storing the catalogs of the devices 702 -

714 and providing the catalogs to different ones of the devices 702 - 714.

[00152] In other embodiments, a managed discovery technique is used for the devices

in the managed wireless distribution network 102 to determine which portions of which

protected content are on which devices. The managed discovery technique differs from

the local discovery technique and the enhanced local discovery technique in that the

devices communicate their catalogs to a central service (e.g., network management service

112 of Fig. 1) and the central service determines routes for transferring portions of

protected content.

[00153] Fig. 9 illustrates an example system 900 using a managed discovery technique

in accordance with one or more embodiments. The managed wireless distribution network

102 includes a device 702, a device 704, a device 706, a device 708, a device 710, a device

712, and a device 714, as discussed above with reference to Fig. 7 . Arrows are shown in

Fig. 9 to illustrate the exchange of catalogs. Thus, as can be seen in Fig. 9, catalogs are

transferred from the devices 702 - 714 to the network management service 112 via

network 118, and also from the network management service 112 to the devices 702 - 714

via network 118.

[00154] The catalog of each device includes information identifying the portions of

protected content hosted by the device. Updated catalogs can be provided to the network

management service 112, and received from the network management service 112, at

regular or irregular intervals or in response to particular events, analogous to the

discussion above. Various metadata can also be included as part of the catalogs or

transferred along with the catalogs, analogous to the discussion above.



[00155] The topology of the managed wireless distribution network 102 can be

determined in various different manners, analogous to the discussion above regarding the

enhanced local discovery technique. For example, each device can provide to the network

management service 112 an indication of the wireless networks that the device can see, as

well as any wireless networks that the device is hosting. Given this information, routes

between two devices can be readily determined.

[00156] The catalogs are used in the same manner as discussed above, along with

characteristics or information regarding the devices as discussed above, and along with

route information (based on topology of the managed wireless distribution network 102) to

allow particular routes between particular devices to be determined. However, the routes

are determined by a route determination module 902 of the network management service

112.

[00157] When a device 702 - 714 desires a particular portion of protected content, the

device requests a route to the protected content from the network management service

112. The route determination module 902 determines the route and provides instructions

to the various devices along the route to transfer the particular portion of protected content

to the requesting device. The requesting device and other devices along the route may, but

need not, know the entire route. Similarly, if protected content is to otherwise be stored on

a particular device 702 - 714, the route determination module 902 determines the route

and provides instructions to the various devices along the route to transfer the particular

portion of protected content to the particular device.

[00158] The network management service 112 receives various characteristics and

information regarding the devices 702 - 714, and can receive this information at regular or

irregular intervals or in response to particular events. For example, threshold values can

be set by the network management service 112, and a device 702 - 714 notifies the

network management service 112 if a characteristic of the device changes (e.g., the device

transitions to a low power mode, the device is transferring data at a rate greater than a

threshold level, etc.). Because the network management service 112 generates the routes

between devices, and also receives this information from the devices 702 - 714, the

network management service 112 can manage routes for various data requests to satisfy

various criteria. This criteria can include using various techniques discussed above (e.g.,

dynamic prioritization), ensuring devices do not get overloaded (e.g., devices don't use

more than a threshold amount of their resources in transferring protected content), and so

forth.



[00159] The network management service 112 also monitors (e.g., is informed of by the

devices 702 - 714) which portions of protected content are obtained from a protected

content service (e.g., content service 114), and thus the network management service 112

knows when particular portions of protected content will be available on particular devices

702 - 714 in the future. This knowledge, along with knowledge of when a portion is to be

stored on a device for consumption at the device, can be used in determining routes and

when to transfer portions of protected content. For example, assume device 702 requests a

movie be stored on the device 702 for playback to the user of device 702 in six hours.

Further assume that no device 702 - 704 currently has the movie, but that the device 708

is obtaining the movie from a content service (e.g., content service 114) and will have it in

approximately thirty minutes. The network management service 112 can delay providing

a route from the device 708 to the device 702, and delay instructing devices to send the

movie to the device 702, until the device 708 has obtained the movie. By thus delaying

providing protected content based on knowledge of future protected content on devices

702 - 714, additional access to the content service can be avoided and the protected

content can be stored on the device 702 more quickly.

[00160] By way of another example, assume device 702 requests a movie be stored on

the device 702 for playback to the user as soon as possible. Further assume that no device

702 - 704 currently has the first portion of the movie (e.g., the first five minutes), but that

the device 708 is obtaining the first portion of the movie from a content service (e.g.,

content service 114) and will have it in approximately five minutes. The network

management service 112 can delay providing a route from the device 708 to the device

702, and delay instructing devices to send the first portion of the movie to the device 702,

until the device 708 has obtained the first portion of the movie. By thus delaying

providing protected content based on knowledge of future protected content on devices

702 - 714, additional access to the content service can be avoided and the protected

content can be stored on the device 702 more quickly.

[00161] Fig. 10 is a flowchart illustrating an example process 1000 for discovering

content in a managed wireless distribution network in accordance with one or more

embodiments. Process 1000 is carried out by a device in a managed wireless distribution

network, such as device 104 or 106 of Fig. 1, and can be implemented in software,

firmware, hardware, or combinations thereof. Process 1000 is shown as a set of acts and is

not limited to the order shown for performing the operations of the various acts. Process

1000 is an example process for discovering content in a managed wireless distribution



network; additional discussions of discovering content in a managed wireless distribution

network are included herein with reference to different figures.

[00162] In process 1000, a store of multiple portions of protected content is maintained

on a device (act 1002). The device storing the protected content is the device

implementing process 1000. The protected content maintained on the device, also referred

to as hosted by the device, can include protected content for consumption by a user of the

device, protected content seeded on the device, protected content stored on the device for

transfer to another device when routing protected content through the managed wireless

distribution network, and so forth.

[00163] An indication of portions of protected content maintained in the store is

provided to other devices in the managed wireless distribution network or to a network

management service (act 1004). Using the local discovery technique, the indication is

provided to other devices in the managed wireless distribution network as discussed

above. Using the enhanced local discovery technique or managed discovery technique,

the indication is provided to a network management service as discussed above.

[00164] Indications of portions of protected content maintained in the stores of other

devices in the managed wireless distribution network is also received (act 1006). Using

the local discovery technique, the indications are received from other devices in the

managed wireless distribution network as discussed above. Using the enhanced local

discovery technique or managed discovery technique, the indications are received from a

network management service as discussed above.

[00165] Fig. 11 is a flowchart illustrating an example process 1100 for discovering

content and generating routes in a managed wireless distribution network in accordance

with one or more embodiments. Process 1100 is carried out by a network management

service, such as network management service 112 of Fig. 1, and can be implemented in

software, firmware, hardware, or combinations thereof. Process 1100 is shown as a set of

acts and is not limited to the order shown for performing the operations of the various acts.

Process 1100 is an example process for discovering content and generating routes in a

managed wireless distribution network; additional discussions of discovering content and

generating routes in a managed wireless distribution network are included herein with

reference to different figures.

[00166] In process 1100, indications of portions of protected content maintained in the

stores of devices in the managed wireless distribution network are received (act 1102).



[00167] Routes through the managed wireless distribution network are identified for

devices to obtain the portions of protected content (act 1104). These routes can be

identified in a variety of different manners as discussed herein, including based on content

priorities, user priorities, other criteria, and so forth.

[00168] Indications of the identified routes are provided to the devices in the managed

wireless distribution network (act 1106). These indications can be identifications of full

routes (e.g., all the devices or wireless networks between two devices) or portions of

routes (e.g., obtain a portion of one protected content from one device and provide the

portion to another device).

Protected content sources

[00169] Portions of protected content can be obtained by a device in a managed

wireless distribution network from a variety of different sources. Portions of protected

content can be obtained from a content service or from another device in the managed

wireless distribution network as discussed above. Additionally, portions of protected

content can be obtained from other locations, such as other devices or services external to

the managed wireless distribution network.

[00170] Fig. 12 illustrates an example system 1200 implementing the distributing

content in managed wireless distribution networks in accordance with one or more

embodiments. System 1200 includes a managed wireless distribution network 1202 that

includes multiple devices 1204, 1206, 1208, 1210, and 1212. System 1200 also includes

multiple devices 1214, 1216, and 1218 that are not part of the managed wireless

distribution network 1202. The devices 1204 - 1218 can be any of a variety of different

types of devices, analogous to devices 104 and 106 of Fig. 1.

[00171] The devices 1204 - 1212 can communicate with one another via the wireless

networks of the managed wireless distribution network 1202. The devices 1204 - 1212

can also communicate with one another, as well as device 1214 - 1218, network

management service 112, and content service 114 via the network 118.

[00172] Portions of protected content can be obtained by devices 1204 - 1212 using the

managed wireless distribution network 1202, or from the content service 114, as discussed

above. Additionally, portions of protected content can be obtained by devices 1204 -

1212 from one or more of devices 1214 - 1218 via the network 118 using any of a variety

of peer-to-peer (P2P) networks or communication protocols. The devices 1204 - 1212 can

be aware of the devices 1214 - 1218 in any of a variety of different manners, such as from

the network management service 112.



[00173] In one or more embodiments, the network management service 112 maintains a

record of which portions of which protected content are stored by each of the devices 1202

- 1218 as well as the content service 114. The network management service 112 can

query each of the devices 1202 - 1218 as well as the content service 114 for a listing of

portions each stores, or the devices 1202 - 1218 as well as the content service 114 can

provide an indication to the network management service 112 whenever there is a change

to which portions of which protected content each stores. For example, if a portion of

protected content is newly obtained by the device 1214, the device 1214 can notify the

network management service 112 that it now stores that newly obtained portion of

protected content.

[00174] When a device 1204 - 1212 desires a particular portion of protected content,

the device sends a request to the network management service 112 for the location of the

portion of protected content. In response to the request, the network management service

112 provides to the device an indication of one or more locations or sources of the

portions. The locations or sources can include an identifier of or path to the portion in the

content service 114, one or more routes to the portion in the managed wireless distribution

network 1202, one or more identifiers (e.g., Internet protocol (IP) addresses) of devices

1214 - 1218 that store the portion, or combinations thereof.

[00175] Given the sources or locations of a portion of protected content, the device can

proceed to obtain the portion from any of these different sources or locations as desired by

the device. Various different rules or criteria can be used by the device to determine

which source or location the portion is obtained from, or alternatively used by the network

management service 112 to identify a particular source or location of the portion and

provide an indication of the identified source or location to the device (so that the device

can obtain the portion from the identified source or location). The rules or criteria can be

based on, for example, attempting to avoid using the network 118. For example, routes to

the portion in managed wireless distribution network 1202 are selected over routes to

content service 114 or devices 1214 - 1218. By way of another example, the rules or

criteria can be based on attempting to avoid accessing the content service 114, so routes to

the portion on devices 1214 - 1218 are selected over routes to the content service 114.

Protected content seeding

[00176] The network management service 112 can instruct different devices in the

managed wireless distribution network 102 to host different portions of protected content

based on various criteria such as current or expected popularity of protected content. For



example, a movie that has been retrieved from the content service 114 with greater than a

threshold frequency or more than a threshold number of times can be protected content

that currently has a high popularity. By way of another example, a movie release or a

game release scheduled for three days in the future can be protected content that is

expected to have high popularity. Portions of protected content provided to various

devices in the managed wireless distribution network based on such criteria (e.g., current

or expected popularity of protected content), as opposed to portions of protected content

provided to various devices in response to requests to consume protected content on the

devices, is referred to as seeding the protected content or portions of protected content.

[00177] Various different rules or criteria, or combinations thereof, can be used to

determine which devices are to be instructed to host which portions of which protected

content. These rules or criteria can include topology analysis, which the network

management service 112 uses to ensure that portions of the protected content are close to

(e.g., within a threshold number of hops of) at least a threshold number of different

devices in the managed wireless distribution network 102. These rules or criteria can also

include protected content density, which the network management service 112 uses to

prevent more than a threshold number of copies of each portion of protected content from

being hosted close to (e.g., within a threshold number of hops of) at least a threshold

number of different devices in the managed wireless distribution network 102.

[00178] These rules or criteria can include network connectivity, which the network

management service 112 uses to ensure that portions of the protected content are hosted on

devices that are powered on and participating in the managed wireless distribution

network 102 at least a threshold percentage of the time. These rules or criteria can include

protected content popularity, which the network management service 112 uses to keep

portions of protected content that has a higher popularity on different devices in the

managed wireless distribution network 102 than protected content that has a lower

popularity.

[00179] These rules or criteria can include protected content predicted popularity,

which the network management service 112 uses to keep portions of protected content that

has a higher predicted future popularity on different devices in the managed wireless

distribution network 102 than protected content that has a lower predicted future

popularity. These rules or criteria can include protected content consumption trend

analysis, which the network management service 112 uses to determine how many of

which portions of protected content to keep in the managed wireless distribution network



102 based on the manner in which the protected content tends to be consumed (e.g., the

whole movie is watched, the first ten minutes of the movie is watched and then turned off,

and so forth).

[00180] Additionally, similar to the discussions above, devices in the managed wireless

distribution network 102 can select portions to host rather than being instructed by the

network management service 112 which portions to host. Each device can then announce

to (e.g., send a message to) other devices in the managed wireless distribution network 102

the portions that the device hosts. The devices can thus collectively operate to host all of

the portions of the protected content, with each device determining to host one or more

portions that are not already hosted by another device in the managed wireless distribution

network 102.

[00181] When seeding portions of protected content, the devices hosting the portions of

protected content can use different methods to acquire the protected content from different

sources (e.g., acquiring the protected content from another device in the managed wireless

distribution network, acquiring the protected content from another device via a P2P

network, acquiring the protected content from a content service, and so forth). Different

acquisition rules or criteria, or combinations thereof, can be used in determining the

method to use to acquire protected content, and these acquisition rules or criteria can be

applied by the network management service 112 or the devices hosting the portions of

protected content.

[00182] These acquisition rules or criteria can include a time reduction, so that the

devices hosting the portions of protected content obtain the protected content as quickly as

they can (or in less than a threshold amount of time). Thus, for each device the faster of

the acquisition methods is used to obtain the one or more portions hosted by the device.

These acquisition rules or criteria can include a monetary reduction, so that the devices

hosting the portions of protected content obtain the protected content at a lowest monetary

cost (or with less than a threshold monetary cost). Thus, for each device the financially

cheaper of the acquisition methods is used to obtain the one or more portions hosted by the

device.

[00183] These acquisition rules or criteria can include a bit cap reduction, so that the

devices hosting the portions of protected content obtain the protected content using a small

amount of a data bit cap (a limit on how much data the device can obtain over a particular

amount of time) as they can (or using less than a threshold amount of a data bit cap).

Thus, for each device the acquisition method that uses the smallest amount of data as



applied towards the data bit cap is used to obtain the one or more portions hosted by the

device.

[00184] These acquisition rules or criteria can include a hard disk usage reduction, so

that the devices hosting the portions of protected content use a small amount (or less than

a threshold amount) of hard disk storage space. Thus, for each device, the device hosts a

portion of protected content only if the portion of protected content uses a small amount

(or less than the threshold amount) of hard disk storage space on the device. These

acquisition rules or criteria can include a device noise reduction, so that hard disks (or

other storage devices that generate at least a threshold amount of noise when used) on

particular devices hosting the portions of protected content are not used. Thus, for each

particular device, the device hosts a portion of protected content only if it can store portion

of protected content without using the hard disk (or otherwise not exceeding the threshold

amount of noise).

[00185] These acquisition rules or criteria can include a time range, so that the devices

hosting the portions of protected content obtain the protected content during only one or

more specified time ranges (e.g., specified for a device by a user of the device). Thus, for

each device the device hosts a portion of protected content only if the protected content

can be acquired by the device during a specified time range. A time range can be, for

example, a range beginning when the device has been idle for a threshold amount of time

and ending when the device is no longer idle (e.g., a user begins consuming protected

content on the device), a particular time range (e.g., between 2pm and 7am), and so forth.

Accelerated protected content delivery

[00186] Situations can arise in which multiple devices in the managed wireless

distribution network 102 are managed or controlled by the same user. For example, a user

may have multiple devices in his or her home, such as two different game consoles. These

multiple devices can be leveraged to increase the speed at which protected content can be

obtained by the device on which the user is consuming the protected content.

[00187] The multiple devices managed or controlled by the user are configured or

otherwise instructed to cooperate to obtain particular portions of protected content. This

configuration or instruction can be provided in various manners, such as the user setting of

a preference value or configuration setting, user selection of a collaboration option on the

devices, direction from the network management service 112, and so forth.

[00188] The multiple cooperating devices each connect to a different wireless network

in the managed wireless distribution network 102 to obtain different ones of the desired



portions of protected content. One of the multiple cooperating devices (e.g., the device on

which the protected content is to be consumed) can direct or manage obtaining the

protected content, directing others of the multiple cooperating devices as to which portions

of the protected content to obtain (and optionally changing which portions particular

devices are to obtain based on how quickly ones of the multiple cooperating devices

obtained previous portions). For example, referring to Fig. 2, the devices 204 and 208

may be cooperating, with the device 204 joining the wireless network 212 to obtain some

portions of the protected content from the device 202, and the device 208 joining the

wireless network 216 to obtain some portions of the protected content from the device

206. After the portions are obtained by the multiple cooperating devices, the cooperating

devices re-join the same wireless network as appropriate. The device on which the

protected content is being consumed then obtains, via the wireless network, the portions of

protected content obtained by the other of the cooperating devices.

[00189] Alternatively, the network management service 112 can indicate to each of the

multiple cooperating devices which portion of the protected content the device is to obtain.

The network management service 112 can provide the indication to each of the multiple

cooperating devices individually, or alternatively via one of the multiple cooperating

devices (e.g., the device on which the protected content is to be consumed).

[00190] It should be noted that it is assumed that multiple cooperating devices are in

close proximity, and have increased wireless signal strength and reliability relative to other

devices in the managed wireless distribution network. The multiple cooperating devices

obtain the portions of protected content via different wireless networks, and then the

device on which the protected content is being consumed obtains from the cooperating

devices the portions that the cooperating devices obtained. Overall speed of retrieval of

the portions of the protected content by the multiple cooperating devices is increased (e.g.,

the speed at which the portions become stored on devices in the user's house is increased).

Further, given the increased wireless signal strength and reliability, it is assumed that

portions can be obtained by a device on which the protected content is being consumed

from the other of the multiple cooperating devices more quickly than the portions could be

obtained from other devices in the managed wireless distribution network.

[00191] Fig. 13 is a flowchart illustrating an example process 1300 for devices

cooperating to obtain protected content in accordance with one or more embodiments.

Process 1300 is carried out by a device in a managed wireless distribution network, such

as device 104 or 106 of Fig. 1, and can be implemented in software, firmware, hardware,



or combinations thereof. Process 1300 is shown as a set of acts and is not limited to the

order shown for performing the operations of the various acts. Process 1300 is an example

process for devices cooperating to obtain protected content; additional discussions of

devices cooperating to obtain protected content are included herein with reference to

different figures.

[00192] In process 1300, a device identifies an additional device that is managed by the

same user as the device (act 1302). The device identifying the additional device is the

device implementing process 1300. The devices managed by the same user can be

identified in various manners as discussed above, and can be, for example, multiple

devices in the user's home.

[00193] The device obtains one or more portions of protected content via one wireless

network (act 1304). The device can obtain the one or more portions from another device

in the managed wireless distribution network, or alternatively from other sources as

discussed above.

[00194] The device also obtains an additional one or more portions of the protected

content from the additional device (act 1306). The additional device obtained the

additional one or more portions of the protected content via an additional wireless

network. The additional device can have obtained the additional one or more portions of

the protected content from another device in the managed wireless distribution network, or

alternatively from other sources as discussed above.

[00195] Thus, the device and the additional device cooperate, using different wireless

networks to obtain different portions of protected content for the device.

Example system

[00196] Fig. 14 illustrates an example system generally at 1400 that includes an

example computing device 1402 that is representative of one or more systems and/or

devices that may implement the various techniques described herein. The computing

device 1402 may be, for example, a server of a service provider, a device associated with a

client (e.g., a client device), an on-chip system, and/or any other suitable computing

device or computing system.

[00197] The example computing device 1402 as illustrated includes a processing

system 1404, one or more computer-readable media 1406, and one or more I/O Interfaces

1408 that are communicatively coupled, one to another. Although not shown, the

computing device 1402 may further include a system bus or other data and command

transfer system that couples the various components, one to another. A system bus can



include any one or combination of different bus structures, such as a memory bus or

memory controller, a peripheral bus, a universal serial bus, and/or a processor or local bus

that utilizes any of a variety of bus architectures. A variety of other examples are also

contemplated, such as control and data lines.

[00198] The processing system 1404 is representative of functionality to perform one or

more operations using hardware. Accordingly, the processing system 1404 is illustrated as

including hardware elements 1410 that may be configured as processors, functional

blocks, and so forth. This may include implementation in hardware as an application

specific integrated circuit or other logic device formed using one or more semiconductors.

The hardware elements 1410 are not limited by the materials from which they are formed

or the processing mechanisms employed therein. For example, processors may be

comprised of semiconductor(s) and/or transistors (e.g., electronic integrated circuits (ICs)).

In such a context, processor-executable instructions may be electronically-executable

instructions.

[00199] The computer-readable media 1406 is illustrated as including memory/storage

1412. The memory/storage 1412 represents memory/storage capacity associated with one

or more computer-readable media. The memory/storage 1412 may include volatile media

(such as random access memory (RAM)) and/or nonvolatile media (such as read only

memory (ROM), Flash memory, optical disks, magnetic disks, and so forth). The

memory/storage 1412 may include fixed media (e.g., RAM, ROM, a fixed hard drive, and

so on) as well as removable media (e.g., Flash memory, a removable hard drive, an optical

disc, and so forth). The computer-readable media 1406 may be configured in a variety of

other ways as further described below.

[00200] Input/output interface(s) 1408 are representative of functionality to allow a user

to enter commands and information to computing device 1402, and also allow information

to be presented to the user and/or other components or devices using various input/output

devices. Examples of input devices include a keyboard, a cursor control device (e.g., a

mouse), a microphone (e.g., for voice inputs), a scanner, touch functionality (e.g.,

capacitive or other sensors that are configured to detect physical touch), a camera (e.g.,

which may employ visible or non-visible wavelengths such as infrared frequencies to

detect movement that does not involve touch as gestures), and so forth. Examples of

output devices include a display device (e.g., a monitor or projector), speakers, a printer, a

network card, tactile-response device, and so forth. Thus, the computing device 1402 may

be configured in a variety of ways as further described below to support user interaction.



[00201] Computing device 1402 also includes a managed wireless distribution network

system 1414. Managed wireless distribution network system 1414 provides functionality

supporting transferring portions of protected content via a managed wireless distribution

network as discussed above. Managed wireless distribution network system 1414 can

implement, for example, a managed wireless distribution network system 122 or 126 of

Fig. 1, or at least part of a network management service 112 of Fig. 1.

[00202] Various techniques may be described herein in the general context of software,

hardware elements, or program modules. Generally, such modules include routines,

programs, objects, elements, components, data structures, and so forth that perform

particular tasks or implement particular abstract data types. The terms "module,"

"functionality," and "component" as used herein generally represent software, firmware,

hardware, or a combination thereof. The features of the techniques described herein are

platform-independent, meaning that the techniques may be implemented on a variety of

computing platforms having a variety of processors.

[00203] An implementation of the described modules and techniques may be stored on

or transmitted across some form of computer-readable media. The computer-readable

media may include a variety of media that may be accessed by the computing device 1402.

By way of example, and not limitation, computer-readable media may include "computer-

readable storage media" and "computer-readable signal media."

[00204] "Computer-readable storage media" refers to media and/or devices that enable

persistent storage of information and/or storage that is tangible, in contrast to mere signal

transmission, carrier waves, or signals per se. Thus, computer-readable storage media

refers to non-signal bearing media. The computer-readable storage media includes

hardware such as volatile and non-volatile, removable and non-removable media and/or

storage devices implemented in a method or technology suitable for storage of information

such as computer readable instructions, data structures, program modules, logic

elements/circuits, or other data. Examples of computer-readable storage media may

include, but are not limited to, RAM, ROM, EEPROM, flash memory or other memory

technology, CD-ROM, digital versatile disks (DVD) or other optical storage, hard disks,

magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage

devices, or other storage device, tangible media, or article of manufacture suitable to store

the desired information and which may be accessed by a computer.

[00205] "Computer-readable signal media" refers to a signal-bearing medium that is

configured to transmit instructions to the hardware of the computing device 1402, such as



via a network. Signal media typically may embody computer readable instructions, data

structures, program modules, or other data in a modulated data signal, such as carrier

waves, data signals, or other transport mechanism. Signal media also include any

information delivery media. The term "modulated data signal" means a signal that has one

or more of its characteristics set or changed in such a manner as to encode information in

the signal. By way of example, and not limitation, communication media include wired

media such as a wired network or direct-wired connection, and wireless media such as

acoustic, RF, infrared, and other wireless media.

[00206] As previously described, hardware elements 1410 and computer-readable

media 1406 are representative of instructions, modules, programmable device logic and/or

fixed device logic implemented in a hardware form that may be employed in some

embodiments to implement at least some aspects of the techniques described herein.

Hardware elements may include components of an integrated circuit or on-chip system, an

application-specific integrated circuit (ASIC), a field-programmable gate array (FPGA), a

complex programmable logic device (CPLD), and other implementations in silicon or

other hardware devices. In this context, a hardware element may operate as a processing

device that performs program tasks defined by instructions, modules, and/or logic

embodied by the hardware element as well as a hardware device utilized to store

instructions for execution, e.g., the computer-readable storage media described previously.

[00207] Combinations of the foregoing may also be employed to implement various

techniques and modules described herein. Accordingly, software, hardware, or program

modules and other program modules may be implemented as one or more instructions

and/or logic embodied on some form of computer-readable storage media and/or by one or

more hardware elements 1410. The computing device 1402 may be configured to

implement particular instructions and/or functions corresponding to the software and/or

hardware modules. Accordingly, implementation of modules as a module that is

executable by the computing device 1402 as software may be achieved at least partially in

hardware, e.g., through use of computer-readable storage media and/or hardware elements

1410 of the processing system. The instructions and/or functions may be

executable/operable by one or more articles of manufacture (for example, one or more

computing devices 1402 and/or processing systems 1404) to implement techniques,

modules, and examples described herein.

[00208] As further illustrated in Fig. 14, the example system 1400 enables ubiquitous

environments for a seamless user experience when running applications on a personal



computer (PC), a television device, and/or a mobile device. Services and applications run

substantially similar in all three environments for a common user experience when

transitioning from one device to the next while utilizing an application, playing a video

game, watching a video, and so on.

[00209] In the example system 1400, multiple devices are interconnected through a

central computing device. The central computing device may be local to the multiple

devices or may be located remotely from the multiple devices. In one or more

embodiments, the central computing device may be a cloud of one or more server

computers that are connected to the multiple devices through a network, the Internet, or

other data communication link.

[00210] In one or more embodiments, this interconnection architecture enables

functionality to be delivered across multiple devices to provide a common and seamless

experience to a user of the multiple devices. Each of the multiple devices may have

different physical requirements and capabilities, and the central computing device uses a

platform to enable the delivery of an experience to the device that is both tailored to the

device and yet common to all devices. In one or more embodiments, a class of target

devices is created and experiences are tailored to the generic class of devices. A class of

devices may be defined by physical features, types of usage, or other common

characteristics of the devices.

[00211] In various implementations, the computing device 1402 may assume a variety

of different configurations, such as for computer 1416, mobile 1418, and television 1420

uses. Each of these configurations includes devices that may have generally different

constructs and capabilities, and thus the computing device 1402 may be configured

according to one or more of the different device classes. For instance, the computing

device 1402 may be implemented as the computer 1416 class of a device that includes a

personal computer, desktop computer, a multi-screen computer, laptop computer, netbook,

and so on.

[00212] The computing device 1402 may also be implemented as the mobile 1418 class

of device that includes mobile devices, such as a mobile phone, portable music player,

portable gaming device, a tablet computer, a multi-screen computer, and so on. The

computing device 1402 may also be implemented as the television 1420 class of device

that includes devices having or connected to generally larger screens in casual viewing

environments. These devices include televisions, set-top boxes, gaming consoles, and so

on.



[00213] The techniques described herein may be supported by these various

configurations of the computing device 1402 and are not limited to the specific examples

of the techniques described herein. This functionality may also be implemented all or in

part through use of a distributed system, such as over a "cloud" 1422 via a platform 1424

as described below.

[00214] The cloud 1422 includes and/or is representative of a platform 1424 for

resources 1426. The platform 1424 abstracts underlying functionality of hardware (e.g.,

servers) and software resources of the cloud 1422. The resources 1426 may include

applications and/or data that can be utilized while computer processing is executed on

servers that are remote from the computing device 1402. Resources 1426 can also include

services provided over the Internet and/or through a subscriber network, such as a cellular

or Wi-Fi network.

[00215] The platform 1424 may abstract resources and functions to connect the

computing device 1402 with other computing devices. The platform 1424 may also serve

to abstract scaling of resources to provide a corresponding level of scale to encountered

demand for the resources 1426 that are implemented via the platform 1424. Accordingly,

in an interconnected device embodiment, implementation of functionality described herein

may be distributed throughout the system 1400. For example, the functionality may be

implemented in part on the computing device 1402 as well as via the platform 1424 that

abstracts the functionality of the cloud 1422.

[00216] Although the subject matter has been described in language specific to

structural features and/or methodological acts, it is to be understood that the subject matter

defined in the appended claims is not necessarily limited to the specific features or acts

described above. Rather, the specific features and acts described above are disclosed as

example forms of implementing the claims.



Claims

1. A method comprising:

identifying by a device multiple portions of protected content to host on the device,

the multiple portions of protected content including one or more portions of each of one or

more pieces of protected content;

obtaining the multiple portions of protected content; and

storing the multiple portions of protected content on the device, the device being

one of multiple devices in a managed wireless distribution network that allows portions of

protected content to be transferred among the multiple devices via multiple wireless

networks hosted by various ones of the multiple devices in order to reduce usage of an

Internet connection, the device being configured to store portions of protected content that

can be consumed by a user of the device only if the user of the device has permission to

consume the protected content.

2 . A method as recited in claim 1, the identifying comprising receiving an indication

of the multiple portions from a network management service.

3 . A method as recited in claim 1, further comprising allowing other devices to obtain

the multiple portions of protected content via the managed wireless distribution network,

the allowing including allowing each of the other devices to obtain the multiple portions of

protected content regardless of whether a user of the other device has permission to

consume the protected content.

4 . A method as recited in claim 1, further comprising:

receiving a user request to consume particular protected content at the device;

requesting assistance from one or more other devices in the managed wireless

distribution network to obtain the particular protected content;

receiving some portions of the particular protected content from the one or more

other devices in the managed wireless distribution network; and

receiving other portions of the particular protected content from a content service

via the Internet.

5 . A method as recited in claim 1, further comprising:

receiving by the device a user request to consume particular protected content at

the device;

determining an estimated time of delivery of the particular protected content, the

estimated time of delivery comprising a time at which one or more portions of the



particular protected content are estimated to be obtained by the device from one or more

other devices in the managed wireless distribution network; and

displaying the estimated time of delivery.

6 . A method as recited in claim 1, further comprising:

receiving by the device a portion of particular protected content being transferred

through the managed wireless distribution network from a first other device in the

managed wireless distribution network to a second other device in the managed wireless

distribution network;

storing the portion of particular protected content in a memory of the device in the

absence of saving the portion of particular protected content to a hard drive of the device;

and

providing the portion of particular protected content to the second other device in

the managed wireless distribution network.

7 . A method as recited in claim 6, the storing comprising storing the portion of

particular protected content in the memory of the device to allow the device to remain in a

low power mode while receiving the portion of particular protected content from the first

other device and providing the portion of particular protected content to the second other

device.

8. A device comprising:

one or more processors; and

one or more computer-readable media having stored thereon multiple instructions

that, when executed by the one or more processors, cause the one or more processors to

perform acts comprising:

identifying for each of multiple devices in a managed wireless distribution

network participation of the device in the managed wireless distribution network,

the managed wireless distribution network allowing portions of protected content

to be transferred among the multiple devices via multiple wireless networks hosted

by various ones of the multiple devices in order to reduce usage of an Internet

connection, each of the multiple devices being configured to host portions of

protected content that can be consumed by a user of the device only if the user of

the device has permission to consume the protected content; and

generating for each of the multiple devices a reward for a user of the device

based on the participation of the device in the managed wireless distribution

network.



9 . A device as recited in claim 8, the acts further comprising:

identifying a bottleneck in the managed wireless distribution network;

identifying a device that can help alleviate the bottleneck; and

notifying the device to request that the device join the managed wireless

distribution network.

10. A device as recited in claim 8, the generating comprising determining the reward

based on one or more criteria including participation of the device in assisting one or more

neighboring devices obtaining protected content.
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