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(57) ABSTRACT 

A method, system and apparatus for automated management 
and validation of access permissions to referenced shared 
resources. A method for access validation and management of 
access permissions to referenced shared resources in a net 
worked environment can include incorporating a reference to 
an underlying shared resource within a primary shared 
resource configured for distribution in the networked envi 
ronment and specifying a designated viewer for the primary 
shared resource. It can be determined whether the designated 
viewer is permitted to access the underlying shared resource. 
Before providing the primary shared resource to the desig 
nated viewer, however, an author of the primary shared 
resource can be notified when the designated viewer is deter 
mined not to be permitted to access the underlying shared 
SOUC. 

14 Claims, 2 Drawing Sheets 
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ACCESS VALIDATION AND MANAGEMENT 
OF ACCESS PERMISSIONS TO 

REFERENCED SHARED RESOURCES INA 
NETWORKED ENVIRONMENT 

BACKGROUND OF THE INVENTION 

1. Statement of the Technical Field 
The present invention relates to the management of access 

permissions to shared resources. 
2. Description of the Related Art 
Network computing has revolutionized the manner in 

which people can cooperate in furtherance of the completion 
of an objective. Prior to the widespread accessibility of net 
work computing technologies, groups of individuals collabo 
rating with one another were able only to operate in isolated, 
individualistic computing environments bridged only by 
direct, human-to-human contact, the telephone and the fac 
simile machine. Most importantly, the creation and manage 
ment of computing resources such as documents, messages 
and databases could be shared only through the reduction of 
the shared resource to print and the manual passing of the 
print copy from person to person. 
The ubiquity of network computing now permits the auto 

mated sharing of electronically shareable resources including 
the direct access by collaborators to the shared resources of 
the group. These resources can include centrally stored docu 
ments and databases as are commonplace in a collaborative 
environment. To the extent that the shared resources can be 
freely accessed by all parties to a networked environment 
without restriction, the sharing of resources can be seamless 
in nature. Most sophisticated networked environments, how 
ever, do not permit unfettered access to shared resources and 
provide at least a degree of access control to shared resources. 

Generally, access control systems limit access to shared 
resources based upon the identity of user attempting access to 
the shared resource. The limited access can range from a 
complete denial of access to the shared resource to a restric 
tion on the operations that can be performed on the resource, 
such as whether the resource can be edited, printed, deleted or 
otherwise modified. In many cases, the access limitations can 
be based not just on the express identity of the user attempting 
access, but also the access limitations can be based upon the 
location of the user, the class of user, or any other recogniz 
able factor. 

Oftentimes in a networked environment, a reference to an 
underlying shared resource can be incorporated in a second 
resource, such as an e-mail, instant message, and a shared 
document, to name a few. In this way, a viewer accessing the 
second resource can easily navigate to the underlying 
resource by merely selecting the link. Yet, problems can arise 
where the viewer does not enjoy suitable access rights to the 
linked, underlying resource. For example, when the viewer 
attempts to access the underlying shared resource by select 
ing the embedded link, the viewer can be denied access com 
pletely without providing any recourse to the viewer. In this 
circumstance, the viewer is left to manually resolve the denial 
of access by locating a party having rights to modify the 
access control limitations for the underlying resource in favor 
of the viewer. 

SUMMARY OF THE INVENTION 

The present invention addresses the deficiencies of the art 
in respect to managing access control to shared resources in a 
networked environment and provides a novel and non-obvi 
ous method, system and apparatus for automated manage 
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2 
ment and validation of access permissions to referenced 
shared resources. In this regard, a method for access valida 
tion and management of access permissions to referenced 
shared resources in a networked environment can include 
incorporating a reference to an underlying shared resource 
within a primary shared resource configured for distribution 
in the networked environment and specifying a designated 
viewer for the primary shared resource. The primary shared 
resource can be an e-mail, an instant message, a chat session, 
and a shared document, to name a few. Likewise, the under 
lying shared resource can be an e-mail, an instant message, a 
chat session, and a shared document, to name a few. 

It can be determined whether the designated viewer is 
permitted to access the underlying shared resource. To that 
end, the determining step can include consulting an access 
control list for the underlying shared resource to determine 
whether the designated viewer is permitted to access the 
underlying shared resource. Before providing the primary 
shared resource to the designated viewer, however, an author 
of the primary shared resource can be notified when the 
designated viewer is determined not to be permitted to access 
the underlying shared resource. 

For instance, before providing the primary shared resource 
to the designated viewer, an author of the primary shared 
resource can be prompted to grant permissions to the desig 
nated viewer to view the underlying shared resource when the 
designated viewer is determined not to be permitted to access 
the underlying shared resource. As another example, before 
providing the primary shared resource to the designated 
viewer, an automated process can be performed to either 
request or grant permissions to the designated viewer to view 
the underlying shared resource when the designated viewer is 
determined not to be permitted to access the underlying 
shared resource. 
The incorporating step can include incorporating multiple 

references to corresponding underlying shared resources 
within a primary shared resource configured for distribution 
in the networked environment. In this circumstance, the 
method further can include performing the determining step 
for each of the multiple references, and performing the noti 
fying step when the designated viewer is determined not to be 
permitted to access at least one of the underlying shared 
resources. Similarly, the specifying step can include specify 
ing multiple designated viewers for the primary shared 
resource. In this circumstance, the method further can include 
performing the determining step for each of the multiple 
designated viewers, and performing the notifying step when 
any of the multiple designated viewers are determined not to 
be permitted to access the underlying shared resource. 
A method for access validation and management of access 

permissions to referenced shared resources in a networked 
environment also can include viewing a primary shared 
resource containing a link to an underlying shared resource, 
selecting the link to the underlying shared resource, deter 
mining whether requisite permissions exist to view the under 
lying shared resource, and, before providing a notification of 
deficient permissions, identifying a user able to grant the 
requisite permissions and providing a notification specifying 
the user in conjunction with the notification of deficient per 
missions. 

Additional aspects of the invention will be set forth in part 
in the description which follows, and in part will be obvious 
from the description, or may be learned by practice of the 
invention. The aspects of the invention will be realized and 
attained by means of the elements and combinations particu 
larly pointed out in the appended claims. It is to be understood 
that both the foregoing general description and the following 
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detailed description are exemplary and explanatory only and 
are not restrictive of the invention, as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and constitute part of this specification, illustrate embodi 
ments of the invention and together with the description, 
serve to explain the principles of the invention. The embodi 
ments illustrated herein are presently preferred, it being 
understood, however, that the invention is not limited to the 
precise arrangements and instrumentalities shown, wherein: 

FIG. 1 is a schematic illustration of a networked environ 
ment configured for access validation and management of 
access permissions to referenced shared resources in the net 
worked environment; 

FIG. 2A is a flow chart illustrating a process for author 
initiated access validation and management of access permis 
sions to referenced shared resources; and, 

FIG. 2B is a flow chart illustrating a process for viewer 
initiated access validation and management of access permis 
sions for referenced shared resources. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The present invention is a method, system and apparatus 
for access validation and management of access permissions 
to referenced shared resources in a networked environment. 
In accordance with the present invention, a link to an under 
lying shared resource can be embedded within a primary 
shared resource Such as an e-mail, instant message, chat room 
posting, or shared document to name a few. Notably, the 
shared resource can have one or more associated access con 
trols which specify a requisite set of permissions for autho 
rized viewers. In any event, the primary shared resource can 
be designated for viewing by one or more viewers in the 
networked environment and the primary shared resource can 
be released for viewing by one or more designated viewers. 

Prior to releasing the primary shared resource for viewing 
by the one or more designated viewers, however, it can be 
determined whether each of the designated viewers is permit 
ted to access the underlying shared resourced referenced by 
the link based upon the associated access controls. If not, the 
author of the primary shared resource can be notified of the 
permissions deficiency and afforded an opportunity to correct 
the deficiency. Likewise, once the primary shared resource 
has been viewed by the designated viewer, the viewer can be 
validated prior to opening the link to the underlying resource. 
To the extent that the permissions of the viewer are deficient, 
the identity of a user able to modify the permissions can be 
provided to the viewer. 

In more particular explanation, FIG. 1 is a schematic illus 
tration of a networked environment configured for access 
validation and management of access permissions to refer 
enced shared resources in the networked environment. The 
networked environment can include at least one authoring 
platform 110 coupled to at least one viewing platform 120 
overa computer communications network 130. (Only a single 
authoring platform 110 and viewing platform has been shown 
for the purpose of illustrative simplicity) The authoring com 
puter 110 can be configured to create, edit or otherwise 
modify a primary shared resource 140 which can be shared 
with one or more viewing platforms 120. 

Importantly, one or more links 150 to one or more under 
lying shared resources 160 can be incorporated as part of the 
content of the primary shared resource 140. Viewers can 
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4 
access the underlying shared resources 160 by selecting a 
corresponding one of the links 150. In this regard, where the 
underlying shared resource 160 is a shared document, the 
shared document can be loaded and rendered in a viewer. By 
comparison, where the underlying shared resource 160 is a 
database, the database can be activated for access by the 
viewer. In any case, the viewing of the underlying shared 
resources 160 can be limited by a set of requisite permissions 
specified within a data store of access control information 
170. 

Optionally, one or more roles (not shown) can be defined in 
the primary shared resource 140. When one or more of the 
links 150 to an underlying shared resource 160 is added to the 
primary shared resource 140, role-appropriate permissions 
can be granted to all designated recipients having the role. In 
this regard, the roles can be mapped to permission sets in the 
networked environment which has been configured to embed 
links 150 to shared resources 160 within an underlying shared 
resource 160. Thus, the role mechanism can be extended to 
propagate downwards from the abstract level to all shared 
resources referenced by links in other underlying shared 
SOUCS. 

In accordance with the present invention, the authoring 
platform 110 can include author access validation logic 
200A. The author access validation logic 200A, at the time of 
authorship of the primary shared resource 140, can analyze 
each of the links 150 and the corresponding designated view 
ers of the primary shared resource 140 to determine whether 
the designated viewers enjoy the requisite permissions nec 
essary to view the underlying shared resources 160 refer 
enced by the links 150. Where an incompatibility is detected 
as between a designated viewer and a specified one of the 
shared resources 160, the author can be prompted of the 
incompatibility and afforded an opportunity to rectify the 
incompatibility. Alternatively, an automated process auto 
matically can rectify the incompatibility, for instance by 
requesting or granting permissions to the designated viewer 
so that the designated viewer can access the underlying 
resources 160 referenced by the links 150. 

Similar to the authoring platform 110, the viewing plat 
form 120 can include viewer access validation logic 200B. 
The viewer access validation logic 200B, at the time of view 
ing of the primary shared resource 140, can analyze each of 
the links 150 to determine whether the viewer enjoys the 
requisite permissions necessary to view the underlying 
shared resources 160 referenced by the links 150. Where an 
incompatibility is detected as between the viewer and a speci 
fied one of the shared resources 160, the viewer can be 
prompted of the incompatibility and afforded an opportunity 
to rectify the incompatibility by contacting a specified user 
able to grant the requisite permissions to the viewer. 
To further illustrate a particular aspect of the present inven 

tion, FIG. 2A is a flow chart illustrating a process for author 
initiated access validation and management of access permis 
sions to referenced shared resources and FIG. 2B is a flow 
chart illustrating a process for viewer initiated access valida 
tion and management of access permissions for referenced 
shared resources. Referring first to FIG. 2A, a primary shared 
resource can be created, edited or otherwise modified in block 
210. In block 215 a link to an underlying shared resource can 
be included in the primary shared resource. For example, a 
hyperlink to the underlying shared resource can be embedded 
in the primary shared resource. 

In block 220, a designated viewer for the primary shared 
resource can be specified. In this regard, to the extent that the 
primary shared resource is an e-mail or instant message, the 
identity of the designated recipient for the e-mail or instant 
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message can be specified. Subsequently, in block 225, the 
permissions for the designated viewer can be compared to a 
set of permissions required by the underlying shared 
resource. If in decision block 230 it is determined that the 
permissions required by the underlying shared resource are 
satisfied by the permissions for the designated viewer, in 
block 250 the primary shared resource can be set, which can 
include publication for viewing by the designated viewer, or 
transmission directly to the designated viewer. 

If in decision block 230, it is determined that the permis 
sions required by the underlying shared resource are not 
satisfied by the permissions for the designated viewer, in 
block 235 the author of the primary shared resource can be 
notified of the deficiency. Optionally, in decision block 240 
the author can be afforded the opportunity to rectify the 
deficiency by granting the requisite permissions in block 245. 
Alternatively, where the author is not permitted to modify the 
permissions for the underlying shared resource, the author 
can be afforded the opportunity to request of a suitable user 
that permissions be granted to the designated viewer. In this 
way, the primary shared resource need not be set without 
regard to whether or not the designated recipient can access 
the linked underlying shared resource. 
As an alternative to the sub-process of blocks 235 through 

240, an automated process can be used to resolve access 
permissions. Specifically, a service can operate to resolve the 
implied request for access based on the sharing action, within 
established security policies. This might be manifested by the 
author choosing a preference inadvance that specifies that the 
author prefers to automatically attempt to add access for 
designated recipients when links are shared by the author. 
Subsequently, when the author adds a link to a primary shared 
resource, access can be managed automatically. As an 
example, the automatic action can include requesting access 
to the referenced resource from the owner of the reference 
SOUC. 

Turning now to FIG. 2B, once a primary shared resource 
has been received for viewing by a designated recipient, in 
block 260 the primary shared resource can be opened for 
viewing. In block 265, an embedded link to an underlying 
resource can be selected for activation. Subsequently, in 
block 270 the permissions for the designated viewer can be 
compared to a set of permissions required by the underlying 
shared resource. In decision block 275 it can be determined 
whether the permissions required by the underlying shared 
resource are satisfied by the permissions for the designated 
viewer. If so, in block 280 the link to the underlying shared 
resource can be activated. 

If in decision block 275, it is determined that the permis 
sions required by the underlying shared resource are not 
satisfied by the permissions for the designated viewer, in 
block 285 the viewer can be provided with the contact infor 
mation for the user assigned the right to grant the requisite 
permissions to the underlying shared resource. Additionally, 
in block 290, a request for permission to access the underly 
ing shared resource can be forwarded to the user. In this way, 
a manual discovery of the user need not be undertaken by the 
designated viewer. 
The present invention can be realized in hardware, soft 

ware, or a combination of hardware and Software. An imple 
mentation of the method and system of the present invention 
can be realized in a centralized fashion in one computer 
system, or in a distributed fashion where different elements 
are spread across several interconnected computer systems. 
Any kind of computer system, or other apparatus adapted for 
carrying out the methods described herein, is Suited to per 
form the functions described herein. 
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6 
A typical combination of hardware and software could be 

a general purpose computer system with a computer program 
that, when being loaded and executed, controls the computer 
system such that it carries out the methods described herein. 
The present invention can also be embedded in a computer 
program product, which comprises all the features enabling 
the implementation of the methods described herein, and 
which, when loaded in a computer system is able to carry out 
these methods. 
Computer program or application in the present context 

means any expression, in any language, code or notation, of a 
set of instructions intended to cause a system having an infor 
mation processing capability to perform a particular function 
either directly or after either or both of the following a) 
conversion to another language, code or notation; b) repro 
duction in a different material form. Significantly, this inven 
tion can be embodied in other specific forms without depart 
ing from the spirit or essential attributes thereof, and 
accordingly, reference should be had to the following claims, 
rather than to the foregoing specification, as indicating the 
Scope of the invention. 
We claim: 
1. A method for access validation and management of 

access permissions to referenced shared resources in a net 
worked environment, the method comprising the steps of: 

embedding a reference to an underlying shared resource 
within a primary shared resource configured for distri 
bution in the networked environment; 

specifying a designated viewer for said primary shared 
resource: 

determining whether said designated viewer is permitted to 
access said underlying shared resource; and, 

before providing said primary shared resource to said des 
ignated viewer, prompting an author of said primary 
shared resource when said designated viewer is deter 
mined not to be permitted to access said underlying 
shared resource. 

2. The method of claim 1, wherein said incorporating step 
comprises the step of incorporating multiple references to 
corresponding underlying shared resources within a primary 
shared resource configured for distribution in the networked 
environment, and wherein the method further comprises the 
steps of performing said determining step for each of said 
multiple references, and performing said notifying step when 
said designated viewer is determined not to be permitted to 
access at least one of said underlying shared resources. 

3. The method of claim 1, wherein said determining step 
comprises the step of consulting an access controllist for said 
underlying shared resource to determine whether said desig 
nated viewer fulfills a role which is permitted to access said 
underlying shared resource. 

4. The method of claim 1, wherein said determining step 
comprises the step of consulting an access controllist for said 
underlying shared resource to determine whether said desig 
nated viewer is permitted to access said underlying shared 
SOUC. 

5. The method of claim 1, wherein said notifying step 
comprises the step of before providing said primary shared 
resource to said designated viewer, prompting an author of 
said primary shared resource to grant permissions to said 
designated viewer to view said underlying shared resource 
when said designated viewer is determined not to be permit 
ted to access said underlying shared resource. 

6. The method of claim 1, wherein each of said primary and 
underlying shared resources is one of an e-mail, an instant 
message, a chat session, and a shared document. 
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7. The method of claim 1, further comprising the step of in 
lieu of notifying said author of said primary shared resource 
when said designated viewer is determined not to be permit 
ted to access said underlying shared resource, automatically 
requesting permission from an owner of said underlying 
shared resource for said designated viewer to access said 
underlying shared resource. 

8. A machine readable storage having stored thereon a 
computer program for access validation and management of 
access permissions to referenced shared resources in a net 
worked environment, the computer program comprising a 
routine set of instructions which when executed by a machine 
causes the machine to perform the steps of: 

embedding a reference to an underlying shared resource 
within a primary shared resource configured for distri 
bution in the networked environment; 

specifying a designated viewer for said primary shared 
resource: 

determining whether said designated viewer is permitted to 
access said underlying shared resource; and, 

before providing said primary shared resource to said des 
ignated viewer, prompting an author of said primary 
shared resource when said designated viewer is deter 
mined not to be permitted to access said underlying 
shared resource. 

9. The machine readable storage of claim 8, wherein said 
incorporating step comprises the step of incorporating mul 
tiple references to corresponding underlying shared resources 
within a primary shared resource configured for distribution 
in the networked environment, and wherein the method fur 
ther comprises the steps of performing said determining step 
for each of said multiple references, and performing said 
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notifying step when said designated viewer is determined not 
to be permitted to access at least one of said underlying shared 
SOUCS. 

10. The machine readable storage of claim 8, wherein said 
determining step comprises the step of consulting an access 
control list for said underlying shared resource to determine 
whether said designated viewer fulfills a role which is per 
mitted to access said underlying shared resource. 

11. The machine readable storage of claim 8, wherein said 
determining step comprises the step of consulting an access 
control list for said underlying shared resource to determine 
whether said designated viewer is permitted to access said 
underlying shared resource. 

12. The machine readable storage of claim 8, wherein said 
notifying step comprises the step of, before providing said 
primary shared resource to said designated viewer, prompting 
an author of said primary shared resource to grant permis 
sions to said designated viewer to view said underlying 
shared resource when said designated viewer is determined 
not to be permitted to access said underlying shared resource. 

13. The machine readable storage of claim 8, wherein each 
of said primary and underlying shared resources is one of an 
e-mail, an instant message, a chat session, and a shared docu 
ment. 

14. The machine readable storage of claim 8, further com 
prising the step of in lieu of notifying said author of said 
primary shared resource when said designated viewer is 
determined not to be permitted to access said underlying 
shared resource, automatically requesting permission from 
an owner of said underlying shared resource for said desig 
nated viewer to access said underlying shared resource. 

k k k k k 


