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The SDC (32) indicates a certain sub-domain, from
among multiple sub-domains (30-1, 30-2,...30-N) of a
home network of the subscriber (13), to which the
subscriber (13) is assigned. The network equipment
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SDC (32) and from among multiple instances (24-1,
24-2,..24-M) of a provider network function in the
home network respectively allocated to provide a
service to be consumed for subscribers assigned to
different sub-domains, an instance of the provider

network function to provide the service
consumed for the subscriber (13).
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NETWORK FUNCTION INSTANCE SELECTION

TECHNICAL FIELD
The present application relates generally to a wireless communication network,
and more particularly relates to selecting of a network function instance in a wireless

communication network.

BACKGROUND

The next generation (5G) core network (CN) will use a service-based architecture
that leverages service-based interactions between CN network functions (NFs). NFs in
this regard enable other authorized NFs to access their services. Alternatively or in
addition to predefined interfaces being defined between network elements, an instance
of an NF needing to consume a service of a certain type queries a so-called network
repository function (NRF) to discover and communicate with an instance of another NF
that provides that certain type of service.

In particular, NFs can take on a provider role as a provider of a service (NFp)
and/or a consumer role as a consumer of a service (NFc). An instance of an NFp starts
and registers itself to the NRF. This registration allows the NRF to be aware that the
instance of the NFp exists. At a later point, an instance of an NFc that needs to use a
specific service runs a procedure called discovery towards the NRF. In case the NRF
has a registered instance of the NFp that matches this discovery request, the NRF
provides the instance of the NFc with information needed to set up communication with
a discovered instance of the NFp. This information may be for example the IP address
and port of the NFp instance.

The service-based architecture advantageously enables greater flexibility and
speed in the development of new CN services, as it becomes possible to connect to
other components without introducing new interfaces. The service-based architecture
also introduces the possibility to use application programming interfaces (APIs) based
on web technology that makes development easier, as libraries and development tools
for such technology are already broadly available. The service-based architecture
nonetheless introduces challenges to NF discovery and selection, especially as the

number of subscribers in the network scales.
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SUMMARY

Embodiments herein include a method performed by network equipment in a
wireless communication network. The method comprises receiving at least a portion of
a subscription concealed identifier for a subscriber, wherein the subscription concealed
identifier contains a concealed subscription permanent identifier for the subscriber. The
received at least a portion of the subscription concealed identifier indicates a sub-
domain code. The sub-domain code indicates a certain sub-domain, from among
multiple sub-domains of a home network of the subscriber, to which the subscriber is
assigned. The method may also include determining, based on the sub-domain code
and from among multiple instances of a provider network function in the home network
respectively allocated to provide a service to be consumed for subscribers assigned to
different sub-domains, an instance of the provider network function to provide the
service to be consumed for the subscriber.

In some embodiments, determining the instance of the provider network function
to provide the service to be consumed for the subscriber is also based on a home
network identifier.

In some embodiments, the method also comprises receiving a discovery request
for discovering one or more instances of the provider network function in the home
network to provide the service to be consumed for the subscriber and responding to the
discovery request with the selected instance of the provider network function.

In some embodiments, the network equipment implements a network repository
function, NRF.

In some embodiments, the method may also comprise receiving information that
configures the network equipment to associate the sub-domain code with one or mare
instances of the provider network function allocated to provide the service to be
consumed for subscribers assigned to the certain sub-domain. In one or more such
embodiments, for example, the information includes the certain sub-domain code and
routing information for the one or more instances of the provider network function, such
that the information configures the network equipment to associate the sub-domain
code with the routing information. In some embodiments in this regard, the routing
information is an Internet Protocol, IP, address, a host name, a domain name, or a
uniform resource identifier, of the selected instance.

In some embodiments, different sub-domains of the home network are
associated with different routing information, and the sub-domain code is an identifier

associated with the routing information for the certain sub-domain.
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In some embodiments, determining the sub-domain code comprises determining
the sub-domain code from a field in the at least a portion of the subscription concealed
identifier, wherein the field is a sub-domain code field dedicated to indicating a sub-
domain code.

In some embodiments, the provider network function is a unified data
management function, a subscription identifier de-concealing function, or an
authentication server function.

Embodiments also include a method performed by network equipment in a
wireless communication network according to other embodiments. The method includes
obtaining a sub-domain code indicating a certain sub-domain, from among multiple
sub-domains of a home network of a subscriber, to which the subscriber is assigned.
The method may also include transmitting information that configures other network
equipment to associate the sub-domain code with a certain instance of a provider
network function among multiple instances of the provider network function in the home
network that are respectively allocated to provide a service to be consumed for
subscribers assigned to different sub-domains of the home network.

In some embodiments, the information includes the sub-domain code and routing
information for the certain instance, such that the information configures the other
network equipment to associate the sub-domain code with the routing information. In
one or more such embodiments, the routing information is an Internet Protocol, IP,
address, a host name, a domain name, or a uniform resource identifier, of the certain
instance.

In some embodiments, the network equipment implements an operation and
maintenance function, the certain instance of the provider network function, or a proxy
for the certain instance of the provider network function.

In some embodiments, the provider network function is a unified data
management function, a subscription identifier de-concealing function, or an
authentication server function.

In some embodiments, the other network equipment implements a network
repository function.

In some embodiments, different sub-domains of the home network are
associated with different routing information, and the sub-domain code is an identifier
associated with the routing information for the certain sub-domain.

In some embodiments, the method also comprises generating a field that

indicates the sub-domain code. In this case, the field may be a sub-domain code field
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dedicated to indicating a sub-domain code. In such a case, the information that
configures the other network equipment may include the field.

Embodiments further include a method performed by network equipment in a
wireless communication network according to still other embodiments. The method
includes obtaining a sub-domain code indicating a certain sub-domain, from among
multiple sub-domains of a home network of a subscriber, to which the subscriber is
assigned. The method may also include transmitting information that configures a user
equipment of the subscriber, or an integrated circuit card associated with the subscriber,
with the obtained sub-domain code.

In some embodiments, the network equipment implements an operation and
maintenance function, an instance of a provider network function in the home network
that is to provide or is capable of providing a service to be consumed for the subscriber,
or a proxy for one or more instances of the provider network function. For example, the
provider network function may be a unified data management function, a subscription
identifier de-concealing function, or an authentication server function.

In some embodiments, different sub-domains of the home network are
associated with different routing information, and the sub-domain code is an identifier
associated with the routing information for the certain sub-domain.

In some embodiments, the method be also include generating a field that
indicates the sub-domain code. In one or more embodiments, the field is a sub-domain
code field dedicated to indicating a sub-domain code. In this case, transmitting the
information may comprise transmitting the field to the user equipment or the integrated
circuit card.

Embodiments also include a method performed by a user equipment or an
integrated circuit card associated with a subscriber. The method comprises receiving,
from network equipment in a wireless communication network, information that
configures the user equipment or the integrated circuit card with a sub-domain code that
indicates a certain sub-domain, from among mulitiple sub-domains of a home network of
the subscriber, to which the subscriber is assigned. In some embodiments, the method
may also comprise transmitting a message that includes a subscription concealed
identifier. In some embodiments, the subscription concealed identifier contains a
concealed subscription permanent identifier for the subscriber and indicates the sub-
domain code.

In some embodiments, the network equipment implements an operation and

maintenance function, an instance of a provider network function in the home network
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that is to provide or is capable of providing a service to be consumed for the subscriber,
or a proxy for one or more instances of the provider network function.

In some embodiments, the provider network function is a unified data
management function, a subscription identifier de-concealing function, or an
authentication server function.

In some embodiments, different sub-domains of the home network are
associated with different routing information, and wherein the sub-domain code is an
identifier associated with the routing information for the certain sub-domain.

In some embodiments, receiving the sub-domain code comprises receiving &
field that indicates the sub-domain code. In one or more embodiments, the field is a
sub-domain code field dedicated to indicating a sub-domain code.

In some embodiments, the method may also comprise generating the
subscription concealed identifier to include a field that indicates the sub-domain code.

Embodiments may also include corresponding apparatus, computer programs,
and carriers. For example, some embodiments herein include network equipment
configured for use in a wireless communication network. The network equipment may
be configured (e.g., via communication circuitry and processing circuitry) to receive at
least a portion of a subscription concealed identifier for a subscriber. The received at
least a portion of the subscription concealed identifier indicates a sub-domain code. The
sub-domain code indicates a certain sub-domain, from among multiple sub-domains of
a home network of the subscriber, to which the subscriber is assigned. The network
equipment may also be configured to determine, based on the sub-domain code and
from among multiple instances of a provider network function in the home network
respectively allocated to provide a service to be consumed for subscribers assigned to
different sub-domains, an instance of the provider network function to provide the
service to be consumed for the subscriber.

Embodiments may further include network equipment in a wireless
communication network according to other embodiments. The network equipment may
be configured (e.g., via communication circuitry and processing circuitry) to obtain a
sub-domain code indicating a certain sub-domain, from among multiple sub-domains of
a home network of a subscriber, to which the subscriber is assigned. The network
equipment may also be configured to transmit information that configures other network
equipment to associate the sub-domain code with a certain instance of a provider

network function among multiple instances of the provider network function in the home
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network that are respectively allocated to provide a service to be consumed for
subscribers assigned to different sub-domains of the home network.

Embodiments also include network equipment in a wireless communication
network according to still other embodiments. The network equipment may be
configured (e.g., via communication circuitry and processing circuitry) to obtain a sub-
domain code indicating a certain sub-domain, from among multiple sub-domains of a
home network of a subscriber, to which the subscriber is assigned. The network
equipment may also be configured to transmit information that configures a user
equipment of the subscriber, or an integrated circuit card associated with the subscriber,
with the obtained sub-domain code.

Embodiments also include a user equipment or an integrated circuit card
associated with a subscriber. The user equipment or integrated circuit card is configured
(e.g., via communication circuitry and processing circuitry) to receive, from network
equipment in a wireless communication network, information that configures the user
equipment or the integrated circuit card with a sub-domain code that indicates a certain
sub-domain, from among multiple sub-domains of a home network of the subscriber, to
which the subscriber is assigned. In some embodiments, the user equipment or
integrated circuit card is further configured to transmit a message that includes a
subscription concealed identifier. In some embodiments, the subscription concealed
identifier contains a concealed subscription permanent identifier for the subscriber and

indicates the sub-domain code.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a wireless communication network according to
some embodiments.

Figure 2A is a block diagram of a subscription concealed identifier according to
some embodiments.

Figure 2B is a block diagram of a subscription concealed identifier according to
other embodiments.

Figure 2C is a block diagram of a subscription concealed identifier according to
still other embodiments.

Figure 3 is a block diagram of a wireless communication network according to
some embodiments for configuring network equipment and/or user equipment/ICC.

Figure 4 is a block diagram of a 5G network according to some embodiments.
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Figure 5 is a call flow diagram for processing performed by a 5G UE and network
functions for provider network function instance selection according to some
embodiments.

Figure 6 is a call flow diagram for processing performed by a 5G UE and network
functions for provider network function instance selection according to other
embodiments.

Figure 7A is a logic flow diagram of a method performed by network equipment
according to some embodiments.

Figure 7B is a logic flow diagram of a method performed by network equipment
according to other embodiments.

Figure 8 is a logic flow diagram of a method performed by network equipment
according to other embodiments.

Figure 9 is a logic flow diagram of a method performed by network equipment
according to still other embodiments.

Figure 10 is a logic flow diagram of a method performed by user equipment
according to some embodiments.

Figure 11A is a block diagram of network equipment according to some
embodiments.

Figure 11B is a block diagram of network equipment according to other
embodiments.

Figure 12A is a block diagram of network equipment according to some
embodiments.

Figure 12B is a block diagram of network equipment according to other
embodiments.

Figure 13A is a block diagram of network equipment according to some
embodiments.

Figure 13B is a block diagram of network equipment according to other
embodiments.

Figure 14A is a block diagram of user equipment according to some
embodiments.

Figure 14B is a block diagram of user equipment according to other

embodiments.
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DETAILED DESCRIPTION

Figure 1 shows a wireless communication network 10 according to some
embodiments. The network 10 includes one or more radio access networks (RANs) 14
that wirelessly connect user equipment 12 to one or more core networks (CNs) 16, e.g.,
of one or more public land mobile networks (PLMNSs), including a home PLMN
associated with the user equipment 12. The CN(s) 16 in turn connect the user
equipment 12 to one or more data networks 18, e.g., the Internet, a public switched
telephone network (PSTN), etc.

The user equipment 12 as shown may include an integrated circuit card (ICC)
12A. The ICC 12A may be for instance a universal integrated circuit card (UICC) that
executes a universal subscriber identity module (USIM) application. Regardless, the
user equipment 12 and/or ICC 12A may be associated with a certain subscriber 13. The
user equipment 12 and/or ICC 12A may for instance store, access, or otherwise use a
certain subscription identifier that identifies a subscription of the certain subscriber 13,
e.g., to a home network such as a home PLMN. The subscription identifier or a
derivative thereof may be used to identify and authenticate the subscriber 13 to the
wireless communication network 10. Where the subscription identifier is assigned to the
subscriber 13 on a long-term or permanent basis, the subscription identifier may be
referred to as a subscription permanent identifier (SUPI) 20, shown in Figure 1 as being
stored on the ICC 12A. In embodiments that the network 10 is a 5G network, the
subscription identifier may be a globally unique 5G identifier that takes the form of either
an international mobile subscriber identity (IMSI) or a network access identifier (NAI).

The CN(s) 16 in some embodiments have a service-based architecture that
leverages service-based interactions between CN network functions (NFs). An NF rnay
be implemented by network equipment either as a network element on dedicated
hardware, as a software instance running on dedicated hardware, or as a virtualized
function instantiated on an appropriate platform, e.g., on a cloud infrastructure. Where
the system 10 is a 5G system, for instance, NFs in the control plane may include an
access and mobility management function (AMF), a session management function
(SMF), a policy control function (PCF), an authentication server function (AUSF), a
unified data management (UDM) function, a subscriber identifier de-concealing function
(SIDF), etc.

An NF may provide its services to other authorized NFs that consume those
services for a subscriber. An NF may thereby take on a provider role as a provider of a

service (i.e., provider NF) and/or a consumer role as a consumer of a service (i.e.,
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consumer NF). For example, in a 5G network, an AUSF may take on a provider role to
provide authentication services to an AMF (taking on a consumer role) for
authenticating a subscriber. In any event, an NF needing to consume a certain type of
service initiates or performs discovery of an NF instance that can provide that certain
type of service. With a provider NF discovered, the consumer NF may consume the
service from the provider NF.

Some contexts complicate this service-based architecture approach, though. For
example, the CN 16 of a subscriber's home network may implement multiple instances
of a certain NF, e.g., in order to balance processing, storage, or other resource
demands across the multiple instances of the NF and/or to provide services more
quickly and/or efficiently. Where the certain NF serves as a provider NF in providing a
service to an instance of a consumer NF, this means that multiple provider NF instances
in the subscriber's home network may be candidates for providing the service to the
consumer NF instance. With this complexity added to the service-based architecture,
some embodiments herein address how to select which of the multiple provider NF
instances is to provide the service to the consumer NF instance which is to consume
the service for the subscriber 13.

Figure 1 in this regard shows a consumer NF instance 22 (e.g., an instance of
an AMF or AUSF). The consumer NF instance 22 needs to consume a service (e.g., of
a certain type) for the subscriber 13 associated with the user equipment 12 and/or ICC
12A. The subscriber's home network implements multiple provider NF instances 24-1,
24-2,...24-M (e.g., multiple instances of a UDM function, an SIDF, an AUSF, etc.) that
are candidates for providing this service (e.g., of the certain type) to the consumer NF
instance 22 which is to consume the service for the subscriber 13. Network equipment
26 is configured to select, from among these multiple provider NF instances 24-1, 24-
2,...24-M, a provider NF instance to provide the service for the subscriber 13; that is, to
provide the service which is to be consumed (by the consumer NF instance 22) for the
subscriber 13. Such selection herein just generally refers to the fact that the network
equipment 26 determines a provider NF instance to provide the service to be consumed
for the subscriber 13, by choosing that provider NF instance from the multiple provicer
NF instances 24-1, 24-2,...24-M which are candidates for doing so.

In some embodiments, network equipment 26 implements the consumer NF
instance 22 (i.e., so that the consumer NF instance 22 performs the selection itself) or a
proxy for the consumer NF instance 22. In this and other cases, the network

equipment’s selection may be referred to formally as NF selection, or may be performed
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as part of such formal NF selection. In other embodiments, network equipment 26
implements a network repository function (NRF) 28 (i.e., so that the network repository
function 28 performs the selection. In this and other cases, the network equipment’s
selection may be referred to formally as NF discovery, or may be performed as part of
such formal NF discovery. In still other embodiments, network equipment 26
implements a proxy for one or more of the provider NF instances. Regardless, the
network equipment 26 according to some embodiments herein advantageously
performs the selection based on a so-called sub-domain code. That is, the network
equipment 26 herein bases its determination as to which of the NF provider instances
24-1, 24-2,...24-M is to provide the service to be consumed for the subscriber 13 on a
sub-domain code.

More particularly in this regard, the subscriber's home network as shown in
Figure 1 is divided into multiple sub-domains 30-1, 30-2,...30-N. Subscribers of the
home network, including the subscriber 13 associated with the user equipment 12
and/or ICC 12A, are each assigned to one or more of the sub-domains 30-1, 30-2,...30-
N. The provider NF instances 24-1, 24-2,...24-M in the home network are in turn
respectively allocated to provide a service (e.g., of a certain type) for subscribers
assigned to different ones of the sub-domains. That is, different provider NF instances
24-1, 24-2,...24-M may provide the service for subscribers in different sub-domains 30-
1, 30-2,...30-N. Where M=N, for example, each one of the provider NF instances
provides the service for subscribers in a different one of the sub-domains. By contrast,
where M>N, some of the provider NF instances may provide the service for subscribers
in the same sub-domain.

In order to select a provider NF instance to provide the service for the subscriber
13 associated with the user equipment 12 and/or ICC 12A, network equipment 26 is
configured to select a provider NF instance that is allocated to provide the service for
subscribers assigned to the same sub-domain as the subscriber 13. The network
equipment 26 in this regard identifies or otherwise determines a sub-domain code 32
that indicates a certain sub-domain, from among the multiple sub-domains 30-1, 30-
2,...30-N of the subscriber's home network, to which the subscriber 13 is assigned. A
sub-domain code as used herein is any information that encodes or otherwise indicates
a certain one of the sub-domains 30-1, 30-2,...30-N, as distinguished from others of the
sub-domains. After determining the sub-domain code 32 indicating the sub-domain to
which the subscriber 13 is assigned, the network equipment 26 bases its selection from
the provider NF instances 24-1, 24-2,...24-M on that sub-domain code 32. The network
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equipment 26 may for instance perform the selection according to a defined mapping or
association between sub-domain codes and provider NF instances 24-1, 24-2,...24-M.
In some embodiments, for example, the network equipment 26 receives information
(e.g., from an operation and maintenance function, OMF, or other network equipment)
that configures the network equipment 26 with this defined mapping or association.

Basing the network equipment 26’s NF instance selection on a sub-domain code
notably enhances the robustness, efficiency, and/or flexibility of NF instance selection
for the subscriber 13. Indeed, such NF instance selection is possible even under
circumstances where the user equipment 12 and/or ICC 12A conceals the subscription
identifier (e.g., SUPI 20) over-the-air so as to conceal the identity of the subscriber 13
from the network equipment 26 and/or even where different sub-domains are
associated with different ranges of subscription identifiers. For example, the user
equipment 12 and/or ICC 12A may generate a subscription concealed identifier (SUCI)
that conceals the subscription identifier associated with the subscriber 13, e.g., by
encrypting at least a portion of the subscription identifier such as the portion that
specifically identifies the subscriber 13. The user equipment 12 and/or ICC 12A may
then transmit at least a portion of the SUCI 34 in lieu of the subscription identifier itself
(e.g., in lieu of the SUPI 20). The network equipment 26 may correspondingly receive at
least a portion of the SUCI 34, e.g., in a message from the user equipment 12, the ICC
12A, or other network equipment in the network 10. Even in this case where the
subscription identifier is concealed, the network equipment 26 may nonetheless
determine the sub-domain code 32 (indicating the sub-domain to which the subscriber
13 is assigned) from the SUCI or SUCI portion 34 received, e.g., without the need to
decipher or de-conceal the subscription identifier.

In some embodiments, for example, the SUCI or SUCI portion 34 received
includes a field 34A that indicates the sub-domain code 32. The field 34A may be a sub-
domain code field that is dedicated to indicating a sub-domain code, e.g., in the sense
that the field 34A exclusively indicates a sub-domain code. Alternatively, the field 34A
may be a field that is configured or configurable to (e.g., jointly) indicate a sub-domain
code and other information. In some embodiments, for instance, the field 34A indicates
both a sub-domain code and encryption information identifying a parameter based cn
which the SUCI| was or is to be encrypted. In some embodiments, for instance, the field
34A is configurable to indicate both the sub-domain code and the encryption information
by concatenating the sub-domain code with the encryption information. Alternatively or

additionally, the field 34A may be configurable to indicate both the sub-domain code
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and the encryption information by indicating the sub-domain code and the encryption
information in a defined order, with zero or more delimiters between the sub-domain
code and the encryption information. In any of these examples, then, the sub-domain
code may be determined from the field 34A by extracting the sub-domain code from the
field 34A so as to separate the sub-domain code from the encryption information. Such
extraction may involve splitting the sub-domain code from the encryption information
and/or applying a regular expression to the field 34A that separate the sub-domain code
from the encryption information (e.g., using regular expression matching based on any
delimiter(s) between them). Figures 2A-2C illustrate a few examples of these
embodiments.

As shown in Figure 2A, the SUCI or SUCI portion 34 includes a mobile country
code (MCC) field 34B, a mobile network code (MNC) field 34C, and a concealed mobile
subscription identification number (MSIN) field 34D. The SUCI or SUCI portion 34 may
also include an encryption scheme identifier field 34E and/or a home network (HN)
public key identifier field 34F. The MCC field 34B in combination with the MNC field 34C
uniquely identify a mobile network operator (carrier). The concealed MSIN field 340,
once de-concealed, uniquely identifies a subscriber of the mobile network operator. The
encryption scheme identifier field 34E identifies an encryption scheme that is to be used
or was used to encrypt the SUCI or SUCI portion 34 (e.g., more particularly, the
concealed MSIN field 34D). The home network public key identifier field 34F indicates a
home network public key that is to be used or was used to encrypt the SUCI or SUCI
portion 34 (e.g., more particularly, the concealed MSIN field 34D). In addition to and/or
separate from these fields, the SUCI or SUCI portion 34 according to some
embodiments also includes a sub-domain code field as field 34A. The sub-domain code
field 34A is dedicated to indicating a sub-domain code as described herein.

Note that although not shown the sub-domain code may also be added to the
SUPI 20, or provisioned separately in the user equipment 12 and/or ICC 12A. Where
the sub-domain code is added to the SUPI 20, the SUPI 20 may use the NAI format.
The sub-domain code may be added to the realm part of the NAI which would require
no changes to the NAI format described in the IETF RFC 4282 or in the 3GPP
specifications. Examples of such encoding may be
username@SDC.homerealm.example.net or
SDC.homerealm.example.netlusername@yvisitedrealm.example.net. Here, the

“username” corresponds to the MSIN, and the “realm” corresponds to the MCC+MNC.
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In the NAI syntax of the SUCI, the username is encrypted, and the HN public key
identifier field and/or the encryption scheme field is incorporated.

In other embodiments shown in Figure 2B, by contrast, the SUCI or SUCI portion
34 does not include a field dedicated to indicating a sub-domain code. Instead, the
home network public key identifier field serves as field 34A that is configurable to
indicate both a sub-domain code 34A-2 as well as a home network public key identifier
34A-1. The home network public key identifier identifies a home network public key
based on which the SUCI or SUCI portion 34 (e.g., more particularly, the concealed
MSIN field 34D) is to be or was encrypted.

Some embodiments, for example, employ two counters, one for identifying the
HN public key (e.g., 0x01 in hexadecimal) and another for indicating the sub-domain
code (e.g. 0x05 in hexadecimal). The HN public key identifier field 34A then amounts to
the concatenation of the two counters, i.e., 0x0105. Other embodiments use a regular
expression that separates the HN public key identifier and the sub-domain code from
one another. For example, a regular expression "(\d)(\d)" without quotes may be used to
split a 2 digit number so that the first digit is the HN public key identifier and the second
digit is the sub-domain code. With that regular expression, a HN public key identifier
field with value "15" without quotes would result in 1 as denoting the HN public key
identifier and 5 as second group denoting the sub-domain code. Another example of a
regular expression allowing alphanumeric characters would be "(\d+)-([a-z]+)" without
quotes. This regular expression may be used so that a HN public key identifier field with
value "1-five" without quotes would result in 1 as first group denoting the HN public key
identifier and five as second group denoting the sub-domain code, the hyphen
separating the two. Yet another example is that the HN public key identifier field may be
decrypted using a symmetric algorithm and a secret key resulting in a clear-text
identifier of the HN public key and the SDC.

In still other embodiments shown in Figure 2C, the SUCI or SUCI portion 34 also
does not include a field dedicated to indicating a sub-domain code. Instead, the
encryption scheme identifier field serves as field 34A that is configurable to indicate
both a sub-domain code 34A-2 as well as an encryption scheme identifier 34A-1. The
encryption scheme identifier 34A-1 identifies an encryption scheme based on which the
SUCI or SUCI portion 34 (e.g., more particularly, the concealed MSIN field 34D) is to be
or was encrypted. This may be implemented using concatenation or other formatting as

described above with respect to the home network public key identifier field.
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Note that, in some embodiments, field 34A being configurable to indicate both a
sub-domain code and other information (e.g., encryption information) means that the
field 34A is flexibly permitted to be used for indicating both a sub-domain code and
other information, e.g., according to a defined format understood by the network
equipment 26 and/or the user equipment 12/ICC 12A. The field 34A in some
embodiments is also configurable to indicate only the other information, not the sub-
domain code, e.g., according to a different format understood by the network equipment
26 and/or the user equipment 12/ICC 12A.

In some embodiments, then, use of the field 34A may remain implementation-
specific, e.g., so that the field 34A may be used for indicating the sub-domain code in
conjunction with the other information if or when such a sub-domain code needs to be
signaled. This relieves any dependency on the user equipment 12 and the NFs on
supporting various formats of the SUCI. Indeed, for any networks that do not implement
multiple instances of NFs, those networks need not support or implement a format of
the SUCI that indicates a sub-domain code. Moreover, this implementation-specific
approach provides network operators flexibility and control on how to hide the network
topology, e.g., using custom-made regular expressions. Still further, this approach
allows a network operator to flexibly choose to implement a standalone NF (e.g., SIDF)
or combined NFs (e.g., SIDF collocated with UDM). Yet further, the implementation-
specific approach advantageously safeguards privacy of the subscriber by preventing or
at least mitigating the possibility to link a sub-domain code with a certain subscriber or
subscriber group.

Irrespective of whether or how a sub-domain code is conveyed with the SUCI or
SUCI portion 34, indicating sub-domains 30-1, 30-2,...30-N using sub-domain codes
enables the sub-domains in some embodiments to be defined and/or indicated based
on any sort of criteria (e.g., based upon physical, logical, functional, or other type of
characteristics/responsibilities associated with the sub-domains). Alternatively, in other
embodiments, indicating sub-domains 30-1, 30-2,...30-N using sub-domain codes
enables the sub-domains to be arbitrarily defined and/or indicated (e.g., randomly or
according to network operator preference).

In some embodiments, for example, different subsets of subscribers are
assigned to different sub-domains 30-1, 30-2,...30-N, e.g., so that different provider NF
instances are allocated to provide the service for different subsets of the home
network’s subscribers. Where the provider NF is a UDM, for instance, the network 10

may implement multiple UDM instances, each storing data of a different subset of
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subscribers. Such may be the case for instance where the home network has a large
number of subscribers (e.g., several millions or even billions of subscribers). Despite the
assignment of certain subscribers to certain sub-domains, network equipment 26 may
determine the sub-domain code indicating to which sub-domain a subscriber is
assigned independently of or otherwise without regard to determining the subscription
identifier (e.g., SUPI) that identifies that subscriber. In fact, in some embodiments,
different the sub-domains are indicated by different randomly generated and/or network
operator specific sub-domain codes, e.g., the sub-domain codes are randomly
generated numeric values such as 12382, 88274, 93422145, etc. In these and other
embodiments, then, the network equipment 26 may determine a sub-domain code from
the SUCI or SUCI portion 34 (e.g., by reading field 34A), even if the subscription
identifier is concealed in the SUCI or SUCI portion (e.g., in the concealed MSIN field
34D).

Similarly, in other embodiments, different sub-domains of the home network may
correspond to different geographical or logical locations, e.g., of the home network. In
this case, a sub-domain code may be an identifier of a geographical or logical location
with which a certain sub-domain corresponds. Alternatively or additionally, a sub-
domain code may be based on a geographical location or a network’s logical
location/topology, e.g., an alphanumeric string such as “Stockholm-kista-2",
“Gothenburg-5”, “Lat:59.3293, Lon:18.0686", etc.

In still other embodiments, different sub-domains of the home network may
correspond to different slices or sub-networks of the home network. In this case, a sub-
domain code may be an identifier of a certain slice or sub-network with which a certain

sub-domain corresponds, e.g., an alphanumeric string such as “slice-1", “network_7",
etc. Alternatively or additionally, a sub-domain code may be based on any other
network deployment information.

In yet other embodiments, different sub-domains of the home network may be
associated with different routing information (for NF provider instances allocated to
different sub-domains), e.g., different IP addresses. In this case, a sub-domain code
may be an identifier associated with the routing information for a certain sub-domain
and/or for an NF provider instance allocated to a certain sub-domain, e.g., an
alphanumeric string such as “10.10.1.192” showing the IP address. Alternatively or
additionally, a sub-domain code may be based on a reference to routing information of
an NF provider instance allocated to a certain sub-domain, e.g., an alphanumeric string

such as “AUSF-1" referring to the IP address of a certain AUSF instance.
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In other embodiments, each sub-domain of the home network may be associated
with one or more ranges of subscription identifiers (e.g., one or more ranges of SUPIs).
In this case, the sub-domain code may be an identifier of one or more ranges of
subscription identifiers associated with a certain sub-domain, e.g., a tuple value such as
{1000000-5000000}, etc. Alternatively or additionally, a sub-domain code may be based
on subscriber identifier information.

In still other embodiments, a sub-domain code may be based on a home network
public/private key's internal identifier, e.g., internal to the home network, e.g., a numeric
value such as 2, 3, 4, etc. Alternatively or additionally, a sub-domain code may be
based on encryption scheme(s) supported by different SIDF instances, e.g., an
alphanumeric string such as “ECIES-brainpool”, “ECIES-secp256r1”, etc.

No matter the particular form of a sub-domain code, network equipment 26 in
some embodiments is configured by other network equipment to associate the sub-
domain code 32 with a certain provider NF instance, e.g., for performing the provider NF
instance selection as described above. The same or different network equipment may
alternatively or additionally configure the user equipment 12 and/or ICC 12A with the
sub-domain code 32, e.g., for inclusion in the SUCI or SUCI portion 34. Figure 3
illustrates one example according to some embodiments.

As shown in Figure 3, the network 10 includes configuring network equipment 40.
The configuring network equipment 40 in some embodiments implements an operation
and maintenance function (OMF), whereas in other embodiments the network
equipment 40 implements a certain provider NF instance, or a proxy for the provider NF
instance. Regardless, the network equipment 40 configures the network equipment 26
to perform NF instance selection and/or configure the user equipment 12 or ICC 12A
with a sub-domain code 32.

The network equipment 40 in this regard is configured to obtain the sub-domain
code 32 indicating the certain sub-domain, from among the home network’s multiple
sub-domains 30-1, 30-2,...30-N, to which the subscriber 13 is assigned. The network
equipment 40 is further configured to transmit information 42 that configures network
equipment 26 to associate the sub-domain code 32 with a certain provider NF instance
among the provider NF instances 24-1, 24-2,...24-M that are respectively allocated to
provide a service fir subscribers assigned to different sub-domains 30-1, 30-2,...30-N.
Figure 3 for instance shows that the information 42 includes a mapping or association
42A between the sub-domain code 32 and a certain provider NF instance. This mapping

or association 42A in some embodiments may also indicate the association between
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one or more other sub-domain codes (not shown) and one or more other provider NF
instances. Regardless, the configuration information 42 may include (e.g., as part of the
mapping or association 42A) the sub-domain code 32 and routing information for the
associated provider NF instance, e.g., such that the information configures network
equipment 26 to associate the sub-domain code 32 with that routing information. The
routing information may for example be in the form of an IP address, a host name, a
domain name, or a uniform resource identifier, of the provider NF instance. In any
event, the configuration information 42 in some embodiments includes the field 34A
described above that indicates the sub-domain code 32. That is, the network equipment
40 generates or otherwise obtains the field 34A and transmits the field 34A to indicate
the sub-domain code 32, e.g., as part of the mapping or association 42A. In some
embodiments, the network equipment 40 extracts the sub-domain code 32 from the field
34A to associate the sub-domain code 32 with a certain provider NF instance, whereas
in other embodiments (e.g., where the field 34A is dedicated to indicating a sub-dornain
code) the network equipment 40 may simply associate the field 34A with a certain
provider NF instance.

Network equipment 40 in Figure 3 alternatively or additionally obtains the sub-
domain code 32 indicating the certain sub-domain, from among the home network’s
multiple sub-domains 30-1, 30-2,...30-N, to which the subscriber 13 is assigned, and
transmits information 44 that configures the user equipment 12 or the ICC 12A with the
obtained sub-domain code 32. The network equipment 40 may for example generate or
otherwise obtain the field 34A and transmit the field 34A to indicate the sub-domain
code 32. The user equipment 12 and/or ICC 12A may correspondingly receive the
information 44 (e.g., field 34A) that configures the user equipment 12 and/or ICC 12A
with the sub-domain code 32.

Configured with the sub-domain code 32, the user equipment and/or ICC 12A
may thereafter generate the SUCI or SUCI portion 34 to include the field 34A indicating
the sub-domain code 32. The user equipment 12 and/or ICC 12A may then transmit a
message that includes the SUCI or SUCI portion 34, e.g., such as a registration
message or attachment request message.

In some embodiments, such as where use of the field 34A is implementation-
specific (e.g., according to network operator preference), the user equipment 12 and/or
ICC 12A need not extract the sub-domain code 32 from the received field 34A before
generating the SUCI or SUCI portion 34 to include the field 34A. In fact, in some

embodiments where the field 34A indicates both the sub-domain code 32 and other
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information (e.g., encryption information), the user equipment 12 and/or ICC 12A need
not understand or know that the field 34A actually indicates both the sub-domain ccde
32 and the other information. Instead, the user equipment 12 and/or ICC 12A may
“blindly” or “ignorantly” generate the SUCI or SUCI portion 34 with the received field
34A, without reading or understanding the field 34A.

Note that the above described embodiments may apply to any type of consumer
NF and any type of provider NF. Also note that the network equipment 26 performing
provider NF instance selection may be any type of network equipment 26 in the network
10.

Note that although some embodiments (e.g., illustrated in the Figures) were
described with respect to a consumer NF instance and provider NF instances, some
aspects of the embodiments may be implemented by a proxy of the consumer NF
instance and/or one or more proxies of one or more of the provider NF instances.

Note also that the SUCI in the 5G system may still contain un-encrypted SUPI in
a special case when the so-called null scheme is used. The null scheme does not
perform any encryption on the SUPI.

Some embodiments will now be described at times with reference to a 5G
network. The 3GPP is the main standardization body for network functions and
protocols of cellular networks. It has standardized third generation (3G) and fourth
generation (4G) of cellular networks and is also responsible for standardization of fifth
generation (5G) of cellular networks. The 3GPP technical specification called the 3GPP
TS 23.501 defines the 5G network architecture, which is shown in Figure 4. On a high
level, a 5G network consists of three main entities, namely a next generation user
equipment (NG UE), a 5G radio access network (5G RAN) and a 5G core network. The
NG UE 52 and the 5G RAN 54 are shown in Figure 4. All the rest can be loosely
considered as being the 5G core network. 5G subscribers use the NG UE 52 to access
the 5G core network via wireless radio communication provided by the 5G RAN 54. A
brief description of the 5G core network functions (NFs) follows. The access and
mobility management function (AMF) 56 supports NG UE's mobility; the session
management function (SMF) 58 handles configuration and maintenance of UE traffic
steering; the authentication server function (AUSF) 60 is responsible for authentication
the subscription used by the NG UE; the unified data management (UDM) 62 does
storage and management of subscription data; the policy control function (PCF) 64
supports framework to govern network behavior; the network function repository

function (NRF) 66 supports discovery of various core network services; the network
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exposure function (NEF) 68 provides means to securely expose NFs' services and
capabilities; and the user plane function (UPF) 70 provides interconnection to data
network, packet routing and forwarding.

The dashed-lines in Figure 4 indicate interfaces carrying control plane traffic and
the solid-lines in Figure 4 indicate interfaces carrying user plane traffic. The labels from
N1 to N15 near the lines are the name of the corresponding interfaces. The short lines
with filled-circles-end-points and labels near them denote being part of the SBA which is
explained next.

The 3GPP has designed the 5G core network architecture for better cloud and
virtualization techniques adoption by introducing the so-called service based
architecture (SBA) where the network functions (NFs), e.g., AMF 56, AUSF 60, and so
on, can dynamically expose, discover, and invoke each other and each other's services,
i.e., NF/service. The NF/service discovery is implemented via a logical function called
the network function repository function (NRF) 66 which supports the following
functionalities according to the 3GPP TS 23.501: Supports service discovery function,
Receives NF Discovery Request from NF instance, and provides the information of the
discovered NF instances (be discovered) to the NF instance, and maintains the NF
profile (described later) of available NF instances and their supported services.

When a consumer NF (i.e., a requester NF, say an AMF) contacts the NRF 66 for
discovery of a producer NF (i.e., a requested NF) of some type (say of type SMF), the
NRF 66 may discover and provide multiple producer NFs (say multiple SMFs) to the
consumer NF (i.e. the AMF). In such case, the consumer NF performs so-called NF
selection. The NF selection consists of selecting one producer NF instance among the
producer NF instance(s) discovered during the NF service discovery. The NF selection
may be implemented by the consumer NF, e.g. the SMF selection is supported by the
AMF 56. Alternatively, the NF selection may be implemented by the NRF 66 or a proxy
for the consumer NF.

In the context of roaming, multiple NRFs may be deployed in the different
networks, including the NRF(s) in the Visited PLMN (vNRF) configured with information
for the visited PLMN, and the NRF(s) in the Home PLMN (hNRF) configured with
information for the home PLMN, referenced by the vNRF via the N27 interface.

The NF/NF service discovery across PLMNs works as follows (based on 3GPP
TS 23.502, clause 4.17.5). The consumer NF (say an AMF 56) is located in the VPLMN,
and the producer NF (say an AUSF 60 or UDM 62) is located in the HPLMN. The
consumer NF first contacts the VNRF. The vNRF then triggers the NF discovery on
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behalf of the NR consumer towards the hNRF. This basically means that each PLMN
hosts and maintains its own NRF data locally. Only the interface (e.g. the input and
output values) for the NF service discovery needs to be standardized while the exact
method of discovery can remain local to HPLMN.

For the NRF to properly maintain the information of available NF instances and
their supported services, each NF instance informs the NRF 66 of information
comprising the list of NF services that the NF instance supports among other NF
instance information, the information being called the NF profile. The typical information
included in the NF profile could be, as per 3GPP TS 23.501, the following: NF instance
ID, NF type, Public Land Mobile Network Identifier (PLMN ID), Network Slice related
Identifier(s) e.g. Single Network Slice Selection Assistance Information (S-NSSAI), or
Network Slice Instance Identifier (NSI ID), Fully Qualified Domain Name (FQDN) or IP
address of NF, NF capacity information, NF Specific Service authorization information,
Names of supported services, Endpoint information of instance(s) of each supported
service, and/or Other service parameter, e.g., Data Network Name (DNN), notification
endpoint for each type of notification that the NF service is interested in receiving.

The 5G core network is able to make the best use of cloud and virtualization
techniques because it is designed based on the concept called the Service-Based
Architecture (SBA). The advantage of the SBA is that some NFs can dynamically
expose, discover, and invoke each other. According to embodiments herein, a 5G core
network deployment may have multiple instances of producer NFs (also equivalently
referred to herein as provider NFs). Each producer NF instance may for example be
configured to serve, or be capable of serving, only a subset of subscribers, not a whole
set of subscribers. In such deployments, when a subscriber makes some kind of
request to a consumer NF, it becomes challenging for the consumer NF to discover,
select, or invoke a correct producer NF instance which is configured to serve or be
capable of serving that particular subscriber. The same challenge is true for the NRFF
66, if the NRF 66 is responsible to make a selection among multiple instances of NFs.

Embodiments herein thereby provide a mechanism for discovery and selection of
network functions which are suitable for serving certain subscribers. The mechanism
may be effective in the sense that the mechanism selects a correct or suitable network
function instance, among multiple network function instances (e.g., of the same type),
which is capable for serving certain subscriber(s). Additionally or alterna