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Server
Transmit a first TOP packet

Encrypt a TTL value and IP value of an IP header

Transmit a second TCP packet of which an encrypted TTL value and an IP value are stored

in an SEQ region of its header

Transmit a third TCP packet

Decrypt a value stored in an ACK region of the third TCP packet to abtain a TTL value and

an IP value of an IP header

Compare a TTL value and an IP value, stored in an IP packet present on a lower level of

the second TCP packet, with a decrypted value after subtracting 1 from the ACK region of the
third TCP packet

If equal, it is determined that a TTL value and an IP value of an IP header are stored

TCP communication connection is completed

(57) LA
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(57) Abstract: The present invention relates to a method and system for stor-
ing information by using TCP communication. The method of the present in-
vention includes: activating, at a client, an SYN region of a header of a TCP
packet to request a TCP communication connection with a server, generating
a random number, and transmitting, to the server, a first TCP packet that in-
cludes the generated number in an SEQ region of the header of the TCP
packet; encrypting, at the server, at least one piece of information to be
stored in the first TCP packet; activating, at the server, the SYN region of the
header of the TCP packet, storing encrypted information in the SEQ region
of the header of the TCP packet, and transmitting, to the client, a second TCP
packet storing, in an ACK region of the header of the TCP packet, a value
derived by adding 1 to the random number in the SEQ region of the first TCP
packet; activating, at the client, the ACK region of the header of the TCP
packet, storing, in the SEQ region of the header of the TCP packet, a value
that is derived by adding 1 to the random number stored in the SEQ region of
the header of the first TCP packet, and transmitting, to the server, a third
TCP packet that includes a value derived by adding 1 to the encrypted in-
formation in the ACK region of the header of the TCP packet; decrypting, at
the server, the ACK region of the header of the third TCP packet to obtain
encrypted information; and if it is determined through comparison that in-
formation stored in an IP packet present on a lower level of the second TCP
packet is the same as a value that is derived by subtracting 1 from a value ob-
tained from the ACK region of the header of the third TCP packet, determin-
ing that the information has been stored in the SEQ region of the second TCP
packet and the ACK region of the third TCP packet.
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