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ABSTRACT

A computer-implemented method comprising: receiving a plurality of files from a device
associated with a user; receiving from the device a plurality of first input values associated with
the files, wherein each file is associated with one or more first input values; storing the files as
prompts to be displayed on the device, wherein each prompt comprises data from a file;
generating, a first encryption keyword based upon first input values; storing a first hash value of
the first encryption keyword according to a hash function; transmitting to the device each prompt
associated with the user in random order for displaying at the device; receiving from the device a
second input for each prompt; generating a second encryption keyword based upon each second
input received; and authenticating the device upon determining that a second hash value of

second encryption key matches the first hash value associated with the user.
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SECURE PASSWORD MANAGEMENT
SYSTEMS,METHODS AND APPARATUSES

This application is a division of Canadian Serial No. 2,877,082 filed June 18, 2013.

FIELD OF THE INVENTION

[0001] The systems, methods and apparatuses described herein relate to storing and releasing
passwords, such that a user is only required to remember one set of prompt-based associations to
gain access to a plurality of securely stored passwords.

BACKGROUND

[0002] Websites and other online and offline entities often require user authentication through
use of a password or a PIN. These entities may have differing requirements for password
security, requiring some passwords to be longer and more complicated than others. Individuals
who have a significant online presence may be required to remember numerous passwords. It is
not uncommon for individuals to store their passwords in unsecure manners (for example,
written in unencrypted files stored on their computers) to remember which password is tied to
which site. Such practices significantly undermine the security of online systems.

[0003] What is needed are systems, methods and apparatuses for the secure storage and release
of passwords such that a user is only required to remember association(s) with one or more
prompts.

SUMMARY OF THE INVENTION

[0004] In accordance with one embodiment of the invention, there is provided an apparatus,
comprising: a non-volatile storage; a user interface; and a password engine. The password
engine is configured to: retrieve two or more predetermined prompts from the non-volatile
storage; present, in a random order, the two or more predetermined prompts on the user interface
to a user; receive a first set of input(s) in response to the two or more predetermined

1
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prompts, each input of the first set of input(s) corresponding to one of the two or more
predetermined prompts respectively; create an encryption keyword from the received first set of
input(s) by organizing each input of the first set of input(s) according to an original order of the
two or more predetermined prompts stored in the nonvolatile storage for organizing the two or
more predetermined prompts, wherein the original order is independent from an order in which
the two or more predetermined prompts are presented and the first set of input(s) are received,
and use the encryption keyword to authenticate the user.

[0004a] Another embodiment provides a computer-implemented method for authenticating a
user, comprising: retrieving two or more predetermined prompts from a non-volatile storage;
presenting the two or more predetermined prompts on a user interface to the user in a random
order; receiving a first set of input(s) in response to the two or more prompts, each input of the
first set of input(s) corresponding to one of the two or more predetermined prompts respectively;
creating an encryption keyword from the received first set of input(s) by organizing each input of
the first set of input(s) according to an original order of the two or more predetermined prompts
stored in the non-volatile storage for organizing the two or more predetermined prompts, wherein
the original order is independent from the order in which the two or more predetermined prompts
are presented and the first set of input(s) are received; and using the encryption keyword to
authenticate the user.

[0004b] A further embodiment provides a non-transitory computer readable medium containing
program instructions for a method of authenticating a user. The instructions cause a computer to

execute the method, comprising: retrieving two or more predetermined prompts from a non-
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volatile storage; presenting the two or more predetermined prompts on a user interface to the
user in a random order; receiving a first set of input(s) in response to the two or more prompts,
each input of the first set of input(s) corresponding to one of the two or more predetermined
prompts respectively; creating an encryption keyword from the received first set of input(s) by
organizing each input of the first set of input(s) according to an original order of the two or more
predetermined prompts stored in the non-volatile storage for organizing the two or more
predetermined prompts, wherein the original order is independent from the order in which the
two or more predetermined prompts are presented and the first set of input(s) are received; and
using the encryption keyword to authenticate the user.

[0004¢c] A still further embodiment provides an apparatus, comprising: a non-volatile storage; a
user interface; and a processor coupled to the non-volatile storage and the user interface. The
processor is configured to: retrieve two or more predetermined prompts from the non-volatile
storage, each predetermined prompts associated with an expected input stored in the non-volatile
storage; present the two or more predetermined prompts on the user interface to a user; receive a
first set of inputs in response to the two or more predetermined prompts; create an encryption
keyword from a subset of the first set of inputs, the subset omitting input(s) to at least one
prompt, wherein the omitted input(s) for the at least one prompt do not match the associated
expected input stored in the non-volatile storage; and use the encryption keyword to authenticate
the user.

[0004d] A still further embodiment provides an apparatus, comprising: a non-volatile storage; a
user interface; and a processor coupled to the non-volatile storage and the user interface. The

processor is configured to: retrieve two or more predetermined prompts from the non-volatile
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storage; present the two or more predetermined prompts on the user interface to a user; receive a
first set of inputs in response to the two or more predetermined prompts, each input of the first
set of inputs corresponding to one of the two or more predetermined prompts respectively; create
an encryption keyword from the received first set of inputs by organizing each input of the first
set of inputs according to an original order of the two or more predetermined prompts stored in
the non-volatile storage for organizing the two or more predetermined prompts, wherein the
original order is different from the order in which the two or more predetermined prompts are
presented and the first set of inputs are received; and use the encryption keyword to authenticate
the user.

[0004¢] Yet another embodiment provides an apparatus, comprising: a non-volatile storage; a
user interface; and a processor coupled to the non-volatile storage and the user interface. The
processor is configured to: retrieve two or more predetermined prompts from the non-volatile
storage, each predetermined prompt associated with an expected input stored in the non-volatile
storage; present the two or more predetermined prompts on the user interface to a user; receive a
first set of character inputs in response to the two or more predetermined prompts; validate the
received first set of character inputs based on a comparison of the associated expected input for
the each predetermined prompt stored in the non-volatile storage and the received first set of
character inputs; create an encryption keyword from the validated first set of character inputs;
use the encryption keyword to authenticate the user; derive a master encryption key from the

encryption keyword; and decrypt content of a password storage using the master encryption key.
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[0004f) A still further embodiment provides a computer-implemented method, comprising:
retrieving two or more predetermined prompts from a non-volatile storage, each predetermined
prompt associated with an expected input stored in the non-volatile storage; presenting the two or
more predetermined prompts on a user interface to a user; receiving a first set of character inputs
in response to the two or more predetermined prompts; validating the received first set of
character inputs based on a comparison of the associated expected input for the each
predetermined prompt stored in the non-volatile storage and the received first set of character
inputs; creating an encryption keyword from the validated first set of character inputs; using the
encryption keyword to authenticate the user; deriving a master encryption key from the
encryption keyword; and decrypting content of a password storage using the master encryption
key.

[0004g] Yet a still further embodiment provides an apparatus, comprising: a non-volatile
storage; a user interface; and a processor coupled to the non-volatile storage and the user
interface. The processor is configured to: retrieve two or more predetermined prompts from the
non-volatile storage, each predetermined prompt associated with an expected input stored in the
non-volatile storage; present the two or more predetermined prompts on the user interface to a
user; receive a first set of character inputs in response to the two or more predetermined prompts;
create an encryption keyword from a subset of the first set of character inputs, the subset
omitting input(s) to at least one prompt; use the encryption keyword to authenticate the user;
derive a master encryption key from the encryption keyword; and decrypt content of a password

storage using the master encryption key.
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[0004h] A still further embodiment provides a computer-implemented method, comprising:
retrieving two or more predetermined prompts from a non-volatile storage, each predetermined
prompt associated with an expected input stored in the non-volatile storage; presenting the two or
more predetermined prompts on a user interface to a user; receiving a first set of character inputs
in response to the two or more predetermined prompts; creating an encryption keyword from a
subset of the first set of character inputs, the subset omitting input(s) to at least one prompt;
using the encryption keyword to authenticate the user; deriving a master encryption key from the
encryption keyword; and decrypting content of a password storage using the master encryption
key.

[0004i] A further still embodiment provides a computer-implemented method comprising:
receiving, by a server, a plurality of files from a client device associated with a user; receiving,
by the server, from the client device a plurality of first input values associated with the plurality
of files, wherein each respective file is associated with one or more first input values; storing, by
the server, the plurality of files as a plurality of prompts configured to be displayed on a user
interface of the client device, wherein each respective prompt comprises data from a file of the
plurality of files; generating, by the server, a first encryption keyword based upon the first input
values; storing, by the server, a first hash value of the first encryption keyword according to a
hash function; transmitting, by the server, to the client device each prompt associated with the
user, wherein the server transmits each respective prompt in a random order for displaying each
prompt at the client device at the random order; receiving, by the server, from the client device a

second input for each respective prompt; generating, by the server, a second encryption keyword
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based upon each second input received from the client device; and authenticating, by the server,
the client device upon determining that a second hash value of the second encryption key
matches the first hash value stored in a non-volatile memory of the server and associated with the
user.

[0004j] Yet a still further embodiment provides a computing system comprising: a non-volatile
memory; and a processor. The processor is configured to: receive a plurality of files from the
client device; receive from the client device a plurality of first input values associated with the
plurality of files, wherein each respective file is associated with one or more first input values;
store the plurality of files as a plurality of prompts configured to be displayed on a user interface
of the client device, wherein each respective prompt comprises data from a file of the plurality of
files; generate a first encryption keyword based upon the first input values; store into the non-
volatile memory a first hash value of the first encryption keyword according to a hash function;
transmit to the client device each prompt associated with the user, wherein the processor
transmits each respective prompt in a random order for displaying each prompt at the client
device at the random order; receive from the client device a second input for each respective
prompt; generate a second encryption keyword based upon each second input received from the
client device; and authenticate the client device upon determining that a second hash value of the
second encryption key matches the first hash value associated with the user stored in the

nonvolatile memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figure 1 is a block diagram of an exemplary system according to the present disclosure.

If
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[0006] Figure 2A is a flow diagram of an exemplary method for creating a Master Encryption
Key, that may be used in the encryption/decryption process, using one or more prompts.
[0007] Figure 2B is a flow diagram of an alternative exemplary method for creating a Master
Encryption Key, that may be used in the encryption/decryption process, using one or more
prompts.

[0008] Figure 2C is a flow diagram of an exemplary method for authenticating a user
according to the present disclosure.

[0009] Figure 2D is a block diagram of an exemplary manner in which information may be
presented to a user on a screen to authenticate the user according to the present disclosure.

DETAILED DESCRIPTION

(0010] Certain illustrative aspects of the systems, apparatuses, and methods according to the
present invention are described herein in connection with the following description and the
accompanying figures. These aspects are indicative, however, of but a few of the various
ways in which the principles of the invention may be employed and the present invention is
intended to include all such aspects and their equivalents. Other advantages and novel
features of the invention may become apparent from the following detailed description when
considered in conjunction with the figures.

[0011] In the following detailed description, numerous specific details are set forth in order
to provide a thorough understanding of the invention. In other instances, well known
structures, interfaces, and processes have not been shown in detail in order not to
unnecessarily obscure the invention. However, it will be apparent to one of ordinary skill in
the art that those specific details disclosed herein need not be used to practice the invention
and do not represent a limitation on the scope of the invention, except as recited in the claims.
It is intended that no part of this specification be construed to effect a disavowal of any part

of the full scope of the invention. Although certain embodiments of the present disclosure
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are described, these embodiments likewise are not intended to limit the full scope of the
invention.

[0012] According to the present disclosure, a computing device may store one or more
passwords in a master password storage. The passwords stored in the password storage may
be for any number of applications, data, remote computers, or remote computer services. The
contents of the password storage may be encrypted (or decrypted) using a Master Encryption
Key (for example, a symmetric key suitable for use in an AES-256 encryption algorithm)
such that unauthorized users cannot gain access to the passwords stored in the password
storage.

[0013] Whenever a user (or the operating system or an application) wishes to accomplish a
task requiring a password (e.g., start an application which requires elevated privileges,
encrypt data, log-in to a website), the user may be presented with a set of prompts, and then
may enter a character string association for each of the presented prompts according to the
present disclosure. The character strings entered by the user in turn may be used to calculate
an Encryption Keyword. Thereafter, the Encryption Keyword may be used to derive the
Master Encryption Key used to encrypt/decrypt the contents of the password storage. It
should be noted that the Encryption Keyword need not be entered by the user as an integrated
whole but may be calculated from user input as described below. Accordingly, the systems
and methods described herein are capable of requesting different versions of user input
without having to change the Encryption Keyword. This capability, in turn, makes the
systems and methods described herein less susceptible to certain classes of phishing attacks.
[0014] To generate the Master Encryption Key, a user may use an electronic device to
capture or select n distinct prompts, wherein “n” is any integer. For example, the user may
select eight images stored on the device or captured by the device’s camera. The user may

associate y characters with each image, again wherein “y” represent any integer. For
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example, the user may associate two characters with each selected image. The character
strings associated with each of the eight images may be combined (in the same order as the
images are ordered), to generate an Encryption Keyword having sixteen characters. In one
exemplary embodiment, the character strings may be concatenated in the same order as the
images are ordered. The electronic device may then derive a Master Encryption Key based
on the generated Encryption Keyword corresponding to a particular order of images. The
images and the order of the images used to generate the Encryption Keyword may be stored
for later retrieval and use.

[0015] Because the user only needs to remember one set of prompt/character string
associations, instead of remembering a multitude of passwords for different applications
and/or websites, the user may use considerably more complex passwords or passphrases
(stored in the password storage) for each application and/or website to improve security. For
example, the stored passwords may contain 256 bits of random characters, as the user may
not be required to remember or even know these passwords. Using the systems and method
described herein, passwords that correspond to the individual applications, data, remote
services, etc. may be saved without the user even entering or seeing them, and may be
retrieved automatically after the user enters the character strings associated with the provided
prompts.

[0016) Figure 1 shows an exemplary electronic device 120 according to the present
disclosure. A suitable device 120 may be any form of an electronic device, such as a
computer, laptop, smartphone or tablet computer. As shown on Figure 1, the electronic
device 120 may communicate with one or more remote electronic devices or servers 110 via
a communications channel 105 coupled to the device 120. For example, a tablet computer
may be capable of transmitting and receiving communications from a financial web site such

as a bank, an internet email service, or the like. This communications channel may be any
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suitable communication channel including, but not limited, WiFi, LAN, WAN, 3G, 4G, Long
Term Evolution (LTE), Ethernet and/or the Internet, or any communications channel
developed in the future.

[0017] The electronic device 120 may comprise an operating system 111 and one or more
applications 112 (such as an e-mail application or an Internet browser) running on a processor
(not shown). The device 120 may further comprise a password storage 140 that stores some
or all of the passwords that the user may use to access applications or data running on the
device 120 itself and/or to access computing devices and/or services running on remote
computers 110 (e.g., passwords to gain access to a banking website or an internet email
service). By way of example and not limitation, the password storage may be implemented
using any suitable non-volatile memory. The passwords 140-1 through 140-n stored in the
password storage 140 may be stored in an encrypted state. Password engine 130, which may
comprise an encryption/decryption engine as well as other hardware and/or software
components to implement the functionality described herein, may use a “Master Encryption
Key” to encrypt and/or decrypt the contents of the password storage 140. An authentication
prompt storage 135 may store the prompts (and their order) used to generate the Encryption
Keyword as described further herein. By way of example and not limitation, the
authentication prompt storage 135 may be implemented using any suitable non-volatile
memory. Operating system 111 and applications 112 may request access to, or storage of,
passwords in the password storage 140 via the password engine 130.

[0018] It should be recognized that in some embodiments, any and/or all of the password
engine 130, password storage 140, and/or the authentication prompt storage 135 may be
located on a remote device (such as a remote server, computer and/or storage device) instead
of on the device 120 itself, and the device 120 may communicate with these components

through the communications network 105. To enhance security, these communications may

Date Regue/Date Received 2020-09-08



be over an authenticated and secure communications channel, for example, an SSL channel.
It is also within the scope of the present disclosure wherein the functionality described with
respect to each of the password engine 130, password storage 140, and/or the authentication
prompt storage 135 is spread or divided among one or more processes, modules or threads,
and/or spread or divided among one or more physical devices.

[0019] Figures 2A through 2D are directed to exemplary flow diagrams according to the
present disclosure for generating a Master Encryption Key which may be used to
encrypt/decrypt the contents of the password storage 140. More particularly, Figure 2A is a
flow diagram of an exemplary method by which an “Encryption Keyword” may be generated
in a manner that is easy for a user to remember but otherwise difficult for a hacker to guess or
break. The Encryption Keyword may then be used as the basis for generating the Master
Encryption Key used by the password engine 130 to encrypt/decrypt the contents of the
password storage 140. In other embodiments, it may not be necessary to generate a separate
Master Encryption Key and the Encryption Keyword itself may instead serve as a master
encryption key.

[0020] At step 200, the user is presented with one or more prompts. A prompt may be any
information that is capable of evoking an association in the user’s mind. By way of example
and not limitation, the prompt may be an image, text, audio, or video (or any combination of
the foregoing). For example, the prompt may be an image, or an excerpt from a song, or a
title of a song, or a video clip. While the embodiments discussed in this disclosure in the
main involve the use of images as prompts, it is to be understood that these embodiments are
provided for purposes of illustration and are not intended to limit the scope of the present
disclosure.

[0021] Thus, for example, at step 200 the user may be presented with eight images (referred

to herein as Img1 through Imgg). It should be recognized, however, that the present
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disclosure is not limited to any specific number of prompts and that fewer or more prompts
may be presented to the user,

[0022) At step 202, the user may associate a string of characters (e.g., A through Z, 0 through
9, special characters such as %, $, #, etc. that appear on a keyboard) with each image. It
should be recognized that the present disclosure is not limited to these specific exemplary
characters, and that any character may be used including, but not limited to, foreign language
characters. Additionally, symbols (for example, a “square,” a “triangle,” etc.), pictograms or
icons may also be used instead of, or in addition to, characters. In an exemplary embodiment,
the user may associate two characters with each image, although it should be recognized that
the present disclosure is not limited to this specific number and that any predetermined
number of characters may be associated with each prompt.

[0023] In some embodiments, instead of a predetermined number of characters per prompt, a
variable number of characters (e.g., words of different lengths) may be associated with each
prompt. In such embodiments, when entering associations, separate entry fields may be used
for each of the prompts. Alternatively, if only one entry field is present, for example, each
variable length character string associated with a prompt may be distinguished from other
variable length character strings by a separator (e.g., a space or a predetermined character).
[0024] The present disclosure takes advantage of the fact that many prompts may evoke a
unique association in a user that may be easy for the user to remember but difficult for a
potential attacker to guess. For example, a picture of a specific person’s face, a specific item
and/or a specific place may evoke an association with a particular relationship, place, event,
milestone or the like that the user may easily characterize and remember using a string of two
(or any number) of characters. As another example, an excerpt from a song or a video clip
(or titles of the same) may evoke specific associations in a user that can be characterized

using a string of characters but that are hard for an attacker to guess.
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[0025] At step 204, the prompts presented to the user (as well as the order of each prompt in
the sequence of prompts that is presented to the user) are stored in the authentication prompt
storage 135. In some embodiments, as necessary, the images (and their order) may also be
associated with a User ID of the user.

[0026] At step 206, the character strings associated with each image are combined (in the
same logical order in which the images were stored in the authentication prompt storage 135)
to create an Encryption Keyword. Table 1 is helpful in explaining this concept. Assume for
example that the user is presented eight images in the sequential order Img1 through Imgs8.

Assume further, that the user associates a two character string with each image as depicted in

Table 1.
TABLE 1

Imgl AB
Img2 CD
Img3 EF
Img4 GH
Img5 I

Img6 KL
Img7 MN
Img8 OP

Thus, at step 204 the images Img]1 through Img8, and the order in which the images were
presented to the user (i.e., sequentially as Img1 through Img8), are stored in the
authentication prompt storage 135. At step 206, the character strings for each image are

combined together (in the order in which the images were presented to the user and stored in
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the authentication prompt storage 135) to create the Encryption Keyword
ABCDEFGHIJKLMNOP.

[0027] At step 208, the Encryption Keyword is used to derive a Master Encryption Key. The
Master Encryption Key may be, for example, a symmetric key for use in a symmetric
encryption algorithm such as AES256. The process and/or algorithm for deriving the Master
Encryption Key from the Encryption Keyword should be deterministic. In one exemplary
embodiment, a function similar to OpenSSL's EVP_BytesToKey() may be used to calculate
the Master Encryption Key based on the Encryption Keyword. At step 210, an empty
password storage 140 may be created. This empty storage may nevertheless include, for
example, information about the storage’s structure (for example, information indicating that
presently the storage has zero passwords stored) and/or storage checksums encrypted by the
Master Encryption Key. In some embodiments, at this step 210, the Master Encryption Key
may further be used to encrypt existing passwords that are imported from external sources,
and/or newly created passwords as they are added, to the password storage 140. In other
embodiments the passwords may be imported into the password storage 140 at a later point in
time.

[0028] It should be noted that steps 206 — 210 are optional, and in some embodiments may be
omitted.

[0029] It is to be appreciated that other than temporary storage in volatile memory during the
process of generating the Encryption Keyword and/or deriving the Master Encryption Key in
order to accomplish the acts of encryption or decryption, it is not necessary (although it is
permissible) for the operation of the present disclosure that the character strings, Encryption
Keyword, or Master Encryption Key be permanently stored in non-volatile memory (either
on the device 120 or on a remote device). In fact, the security of the methods and systems of

the present disclosure may be improved if the character strings, Encryption Keyword and
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Master Encryption Key are not permanently stored in memory. In such embodiments, even if
an attacker obtains complete control over the device 120 (e.g., when device 120 is not being
operated by the user), an attacker will be unable to obtain the character strings, Encryption
Keyword, and/or Master Encryption Key because they are not permanently stored anywhere.
[0030] In one embodiment, the exemplary process depicted in Figure 2A may include an
optional step 209 (shown in dashed lines) of calculating and storing a hash of the Encryption
Keyword and/or the Master Encryption Key in a non-volatile memory (e.g., authentication
prompt storage 135). This hash may be used in performing certain checks as described
hereinafter while still maintaining security in that the hash cannot be used to derive the
Encryption Keyword and/or the Master Encryption Key.

[0031] In some embodiments, instead of the user being presented with all of the prompts
(e.g., the eight images) at one time, the user may be presented with each prompt sequentially
and the user may provide a character string association for the prompt before being presented
with the next prompt. This sequence may repeat until the user is presented with the
predetermined number of prompts (e.g., eight images). It is within the skill of one of
ordinary skill in the art to incorporate this alternative embodiment in the method disclosed in
Figure 2A.

[0032] It is to be recognized that the present disclosure is not limited to any particular
source for the prompts that may be presented to the user. In one embodiment, the prompts
may be provided and/or selected by the user himself. For example, the user may select one or
more images already stored in device 120. Alternatively or additionally, the user may use a
camera (not shown) of the device 120 to take pictures which may then be used in the methods
of the present disclosure. In some embodiments, a library of prompts may be used instead of
user-provided prompts, and the library may be of a suitable size to permit a user to select a

personalized subset of prompts while minimizing the potential for “phishing.” It is to be
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understood that any suitable source of prompts is within the scope of the present disclosure
and, moreover, the set of prompts used to create the prompt/character string associations may
be selected from more than one source and the prompts may be mixed and matched from
different sources in any manner.

[0033] In embodiments in which the device 120 has a camera (not shown), an audio recorder
(not shown) or a video recorder (not shown), the system may suggest that the user utilize
some of the images, audio and/or video the user has captured as prompts. For example, on a
periodic basis (or as new photos, audio and/or video become available), the system may
inquire whether the user would like to update the prompt/character string associations using
the images, audio and/or video the user has captured using the device 120.

[0034] It is also to be recognized that the present disclosure is not limited to any particular
types of prompts that may be used together. By way of example and not limitation, instead of
eight images, the user may be presented with two images, two audio clips, two textual
prompts and two video clips, in any order. Thus, a set of prompts may include any number
and/or type of prompts.

[0035] The system may include appropriate safeguards to ensure that readily identifiable (or
guessable) associations are not created. For example, if the prompt is an image of a person in
the user’s “Contacts” application, the system may ensure that the contact’s name (or initials),
address, or any other information associated with the person in the Contacts application is not
associated with the image. As another example, if the prompt is an excerpt from a song, the
system may ensure that the song’s title, the artist, or lyrics from the song are not associated
with the prompt.

[0036] In one exemplary embodiment, during an initial association of images and character
strings, nine image/character string associations may be created. Of those nine, three

associations may be created from contacts or images stored on the smartphone, with the user
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selecting the contacts or images and entering the associations, three associations may be
generated automatically and presented to the user (for example, three randomly selected texts
as prompts and associated character strings) and three associations may be based on user
selection of images from a large library and entry of those associations.

[0037] In some embodiments, users may be provided with a larger number of prompts (for
example, thirty images), but may provide only 1 bit of information (such as “like/do not
like”) for each of the prompts.

[0038] In one embodiment, the system may implement a policy of requesting that the user
change one or more of the prompt/character string associations at regular intervals. For
example, it may require at least one prompt and/or character string association to be changed
per month.

[0039] In certain situations, it may be difficult or too time consuming for a user to create the
predetermined number of prompt/character string associations required by, for example, the
process described with respect to Figure 2A. To address such situations, Figure 2B, depicts
an exemplary process of gradual personalized association that may make the process of
creating prompt/character string associations initially less time consuming (and possibly
easier) for users while maintaining overall system security. At step 220, the user is presented
with a predetermined number of prompts and associated character strings in a predetermined
order. For example, the password engine 130 (or some other process, routine, module or
application) automatically generates eight image/character string associations and presents
them to the user. To enhance security, automatically generated prompt/character string
associations may be created randomly and may not have any particular meaning to the user.
[0040] At step 222, the user may accept some or all of the automatically generated
prompt/character string associations, or the user may instead change some or all of the

character strings associated with prompts. At step 224, the prompts presented to the user (as
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well as the order of each prompt in the sequence of prompts that is presented to the user) are
stored in the authentication prompt storage 135. In some embodiments, as necessary, the
images (and their order) may also be associated with a User ID of the user.

[0041] At step 226, the character strings associated with each image (as perhaps modified by
the user) are combined, in the same order in which the images were stored in the
authentication prompt storage 135, to create an Encryption Keyword. At step 228, the
Encryption Keyword is used to derive a Master Encryption Key and encrypt the content of
the password storage 140, as described for example with respect to Figure 2A. At this point,
the user is capable of authenticating himself or herself using, for example, the process
described with respect to Figure 2C.

[0042] At step 230 (which may, for example, happen at regular intervals), the process
determines whether the user changed some or all of the character strings associated with the
images. If at step 230 all (or the predetermined required number) of the automatically
generated prompt/character string associations have been changed, then the process may end.
If at step 230 less than all of the prompt/character string associations were changed by the
user (or less than a predetermined number of user generated associations required by the
process), at step 232, the process may request that the user replace one or more of the
unchanged automatically generated prompt/character string associations with a user
generated association.

[0043] It is to be recognized that steps 230 and subsequent steps need not occur immediately
after (either in time or logically) step 228. Rather, the process may wait a predetermined
amount of time (e.g., a day, a week, the next time the user attempts to authenticate himself,
etc.) before performing step 230. At step 234, the process may create a new Encryption
Keyword based on the character strings associated with the prompts in a similar manner as

already described herein. At step 236, the new Encryption Keyword may be used to derive a
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new Master Encryption Key and to re-encrypt the contents of the password storage 140 using
the new Master Encryption Key. It is to be understood, however, that before re-encrypting
the contents of the password storage using the new Master Encryption Key, the contents of
the password storage first need to be decrypted using the existing Master Encryption Key.
Thereafter, the process may return to step 230 as necessary. Accordingly, this exemplary
embodiment permits the user to generate associations over time rather than to generate all
associations at one time.

[0044] Figure 2C depicts an exemplary process by which a user may authenticate himself by
providing the correct character strings associated with prompts provided to the user. It can be
appreciated that because the prompts may evoke an association in the user’s mind that may
be expressed using a character string, the user may more easily remember the character
strings and may be able to remember more character strings than he or she otherwise might
without the prompts. The character strings provided by the user may be used to calculate an
Encryption Keyword, which may then be used to deterministically derive a Master
Encryption Key that may be used to decrypt (or, depending on the context, re-encrypt) the
content of the password storage 140.

[0045] At step 250, a user may initiate the authentication process. In a single user
environment, this step may occur by the user simply indicating the desire to authenticate. In
a multi-user environment, the step may occur upon submission of a user ID. Alternatively,
the process may be initiated in any appropriate manner known in the art or developed in the
future.

[0046] At step 252, the prompts associated with the user (e.g., eight images) are retrieved
from the authentication image storage 135 and presented to the user (for example, on the
display 123 of the device 120). The prompts may be presented to the user in any order.

Thus, while the user may have been presented with eight images in the sequential order Img1
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through Img8 during the Master Encryption Key creation process depicted in Figures 2A or
2B, during the authentication process the images may be presented to the user in a random
order instead of sequentially (although it is within the scope of the present disclosure that the
images be presented to the user in the same order in which they were presented during the
process discussed with respect to Figures 2A or 2B).

[0047] At step 254, the user enters the character string corresponding to each image in the
order in which the image is displayed on the screen.

[0048] Figure 2D is a block diagram of an exemplary manner and order in which the images
may be displayed on a screen 123 of the device 120 during the authentication process
described with respect to Figure 2C. As shown in Figure 2D, each image may in turn have a
corresponding character string entry location 270-1 through 270-8. Based on the
image/character string association performed in Figure 2A and illustrated in Table 1, an
authorized user would enter the string IJ in entry location 270-1, EF in entry location 270-2,
and AB, CD, GH, OP, MN, and KL in the subsequent entry locations 270-3 through 270-8,
respectively. Alternatively, there may be only one character string entry location, and the
user may enter all of the character strings associated with the images continuously (with or
without spaces) in the order in which the images are displayed on the screen,

[0049] Returning to Figure 2C, at step 256, the character strings entered by the user are
combined to create an Encryption Keyword. If necessary, before creating the Encryption
Keyword, the images presented to the user at step 252 (and their associated character strings
entered by the user at step 254) are reordered in the order in which the images were stored in
the authentication prompt storage 135. By way of example and not limitation, if images
were stored in the authentication image storage 135 sequentially as Img] through Img8§, and
at the time of step 252 images were displayed to the user in a random order as depicted in

Figure 2D, and the character strings entered by the user in entry locations 270-1 through 270-
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8 at step 264 were 1J, EF ,AB, CD, GH, OP, MN, and KL, respectively, then the character
string corresponding to Img1, would be AB, the character string corresponding to Img2
would be CD, and so on. By reordering the associated character strings entered by the user in
the order in which the corresponding images were stored in the authentication prompt storage
135, the process can create the Encryption Keyword ABCDEFGHIJKLMNOP.

[0050] At step 258, the Encryption Keyword may be used to deterministically derive the
Master Encryption Key. Any deterministic method may be used so long as the method used
during the authentication process is the same one used during the encryption process (as
shown, for example, in Figures 2A or 2B). At step 260, the derived Master Encryption Key
is used to attempt to decrypt the contents of the password storage 140. If the user had entered
the correct character strings associated with each prompt at step 254, then at step 262 the
decryption process will be successful. In some embodiments, password storage 140 may
include some form of hash or checksum to assist in the determination whether the decryption
was successful.

[0051] If the user made a mistake in entering at least one of the associated character strings,
then at step 262 the contents of the master storage 140 will not be successfully decrypted. In
that event, at step 264, the process may optionally determine whether the user has exceeded a
maximum number of tries to decrypt the contents of the password storage 140. For example,
to avoid attacks and improve security, the user may be provided with only a limited number
(e.g., 5) tries to enter the correct associations. Additionally, or alternatively, there may also
be a limit on the frequency of attempts. For example, there may be a limit of one
authentication attempt per minute (or some other predetermined duration). In other
embodiments, this limit on the frequency of attempts may increase as the number of incorrect

attempts in a row increases.
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[0052] If at step 264 the maximum number of attempts have not been exceed, the process
may return to step 254 (or to 252, depending on the specific implementation) for the user to
attempt to authenticate himself or herself again.

[0053] In some embodiments, the Encryption Keyword and/or the Master Encryption Key
may be cached or temporarily stored for a predefined amount of time after the Encryption
Keyword is generated and/or the Master Encryption Key is derived from the Encryption
Keyword. In some embodiments, the predetermined amount of time for which the
Encryption Keyword and/or Master Encryption Key are cached may depend on user activity
on the device 120. For example, the cached Encryption Keyword and/or Master Encryption
Key may be removed from memory after a certain period of inactivity.

[0054] It can be appreciated that a user may successfully authenticate himself or herself, and
the contents of the password storage 140 may be successfully decrypted, without the
character strings, Encryption Keyword and/or Master Encryption Key ever having been
permanently stored in non-volatile memory.

[0055] In an alternative embodiment in which a hash of the Encryption Keyword and/or the
Master Encryption Key is stored in non-volatile memory (e.g. pursuant to optional step 209 in
Figure 2A), at step 260, before attempting to decrypt the contents of the password storage
140, the process may calculate a hash of the Encryption Keyword and/or Master Encryption
Key generated at steps 256 and/or 258 and compare them to the hash of the Encryption
Keyword and/or Master Encryption Key stored in memory. If the calculated hash and the
stored hash match, then the process can be assured that the Master Encryption Key is correct
and proceed to decrypt the content of the password storage 140. If the calculated hash and
the stored hash do not match, the process may proceed directly to optional step 264 and

providing the user an opportunity to reenter the character strings without going through the
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process of attempting to decrypt the contents of the password with a Master Encryption Key
that is not correct.

[0056] In some embodiments, instead of, or in addition to, obtaining the Encryption Keyword
using the method described with respect to steps 250 through 264, a separate password or
passphrase may also be entered directly using the device keyboard. This separate password
or passphrase may be used in combination with the Encryption Keyword, to generate a
Master Encryption Key. In some embodiments, an additional password or passphrase may be
required to be entered before the prompts are presented to the user.

[0057] In some embodiments, to thwart certain classes of attacks (such as brute force
attacks), all the passwords 140-1 through 140-n stored in the password storage 140 may be
erased if the number of incorrect attempts in a row exceeds some predefined number, for
example, five.

[0058] In some embodiments, during the authentication process (as described, for example,
with respect to Figure 2C), the user may be permitted to indicate that he or she does not
remember the character string associated with one or more of the prompts. To permit such
functionality, the contents of the password storage 140 may be encrypted multiple times as
described herein. For example, assume that at the time of creating the prompt/character
string associations the user is required to create eight associations, but at the time of
authentication the user is permitted to respond that he or she does not remember any single
one of the associations. To permit the user to access the encrypted content of the password
storage 140 even though he does not remember one of the eight associations, in one
embodiment, nine copies of the contents of the password storage 140 may be stored in the
password storage 140, with each copy encrypted separately. More particularly, one copy may
be encrypted with a Master Encryption Key derived from an Encryption Keyword

corresponding to the user entering all eight associations. The other eight copies may each be
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encrypted with one of eight separate Master Encryption Keys, each Master Encryption Key
derived from an Encryption Keyword that is missing one of the eight associations.

[0059] In another embodiment, it may be sufficient to store only eight copies of the contents
of the password storage content, with each copy encrypted with a Master Encryption Key
derived from an Encryption Keyword that is missing one of the eight associations. In such an
embodiment, the following process may be used to ensure that a user has entered all eight
associations correctly, and to decrypt the contents of the password storage when the user has
selected to nevertheless enter all eight prompt/character string associations. First, the eight
character strings entered by the user may be used to create a first and a second Encryption
Keyword, whereby each Encryption Keyword is missing one of the eight associations and
each of eight associations is present in at least one Encryption Keyword. Second, the first
and second Encryption Keywords may be used to derive first and second Master Encryption
Keys, respectively. Third, the first and second Master Encryption Keys may each be used
separately to decrypt the content of the password storage 140. If the results of the decryption
using each of the first and second Master Encryption Keys are identical, then it has been
established that the user entered all eight prompt/character string associations correctly.
[0060] This technique may be extended to allow more than one “I don't remember” or “I
don’t know” answer by the user. However, the number of copies stored grows quickly as the
number of permitted “I don't remember” or “I don’t know” answers increases. For example,
in one implementation, in the same embodiment of eight prompt/character string associations,
to allow up to two “I don't remember” answers, as many as 37 copies of the content of the
password storage may need to be encrypted (i.e. 1 + C(8,1) (to account for all possibilities of
one “I don’t remember” answer + C(8,2) (to account for all possibilities of two “I don’t
remember” answers)). In another embodiment, for example, using techniques similar to

those described above and techniques knows to those with ordinary skill in the art, it may be
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possible to reduce the number of copies to 28 (i.e., C(8,2), which is equal to 28) while still
allowing two “I don’t remember” answers. However, if multiple “I don't remember” answers
are allowed, the overall security of the system may be reduced.

[0061] To avoid having to store multiple copies of the content of the password storage 140,
in one embodiment, the contents of the password storage 140 are encrypted and stored once
using an intermediate randomly generated symmetric key. That intermediate randomly
generated key can then be encrypted multiple times (e.g., 8 or 9 times in the case of eight
associations and one permitted “I don’t know,” or 37 or 28 times in the case of eight
associations and two permitted “I don’t knows”) using the technique described in the
preceding discussion. Thus, the content of the password storagel40 need only be stored
once, and it is the (encrypted) intermediate randomly generated key that needs to be stored
multiple times.

[0062] It is to be appreciated that the user may elect to change one or more of the prompts
and/or the character strings associated with the prompts at any time. This will result in a new
Encryption Keyword. Should this occur, the contents of the password storage 140 will need
to be re-encrypted using a new Master Encryption Key derived from the new Encryption
Keyword. In some embodiments, the user may not be permitted to change the associations
and/or to re-encrypt the content of the password storage 140 using a new Master Encryption
Key unless and until the user has successfully decrypted the content of the password storage
140 using the old Encryption Keyword and Master Encryption Key.

[0063] For security reasons, in some embodiments, password engine 130 may prohibit
releasing decrypted sets of passwords, thereby disallowing “mass decrypt” operation, and
allowing only a “mass re-encrypt” operation.

[0064] It will be understood by one having ordinary skill in the art that in some

embodiments, particularly those in which a hash of the Encryption Keyword and/or Master
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Encryption Key has not been stored in non-volatile memory, the whole password storage 140,
as well as individual passwords (e.g., 140-1 through 140-n) in password storage 140 may be
stored without any hashes or checksums. In such embodiments, decryption with even an
incorrect Master Encryption Key may still produce a plausible result (i.e., a set of data that
appears to be passwords 140-1 through 140-n). To validate that the Master Encryption Key
was correct, it may be necessary to contact one of the services that requires a password stored
in password storage 140. Such an embodiment would impose an additional burden on an
attacker because the attacker will not only need to determine a Master Encryption Key that
can be used to return a plausible set of unencrypted passwords, but the attacker will need to
attempt to use at least one of the passwords to ensure that the Master Encryption Key used
was correct. On the other hand, restricting number of guessing attempts becomes more
difficult in such embodiments because, in such an embodiment, the password storage 140
itself has no criterion to determine whether the decryption has been successful and, therefore,
whether the user entered the correct associations.

[0065] While specific embodiments and applications of the present invention have been
illustrated and described, it is to be understood that the invention is not limited to the precise
configuration and components disclosed herein. The terms, descriptions and figures used
herein are set forth by way of illustration only and are not meant as limitations. Various
modifications, changes, and variations which will be apparent to those skilled in the art may
be made in the arrangement, operation, and details of the apparatuses, methods and systems
of the present invention disclosed herein without departing from the spirit and scope of the
invention. By way of non-limiting example, it will be understood that the block diagrams
included herein are intended to show a selected subset of the components of each apparatus
and system, and each imaged apparatus and system may include other components which are

not shown on the drawings. Additionally, those with ordinary skill in the art will recognize
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that certain steps and functionalities described herein may be omitted or re-ordered without
detracting from the scope or performance of the embodiments described herein.

[0066] The various illustrative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed herein may be implemented as
electronic hardware, computer software, or combinations of both. To illustrate this
interchangeability of hardware and software, various illustrative components, blocks,
modules, circuits, and steps have been described above generally in terms of their
functionality. Whether such functionality is implemented as hardware or software depends
upon the particular application and design constraints imposed on the overall system. The
described functionality can be implemented in varying ways for each particular application--
such as by using any combination of microprocessors, microcontrollers, field programmable
gate arrays (FPGAs), application specific integrated circuits (ASICs), and/or System on a
Chip (SoC)--but such implementation decisions should not be interpreted as causing a
departure from the scope of the present invention.

[0067] The steps of a method or algorithm described in connection with the embodiments
disclosed herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium known in the art.

[0068] The methods disclosed herein comprise one or more steps or actions for achieving the
described method. The method steps and/or actions may be interchanged with one another
without departing from the scope of the present invention. In other words, unless a specific
order of steps or actions is required for proper operation of the embodiment, the order and/or
use of specific steps and/or actions may be modified without departing from the scope of the

present invention.
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The embodiments of the present invention for which an exclusive property or privilege is claimed

are defined as follows:

1. A computer-implemented method comprising:

receiving, by a server, a plurality of files from a client device associated with a user;

receiving, by the server, from the client device a plurality of first input values associated
with the plurality of files, wherein each respective file is associated with one or more first input
values;

storing, by the server, the plurality of files as a plurality of prompts configured to be
displayed on a user interface of the client device, wherein each respective prompt comprises data
from a file of the plurality of files;

generating, by the server, a first encryption keyword based upon the first input values;

storing, by the server, a first hash value of the first encryption keyword according to a hash
function;

transmitting, by the server, to the client device each prompt associated with the user,
wherein the server transmits each respective prompt in a random order for displaying each prompt
at the client device at the random order;

receiving, by the server, from the client device a second input for each respective prompt;

generating, by the server, a second encryption keyword based upon each second input
received from the client device; and

authenticating, by the server, the client device upon determining that a second hash value
of the second encryption keyword matches the first hash value stored in a non-volatile memory of

the server and associated with the user.

2. The method of claim 1, wherein the file of the plurality of files is a type selected from the

group comprising: an image file, an audio file, a video file, and a text file.

3. The method of claim 1, wherein the server stores each second input value and the second
encryption keyword into a volatile machine-readable memory, and wherein the server does not

store each first input value and the first encryption keyword in the non-volatile memory.

4. The method of claim 1, further comprising updating, by the server, the first hash value at a

regular interval, wherein updating the first hash value comprises:
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receiving, by the server, at least one new first input value replacing at least one first input
value of the plurality of first input values; and
generating, by the server, an updated first hash value replacing the first hash value based

upon the plurality of first input values that includes the at least one new first input value.

5. The method of claim 1, wherein the non-volatile memory of the server is configured to

store one or more passwords.

6. The method of claim 5, wherein authenticating the client device further comprises

transmitting, by the server, a password of the one or more passwords to the client device.

7. The method of claim 6, wherein the one or more passwords stored on the server are
encrypted based on an encryption key, and wherein the method further comprises decrypting, by
the server, the one or more passwords stored on the server according to the encryption key prior

to transmitting the password to the client device.

8. The method of claim 7, further comprising generating, by the server, the encryption key
based upon the first encryption keyword and according to an encryption algorithm associated with

the encryption key.

9. The method of claim 5, further comprising receiving, by the server, a request for at least
one password of the one or more passwords from the client device prior to transmitting each

prompt to the client device.

10. A computing system comprising:

a non-volatile memory; and
a processor configured to:

receive a plurality of files from a client device;

receive from the client device a plurality of first input values associated with the
plurality of files, wherein each respective file is associated with one or more first input
values;

store the plurality of files as a plurality of prompts configured to be displayed on a
user interface of the client device, wherein each respective prompt comprises data from a

file of the plurality of files;
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generate a first encryption keyword based upon the first input values;
store into the non-volatile memory a first hash value of the first encryption keyword
according to a hash function,;
transmit to the client device each prompt associated with the user, wherein the
processor transmits each respective prompt in a random order for displaying each prompt
at the client device at the random order;
receive from the client device a second input for each respective prompt;
generate a second encryption keyword based upon each second input received from the
client device; and
authenticate the client device upon determining that a second hash value of the second
encryption keyword matches the first hash value associated with the user stored in the non-volatile

memory.

11.  The computing system of claim 10, wherein the file of the plurality of files is a type selected

from the group comprising: an image file, an audio file, a video file, and a text file.

12.  The computing system of claim 10, further comprising a volatile machine-readable
memory, wherein the processor is further configured to store each second input value and the
second encryption keyword into the volatile machine-readable memory, and wherein the processor
is further configured to not store each first input value and the first encryption keyword in the non-

volatile memory.

13.  The computing system of claim 10, wherein the processor is further configured to update
the first hash value at a regular interval, and wherein in order to update the first hash value the
processor is further configured to:

receive at least one new first input value replacing at least one first input value of the
plurality of first input values; and

generate an updated first hash value replacing the first hash value based upon the plurality

of first input values that includes the at least one new first input value.

14.  The computing system of claim 10, wherein the non-volatile memory is configured to store

one or more passwords.
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15.  The computing system of claim 14, wherein in order to authenticate the client device the
processor is further configured to transmit a password of the one or more passwords in the non-

volatile memory to the client device.

16.  The computing system of claim 15, wherein the one or more passwords stored in the non-
volatile memory are encrypted based on an encryption key, and

wherein the processor is further configured to decrypt the one or more passwords stored in
the non-volatile memory according to the encryption key prior to transmitting the password to the

client device.

17.  The computing system of claim 16, wherein the processor is further configured to generate
the encryption key based upon the first encryption keyword and according to an encryption

algorithm associated with the encryption key.

18.  The computing system of claim 14, wherein the processor is further configured to receive
a request for at least one password of the one or more passwords from the client device prior to

transmitting each prompt to the client device.
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