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(57) Abstract: The present invention relates to a system (100) and
method (300) for steering a helpdesk suppotrt (104) for accessing
an external system (107) in helpdesk system (102). The system
(100) of the present invention provides that the helpdesk system
(102) comprises at least one customer (101), at least one storage
(103) and a user authentication and authorization (105) module
linked to the helpdesk support (104). The present invention fur-
ther provides that the helpdesk system (102) and the external sys-
tem (107) is integrated through an embedded module (106). The
embedded module comprises a Configuration module (106a), a
Data Taxonomy module (106¢), a Dome Profile module (106b),
an Auditing module (106d) and a Monitoring module (106¢). The
present invention provides that integration of the helpdesk system
(102) and the external system (107) through embedded module
(106) enables the helpdesk support to access sensitive informa-
tion on a specific domain to resolve any possible issues in the
helpdesk system (102).
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SYSTEM AND METHOD FOR STEERING A HELPDESK SUPPORT FOR ACCESSING
AN EXTERNAL SYSTEM IN HELPDESK SYSTEM

FIELD OF INVENTION

The present invention relates to a system and method for steering a helpdesk support to
enable a helpdesk system to access an external system. In particular, the system and
method of the present invention provides for an integration of the helpdesk system and
the external system through an embedded module.

BACKGROUND OF INVENTION

Helpdesk system provides technical information to users, troubleshooting and solves
technical or known problems by providing support as well as best information regarding
the products or services of company or organization. The current available system in
helpdesk system is generally structured into different level or multi-tier support to solve
the issues or problem reported by customer or users and an issue tracking system is
utilized to track the reported customer issues. A ticket having a unique ID is provided
whereby the ticket is assigned to helpdesk support and tracked in a central location.

United States Patent No. US 6859783 B2 (hereinafter referred to as US'783 B2 Patent)
entitled “Integrated Interface for web based customer care and trouble management’
having a filing date of 24 September 1998 (Patentee: WORLDCOM, INC.) discloses a
system and method for opening and tracking trouble tickets over the public Internet. The
US'783 B2 Patent discloses a customer service management system which provides
information included within a customer profile record to a Web enabled infrastructure
which is accessible by a remote customer workstation having a web browser and Internet
access. The customer profile information of US783 B2 Patent is used to prepopulate
data fields in dialogs used to open a trouble ticket and input data are classified by
Question Tree. Once the trouble ticket is opened, the customer workstation tracks the
existing trouble tickets through a browser based graphical user interface. The US783 B2
Patent further provides Service Inquiry which utilizes the Common Object security model
enabling secured access to external data by a user.

United Patent Publication No. US 2009/0100371 A1 (hereinafter referred to as US’'371
A1 Publication) having a filing date of 11 December 2008 (Applicant: MICHAEL HU)
entitled “User Support System Integrating FAQ and Helpdesk Features and FAQ
Maintenance Capabilities” relates to a user Support system interface with integrated FAQ
and helpdesk features and a user Support system that integrates user Support request
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handling and FAQ maintenance. The US’371 A1 Publication provides that a summary
screen enable support team members to filter and sort support request by their attributes
(ID, Title, Status, Update) thereafter the support team members would select a ticket to
handle. The US'371 A1 Publication further discloses that the user support request
handling interface allows the support team member to select from a database, a template
answer to the user's request or the support staff may directly edit the template answer in
the database, add new questions and answers to the database, or assign a question to a
category.

As disclosed in the US’371 A1 Publication, a common helpdesk support structure
involves three-tier technical support whereby tier-1 is an initial support level for resolving
basic customer issues. Currently, the helpdesk support relies on information provided by
customers, general information or answers to the queries commonly found in Frequently
Asked Question (FAQ) or in a knowledge base. Should the issue is not resolved in tier-1,
the issue can be forwarded to tier-2. Tier-2 is a more in-depth technical support which
provides advance technical troubleshooting and analysis methods. The next level of a
helpdesk support structure is tier-3 which is an expert level responsible for handling the
most difficult or advanced problems.

International Publication No. WO 02067171 A1 (hereinafter referred to as WO'171 A1
Publication) entitled “Helpdesk System” having a filing date of 25 February 2002
(Applicant: COMPUDIGM INTERNATIONAL LIMITED) relates to a helpdesk system in
which a plurality of customer workstations are connected to the server over a network or
networks and a plurality of staff workstations are connected to the server over the
network(s). The helpdesk system of WO’171 A1 Publication comprises a fault manager
which assigns one of the predefined knowledge levels to each fault report record whereby
each fault report records is identified by a unique identifier to enable each fault report
record to be actioned by a staff member having the corresponding knowledge level. The
helpdesk system of WO’171 A1 Publication further comprises a customer tracker which
monitors traffics trough the website to track the steps taken by a customer to resolve a
helpdesk request which thereafter guiding a support technician on how to assist the

customer.

As outlined above, various systems and methods have been developed to improve the
helpdesk system. However, it is desirable for a helpdesk system to be able to access an
external system whereby the helpdesk support will have visibility of sensitive information
on a specific domain to resolve any possible issues.
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SUMMARY OF INVENTION

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in details may be made without departing from the scope of the invention or
sacrificing any of the advantages of the present invention.

One aspect of the present invention provides a system (100) for steering a helpdesk
support (104) to enable a helpdesk system (102) to access an external system (107). The
helpdesk system (102) comprising at least one customer (101) linked to the helpdesk
system (102) whereby the customer (101) logs in issues into the helpdesk system (102);
at least one storage (103) linked to the helpdesk system (102) whereby the at least one
storage (103) having knowledge base and frequently asked questions of specific
domains; and a user authentication and authorization module (105) linked to the helpdesk
support (104) for verifying authentication and authorization of the helpdesk support.

The present invention further provides that the external system (107) having a collection
of specific domain related information; and the helpdesk system (102) and the external
system (107) is integrated through an embedded module (106).

Further, the present invention provides that the embedded module (106) comprises a
Data Taxonomy module (106¢) which is further comprised of at least one Data Collector
for classifying and marking tables and fields of the external information with data
protection level based on data classification standard for generating data protection
metric; a Dome Profile module (106b) comprises a collection of profiles and assigning
profiles with data protection level to the helpdesk support for enabling the helpdesk
support (104) to access the external system (107); an Auditing module (106d) for tracing
access transaction of the external information by the helpdesk support (104); a
Monitoring module (106e) for retrieving the external information access transaction by the
helpdesk support (104) in the Auditing module (106d) and generating a report based on
the external information access transaction; and a Configuration module (106a) for
configuring a connection between the helpdesk system (102) and the external system
(107), configuring Dome Profile module (106b) for assigning profiles with data protection
level to the helpdesk support (104), configuring parameters for Data Taxonomy module
(106c¢), configuring Auditing module (106d), and configuring Monitoring module (106e).
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Another aspect of the helpdesk system (102) is linked to the helpdesk support (104) to
enable the helpdesk support (104) to resolve issues logged in by the customer (101) to
the helpdesk system (102).

A further aspect of the present invention provides that the data protection metric
generated by the Data Taxonomy module (106¢) is utilized by the Dome Profile module
(106b) to enable the helpdesk support (104) to access the tables and fields of the

external information.

Yet another aspect of the present invention provides a method (300) for steering a
helpdesk support (104) to enable a helpdesk system (102) to access an external system
(107) whereby the method comprising steps of linking (302) the helpdesk system (102) to
at least one customer (101) whereby the customer logs in issues into the helpdesk
system (102); linking (304) the helpdesk system (102) to at least one storage whereby
the storage having knowledge base and frequently asked questions of specific domains;
linking (306) the helpdesk system (102) to the helpdesk support (104) to enable the
helpdesk support (104) to resolve issues logged in by the customer (101) to the helpdesk
system (102); and linking (308) the helpdesk support to a user authentication and
authorization module (105) for verifying authentication and authorization of the helpdesk
support (104); and integrating (310) the helpdesk system (102) with an external system
(107) by an embedded module for enabling secured access to the external system (107)
by the helpdesk support (104).

The present invention provides that integrating the helpdesk system (102) with the
external system (107) by the embedded module (310) comprising steps of configuring
(310a) a Configuration module; classifying and marking (310b) external information of the
external system (107) with data protection level by a Data Taxonomy module; assigning
(310c) profile with data protection level to the helpdesk support (104) by a Dome Profile
module (106b) for enabling the helpdesk support (104) to access the external system
(107); tracing (310d) the external information access transaction by the helpdesk support
(104) through an Auditing module; and monitoring (310e) the external information access
transaction in the Auditing module (106d) and generating a report based on the said
external information access transaction through a Monitoring module (106e).

Still another aspect of the present invention provides that configuring (310a) the
Configuration module (106a) further comprising steps of configuring (401) a connection
between the helpdesk system (102) and the external system (107); configuring (403) data
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protection level; configuring (409) an Auditing module (106d); and configuring (411) a
Monitoring module (106e).

The present invention provides that configuring (401) a connection between the helpdesk
system (102) and the external system (107) further comprising steps of determining if
connection between helpdesk system (102) and external system (107) is successfully
established (402); completing connection between helpdesk system (102) and external
system (107) if the connection between helpdesk system (102) and the external system
(107) is successfully established; displaying an error and resolving the error log (420) by
reconfiguring the connection (402) if the connection between helpdesk system (102) and
external system (107) is not successfully established (402a); and establishing connection
between helpdesk system (102) and external system (107).

The present invention provides that configuring data protection level (403) further
comprising steps of proceeding to use default data protection level (405) if the data
protection level is generated automatically (404a); and completing the data protection
level configuration; creating (406) a new data protection level, if data protection level is
not generated automatically (404); creating (407) data protection instructions and
description; saving (408) the created data protection level and the created data protection
instructions and the description in the storage (103); and completing the data protection

level configuration.

The present invention provides that configuring (409) an Auditing module (106d) further
comprising steps of setting (410) auditing parameters; and saving (408) the auditing
parameter in the storage.

The present invention provides that configuring (411) a Monitoring module (106e) further
comprising steps of setting (412) monitoring parameter; and saving (408) the monitoring
parameter in the storage (103).

Another aspect of the present invention provides that classifying and marking (310b) the
external data of the external system (107) with data protection level by Data Taxonomy
module further comprising steps of confirming (501) establishment of connection to the
external system (107) during configuration of connection between the helpdesk system
(102) and the external system (107); reading (502) tables and fields in external storage
system (107); and determining if the tables and fields are marked automatically. If
automatic marking option is chosen (503); generating (505) a data protection metric
report utilizing auto marking data protection instructions; and verifying (506) the data
protection metric report; if the helpdesk support (104) does not correlate (506a) with the
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data protection metric report, reiterating step (503); else proceeding to save (507) the
data protection metric report in the storage (103). If automatic marking option is not
chosen (503a); marking (504) the tables and fields with data protection instructions;
generating (505) data protection metric report utilizing data protection instructions; and
verifying (506) the data protection metric report. If the helpdesk support (104) does not
correlate (506a) with the data protection metric report, reiterating step (503); else
proceeding to save (507) the data protection metric report in the storage.

A further aspect of the present invention provides that assigning (310c) profile with data
protection level to the helpdesk support (104) by Dome Profile module (106b) for enabling
the helpdesk support (104) to access the external system (107) further comprising steps
of determining (601) if profile is generated automatically. If automatic profile creation is
chosen (601); creating default profile (620) utilizing default data protection level; and
assigning (604) profile to the helpdesk support (104). However, if automatic profile
creation is not chosen (601a); creating a new profile (602); assigning (603) profile to data
protection level generated during data protection level configuration (403); and assigning
(604) profile to the helpdesk support (104).

Another aspect of the present invention provides that tracing (310d) the external
information access transaction by the helpdesk support (104) through Auditing module
further comprising steps of tracing (702) access transaction of the external information
system by a helpdesk support (104), if the Auditing module is enabled (701); saving (703)
the transaction log in the storage (103); and producing (704) an auditing report and
displaying audit trail by the helpdesk system (102).

A further aspect of the present invention provides that monitoring (310e) the external
information access transaction in the Auditing module (106d) and generating a report
based on the said external information access transaction through Monitoring module
(106e) further comprising steps of retrieving (802) information of access transaction by
the helpdesk support (104) in the Auditing module (106d), if Monitoring module is
enabled (801); obtaining (803) profile information in the Dome Profile module (106b); and
generating a monitoring (804) report based on the information of the access transaction
by the helpdesk support (104) in the Auditing module and profile information in the Dome
profile module (106b).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or
sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more

particular description of the invention will be rendered by references to specific

embodiments thereof, which are illustrated in the appended drawings. It is appreciated

that these drawings depict only typical embodiments of the invention and are therefore

not to be considered limiting of its scope. The invention will be described and explained

with additional specificity and detail through the accompanying drawings.

FIG.

FIG.

FIG.

FIG.

FIG.

FIG.

FIG.

FIG.

FIG.

1.0a

1.0b

2.0

3.0

4.0

5.0

6.0

7.0

8.0

illustrates a schematic diagram of integration of helpdesk system and
external system through an embedded module.

illustrates a schematic diagram of the architecture of the helpdesk system
of the present invention which enable the helpdesk support to access the
external system and the storage through integration of the embedded

module.

illustrates a schematic diagram of an exemplary of data protection level
configuration, Data Taxonomy module classifying the external data based
on data protection level and Dome Profile module assigning profiles with
data protection level.

is a flowchart illustrating an overview of the general methodology of the
present invention which involves integrating the helpdesk system with the
external system by the embedded module.

is a flowchart illustrating the steps involved in Configuration module to
establish connection between helpdesk system and external system and
configuration of data protection level, Auditing module and Monitoring

module.

is a flowchart illustrating the steps involved in Data Taxonomy module to
classify and mark external information with data protection level.

is a flowchart illustrating the steps involved in Dome Profile module for
assigning profile with data protection level to helpdesk support.

is a flowchart illustrating the steps involved in Auditing module.

is a flowchart illustrating the steps involved in Monitoring module.
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DETAILED DESCRIPTION OF THE PREFFERED EMBODIMENTS

The present invention relates to a system and method for steering a helpdesk support to
enable a helpdesk system to access an external system. In particular, the system and
method of the present invention comprises integration of the helpdesk system and the
external system through embedded module by classifying external information based on
data protection level and assigning profile with data protection level to the helpdesk
support to enable the helpdesk support to access the external system. Hereinafter, this
specification will describe the present invention according to the preferred embodiments.
It is to be understood that limiting the description to the preferred embodiments of the
invention is merely to facilitate discussion of the present invention and it is envisioned

without departing from the scope of the appended claims.

A currently available helpdesk system is configured by linking the helpdesk system to at
least one customer which logs in issues into the helpdesk system. The helpdesk system
is further linked to at least one storage which includes a knowledge base and a helpdesk
support which is linked to a user authentication and authorization module to verify
authentication and authorization of the helpdesk support. The currently available
helpdesk system provides that, the helpdesk support can only rely upon information
provided by the customer or the storage to resolve the issues logged in by the customer
in the helpdesk system. Since the helpdesk system is not linked to an external system,
the helpdesk support is unable to access the external system to retrieve required
information which including sensitive or confidential information to resolve the issues
logged in by the customer. Such a problem will cause a delay in resolution time due to
lack of information accessible by the helpdesk support.

The present invention provides a solution to the above-mentioned problem by enabling
the helpdesk support to resolve the issues or problems within a short resolution time by
integrating the helpdesk system with the external system through an embedded module.
The present invention provides a secure external information access protection based on
data protection level to prevent sensitive information from being abused or harmed by
helpdesk support, administrator and other authorized personnel.

Figure 1.0a illustrates a schematic diagram of integration of helpdesk system and an
external system through an embedded module of the present invention (100a). As
illustrated in figure 1.0a, the helpdesk system of the present invention comprises at least
one customer (101), at least one storage (103) and a user authentication and
authorization module (105). The present invention provides that the at least one customer
(101) is linked to the helpdesk system (102) whereby the at least one customer (101) logs



10

15

20

25

30

WO 2020/111929 9 PCT/MY2019/050085

in issues into the helpdesk system (102). The helpdesk system (102) is linked to a
helpdesk support (104) to enable the helpdesk support (104) to resolve issues logged in
by the customer (101) to the helpdesk system (102). The helpdesk system (102) is further
linked to the at least one storage (103) having knowledge base and frequently asked
questions of specific domains for enabling the helpdesk support (104) to provide technical
assistance to resolve issues logged in by the customer (101) to the helpdesk system
(102). The helpdesk support (104) is further linked to a user authentication and
authorization module (105) for verifying authentication and authorization of the helpdesk
support.

The present invention provides that the external system (107) comprises a collection of
specific domain related information which includes sensitive information which cannot be
published or shared with others and is only accessible by an authorized person in an
organization. The present invention provides that the helpdesk system (102) and the
external system (107) is integrated through an embedded module (106) enabling the
helpdesk support (104) to access the external system (107).

The embedded module (106) comprises a Configuration module (106a), a Dome Profile
module (106b), a Data Taxonomy module (106c), an Auditing module (106d) and a
Monitoring module (106e). A detailed explanation of each module is described in the

following sections.

Reference is now made to figure 1.0b which illustrates a schematic diagram of the
architecture of the helpdesk system of the present invention (100b) which enables the
helpdesk support (104) to access the external system (107) and the storage (103)
through integration of the embedded module to resolve issues logged in by the customer
onto the helpdesk system. As illustrated in figure 1.0b, the connection between the
helpdesk system and the external system based data protection level are configured in
the Configuration module (106a). The data protection level can be generated

automatically or through manual configuration.

Upon establishing the connection between the helpdesk system and the external system
(107) and upon configuring the data protection level with assumption that the user
identification has full read access or authorization to the external system, Data Collector
which resides within the Data Taxonomy module (106¢) will mark and classify tables and
fields of information of the external information in the external system based on the data
protection level.
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Examples of default data protection levels includes P, Public; |, Internal use; C,
Confidential; and T, Top secret whereby public refers to information that if breached
owing to accidental or malicious activity would have an insignificant impact on the
Company’s activities and objectives; Internal use refers to information that if breached
owing to accidental or malicious activity would have a low impact on the Company’s
activities and objectives; Confidential refers to information that if breached owing to
accidental or malicious activity would have a medium impact on the Company’s activities
and objectives; and Top Secret refers information that if breached owing to accidental or
malicious activity would have a high impact on the Company’s activities and objectives.

However, information protection levels are not limited to these levels.

The present invention provides that the default data protection level is marked as data
protection instructions P depending on the data classification standard of the information

in the external system.

Dome profile module (106b) comprises a collection of profiles created by the helpdesk
support (104). Each helpdesk support (104) will be assigned a profile with data protection
level by the Dome profile module (106b). The Dome profile module (106b) allows the
helpdesk support to access different information from the external system (107) based on
the data protection level assigned to the profiles.

The transaction of external information accessed by the helpdesk support (104) can be
traced by enabling an Auditing module (106d). The helpdesk support may enable or
disable the Auditing module (106d) based on their requirement. Further, the present
invention provides that the helpdesk support may enable or disable a Monitoring module
(106e) based on its requirement. Once the Monitoring module (106e) is enabled, the
helpdesk system will monitor the external information access transaction in the Auditing
module (106d) and generates a report based on the external information access

transaction.

Reference is now made to figure 2.0 which illustrates a schematic diagram of an
exemplary (200) data protection level configuration, Data Taxonomy module classifying
the external information based on data protection level and Dome Profile module
assigning profiles with its data protection level. As illustrated in figure 2.0, data protection
level is configured automatically or through manual configuration in the Configuration
module (201) whereby default data protection level is configured automatically. Generally,
default date protection level is set as data protection level 1 with data protection
instruction P, Public. The data protection level is configured based on data classification
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standard and not limited to Public, P; Internal use, |; Confidential, C; or Top Secret, T. It is
provided herein that other data classification standard may be utilized.

In order for the helpdesk system to read the information in the external system,
connection between the helpdesk system and the external system must be established in
the Configuration module (201).

Once the connection between the helpdesk system and the external system is
established, Data Taxonomy module (202) which comprises a Data Collector will mark
the tables and fields of the external information with data protection level of either Public ,
P; Internal use, |; Confidential, C; or Top Secret, T. In a default system, the tables and
fields are marked with data protection level instructions “P”. The tables and fields which
are not going to be accessed by the helpdesk support can be unmarked.

As illustrated in the Data taxonomy module (202), Table1 comprises Field1 to Field7 and
Table2 comprises Field1 to Field6. The Data Collector will mark the tables and fields with
data protection level instructions through a marking process. For example, in table 1, field
1 is marked with data protection level instructions P, whereas table1, field3 is marked
with data protection level instructions |.

Upon marking of the tables and fields, the helpdesk system will generate a marking table
metric for the helpdesk support for confirmation or verification. The verification process is
only required to be executed for the first time for initial configuration of the system. The
subsequent request will be configured automatically based on the marking table metric.

Thereafter, the Dome Profile module (203) will assign a profile to the helpdesk support
with data protection level. It is provided herein that some profiles might include multiple
data protection level. For example, Helpdesk 1 was assigned with profile1 and is allowed
to access the Tables and Fields which are marked as “P” (i.e. Data Protection Level1)
only whereas Helpdesk 4 which was assigned with profile7 is allowed to access Tables
and Fields which are marked as “I”, “C” and “T” which represents Data Protection level 2,

Data Protection level 3, Data Protection level 4 respectively.

The present invention further provides a method for steering a helpdesk support to
enable a helpdesk system to access an external system. Reference is now made to
figure 3.0 which illustrates an overview of the general methodology of the present
invention which involves integrating the helpdesk system with the external system by the
embedded module. The method (300) comprising steps of linking the helpdesk system to
at least one customer (302) whereby the customer logs in issues into the helpdesk
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system. The helpdesk system is further linked to at least one storage (304) whereby the
storage having knowledge base and frequently asked questions of specific domains. The
present invention further provides that, the helpdesk support (306) which provides
technical assistance to resolve the issues logged in by the customer to the helpdesk
system. Further, the helpdesk support is linked to a user authentication and authorization
module (308) for verifying authentication and authorization of the helpdesk support. The
present invention further provides that, the helpdesk system is integrated with an external
system by an embedded module (310) for enabling secured access to the external
system by the helpdesk support.

As illustrated in figure 3.0, integrating helpdesk system with external system by an
embedded module further comprises steps of configuring a Configuration module (310a).
A Detailed explanation of the steps involved in configuring a Configuration module is
illustrated in figure 4.0. Subsequently, the Data Taxonomy module (310b) will classify and
mark tables and fields of external information of the external system with a specific data
protection level. Thereafter, the Dome Profile module (310c) which comprises a collection
of profiles will assign profiles with data protection level to the helpdesk support for
enabling the helpdesk support to access the external system. The Auditing module
(310d) will continue to trace the external information access transaction by the helpdesk
support. Upon tracing the external information access transaction by the Auditing module,
the Monitoring module (310e) will monitor the external information access transaction in
the Auditing module and proceeded to generate a report based on the audited external

information access transaction.

Reference is now made to figure 4.0 which illustrates the steps involved in configuring a
Configuration module (400) to establish a connection between the helpdesk system and
the external system (401). As illustrated in figure 4.0, configuration of connection between
the helpdesk system and the external system (401) further comprising steps of
configuring data protection level (403), Auditing module (409) and Monitoring module
(411). In configuring a connection between the helpdesk system and the external system
(401) it is first determined if the connection between the helpdesk system and the
external system is established (402) providing that the letter of agreement is already
signoff between the external system and the helpdesk system. If a connection is
successfully established (402) the configuration of connection between helpdesk system
and external system is completed. However, if a connection between the helpdesk
system and the external system is not established (402a), an error message will be
displayed in the helpdesk system and error log will be resolved (620) by reconfiguring the
connection between the helpdesk system and the external system and the step 401 is
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reiterated. Upon establishing the connection between the helpdesk support and the
external system, the configuration of connection between helpdesk system and external
system is completed.

In configuring the configuration of data protection level (403) it is first determined if the
data protection level is generated automatically. If the data protection level is generated
automatically (404a), the configuration module (400) proceeds to use default data
protection level (405); and the data protection level configuration is considered as
completed.

However, if the data protection level is not generated automatically (404), a new data
protection level is created (406) by the helpdesk support by creating data protection
instructions and description (407). Thereafter, the created data protection level, the data
protection instructions and its descriptions are stored in the storage (408).

In configuring an Auditing module (409), auditing parameters (410) are set based on the
helpdesk support requirements. Upon setting the auditing parameters, said auditing
parameters are stored (408) in the storage.

In configuring a Monitoring module (411), monitoring parameters (412) are first set based
on the helpdesk support requirements. The monitoring parameters include an email
notification for alerting the helpdesk support. Upon setting the monitoring parameters, the
monitoring parameters are stored (408) in the storage.

Reference is now made to figure 5.0 which illustrates the steps involved in classifying and
marking external information of the external system with data protection level by Data
Taxonomy module (500). As illustrated in figure 5.0, in classifying and marking the
external information of the external system with data protection level, the establishment of
connection to the external system is confirmed (501) in the configuration module (401).
Subsequently, all tables and fields in the external storage system are read (502). Upon
reading the tables and fields in the external system, the helpdesk support determines if
the tables and fields of the external storage system are marked automatically (503). If
automatic marking is selected, the helpdesk system will generate a data protection metric
report utilizing auto marking data protection instructions. It is provided herein that auto
marking data protection instructions is set as Public, P. Thereafter, the data protection
metric report is verified by the helpdesk support. Step 503 is reiterated if non-correlation
of the helpdesk support with the data protection metric report is observed (506a). Else
proceed to save the data protection metric report in the storage (507).
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If automatic marking option is not selected (503a), the helpdesk support is required to
mark the tables and fields with data protection instructions (504) of either Public, P;
Internal use, I; Confidential, C; or Top Secret, T; then a data protection metric report is
generated utilizing data protection instructions (505). Subsequently, the data protection
metric report is verified by the helpdesk support. If the helpdesk support does not agree
(506a) with the data protection metric report, step 503 is reiterated. Else proceed to save
the data protection metric report in the storage (507). The data protection metric report
will be used by Dome Profile module to allow the helpdesk support to access the tables
and fields of the external information.

Reference is now made to figure 6.0 which illustrates the steps involved in Dome Profile
module (600) for assigning profile with data protection level to helpdesk support. As
illustrated in figure 6.0, it is first determined if the profile is generated automatically (601).
If the profile is generated automatically (601a), a default profile is created (620) by
utilizing default data protection level. Thereafter, the default profile is assigned (604) to
the helpdesk support. It is provided herein that the default profile is assigned with data
protection level 1 which enables the helpdesk support to access fields and tables of
external information which marked with data protection level instructions “P”. However, if
automatic profile creation is not selected (601), a new profile is created (602). For
example Profile1, Profile2, and etc. Subsequently, data protection level (603) is assigned
to the created profile. It is provided herein that the data protection level has been
generated in the configuration module in step 403. Thereafter, the profile will be assigned
to the helpdesk suport (604) which allows the helpdesk support to access the external
data system with data protection level according to the data protection level assigned to
its profile. For example, Helpdesk Support1 with profile1 is only allowed to access the
public information in the external system whereas Helpdesk Support2 with profile2 is

allowed to access the Internal use information.

Reference is now made to figure 7.0 which illustrates the steps involved in Auditing
module (700) for tracing the external information access transaction by the helpdesk
support. The present invention provides that the Auditing module can be enabled or
disabled based on the helpdesk support requirements. As illustrated in figure 7.0, it is first
determined if the Auditing module is enabled. If the Auditing module is enabled (701),
access transaction of the external system by the helpdesk support is traced (702) and the
transaction log is stored (703) in the storage. Thereafter, an auditing report is produced
and an audit trail will be displayed by the helpdesk system (704). However, the process
will end if the Auditing module is disabled (701a).
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Reference is now made to figure 8.0 which illustrates the steps involved in Monitoring
module (800) for monitoring the external information access transaction in the Auditing
module and generating a report based on the audited external information access
transaction. The present invention provides that the Monitoring module can be enabled or
disabled based on the helpdesk support requirements. As illustrated in figure 8.0, it is first
determined if the Monitoring module is enabled (801). If the Monitoring module is enabled
(801), information of access transaction by the helpdesk support in the Auditing module
(802) is retrieved. Thereafter, the profile information in the Dome Profile module is
obtained (803) and a monitoring report is generated based on the information access
transaction by the helpdesk support in the Auditing module and profile information in the
Dome Profile module (804). However, the process will end if the Monitoring module is
disabled (801a).

In conclusion, the distinctiveness of the present invention lies in the an integration of the
helpdesk system and the external system through an embedded module enabling the
helpdesk support to access sensitive information on a specific domain to resolve any
possible issues in the helpdesk system.

Unless the context requires otherwise or specifically stated to the contrary, integers,
steps or elements of the invention recited herein as singular integers, steps or elements
clearly encompass both singular and plural forms of the recited integers, steps or

elements.

Throughout this specification, unless the context requires otherwise, the word “comprise”,
or variations such as “comprises” or “comprising”, will be understood to imply the
inclusion of a stated step or element or integer or group of steps or elements or integers,
but not the exclusion of any other step or element or integer or group of steps, elements
or integers. Thus, in the context of this specification, the term “comprising” is used in an
inclusive sense and thus should be understood as meaning “including principally, but not

necessarily solely”.
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CLAIMS

1. A system (100) for steering a helpdesk support (104) to enable a helpdesk system
(102) to access an external system (107), wherein

the helpdesk system (102) comprising:
at least one customer (101) linked to the helpdesk system (102)
whereby the customer (101) logs in issues into the helpdesk
system (102);
at least one storage (103) linked to the helpdesk system (102)
whereby the at least one storage (103) having knowledge base and
frequently asked questions of specific domains; and
a user authentication and authorization module (105) linked to the
helpdesk support (104) for verifying authentication and
authorization of the helpdesk support (104);

the external system (107) having a collection of specific domain related

information; and

the helpdesk system (102) and the external system (107) is integrated

through an embedded module (106),

characterized in that

the embedded module (106) further comprises:
a Data Taxonomy module (106¢) comprises at least one Data
Collector for classifying and marking tables and fields of the
external information with data protection level based on data
classification standard for generating data protection metric;
a Dome Profile module (106b) comprises a collection of profiles
and assigning profiles with data protection level to the helpdesk
support (104) for enabling the helpdesk support (104) to access the
external system (107);
an Auditing module (106d) for tracing access transaction of the
external information by the helpdesk support (104);
a Monitoring module (106e) for retrieving the external information
access transaction by the helpdesk support (104) in the Auditing
module (106d) and generating a report based on the external
information access transaction; and
a Configuration module (106a) for configuring a connection
between the helpdesk system (102) and the external system (107),
configuring Dome Profile module (106b) for assigning profiles with
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data protection level to the helpdesk support (104), configuring
parameters for Data Taxonomy module (106c¢), configuring Auditing
module (106d) and configuring Monitoring module (106e).

2. The system according to claim 1, wherein the helpdesk system (102) is linked to
the helpdesk support (104) to enable the helpdesk support (104) to resolve issues
logged in by the customer (101) to the helpdesk system (102).

3. The system (100) according to claim 1, wherein the data protection metric
generated by the Data Taxonomy module (106c¢) is utilized by the Dome Profile
module (106b) to enable the helpdesk support (104) to access the tables and
fields of the external information.

4. A method (300) for steering a helpdesk support (104) to enable a helpdesk
system (102) to access an external system (107) wherein, the method comprising
steps of:

linking (302) the helpdesk system (102) to at least one customer (101)
whereby the customer (101) logs in issues into the helpdesk system (102);
linking (304) the helpdesk system (102) to at least one storage (103)
whereby the storage (103) having knowledge base and frequently asked
questions of specific domains;
linking (306) the helpdesk system (102) to the helpdesk support (104) to
enable the helpdesk support (104) to resolve issues logged in by the
customer (101) to the helpdesk system (102);
linking (308) the helpdesk support (104) to a user authentication and
authorization module (105) for verifying authentication and authorization of
the helpdesk support (104); and
integrating (310) the helpdesk system (102) with an external system (107)
by an embedded module (106) for enabling secured access to the external
system (107) by the helpdesk support(104),
characterized in that
integrating (310) the helpdesk system (102) with the external system
(107) by the embedded module (106) further comprising steps of:
configuring (310a) a Configuration module (106a);
classifying and marking (310b) external information of the external
system (107) with data protection level by a Data Taxonomy
module (106c¢);
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assigning (310c) profile with data protection level to the helpdesk
support (104) by a Dome Profile module (106b) for enabling the
helpdesk support (104) to access the external system (107);

tracing (310d) the external information access transaction by the
helpdesk support (104) through an Auditing module(106d); and
monitoring (310e) the external information access transaction in the
Auditing module (106d) and generating a report based on the said
external information access transaction through a Monitoring
module (106e).

5. The method (300) according to claim 4, wherein configuring (310a) the

Configuration module (106a) further comprising steps of:

configuring (401) a connection between the helpdesk system (102) and the

external system (107);

configuring (409) an Auditing module (106d); and

)
(
configuring (403) data protection level;
)
)

configuring (411) a Monitoring module (106e);

wherein,

configuring (401) a connection between the helpdesk system (102)
and the external system (107) further comprising steps of:

completing (402) connection between helpdesk system
(102) and external system, if the connection between
helpdesk system (102) and external system (107) is
successfully established;

displaying an error and resolving the error log (420) by
reconfiguring the connection, if the connection between
helpdesk system (102) and external system (107) is not
successfully established (602a); and

establishing (107) connection between helpdesk system
(102) and external system (107);

configuring data protection level (403) further comprising steps of:

proceeding (405) to use default data protection level, if the
data protection level is generated automatically (404a);
completing the data protection level configuration;

creating (406) a new data protection level, if data protection
level is not generated automatically (404);

creating (407) data protection instructions and description;
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saving (408) the created data protection level, the created

data protection instructions and the description in the

storage (103); and

completing the data protection level configuration;
configuring (409) an Auditing module (106d) further comprising
steps of:

setting (410) auditing parameters; and

saving (408) the auditing parameter in the storage (103);

and
configuring (411) a Monitoring module (106e) further comprising
steps of:

setting (412) monitoring parameter; and

saving (408) the monitoring parameter in the storage (103).

6. The method according to claim 4, wherein classifying and marking (310b) the

external data of the external system (107) with data protection level by Data

Taxonomy module (106c¢) further comprising steps of:

confirming (501) establishment of connection to the external system (107)

during configuration of connection between the helpdesk system (102) and

the external system (107);

reading (502) tables and fields in external storage system; and

determining if the tables and fields are marked automatically;

if automatic marking option is chosen (503);

generating (505) a data protection metric report utilizing auto

marking data protection instructions;

verifying (506) the data protection metric report;
if the helpdesk support (104) does not correlate (506a) with
the data protection metric report, reiterating step (503); else
proceeding (507) to save the data protection metric report in
the storage (103); and

if automatic marking option is not chosen (503a);

marking (504) the tables and fields with data protection

instructions;

generating (505) data protection metric report utilizing data

protection instructions;

verifying (506) the data protection metric report;
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if the helpdesk support (104) does not correlate (506a) with
the data protection metric report, reiterating step (503); else
proceeding to save (507) the data protection metric report in
the storage (103).

7. The method according to claim 4, wherein assigning (310c) profile with data
protection level to the helpdesk support (104) by Dome Profile module (106b) for
enabling the helpdesk support (104) to access the external system (107) further
comprising steps of:

determining (601) if profile is generated automatically;

if (601) automatic profile creation is chosen;
creating default profile (620) utilizing default data protection
level; and
assigning (604) profile to the helpdesk support (104); and

if automatic profile creation is not chosen (601a);
creating (602) a new profile;
assigning (603) profile to data protection level generated
during data protection level configuration (403); and
assigning (604) profile to the helpdesk support (104).

8. The method according to claim 4, wherein tracing (310d) the external information
access transaction by the helpdesk support (104) through Auditing module (106d)
further comprising steps of:

tracing (702) access transaction of the external information system
by a helpdesk support (104), if the Auditing module (106d) is
enabled (701);

saving (703) the transaction log in the storage (103); and

producing (704) an auditing report and displaying audit trail by the
helpdesk system (102).

9. The method according to claim 4, wherein monitoring (310e) the external
information access transaction in the Auditing module (106d) and generating a
report based on the said external information access transaction through
Monitoring module (106e) further comprising steps of:

retrieving (802) information of access transaction by the helpdesk
support (104) in the Auditing module (106d), if the Monitoring
module (106e) is enabled (801);
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obtaining (803) profile information in the Dome Profile module
(106b); and

generating (804) a monitoring report based on the information of
the access transaction by the helpdesk support (104) in the
Auditing module (106d) and profile information in the Dome profile
module (106b).
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