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Processing load on an executing device for conducting
playback is high during the playback of contents since the
executing device performs verification of the contents valid-
ity in parallel with the contents playback, and therefore the
executing device has to be equipped with a highly efficient
processor. The present invention reduces the processing load
involved in the verification by using, for the verification,
only a predetermined number of encrypted units selected
randomly from multiple encrypted units constituting
encrypted contents recorded on the DVD. In addition, the
present invention is capable of improving the accuracy of
detecting unauthorized contents to some extent by randomly
selecting a predetermined number of encrypted units every
time the verification is performed.

-7 T / 1100
F=:::::: ________________________________________ ¢
§
1102 1103 EXECUTIILQ;(M | 1114
| ngggyﬁﬁg KEY BLOCK DEVICE :
{ GENERATING UNIT INFORMATION | |
! UNIT STORING UNIT |
| N | :
CONTENTS 1101 1105 ‘—q 1106 !
| UNIT
i ENCRYPTION . .
INPUTUNIT [} GENERA- I~ PROCESSING UNIT ™| RECORDING A
: T : UNIT TODVD
: —] !
o 1107 |
Pt HEADER INFORMATION [ ‘
| 1112 GENERATING UNIT ;
i | SIGNATURE !
[ KEY .
' | STORING 111 !
! UNIT Lsf  SIGNATURE |~ |
. {/:(11 13 INFORMATION ;
: GENERATING UNIT !
{
i :
DISTRIBUTING, DEVICE




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 1 of 71

and

€=

IDIAIG 0051
ONILNDIX3
>, g

, m}

0091 -

[ ]
— =
oLt
ERLE(
ONILNGLSIA
0291~ HOLINOW
L ~ RIE




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 2 of 71

anaol<

IDIAIA'ONILNEGNLSIA
U
_ “
H ! LINA ONILVY¥IANTD — !
; NOILYNJOANI cLLL )
_ ONIYOLS "
“ AT !
_ TINLYNDIS | !
_ LINN ONILYYINTD ZLLL— “
M | NOILLYIWHOSNI ¥3QV3H S
| 2011 W
“ \Jr _ “
1_4_23 1 i
DNIGHOOR || TN oNisso0ad ]| INLINEL L e tnan
‘ _ NOILdA¥ONT ol
| | ~ _,||_ oL
m 0Ll soLt— oo ,
“ ‘ _I “
11 LINM ONOLS LINN !
' NOILYWYOANI LINN ONILYYINTD ONLLYHANTD | |
) IAIA 0019 ADI _
_ ! ONLLNDIX3 : APASINAINOD |
pLLL— ' poLL— oLl 20LL— !
\.Illll.lll.lll.l.ll.l.ll.lllllIIII.I.IIllll|l||l||lll”l\.H“L
0oLL ST T
_mq_& 2'94

SINALNOD



Patent Application Publication Aug. 23,2007 Sheet 3 of 71 US 2007/0198838 A1

FIG.3
1120
CONTENTS

FILE 1121
[CNT1 |

FILE 1122
[CNT2] |

FILE | 1123
[CNT3]

FILE 1124
[CNTc] |




Patent Application Publication Aug. 23,2007 Sheet 4 of 71 US 2007/0198838 A1

FIG.4
1104
EXECUTING DEVICE
INFORMATION STORING UNIT
1130
K
DEVICE
IDENTIFIER | DEVICEKEY
1131 AD 1 _ e
AID_2 DK_2
AlID 3 DK_3
AID_n DK_n




Patent Application Publication Aug. 23,2007 Sheet 5 of 71 US 2007/0198838 A1

FIG.5
KEY BLOCK /1150
DEVICE ENCRYPTED
IDENTIFIER CONTENTS KEY
1141 AD_1 Enc(DK_1,CK) [~1142
AD_? Enc(DK_2, CK)
AlID_3 Enc(DK_3, CK)

AlD_n Enc(DK_n, CK)




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 6 of 71

oll

| rwoing rwoian) |
poLL— .
mm/ﬂ . .

| reiny reian) |
rzoing rZan) |
uN...,H,.......,,,.,.,....,HH.IH..,.HH_
[ TLin] riLaing |
| 1INN ¥3LINAA)LINA | |
L 98LL— NOILYWNOANI
N N LNA
BT -1

L6LL" 1 INDIds | 3114 LITdS

[OLND]

T4
vl

FeIND]

1714
e~
[Z21ND]

3714
22l

[LLND]

Ll

| roINDids | rPad] |

6LLL .

g/l . .

| TeiNDids) reaid] |

\1| rzinoidsy rzadl |

\ !
R__\l_um......,.,.,‘...........u,.,.............,,1......1-_

| TLINOIDS] FLaid] “

| 30410dS | Jy3ENAANITE| D

AV NOLLYWHOANI

I B A14.L0dS

l9il

9.1 _\ﬂzﬂzou 11dS

09LL—

9'0l4

T4
12l

SIN3INOD

ozLL—



Patent Application Publication Aug. 23,2007 Sheet 7 of 71 US 2007/0198838 A1
FIG.7
__1200
UNIT PICK-OUT INFORMATION
| FILEINFORMATION T )
| /,_/1211 /_/1216 [_/1221:
l FILE FILE IDENTIFYING UNIT ' 11201
i | IDENTIFIER INFORMATION NUMBER | #]
|___TFID1] [AD1] INTT
N ea— T ——— 1] 1202
| TFD2] [AD2) N2l [ FT
N e B e T I 0 Lz
| [FD3] [AD3) DT S
| TFiDc) [ADc] Ne) |12




=

e =]

2

K

S — !
S | rwian) (woina) K  TwTing woiain) |
> e | : "
A bl e vm:\T&“ ............................. i
-]

S . . . :

s R
0 ' “ X _ _ “
3 vz 4| e Land re7inal K — e in re-iaing |
7 B Sar——— TR e s m— “
S — "
“ A =1 Tz Lan] [2-inal & ~ Iz ing re-an] |
& chel7p L~ L I L L U i WS |
2 ettt Tl :
- [ T1 tain] TR Ty ritang |
£ | [¥3HILNIAILIND) | LINN GALdANONS /r;;m _ m 1INN ¥ALLNIA! LN
E el gL~ R PRI T T |
= | NOLLYINYO:NI LINN G3LdAYIN ! el NOILVWYOANI LINN !
F= N HN SO thvudifchodutushe bopschtotinsuentintyiidahiost SN N NS SO ok Adbvieintihtstidl
=

g [LANDIdST] 314 LI1dS A3 LdAYONT [ LANDIdS | 3714 L1dS

.m 1521 L2

= 80l

g

5

[~™



Patent Application Publication Aug. 23,2007 Sheet 9 of 71 US 2007/0198838 A1

FIG.9
1330

ENCRYPTED CONTENTS

_____ E_N_CRYPTED FILE _ 1331
P ]-ECNT'I_I : :

,....._.___......._ ...-.....- -

ENCRYPTED FlLE ' ‘**’1 333

-.._,-..--——.. .-..: ______

—

CRYPTED FILE i 1334

' TECNTc] | |

'
— L_...
‘|
—




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 10 of 71

[979L LVH] & [o1NDIds] | [oqid ] m
vl | o/
€19l LvH] k [€INDIds3 ] reqm] !
A R i ———
[Z79LLVH] k [ZINDIds3 | [zai] m
[9.12VH] VA2 0l I e e———_l
TavL P _
HSVH dN¢ [L79L1IVH] ! [LINDIdsT | BET !
I19V.L HSVH 1S1 3714 L1dS a3LdAoNa| [¥FIHLNEa T4 !
6921 19z1— A4 sa NOLLYWYOANI 114 |!
M 1I1dS A3LdAEONT ||
NOLLYWHOANI ¥3aVaH SLINAINOD 117dS a3ldayong  L9Ll
09zl oLzL—
oLdId




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 11 of 71

#8217

€821l

28217

18¢ L ]

NOILLVIWHOINI HSYH LINN

[L79LLVH] 379VL HSVH 1S1

[wLain] [WTLVHN] e
re~Lang €~ LVHN] :
rz-Lan) [27LvHN] :
L Lang 17 LVHN] !
HIALNIAI LN | 3NTIVA HSYH LIND S
181 L

L9z~

l

Y44

L™

- fw™in3) [woiang |
S S rrel
Y — — _|-evel
 TeTinal reTang |~

m [ 1N3] [ Lan] uﬁ/mvm—
".. lllllllllllllllllllllllllllllllllllllllllllllll 1

| TLind] ri-ian] | sq-Lvel
"|.LINN @3LANONS | [¥3IHLLNAl :z:/m/
oLezL— Y L8lLlL
. NOILVINHOANI LINN 031dAYONS |

[ LLINDIds3 |
314 L1dS 03 LdAYONT

1Sz



11614

Patent Application Publication Aug. 23,2007 Sheet 12 of 71 US 2007/0198838 A1
FIG.12
1269
2ND HASH TABLE [HA2TBL |

]: FILE HASH INFORMATION 1291 %%ﬂ/ 1301
. |FILE IDENTIFIER] | FILE HASH VALUE |\

' |__[FIDT] [FHA1] |

N Eeee— T | 1302
! [FID2] [FHAZ ] 1 30

| [FID3] [FHA3 1303
y e :ZH/ 1 304
| [FIDc] [FHAC] |

e e e e e e e e e e me e e e e e v e e e b e e e e e e e e 4




Patent Application Publication Aug. 23,2007 Sheet 13 of 71 US 2007/0198838 A1

FIG.13
1269
1113
2ND g
HASH
TABLE 4 L, {~/1310
. SIGNATURE
SIGNATURE INFORMATION
GENERATING
ALGORITHM
UNIT PICK-OUT
INFORMATION

1200



Patent Application Publication Aug. 23,2007 Sheet 14 of 71 US 2007/0198838 A1

FIG.14
__1500

DVD

KEY-BLOCK 1510

UNIT PICK-OUT INFORMATION

FILE INFORMATION
= 1542
FILE INFORMATION .
1580
ENCRYPTED CONTENTS
__1581 1582 1587
' ENCRYPTED FILE ; EREEEE EEREE
POUATECNTTL bob i RN
- 1550
HEADER INFORMATION
__1551 1552 __1557
1ST HASH TABLE 1ST HASH 1ST HASH
[HATTBL1 TABLE TABLE
BEIE\E' EIEI [HA1TBL2] | * ° ° |[HATTBLc]
__1556
1561 2ND HASH TABLE
]J ij1 562 1563 ET1567
1571 7575 E‘fwsn

SIGNATURE
INFORMATION —1570




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 15 of 71

3DIA3A DNILLNDAXT 1091

A 1 X
P eI~ LIND ONIAAIIA :
; LINA ONROLS NOLLYWYOAN! ”
' | ADINOILYOIHIYIA FUNLYNOIS _
NPT Tt LgL— |
| |
! }
| M
H
, ! 1INN

< ; LINM BNLLNO3XT “

MOLINOW OL| P |oNwinoov
| 9091 !
: 6091 8091 !
v BP9 “
\ 7 7 ;
v TdoIay rdaiv) M
_ 1INA ONIYOLS LINN ONRINODY ;
“ ADI FDIAIA ADI SINFLINOD !
m, 2091 !
0091 e

NmJE S1OH

anda



US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 16 of 71

fe1dl LYHdIY ]
I19V1L HSVH 1S
a3idvid3ad

[€IND3]
3714 A31LdAHONT

€851

-
e o o

[19L 2vH d3d )
T1avL
HSVH aNZ
3DV 1dId
NOIL-
VYINID
6591

cegl

[€18LLVH]
J19VL HSVH 1St

€g5L—

(9L LYHdI ]
319V.L HSVH 1S
aiovidid

[ LIND3]
3714 A3LdAHONS

1861

L9l

[19L 2VH]
319v.L

HSYH aNZ
9551

[L19dLLVH]
II9V.L HSYH LS

-1 Lad]

1551

Sd3141LNAd!
ERIEREENIE RERY)

N

€eql



US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 17 of 71

| [N [2ay | roai4] m
. — | S3031d 2 40
ey [EN] reav] [eqaid) < 110 S3031d
s+ | TeN) rzav] read) |
“ [N [1av] riai] “
! NOLLYYOANI !
i [eanN | [ RQYVRRG TN, | HaNEd 31| |
” LESL— "
| NOLLYYOANI 3114 !
NOLLYIWHOANI LNO-YDId LINN

0sSL—
Z 1 Old



US 2007/0198838 A1l

T e e e e e e e e e

Patent Application Publication Aug. 23,2007 Sheet 18 of 71

Tt m  m m  m mm s e e e e e i b e e e e A = —— o —— —— .

(€1
ain]

(e 1

w1
an|

(11

1
1
i
1
1
1
1
!
1
1
1
i
i
I
1
)
1
!
I
|

e e e e

!




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 19 of 71

(191 2VHdTY |
319V.L HSYH ANZ d40Vid3d

.« « .| TE19L LYHA3Y]




Patent Application Publication Aug. 23,2007 Sheet 20 of 71 US 2007/0198838 A1

FI1G.20
1639
REPLACED 1613
2ND HASH 2
TABLE {} 1570
[REPHAZ TBLJ | | _ SN
" SGNATURE ~ L_INFORMATION
VERIFYING
ALGORITHM
UNIT PICK-OUT
INFORMATION

(

1530



Patent Application Publication Aug. 23,2007 Sheet 21 of 71 US 2007/0198838 A1

FIG.21
(COPERATIONAL BEHAVIOR OF DISTRIBUTING DEVICE )
N

ACQUIRE CONTENTS INPUT  [~S1011
GENERATE C(I)NTENTS KEY [~S1012

T
EXECUTING DRVICE INFORMATION STORING UNIT [~ S1013
GENERATE lKEY BLOCK - S1016

n
" REPEATFORALLFILES 5 > 1

]

GENERATE FILE IDENTIFIER AND  }-_51018
FILE IDENTIFYING INFORMATION

I
SPLIT FILE INTO m PIECES OF UNITS [~S1013

GENERATE UNIT NUMBER, AND GROUP GENERATED | 51020
FILE IDENTIFIER, FILE IDENTIFYING INFORMATION
AND UNIT NUMBER TO FORM FILE INFORMATION

|

GENERATE UNIT IDENTIFIERS $1021
EACH CORRESPONDING TO UNITS

I
GENERATE SPLIT FILE INFORMATION |~ 51022

|
( enporrepETTiON 51023
- |

GENERATE UNIT PICK-OUT INFORMATION |~ S1024

GENERATE ENCRYPTED SPLIT CONTENTS {~ 51026
BY ENCRYPTING INDIVIDUAL UNITS
I

GENERATE ENCRYPTED CONTENTS (~S1027

|

CALCULATE UNIT HASH VALUE BY ASSIGNING 51028
EACH ENCRYPTED UNIT TO HASH FUNCTION, |~
AND GENERATE c PIECES OF 1ST HASH TABLES




Patent Application Publication Aug. 23,2007 Sheet 22 of 71 US 2007/0198838 A1

FIG.22

ATl

/_,/81029

CALCULATE FILE HASH VALUE BASED ON EACH
1ST HASH TABLE, AND GENERATE 2ND HASH TABLE

/,/51031

GENERATE HEADER INFORMATION INCLUDING
GENERATED 1ST AND 2ND HASH TABLES

/_/51032

READ SIGNATURE KEY

/JS1033

GENERATE SIGNATURE INFORMATION BY APPLYING
SIGNATURE GENERATING ALGORITHM TO 2ND
HASH TABLE AND UNIT PICK-OUT INFORMATION
WITH THE USE OF READ SIGNATURE KEY

/31034

WRITE GENERATED KEY BLOCK, HEADER
INFORMATION, UNIT INFORMATION, SIGNATURE
INFORMATION AND ENCRYPTED CONTENTS TO DVD

( END )




Patent Application Publication Aug. 23,2007 Sheet 23 of 71 US 2007/0198838 A1

FIG.23 1500

51049 51049 $1049
1580 r/1511 1512 1513
| I
7 ]
|
"33 1550 155L7
AJ e
1551
& hs7| [hsze [sra| [hisza]
s / / s
S . Y N S S S N J
SIGNATURE
INFORMATION
Y570
S1051
i —1s7052 51052
S5 |[FASHFUNCTON HASH FUNCTION HASH FUNCTION

0| [

16317 | LS1059. | “1633 S1059— v ‘1637
[HASH FUNCTION HASH FUNCTION [HASH FUNCTION

1641 []1572 1643 1574 ljmzw

)

-
S1066 V¥ . 631 639
SIGNATURE | A2
VARFICATIoN | <2 g
|

SIGNATURE
INFORMATION |~—1570

L




Patent Application Publication Aug. 23,2007 Sheet 24 of 71 US 2007/0198838 A1

FIG.24
(_OPERATIONAL BEHAVIOR OF EXECUTING DEVICE )
!

READ KEY BLOCK, UNIT PICK-OUT INFORMATION
AND SIGNATURE INFORMATION FROM DVD
$1046.= , T . S1071

SELECT i PIECES OF FILE READ DEVICE IDENTIFIER

IDENTIFIERS.BY USING
RANDOM NUMBERS AND DEVICE KEY

L — S1041

, $1047 [ 51072
START OF REPETITION GENERATE CONTENTS
FOR GENERATING i PIECES OF KEY FROM READ DEVICE
REPLACED 1ST HASH TABLES IDENTIFIER, DEVICE KEY
l |

AND KEY BLOCK
EXTRACT UNIT NUMBER

CORRESPONDING TO
SELECTED FILE IDENTIFIER

L 51048

(_END OF REPETITION _J

PLAYBACK NO
FINISHED?
[ S1057

FROM UNIT INFORMATION 51074
| —S51049 PLAYBACK YES
GENERATE RANDOM NUMBER t PROHEET'%NN';“FOR
BEING1< t <READ UNIT NUMBER - NOTIFY
| NO PLAYBACK
READ tTH ENCRYPTED UNIT OF IMPRACTI
R oG
51057
DVD BASED ON FILE IDENTIFYING [ 510767
R
, READ ENCRYPTED | S1077
FILES FROM DVD
CALCULATE REPLACING UNIT
S QLR S0
HASH FUNCTION DECRYPTION |~ S1079
] ~ 51054
READ 1ST HASH TABLE »
CORRESPONDING TO EXPANSION |~ S1081
SELECTED FILE IDENTIFIER
l — 51056
GENERATE REPLACED 1ST HASH PLAYBACK }~S1082
TABLE BY REPLACING, WITH
CALCULATED REPLACING UNIT HASH 51084
VLUE, UNIT HASH VALUE CORRE-
SPONDING TO THE CALCULATED
REPLACING UNIT HASH VALUE




Patent Application Publication Aug. 23,2007 Sheet 25 of 71 US 2007/0198838 A1

FIG.25

B11

51059

CALCULATE REPLACING FILE HASH VALUES
BY ASSIGNING GENERATED REPLACED
1ST HASH TABLES TO HASH FUNCTION

51061

" READ 2ND HASH
TABLE FROM DVD

51063

GENERATE REPLACED 2ND HASH TABLE BY
REPLACING FILE HASH VALUES CORRESPONDING
-TO SELECTED i PIECES OF FILE IDENTIFIERS WITH

CALCULATED REPLACING FILE HASH VALUES

51064
READ VERIFICATION KEY

51066

PERFORM VERIFICATION OF SIGNATURE INFOR-
MATION BY USING GENERATED REPLACED
2ND HASH TABLE AND READ VERIFICATION KEY

S1067
SUCCESSFUL?

S1069

PLAYBACK PROHIBI YES
“TION INFORMATION

(" END OF VERIFICATION )




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 26 of 71

JDIAIA ONILNGIYLSIA

SIN3LINOD

|
i
| LINN ONILVHINTD N
_ NOLLYINYOANI F4NLYNOIS elil !
, LINN !
| L ONRIOLS AD |
! TNLYNOIS | |
i
| LINN ONILYY3NZD L “
: NOLLYWHOANI ¥3av3IH ]
| 1
I
2011 !
aAd LINN | |
< ! 1IN LINN _
0l 1Nd1N0 _ ONLLYYANTD k| ONISSTD0Nd &= LINN LNdNI
! 1INN NOILA¥ONT |
“ asoLL— qaooLL— ! qalott
| b |
| |
' [ LINN ODNNOLS LINN ”
" | NOLLYWYOANI LINM SNLLYYINID ONLLYHINID |
1 9NILND3X3 — :
pLLL— oLl oLl 0LL— !
\IllIllllllllll]ll\ll\llllIIllllIll.l]lI\lll.l..l”.H..U!.L
qooLL— g \\\\\\\\\
s 9Z'0l4



US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 27 of 71

J0IA3A ONILNERLSIg

SINIINOD

! S — LIND 1IN ONILVYINTD|
o bEeLlLL ONILYYINTD NOILLYWHOIN !
‘| LNnoNMoLs NOLLYINYOAINI NENIETY “
t | ADI NLYNOIS JUNLYNDIS — __
' ]
e | 1IN !
TINA _, LINN ONISSTO0Yd INILOFTIS !
ONIGYOITY [ NOILLAA¥INI soLz— |
viLz— : 6012 “
| LINN ONILYYINTD| |
| * A0079 A _
! TINM DNRIOLS p—
| NOILYINIO4NI €0le
i IDIAIA
! ONILND3X3 LINN ONLLYYINTD
! i AN SINILINOD
| bOL L
LINN 1NdN
oLz~
0oLz —
AL



Patent Application Publication Aug. 23,2007 Sheet 28 of 71 US 2007/0198838 A1

FIG.28
2120
2131 CONTENTS pio1
R ORMANG PARTIAL CONTENTS
[AD1] | [CNT1]
2132 2122
[AD2] PARTIAL CONTENTS
[CNT2]
2133 ~2123
[AD3 PARTIAL CONTENTS
[CNT3]
2137 ~2l2r
[ADc] PARTIAL CONTENTS
[CNTc)




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 29 of 71

roav | T9IND ]
NOILLYWHOANI | |SINTLNOD WILYVd
ONIAJLNTA | | IALY INISTd Ty

epLz-—

[2Qv] [ZIND]
NOILYWYOANI | |SINILNOD TWiLevd
ONIALLNTAL ||~ IALLYINISTddTY

21z

reav] [EIND ]
NOILYIWYOAN! | |SLNILNOD WLV
ONIAAIINGAL |1 IAILYINIS T

iz

-

T A A

6294

[OIND ]
SIN3dINOD
1vildvd

[oav |
NOILYINYOSNI
ONIAILNIAI

JSLz

[ZIND ]
SANILNOD
TVILEVd

[2Qv |
NOILYINHOLNI
INIALLLNAAI

[€IND]
SIN3INOD
viidvd

yeLz—

[€Qv |
NOILLVINJO4NI
ONIAFLLNAA]

[2IND]
SANILNOD
VILYvd

[LIND]
SINIINOD
1VILvd

SIN3IINOD

cclz

SA03id
103713S



Patent Application Publication Aug. 23,2007 Sheet 30 of 71

US 2007/0198838 A1
FIG.30
2160
SELECTED POSITION INFORMATION
o REPRESENTATIVE |
| DETECTING INFORMATION Ty
| -
{ [ IDENTIEYING IDENTIFYING ||
2171 INFORMATION INFORMATION }—2176
| IDENTIFIER |
| [ADID1 | [AD3 ] |
[ IDENTIFYING oentieyme 1
| . 2162
| INFORMATION INFORMATION | ¥
' 1 IDENTIFIER ,
3 [ADID2 ] [AD7 ] ;
' | IDENTIFYING IDENTIFYING 2163
| INEORMATION INFORMATION | ¥
'|  TADID3] [ADc] |1

________________________________________




Patent Application Publication Aug. 23,2007 Sheet 31 of 71

US 2007/0198838 A1l

FIG.31
2200
HEADER INFORMATION
B — 2207
| REPRESENTATIVE :
| HASH INFORMATION |
| [ IDENTIFYING PARTIAL |
2211 INFORMATION HASH VALUE H- 2216
' | TADID1] [HA3 ] g
e L, — 2202
. [ IDENTIFYING PARTIAL |
' | INFORMATION |
221 Z\T-\ IDENTIFIER HASH VALUE 2217
| TADIDZ] HAZ] |
e 2203
po1s ' [ IDENTIFYING PARTIAL ||
) "DENTRIER | | HASHVALUE [i-2218
' |___TADID3] [HAC] |




Patent Application Publication Aug. 23,2007 Sheet 32 of 71 US 2007/0198838 A1

FIG.32

__ 2220

ENCRYPTED CONTENTS

ENCRYPTED PARTIAL CONTENTS
[ECNT1]

ENCRYPTED PARTIAL CONTENTS
[ECNT2 |

ENCRYPTED PARTIAL CONTENTS
[ECNT3]

ENCRYPTED PARTIAL CONTENTS
[ECNTc]




Patent Application Publication Aug. 23,2007 Sheet 33 of 71 US 2007/0198838 A1

FIG.33
2500
DVD
KEY BLOCK ~ 2510

ENCRYPTED SELECTED }— 2530
POSITION INFORMATION

HEADER INFORMATION |~ 2550

SIGNATURE L2570
INFORMATION
ENCRYPTED ~ 2580

CONTENTS




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 34 of 71

dOLINOW OL <

JIAIA ONILNDIX3
[ LIND ONIAJIA TINN ONILLdA®O3A | |
| NOLLYWHOANI SINIINOD TVILHVd | |
! ¥3avad JAILVINISTHATY | !
L2192 9192~ m
| TINN ONIAIRAA | |
| zo_y<_>_molz_ !
SINALNOD | | LINM ONILNDIXT :@NM_W LVNDIS m
181927 m
” dAY !
[ nnonmo1s oo | !
1| A NOLLVOIHIEEA NOLLISOd :
12191 909z — } m
CHrdagliraav | LINN ONRINDOY | |
1] LINN ONI¥OIS AN SINAINGD ”
m A IDIAIG 20927~ |
L p09L
1097~ LINN DNRINOJV
0092
7E€OI4

and



Patent Application Publication Aug. 23,2007 Sheet 35 of 71 US 2007/0198838 A1

FIG.35
(" OPERATIONAL BEHAVIOR OF DISTRIBUTING DEVICE )

ACCEPTINPUT OF CONTENTS AND ¢ |~ 32011

PIECES OF IDENTIFYING INFORMATION

GENERATE CONTENTS KEY 52012

READ DEVICE IDENTIFIERS AND DEVICE KEYS FROM}— 52013
EXECUTING DEVICE INFORMATION STORING UNIT

GENERATE KEY BLOCK USING CONTENTS | — 52014
KEY, DEVICE IDENTIFIERS AND DEVICE KEYS

SELECT k PIECES OF REPRESENTATIVE | S2016
PARTIAL CONTENTS AND GENERATE
REPRESENTATIVE INFORMATION

GENERATE SELECTED POSITION INFORMA /5201 8
~TION AND HEADER INFORMATION FROM
REPRESENTATIVE INFORMATION

S2019

READ SIGNATURE KEY

GENERATE SIGNATURE INFORMATION FROM |— 52021
SIGNATURE KEY AND HEADER INFORMATION

ENCRYPT SELECTED POSITION 52022
INFORMATION USING CONTENTS KEY

ENCRYPT CONTENTS USING CONTENTS KEY |~ 529°

S2024

WRITE GENERATED KEY BLOCK, ENCRYPTED SELECTED
POSITION INFORMATION, HEADER INFORMATION, SIGNATURE
INFORMATION AND ENCRYPTED CONTENTS TO DVD

END



Patent Application Publication Aug. 23,2007 Sheet 36 of 71 US 2007/0198838 A1

FIG.36

(_ OPERATIONAL BEHAVIOR OF EXECUTING DEVICE )
|

READ KEY BLOCK, ENCRYPTED POSITION INFOR S2041
-MATION, HEADER INFORMATION, SIGNATURE —
INFORMATION AND ENCRYPTED CONTENTS FROM DVD

!
READ DEVICE IDENTIFIERS AND DEVICE KEYS |~ 52042

|

GENERATE CONTENTS KEY FROM READ DEVICE | 52043
IDENTIFIERS, DEVICE KEYS AND KEY BLOCK

DECRYPT ENCRYPTED SELECTED POSITION
INFORMATION USING CONTENTS KEY

I
READ VERIFICATION KEY | 52046

-

VERIFY SIGNATURE INFORMATION USING 52048
HEADER INFORMATION AND VERIFICATION KEY

S2049

L S2044

NO

SUCCESSFUL?

__ 52051

GENERATE k PIECES OF REPRESENTATIVE PARTIAL
CONTENTS BASED ON SELECTED POSITION INFORMA

-TION, ENCRYPTED CONTENTS AND CONTENTS KEY
: - 52052

GENERATE k PIECES OF VERIFYING REPRESENTATIVE
INFORMATION COMPOSED OF REPRESENTATIVE PARTIAL
CONTENTS AND IDENTIFYING INFORMATION IDENTIFIERS
I
VERIFY HEADER INFORMATION USING |~ $2054
VERIFYING REPRESENTATIVE INFORMATION

NO 52056

SUCCESSFUL?

__S2057

DECRYPTION OF ENCRYPTED CONTENTS
|
EXPANSION OF CONTENTS | 5208
|
PLAYBACK

52059

END



US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 37 of 71

dOLINOW
Ol

-~

IDIAIA ONLLNANLSIA
N I h
! ——— LINN ONILYYANTD LINN ONLLY¥INTD | |
| LINN ONIOLS NOLLYWHOANI NOLLYWYOANI | !
H1 A3 ™NLVYNDIS TUNLYNDIS ¥3avaH _
LZLLL wo,m\&k_“ 201e—~ 4 ;
11111111111111 _
LINA ” LINN LINN ONLOTTES | !
< ONISSID0Ud !
ONIQHODTY | NOLLAAEINT _ !
PLLE ™ T Yo soLg |
“ LINN ONLLYYINTD | !
| M08 AD |
! eotz— !
§ i

1 LINN ONRIOLS
I el
501 17 13OIAIAONILNDAXT| zo1z ! )
lolz~] LN LnaNi
ooLE—
/€Ol

SINJINGO



Patent Application Publication Aug. 23,2007 Sheet 38 of 71 US 2007/0198838 A1

FIG.38

3130

HEADER SELECTING INFORMATION

HEADER IDENTIFIER
[HEAD1 |

HEADER INFORMATION
[HEADZ2 |

HEADER INFORMATION
[HEAD3 |

" HEADER INFORMATION
[HEADa|




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 39 of 71

—— SINAINOD AILdAYONT
reubis | [2ubis | [LubIS |
NOILLVINYOANI NOLLYWHOANI pece | NOLLYWIOSNI
TINLYNOIS TUNLYNDIS JUNLYNDIS
[edvaH] [20v3aH] [LavaH]
NOILYWYOANI NOILYINYOANI ccce | NOLLYWHOANI
J43avaH ¥3avaH ¥IavaH
RN . [2S0d3] [1S0d3]
NOILYWYHOINI NOILLYWYOANI NOILLYWHOANI
'NOILISOd G31D3T3S NOILISOd A310313S | | zese 1 NOILISOd 3LD313S
A3LdA¥ONT A3LdA¥ONT A3LdA¥ON3
[eQYIH | [2AV3IH] [1LAV3IH]
NEBTNEC R EER YAHIINIA Y3avaH | | LESE ] | yTIHLLNIal ¥3avaH
dNO¥YD ¥Y3aaviH Hle dNOYD ¥3av3aH dNZ dNOYD ¥3adv3H I1S1
09S¢~ orSe— 0ESE—
—— NOLLYWNYOANI ONILDI T3S ¥3AVIH
oLce D019 A
and
00SE 650l




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 40 of 71

F0IA3A INILNO3IXE

LINN DNIAJAYIA LINN ONILAYDAA | ¢
| “NOLLYWYOANI SINALNOD VILYVd| !
: ¥aavaH JALLVINISTUATY | !
/192 9192 |
| TINN ONIAJIAA | |
m e |
YOLINOW 0L < " !
O OL <rermo T LINN ONILND3X3 T "
181927 !
! n dADIa | !
" LINN DNIHOLS ._._W__O_WQ\__M_,_.N_OH%_W_ !
A NOLLVYOIHI|MAA NOILISOd
2oL 909z~ m
| Lda)|[rd”av ]| LINN ONMINDDY |
m F_r_%_ w%w_/mmm ADI SINIINOD | !
! K !
- vo9L~ 2092 w
LINN ONIYINOIY
109~
009€" .
Ot Old

and




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 41 of 71

A

PVIAIAONILNERLSIG

m ﬂm Lil m
m — TINN ONILYYINTD LINM ONILVHINID | |
| LINNONIOLS NOILVYIWYOANI NOILYINYOANI | !
|| A RINLYNDIS INLYNDIS ¥3avaH |
TN i 8oLy 201y~ m
| LINA ONILYHANED | |
“ T 1IN SINIINOD |
“ ONITNODIY € ONISSIDOYd WViLdvd "
“ NOILdAEINT T !
vl 601y |
| 1INN ONLLYYINTD | |
m 00TEAD ||
m | E0Ly m
! LINN ONIMOLS !
| T OLS TRV |
m 30IAIA ONILNDAXT L : |
m yoLL— N,o.:u ......... w

LINN LNdNI
oLy
00LYy .
L9l

SIN3LNOD



Patent Application Publication Aug. 23,2007 Sheet 42 of 71 US 2007/0198838 A1

FIG.42
41 20
4131 SPLIT CONTENTS 121
e ' o
IDENTIFYING - PARTIAL CONTENTS
NForRAlxéA]EION [CNT1J
4122
PARTIAL CONTENTS
[AD2] [CNT2)
—~—4123
PARTIAL CONTENTS
[AD3 ] [CNT3
4127
PARTIAL CONTENTS
[ADc] [CNTC)




Patent Application Publication Aug. 23,2007 Sheet 43 of 71

US 2007/0198838 A1
FIG.43
4140
CONTENTS POSITION INFORMATION
. CONTENTS DETECTING
| INFORMATION 4131
[ IDENTIFYING DENTIFVING 11
4151 \_L INFORMATION INFORMATION :W\/ 4141
' IDENTIFIER ]-AD'I _l 1
! TADID1 | ';
' [ IDENTIFYING N |
| NFoRMATION | | (\FoRMATION | —4142
' | IDENTIFIER TADZ | :
' |__[ADID2] :
:. IDENTIFYING IDENTIFYING i
' | INFORMATION 4143
|| " IDENTIFIER INFORMATION | 1~
' |___TADID3] ':
' [ IDENTIFYING y~ 4146
| INFORMATION | | \\FORMATION | |
| IDENTIFIER TADC| |
' |___TADIDc] ;




Patent Application Publication Aug. 23,2007 Sheet 44 of 71 US 2007/0198838 A1
FIG.44
4160
HEADER INFORMATION
L PARTIAL HASH INFORMATION |
' I IDENTIFYING 4172
| PARTIAL |
' | INFORMATION 4
4171 TIDENTIFIER HASH VALUE | 41 !
g [ADID1 | ;
' [ IDENTIFYING E
' | INFORMATION PARTIAL |\ 4162
| IDENTIFIER HASHVALUE | £
| [ADID2] ;
' [ IDENTIFYING E
' | INFORMATION AT Lt
' | IDENTIFIER AL !
| [ADID3 | |
' [ IDENTIFYING 1
: | INFORMATION WA Dt
' | IDENTIFIER A |
| [ ADIDc | ¢ |




Patent Application Publication Aug. 23,2007 Sheet 45 of 71 US 2007/0198838 A1

FIG.45
4500
DVD
KEY BLOCK ~— 4510

CONTENTS POSITION |
INFORMATION I“’ 4330

HEADER _ 45
INFORMATION >0

SIGNATURE ~— 4570
INFORMATION

~ 4580
ENCRYPTED

CONTENTS




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 46 of 71

FIAFAONLNOIX ]
| LIND ONIAIRIA LNNONILAAYDIA | 1| e
i | NOILYWIOANI SINILNOD VILHYd | !
: ¥IAVIH — "
PICZadl) IL9v |
HOLINOW 1 LINN ONILNOAXE LINODNLLOTTIS |
Ol “siNaINOD| ! \ m
. 8192 LL9Y |
| elo~——1 TINA ONIAJMAA |
'] LINNONRIOLS NOILYIWJOINI |
. | A3 NOILVOIJIRTA FNLYNOIS | !
1 2l91 909% ) |
| al{ffd"av ] 1IN ONNODY | 1] 7
: | 1INN ONRIOLS AT SINAINOD ||
L ADITIAIG 00 )
7091
o9y —| LINN ONRINDOY and
009%" .
9%9ld



US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 47 of 71

9€SY 7|

2€SY 7|

LESY 7|

| ol 3N
/| NOLLYWHOSNI
P NOLLVIAYOANI
(| ONAGLNAAL | § “oNiAdILNEG
| \olav) NG
'] NOLLYWO4NI
e NOLLVIRH0ANI
(| ONWALNAQE ] “oniAdiNGal
| ol || i,
| ONIAJILNAD ONIAJLLNGAI
| NOILVIYOSNI ONLOLIA SLNIINOD |
929y~
NOLLYWO:ANI NOLLISOd 0310135

0zor

| | roav] [oaiay] i
| ol || b | <
| gecy A | ONALNAG ONIAALINIAI | |
| T rear) el
| ol || i |
A I ONIAJLLNTAL | |
| [edv] e |
: NOILLYIWYOANI !
L ozesy1 NOILYWYOANI |
AN L ONWALNAAL || oNiAdUNTa |
™ NEIBINE[ R

] NOLLVWHOANI | | 67 viNdOaANT | <
 NOLLYIWMOSNI ONILO313d SINTINOD |

NOILYWHOANI NOLLISOd SINTLNOD
POl 0gsy

SELECT k PIECES OUT OF c PIECES



=
o
g S ———————
= m [>aiay |
S : [2vH] HALINTCl
2 3 BV VIR NGE N
X | ONIALLNIAI
=) e -
955 - :
| [EvH] e
‘1 InIvA HSwH
_ NOLLYINJOINI
( Tvildvd ONIAJLLNTQI
eSSy
m | LYH] A
) ANTVA HSVYH
_ NOLLYINHOANI
| Viidvd ONIAJLLNIGI
L A
NOLLVINNOANI ¥3AVIH G103 13S

0£9y

Patent Application Publication Aug. 23,2007 Sheet 48 of 71

m o2y WG L
< ] IMIVAHSYH <
: ~ NOLLYW3OINI |
M | Tvldvd ONIAJLINTQI | !

oSSy — - -

| | TevH [caay] |
: YAHUNIQl L
< | INTVA HSVH <
“ | NOLLVINGOANI [
: | Tvidvd ONIAJILNEQ | |
| essy T
| el s |
N | AVARSYH 1 NOLIVINHOANT | |
“ | Tvitdvd ONIAJLNAG! | |
N [ LVH] (taav) |

, WALLINTTL L

| 3NIvA HSYH <

, NOLLYINHOANI [

| TVidvd ONIALINTQL | |
____NOUYWHOANIHSYH TvLLAVd |

155p
NOLLYWHO4NI NOLLISOd ¥3aVaH

— )
0S5¥ " 94,1914

[oaiay |
d3l4LINTdl
NOLLYINJOANI
ONIAJLLNZA!

.

—

[eqiav ]
d3HUINIA
NOLLYIWHOANI
ONIAJLINIA]

[ 1Qiay |
{IINIA
NOLLYINHOANI
ONIASLINAdI




US 2007/0198838 A1l

Patent Application Publication Aug. 23,2007 Sheet 49 of 71

[0iND3]
SINIINOD
viLdvd
Q3LdAUONT

.

[eiNJ3]
SLINIINOD
vildvd
(3LdA¥ONI

[2INOH]
SIN3LNGD
viLldvd
031dAdONT

! Paavl |
| bl || g |
| e DNIAZLLNGQ! |
sor 2 geev) L
M rcaiav] |
| 0L N
1 oiuva NOLLYWHOANI | !
| ONIAZLLNTGH | !
aoy 7 ey
| ooyl |
| sl || ek |
| Truavd ONIALNIAL | |
m y29v 129y
{ NOLLYWYOJNISINTINOD
m TILUVA ONINIA ]
Loy SLNILNOD ONIAJIIA
059%™

[LAND3]
SINILINOD
IVILNVd
a3LdANONT

SIN3INGO
(31dANONT

nodimiba] G

L NOLIVINGOAN

: NOLLYIWYO N
| ONIAINTl | NOLLVRERD
mm@LW

m reav| reqiay |
LINOLIVINNOANT | ¥3ELINGQN

3} ONIAAILNTAH | NOLLYINYOAN
w ONIAALLNTAL
i
Tnoriiba] IR
LI NOLIVINMOAN

ﬁ NOILLYIWHOANI
“ DNAZLINAL | NOLLVALD
” NOLLYIWHO NI

}  ONLLOILAASINAINGD
Leqy

NOLLYINYOANI NOILISOd G310313S

\)\
08SY 65914

029t




Patent Application Publication Aug. 23,2007 Sheet 50 of 71 US 2007/0198838 A1

FIG.50
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UNAUTHORIZED CONTENTS DETECTION
SYSTEM

TECHNICAL FIELD

[0001] The present invention relates to a technology for
verifying validity of contents, especially to a technology for
reducing processing load involved in such a verification.

BACKGROUND ART

[0002] Means to prevent fraudulent acts involving illegal
copying, falsification, and replacement of contents include
applying signature information indicating that the contents
have been issued by a legitimate right holder as well as
distributing, together with the contents, verification infor-
mation for verifying whether the contents include unautho-
rized contents in which falsification and the like have been
made.

[0003] Patent Reference 1, being one example of such
means, discloses a technology for verifying validity of
contents by distributing signature information, verification
information, and contents via network. According to the
technology, authentication information including signature
information of a transmission source andverification infor-
mation for checking consistency of individual partial con-
tents constituting the contents is transmitted to an executing
device in advance of transmission of the contents. When
receiving the authentication information, the executing
device verifies the signature information included therein. If
the verification of the signature information is successful,
the executing device receives and plays the contents. In
parallel with the playback, the executing device repeats the
verification of consistency of the individual partial contents
by using the verification information, and stops the playback
when the verification fails.

[0004] Even if the executing device has received contents
including unauthorized contents, the technology enables the
executing device not to start playback of the contents or to
stop the playback in the middle.

[0005] [Patent Reference 1] United States Patent Publica-
tion No. 6480961,

[0006] [Patent Reference 2] Japanese Laid-Open Patent
Application Publication No. 2002-281013;

[0007] [Nonpatent Reference 1] http://positron.jfet.org/
dvdvideo.html (Accessed 17 May 2004);

[0008] [Nonpatent Reference 2] http://www.pioneer.co.jp/
crdl/tech/mpeg/1.html (Accessed 17 May 2004);

[0009] [Nonpatent Reference 3]“The Art of Computer
Programming Vol.2 Seminumerical Algorithms™ written
by Donald E. Knuth, ISBN: 0-201-03822-6; and

[0010] [Nonpatent Reference 4]“Joho Security (Informa-
tion Security)” written and edited by Atsuko Miyaji and
Hiroaki Kikuchi, and compiled by Information Processing
Society of Japan.

DISCLOSURE OF THE INVENTION
[Problems that the Invention is to Solve]

[0011] According to the conventional technology
described above, however, the executing device has to
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continue verifying the verification information in parallel
with the playback, and therefore there is a problem that
processing load of the executing device becomes high
during the contents playback.

[0012] Furthermore, from a safety standpoint, it is also
often the case that encoded contents are distributed, instead
of contents. In such a case, the executing device has to also
conduct decryption processing in parallel, and thus the
processing load increases even more.

[0013] Accordingly, the executing device has to be
equipped with a highly efficient processor operable to con-
duct these processes in parallel.

[0014] The present invention solves these problems, and
aims at offering a data processing device, a data processing
method, a data processing program, and a recording medium
that achieve hindrance-free contents playback, even if the
equipped processor is poorly efficient, by reducing process-
ing load of the executing device during the contents play-
back.

[Means to Solve the Problems]

[0015] In order to accomplish the objectives above, the
data processing device of the present invention utilizes a
digital work recorded on a recording medium having also
recorded (i) a plurality of record digest values generated
from a plurality of data blocks constituting the digital work
and (ii) record signature data generated based on some or all
of the plurality of record digest values thereon. The data
processing device comprises: a using unit operable to use the
digital work;

[0016] a selecting unit operable to randomly select a
predetermined number of data blocks from the plurality of
data blocks; a calculating unit operable to calculate a cal-
culation digest value with respect to each of the selected data
blocks; a reading unit operable to read remaining record
digest values, each of which-corresponds to one of the
unselected data blocks, from among the plurality of record
digest values; a signature verifying unit operable to verify
whether the digital work is valid by using the record
signature data, the calculation digest values, and the remain-
ing record digest values; and a use controlling unit operable
to stop the using unit from using the digital work when the
signature verifying unit judges that the digital work is not
valid.

[Advantageous Effects of the Invention]

[0017] According to the above structure, the selecting unit
of'the data processing device of the present invention selects
a predetermined number of data blocks from the plurality of
data blocks. The calculating unit calculates calculation
digest values from the selected data blocks, while the
signature verifying unit verifies the validity of the digital
work by using the calculated calculation digest values, the
record signature data read from the recording medium, and
the remaining record signature data. Herewith, it is possible
to reduce a series of processing load involved in the veri-
fication of the record signature data by limiting calculation
digest values to be newly calculated to a predetermined
number.

[0018] In addition, the selection performed by the select-
ing unit is random. Accordingly, different data blocks will be
verification targets every time when the verification is per-
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formed, and therefore it is possible to complement, to some
extent, degradation in accuracy of the verification due to
limiting the number of data blocks used for the verification
to a predetermined number. Furthermore, it is difficult for a
third person to predict which data blocks are to be selected,
which makes it possible to prevent fraudulent acts involving
falsifying or replacing only part of the digital work not to be
used for the verification with unauthorized information.

[0019] In the data processing device of the present inven-
tion, the plurality of record digest values may include a
plurality of primary record digest values, each of which is
generated for one of the plurality of data blocks, and a
plurality of secondary record digest values generated from
two or more of the plurality of primary record digest values,
and the record signature data may be generated by perform-
ing a digital signature on the plurality of secondary record
digest values. The reading unit may read the remaining
record digest values from among the plurality of primary
record digest values. The signature verifying unit may verify
validity of the digital work by calculating one or more
secondary calculation digest values based on the calculation
digest values and the remaining record digest values, and
performing a digital signature verification with use of the
record signature data, the plurality of secondary record
digest values, and the secondary calculation digest values.

[0020] According to the above structure, the record digest
values include 1st record digest values and 2nd record digest
values. The signature verifying unit calculates one or more
2nd calculation digest values based on the calculation digest
values and the remaining record digest values. Accordingly,
the reading unit reads only 1st record digest values required
for calculation of the 2nd calculation digest values and 2nd
digest values not corresponding to the selected data blocks.
Thus, it is possible to reduce the total number of record
digest values read from the recording medium.

[0021] In the data processing device of the present inven-
tion, the digital work may include a plurality of files, each
of which corresponds to one of the plurality of secondary
record digest values and is constituted by two or more of the
plurality of data blocks. Each of the plurality of secondary
record digest values may be generated by using primary
record digest values corresponding one-to-one with the two
or more of the plurality of data blocks constituting a file
corresponding to the secondary record digest value. The
signature verifying unit may include: a primary reading
subunit operable to read the record signature data from the
recording medium; a calculating subunit operable to calcu-
late a secondary calculation digest value, with respect to
each file including at least one of the selected data blocks,
by using primary record digest values corresponding to the
unselected data blocks included in the file and the calcula-
tion digest values corresponding to the selected data blocks;
a secondary reading subunit operable to read, with respect to
each file including none of the selected data blocks, a
secondary record digest value corresponding to the file; a
signature subunit operable to generate calculation signature
data by performing the digital signature with use of the
calculated secondary calculation digest values and the read
secondary record digest values; and a comparing subunit
operable to compare the calculation signature data and the
record signature data. The signature verifying unit may
verify that the digital work is valid when the calculation
signature data and the record signature data conform to each
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other, and judges that the digital work is not valid when the
calculation signature data and the record signature data do
not conform to each other.

[0022] According to the above structure, the reading unit
reads, with respect to each file including at least one of the
selected data blocks, 1st record digest values corresponding
to the unselected data blocks included in the file. On the
other hand, the 2nd reading subunit in the signature verify-
ing unit reads, with respect to each file including none of the
selected data blocks, a 2nd record digest value correspond-
ing to the file from the recording medium. Accordingly, it is
possible to reduce the total number of the record digest
values read from the recording medium. Furthermore, it is
possible to readily perform the verification of validity of the
digital work by generating calculation signature data based
on the 2nd record digest values and 2nd calculation digest
values and comparing the generated calculation signature
data and the record signature data.

[0023] In the data processing device of the present inven-
tion, the plurality of record digest values may be hash values
each generated by a hash function. The calculation digest
values calculated by the calculating unit may be hash values
calculated by applying the hash function to each of the
selected data blocks. The secondary calculation digest val-
ues calculated by the calculating subunit may be hash values
calculated by applying the hash function to the primary
record digest values corresponding to the unselected data
blocks and the calculation digest values.

[0024] According to the above structure, the record digest
values are generated by the hash function. The calculating
unit and the calculating subunit calculate the calculation
digest values and the 2nd calculation digest values by using
the hash function.

[0025] Since the hash function is a one-way function, if
the data blocks used for calculating the 1st record digest
values corresponding to the selected data blocks are even
partly different from the selected data blocks, the 1st record
digest values and the 1st calculation digest values do not
conform with each other. Accordingly, when the selected
data blocks have been falsified, the calculation digest values
and the 2nd calculation digest values do not agree with
corresponding 1st digest values and 2nd digest values
recorded on the recording medium. Thereby, it is possible to
accurately detect the falsification of the selected data blocks.

[0026] In the data processing device of the present inven-
tion, the digital work may be digital contents, and the using
unit uses the digital contents by playing back the digital
contents.

[0027] According to the above structure, the use control-
ling unit stops the playback of digital contents which have
been falsified. Herewith, it is possible to reduce circulation
of the falsified contents.

[0028] In the data processing device of the present inven-
tion, the digital work may be a computer program, and the
using unit may use the computer program by decrypting
instruction codes constituting the computer program and
operating according to the decrypted codes.

[0029] According to the above structure, the use control-
ling unit stops the execution of computer program which has
been falsified. Herewith, it is possible to prevent negative
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influences caused by the execution of unauthorized pro-
grams, such as destruction of user’s data and application of
data that should not be used.

[0030] The data processing device of the present invention
may comprise, instead of the use controlling unit, a warning
display unit operable to display, when the digital work is
judged as not being valid, a notice of invalidity of the digital
work.

[0031] According to the above structure, when the digital
work is verified as not being valid, the warning display unit
displays accordingly, and therefore, the data processing
device is capable of informing the user that the digital work
recorded on the recording medium is unauthorized. Thereby,
the user becomes aware that the digital work recorded on the
recording medium is unauthorized, and employs protection
measures such as not loading the recording medium on the
data processing device from that point. Thus, it possible to
avoid possible negative influences caused by using the
digital work.

[0032] In the data processing device of the present inven-
tion, the recording medium has additionally recorded (i)
filling contents having an adjusted data size so that capacity
of free space on the recording medium becomes a predeter-
mined value or lower and (ii) signature data generated based
on part or all of the digital work and the filling contents. The
data processing device may further comprise: a verifying
unit operable to verify whether the digital work and the
filling contents are valid by using the digital work, the filling
contents, and the signature data. The use controlling unit
operable to stop the using unit from using the digital work
when the verifying unit judges that at least one of the digital
work and the filling contents is not valid.

[0033] According to the above structure, the filling con-
tents are recorded on the recording medium. If the capacity
of the free space is a predetermined value, which is suffi-
ciently small, or even smaller than the predetermined value,
an unauthorized third person cannot add unauthorized infor-
mation to the recording medium. Furthermore, the data
processing device verifies not only the validity of the digital
work but also that of the filling contents. Therefore, even if
part or all of the filling contents is falsified, the data
processing device stops the use of the digital work. Accord-
ingly, even if unauthorized information is distributed in such
a manner, it is possible to prevent use of the unauthorized
information.

[0034] In the data processing device of the present inven-
tion, the recording medium has additionally recorded (i) area
information indicating an access permitted area, on the
recording medium, that an external device is permitted to
access and (ii) signature data generated based on part or all
of the digital work and the area information. The data
processing device may further comprise: an access prohib-
iting unit operable to prohibit access to areas other than the
access permitted area based on the area information; and a
verifying unit operable to verify whether the digital work
and the area information are valid by using the digital work,
the area information, and the signature data. The use con-
trolling unit operable to stop the using unit from using the
digital work when the verifying unit judges that at least one
of the digital work and the area information is not valid.

[0035] In general, it is sometime the case that a procedure
file showing a procedure for using the digital work is
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included, in addition to digital work, in a recording medium.
According to the above structure, the data processing device
does not access areas other than the access permitted area
indicated by the area information.

[0036] Accordingly, even if an unauthorized third person
has added unauthorized information to free space on the
recording medium, and further has falsified the procedure
file so as to have the unauthorized information used, the data
processing device does not read the unauthorized informa-
tion.

[0037] In addition, since the signature data is generated
based on the digital work and the area information, the use
controlling unit is capable of stopping the use of the digital
work by the using unit even if an unauthorized person has
falsified the area information. Thus, it is possible to prevent
the use of the unauthorized information.

[0038] Here, the data processing device in the claims is an
executing device in the following embodiments. The data
blocks in the claims correspond to encrypted units in the
first, fifth, and sixth embodiments, as well as correspond to
partial contents in the second to fourth embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0039] FIG. 1 is a structural diagram showing a structure
of an unauthorized contents detection system of a first
embodiment;

[0040] FIG. 2 is a block diagram showing a structure of a
distribution device 1100 of the first embodiment;

[0041] FIG. 3 shows a structure of contents 1120 to be
input to the distribution device 1100;

[0042] FIG. 4 shows a structure of a device identification
table 1130 stored by an executing device information storing
unit 1104;

[0043] FIG. 5 shows the details of a key block 1150
generated by a key block generating unit 1103;

[0044] FIG. 6 shows a general outline of a generation
procedure of split contents performed by a unit generating
unit 1105;

[0045] FIG. 7 shows a structure of unit pick-out informa-
tion 1200 generated by the unit generating unit 1105;

[0046] FIG. 8 shows part of encryption processing per-
formed by an encryption processing unit 1106;

[0047] FIG. 9 shows a structure of encrypted contents
1330 generated by the encryption processing unit 1106;

[0048] FIG. 10 shows a general outline of a generation
procedure of header information 1260 performed by a
header information generating unit 1107,

[0049] FIG. 11 shows a generation procedure of a 1st hash
table performed by the header information generating unit
1107,

[0050] FIG. 12 shows the details of a 2nd hash table
generated by the header information generating unit 1107;

[0051] FIG. 13 shows processing conducted by a signature
information generating unit 1111;

[0052] FIG. 14 shows information stored by a DVD 1500
of the first embodiment;
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[0053] FIG. 15 is a block diagram showing a structure of
an executing device 1600 of the first embodiment;

[0054] FIG. 16 shows a general outline of verification
processing of the signature information performed by a
signature information verifying unit 1611;

[0055] FIG. 17 shows part of processing conducted by the
signature information verifying unit 1611;

[0056] FIG. 18 shows a generation procedure of a replaced
1st hash table performed by the signature information veri-
fying unit 1611;

[0057] FIG. 19 shows a generation procedure of a replaced
2nd hash table performed by the signature information
verifying unit 1611;

[0058] FIG. 20 shows verification of signature information
performed by the signature information verifying unit 1611;

[0059] FIG. 21 is a flowchart showing operational behav-
ior of the distributing device 1100;

[0060] FIG. 22 is a flowchart showing operational behav-
ior of the distributing device 1100 (continued from FIG. 21);

[0061] FIG. 23 shows a verification procedure of signature
information performed by the executing device 1600;

[0062] FIG. 24 is a flowchart showing operational behav-
ior of the executing device 1600;

[0063] FIG. 25 is a flowchart showing operational behav-
ior of the executing device 1600 (continued from FIG. 24);

[0064] FIG. 26 is a block diagram showing a structure of
an executing device 11005 according to a modification of the
first embodiment;

[0065] FIG. 27 is a block diagram showing a structure of
a distributing device 2100 according to a second embodi-
ment;

[0066] FIG. 28 shows contents 2120 and pieces of iden-
tifying information to be input to the distributing device
2100;

[0067] FIG. 29 shows a general outline of processing
conducted by a selecting unit 2105;

[0068] FIG. 30 shows a structure of selected position
information 2160 generated by a header information gener-
ating unit 2107;

[0069] FIG. 31 shows a structure of header information
2200 generated by the header information generating unit
2107,

[0070] FIG. 32 shows a structure of encrypted contents
generated by an encryption processing unit 2109;

[0071] FIG. 33 shows information recorded on a DVD
2500 of the second embodiment;

[0072] FIG. 34 is a block diagram showing a structure of
an executing apparatus 2600 of the second embodiment;

[0073] FIG. 35 is a flowchart showing operational behav-
ior of the distributing device 2100;

[0074] FIG. 36 is a flowchart showing operational behav-
ior of the executing device 2600;
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[0075] FIG. 37 is a block diagram showing a structure of
a distributing device 3100 of a third embodiment;

[0076] FIG. 38 shows a structure of header selecting
information 3130 generated by a header information gener-
ating unit 3107;

[0077] FIG. 39 shows information recorded on a DVD
3500 of the third embodiment;

[0078] FIG. 40 is a block diagram showing a structure of
an executing device 3600 of the third embodiment;

[0079] FIG. 41 is a block diagram showing a structure of
a distributing device 4100 of a fourth embodiment;

[0080] FIG. 42 shows split contents and pieces of identi-
fying information generated by a partial contents generating
unit 4105;

[0081] FIG. 43 shows a structure of contents position
information 4140 generated by a header information gener-
ating unit 4107;

[0082] FIG. 44 shows a structure of header information
4160 generated by the header information generating unit
4107,

[0083] FIG. 45 shows information recorded on a DVD
4500 of the fourth embodiment;

[0084] FIG. 46 is a block diagram showing a structure of
an executing device 4600 of the fourth embodiment;

[0085] FIG. 47 shows a general outline of a generation
procedure of selected position information 4620 performed
by a selecting unit 4611;

[0086] FIG. 48 shows a general outline of a generation
procedure of selected header information 4630 performed by
the selecting unit 4611;

[0087] FIG. 49 shows a general outline of decryption
processing conducted by a partial contents decrypting unit
4616;

[0088] FIG. 50 is a flowchart showing operational behav-
ior of the distributing device 4100;

[0089] FIG. 51 shows a generation procedure of signature
information 4170 performed by the distributing device 4100;

[0090] FIG. 52 is a flowchart showing operational behav-
ior of the executing device 4600;

[0091] FIG. 53 is a flowchart showing operational behav-
ior of the executing device 4600 (continued from FIG. 52);

[0092] FIG. 54 shows a verification procedure for signa-
ture information and header information performed by the
executing device 4600;

[0093] FIG. 55 is a block diagram showing a structure of
a distributing device 5100 of a fifth embodiment;

[0094] FIG. 56 shows a structure of split filling contents
5120 generated by a filling contents generating unit 5108;

[0095] FIG. 57 shows a structure of unit pick-out infor-
mation 5140 outputted from the filling contents generating
unit 5108;

[0096] FIG. 58 shows a general outline of a generation
procedure of header information 5109 performed by a
header information generating unit 5107;
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[0097] FIG. 59 shows a structure of a 2nd hash table 5180
generated by a header information generating unit 5107;

[0098] FIG. 60 shows information recorded on a DVD
5500 of the fifth embodiment;

[0099] FIG. 61 is a block diagram showing a structure of
an executing device 5600 of the fifth embodiment;

[0100] FIG. 62 is a flowchart showing operational behav-
ior of the distributing device 5100;

[0101] FIG. 63 is a flowchart showing operational behav-
ior of the distributing device 5100 (continued from FIG. 62);

[0102] FIG. 64 is a flowchart showing operational behav-
ior of the executing device 5600;

[0103] FIG. 65 shows an envisioned unauthorized DVD
55005,
[0104] FIG. 66 shows an envisioned unauthorized DVD
5500¢,
[0105] FIG. 67 is a block diagram showing a structure of

a distributing device 6100 of a sixth embodiment;

[0106] FIG. 68 shows writing-in allocation information
6120 generated by an allocation generating unit 6108;

[0107] FIG. 69 shows information recorded on a DVD
6500 of the sixth embodiment;

[0108] FIG. 70 is a block diagram showing a structure of
an executing device 6600 of the sixth embodiment; and

[0109] FIG. 71 shows a configuration of the DVD 1500
and a structure of an acquiring unit 1601.

BEST MODE FOR CARRYING OUT THE
INVENTION

1. FIRST EMBODIMENT

[0110] The following describes an unauthorized contents
detection system 1 as one example of embodiments of the
present invention, with the aid of drawings.

1.1 Unauthorized Contents Detection System 1

[0111] As shown in FIG. 1, the unauthorized contents
detection system 1 comprises a distributing device 1100, an
executing device 1600, and a monitor 1620.

[0112] The distributing device 1100 is, as an example, a
device owned by a legitimate copyright holder of contents
including video and audio. According to operations con-
ducted by an operator, the distributing device 1100 acquires
contents, and generates encrypted contents by encrypting the
acquired contents. In addition, the distributing device 1100
generates various kinds of information by using the con-
tents. The information generated by the distributing device
1100 includes, for example, header information used in the
executing device 1600 for verifying whether unauthorized
contents are included in the contents. Furthermore, the
distributing device 1100 generates signature information by
using a signature key specific to itself, and writes the
generated encrypted contents, signature information, header
information, and the like on a DVD (Digital Versatile Disk)
1500.

[0113] The DVD 1500 will be sold or distributed to users
through distribution outlets.
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[0114] When loaded with the DVD 1500, the executing
device 1600 reads the signature information, header infor-
mation, and the like from the loaded DVD 1500, and
conducts verification of the read signature information as
well as verification of whether unauthorized contents are
included, based on the information read from the DVD
1500.

[0115] Only when the verification of the signature infor-
mation is successtul, the executing device 1600 starts play-
back of the contents.

[0116] Individual devices composing the unauthorized
contents detection system 1 and the DVD 1500 are described
in detail below.

1.2 Distributing Device 1100

[0117] As shown in FIG. 2, the distributing device 1100
comprises an input unit 1101, a contents key generating unit
1102, a key block generating unit 1103, an executing device
information storing unit 1104, a unit generating unit 1105, an
encryption processing unit 1106, a header information gen-
erating unit 1107, a signature information generating unit
1111, a signature key storing unit 1112, and a recording unit
1114.

1.2.1 Input Unit 1101

[0118] The input unit 1101 receives contents from an
external device or external recording medium according to
operations of the operator. Here is described a structure of
the contents received by the input unit 1101 with the aid of
FIG. 3.

[0119] As shown in FIG. 3, contents 1120 received by the
input unit 1101 are composed of ¢ pieces (c is an integer of
1 or greater) of files “CNT1”1121, “CNT2”1122,
“CNT371123, . . ., and “CNTc”1124. Here, the contents
1120 acquired by the input unit 1101 are a playable format
for the executing device 1600 (as will hereinafter be
described in detail), and the DVD-Video format and the
MPEG-2 (Moving Picture Experts Group 2) format are
examples of such playable formats. The present embodiment
is described assuming that the contents 1120 are the DVD-
Video format and each of the files is a VOB (Video OBject)
file.

[0120] When acquiring the contents 1120, the input unit
1101 instructs the contents key generating unit 1102 to
generate a contents key, and outputs the acquired contents
1120 to the unit generating unit 1105.

1.2.2 Contents Key Generating Unit 1102

[0121] The contents key generating unit 1102 is instructed
by the input unit 1101 to generate the contents key. In
response to the instruction, the contents key generating unit
1102 generates a pseudorandom number, and then generates
a 128-bit length contents key “CK” with the use of the
generated pseudorandom number. Instead of a pseudoran-
dom number, a true random number may be generated by
using, for example, noise on a signal. Nonpatent Reference
3 supplies details about a method for generating random
numbers. In addition, a different method may be used for
generating the contents key.

[0122] Subsequently, the contents key generating unit
1102 outputs the generated contents key “CK” to the key
block generating unit 1103 and encryption processing unit
1106.
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1.2.3 Key Block Generating Unit 1103 and Executing
Device Information Storing Unit 1104

[0123] The executing device information storing unit 1104
is, for example, composed of a ROM or an EEPROM, and
stores a device identification table 1130 as shown in FIG. 4.

[0124] The device identification table 1130 is composed of
n pieces of device identifiers and n pieces of device keys (n
is a natural number). The device identifiers are pieces of
identifying information with each piece being specific to a
device which has been allowed to read information on the
DVD 1500 written by the distributing device 1100 and play
the read information. The device keys, which correspond
one-to-one with the device identifiers, are pieces of key
information respectively specific to individual devices indi-
cated by the corresponding device identifiers. For example,
a device identifier “AID_1"1131 corresponds to a device key
“DK_1"1136.

[0125] The key block generating unit 1103 receives the
contents key “CK” from the contents key generating unit
1102, and generates a key block.

[0126] FIG. 5 shows one example of a structure of a key
block 1150 generated at this point. The key block 1150 is
composed of n pieces of device identifiers and n pieces of
encrypted contents keys. The device identifiers are the same
as the device identifiers included in the device identification
table 1130. The device identifiers correspond one-to-one
with the encrypted contents keys, and the encrypted contents
keys are generated by applying an encrypting algorithm E1
to the contents key “CK” with the use of the corresponding
device keys. For example, a device identifier “AID_1"1141
is the same as the device identifier “AID_11131 included in
the device identification table 1130, and corresponds to an
encrypted contents key “Enc(DK_1, CK)”1142. The
encrypted contents key “Enc(DK_1, CK)”1142 is generated
by encrypting the contents key “CK” with the use of the
device key “DK_171136 included in the device identifica-
tion table 1130. In the description hereinafter, an encrypted
text generated by encrypting a plain text B with the use of
a key A is denoted as “Enc(A, B)”.

[0127] A procedure for generating the key block 1150 is
described next.

[0128] When receiving the contents key “CK”, the key
block generating unit 1103 reads the device identifier
“AID_171131 and the device key “DK_1"1136 in the first
line from the device identification table 1130 of the execut-
ing device information storing unit 1104. The key block
generating unit 1103 generates the encrypted contents key
“Enc(DK_1, CK)” by applying the encrypting algorithm E1
to the contents key “CK” with the use of the read device key
“DK_171136. Here, AES (Advanced Encryption Standard)
is used, as an example, for the encrypting algorithm E1.
Nonpatent Reference 4 supplies details about AES. Note that
the encryption system used here is not limited to AES, and
a different system may be employed.

[0129] The key block generating unit 1103 stores the read
device identifier “AID_171131 and the generated encrypted
contents key “Enc(DK_1, CK)”, associating these two with
each other.

[0130] The key block generating unit 1103 repeats pro-
cessing of the same kind for all n pairs of device identifiers
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and device keys, generates n pairs of device identifiers and
encrypted contents keys, and puts these pairs together to
form the key block 1150.

[0131] Subsequently, the key block generating unit 1103
outputs the generated key block 1150 to the recording unit
1114.

[0132] Here, as the simplest example, the case is described
in which a specific key is assigned to each device operable
to play the information written to the DVD 1500. However,
technologies disclosed in Patent Reference 2 include ones
for reducing the number of the encrypted contents keys and
for preventing specific devices from playing the contents.

1.2.4 Unit Generating Unit 1105

[0133] The unit generating unit 1105 receives the contents
1120 from the input unit 1102. When receiving the contents
1120, the unit generating unit 1105 generates split contents
and unit pick-out information in a procedure described
below.

[0134] Next described are: split contents generation (a);
and unit pick-out information generation (b).

[0135] (a) Split Contents Generation

[0136] As shown in FIG. 6, the unit generating unit 1105
generates split contents 1160 from the contents 1120. A
procedure for generating the split contents 1160 is described
next with the aid of FIG. 6.

[0137] When receiving the contents 1120, the unit gener-
ating unit 1105 generates a file identifier “FID171161 and a
piece of file identifying information “AD1” corresponding
to the file “CNT171121 included in the received contents
1120. The file identifier “FID11161 is identifying informa-
tion uniquely indicating the file “CNT1”1121, and is, for
example, a natural number indicating the order of the file
“CNT171121 within the contents 1120 or a name of the file.
The piece of file identifying information “AD1” is informa-
tion for identifying the file “CNT171121, and is, for
example, an offset from the head of the contents 1120, a
sector number, or an address.

[0138] Next, the unit generating unit 1105 splits the file
“CNT1”1121 with respect to each VOBU (Video OBject
Unit) to generate m pieces (m is any natural number) of units
“U1_17, “U1_27, . . ., and “Ul_m”. Then, the unit gener-
ating unit 1105 generates a unit number “N1” which indi-
cates the number of the generated units (here, N1=m).

[0139] Next, the unit generating unit 1105 generates file
information composed of the file identifier “FID1°1161, the
piece of file identifying information “AD1”, and the unit
number “N1”, and stores the generated file information.

[0140] Then, the unit generating unit 1105 generates unit
identifiers for the respective units. The unit identifiers are
pieces of identifying information with each piece uniquely
identifying one of the m pieces of units, and may be, for
example, ordinal numbers starting from the head unit, like 1,
2,3, ...,and m, or may be cumulative numbers of bits from
the head unit. In the present embodiment, assume that the
unit identifiers are ordinal numbers starting from the head
unit. In the following explanation, a pair of a corresponding
unit identifier and a unit is referred to as a piece of unit
information while m pieces of unit information are collec-
tively referred to as a split file. Thus, a split file
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“splICNT171171 generated from the file “CNT1”1121 is
composed of m pieces of unit information 1191, 1192, 1193,

., and 1194 as shown in FIG. 6. Each piece of unit
information is composed of a corresponding unit identifier
and a unit. As an example, one piece of unit information
1191 includes a unit identifier “AID1_171181 and a unit
“U1_1"1186.

[0141] Next, the unit generating unit 1105 generates split
file information 1176 including the file identifier
“FID171161 and the split file “splCNT1”1171.

[0142] The unit generating unit 1105 repeats processing of
the same kind for all the files to generate ¢ pieces of file
information and ¢ pieces of split file information 1176, 1177,
1178, . . ., and 1179. Here, the generated c pieces of split file
information are collectively referred to as the split contents
1160. Note that the number of generated units m can be
different from file to file.

[0143] Next, the unit generating unit 1105 outputs the
generated split contents 1160 to the encryption processing
unit 1106.

[0144] Note that the unit generating unit 1105 here gen-
erates the file identifiers and file identifying information,
however, these can be input externally along with the
contents 1120.

[0145] In addition, the individual files are split with
respect to each VOBU, however the split unit is not limited
to this. For example, each of the files can be split every 64
kilobytes, or every portion corresponding to one second of
the playback time. Alternatively, it may be designed to let
the operator input information indicating the split unit.

[0146] (b) Unit Pick-out Information Generation

[0147] After finishing the output of the split contents 1160,
the unit generating unit 1105 generates unit pick-out infor-
mation composed of ¢ pieces of file information. FIG. 7
shows a structure of unit pick-out information 1200 gener-
ated at this point.

[0148] The unit pick-out information 1200 is composed of
¢ pieces of file information 1201, 1202, . . ., and 1204. Each
piece of file information is composed of a file identifier, a
piece of file identifying information, and a unit number.

[0149] As an example, one piece of file information 1201
includes a file identifier “FID11211, a piece of file identi-
fying information “AD171216, and a unit number
“N171221.

[0150] The unit generating unit 1105 outputs the generated
unit pick-out information 1200 to the signature information
generating unit 1111 and the recording unit 1114.

1.2.5 Encryption Processing Unit 1106

[0151] The encryption processing unit 1106 receives the
contents key “CK” from the contents key generating unit
1102 as well as receives the split contents 1160 from the unit
generating unit 1105.

[0152] FIG. 8 shows part of processing conducted by the
encryption processing unit 1106. The following describes
the processing conducted by the encryption processing unit
1106 with the aid of FIG. 8.
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[0153] When receiving the split contents 1160, the encryp-
tion processing unit 1106 selects the split file
“splCNT171171 included in the split file information 1176
composing the received split contents 1160. The encryption
processing unit 1106 extracts the unit “U1_1"1186 from the
head piece of unit information 1191 of the selected split file
“spICNT171171, and generates an encrypted unit
“EU1_1"1231 by applying the encrypting algorithm E1 to
the extracted unit “U1_1"1186 with the use of the contents
key “CK”. Here, EU1_1=Enc(CK, U1_1)

[0154] The encryption processing unit 1106 generates
encrypted unit information 1241 composed of the generated
encrypted unit “EU1_171231 and the unit identifier
“UID1_171181 which are included in the unit information
1191. In the following explanation, a pair of a corresponding
unit identifier and an encrypted unit is referred to as a piece
of encrypted unit information.

[0155] The encryption processing unit 1106 repeats pro-
cessing of the same kind for the rest of unit information
1192, 1193, . . ., and 1194 to generate corresponding pieces
of encrypted unit information 1242, 1243, . . . , and 1244.
Here, m pieces of encrypted unit information generated from
one split file are collectively referred to as an encrypted split
file.

[0156] As shown in FIG. 8, an encrypted split file
“EsplICNT171251  generated from the split file
“splCNT171171 in the above-mentioned procedure is com-
posed of m pieces of the encrypted unit information 1241,
1242,1243, . . ., and 1244. Each piece of the encrypted unit
information is generated based on a piece of the unit
information composing the split file 1171, and includes a
unit identifier and an encrypted unit. For example, the
encrypted unit information 1241 is generated based on the
unit information 1191, and includes the unit identifier
“UID1_171181 and the encrypted unit “EU1_1"1231.

[0157] Next, the encryption processing unit 1106 extracts
an encrypted unit from each piece of the encrypted unit
information composing the generated encrypted split file
“EsplCNT1”1251. Here, m pieces of extracted encrypted
units are correctively referred to as an encrypted file
“ECNT1”.

[0158] Then, the encryption processing unit 1106 gener-
ates encrypted split file information by replacing the split file
“splCNT171171 included in the split file information 1176
with the generated encrypted split file “EsplCNT171251.

[0159] The encryption processing unit 1106 does the same
with the pieces of the split file information 1177, 1178, . . .
, and 1179 to generate encrypted split file information and
encrypted files.

[0160] c pieces of encrypted split file information gener-
ated at this point are collectively referred to as encrypted
split contents. Then, the encryption processing unit 1106
outputs the generated encrypted split contents to the header
information generating unit 1107. FIG. 10 shows a structure
of encrypted split contents 1210 output here.

[0161] Next, the encryption processing unit 1106 outputs
¢ pieces of the encrypted files as encrypted contents to the
recording unit 1114. FIG. 9 shows a structure of encrypted
contents 1330 generated here. The encrypted contents 1330
are composed of ¢ pieces of encrypted files “ECNT171331,
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“ECNT271332, “ECNT371333, . . . , and “ECNTc”1334.
Each of the encrypted files is generated based on an
encrypted split file included in the encrypted split contents,
and includes a plurality of encrypted units. As an example,
the encrypted file “ECNT171331 includes encrypted units
“EU1_17, “EU1_2~, . . ., and so on.

1.2.6 Header Information Generating Unit 1107

[0162] The header information generating unit 1107
receives the encrypted split contents 1210 from the encryp-
tion processing unit 1106. When receiving the encrypted
split contents 1210, the header information generating unit
1107 generates header information 1260 with the use of the
received encrypted split contents as shown in FIG. 10.

[0163] FIG. 10 shows a general outline of a generation
procedure of the header information 1260 performed by the
header information generating unit 1107. The encrypted split
contents 1210 received by the header information generating
unit 1107 are composed of ¢ pieces of encrypted split file
information 1246, 1247, 1248, . . . , and 1249. Each piece of
encrypted split file information includes a file identifier and
an encrypted split file. For example, one piece of encrypted
split file information 1246 includes a file identifier
“FID1”1161 and an encrypted split file “EspICNT171251.

[0164] The header information generating unit 1107 gen-
erates a 1st hash table based on each split file included in the
encrypted split file information 1246. For example, the
header information generating unit 1107 generates a 1st hash
table “HA1TBL171261 based on the encrypted split file
“EsplCNT171251. The header information generating unit
1107 generates a 2nd hash table “HA2TBL.”1269 from the
generated ¢ pieces of 1st hash tables.

[0165] The above-mentioned generation procedures of the
1st and 2nd hash tables are described in detail below.

1.2.6.1 First Hash Table Generation

[0166] FIG. 11 shows a general outline of a generation
procedure of the 1st hash table “HA1TBL171261 performed
by the header information generating unit 1107.

[0167] The generation procedure of the 1st hash table
“HA1TBL171261 is described below with the aid of FIG.
11. A generation procedure for all the Ist hash tables
“HA1TBL2”, “HA1TBL3”, . . . , and “HA1TBLc” is the
same for the 1st hash table “HA1TBL171261.

[0168] First, the header information generating unit 1107
extracts an encrypted unit “EU1_171231 from the head
encrypted unit information 1241 composing the encrypted
split file “EsplCNT1”1251, and generates a unit hash value
“UHA1_171271 by assigning the extracted encrypted unit
“EU1_171231 to a hash function.

[0169] Here, SHA-1 (Secure Hash Algorithm-1) or CBC-
MAC (Cipher Block Chaining-Message Authentication
Code) using a block cipher is applied for the hash function.

[0170] Here, the header information generating unit 1107
generates unit hash information 1281 by replacing the
encrypted unit “EU1_1"1231 of the encrypted unit informa-
tion 1241 with the generated unit hash value
“UHA1_1"1271.

[0171] The header information generating unit 1107
repeats processing of the same kind for the rest of the
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encrypted unit information 1242, 1243, . . . , and 1244 to
generate corresponding pieces of unit hash information
1282, 1283, . . ., and 1284. m pieces of unit hash informa-
tion generated at this point are collectively referred to as the
1st hash table “HA1TBL171261. FIG. 11 shows a structure
of the 1st hash table “HA1TBL171261 generated at this
point.

1.2.6.2 Second Hash Table Generation

[0172] The header information generating unit 1107
repeats the above procedure. After completing generating
the ¢ pieces of 1st hash tables from the encrypted split
contents 1210, the header information generating unit 1107
generates the 2nd hash table 1269 as shown in FIG. 12 from
the generated ¢ pieces of 1st hash tables. The 2nd hash table
“HA2TBL”1269 is composed of ¢ pieces of file hash infor-
mation 1301, 1302, 1303, . . ., and 1304, and each piece of
file hash information includes a file identifier and a file hash
value. As an example, one piece of file hash information
1301 includes the file identifier “FID11161 and a file hash
value “FHA171291.

[0173] A generation procedure of the 2nd hash table 1269
is described below.

[0174] The header information generating unit 1107 gen-
erates the file hash value “FHA1”1291 by assigning, to the
hash function, a combined result formed by combining all
the unit identifiers and unit hash values composing the
generated 1st hash table “HA1TBL.171261.

[0175] Subsequently, the header information generating
unit 1107 extracts the file identifier “FID1”1161 from the
encrypted split file information 1246 corresponding to the
1st hash table “HA1TBL171261, and generates the file hash
information 1301 composed of the extracted file identifier
“FID1°1161 and the generated file hash value “FHA171291.

[0176] The header information generating unit 1107
repeats processing of the same kind for the 1st hash tables
1262, 1263, . . ., and 1264 to generate the pieces of file hash
information 1302, 1303, . . . , and 1304, respectively.

[0177] Next, the header information generating unit 1107
puts these generated c pieces of 1st file hash information
together to form the 2nd hash table “HA2TBL"1269.

[0178] Thus conclude the descriptions of the generation
procedures of the 1st hash tables (1.2.6.1) and the 2nd hash
table (1.2.6.2). The header information generating unit 1107
generates the header information 1260 including the ¢ pieces
of 1st hash table and a single piece of the 2nd hash table
“HA2TBL”1269 generated in the above-mentioned proce-
dures, and outputs the generated header information 1260 to
the recording unit 1114.

[0179] Furthermore, the header information generating
unit 1107 outputs the generated 2nd hash table
“HA2TBL”1269 to the signature information generating
unit 1111.

1.2.7 Signature Information Generating Unit 1111 and Sig-
nature Key Storing Unit 1112

[0180] The signature key storing unit 1112 that is com-
posed of a ROM stores a signature key 1113 specific to the
distributing device 1100.
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[0181] FIG. 13 shows a general outline of the operational
behavior of the signature information generating unit 1111.
Signature information generation performed by the signa-
ture information generating unit 1111 is described below
with the aid of FIG. 13.

[0182] The signature information generating unit 1111
receives the unit pick-out information 1200 from the unit
generating unit 1105 while receiving the 2nd hash table
“HA2TBL”1269 from the header information generating
unit 1107. When receiving the unit pick-out information
1200 and the 2nd hash table 1269, the signature information
generating unit 1111 reads the signature key 1113 from the
signature key storing unit 1112.

[0183] Subsequently, the signature information generating
unit 1111 generates signature information 1310 from the
received unit pick-out information 1200 and the 2nd hash
table 1269 with the use of the read signature key 1113. To be
more specific, the signature information generating unit 1111
applies, with the use of the read signature key 1113, a
signature generating algorithm S to a combined result
formed by combining c¢ pieces of the file hash values
included in the received 2nd hash table 1269 and c pieces of
file information included in the unit pick-out information
1200.

[0184] As anexample, DSA (Digital Signature Algorithm)
is used for the signature generating algorithm S.

[0185] Then, the signature information generating unit
1111 outputs the generated signature information 1310 to the
recording unit 1114.

1.2.8 Recording Unit 1114

[0186] The recording unit 1114 is loaded with the DVD
1500.

[0187] The recording unit 1114 receives: the key block
1150 from the key block generating unit 1103; the unit
pick-out information 1200 from the unit generating unit
1105; the encrypted contents 1330 from the encryption
processing unit 1106; the header information 1260 from the
header information generating unit 1107; and the signature
information 1310 from the signature information generating
unit 1111.

[0188] When receiving the above information, the record-
ing unit 1114 writes the received key block 1150, unit
pick-out information 1200, header information 1260, signa-
ture information 1310, and encrypted contents 1330 to the
DVD 1500.

1.3 DVD 1500

[0189] The DVD 1500 is a transportable optical disc
medium loaded on the executing device 1600.

[0190] As shown in FIG. 14, the DVD 1500 stores a key
block 1510, unit pick-out information 1530, header infor-
mation 1550, signature information 1570, and encrypted
contents 1580. These have been written by the distributing
device 1100, and are the same as the key block 1150, the unit
pick-out information 1200, the header information 1260, the
signature information 1310, and the encrypted contents 1330
generated by the distributing device 1100, respectively.
Therefore, brief descriptions are provided for these items.

Aug. 23, 2007

1.3.1 Key Block 1510

[0191] The key block 1510 is composed of n pieces of
device identifiers “AID_17, “AID_2~, “AID_3”, . . ., and
“AID_n” and n pieces of encrypted contents keys
“Enc(DK_1, CK)”, “Enc(DK_2, CK) ”, “Enc(DK_3, CK)”,
... and “Enc(DK_n, CK)” which correspond to the n pieces
of the device identifiers, respectively.

1.3.2 Unit Pick-out Information 1530

[0192] The unit pick-out information 1530 is composed of
¢ pieces of file information 1541, 1542, . . ., and so on, and
each piece of file information includes a file identifier, file
identifying information, and a unit number. Individual
pieces of the file information correspond to the encrypted
files included in the encrypted contents 1580. In addition,
each of the files corresponds to a 1st hash table included in
the header information 1550.

1.3.3 Encrypted Contents 1580

[0193] The encrypted contents 1580 are composed of ¢
pieces of encrypted files 1581, 1582, 1583, . . . , and 1587.
Each of the encrypted files includes a plurality of encrypted
units.

1.3.4 Header Information 1550

[0194] The header information 1550 is composed of ¢
pieces of 1st hash tables 1551, 1552, . . ., and 1557 and a
2nd hash tables 1556.

[0195] Each of the Ist hash tables is composed of a
plurality of pieces of unit hash information, and each piece
of the unit hash information includes a unit identifier and a
unit hash value.

[0196] The 2nd hash table 1556 is composed of ¢ pieces of
file hash information 1561, 1562, 1563, . . . , and 1567, and
each piece of the file hash information includes a file
identifier and a file hash value.

1.3.5 Signature Information 1570

[0197] The signature information 1570 is generated by
applying the signature generating algorithm S to a combined
result formed by combining ¢ pieces of file hash values
included in the 2nd hash table 1556 and c pieces of file
information included in the unit pick-out information 1530.

1.4 Executing Device 1600

[0198] As shown in FIG. 15, the executing device 1600 is
composed of an acquiring unit 1601, a contents key acquir-
ing unit 1602, a device key storing unit 1604, an executing
unit 1606, a signature information verifying unit 1611, and
a verification key storing unit 1612.

1.4.1 Acquiring Unit 1601

[0199] The acquiring unit 1601 is loaded with the DVD
1500. When detecting the DVD 1500 being loaded thereon,
the acquiring unit 1601 reads the key block 1510, unit
pick-out information 1530, and signature information 1570
from the DVD 1500, and outputs the read key block 1510 to
the contents key acquiring unit 1602 while outputting the
read unit pick-out information 1530 and signature informa-
tion 1570 to the signature information verifying unit 1611.

[0200] Inaddition, the acquiring unit 1601 reads all or part
of the header information 1550 and encrypted contents 1580
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from the DVD 1500 according to instructions from the
executing unit 1606 and the signature information verifying
unit 1611.

1.4.2 Contents Key Acquiring Unit 1602 and Device Key
Storing Unit 1604

[0201] The device key storing unit 1604 that is composed
of a ROM stores a device identifier “AID_p”1608 and a
device key “DK_p”1609 (p is a natural number of n or
smaller) as shown in FIG. 15.

[0202] The device identifier “AID_p”1608 is identifying
information uniquely indicating the executing device 1600,
while the device key “DK_p~1609 is key information spe-
cific to the executing device 1600.

[0203] The contents key acquiring unit 1602 receives the
key block 1510 from the acquiring unit 1601. When receiv-
ing the key block 1510, the contents key acquiring unit 1602
reads the device identifier “AID_p”1608 from the device
key storing unit 1604. Then, the contents key acquiring unit
1602 detects a device identifier corresponding to the device
identifier “AID_p”1608 read from the received key block
1510, and extracts an encrypted contents key corresponding
to the detected device identifier.

[0204] Subsequently, the contents key acquiring unit 1602
reads the device key “DK_p”1609 from the device key
storing unit 1604. The contents key acquiring unit 1602
generates the contents key “CK” by applying a decrypting
algorithm D1 to the extracted encrypted contents key with
the use of the read device key “DK_p”1609, and then
outputs the generated contents key “CK” to the executing
unit 1606.

[0205] Here, the decrypting algorithm D1 is an algorithm
used for decrypting encrypted texts generated by using the
encrypting algorithm E1.

1.4.3 Signature Information Verifying Unit 1611 and Veri-
fication Key Storing Unit 1612

[0206] The verification key storing unit 1612 that is com-
posed of a ROM stores a verification key 1613. The verifi-
cation key 1613 is key information corresponding to the
signature key 1113 stored by the distributing device 1100.

[0207] The signature information verifying unit 1611
receives the unit pick-out information 1530 and signature
information 1570 from the acquiring unit 1601.

[0208] FIG. 16 shows a general outline of verification
operations for signature information performed by the sig-
nature information verifying unit 1611. When receiving the
unit pick-out information 1530 and signature information
1570, the signature information verifying unit 1611 selects
i pieces (i is a natural number of ¢ or smaller) of file
identifiers from the received unit pick-out information 1530,
as shown in FIG. 16. Here, the following description is
provided on the assumption that the signature information
verifying unit 1611 has selected file identifiers “FID171531,
“FID3”1533, . . ., and so on.

[0209] The signature information verifying unit 1611 gen-
erates a replaced 1st hash table “REPHA1TBL171631 based
on the 1st hash table “HA1TBL171551 and the encrypted
file “ECNT1”1581 corresponding to the selected file iden-
tifier “FID171531. The signature information verifying unit
1611 does the same with the other selected file identifiers
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“FID3”, .. ., and so on to generate replaced 1st hash tables
1633, . . ., and so on. The signature information verifying
unit 1611 generates a replaced 2nd hash table
“REPHA2TBL1639 based on the generated replaced 1st
hash table 1631, 1633, . . ., and so on and the 2nd hash table
“HA2TBL”1556 stored in the DVD 1500, and verifies
signature information 1570 by using the generated replaced
2nd hash table “REPHA2TBL"1639.

[0210] Thus concludes the general outline shown in FIG.
16. The following provides detailed descriptions on: gen-
eration of replaced 1st hash tables (1.4.3.1); generation of a
replaced 2nd hash table (1.4.3.2); and a verification proce-
dure of signature information (1.4.3.3), with the aid of
drawings.

1.4.3.1 Generation of Replaced 1st Hash Tables

[0211] A procedure for generating replaced 1st hash tables
is explained with the aid of FIGS. 17 and 18.

[0212] As shown in FIG. 17, the signature information
verifying unit 1611 selects i pieces (i is a natural number of
¢ or smaller) from among ¢ pieces of file information
included in the received unit pick-out information 1530.
How to select i pieces is, for example, generating i pieces of
pseudorandom numbers (rl, r2, . . ., and ri), each of which
is 1 or greater but ¢ or smaller, and selecting the rlst, r2nd,

., and ri-th file identifiers. The selecting method is not
limited to this, and any method is applicable as long as it is
difficult to predict which file identifiers are selected. For
example, a temperature, humidity, noise on an electronic
signal, and the like may be used.

[0213] In the present embodiment, the following descrip-
tion is provided on the assumption that i=7, and seven pieces
of file information 1541, 1543, . . ., and so on are selected.

[0214] Subsequently, the signature information verifying
unit 1611 selects any one of the encrypted units in the
encrypted file “ECNT1”1581 corresponding to the file iden-
tifier “FID1” included in the selected file information 1541,
and reads the selected encrypted unit from the DVD 1500,
as shown in FIG. 18. To be more specific, the signature
information verifying unit 1611 reads the unit number “N1”
included in the selected file information 1541, and generates
a pseudorandom number t (here, t=3), which is “N1” or
smaller. Then, the signature information verifying unit 1611
reads an encrypted unit “EU1_3”, which is the third
encrypted unit in the encrypted file “ENCT171581, from the
DVD 1500 via the acquiring unit 1601 based on the file
identifying information “AD1” included in the selected file
information 1541.

[0215] Next, the signature information verifying unit 1611
generates a replacing unit hash value “H3” by assigning the
read encrypted unit “EU1_3” to a hash function. Here, the
signature information verifying unit 1611 uses the same hash
function used by the header information generating unit
1107 of the distributing device 1100.

[0216] Next, the signature information verifying unit 1611
reads the 1st hash table “HA1TBL1”1551 included in the
header information 1550 via the acquiring unit 1601.

[0217] Then, the signature information verifying unit 1611
replaces, with the calculated replacing unit hash value “H3”,
a unit hash value “UHA1_3" corresponding to a unit iden-
tifier “UID1_3" conforming to t=3, out of m pieces of unit
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hash information composing the read 1st hash table
“HA1TBL1”1551. The result is the replaced 1st hash table
“REPHA1TBL171631.

[0218] The signature information verifying unit 1611
repeats processing of the same kind for the other selected
pieces of file information 1542, . . . , and so on to generate
replaced 1st hash tables “REPHATBIL.31633, . . ., and so
on, respectively.

1.4.3.2 Generation of Replaced 2nd Hash Table

[0219] The following describes a procedure for generating
a replaced 2nd hash table with the aid of FIG. 19.

[0220] After completing generating the replaced 1st hash
tables based on the selected 7 pieces of file information, the
signature information verifying unit 1611 combines all the
unit identifiers, all the unit hash values, and the replaced
hash values composing the generated replaced 1st hash table
“REPHA1TBL171631, and generates a replacing file hash
value “thal” by assigning the combined result to the hash
function. In a similar fashion, the signature information
verifying unit 1611 generates replacing file hash values
“tha3”, . . ., and so on based on replaced 1st hash tables
1633“REPHA1TBL3”, . . . , and so on, respectively.

[0221] Next, the signature information verifying unit 1611
reads the 2nd hash table “HA2TBL”1556 included in the
header information 1550 from the DVD 1500. From among
cpieces of file hash information included in the read 2nd
hash table “HA2TBL1556, the signature information veri-
fying unit 1611 replaces file hash values of file hash infor-
mation including the file identifiers “FID1”, “FID3”, . . .,
and so on, which are included in the selected seven pieces
of file information, with the generated replacing file hash
values “thal”, “tha3”, .. ., and so on, respectively. The 2nd
hash table “HA2TBL1556 to which this replacement has
been conducted is the replaced 2nd hash table
“REPHA2TBL1639.

1.4.3.3 Signature Information Verification

[0222] The following describes signature information
verification with the aid of FIG. 20.

[0223] After generating the replaced 2nd hash table
“REPHA2TBL1639, the signature information verifying
unit 1611 reads the verification key 1613 from the verifica-
tion key storing unit 1612.

[0224] Subsequently, the signature information verifying
unit 1611 generates a combined result formed by combining
all the file hash values and replacing file hash values
included in the replaced 2nd hash table
“REPHA2TBL”1639 and c¢ pieces of file information
included in the unit pick-out information 1530, and gener-
ates signature verification information by applying a signa-
ture verifying algorithm V to the generated combined result
with the use of the verification key 1613. Then, the signature
information verifying unit 1611 compares the generated
signature verification information and the signature infor-
mation 1570 received from the acquiring unit 1601. When
these two do not agree, the signature information verifying
unit 1611 judges that the signature verification is unsuccess-
ful, and outputs playback prohibition information indicating
prohibition of the contents playback to the executing unit
1606. Here, the signature verifying algorithm V is an algo-
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rithm for verifying a signature generated by using the
signature generating algorithm S.

[0225] When the two agree, the signature information
verifying unit 1611 ends the verification processing.

1.4.4 Executing Unit 1606

[0226] The executing unit 1606 receives the contents key
“CK” from the contents key acquiring unit 1602.

[0227] In addition, the executing unit 1606 may receive
the playback prohibition information from the signature
information verifying unit 1611.

[0228] When receiving the contents key “CK”, the execut-
ing unit 1606 reads the encrypted file “ECNT1” composing
the encrypted contents 1580 from the DVD 1500 via the
acquiring unit 1601. The executing unit 1606 sequentially
applies the decrypting algorithm D1 to the encrypted units
“EU1_1”, “EU1_2”, . . ., and so on composing the read
encrypted file 1581 with the use of the received contents key
“CK” to generate the file “CNT1” composed of the units
“U1_17, “U1_27, ..., and so on.

[0229] Subsequently, the executing unit 1606 expands the
generated file “CNT1” to generate video and audio data. The
executing unit 1606 generates video and audio signals based
on the generated video and audio data, and outputs the
generated video and audio signals to the monitor 1620.

[0230] Regarding the encrypted files “ECNT2”, . . ., and
“ECNTc”, the executing unit 1606 repeats the readout,
decryption, and expansion as well as output of video and
audio signals in a similar fashion.

[0231] If receiving the playback prohibition information
from the signature information verifying unit 1611 during
the repetition, the executing unit 1606 aborts the repetition,
and notifies the user of the playback impracticability of the
DVD loaded on the executing device 1600 by, for example,
turning on an indicator lamp or having the monitor 1620
display a screen notifying an error.

1.4.5 Monitor 1620

[0232] The monitor 1620 has a built-in speaker which is
connected with the executing device 1600 by a cable.

[0233] The monitor 1620 receives the video and audio
signals from the executing unit 1606 of the executing device
1600, generates screens from the received image signal, and
displays the screens. Furthermore, the monitor 1620 gener-
ates audio from the audio signal, and outputs the generated
audio from the speaker.

1.5 Operational Behaviors

[0234] The following describes operational behaviors of
the distributing device 1100 and the executing device 1600.

1.5.1 Operational Behavior of Distributing Device 1100

[0235] The operational behavior of the distributing device
1100 is described with the aid of flowcharts shown in FIGS.
21 and 22.

[0236] The input unit 1101 acquires the contents 1120
composed of ¢ pieces of files according to operations
conducted by an operator (Step S1011), and instructs the
contents key generating unit 1102 to generate the contents
key.
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[0237] The contents key generating unit 1102 generates
the contents key “CK” using a random number, and outputs
the generated contents key “CK” to the key block generating
unit 1103 (Step S1012).

[0238] The key block generating unit 1103 receives the
contents key “CK”, and reads the device identification table
1130 from the executing device information storing unit
1104 (Step S1013) The key block generating unit 1103
generates the key block 1150, using the received contents
key “CK” and the read device identification table 1130 (Step
$1016).

[0239] In Steps S1017 to S1023, the unit generating unit
1105 of the distributing device 1100 repeats processing of
Steps S1018 to S1022 with respect to each file composing
the contents 1120.

[0240] The unit generating unit 1105 generates a file
identifier and file identitying information corresponding to a
file (Step S1018). Subsequently, the unit generating unit
1105 generates m pieces-of units by splitting the file (Step
S1019), generates a unit number indicating the number of
the generated units, and generates file information composed
of the generated file identifier, file identifying information,
and unit number (Step S1020).

[0241] Next, the unit generating unit 1105 generates unit
identifiers corresponding one-to-one with the generated
units (Step S1021). Subsequently, the unit generating unit
1105 generates m pieces of unit information, each piece of
which includes a corresponding unit identifier and a unit,
and puts these pieces of unit information together to form a
split file. Then, the unit generating unit 1105 generates split
file information composed of the split file and file identifier
(Step S1022).

[0242] After completing the repetition of Steps S1017 to
S1023 for all the files and the generation of ¢ pieces of split
file information and file information, the unit generating unit
1105 generates the unit pick-out information 1200 composed
of the ¢ pieces of file information (Step S1024), and outputs
the generated unit pick-out information 1200 to the signature
information generating unit 1111 and the recording unit
1114. In addition, the unit generating unit 1105 outputs the
split contents 1160 composed of the ¢ pieces of split file
information to the encryption processing unit 1106.

[0243] The encryption processing unit 1106 receives the
split contents 1160 from the unit generating unit 1105, and
generates the encrypted split contents 1210 by encrypting
each unit of individual split files composing the received
split contents 1160 with the use of the contents key “CK”
(Step S1026).

[0244] Next, the encryption processing unit 1106 gener-
ates ¢ pieces of encrypted files by extracting encrypted units
from each encrypted split file, and puts these encrypted files
together to form the encrypted contents 1330 (Step S1027).
Next, the encryption processing unit 1106 outputs the
encrypted split contents 1210 to the header information
generating unit 1107 while outputting the encrypted contents
1330 to the recording unit 1114.

[0245] The header information generating unit 1107
receives the encrypted split contents 1210 from the encryp-
tion processing unit 1106. The header information generat-
ing unit 1107 calculates unit hash values by assigning
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encrypted units included in each encrypted split file com-
posing the encrypted split contents 1210 to the hash func-
tion, and generates cpieces of 1st hash tables (Step S1028).

[0246] Next, the header information generating unit 1107
calculates, with respect to each of the 1st hash tables, a file
hash value based on the 1st hash table, and generates the 2nd
hash table 1269 including ¢ pieces of calculated file hash
values (Step S1029).

[0247] Next, the header information generating unit 1107
generates the header information 1260 including the gener-
ated 2nd hash table 1269 and the ¢ pieces of 1st hash tables
(Step S1031).

[0248] The signature information generating unit 1111
reads the signature key 1113 from the signature key storing
unit 1112 (Step S1032), and generates signature information
by applying the signature generating algorithm to the 2nd
hash table 1269 and unit pick-out information with the use
of the read signature key 1113 (Step S1033).

[0249] The recording unit 1114 writes the key block 1150,
unit information 1200, header information 1260, signature
information 1310, and encrypted contents 1330 to the DVD
1500 (Step S1034).

1.5.2 Operational Behavior of Executing Device 1600

[0250] FIG. 23 shows a process of information fabrication
involved in verification of the signature information. For
convenience of the description, regarding the header infor-
mation 1550, only unit hash values included in the 1st hash
tables and file hash values included in the 2nd hash table are
depicted in the figure. FIGS. 24 and 25 are flowcharts
showing operational behavior of the executing device 1600.
Note that the same step numbers in FIGS. 23 to 25 indicate
the same processing.

[0251] The following explains the operational behavior of
the executing device 1600 with the aid of FIGS. 23 to 25.

[0252] When being loaded with the DVD 1500, the acquir-
ing unit 1601 reads the key block 1510, unit pick-out
information 1530, and signature information 1570 from the
DVD 1500, and outputs the key block 1510 to the contents
key acquiring unit 1602 while outputting the unit pick-out
information 1530 and signature information 1570 to the
signature information verifying unit 1611 (Step S1041).

[0253] The signature information verifying unit 1611
receives the unit pick-out information 1530 and signature
information 1570, and selects i pieces out of ¢ pieces of file
identifiers included in the unit pick-out information 1530
with the use of a random number (Step S1046).

[0254] 1In Steps S1047 to S1057, the signature information
verifying unit 1611 repeats processing of Steps S1048 to
S1056 with respect to each of the selected i pieces of file
identifiers to generate i pieces of replaced 1st hash tables.

[0255] The signature information verifying unit 1611
extracts a unit number corresponding to one of the selected
file identifiers from unit information (Step S1048). Subse-
quently, the signature information verifying unit 1611 gen-
erates a random number t that is 1 or greater but the read unit
number or smaller (Step S1049). The signature information
verifying unit 1611 extracts a piece of file identifying
information corresponding to the selected file identifier from
the unit information, and reads the t-th encrypted unit in the
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encrypted file corresponding to the selected file identifier
from the DVD 1500 based on the extracted unit identifying
information (Step S1051). In FIG. 23, every time when the
above processing is repeated, the signature information
verifying unit 1161 sequentially reads: an encrypted unit
1511 included in the encrypted file 1581; an encrypted unit
1512 included in the encrypted file 1583; . . . ; and an
encrypted unit 1513 included in the encrypted file 1587.

[0256] The signature information verifying unit 1611 cal-
culates replacing unit hash values by assigning the read
encrypted units to the hash functions (Step S1052).

[0257] Next, the signature information verifying unit 1611
reads a 1st hash table corresponding to the selected file
identifier from the DVD 1500 (Step S1054), and generates
a replaced 1st hash table by replacing, with the calculated
replacing unit hash value, a unit hash value corresponding to
the calculated replacing unit hash value (Step S1056). In
FIG. 23, every time when the above processing is repeated,
the signature information verifying unit 1611 generates: the
replaced 1st hash table 1631 from the encrypted unit 1511
and 1st hash table 1551; the replaced 1st hash table 1633
from the encrypted unit 1512 and 1st hash table 1553; . . .
; and the replaced 1st hash table 1637 from the encrypted
unit 1513 and 1st hash table 1557.

[0258] After completing the repetition of Steps S1047 to
S1057 for all the i pieces of file identifiers, the signature
information verifying unit 1611 calculates i pieces of replac-
ing file hash values by individually assigning the replaced
1st hash tables to the hash function (Step S1059).

[0259] Next, the signature information verifying unit 1611
reads the 2nd hash table 1556 from the DVD 1500 (Step
S1061), and generates a replaced 2nd hash table 1639 by
replacing file hash values corresponding to the selected i
pieces of file identifiers with the calculated i pieces of
replacing file hash values (Step S1063). In FIG. 23, the
generated replaced 2nd hash table 1639 includes: a replacing
file hash value 1641 calculated from the replaced 1st hash
table 1631; a file hash value 1572 read from the DVD 1500,
a replacing file hash value 1643 calculated from the replaced
1st hash table 1633; . . . ; and a replacing file hash value 1647
calculated from the replaced 1st hash table 1637.

[0260] Next, the signature information verifying unit 1611
reads the verification key 1613 from the verification key
storing unit 1612 (Step S1064), and performs verification of
the signature information 1570 by using the unit pick-out
information 1530, the generated replaced 2nd hash table,
and the read verification key 1613 (Step S1066).

[0261] When the verification of the signature information
is successful (Step S1067: YES), the signature information
verifying unit 1611, then, ends the verification of the sig-
nature information 1570.

[0262] 1If the signature verification is unsuccessful (Step
S1067: NO), the signature information verifying unit 1611
outputs playback prohibition information to the executing
unit 1606 (Step S1073).

[0263] The contents key acquiring unit 1602 receives the
key block 1510, and reads the device identifier 1608 and
device key 1609 from the device key storing unit 1604 (Step
S1071). Then, the contents key acquiring unit 1602 gener-
ates the contents key “CK” from the read device identifier
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1608, device key 1609, and key block 1510, and outputs the
generated contents key “CK” to the executing unit 1606
(Step S1072).

[0264] The executing unit 1606 receives the contents key
“CK”. Here, if having received playback prohibition infor-
mation from the signature information verifying unit 1611
(Step S1074: YES), the executing unit 1606 notifies the user
of'the playback impracticability of the contents stored on the
DVD 1500 (Step S1076), and ends the playback.

[0265] If having not received playback prohibition infor-
mation (Sep S1074: NO), the executing unit 1606 reads
encrypted files composing the encrypted contents 1580 from
the DVD 1500 (Step S1077). The executing unit 1606 first
generates files by decrypting the read encrypted files with
the use of the contents key “CK” (Step S1079), and then
generates video and audio data by expanding the generated
files (Step S1081). Then, the executing unit 1606 generates
video and audio signals from the generated video and audio
data, respectively, outputs these signals to the monitor 1400,
and has the monitor 1400 play the video and audio (Step
S1082). When having finished reading all the encrypted files
or being instructed to finish the playback by operations
conducted by the user (Step S1084: YES), the executing unit
1606 ends the playback.

[0266] If there are still encrypted files which have not yet
been read, and the executing unit 1606 has not been received
an instruction for finishing the playback from the user, the
executing unit 1606 returns to Step S1074 and repeats the
processing of Steps 1074 to S1084.

1.6 Summary and Advantageous Effects

[0267] As having been described, in the present embodi-
ment, the DVD 1500 stores: encrypted contents including ¢
pieces of encrypted files, each of which includes a plurality
of encrypted units; header information including ¢ pieces of
1st hash tables generated based on the plurality of encrypted
units as well as a 2nd hash table; and signature information
generated based on the 2nd hash table.

[0268] At the same time when starting readout, decryp-
tion, and playback of the encrypted contents, the executing
device 1600 randomly selects i pieces of encrypted units
with the use of random numbers, and calculates replacing
unit hash values and replacing file hash values based on the
selected i pieces of encrypted units.

[0269] Next, the executing device 1600 reads the 2nd hash
table from the DVD, and generates a replaced 2nd hash table
by replacing, from among file hash values included in the
read 2nd hash table, file hash values corresponding to the
calculated replacing file hash values with the calculated
replacing file hash value. Then, the executing device 1600
performs verification of signature information by using the
replaced 2nd hash table. If the verification is unsuccessful,
the executing device 1600 aborts playback of the contents.

[0270] Thus, by limiting the number of unit hash values
newly calculated for verification of the signature informa-
tion to i pieces, it is possible to reduce the amount of
calculation involved in the verification of signature infor-
mation, which leads to a reduction in processing load at the
contents playback.

[0271] Furthermore, by performing the verification of
signature information with the use of a two layer structure
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composed of 1st and 2nd hash tables, the executing device
1600 is capable of reducing the amount of information read
from the DVD 1500. More specifically speaking, in the first
embodiment of the present invention, there is no need to
read 1st hash tables corresponding to file information which
was not selected. Accordingly, it is possible to shorten the
time required for reading information.

[0272] Additionally, 1st hash tables corresponding to
selected file information are read in the first embodiment.
However, from among components making up 1st hash
tables corresponding to the selected file information, only
components other than unit hash values corresponding to the
calculated replacing unit hash values may be read. The same
applies to reading a 2nd hash table. Herewith, it is possible
to further reduce the amount of information read from the
DVD 1500.

[0273] By performing the verification of signature infor-
mation with the use of replaced hash values generated from
the encrypted units, it is possible to complete both verifi-
cation of whether unauthorized contents are included and
verification of whether signature information was generated
by using a signature key owned by a legitimate right holder
at one time.

[0274] In the verification processing, if part or all of the
encrypted contents of the DVD 1500 is replaced with
unauthorized contents, the first embodiment has a high
chance of detecting the unauthorized contents since only i
pieces of encrypted units are randomly selected for use.

[0275] Here, a specific description is provided on the
assumption that half of the encrypted contents have been
rewritten to unauthorized contents. The probability of a
selected single encrypted unit being a valid encrypted unit
generated by the distributing device 1100 is /2. For example,
in the case of selecting seven encrypted units and performs
the verification, the probability of all the selected seven
encrypted units being valid encrypted units is (V2)"=Vizs.
Namely, in this case, the probability of not being able to
detect the unauthorized contents and is less than 1%. Here-
with, the first embodiment acts as a deterrent to prevent
fraudulent acts involving replacing part of contents distrib-
uted by a legitimate right holder with unauthorized contents
and distributing this.

1.7 Modification of First Embodiment

[0276] In the first embodiment, the distributing device
1100 splits each file composing the acquired contents into
units, and then conducts encryption for each unit. However,
the distributing device 1100 may conducts encryption with
respect to each file to generate encrypted files, and generate
encrypted units by splitting each of the generated encrypted
files. In this case, the executing unit 1606 of the executing
device 1600 reads the encrypted contents from the DVD
1500, decrypts the read encrypted contents with respect to
each encrypted file, and plays the decrypted contents.

[0277] A distributing device 11005 of the present modifi-
cation is described with the aid of FIG. 26.

[0278] The distributing device 11005 is composed of an
input unit 11015, a contents key generating unit 1102, a key
block generating unit 1103, an executing device information
storing unit 1104, a unit generating unit 11055, an encryp-
tion processing unit 11065, a header information generating
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unit 1107, a signature information generating unit 1111, a
signature key storing unit 1112, and a recording unit 1114.

[0279] Since the contents key generating unit 1102, key
block generating unit 1103, and executing device informa-
tion storing unit 1104, header information generating unit
1107, signature information generating unit 1111, signature
key storing unit 1112, and recording unit 1114 are the same
as in the first embodiment, the descriptions for these com-
ponents are left out.

[0280] Additionally, since the input unit 11015 is the same
as the input unit 1101 of the first embodiment except for
outputting the contents to the encryption processing unit
instead of to the unit generating unit, the description is also
omitted.

1.7.1 Encryption Processing Unit 11065

[0281] The encryption processing unit 11065 receives the
contents key “CK” from the contents key generating unit
1102.

[0282] The encryption processing unit 1106 receives con-
tents from the input unit 11015. Here, the contents are
composed of files “CNT1”, “CNT2”, . .., and “ICNTc”, as
is the case with the contents 1120 shown in FIG. 3.

[0283] When receiving the contents, the encryption pro-
cessing unit 1106 generates the encrypted file “ECT1” by
applying the encrypting algorithm E1 to the file “CNT1”
included in the received contents with the use of the contents
key “CK”.

[0284] The encryption processing unit 1106 does the same
with the files “CNT2” to “CNTc¢” to generate encrypted files
“ECNT2” to “ECNTc”.

[0285] Next, the encryption processing unit 1106 outputs
the encrypted contents composed of the generated encrypted
files “ECNT1”, “ECNT2”, “ECNT3”, . . ., and “ECNTc” to
the unit generating unit 11056 and recording unit 11145.

1.7.2 Unit Generating Unit 11055

[0286] The unit generating unit 11056 receives the
encrypted contents from the encryption processing unit
11065. When receiving the encrypted contents, the unit
generating unit 11055 generates the file identifier “FID1”
and the piece of file identifying information “AD1” corre-
sponding to the encrypted file “ECNT1” included in the
received encrypted contents.

[0287] Next, the unit generating unit 11055 splits the
encrypted file “ECNT1” every 64 kilobytes to generate m
pieces of encrypted units. At this point, if the last encrypted
unit is less than 64 kilobytes, the encrypted unit is supple-
mented with data like “000 . . . 000”.

[0288] Next, the unit generating unit 11055 generates a
number “N1” indicating the number of the generated
encrypted units, and then generates file information com-
posed of the generated file identifier “FID1”, piece of file
identifying information “AD1”, and unit number “N1”.

[0289] Next, the unit generating unit 11055 generates unit
identifiers “UID1_17, “UID1_27, “UID1_3”, . . ., and
“UID1_m” corresponding to the generated m pieces of
encrypted units “EU1_1”, “EU1_2”, “EU1_3”, . . ., and
“EU1_m”, respectively. Subsequently, the unit generating
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unit 11055 forms m pieces of encrypted unit information by
pairing the corresponding encrypted units with the unit
identifiers.

[0290] Next, the unit generating unit 11055 puts the m
pieces of encrypted unit information together to form the
encrypted split file “SplECNT1”.

[0291] The unit generating unit 11055 repeats processing
of the same kind for the rest of encrypted files “ECNT2”,
“ECNT3”, . . . and “ECNTc” included in the encrypted
contents to generate encrypted split files “SplECNT2”,
“SplECNT3”, . . ., and “SplECNTc” as well as the rest
pieces of file information. Then, the unit generating unit
11055 outputs the generated ¢ pieces of encrypted split files
“SplECNT1”, “SplECNT2”, “SplECNT3”, . . . , and
“SplECNTc” to the header information generating unit
11075 as encrypted split contents.

[0292] In addition, the unit generating unit 11055 gener-
ates unit pick-out information composed of the ¢ pieces of
file information, and outputs the generated unit pick-out
information to the recording unit 1114 and signature infor-
mation generating unit 11115.

2. SECOND EMBODIMENT

[0293] A second embodiment according to the present
invention is described below with the aid of drawings.

2.1 Unauthorized Contents Detection System

[0294] An unauthorized contents detection system of a
second embodiment is composed of a distributing device, an
executing device, and a monitor, as in the unauthorized
contents detection system 1 of the first embodiment.

[0295] The distributing device acquires contents accord-
ing to operations conducted by an operator, and generates
encrypted contents by encrypting the acquired contents. In
addition, the distributing device extracts part of the contents,
and generates information such as header information used
for detecting whether unauthorized contents are included in
the contents, signature information for proving that the
contents are issued by a legitimate right holder, and the like,
based on the extracted part of the contents (hereinafter,
referred to as “representative partial contents™). The distrib-
uting device writes the generated encrypted contents, sig-
nature information, and the like to a DVD.

[0296] The DVD will be sold or distributed to users
through distribution outlets.

[0297] When loaded with the DVD, the executing device
generates representative partial contents from the encrypted
contents stored in the loaded DVD, and performs verifica-
tion of the signature information and header information
based on the generated representative partial contents. If the
verification is successful, the executing device starts play-
back of the contents. When the verification is unsuccessful,
the executing device prohibits the contents playback.

[0298] Individual devices composing the unauthorized
contents detection system of the present embodiment and the
DVD are described in detail below.

2.2 Distributing Device 2100

[0299] FIG. 27 shows a structure of a distributing device
constituting the unauthorized contents detection system of
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the present embodiment. As shown in FIG. 27, the distrib-
uting device 2100 is composed of an input unit 2101, a
contents key generating unit 2102, a key block generating
unit 2103, an executing device information storing unit
1104, a selecting unit 2105, a header information generating
unit 2107, a signature information generating unit 2108, a
signature key storing unit 1112, an encryption processing
unit 2109, and a recording unit 2114.

[0300] Individual components composing the distributing
device 2100 are described in detail below. Note that, since
the executing device information storing unit 1104 and
signature key storing unit 1112 are the same as in the first
embodiment, the descriptions for these components are left
out.

2.2.1 Input Unit 2101

[0301] The input unit 21Q1 acquires contents and multiple
pieces of identifying information from an external device or
external recording medium according to operations of the
operator.

[0302] FIG. 28 shows an example of a structure of the
contents and identifying information acquired by the input
unit 2101. Contents 2120 are composed of cpieces of partial
contents “CNT172121, “CNT272122, “CNT372123, . . .,
and “CNTc”2127. Here, the contents 2120 acquired by the
input unit 2101 are a playable format for an executing device
2600 (as will hereinafter be described in detail), and the
DVD-Video format and the MPEG-2 format are examples of
such playable formats.

[0303] Each piece of the identifying information is infor-
mation uniquely indicating one of the partial contents con-
stituting the contents 2120, and is, for example, an offset of
a corresponding piece of partial contents from the head of
the contents, a sector number, or a playback starting point of
the piece of partial contents specified by reference to the
head of the contents. For example, a piece of identifying
information “AD1”2131 corresponds to the partial contents
“CNT172121, and the head of the partial contents
“CNT172121 is positioned at “AD1” from the head of the
contents 2120.

[0304] The input unit 2101 outputs the acquired contents
2120 and c pieces of identifying information to the contents
key generating unit 2102.

2.2.2 Contents Key Generating Unit 2102

[0305] The contents key generating unit 2102 receives the
contents 2120 and ¢ pieces of identifying information from
the input unit 2101. When receiving the contents 2120 and
¢ pieces of identifying information, the contents key gener-
ating unit 2102 generates a pseudorandom number, and
generates a 128-bit length contents key “CK” with the use of
the generated pseudorandom number. Instead of a pseudo-
random number, a true random number may be generated by
using, for example, noise on a signal.

[0306] Next, the contents key generating unit 2102 outputs
the generated contents key “CK”, the received contents 2120
and c¢ pieces of identifying information to the key block
generating unit 2103 and encryption processing unit 2109.

2.2.3 Key Block Generating Unit 2103

[0307] The key block generating unit 2103 receives the
contents key “CK”, contents 2120, and cpieces of identify-
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ing information from the contents key generating unit 2102.
When receiving the contents key “CK”, the key block
generating unit 2103 generates a key block by using the
device identification table 1130 stored in the executing
device information storing unit 1104 and the received con-
tents key “CK”. Since a procedure for generating the key
block is the same as in the first embodiment, the description
is omitted. In addition, the key block generated here has the
same structure as the key block 1150 shown in FIG. 5.

[0308] Next, the key block generating unit 2103 outputs
the generated key block, and the received contents key
“CK”, contents 2120, and c pieces of identifying informa-
tion to the selecting unit 2105.

2.2.4 Selecting Unit 2105

[0309] FIG. 29 shows a general outline of processing
performed by the selecting unit 2105. The following
describes the selecting unit 2105 with the aid of FIG. 29.

[0310] The selecting unit 2105 receives the key block,
contents key “CK”, contents 2120, and cpieces of identify-
ing information from the key block generating unit 2103.
When receiving these sets of information, the selecting unit
2105 selects k pieces out of the received ¢ pieces of
identifying information. The description, here, is provided
on the assumption that k=3.

[0311] Regarding the selecting method, k pieces may be
selected, for example, by using random numbers, or selected
from dates, temperatures, or the like. Alternatively, it may be
designed to accept selections from the operator. If the
contents 2120 are the MPEG format, pieces of identifying
information indicating intra pictures may be selected. In
addition, the selecting unit 2105 may prestore information
identifying k pieces to be selected, or may perform selection
in response to an instruction from the operator.

[0312] As shown in FIG. 29, the selecting unit 2105 here
selects pieces of identifying information “AD372133,
“AD772134, and “ADc2137.

[0313] Next, the selecting unit 2105 extracts a piece of
partial contents “CNT3” corresponding to the piece of
identifying information “AD372133 selected from the
received contents 2120, and generates a piece of represen-
tative information 2141 composed of the selected piece of
identifying information “AD372133 and the extracted piece
of partial contents “CNT3”. Here, the selected piece of
partial contents is referred to as “a piece of representative
partial contents”.

[0314] The selecting unit 2105 repeats processing of the
same kind for the pieces of identifying information
“AD772134 and “ADc’2137 to generate pieces of represen-
tative information 2142 and 2143.

[0315] Next, the selecting unit 2105 outputs to the header
information generating unit 2107: the generated three pieces
of representative information 2141, 2142, and 2143; and the
received key block, contents key “CK”, and contents 2120.

2.2.5 Header Information Generating Unit 2107

[0316] The header information generating unit 2107
receives the three pieces of representative information 2141,
2142, and 2143, key block, contents key “CK”, and contents
2120 from the selecting unit 2105.
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[0317] When receiving these, the header information gen-
erating unit 2107 generates an identifying information iden-
tifier “ADID1” uniquely identifying the received piece of
representative information 2141. Methods for generating the
identifying information identifier include, for example, a
sequential assignment of natural numbers and a random
assignment using random numbers.

[0318] Next, the header information generating unit 2107
extracts the piece of identifying information “AD3” from the
received piece of representative information 2141, and gen-
erates a piece of representative detecting information com-
posed of the generated identifying information identifier
“ADID1” and the piece of identifying information “AD3”.

[0319] Subsequently, the header information generating
unit 2107 extracts the piece of representative partial contents
“CNT3” from the received piece of representative informa-
tion 2141, and generates a partial hash value “HA3” by
assigning the extracted representative partial contents
“CNT3” to a hash function. The header information gener-
ating unit 2107 generates a piece of representative hash
information composed of the generated identifying informa-
tion identifier “ADID1” and partial hash value “HA3”.

[0320] The header information generating unit 2107
repeats processing of the same kind for the pieces of
representative information 2142 and 2143, and generates
pieces of representative detecting in formation and repre-
sentative hash information. The header information gener-
ating unit 2107 generates selected position information
composed of the generated three pieces of representative
detecting information.

[0321] FIG. 30 shows a structure of the selected position
information generated at this point. The selected position
information 2160 is composed of the pieces of representa-
tive detecting information 2161, 2162, and 2163, which
correspond to the pieces of representative information, 2141,
2142, and 2143, respectively. Each piece of the representa-
tive detecting information is composed of an identifying
information identifier and a piece of identifying information.
As an example, the piece of representative detecting infor-
mation 2161 corresponds to the piece of representative
information 2141, and includes an identifying information
identifier “ADID172171 and a piece of identifying informa-
tion “AD372176.

[0322] In addition, the header information generating unit
2107 generates header information composed of the gener-
ated three pieces of representative hash information.

[0323] FIG. 31 shows a structure of the header informa-
tion generated at this point. As shown in FIG. 31, header
information 2200 is composed of pieces of representative
hash information 2201, 2202, and 2203, which correspond
the pieces of representative detecting information 2161,
2162, and 2163, respectively.

[0324] Each piece of representative hash information
includes an identifying information identifier and a partial
hash value. For example, the piece of representative hash
information 2201 is generated based on the piece of repre-
sentative information 2141, and includes an identifying
information identifier “ADID1°2211 and a partial hash value
“HA3”.

[0325] Next, the header information generating unit 2107
outputs the generated selected position information 2160,
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header information 2200, and the received key block, con-
tents key “CK”, and contents 2120 to the signature infor-
mation generating unit 2108.

2.2.6 Signature Information Generating Unit 2108

[0326] The signature information generating unit 2108
receives the selected position information 2160, header
information 2200, key block, contents key “CK”, and con-
tents 2120 from the header information generating unit
2107. When receiving these sets of information, the signa-
ture information generating unit 2108 extracts the partial
hash values “HA3”, “HA5”, and “HAc” included in the
received header information 2200.

[0327] Next, the signature information generating unit
2108 reads a signature key 1113 from the signature key
storing unit 1112. The signature information generating unit
2108 generates signature information by assigning the sig-
nature generating algorithm S to a combined result formed
by combining the extracted partial hash values “HA3”,
“HAS”, and “HAc” with the use of the read of signature key
1113.

[0328] Next, the signature information generating unit
2108 outputs the generated signature information, and the
received selected position information 2160, header infor-
mation 2200, key block, contents key “CK”, and contents
2120 to the encryption processing unit 2109.

2.2.7 Encryption Processing Unit 2109

[0329] The encryption processing unit 2109 receives the
signature information, selected position information 2160,
header information 2200, key block, contents key “CK”, and
contents 2120 from the signature information generating
unit 2108.

[0330] When receiving these sets of information, the
encryption processing unit 2109 generates pieces of
encrypted partial contents “ECNT1”, “BECNT2”, “ECNT3”,
... ,and “ECNTc” by applying the encrypting algorithm E1
respectively to the pieces of partial contents “CNT1”,
“CNT2”, “CNT3”, . . ., and “CNTc” constituting the
received the contents 2120 with the use of the received
contents key “CK”. The generated pieces of encrypted
partial contents “ECNT1”, “ECNT2”, “ECNT3”, . . ., and
“ECNTc” are collectively referred to as encrypted contents.
Here, encryption contents can be denoted as ECNTb=
Enc(CK, CNTb), where b is a natural number of ¢ of smaller.
FIG. 32 shows a structure of the encrypted contents 2220
generated at this point.

[0331] Subsequently, the encryption processing unit 2109
generates encrypted selected position information by apply-
ing the encrypting algorithm E1 to the received selected
position information with the use of the received contents
key “CK”.

[0332] Next, the encryption processing unit 2109 outputs
the generated encrypted contents 2220 and encrypted
selected position information, and the received signature
information, header information 2200, and key block to the
recording unit 2114.

2.2.8 Recording Unit 2114

[0333] The recording unit 2114 is capable of being loaded
with the DVD.
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[0334] The recording unit 2114 receives the encrypted
contents 2220, encrypted selected position information, sig-
nature information, header information 2200, and key block
from the encryption processing unit 2109, and writes the
received encrypted contents 2220, encrypted selected posi-
tion information, signature information, header information
2200, and key block to the DVD.

2.3 DVD 2500

[0335] As shown in FIG. 33, a DVD 2500 stores a key
block 2510, encrypted selected position information 2530,
header information 2550, signature information 2570, and
encrypted contents 2580.

[0336] The key block 2510, encrypted selected position
information 2530, header information 2550, signature infor-
mation 2570, and encrypted contents 2580 have been written
by the distributing device 2100, and structures of these
components are as stated above.

2.4 Executing Device 2600

[0337] As shown in FIG. 34, the executing device 2600 is
composed of an acquiring unit 2601, a contents key acquir-
ing unit 2602, a device key storing unit 1604, a position
information decrypting unit 2606, a signature information
verifying unit 2611, a verification key storing unit 1612, a
representative partial contents decrypting unit 2616, a
header information verifying unit 2617, and an executing
unit 2618.

[0338] Individual components making up the executing
device 2600 are described in detail below. Note that, since
the device key storing unit 1604 and verification key storing
unit 1612 are the same as those constituting the executing
device 1600 of the first embodiment, the descriptions of
these components are omitted.

2.4.1 Acquiring Unit 2601

[0339] The acquiring unit 2601 is loaded with the DVD
2500. When detecting the DVD 2500 being loaded thereon,
the acquiring unit 2601 reads the key block 2510, encrypted
selected position information 2530, header information
2550, signature information 2570, and encrypted contents
2580 from the DVD 2500. The acquiring unit 2601 outputs
the read key block 2510, encrypted selected position infor-
mation 2530, header information 2550, signature informa-
tion 2570, and encrypted contents 2580 to the contents key
acquiring unit 2602.

2.4.2 Contents Key Acquiring Unit 2602

[0340] The contents key acquiring unit 2602 receives the
key block 2510, encrypted selected position information
2530, header information 2550, signature information 2570,
and encrypted contents 2580 from the acquiring unit 2601.

[0341] When receiving these sets of information, the con-
tents key acquiring unit 2602 generates the contents key
“CK” by using the device identifier “AID_p” and the device
key “DK_p” stored by the device key storing unit 1604 and
the received key block. A procedure for generating the
contents key “CK” is the same as the generation procedure
of the contents key “CK” conducted by the contents key
acquiring unit 1602 constituting the executing device 1600
of the first embodiment, and therefore the description is left
out.



US 2007/0198838 Al

[0342] Next, the contents key acquiring unit 2602 outputs
the generated contents key “CK”, and the received encrypted
selected position information 2530, header information
2550, signature information 2570, and encrypted contents
2580 to the position information decrypting unit 2606.

2.4.3 Position Information Decrypting Unit 2606

[0343] The position information decrypting unit 2606
receives the contents key “CK”, encrypted selected position
information 2530, header information 2550, signature infor-
mation 2570, and encrypted contents 2580 from the contents
key acquiring unit 2602.

[0344] When receiving these sets of information, the posi-
tion information decrypting unit 2606 generates selected
position information by applying the decrypting algorithm
D1 to the received encrypted selected position information
2530 with the use of the received contents key “CK”. The
selected position information generated at this point has the
same structure as the selected position information 2160
shown in FIG. 30.

[0345] Next, the position information decrypting unit
2606 outputs the generated selected position information,
and the received contents key “CK”, header information
2550, signature. information 2570, and encrypted contents
2580 to the signature information verifying unit 2611.

2.4.4 Signature Information Verifying Unit 2611

[0346] The signature information verifying unit 2611
receives the selected position information, contents key
“CK”, header information 2550, signature information 2570,
and encrypted contents 2580 from the position information
decrypting unit 2606.

[0347] When receiving these sets of information, the sig-
nature information verifying unit 2611 reads a verification
key from the verification key storing unit 1612. Next, the
signature information verifying unit 2611 extracts the partial
hash values “HA3”, “HA7”, and “HAc” from the three
pieces of representative hash information, respectively, con-
stituting the received header information 2550, and gener-
ates signature verification information by applying the sig-
nature verifying algorithm V to the combined result formed
by combining the extracted partial hash values “HA3”,
“HA7”, and “HAc” with the use of the read verification key.
The signature information verifying unit 2611 compares the
generated signature verification information and the
received signature information. When these two do not
agree, the signature information verifying unit 2611 judges
that the signature verification is unsuccessful, and aborts the
subsequent processing.

[0348] When these two agree, the signature information
verifying unit 2611 judges that the signature verification is
successful, and outputs the received selected position infor-
mation, contents key “CK”, header information 2550, and
encrypted contents 2580 to the representative partial con-
tents decrypting unit 2616.

2.4.5 Representative Partial Contents Decrypting Unit 2616

[0349] The representative partial contents decrypting unit
2616 receives the selected position information, contents
key “CK”, header information 2550, and encrypted contents
2580 from the signature information verifying unit 2611.
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[0350] When receiving these sets of information, the rep-
resentative partial contents decrypting unit 2616 extracts the
identifying information identifier “ADID1” and the corre-
sponding piece of identitying information “AD3” included
in the first representative detecting information constituting
the received selected position information, and further
extracts a piece of encrypted partial contents “ECNT3” from
the received encrypted contents 2580 based on the piece of
extracted identifying information “AD3”. Next, the repre-
sentative partial contents decrypting unit 2616 generates the
piece of representative partial contents “CNT3” by applying
the decrypting algorithm D1 to the extracted encrypted
partial contents “ECNT3” with the use of the received
contents key “CK”. Here, a pair of the generated piece of
representative partial contents “CNT3” and the extracted
piece of identifying information identifier “ADID1” is
referred to as “a piece of verifying representative informa-
tion”.

[0351] Next, the representative partial contents decrypting
unit 2616 repeats processing of the same kind for the rest
pieces of representative detecting information to generate a
piece of verifying representative information composed of
the identifying information identifier “ADID2” and the piece
of representative partial contents “CNT7” as well as a piece
of verifying representative information composed of the
identifying information identifier “ADID3” and the piece of
representative partial contents “CNTc”.

[0352] Next, the representative partial contents decrypting
unit 2616 outputs the generated three pieces of verifying
representative information and the received contents key
“CK”, header information 2550, and encrypted contents
2580 to the header information verifying unit 2617.

2.4.6 Header Information Verifying Unit 2617

[0353] The header information verifying unit 2617
receives the three pieces of verifying representative infor-
mation, contents key “CK”, header information 2550, and
encrypted contents 2580 from the representative partial
contents decrypting unit 2616.

[0354] When receiving these sets of information, the
header information verifying unit 2617 generates verifying
hash values “H3”, “H7”, and “Hc” by respectively assigning
the pieces of representative partial contents “CNT3”,
“CNT7”, and “CNTc” included in the received three veri-
fying representative information to the hash function. The
hash function used here is the same as that used in the header
information generating unit 2107 of the distributing device
2100.

[0355] Next, the header information verifying unit 2617
searches, in the header information 2550, an identifying
information identifier conforming to the identifying infor-
mation identifier “ADID1” included in the corresponding
piece of verifying representative information, and extracts
the partial hash value “HA3” corresponding to the detected
identifying information identifier. Then, the header informa-
tion verifying unit 2617 compares the extracted partial hash
value“HA3” and the generated veritying hash value “H3”.

[0356] In addition, the header information verifying unit
2617 extracts the partial hash value “HA7” from the header
information 2550 based on the identifying information iden-
tifier “ADID2” included in the corresponding piece of
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verifying representative information, and compares the
extracted partial hash value “HA7” and the generated veri-
fying hash value “H7”.

[0357] The header information verifying unit 2617
extracts the partial hash value “HAc” from the header
information 2550 based on the identifying information iden-
tifier “ADIDc¢” included in the corresponding piece of
verifying representative information, and compares the
extracted partial value “HAc” and the generated verifying
hash value “Hc”.

[0358] When each of the three pairs is compared and there
is even one pair disagreeing with one another, the header
information verifying unit 2617 aborts the subsequent pro-
cessing.

[0359] When all three pairs agree in the above comparison
of three pairs, the header information verifying unit 2617
judges that the verification of the header information 2550 is
successful, and outputs the received contents key “CK” and
encrypted contents 2580 to the executing unit 2618.

2.4.7 Executing Unit 2618

[0360] The executing unit 2618 receives the contents key
“CK” and encrypted contents 2580 from the header infor-
mation verifying unit 2617.

[0361] When receiving these sets of information, the
executing unit 2618 generates the contents composed of the
pieces of partial contents “CNT1”, “CNT2”, “CNT3”, . ..,
and “CNTc” by applying the decrypting algorithm D1 to
each of the encrypted pieces of partial contents “ECNT 17,
“ECNT2”, “ECNT3”, . . ., and “ECNTc” composing the
received encrypted contents 2580 with the use of the
received contents key “CK”.

[0362] Next, the executing unit 2618 expands the gener-
ated contents to generate video and audio data, and generates
video and audio signals from the generated video and audio
data. The executing unit 2618 outputs the generated video
and audio signals to the monitor.

2.5 Operational Behaviors of Distributing Device 2100 and
Executing Device 2600

[0363] Operational behaviors of the distributing device
2100 and executing device 2600 are described next.

2.5.1 Operational Behavior of Distributing Device 2100

[0364] The operational behavior of the distributing device
2100 is described with the aid of a flowchart shown in FIG.
3s5.

[0365] The input unit 2101 receives the contents 2120
composed of ¢ pieces of partial contents and ¢ pieces of
identifying information (Step S2011), and outputs the
received contents 2120 and identifying information to the
contents key generating unit 2102.

[0366] The contents key generating unit 2102 receives the
contents 2120 and ¢ pieces of identifying information, and
generates a contents key (Step S2012).

[0367] The key block generating unit 2103 receives the
contents key, contents 2120, and cpieces of identifying
information from the contents key generating unit 2102, and
reads device identifiers and device keys from the executing
device information storing unit 1104 (Step S2013). The key
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block generating unit 2103 generates a key block by using
the read device identifiers and device keys (Step S2014), and
outputs the generated key block, the received contents key,
contents 2120, and ¢ pieces of identifying information to the
selecting unit 2105.

[0368] The selecting unit 2105 receives the key block,
contents key, contents 2120, and identifying information,
and generates k pieces of representative information by
selecting k pieces of representative partial contents from the
received contents 2120 (Step S2016). Then, the selecting
unit 2105 outputs the generated k pieces of representative
information and the received contents key and contents 2120
to the header information generating unit 2107.

[0369] The header information generating unit 2107
receives the k pieces of representative information, contents
key, and contents 2120 from the selecting unit 2105, and
generates the selected position information 2160 and header
information 2200 from the received k pieces of representa-
tive information (Step S2018). Next, the header information
generating unit 2107 outputs the generated selected position
information 2160 and header information 2200, and the
received key block, contents key, and contents 2120 to the
signature information generating unit 2108.

[0370] Subsequently, the signature information generating
unit 2108 receives the selected position information 2160,
header information 2200, key block, contents key, and
contents 2120 from the header information generating unit
2107. When receiving these sets of information, the signa-
ture information generating unit 2108 reads the signature
key 1113 from the signature key storing unit 1112 (Step
S2019), and generates signature information from the read
signature key 1113 and header information 2200 (Step
S2021). Next, the signature information generating unit
2108 outputs the generated signature information, and the
received key block, selected position information 2160,
header information 2200, contents key, and contents 2120 to
the encryption processing unit 2109.

[0371] The encryption processing unit 2109 receives the
signature information, key block, selected position informa-
tion 2160, header information 2200, contents key, and
contents 2120 from the signature information generating
unit 2108, and generates encrypted selected position infor-
mation by encrypting the selected position information 2160
with the use of the received contents key (Step S2022).
Subsequently, the encryption processing unit 2109 generates
encrypted contents by encrypting the contents 2120 with the
use of the contents key (Step S2023), and then outputs the
generated encrypted selected position information and
encrypted contents, and the received key block, signature
information, and header information 2200 to the recording
unit 2114.

[0372] The recording unit 2114 writes the key block,
encrypted selected position information, header information
2200, signature information, and encrypted contents
received from the encryption processing unit 2109 to the
DVD 2500 (Step S2024).

2.5.2 Operational Behavior of Executing Device 2600

[0373] The operational behavior of the executing device
2600 is described with the aid of a flowchart shown in FIG.
36.
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[0374] When being loaded with the DVD 2500, the acquir-
ing unit 2601 reads the key block 2510, encrypted selected
position information 2530, header information 2550, signa-
ture information 2570, and encrypted contents 2580 from
the DVD 2500 (Step S2041). Then, the acquiring unit 2601
outputs the read key block 2510, encrypted selected position
information 2530, header information 2550, signature infor-
mation 2570, and encrypted contents 2580 to the contents
key acquiring unit 2602.

[0375] When receiving the key block 2510, encrypted
selected position information 2530, header information
2550, signature information 2570, and encrypted contents
2580 from the acquisition unit 2601, the contents key
acquiring unit 2602 reads the device identifiers and device
keys from the device key storing unit 1604 (Step S2042).
The contents key acquiring unit 2602 generates a contents
key from the read device identifiers and device keys and the
received key block 2510 (Step S2043). The contents key
acquiring unit 2602 outputs the generated contents key, and
the received encrypted selected position information 2530,
header information 2550, signature information 2570, and
encrypted contents 2580 to the position information decrypt-
ing unit 2606.

[0376] The position information decrypting unit 2606
receives the contents key, encrypted selected position infor-
mation 2530, header information 2550, signature informa-
tion 2570, and encrypted contents 2580 from the contents
key acquiring unit 2602, and generates selected position
information by decrypting the encrypted selected position
information 2530 with the use of the received contents key
(Step S2044). Next, the position information decrypting unit
2606 outputs the generated selected position information,
and the received contents key, header information 2550,
signature information 2570, and encrypted contents 2580 to
the signature information verifying unit 2611.

[0377] The signature information verifying unit 2611
receives the selected position information, contents key,
header information 2550, signature information 2570, and
encrypted contents 2580 from the position information
decrypting unit 2606, and reads a verification key from the
verification key storing unit 1612 (Step S2046). Then, the
signature information verifying unit 2611 verifies the sig-
nature information 2570 by using the read verification key
and the received header information 2550 (Step S2048).
When the verification of the signature information 2570 is
unsuccessful (Step S2049: NO), the signature information
verifying unit 2611 aborts the subsequent processing in the
executing device 2600.

[0378] When the verification of the signature information
2570 is successful (Step S2049: YES), the signature infor-
mation verifying unit 2611 outputs the received selected
position information, contents key, header information 2550,
and encrypted contents 2580 to the representative partial
contents decrypting unit 2616.

[0379] The representative partial contents decrypting unit
2616 receives the selected position information, contents
key, header information 2550, and encrypted contents 2580
from the signature information verifying unit 2611, and
generates k pieces of representative partial contents based on
the received selected position information, encrypted con-
tents 2580, and contents key. (Step S2051). Then, the
representative partial contents decrypting unit 2616 gener-
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ates k pieces of verifying representative information com-
posed of corresponding pieces of representative partial con-
tents and identifying information identifiers (Step S2052),
and outputs the generated k pieces of verifying representa-
tive information, and the received contents key, header
information 2550, and encrypted contents 2580 to the header
information verifying unit 2617.

[0380] The header information verifying unit 2617
receives the k pieces of verifying representative information,
contents key, header information 2550, and encrypted con-
tents 2580 from the representative partial contents decrypt-
ing unit 2616, and performs verification of the header
information 2550 by using the received k pieces of verifying
representative information (Step S2054). If the verification
is unsuccessful (Step S2056: NO), the header information
verifying unit 2617 aborts the subsequent processing.

[0381] When the verification is successful (Step S2056:
YES), the header information verifying unit 2617 outputs
the received contents key and encrypted contents 2580 to the
executing unit 2618.

[0382] When receiving the contents key and encrypted
contents 2580 from the header information verifying unit
2617, the executing unit 2618 generates the contents by
decrypting the encrypted contents 2580 with the use of the
received contents key (Step S2057), expands the generated
contents (Step S2058), and have the monitor play the
contents (Step S2059).

2.6 Summary and Advantageous Effects

[0383] As having been described, in the second embodi-
ment, the distributing device 2100 generates the header
information by using only k pieces of representative partial
contents from among ¢ pieces of partial contents making up
the contents, and further generates the signature information
by applying the signature generating algorithm to the header
information.

[0384] The executing device 2600 performs verification of
whether unauthorized contents are included by generating k
pieces of representative partial contents based on the
selected position information and performing verification of
the header information by using the generated k pieces of
representative partial contents. When the verification is
successful, the executing device 2600 starts the contents
playback, judging that no unauthorized contents are
included.

[0385] Thus, performing the verification of the header
information with the use of only k pieces out of ¢ pieces of
partial contents making up the contents achieves a reduction
in processing load of the executing device 2600 for the
verification.

[0386] Furthermore, it is also possible to reduce process-
ing load involved in the generation of the header information
in the distributing device 2100.

3. THIRD EMBODIMENT

[0387] The following describes an unauthorized contents
detection system according to a third embodiment of the
present invention.
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3.1 Unauthorized Contents Detection System

[0388] The unauthorized contents detection system of the
third embodiment is composed of a distributing device, an
executing device, and a monitor, as in the unauthorized
contents detection system of the first embodiment.

[0389] The distributing device acquires contents accord-
ing to operations conducted by an operator, and generates
encrypted contents by encrypting the acquired contents.

[0390] In addition, the distributing device extracts part of
the contents, and generates information such as header
information used for detecting whether unauthorized con-
tents are included in the contents, signature information for
proving that the contents are issued by a legitimate right
holder, and the like, based on the extracted part of the
contents (hereinafter, referred to as “a piece of representa-
tive partial contents”). The distributing device repeats
extraction of a piece of representative partial contents,
generation of a piece of header information, and generation
of a piece of signature information to generate multiple
pieces of header and signature information, and writes the
generated encrypted contents, and multiple pieces of header
and signature information to a DVD.

[0391] The DVD will be sold or distributed to users
through distribution outlets.

[0392] The executing device selects one piece each from
the multiple pieces of signature information and the multiple
pieces of header information recorded on the DVD, and
performs verification of the selected pieces of signature and
header information.

[0393] Individual devices composing the unauthorized
contents detection system of the present embodiment and the
DVD are described in detail below.

3.2 Distributing Device 3100

[0394] FIG. 37 shows a structure of the distributing device
of the present embodiment. As shown in FIG. 37, a distrib-
uting device 3100 is composed of an input unit 2101, a
contents key generating unit 2102, a key block generating
unit 2103, an executing device information storing unit
1104, a selecting unit 3105, a header information generating
unit 3107, a signature information generating unit 3108, a
signature key storing unit 1112, an encryption processing
unit 3109, and a recording unit 3114. The input unit 2101,
contents key generating unit 2102, key block generating unit
2103, executing device information storing unit 1104, and
signature key storing unit 1112 are the same as in the second
embodiment, and therefore the descriptions for these com-
ponents are omitted.

3.2.1 Selecting Unit 3105

[0395] The selecting unit 3105 prestores the number of
iteration “x” (X is an integer of 2 or greater).

[0396] The selecting unit 3105 receives the key block,
contents key “CK”, contents, and cpieces of identifying
information from the key block generating unit 2103. When
receiving the key block, contents key “CK”, contents, and ¢
pieces of identifying information, the selecting unit 3105
generates k pieces of representative information in the same
fashion as the selecting unit 2105 of the second embodiment.
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[0397] The selecting unit 3105 repeats processing of the
same kind x times to generate x groups of k pieces of
representative information. Here, the first group of repre-
sentative information is referred to as a “1st representative
group” while the second group, . . . , and x-th group of
representative information are referred to respectively as a
“2nd representative group” and an “x-th representative
group”. A specific example here is that all of the 1st to x-th
representative groups are respectively composed of k pieces
of representative information, however, the number of
pieces of representative information can be different from
group to group.

[0398] Next, the selecting unit 3105 outputs the generated
1st, 2nd, . . . , and x-th representative groups, and the
received key block, contents key “CK”, and contents to the
header information generating unit 3107.

3.2.2 Header Information Generating Unit 3105

[0399] The header information generating unit 3107
receives the 1st, 2nd, and x-th representative groups, key
block, contents key “CK”, and contents from the selecting
unit 3105.

[0400] When receiving these sets of information, the
header information generating unit 3107 generates selected
position information “POS1” and header information
“HEAD1” based on the k pieces of representative informa-
tion included in the received 1st representative group and the
contents. A specific procedure for generating the selected
position information and header information is the same as
the generation procedures of selected position information
2160 and header information 2200 performed by the header
information generating unit 2107 of the second embodiment,
and therefore the descriptions are omitted here. The selected
position information “POS1” has the same structure as the
selected position information 2160 shown in FIG. 30 while
the header information “HEAD1” has the same structure as
the header information 2200 shown in FIG. 31.

[0401] Next, the header information generating unit 3107
generates a header identifier “HEADID1” specific to a pair
of the generated selected position information “POS1” and
header information “HEAD1”. Here, a collection of the
generated header identifier “HEADID1”, a piece of selected
position information “POS1”, and a piece of header infor-
mation “HEAD1” is referred to as a “1st header group”.

[0402] The header information generating unit 3107
repeats processing of the same kind for the 2nd, 3rd, . . .,
and x-th representative groups to generate 2nd, 3rd, . . ., x-th
header groups.

[0403] Next, the header information generating unit 3107
extracts header identifiers from the 1st to x-th header groups,
and generates header selecting information composed of
extracted x pieces of header identifiers.

[0404] FIG. 38 shows an example of a structure of the
header selecting information generated at this point. Header
selecting information 3130 is composed of x pieces of
header identifiers, and the header identifiers correspond
respectively to the 1st to x-th header groups.

[0405] Next, the header information generating unit 3107
outputs the generated header selecting information 3130 and
1st, 2nd, . . ., and x-th header groups, and the received key
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block, contents key “CK”, and contents to the signature
information generating unit 3108.

3.2.3 Signature Information Generating Unit 3108

[0406] The signature information generating unit 3108
receives the header selecting information 3130, 1st, 2nd, . .
., and x-th header groups, key block, contents key “CK”,
and contents from the header information generating unit
3107.

[0407] When receiving these sets of information, the sig-
nature information generating unit 3108 reads the signature
key 1113 from the signature key storing unit 1112.

[0408] Next, the signature information generating unit
3108 generates a piece of signature information “Signl”
with the use of the header information “HEAD1” included
in the 1st header group and the read signature key 1113. A
specific procedure for generating the piece of signature
information is the same as one conducted by the signature
information generating unit 2108.

[0409] Here, the term “1st header group” is reassigned to
a result formed by adding the generated piece of signature
information “Signl” to the header identifier “HEADID1”,
piece of selected position information “POS1”, and piece of
header information “HEAD1”.

[0410] The signature information generating unit 3108
repeats processing of the same kind for the 2nd to x-th
header groups to generate pieces of signature information,
and newly forms 2nd to x-th header groups by adding the
generated pieces of signature information respectively to
corresponding header identifiers, pieces of selected position
information, and pieces of header information.

[0411] Next, the signature information generating unit
3108 outputs the 1st, 2nd, . . . , and x-th header groups, and
the received header selecting information 3130, key block,
contents key “CK”, and contents to the encryption process-
ing unit 3109.

3.2.4 Encryption Processing Unit 3109

[0412] The encryption processing unit 3109 receives the
Ist, 2nd, . . ., and x-th header groups, header selecting
information 3130, key block, contents key “CK”, and con-
tents from the signature information generating unit 3108.

[0413] The encryption processing unit 3109 generates ¢
pieces of encrypted partial contents by applying the encrypt-
ing algorithm E1 to individual pieces of partial contents
constituting the received contents with the use of the
received contents key “CK”, and puts the generated ¢ pieces
of encrypted partial contents together to form encrypted
contents. The encrypted contents generated at this point have
the same structure as the encrypted contents 2220 in FIG. 32.

[0414] Next, the encryption processing unit 3109 extracts
the piece of selected position information “POS1” from the
1st header group, and generates a piece of encrypted selected
position information “EPOS1” by applying the encrypting
algorithm E1 to the extracted piece of selected position
information “POS1” with the use of the contents key “CK”.
Next, the encryption processing unit 3109 replaces the piece
of selected position information “POS1” included in the 1st
header group with the generated piece of encrypted selected
position information “EPOS1”. Here, EPOS1=Enc(CK,
POS1)
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[0415] The encryption processing unit 3109 does the same
with the 2nd to x-th header groups to generate pieces of
encrypted selected position information, and replaces the
corresponding pieces of selected position information with
the pieces of encrypted selected position information.

[0416] Next, the encryption processing unit 3109 outputs
the 1Ist, 2nd, . . ., and x-th header groups, the generated
encrypted contents, and the received header selecting infor-
mation 3130 and key block to the recording unit 3114.

3.2.5 Recording Unit 3114

[0417] The recording unit 3114 receives the 1st, 2nd, . . .
, and x-th header groups, encrypted contents, header select-
ing information 3130, and key block from the encryption
processing unit 3109, and writes the received 1st, 2nd, . . .
, and x-th header groups, encrypted contents, header select-
ing information 3130, and key block to a DVD.

3.3 DVD 3500

[0418] FIG. 39 shows information recorded by a DVD
according to the present embodiment.

[0419] As shown in FIG. 39, a DVD 3500 stores a key
block 3510, header selecting information 3520, a 1st header
group 3530, a 2nd header group 3540, . . . , and an x-th
header group 3560, and encrypted contents 3580.

[0420] Each of the 1st header group 3530, 2nd header
group 3540, . . ., and x-th header group 3560 is composed
of a header identifier, a piece of encrypted selected position
information, a piece of header information, and a piece of
signature information.

[0421] For example, the 1st header group 3530 is com-
posed of a header identifier “HEAD173531, a piece of
encrypted selected position information “EPOS173532, a
piece of header information “HEAD1”, and a piece of
signature information “Sign1”3534.

[0422] These sets of information have been written to the
DVD 3500 by the distributing device 3100. The structure of
each set of the information is as previously mentioned, and
therefore the description is omitted here.

3.4 Executing Device 3600

[0423] As shown in FIG. 40, an executing device 3600 is
composed of an acquiring unit 3601, a contents key acquir-
ing unit 2602, a device key storing unit 1604, a position
information decrypting unit 2606, a signature information
verifying unit 2611, a verification key storing unit 1612, a
representative partial contents decrypting unit 2616, a
header information verifying unit 2617, and an executing
unit 2618.

[0424] The components other than the acquiring unit 3601
have the same structures and operational behaviors as the
contents key acquiring unit 2602, device key storing unit
1604, position information decrypting unit 2606, signature
information verifying unit 2611, verification key storing unit
1612, representative partial contents decrypting unit 2616,
header information verifying unit 2617, and executing unit
2618 constituting the executing device 2600 of the second
embodiment. Now therefore, here is described only the
acquiring unit 3601.
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3.4.1 Acquiring Unit 3601

[0425] When detecting the DVD 3500 being loaded
thereon, the acquiring unit 3601 reads the header selecting
information 3520 from the DVD 3500. Then, the acquiring
unit 3601 selects one of header identifiers “HEADID1”,
“HEADID2”, “HEADID3”, .. ., and “HEADIDX” included
in the read header information 3520 with the use of a random
number. The selecting method is not limited to this, and any
method is applicable as long as it is difficult for a third party
to predict which identifier is selected.

[0426] Next, the acquiring unit 3601 retrieves, from
among the 1st, 2nd, . . ., and x-th header groups recorded
on the DVD 3500, a header group including the selected
header identifier, and reads a piece of encrypted selected
position information, a piece of header information, and a
piece of signature information from the header group.

[0427] Subsequently, the acquiring unit 3601 reads the key
block 3510 and encrypted contents 3580 from the DVD
3500, and outputs the read key block 3510, encrypted
contents, encrypted selected position information, header
information, and signature information to the contents key
acquiring unit 2602.

3.5 Summary and Advantageous Effects

[0428] As having been described, the distributing device
3100 of the third embodiment generates x groups, each of
which is composed of a piece of encrypted selected position
information, a piece of header information, and a piece of
signature information, and the executing device selects one
of the xgroups and performs verification of whether unau-
thorized contents are included by using a piece of encrypted
selected position information, a piece of header information,
and a piece of signature information of the selected group of.

[0429] Thus, by increasing the number of pieces of the
representative partial contents used for the verification, it is
possible to enhance accuracy for detecting unauthorized
contents. Furthermore, it is difficult to predict which header
group, out of the 1st to x-th header groups, is selected in the
executing device 3600, and therefore it is possible to prevent
fraudulent acts involving replacing specifically only pieces
of partial contents not to be used for the verification with
unauthorized contents.

4. FOURTH EMBODIMENT

[0430] An unauthorized contents detection system accord-
ing to a fourth embodiment of the present invention is
described below.

4.1 Unauthorized Contents Detection System

[0431] The unauthorized contents detection system of a
fourth embodiment is composed of a distributing device, an
executing device, and a monitor, as in the first embodiment.

[0432] The distributing device acquires contents accord-
ing to operations of an operator, and generates encrypted
contents by encrypting the acquired contents.

[0433] In addition, the distributing device splits the con-
tents into multiple pieces of partial contents, and generates
header information used for verifying whether unauthorized
contents are included in the contents as well as signature
information for proving that the contents are issued by a
legitimate right holder based on all pieces of the partial
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contents. The distributing device writes the generated
encrypted contents, signature information, and the like to a
DVD.

[0434] The DVD will be sold or distributed to users
through distribution outlets.

[0435] When being loaded with the DVD, the executing
device selects some pieces out of the multiple pieces partial
contents making up the contents, and verifies the header
information by using only the selected pieces of partial
contents.

[0436] Individual devices composing the unauthorized
contents detection system of the present embodiment and the
DVD are described in detail below.

4.2 Distributing Device 4100

[0437] FIG. 41 shows a structure of the distributing device
of the fourth embodiment. As shown in FIG. 41, a distrib-
uting device 4100 is composed of an input unit 4101, a
contents key generating unit 4102, a key block generating
unit 4103, an executing device information storing unit
1104, a partial contents generating unit 4105, a header
information generating unit 4107, a signature information
generating unit 4108, a signature key storing unit 1112, an
encryption processing unit 4109, and a recording unit 4114.

[0438] The following describes individual components
constituting the distributing device 4100. Note that, since the
executing device information storing unit 1104 and signature
key storing unit 1112 are the same in the first embodiment,
the descriptions for these components are left out.

4.2.1 Input Unit 4101

[0439] The input unit 4101 acquires contents from an
external device or external recording medium according to
operations of the operator of the distributing device 4100.
The contents acquired here are a playable format for an
executing device 4600 (as will hereinafter be described in
detail), and the DVD-Video format and the MPEG-2 format
are examples of such playable formats.

[0440] The input unit 4101 outputs the acquired contents
to the contents key generating unit 4102.

4.2.2 Contents Key Generating Unit 4102

[0441] The contents key generating unit 4102 receives the
contents from the input unit 4101. When receiving the
contents, the contents key generating unit 4102 generates a
pseudorandom number, and generates a 128-bit length con-
tents key “CK” with the use of the generated pseudorandom
number. Instead of a pseudorandom number, a true random
number may be generated by using, for example, noise on a
signal.

[0442] Next, the contents key generating unit 4102 outputs
the generated contents key “CK” and the received contents
to the key block generating unit 4103.

4.2.3 Key Block Generating Unit 4103

[0443] The key block generating unit 4103 receives the
contents key “CK” and contents from the contents key
generating unit 4102. When receiving the contents key “CK”
and contents, the key block generating unit 4103 generates
a key block by using the received contents key “CK” and a
device identification table stored in the executing device
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information storing unit 1104. A specific procedure for
generating the key block is the same as one performed by the
key block generating unit 1103 of the first embodiment, and
therefore the description is omitted.

[0444] Next, the key block generating unit 4103 outputs
the generated key block, and the received contents key “CK”
and contents to the partial contents generating unit 4105.

4.2.4 Partial Contents Generating Unit 4105

[0445] The partial contents generating unit 4105 receives
the key block, contents key “CK”, and contents from the key
block generating unit 4103.

[0446] When receiving these sets of information, the par-
tial contents generating unit 4105 splits the received con-
tents into ¢ pieces of partial contents “CNT1”, “CNT2”,
“CNT3”, ..., and “CNTc”. For example, when the contents
are the DVD-Video format, VOBs or VOBUs can be used as
the split unit. On the other hand, when the contents are the.
MPEG-2 format, GOPs (Group Of Pictures), fields, frames,
or intra pictures can be used as the split unit. Alternatively,
regardless of the contents format, the contents can be split
every 64 kilobytes, or every portion corresponding to one
second of the playback time. The ¢ pieces of partial contents
generated at this point are correctively referred to as a split
contents.

[0447] Next, the partial contents generating unit 4105
generates pieces of identifying information “AD1”, “AD2”,
“AD3”, . .., and “ADc” which respectively correspond to
the generated n pieces of partial contents. Each piece of the
identifying information is information uniquely identifying
a corresponding piece of partial contents, and is, for
example, a playback starting point of the piece of the partial
contents which is specified by reference of the head of the
contents, or an offset from the head of the contents.

[0448] FIG. 42 shows split contents and identifying infor-
mation generated at this point. The split contents 4120 are
composed of ¢ pieces of partial contents “CNT174121,
“CNT274122, “CNT374123, . . ., and “CNTc”4127. Each
piece of the partial contents corresponds to a piece of the
identifying information. For example, a piece of identifying
information “AD174131 is information for identifying the
piece of partial contents “CNT174121.

[0449] Next, the partial contents generating unit 4105
outputs the generated ¢ pieces of identifying information and
split contents 4120, and the received key block and contents
key “CK” to the header information generating unit 4107.

4.2.5 Header Information Generating Unit 4107

[0450] The header information generating unit 4107
receives the ¢ pieces of identifying information “AD1”,
“AD2”, “AD3”, . . ., and “ADc”, and split contents 4120,
key block, and contents key “CK” from the partial contents
generating unit 4105.

[0451] When receiving these sets of information, the
header information generating unit 4107 generates an iden-
tifying information identifier “ADID1” uniquely identifying
the piece of identifying information “AD1” with the use of
a random number.

[0452] Here, a pair of the generated identifying informa-
tion identifier “ADID1” and the received piece of identify-
ing information “AD1” is referred to as “a piece of contents
detecting information”.
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[0453] Next, the header information generating unit 4107
extracts the partial contents “CNT174121 from the split
contents 4120 based on the received pieces of identifying
information “AD1”, and calculates a partial hash value
“HA1” by assigning the extracted the piece of partial
contents “CNT174121 to the hash function. Here, a pair of
the generated identifying information identifier “ADID1”
and calculated hash value “HA1” is referred to as “a piece
of partial hash information”.

[0454] The header information generating unit 4107
repeats processing of the same kind for the rest pieces of
identifying information “AD2”, “AD3”, . . ., and “ADc” to
generate pieces of contents detecting information and pieces
of partial hash information.

[0455] Next, the header information generating unit 4107
generates contents position information composed of the
generated ¢ pieces of contents detecting information. FIG.
43 shows a structure of the contents position information
generated at this point. Contents position information 4140
is composed of ¢ pieces of contents detecting information
4141, 4142, 4143, . . . , and 4146. Each piece of contents
detecting information includes an identifying information
identifier and a piece of identifying information. As an
example, the piece of contents detecting information 4141
includes an identifying information identifier “ADID174151
and the piece of identifying information “AD174131.

[0456] Subsequently, the header information generating
unit 4107 generates header information composed of the
generated ¢ pieces of partial hash information. FIG. 44
shows a structure of the header information generated at this
point. Header information 4160 is composed of ¢ pieces of
partial hash information 4161, 4162, 4163, . . . , and 4166.
Each piece of the partial hash information includes an
identifying information identifier and a partial hash value,
and corresponds to a piece of contents detecting information
making up the contents position information 4140. For
example, the piece of partial hash information 4161 includes
an identifying information identifier “ADID174171 and a
partial hash value “HA174172.

[0457] Next, the header information generating unit 4107
outputs the generated contents position information 4140
and header information 4160, and the received split contents
4120, key block, and contents key “CK” to the signature
information generating unit 4108.

4.2.6 Signature Information Generating Unit 4108

[0458] The signature information generating unit 4108
receives the contents position information 4140, header
information 4160, split contents 4120, key block, and con-
tents key “CK” from the header information generating unit
4107.

[0459] When receiving these sets of information, the sig-
nature information generating unit 4108 extracts hash values
included in individual pieces of partial hash information
constituting the received header information 4160. The
signature information generating unit 4108 generates a com-
bined hash value by assigning a combined result formed by
combining the extracted c¢ pieces of partial hash values
“HA1”, “HA2”, “HA3”, . . ., and “HAc” to the hash
function.

[0460] Next, the signature information generating unit
4108 reads the signature key 1113 from the signature key
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storing unit 1112, and generates signature information by
applying the signature generating algorithm S to the gener-
ated combined hash value with the use of the read signature
key 1113.

[0461] When having generated the signature information,
the signature information generating unit 4108 outputs the
generated signature information, and the received contents
position information 4140, header information 4160, split
contents 4120, key block, and contents key “CK” to the
encryption processing unit 4109.

4.2.7 Encryption Processing Unit 4109

[0462] The encryption processing unit 4109 receives the
signature information, contents position information 4140,
header information 4160, split contents 4120, key block, and
contents key “CK” from the signature information generat-
ing unit 4108.

[0463] When receiving these sets of information, the
encryption processing unit 4109 generates a piece of
encrypted partial contents “ECNT1” by applying an encrypt-
ing algorithm to the piece of partial contents “CNT174121
constituting the received split contents 4120. The encryption
processing unit 4109 repeats processing of the same kind for
the pieces of partial contents “CNT274122, “CNT374123, .
.., and “CNTc”4127 to generate pieces of encrypted partial
contents “ECNT2”, “ECNT3”, . . ., and “ECNTc”.

[0464] Next, the encryption processing unit 4109 gener-
ates encrypted contents composed of the generated ¢ pieces
of encrypted partial contents “ECNT1”, “ECNT2”,
“ECNT3”, . . ., and “ECNTc”. The encrypted contents
generated at this point have the same structure as the
encrypted contents 2220 (FIG. 32) of the second embodi-
ment.

[0465] Next, the encryption processing unit 4109 outputs
the generated encrypted contents, and the received signature
information, contents position information 4140, header
information 4160, and key block to the recording unit 4114.

4.2.8 Recording Unit 4114
[0466] The recording unit 4114 is loaded with a DVD.

[0467] The recording unit 4114 receives the encrypted
contents, signature information, contents position informa-
tion 4140, header information 4160, and key block from the
encryption processing unit 4109.

[0468] When receiving these sets of information, the
recording unit 4114 writes the received encrypted contents,
signature information, contents position information 4140,
header information 4160, and key block to the DVD.

4.3 DVD 4500

[0469] FIG. 45 shows information stored in a DVD of the
fourth embodiment. As shown in FIG. 45, a DVD 4500
stores a key block 4510, contents position information 4530,
header information 4550, signature information 4570, and
encrypted contents 4580.

[0470] These sets of information have been written by the
distributing device 4100. Structures of the individual sets of
information are as stated above, and therefore the descrip-
tions are omitted here.
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4.4 Executing Device 4600

[0471] FIG. 46 shows a structure of the executing device
of the fourth embodiment. As shown in FIG. 46, an execut-
ing device 4600 is composed of an acquiring unit 4601, a
contents key acquiring unit 4602, a device key storing unit
1604, a signature information verifying unit 4606, a verifi-
cation key storing unit 1612, a selecting unit 4611, a partial
contents decrypting unit 4616, a header information verify-
ing unit 4617, and an executing unit 2618.

[0472] Individual components making up the executing
device 4600 are described in detail below. Note that, since
the device key storing unit 1604 and verification key storing
unit 1612 are the same as in the first embodiment while the
executing unit 2618 being the same as in the second embodi-
ment, the descriptions of these components are omitted.

4.4.1 Acquiring Unit 4601

[0473] The acquiring unit 4601 is loaded with the DVD
4500. When detecting the DVD 4500 loaded thereon, the
acquiring unit 4601 reads the key block 4510, contents
position information 4530, header information 4550, signa-
ture information 4570, and encrypted contents 4580, and
outputs the read key block 4510, contents position informa-
tion 4530, header information 4550, signature information
4570, and encrypted contents 4580 to the contents key
acquiring unit 4602.

4.4.2 Contents Key Acquiring Unit 4602

[0474] The contents key acquiring unit 4602 receives the
key block 4510, contents position information 4530, header
information 4550, signature information 4570, and
encrypted contents 4580 from the acquiring unit 4601.

[0475] When receiving these sets of information, the con-
tents key acquiring unit 4602 generates the contents key
“CK” by using the received key block 4510, the device
identifier “AID_p” and the device key “DK_p” stored by the
device key storage unit 1604. A procedure for generating the
contents key “CK” is the same as one conducted by the
contents key acquiring unit 1602 constituting the executing
device 1600 of the first embodiment, and therefore the
description is left out.

[0476] Next, the contents key acquiring unit 4602 outputs
the generated contents key “CK”, and the received contents
position information 4530, header information 4550, signa-
ture information 4570, and encrypted contents 4580 to the
signature information verifying unit 4606.

4.4.3 Signature Information Verifying Unit 4606

[0477] The signature information verifying unit 4606
receives the contents key “CK”, contents position informa-
tion 4530, header information 4550, signature information
4570, and encrypted contents 4580 from the contents key
acquiring unit 4602.

[0478] When receiving these sets of information, the sig-
nature information verifying unit 4606 performs verification
of the signature information 4570 in the following proce-
dure.

[0479] First, the signature information verifying unit 4606
extracts partial hash values from individual pieces of partial
hash information constituting the received header informa-
tion, and calculates a signature verifying combined hash



US 2007/0198838 Al

value by assigning a combined result formed by combining
the extracted partial hash values “HA1”, “HA2”, “HA3”, ..
., and “HAc” to the hash function.

[0480] Next, the signature information verifying unit 4606
reads a verification key 1613 from the verification key
storing unit 1612, and generates signature verification infor-
mation by applying the signature verifying algorithm V to
the calculated signature verifying combined hash value.
Then, the signature information verifying unit 4606 com-
pares the generated signature verifying information and the
received signature information. When these two do not
agree, the signature information verifying unit 4606 judges
that the verification of the signature information 4570 is
unsuccessful, and aborts the subsequent processing in the
executing device 4600.

[0481] When these two agree, the signature information
verifying unit 4606 judges that the verification of the sig-
nature information 4570 is successful, and outputs the
received contents key “CK”, contents position information
4530, header information 4550, and encrypted contents 4580
to the selecting unit 4611.

4.4.4 Selecting Unit 4611

[0482] The selecting unit 4611 receives the contents key
“CK?”, contents position information 4530, header informa-
tion 4550, and encrypted contents 4580 from the signature
information verifying unit 4606.

[0483] When receiving these sets of information, the
selecting unit 4611 generates selected position information
from the received contents position information 4530 in a
procedure described as follows. FIG. 47 shows a general
outline of a generation procedure of the selected position
information performed by the selecting unit 4611 and a
structure of the selected position information generated at
this point. The following describes the generation procedure
of the selected position information with the aid of FIG. 47.

[0484] The selecting unit 4611 selects k pieces out of ¢
pieces of contents detecting information 4531, 4532, 4533,

., and 4536 constituting the received contents position
information 4530 with the use of random numbers. The
selecting method is not limited to this, and any method is
applicable as long as it is difficult for a third party to predict
which pieces are selected.

[0485] FIG. 47 shows a case in which k pieces including
pieces of contents detecting information 4531, 4533, and
4536 have been selected.

[0486] Next, the selecting unit 4611 generates selected
position information 4620 composed of the selected k pieces
of contents detecting information 4531, 4533, . . ., and 4536.

[0487] Next, the selecting unit 4611 generates selecting
header information in the following procedure based on the
received header information 4550. FIG. 48 shows a general
outline of a procedure for generating the selecting header
information and a structure of the selecting header informa-
tion. The following gives an account of the generation
procedure of the selecting header information with the aid of
FIG. 48.

[0488] First, the selecting unit 4611 extracts an identifying
information identifier from each of the pieces of contents
detecting information 4531, 4532, . . . , and 4536 constitut-
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ing the generated selected position information 4620, and
further extracts pieces of partial hash information 4551,
4553, . . ., and 4556 including the same identifying
information identifiers as the extracted identifying informa-
tion identifiers “ADID1”, “ADID3”, . . ., and “ADIDc¢”.

[0489] Next, the selecting unit 4611 generates selecting
header information 4630 composed of the extracted pieces
of partial hash information 4551, 4553, . . . , and 4556.

[0490] Next, the selecting unit 4611 outputs the generated
selected position information 4620 and selecting header
information 4630, and the received contents key “CK” and
encrypted contents 4580 to the partial contents decrypting
unit 4616.

4.4.5 Partial Contents Decrypting Unit 4616

[0491] The partial contents decrypting unit 4616 receives
the selected position information 4620, selecting header
information 4630, contents key “CK”, and encrypted con-
tents 4580 from the selecting unit 4611.

[0492] When receiving these sets of information, the par-
tial contents decrypting unit 4616 generates verifying con-
tents in a procedure explained as follows. FIG. 49 shows a
general outline of a procedure for generating verifying
contents and a structure of verifying contents 4650 gener-
ated at this point. The procedure for generating the verifi-
cation contents is described below with the aid of FIG. 49.

[0493] First, the partial contents decrypting unit 4616
extracts the piece of identifying information “AD1” from the
contents detecting information 4531 constituting the
received selected position information 4620, and further
extracts the piece of encrypted partial contents “ECNT1”
from the received encrypted contents 4580 based on the
extracted piece of identifying information “AD1”.

[0494] The partial contents decrypting unit 4616 generates
the piece of partial contents “CNT1” by applying the
decrypting algorithm D1 to the piece of extracted partial
content “ECNT1”. Subsequently, the partial contents
decrypting unit 4616 generates a piece of verifying partial
contents information 4651 composed of the identifying
information identifier “ADID1” included in the piece of
contents detecting information 4531 and the generated piece
of partial contents “CNT1”.

[0495] The partial contents decrypting unit 4616 repeats
processing of the same kind for the rest pieces of contents
detecting information 4532, . . ., and 4536 to generate pieces
of verifying partial contents information 4652, . . . , and
4656. Next, the partial contents decrypting unit 4616 gen-
erates the verifying contents 4650 composed of the gener-
ated k pieces of verifying partial contents information.

[0496] When having generated the verifying contents
4650, the partial contents decrypting unit 4616 outputs the
generated verifying contents 4650, and the received select-
ing header information 4630, contents key “CK”, and
encrypted contents 4580 to the header information verifying
unit 4617.

4.4.6 Header Information Verifying Unit 4617

[0497] The header information verifying unit 4617
receives the verifying contents 4650, selecting header infor-
mation 4630, content key “CK”, and encrypted contents
4580 from the partial contents decrypting unit 4616.



US 2007/0198838 Al

[0498] When receiving these sets of information, the
header information verifying unit 4617 generates a verifying
hash value “H1” by assigning a piece of partial contents
“CNT174624 included in the first piece of veritying partial
contents information 4651 constituting the received verify-
ing contents 4650 to the hash function.

[0499] Next, the header information verifying unit 4617
extracts an identifying information identifier “ADID174621
included in the piece of veritying partial contents informa-
tion 4651. Then, the header information verifying unit 4617
detects a piece of partial hash information 4551 including
the same identifying information identifier as the extracted
identifying information identifier “ADID174621 from the
received selecting header information 4630, and extracts a
partial hash value “HA174632 included in the detected
partial hash information 4551. Next, the header information
verifying unit 4617 compares the extracted partial hash
value “HA174632 and the calculated verifying hash value
“H1”.

[0500] The header information verifying unit 4617 repeats
processing of the same kind for the rest pieces of verifying
partial contents information 4652, . . . , and 4656, and
performs comparison of a partial hash value with a verifying
hash value k times.

[0501] When even once in the k comparisons a partial
hash value and a verifying hash value do not conform to
each other, the header information verifying unit 4617 aborts
the subsequent processing in the executing device 4600.

[0502] When all pairs of a partial hash value and a
verifying hash value agree in the k comparisons, the header
information verifying unit 4617 outputs the received con-
tents key “CK” and encrypted contents 4580 to the execut-
ing unit 4618.

4.5 Operational Behaviors

[0503] The following describes operational behaviors of
the distributing device 4100 and the executing device 4600.

4.5.1 Operational Behavior of Distributing Device 4100

[0504] FIG. 50 is a flowchart showing an operational
behavior of the distributing device 4100, while FIG. 51
shows a flow of processing the contents in the operational
behavior of the distributing device 4100.

[0505] The operational behavior of the distributing device
4100 is described with the aid of FIGS. 50 and 51.

[0506] The input unit 4101 acquires the contents (Step
S4012), and outputs the acquired contents to the contents
key generating unit 4102.

[0507] The contents key generating unit 4102 receives the
contents, generates a contents key with the use of a random
number (Step S4013), and outputs the generated contents
key and the received contents to the key block generating
unit 4103.

[0508] When receiving the contents key and contents, the
key block generating unit 4103 generates a key block, and
outputs the generated key block, and the received contents
key and contents to the partial contents generating unit 4105
(Step S4014).

[0509] The partial contents generating unit 4105 receives
the key block, contents key, contents from the key block
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generating unit 4103. Next, the partial contents generating
unit 4105 splits the received contents 4119, as shown in FI1G.
51, to generate ¢ pieces of partial contents (Step S4016), and
puts the generated ¢ pieces of partial contents together to
form the split contents 4120. Next, the partial contents
generating unit 4105 generates pieces of identifying infor-
mation respectively corresponding to the generated c pieces
of partial contents (Step S4018), and outputs the generated
split contents 4120 and the ¢ pieces of identification infor-
mation, and the received key block, contents key, and
contents to the header information generating unit 4107.

[0510] The header information generating unit 4107
receives the split contents, ¢ pieces of identitying informa-
tion, key block, and contents key from the partial contents
generating unit 4105, generates identifying information
identifiers respectively corresponding to the received pieces
of identification information, and further generates the con-
tents position information 4140 including the generated
identifying information identifiers and pieces of identifying
information. Furthermore, as shown in FIG. 51, the header
information generating unit 4107 calculates ¢ pieces of
partial hash values by assigning individually the ¢ pieces of
partial contents making up the received split contents 4120
to the hash function, and generates the header information
4160 including the calculated ¢ piece of partial hash values
(Step S4019). Next, the header information generating unit
4107 outputs the generated contents position information
4140 and header information 4160, and the received key
block and contents key to the signature information gener-
ating unit 4108.

[0511] The signature information generating unit 4108
receives the contents position information 4140, header
information 4160, key block, and contents key from the
header information generating unit 4107. As shown in FIG.
51, the signature information generating unit 4108 extracts
¢ pieces of partial hash values included in the received
header information, combines the extracted c¢ pieces of
partial hash values, and calculates a combined hash value by
assigning the combined result to the hash function (Step
S4021).

[0512] Next, the signature information generating unit
4108 reads the signature key 1113 from the signature key
storing unit 1112 (Step S4022). As shown in FIG. 51, the
signature information generating unit 4108 generates the
signature information 4170 by applying a signature gener-
ating algorithm to the generated combined hash value with
the use of the read signature key 1113 (Step S4023).

[0513] Next, the signature information generating unit
4108 outputs the generated signature information, and the
received contents position information 4140, header infor-
mation 4160, split contents 4120 and contents key to the
encryption processing unit 4109.

[0514] The encryption processing unit 4109 receives the
signature information, contents position information 4140,
header information 4160, split contents 4120, and contents
key, and generates encrypted contents by encrypting indi-
vidual pieces of partial contents constituting the split con-
tents 4120 with the use of the received contents key (Step
S4024). The encryption processing unit 4109 outputs the
generated encrypted contents, and the received signature
information, contents position information 4140, header
information 4160, and key block to the recording unit 4114.
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[0515] The recording unit 4114 receives the encrypted
contents, signature information, contents position informa-
tion 4140, header information 4160, and key block, and
writes the received key block, contents position information
4140, header information 4160, signature information,
encrypted contents to the DVD 4500 (Step S4026).

4.5.2 Operational Behavior of Executing Device 4600

[0516] FIGS. 52 and 53 are flowcharts showing an opera-
tional behavior of the execution device 4600. FIG. 54
schematically shows information dealt by individual com-
ponents making up the executing device 4600. Note that the
same referential step numbers in FIGS. 52 to 54 indicate the
same processing.

[0517] The following explains the operational behavior of
the executing device 4600 with the aid of FIGS. 52 to 54.

[0518] When being loaded with the DVD 4500, the acquir-
ing unit 4601 reads the key block 4510, contents position
information 4530, header information 4550, signature infor-
mation 4570, and encrypted contents 4580 from the DVD
4500 (Step S4041), and outputs the read these sets of
information to the contents key acquiring unit 4602.

[0519] The contents key acquiring unit 4602 receives the
key block 4510, contents position information 4530, header
information 4550, signature information 4570, and
encrypted contents 4580, and generates the contents key by
using the received key block 4510, a device identifier and a
device key stored by the device key storing unit 1604 (Step
S4042). Next, the contents key acquisition unit 4602 outputs
the generated contents key, and the received contents posi-
tion information 4530, header information 4550, signature
information 4570, and encrypted contents 4580 to the sig-
nature information verifying unit 4606.

[0520] The signature information verifying unit 4606
receives the contents key, contents position information
4530, header information 4550, signature information 4570,
and encrypted contents 4580, combines cpieces of partial
hash values included in the received header information
4550, and generates a signature verifying combined hash
value by assigning the combined result to the hash function
(Step S4043) Next, the signature information verifying unit
4606 reads the verification key 1613 from the verification
key storing unit 1612 (Step S4044), and verifies the received
signature information 4570 by using the read verification
key 1613 and the generated signature verifying combined
hash value (Step S4046)

[0521] Ifthe verification of the signature information 4570
is unsuccessful (Step S4048: NO), the signature information
verifying unit 4606 aborts the subsequent processing in the
executing device 4600.

[0522] Ifthe verification of the signature information 4570
is successful (Step S4048: YES), the signature information
verifying unit 4606 outputs the received contents key, con-
tents position information 4530, header information 4550,
and encrypted contents 4580 to the selecting unit 4611.

[0523] When receiving the contents key, contents position
information 4530, header information 4550, and encrypted
contents 4580, the selecting unit 4611 selects k pieces out of
the ¢ pieces of contents detecting information included in the
contents position information 4530 (Step S4049). Next, the
selecting unit 4611 generates the selected position informa-
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tion 4620 composed of the selected pieces of contents
detecting information (Step S4051). Then, the selecting unit
4611 selects k pieces of partial hash information from the
received header information 4550 based on the identifying
information identifiers included in the k pieces of contents
detecting information making up the generated selected
position information 4620 (Step S4053), and generates the
selecting header information 4630 composed of the selected
k pieces of partial hash information (Step S4056). Next, the
selecting unit 4611 outputs the generated selected position
information 4620 and selecting header information 4630,
and the received contents key and encrypted contents 4580
to the partial contents decrypting unit 4616.

[0524] The partial contents decrypting unit 4616 receives
the selected position information 4620, selecting header
information 4630, contents key, and encrypted contents
4580, and extracts k pieces of encrypted partial contents
4581, 4582, 4583, . . . , and 4586 from the encrypted
contents 4580 based on the pieces of identifying information
included in the received selected position information 4620
as shown in FIG. 54 (Step S4057). Next, the partial contents
decrypting unit 4616 generates pieces of partial contents by
decrypting the extracted k pieces of encrypted partial con-
tents 4581, 4582, 4583, . . ., and 4586 (Step S4059). Next,
the partial contents decrypting unit 4616 generates the
verifying contents 4650 including k pieces of identifying
information identifiers included in the received selected
position information 4620 and the generated k pieces of
partial contents (Step S4061). The partial contents decrypt-
ing unit 4616 outputs the generated verifying contents 4650,
and the received selecting header information 4630, content
key, and encrypted contents 4650 to the header information
verifying unit 4617.

[0525] The header information verifying unit 4617
receives the verifying contents 4650, selecting header infor-
mation 4530, contents key, and encrypted contents 4580.
When receiving these sets of information, the header infor-
mation verifying unit 4617 generates k pieces of verifying
hash values by individually assigning k pieces of partial
contents 4591, 4592, 4593, . . ., and 4596 included in the
received verifying contents 4650 to the hash function (Step
S4062), and compares individually k pieces of partial hash
values included in the received header information and
corresponding generated verifying hash values (Step S4064:
YES).

[0526] In the comparison of k pairs, each of which is
composed of a verifying hash value and a corresponding
partial hash value, when any one pair does not conform to
each other (Step S4066: NO), the header information veri-
fying unit 4617 aborts the subsequent processing in the
executing device 4600.

[0527] Inthe comparison of k pairs, when all k pairs show
agreements (Step S4066: YES), the header information
verifying unit 4617 outputs the received contents key and
encrypted contents 4580 to the executing unit 2618.

[0528] The executing unit 2618 receives the contents key
and encrypted contents 4580 from the header information
verifying unit 4617, generates contents composed of ¢
pieces of partial contents by decrypting individual encrypted
partial contents making up the received encrypted contents
4580 with the use of the received contents key (Step S4067),
expands the generated contents (Step S4068), and has the
monitor play the expanded contents (Step S4071).
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4.6 Summary and Advantageous Effects

[0529] As having been described, the unauthorized con-
tents detection system of the fourth embodiment is com-
posed of the distributing device 4100 and executing device
4600, and the distributing device 4100 generates ¢ pieces of
partial contents by splitting the contents, and further gener-
ates header information and verification information with
the use of all the generated ¢ pieces of partial contents.

[0530] The executing device 4600 selects k pieces out of
¢ pieces of encrypted partial contents making up the
encrypted contents, and extracts k pieces of partial hash
values corresponding to the selected k pieces of partial
contents from among ¢ pieces of partial hash values included
in the header information. The executing device 4600 veri-
fies only the selected k pieces of encrypted partial contents
by using the extracted k pieces of partial hash values. Only
when the verification is successful, the executing device
4600 generates the contents by decrypting the encrypted
contents and plays the decrypted contents.

[0531] Thus, by limiting, to k pieces, the number of pieces
of encrypted partial contents used for the verification of
whether unauthorized contents are included, it is possible to
reduce processing load involved in the verification.

[0532] By selecting a different piece of encrypted partial
contents with the use of a random number every time when
the executing device 4600 performs the verification, it is
possible to complement degradation of accuracy for detect-
ing unauthorized contents due to limiting, only to k pieces,
the number of pieces of encrypted partial contents used for
the verification.

[0533] In addition, it is difficult to predict which pieces of
encrypted partial contents are to be used for the verification,
and therefore it is possible to prevent fraudulent acts involv-
ing replacing, from among pieces of encrypted partial con-
tents making up the encrypted contents, specifically only
pieces of encrypted partial contents not to be used for the
verification with unauthorized contents.

5. FIFTH EMBODIMENT

[0534] An unauthorized contents detection system accord-
ing to a fifth embodiment of the present invention is
described below.

5.1 Unauthorized Contents Detection System

[0535] The unauthorized contents detection system of the
fifth embodiment is composed of a distributing device, an
executing device, and a monitor, as in the first embodiment.

[0536] The distributing device acquires contents accord-
ing to operations of an operator, and generates encrypted
contents by encrypting the acquired contents. Additionally,
the distribution device generates unit pick-out information,
header information, and signature information used in the
executing device for verifying the validity of the contents.

[0537] The distributing device acquires a storage capacity
of a writable area on a DVD and data sizes of the generated
various information.

[0538] The distributing device calculates a filling capacity
which is found by subtracting the sum of the acquired data
sizes of the various information from the acquired storage
capacity, generates filling contents having a data size cor-
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responding to the calculated filling capacity, and writes the
generated filling contents to the DVD together with the
various information.

5.2 Distributing Device 5100

[0539] FIG. 55 shows a structure of a distributing device
of a fifth embodiment. As shown in FIG. 55, a distributing
device 5100 is composed of an input unit 1101, a contents
key generating unit 1102, a key block generating unit 1103,
an executing device information storing unit 1104, a unit
generating unit 5105, an encryption processing unit 5106, a
header information generating unit 5107, a filling contents
generating unit 5108, a signature information generating
unit 5111, a signature key storing unit 1112, and a recording
unit 5114.

[0540] Individual components making up the distributing
device 5100 are described below. Note that, since the input
unit 1101, contents key generating unit 1102, key block
generating unit 1103, executing device information storing
unit 1104, and signature key storing unit 1112 are the same
as in the distributing device 1100 of the first embodiment,
the descriptions of these components are omitted.

5.2.1 Unit Generating Unit 5105

[0541] As the unit generating unit 1105 described in the
first embodiment, the unit generating unit 5105 receives
contents, which are composed of ¢ pieces of files “CNT1”,
“CNT2”,“CNT3”, ..., and so on, from the input unit 1101,
and generates unit pick-out information and split contents
with the use of the received contents. Procedures for gen-
erating the unit pick-out information and the split contents
are same as ones conducted by the unit generating unit 1105
of the first embodiment, and the structures of the unit
pick-out information and split contents generated here are as
shown in FIGS. 6 and 7, respectively, and therefore the
descriptions are omitted.

[0542] Next, the unit generating unit 5105 outputs the
generated split contents to the encryption processing unit
5106, while outputting the generated unit pick-out informa-
tion to the filling contents generating unit 5108.

5.2.2 Encryption Processing Unit 5106

[0543] The encryption processing unit 5106 receives the
split contents from the unit generating unit 5105, and
generates encrypted split contents and encrypted contents
based on the received split contents. Procedures for gener-
ating these encrypted split contents and encrypted contents
are the same as ones performed by the encryption processing
unit 1106 of the first embodiment, and the structures of the
generated encrypted contents and encrypted split contents
here are as shown in FIGS. 9 and 10, respectively, and
therefore the descriptions are omitted.

[0544] Next, the encryption processing unit 5106 outputs
the generated encrypted split contents to the header infor-
mation generating unit 5107, while outputting the generated
encrypted contents to the recording unit 5114 and filling
contents generating unit 5108.

5.2.3 Filling Contents Generating Unit 5108

[0545] The filling contents generating unit 5108 prestores
a key block size “KBSIZE”, a file information size
“FISIZE”, a unit hash size “USIZE”, a file hash size
“FSIZE”, a ratio “RT”, and a split number “j”.
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[0546] The unit hash size “USIZE” shows a data size of
pieces of unit hash information constituting a 1st hash table
generated by the header information generating unit 5107.
Specifically speaking, the unit hash information here is the
same as the unit hash information generated by the header
information generating unit 1107 of the first embodiment.

[0547] The file hash size “FSIZE” shows a bit length of
pieces of file hash information constituting a 2nd hash table
generated by the header information generating unit 5107.
Specifically speaking, the file hash information here is the
same as the file hash information generated by the header
information generating unit 1107 of the first embodiment.

[0548] The ratio “RT” shows a bit length ratio between
information A and a signature SignA in the case where the
signature information generating unit 5111 generates the
signature SignA by applying the signature generating algo-
rithm S to the information A.

[0549] The split number “j” is the number of units gen-
erated by the filling contents generating unit 5108 splitting
the filling contents (as will hereinafter be described in
detail).

[0550] In addition, the filling contents generating unit
5108 prestores 56-bit length playback impracticability infor-
mation “DAMY” indicating that the filling contents are not
able to be played.

[0551] The filling contents generating unit 5108 receives
the unit pick-out information from the unit generating unit
5105, while receiving the encrypted contents from the
encryption processing unit 5106.

[0552] When receiving the unit pick-out information and
encrypted contents, the filling contents generating unit 5108
calculates a filling capacity with the use of the received unit
pick-out information and encrypted contents in the follow-
ing procedure, generates filling contents based on the cal-
culated filling capacity, and updates the unit pick-out infor-
mation.

[0553] The following provides detailed descriptions on the
calculation of the filling capacity (a), the generation for the
filling contents (b), and the update of the unit pick-out
information (c¢) mentioned above.

[0554] (a) Filling Capacity Calculation

[0555] The filling capacity indicates free space on a DVD
after a key block, unit pick-out information, header infor-
mation, signature information, and encrypted contents have
been written thereto. The following describes a procedure
for generating the filling capacity.

[0556] First, the filling contents generating unit 5108
measures, via the recording unit 5114, a storage capacity of
a writable area on the DVD loaded on the recording unit
5114, and generates a maximum storage capacity “MSIZE”
indicating a capacity available for writing information
therein. Here, instead of measuring the storage capacity of a
writable area via the recording unit 5114, the maximum
storage capacity “MSIZE” may be acquired by an input from
the operator.

[0557] Next, the filling contents generating unit 5108
measures (?) a data size of the received encrypted contents,
and generates a contents size “CNTSIZE”.
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[0558] Next, the filling contents generating unit 5108
counts pieces “c” of the file information included in the
received contents pick-out information, and calculates a data
size “UCSIZE” of unit pick-out information after update
(the details will be described in the following description on
the unit pick-out information update in (c)) by using the
following equation of:

UCSIZE=FISIZEx(c+1).

[0559] Next, the filling contents generating unit 5108
extracts ¢ pieces of unit numbers “N1”, “N2”, “N3”, ..., and
“Nc” included in the received unit pick-out information, and
calculates the sum “HA1SIZE” of data sizes of (c+1) pieces
of 1st hash tables (as will hereinafter be described in detail)
generated by the header information generating unit 5107
with the use of the extracted unit numbers “N1”, “N2”,
“N3”, ..., and “Nc” and the stored split number *j” by using
the following equation of:

HA1SIZE=[N1+N2+N3+ . . . +Ne+jUSIZE.

[0560] Subsequently, the filling contents generating unit
5108 generates a data size “HA2SIZE” of a 2nd hash table
(as will hereinafter be described in detail) generated by the
header information unit 5107 by using the following equa-
tion of:

HA2SIZE=FSIZEx(c+1),

and calculates a data size “HEADSIZE” of header informa-
tion generated by the header information generating unit
5107 from the generated sum of data sizes of the 1st hash
tables “HA1SIZE” and the data size of the 2nd hash table
“HA2SIZE” by using the following equation of:

HEADSIZE=HA1SIZE+HA2SIZE.

[0561] Next, the filling contents generating unit 5108
calculates “SigSIZE” indicating a data size of signature
information generated by the signature information gener-
ating unit 5111 with the use of the ratio “RT” by using the
following equation of:

SigSIZE=(UCSIZE+HA2SIZE)XRT.

[0562] Next, the filling contents generating unit 5108
calculates a filling capacity “FilSIZE” by using the follow-
ing equation of:

FilSIZE=MSIZE-[KBSIZE+UCSIZE+HEADSIZE+
SigSIZE].

[0563] (b) Filling Contents Generation

[0564] When having calculated the filling capacity “Fil-
SIZE”, the filling contents generating unit 5108 generates a
random number, and combine the generated random number
with the playback impracticable information “DAMY” to
generate filling contents whose data size is “FilSIZE”.

[0565] Next, the filling contents generating unit 5108
generates a file identifier “FIDf” for specifically indicating
the generated filling contents and file identifying informa-
tion “ADf” for identifying the generated filling contents.
Next, the filling contents generating unit 5108 splits the
generated split contents, based on the stored split number
“J”, into j pieces of units “Uf_17, “Uf_2”, “Uf 3, ..., and
“Uf_j”, and generates unit identifiers “UIDf_17, “UIDf_2”,
“UIDf_37, ..., and “UIDf_j”, each of which corresponds to
one of the units. Here, a pair of a unit and a corresponding
unit identifier is referred to hereinafter as “(a piece of) unit
information”. In addition, the filling contents generating unit
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5108 generates split filling contents composed of j pieces of
unit information. FIG. 56 shows a structure of the split filling
contents generated at this point. As shown in FIG. 56, the
split filling contents 5120 is composed of multiple pieces of
unit information 5121, 5122, 5123, . . ., and 5126, and each
piece of unit information includes a unit identifier and a unit.
For example, the piece of unit information 5121 includes the
unit identifier “UIDf 175131 and a unit “Uf 175132. A
procedure for generating the split filling contents from the
filling contents is the same as a procedure for generating
split files from a file, and therefore only a brief description
is provided here.

[0566] Here, a pair of the generated file identifier “FIDf”
and the split filling contents 5120 is referred to as “filling file
information”.

[0567] (c) Unit Pick-out Information Update

[0568] When having generated the filling contents and
split filling contents 5120, the filling contents generating
unit 5108 generates a piece of file information composed of
the generated file identifier “FIDf”, the generated piece of
file identifying information “ADf”, and a unit number “Nf”
indicating the number of generated units, and adds the
generated piece of file information to the received unit
pick-out information. FIG. 57 shows unit pick-out informa-
tion 5140 after the generated piece of file information has
been added thereto. The unit pick-out information 5140 is
composed of (c+1) pieces of file information 5141, 5142,
5143, . . ., 5146, and 5147, and each piece of file informa-
tion includes a file identifier, a piece of file identifying
information, and a unit number. The pieces of file informa-
tion 5141, 5142, 5143, . . ., and 5146 are generated by the
unit generating unit 5105 based on the contents, and are the
same as the pieces of file information 1201, 1202, 1203, . .
., and 1204 making up the unit pick-out information 1200
shown in FIG. 7. The piece of file information 5147 is
generated by the filling contents generating unit 5108 based
on the filling contents, and includes a file identifier
“FIDf’5151 corresponding to the filling contents, a piece of
file identifying information “AD175152, and a unit number
“Nf’5153.

[0569] Next, the filling contents generating unit 5108
outputs: the generated filling contents and unit pick-out
information 5140 to the recording unit 5114; the generated
filling file information to the header information generating
unit 5107; and the unit pick-out information 5140 to the
signature information generating unit 5111.

5.2.4 Header Information Generating Unit 5107

[0570] The header information generating unit 5107
receives the encrypted split contents from the encryption
processing unit 5106, while receiving the filling file infor-
mation 5156 including the file identifier “FIDf” and piece of
split filling contents 5120 from the filling contents generat-
ing unit 5108.

[0571] When receiving the filling file information 5156
and encrypted split contents 5160, the header information
generating unit 5107 generates header information 5190
from the received sets of information as shown in FIG. 58.
FIG. 58 shows a general outline of a generation procedure
of the header information 5190 performed by the header
information generating unit 5107. The following describes
the generation procedure of the header information 5190
with the aid of FIG. 58.
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[0572] The header information generating unit 5107 gen-
erates 1st hash tables “HA1TBL175171, “HA1TBL2"5172,
“HA1TBL375173, . . ., and “HA1TBLc”5176 from the
received encrypted split contents 5160. The 1st hash tables
“HA1TBL175171, “HA1TBL275172, “HA1TBL3”5173, . .
., and “HA1TBLc5176 generated here are the same as the
Ist hash tables “HA1TBL171261, “HA1TBL2"1262,
“HA1TBL371263, . . ., and “HA1TBLc”1264, and the
generation procedures are also the same. Therefore, the
descriptions of these 1st hash tables are omitted.

[0573] Next, the header information generating unit 5107
generates a 1st hash table “HA1TBL{’5177 based on the
filling contents included in the received filling file informa-
tion 5156. The generation procedure is the same as the
procedure for generating a 1st hash table from the encrypted
split file, and therefore the description is left out.

[0574] Next, the header information generating unit 5107
calculates file hash values based respectively on (c+1) pieces
of 1st hash tables, generates pieces of file hash information,
each of which includes one of the calculated (c+1) pieces of
file hash values and a file identifier corresponding to the file
hash value, and further generates a 2nd hash table
“HA2TBL”5180 composed of the generated (c+1) pieces of
file information. A specific procedure for generating the 2nd
hash table is the same as the generation procedure for the
2nd hash table 1269 in the first embodiment except for using
the file identifier “FID{*5157 and the split filling contents
5120 received from the filling contents generating unit 5108,
and therefore the detailed explanation is omitted.

[0575] FIG. 59 shows a structure of the 2nd hash table
“HA2TBL”5180 generated at this point. The 2nd hash table
“HA2TBL”5180 is composed of (c+1) pieces of file hash
information 5181, 5182, 5183, . . ., 5186, and 5187. Each
piece of file hash information includes a file identifier and a
file hash value. The pieces of file hash information 5181 to
5186 are generated from the encrypted split contents 5160,
and are the same as the pieces of file hash information 1301
to 1304 making up the 2nd hash table “HA2TBIL.”1269
described in the first embodiment. The piece of file hash
information 5187 is generated based on the filling file
information 5156.

[0576] The header information generating unit 5107 out-
puts the generated 2nd hash table 51.80 to the signature
information generating unit 5111, while outputting the
header information 5190 including the generated (c+1)
pieces of 1st hash tables and the 2nd hash table
“HA2TBL”5180 to the recording unit 5114.

5.2.5 Signature Information Generating Unit 5111

[0577] The signature information generating unit 5111
receives the unit pick-out information 5140 from the filling
contents generating unit 5108, while receiving the 2nd hash
table “HA2TBL”5180 from the header information gener-
ating unit 5107.

[0578] When receiving the unit pick-out information 5140
and 2nd hash table “HA2TBL’5180, the signature informa-
tion generating unit 5111 reads the signature key 1113
recorded by the signature key storing unit 1112.

[0579] Next, the signature information generating unit
5111 generates signature information by applying the sig-
nature generating algorithm S to a combined result formed
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by combining the (c+1) pieces of file hash values making up
the received 2nd hash table “HA2TBL”5180 and the (c+1)
pieces of file information making up the received unit
pick-out information 5140 by using the read signature key
1113.

[0580] Next, the signature information generating unit
5111 outputs the generated signature information to the
recording unit 5114.

5.2.6 Recording Unit 5114
[0581] The recording unit 5114 is loaded with a DVD.

[0582] The recording unit 5114 measures a storage capac-
ity of a writable area on the loaded DVD in response to an
instruction of the filling contents generating unit 5108.

[0583] The recording unit 5114 receives: the key block
from the key block generating unit 1103; the encrypted
contents from the encryption processing unit 5106; and the
filling contents and unit pick-out information 5140 from the
filling contents generating unit 5108. In addition, the record-
ing unit 5114 receives the header information 5190 from the
header information generating unit 5107, while receiving the
signature information from the signature information gen-
erating unit 5111.

[0584] When receiving these sets of information, the
recording unit 5114 writes the received key block, encrypted
contents, filling contents, unit pick-out information 5140,
header information 5190, and signature information to
DVD.

53 DVD 5500
[0585]

[0586] FIG. 60 shows information stored in a DVD of the
fifth embodiment. As shown in FIG. 60, a DVD 5500 stores
a key block 5510, unit pick-out information 5530, header
information 5550, encrypted contents 5580, and filling con-
tents 5590.

[0587] These sets of information have been written by the
distributing device 5100. Structures of the individual sets of
information are as stated above, and therefore the descrip-
tions are omitted here.

5.4 Executing Device 5600

[0588] As shown in FIG. 61, an executing device 5600 is
composed of an acquiring unit 1601, a contents key acquir-
ing unit 1602, a device key storing unit 1604, an executing
unit 5606, a signature information verifying unit 5611, and
a verification key storing unit 1612.

[0589] The following describes individual components
constituting the executing device 5600. Note that, since the
acquiring unit 1601, contents key acquiring unit 1602, and
verification key storing unit 1612 are the same in the first
embodiment, the descriptions for these components are left
out.

5.4.1 Signature Information Veritying Unit 5611

[0590] The signature information verifying unit 5611
receives the unit pick-out information 5530 and signature
information 5570 from the acquiring unit 1601.

[0591] When receiving these sets of information, the sig-
nature information verifying unit 5611 verifies the received
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signature information 5570 with the use of the received unit
pick-out information 5530 as well as the header information
5550, encrypted contents 5580, and filling contents 5590
stored in the DVD 5500. A specific procedure for verifica-
tion is omitted since it is the same as the verification of the
signature information performed by the signature informa-
tion verifying unit 1611 constituting the executing device
1600 of the first embodiment, except for using the filling
contents 5590 in addition to the encrypted contents 5580.

5.4.2 Executing Unit 5606

[0592] The executing unit 5606 prestores the 56-bit length
playback impracticable information “DAMY™.

[0593] The executing unit 5606 receives the contents key
“CK” from the contents key acquiring unit 1602. In addition,
the executing unit 5606 may receive playback prohibition
information from the signature information verifying unit
5611.

[0594] When receiving the contents key “CK”, the execut-
ing unit 5606 reads, one by one, encrypted files “ECNT1”,
“ECNT2”, “ECNT3”, . . ., and “ECNTc” constituting the
encrypted contents 5580 or filling contents 5590 via the
acquiring unit 1601.

[0595] The executing unit 5606 compares the first 56 bits
of'the read encrypted file or the first 56 bits of the read filling
contents with the stored playback impracticable information
“DAMY”. When these two do not conform to each other, the
read information is an encrypted file and playable, and
therefore the executing unit 5606 generates a file by decrypt-
ing the read encrypted file with respect to each unit by using
the received contents key “CK”. Next, the executing unit
5606 expands the generated file to generate video and audio
data, generates video and audio signals from the generated
video and audio data, and plays the contents by outputting
the generated video and audio signals to a monitor.

[0596] When the first 56 bits and the stored playback
impracticable information “DAMY” conform to each other,
the read information is filling contents and is not able to be
played, and therefore the executing unit 5606 aborts the
above decryption, expansion and playback, and moves to
processing of the next encrypted file.

[0597] Until having completed reading all the encrypted
files and filling contents, the executing unit 5606 repeats
readout, comparison with the playback impracticable infor-
mation “DAMY”, decryption, expansion, and playback in a
similar procedure.

[0598] Ifreceiving playback prohibition information from
the signature information verifying unit 5611 during the
above repetition, the executing unit 5606 aborts the repeti-
tion.

5.5 Operational Behaviors

[0599] The following describes operational behaviors of
the distributing device 5100 and executing device 5600 of
the fifth embodiment.

5.5.1 Operational Behavior of Distributing Device 5100

[0600] The operational behavior of the distributing device
5100 is described with the aid of flowcharts shown in FIGS.
62 and 63.
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[0601] The input unit 5101 of the distributing device 5100
accepts an input of contents (Step S5011), outputs the
accepted contents to the unit generating unit 5105, and
instructs the contents key generating unit 1102 to generate a
contents key.

[0602] The contents key generating unit 1102 generates
the contents key according to the instruction of the input unit
1101 (Step S5012), and outputs the generated contents key
to the key block generating unit 1103 and encryption pro-
cessing unit 5106.

[0603] The key block generating unit 1103 receives the
contents key. When receiving the contents key, the key block
generating unit 1103 reads a device identification table from
the executing device information storing unit 1104 (Step
S5013), and generates a key block based on the received
contents key and the read device identification table (Step
S5016). Next, the key block generating unit 1103 outputs the
generated key block to the recording unit 5114.

[0604] When receiving the contents, the unit generating
unit 5105 splits each file constituting the received contents
into units to generate split contents (Step S5017). When
having generated the split contents, the unit generating unit
5105 generates unit pick-out information composed of
pieces of file information which respectively corresponds to
the split files (Step S5018) and outputs the generated unit
pick-out information to the filling contents generating unit
5108 while outputting the split contents to the encryption
processing unit 5106.

[0605] When receiving the contents key and split contents,
the encryption processing unit 5106 generates encrypted
split contents by encrypting each unit of the contents
included in the received split contents with the use of the
contents key (Step S5019). The encryption processing unit
5106 extracts encrypted units included in the generated
encrypted split contents, generates encrypted contents (Step
S5021), and outputs the generated encrypted contents to the
recording unit 5114 and filling contents generating unit 5108
while outputting the generated encrypted split contents to
the header information generating unit 5107.

[0606] When receiving the unit pick-out information and
encrypted contents, the filling contents generating unit 5108
acquires a maximum storage capacity of the DVD 5500 via
the recording unit 5114 (Step S5022), and measures a data
size of the received encrypted contents (Step S5023).

[0607] Next, the fill contents generating unit 5108 calcu-
lates a data size of the header information and a data size of
the signature information based on the received unit pick-out
information (Step S5026), and further calculates a filling
capacity based on the acquired maximum storage capacity,
data sizes of header information and signature information,
and the like (Step S5028).

[0608] Next, the filling contents generating unit 5108
generates filling contents having a data size of the calculated
filling capacity by combining playback impracticable infor-
mation and a random number (Step S5029), and generates a
file identifier and file identifying information corresponding
to the filling contents (Step S5031).

[0609] The filling contents generating unit 5108 generates
split filling contents by splitting the generated filling con-
tents into j pieces of units based on the stored split number
“5 (Step S5032).
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[0610] Next, the filling contents generating unit 5108
generates file information including the generated file iden-
tifier and identifying information, and a unit number indi-
cating the number of generated units, and adds the generated
file information to the received unit pick-out information
(Step S5033). The filling contents generating unit 5108
outputs: the generated filling contents and unit pick-out
information 5140 to the recording unit 5114; filling file
information 5156 composed of the generated file identifier
and split filling contents 5120 to the header information
generating unit 5107; and the unit pick-out information 5140
to the signature information generating unit 5111.

[0611] When receiving the encrypted split contents and
filling file information 5156, the header information gener-
ating unit 5107 generates ¢ pieces of 1st hash tables from ¢
pieces of encrypted split files included in the received
encrypted split contents (Step S5034). Subsequently, the
header information generating unit 5107 generates a 1st hash
table from split filling contents included in the received
filling file information 5156 (Step S5036).

[0612] The header information generating unit 5107 gen-
erates a 2nd hash table based on the generated (c+1) pieces
of 1st hash tables (Step S5037), generates header informa-
tion including the (c+1) pieces of 1st hash tables and the 2nd
hash table (Step S5039), and outputs the generated header
information to the recording unit 5114 while outputting the
generated 2nd hash table to the signature information gen-
erating unit 5111.

[0613] When receiving the unit pick-out information 5140
and 2nd hash table, the signature information generating unit
5111 generates signature information by applying a signa-
ture generating algorithm to the received unit pick-out
information and 2nd hash table (Step S5041), and outputs
the generated signature information to the recording unit
5114.

[0614] When receiving the key block, encrypted contents,
filling contents, unit pick-out information, header informa-
tion, and signature information, the recording unit 5114
writes the received key block, encrypted contents, filling
contents, unit pick-out information, header information, and
signature information to the DVD 5500 (Step S5042).

5.5.2 Operational Behavior of Executing Device 5600

[0615] The operational behavior of the executing device
5600 is described with the aid of flowcharts shown in FIGS.
64 and 65.

[0616] When being loaded with the DVD 5500, the acquir-
ing unit 1601 reads the key block 5510, unit pick-out
information 5530, and signature information 5570 from the
DVD 5500, and outputs the key block 5510 to the contents
key acquiring unit 1602 while outputting the unit pick-out
information 5530 and signature information 5570 to the
signature information verifying unit 1611 (Step S5061).

[0617] The signature information verifying unit 5611
receives the unit pick-out information 5530 and signature
information 5570, selects i pieces out of multiple encrypted
units included in the encrypted contents 5580 and j pieces of
units included in the filling contents 5590 with the use of
random numbers and unit pick-out information 5530, and
generates i pieces of replaced 1st hash tables by using the
selected i pieces and the header information (Step S5063).
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[0618] The signature information verifying unit 5611 cal-
culates a replacing file hash value from each of the generated
i pieces of replaced hash tables (Step S5064).

[0619] Next, the signature information verifying unit 5611
reads the 2nd hash table from the DVD 5500 (Step S5066),
and generates a replaced 2nd hash table by replacing, with
the replacing hash values, file hash values corresponding to
the generated i pieces of replacing file hash values (Step
S5068). The signature information veritying unit 5611 veri-
fies the signature information 5570 by using the generated
replaced 2nd hash table, the received unit pick-out informa-
tion 5530, and the verification key 1613 stored in the
verification key storing unit 1612 (Step S5069). If the
verification of the signature information 5570 is unsuccess-
ful (Step S5071: NO), the signature information verifying
unit 5611 outputs playback prohibition information to the
executing unit 5606 (Step S5073).

[0620] When the verification of the signature information
5570 is successful (Step S5071: YES), the signature infor-
mation verifying unit 5611, then, ends the verification.

[0621] The contents key acquiring unit 1602 receives the
key block 5510, and reads a device identifier and a device
key from the device key storing unit 1604 (Step S5074). The
contents key acquiring unit 1602 generates the contents key
“CK” from the read device identifier, device key, and key
block 5510, and outputs the generated contents key “CK” to
the executing unit 5606 (Step S5076).

[0622] The executing unit 5606 receives the contents key
from the contents key acquiring unit 1602. Here, if receiving
playback prohibition information from the signature infor-
mation verifying unit 5611 (Step S5077: YES), the execut-
ing unit 5606 notifies the user of the playback impractica-
bility of the contents stored in the DVD 5500 (Step S5079),
and aborts the subsequent playback.

[0623] If not receiving playback prohibition information
(Step S5077: NO), the executing unit 5606 reads one of ¢
pieces of encrypted files making up the encrypted contents
and filling contents (Step S5081). The executing unit 5606
compares the read encrypted file or the first 56 bits of the
filling contents with the prestored playback impracticable
information (Step S5082). When these two conform to each
other (Step S5084: Yes), the executing unit 5606 returns to
Step S5077.

[0624] When these two do not agree (Step S5084: NO),
the read file is an encrypted file and playable. Therefore, the
executing unit 5606 generates a file by decrypting the
encrypted file with the use of the received contents key (Step
S5086), expands the generated file (Step S5087), and has the
monitor play the expanded file (Step S5089). When having
finished reading all the encrypted files making up the
encrypted contents and filling contents or being instructed to
finish the playback by the user (Step S5091: YES), the
executing unit 5606 ends the playback. If having not finished
reading all the encrypted files making up the encrypted
contents and filling contents, and the executing unit 5606 has
not been received an instruction for finishing the playback
from the user (Step S5091: NO), the executing unit 5606
returns to Step S5077 and repeats the processing of Steps
5077 to S5091.
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5.6 Summary and Advantageous Effects

[0625] As having been described, in the present embodi-
ment, the DVD 5500 stores, in addition to various informa-
tion including encrypted contents, filling contents having an
appropriate data size so as not to leave a writable storage
area in the DVD 5500. Furthermore, the header information
and signature information are generated based not only on
the encrypted contents but also on the filling contents.

[0626] The executing unit 5606 constituting the executing
device 5600 sequentially reads files written on the DVD
5500, and compares the first 56 bits of the individual read
files and prestored playback impracticable information.
When these two conforms to each other, the executing unit
5606 judges that the read file is the filling contents, and
avoids playback of the file.

[0627] When the DVD 5500 has not stored such filling
contents, two cases involving fraudulent acts described
below can be assumed.

[0628] FIG. 65 shows a structure of a DVD 55005 that is
created by adding a file containing unauthorized contents to
a DVD 5500a which has been generated by a legitimate right
holder.

[0629] The DVD 5500a stores the header information,
unit pick-out information, signature information in an area
5703 while storing individual encrypted files constituting
the encrypted contents in areas 5704, 5705, . . ., and 5707.
In addition to these sets of information, the DVD 55004 also
stores a file table and a playback order file in the area 5701
and the area 5702, respectively.

[0630] The file table stored in the area 5701 includes file
identifiers for all files stored in the DVD 5500, start
addresses of the files, and sector numbers that the individual
files occupy on the DVD, associating the file identifiers, start
addresses, and the sector numbers of the individual files. For
example, a file having a file identifier “FID1” is stored in the
70 sectors starting at an address “OXAA1”.

[0631] The playback order file stored in the area 5702
shows a playback order of files stored in the DVD. In an
example here, files are to be played in the order from a file
having a file identifier “FIF1” to a file having a file identifier
“FID¢”.

[0632] Inaddition, nothing has been stored in an area 5711
on the DVD 5500a.

[0633] In this situation, assume that an unauthorized third
person has written a file including unauthorized contents in
the area 5711 of the DVD 5500q, and has generated the
DVD 550056 by falsifying the file table and playback order
file.

[0634] Inthe area 5701 on the DVD 55005, a file identifier
“FIDx” corresponding to the unauthorized file, a start
address “OXAAX” of the unauthorized file, and a sector
number “200” have been added. In addition, a playback
order file stored in the area 5702 has been falsified so that the
playback will start with the file having the file identifier
“FIDx”™.

[0635] Additionally, a case is also considered in which a
DVD 5500¢ shown in FIG. 66 is generated by adding
unauthorized contents to the valid file stored in the DVD
5500a.
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[0636] The DVD 5500c¢ stores unauthorized contents in
the area 5711, which is immediately after a file validly
recorded in an area 5707. The sector number corresponding
to the file stored in the area 5707 in the file table has been
falsified to “320” which was obtained by adding a sector
number in which the file is originally stored to a sector
number in which the added unauthorized contents are stored.
The playback order file has been altered so that the playback
will start with the 51st sector in the file having the file
identifier “FIDc¢”, i.e. the added unauthorized contents.

[0637] Thus, when unauthorized falsification has been
conducted, since the header information, unit pick-out infor-
mation, signature information, and encrypted contents have
not been falsified at all, the executing device reads the
unauthorized file and starts the playback according to the
order indicated by the order file once the verification of the
signature information is completed normally.

[0638] In the present embodiment, a writable storage area
is not left on the DVD 5500 because of the presence of the
filling contents. In addition, the filling contents are also used
for the generation of the signature information. Therefore, if
the filling contents are replaced with an unauthorized file,
the verification of the signature information will be unsuc-
cessful in the executing device 5600 and therefore the
playback will be aborted.

6. SIXTH EMBODIMENT

[0639] A sixth embodiment of the present invention is
described below.

6.1 Unauthorized Contents Detection System

[0640] The unauthorized contents detection system of the
sixth embodiment is composed of a distributing device, an
executing device, and a monitor, as in the unauthorized
contents detection system of the first embodiment.

[0641] The distributing device generates, in addition to the
key block, unit pick-out information, encrypted contents,
header information, and signature information described in
the first embodiment, area information for indicating a
storage area on a DVD where information validly written by
the distributing device is stored, and writes the generated
area information on the DVD.

[0642] The executing device reads the area information
from the DVD, and reads only information stored in the
storage area indicated by the read area information.

6.2 Distributing Device 6100

[0643] FIG. 67 shows a structure of a distributing device
constituting the unauthorized contents detection system of
the sixth embodiment. As shown in FIG. 67, a distributing
device 6100 is composed of an input unit 1101, a contents
key generating unit 1102, a key block generating unit 6103,
an executing device information storing unit 1104, a unit
generating unit 6105, an encryption processing unit 6106, a
header information generating unit 6107, allocation gener-
ating unit 6108, an area information generating unit 6109, a
signature information generating unit 6111, a signature key
storing unit 1112, and a recording unit 6114.

[0644] Individual components composing the distributing
device 6100 are described below. Note that, since the input
unit 1101, contents key generating unit 1102, executing
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device information storing unit 1104, and signature key
storing unit 1112 are the same as in the distributing device
1100 of the first embodiment, the descriptions for these
components are left out.

[0645] Here, instead of the recording unit outputting the
key block, unit pick-out information, encrypted contents and
header information, the key block generating unit 6103, unit
generating unit 6105, encryption processing unit 6106, and
header information generating unit 6107, individually output
its own generated information to the allocation generating
unit 6108. Other than this, the key block generating unit
6103, unit generating unit 6105, encryption processing unit
6106 and header information generating unit 6107 are the
same as the key block generating unit 1103, unit generating
unit 1105, encryption processing unit 1106 and header
information generating unit 1107 of the first embodiment,
respectively, and therefore the descriptions for these com-
ponents are omitted.

6.2.1 Allocation Generating Unit 6108

[0646] The allocation generating unit 6108 prestores a
maximum data size of signature information generated by
the signature information generating unit 6111. In addition,
the allocation generating unit 6108 stores a data size of area
information generated by the area information generating
unit 6109.

[0647] The allocation generating unit 6108 receives: a key
block from the key block generating unit 6103; unit pick-out
information from the unit generating unit 6105; encrypted
contents from the encryption processing unit 6106; and
header information from the header information generating
unit 6107.

[0648] When receiving these sets of information, the allo-
cation generating unit 6108 generates writing-in allocation
information 6120 as shown in FIG. 68. The writing-in
allocation information 6120 is created by arranging the
received sets of information in the same configuration as on
the DVD and writing the arranged sets of information on
memory. A procedure for generating the writing-in alloca-
tion information 6120 is described below with the aid of
FIG. 68.

[0649] The allocation generating unit 6108 writes: the key
block in an area 6121 on memory; the unit information in an
area 6122; and the header information in an area 6123.

[0650] Next, the allocation generating unit 6108 acquires
areas 6124 and 6125 corresponding respectively to maxi-
mum data sizes of the stored area information and signature
information. Then, the allocation generating unit 6108
writes the encrypted contents in an area 6126 following the
area 6125.

[0651] The allocation generating unit 6108 outputs the
generated writing-in allocation information 6120 to the area
information generating unit 6109 and recording unit 6114.

[0652] Note that the allocation order of the sets of infor-
mation shown in the FIG. 68 is merely an example, and the
present invention is not limited to this.

[0653] Here, the allocation generating unit 6108 stores the
maximum data size of the signature information. However,
the allocation generating unit 6108 may, for example, cal-
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culate the data size of the signature information in the same
manner as the filling contents generating unit 5108 of the
fifth embodiment.

6.2.2 Area Information Generating Unit 6109

[0654] The area information generating unit 6109 receives
the writing-in allocation information 6120 from the alloca-
tion generating unit 6108. When receiving the writing-in
allocation information 6120, the area information generating
unit 6109 generates area information from the received
writing-in allocation information 6120. The area informa-
tion is information for indicating an area on a DVD in which
valid information written by the distributing device 6100 is
stored. The area information is, for example, a pair of
addresses of the start position (hereinafter, start address) and
of the ending position (ending address) for writing the
writing-in allocation information 6120 on a DVD.

[0655] The area information is not limited to this example,
and any information is applicable, such as a pair of a start
address and a sector number at which valid information is
stored, as long as the information identifies an area where
the valid information is stored.

[0656] The area information generating unit 6109 outputs
the generated area information to the signature information
generating unit 6111 and recording unit 6114.

6.2.3 Signature Information Generating Unit 6111

[0657] The signature information generating unit 6111
receives: the unit pick-out information from the unit gener-
ating unit 6105; the 2nd hash table from the header infor-
mation generating unit 6107; and the area information from
the area information generating unit 6109.

[0658] When receiving these sets of information, the sig-
nature information generating unit 6111 reads the signature
key 1113 from the signature key storing unit 1112.

[0659] Next, the signature information generating unit
6111 generates signature information by applying the sig-
nature generating algorithm S to a combined result formed
by combining ¢ pieces of file hash values included in the
received 2nd hash table, ¢ pieces of file information making
up the unit pick-out information, and the received area
information with the use of the read signature key 1113.

[0660] Next, the signature information generating unit
6111 outputs the generated signature information to the
recording unit 6114.

6.2.4 Recording Unit 6114
[0661] The recording unit 6114 is loaded with a DVD.

[0662] The recording unit 6114 receives: the writing-in
allocation information 6120 from the allocation generating
unit 6108; the area information from the area information
generating unit 6109; and the signature information from the
signature information generating unit 6111.

[0663] When receiving these sets of information, the
recording unit 6114 inserts the received area information to
the area 6124 in the writing-in allocation information 6120
while inserting the signature information to the area 6125.

[0664] When having inserted the area information and
signature information in the writing-in allocation informa-
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tion 6120, the recording unit 6114 writes the writing-in
allocation information 6120 to a DVD.

6.3 DVD 6500

[0665] FIG. 69 shows information stored in a DVD of the
sixth embodiment. As shown in FIG. 69, a DVD 6500 stores
a key block 6510, unit pick-out information 6530, header
information 6550, area information 6560, signature infor-
mation 6570, and encrypted contents 6580. These have been
written by the distributing device 6100, and therefore the
descriptions are here omitted.

6.4 Executing Device 6600

[0666] FIG. 70 shows a structure of an executing device of
the sixth embodiment. As shown in FIG. 70, an executing
device 6600 is composed of a drive unit 6620 and a contents
executing unit 6625.

[0667] The drive unit 6620 is composed of an acquiring
unit 6601, an area information storing unit 6603, an encryp-
tion communicating unit 6604 and an encryption key storing
unit 6605.

[0668] The contents executing unit 6625 is composed of a
contents key acquiring unit 1602, a device key storing unit
1604, a decryption communicating unit 6607, decryption
key storing unit 6608, a signature information verifying unit
6611, a verification key storing unit 1612, and an executing
unit 6606.

[0669] Individual components making up the executing
device 6600 are described below. Note that, since the
contents key acquiring unit 1602, device key storing unit
1604, and verification key storing unit 1612 are the same as
in the executing device 1600 of the first embodiment, the
descriptions of these components are left out.

6.4.1 Acquiring Unit 6601

[0670] The acquiring unit 6601 is loaded with the DVD
6500. When being loaded with the DVD 6500, the acquiring
unit 6601 first reads the area information 6560, then writes
the read area information 6560 in the area information
storing unit 6603, and outputs the read area information
6560 to the encryption communicating unit 6604.

[0671] Next, the acquiring unit 6601 reads the key block
6510, unit pick-out information 6530, and signature infor-
mation 6570 from the DVD 6500, and outputs the read key
block 6510 to the contents key acquiring unit 1602 while
outputting the read unit pick-out information 6530 and
signature information 6570 to the signature information
verifying unit 6611.

[0672] In addition, the acquiring unit 6601 receives
requests for reading various sets of information from the
signature information verifying unit 6611 and executing unit
1606. When receiving a readout request, the signature infor-
mation verifying unit 6611 reads the area information from
the area information storing unit 6603. When a requested set
of information is stored in an area indicated by the area
information, the acquiring unit 6601 reads the requested
information from the DVD 6500, and outputs the read
information to a request source, i.e. the signature informa-
tion verifying unit 6611 or the executing unit 1606.

[0673] When a requested set of information is not stored
in the area indicated by the read area information, the
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acquiring unit 6601 outputs an error notification signal
indicating that the requested set of information cannot be
read.

6.4.2 Area Information Storing Unit 6603

[0674] The area information storing unit 6603 is, for
example, composed of a RAM, and stores area information
written by the acquiring unit 6601.

6.4.3 Encryption Communicating Unit 6604 and Encryption
Key Storing Unit 6605

[0675] The encryption key storing unit 6605 is, for
example, composed of a ROM, and stores a 56-bit length
encryption key.

[0676] The encryption communicating unit 6604 receives
the area information 6560 from the acquiring unit 6601.
When receiving the area information 6560, the encryption
communicating unit 6604 reads an encryption key from the
encryption key storing unit 6605, and generates encrypted
area information by applying an encrypting algorithm E2 to
the read encryption key. Here, DES (Data Encryption Stan-
dard) is used, as an example, for the encrypting algorithm
E2.

[0677] Next, the encryption communicating unit 6604
outputs the generated encrypted area information to the
decryption communicating unit 6607.

6.4.4 Decryption Communicating Unit 6607 and Decryption
Key Storing Unit 6608

[0678] The decryption key storing unit 6608 is, for
example, composed of a ROM, and stores a 56-bit length
decryption key. Here, the decryption key is the same as the
encryption key stored by the encryption key storing unit
6605.

[0679] The decryption communicating unit 6607 receives
the encrypted area information from the encryption com-
municating unit 6604. When receiving the encrypted area
information, the decryption communicating unit 6607 reads
a decryption key from the decryption key storing unit 6608,
and generates area information by applying a decrypting
algorithm D2 to the received encrypted area information
with the use of read decryption key. Here, the decrypting
algorithm D2 is an algorithm used for decrypting encrypted
texts generated by using the encrypting algorithm E2.

[0680] Next, the decryption communicating unit 6607
outputs the generated area information to the signature
information verifying unit 6611.

[0681] The above description is given assuming that the
encryption key and decryption key are the same, and the
decryption communicating unit 6607 uses a symmetric key
cryptosystem. However, the present invention is not limited
to this, and a public key cryptosystem may be used instead.
Alternatively, a public key cryptosystem and a symmetric
key cryptosystem may be combined together to generate a
different key every time when communication is conducted,
and cipher communication may be performed with the use of
the generated key.

[0682] In addition, here only the area information is
encrypted and then outputted to the contents executing unit
6625, however, all information sent and received between
the contents executing unit 6625 and drive unit 6620 can be
encrypted.
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6.4.5 Signature Information Veritying Unit 6611

[0683] The signature information verifying unit 6611
receives: the unit pick-out information 6530 and signature
information 6570 from the acquiring unit 6601; and the area
information from the decryption communication unit 6607.

[0684] When receiving the unit pick-out information 6530
and signature information 6570, the signature information
verifying unit 6611 generates a replaced 2nd hash table
based on the received unit pick-out information 6530, and
the encrypted contents 6580 and header information 6550
stored in the DVD 6500. A procedure for generating the
replaced 2nd hash table is the same as a generation proce-
dure of a replaced 2nd hash table performed by the signature
information verifying unit 1611 of the 1st embodiment, and
therefore the description is omitted.

[0685] Next, the signature information verifying unit 6611
reads the verification key 1613 from the verification key
storing unit 1612. Then, the signature information verifying
unit 6611 generates signature verification information by
applying, with the use of the read verification key 1613, the
signature verifying algorithm V to a combined result formed
by combining all file hash values and replacing file hash
values included in the generated replaced 2nd hash table, all
pieces of file information included in the received unit
pick-out information 6530, and the area information. The
signature information verifying unit 6611 compares the
generated signature verification information and the
received signature information 6570.

[0686] When these two do not conform with each other,
the signature information verifying unit 6611 judges that the
verification of signature information is unsuccessful, and
outputs playback prohibition information to the executing
unit 1606.

[0687] When these two agree, the signature information
verifying unit 6611 judges that the verification of the
received signature information 6570 is successful, and ends
the verification processing.

[0688] During the above processing, the signature infor-
mation verifying unit 6611 instructs the acquiring unit 6601
to read part of the encrypted contents and header informa-
tion. However, at this point, the signature information veri-
fying unit 6611 may receive an error notification signal
indicating that the readout is not possible.

[0689] When receiving the error notification signal, the
signature information verifying unit 6611 aborts the verifi-
cation processing of the signature information and outputs
playback prohibition information to the executing unit 1606.

6.4.6 Executing Unit 6606

[0690] The executing unit 6606 receives a content key
from the contents key acquiring unit 1602, and starts repeat-
ing readout, decryption, and playback of encrypted files, as
is the case with the executing unit 1606 constituting the
executing device 1600 of the first embodiment.

[0691] During the repetition, the executing unit 6606 may
receive playback prohibition information from the signature
information verifying unit 6611.

[0692] Additionally, in the repetition, the executing unit
6606 requests the acquiring unit 6601 to read encrypted files
making up the encrypted contents 6580. At this point,
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however, the executing unit 6606 may receive from the
acquiring unit 6601 an error notification signal indicating
that the readout is not possible.

[0693] When receiving playback prohibition information
or an error notification signal, the executing unit 6606 aborts
the playback processing, and notifies the user of playback
impracticability of the loaded DVD.

6.5 Summary and Advantageous Effects

[0694] As having been described, the distributing device
6100 constituting the unauthorized contents detection sys-
tem of the present embodiment generates area information
indicating an area where information validly written by the
distributing device 6100 is stored, and writes the generated
area information to a DVD. Furthermore, the distributing
device 6100 generates signature information from the 2nd
hash table, unit pick-out information, and area information,
and writes these to the DVD.

[0695] When being loaded with the DVD 6500, the acquir-
ing unit 6601 of the executing device 6600 first reads the
area information from the DVD 6500, and then reads only
information in an area indicated by the read area information
while not reading information written in the other areas.

[0696] Herewith, even when fraudulent acts involving
writing unauthorized contents in free space on the DVD
6500, as described in the fifth embodiment, are committed,
the unauthorized contents cannot be played in the executing
device 6600.

[0697] In addition, the signature information stored in the
DVD 6500 is generated with the use of the area information,
and the signature information verifying unit 6611 of the
executing device 6600 uses the area information read from
the DVD 6500 in order to verify the signature information.
Therefore, even if an unauthorized third person falsifies the
area information together with insertion of unauthorized
contents, the verification of the signature information per-
formed by the signature information verifying unit 6611 will
be unsuccessful and therefore the unauthorized contents will
not be played.

[0698] When there is no free space left on the DVD, a
fraudulent act may be committed, such as copying all the
data stored in the valid DVD onto another medium having
a larger storage capacity than the valid DVD does, and
adding unauthorized contents to free space of the medium.
Even in this situation, the executing device 6600 in the
unauthorized contents detection system of the present
embodiment does not read information in storage areas other
than an area indicated by the area information. Accordingly,
the present embodiment is capable of preventing such a
fraudulent act.

6.6 Modification of Sixth Embodiment

[0699] In the sixth embodiment, the area information
generated by the distributing device 6100 is information
indicating an area where information validly written by the
distributing device is stored. Alternatively, the area infor-
mation can be the total data size of information validly
written by the distributing device 6100.

[0700] In this case, the acquiring unit 6601 of the execut-
ing device 6600 first reads the total data size from the DVD
6500, and then measures the total data size of the informa-
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tion stored in the DVD 6500. When the measured data size
is larger than the read data size, the acquiring unit 6601
aborts reading data from the DVD 6500 and outputs an error
notification signal to the executing unit 6606.

7. Other Modifications

[0701] Although the present invention has been described
based on the above embodiments, it is a matter of course that
the present invention is not confined to these embodiments.
The present invention also includes the following cases.

[0702] [1]In the above first, fifth and sixth embodiments,
the distributing device calculates unit hash values by assign-
ing encrypted units to a hash function, and generates header
information and signature information based on the calcu-
lated unit hash values, while the executing device verifies
the signature information by using selected i pieces of
encrypted units. However, the distributing device may cal-
culate unit hash values by using units before encryption, and
the executing device may generate i pieces of units by
decrypting the selected i pieces of encrypted units and verify
the signature information by using the generated i pieces of
units.

[0703] [2] On the other hand, in the second to fourth
embodiments, the distributing device calculates partial hash
values by assigning pieces of partial contents to a hash
function, and generates header information and signature
information based on the calculated partial hash values.
However, the distributing device may calculate partial hash
values by assigning, to the hash function, encrypted partial
contents which are generated by encrypting individual
pieces of partial contents, and generate header information
and signature information base on the calculated partial hash
values.

[0704] In this case, the executing device uses the
encrypted partial contents for the verification of the header
information. This eliminates the need for equipping the
representative partial contents decrypting unit and the partial
contents decrypting unit, which leads to a reduction in size
of the detection system’s circuit.

[0705] [3] In the second to fourth embodiments, after the
verifications of signature information and header informa-
tion have succeeded, the executing unit starts decryption,
expansion, and playback of the encrypted contents. How-
ever, the executing unit may start the processing relating to
the playback in parallel with the verifications. In this case,
when the individual verifications performed by the signature
information verifying unit and the header information veri-
fying unit, respectively, are unsuccessful, the signature
information verifying unit and header information verifying
unit direct the executing unit to abort the playback.

[0706] [4] In the first, fifth, and sixth embodiments, the
signature information verifying unit may have a timer for
measuring the passage of time, and judge that a verification
is unsuccesstul if the verification of the signature informa-
tion is not completed within a predetermined time.

[0707] In the case when the verification of signature
information is performed in parallel with the playback, if the
contents, signature information, or header information has
been falsified, unauthorized contents will be played until the
verification is completed.



US 2007/0198838 Al

[0708] Accordingly, setting up a time-limit for the verifi-
cation of signature information allows to counteract fraudu-
lent acts involving extending the playback time of unautho-
rized contents by making the {falsification so that the
completion of the verification of signature information gets
delayed.

[0709] In addition, the signature information verifying
unit and header information verifying unit in Modification
[3] may have a timer in a similar manner.

[0710] [5] In the first to the sixth embodiments above, the
distributing device has a signature key while the executing
device has a corresponding verification key, and these
devices generate and verify signature information with the
use of a signature generating algorithm such as DSA.

[0711] In general, many signature generating algorithms
are based on public key cryptosystems, as typified by DSA
and RSA (Rivest-Shamir-Adleman). However, in the present
invention, any signature generating algorithm, such as one
based on a symmetric key cryptosystem for example, is
applicable as long as it is capable of proving that signature
information recorded on the DVD is information generated
by a legitimate right holder.

[0712] As another example, a one-way function may be
used with the processing concealed. In this case, the dis-
tributing device and executing device respectively store the
same one-way function in a storage area which cannot be
read by external devices. The distributing device generates
signature information with the use of the one-way function,
while the executing device generates signature verification
information by using the same one-way function.

[0713] [6] Information to which a signature generating
algorithm is applied at the generation of signature informa-
tion is not limited to those described in the above embodi-
ments. For example, in the first embodiment, the signature
generating algorithm is applied to both the 2nd hash table
and unit pick-out information, however, the signature gen-
erating algorithm may be applied only to the 2nd hash table,
or may be applied to the contents key “CK” and the data size
of the encrypted contents in addition to the 2nd hash table.
In the case of the second embodiment, the signature gener-
ating algorithm may be applied to the pieces of representa-
tive partial contents themselves, instead of applying a sig-
nature generating algorithm to partial hash values generated
from the pieces of representative partial contents.

[0714] Especially, in the second embodiment, when sig-
nature information is generated from the pieces of repre-
sentative partial contents, k pieces of signature information
may be generated by respectively applying the signature
generating algorithm to the k pieces of representative partial
contents.

[0715] Inthis case, the executing device generates k pieces
of representative partial contents based on the selected
position information, and verifies the k pieces of signature
information by using the generated k pieces of representa-
tive partial contents.

[0716] Alternatively, the distributing device may generate
signature information by applying the signature generating
algorithm to a combined result formed by combining the k
pieces of representative partial contents, while the executing
device verifies the signature information by using the com-
bined result.
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[0717] In this situation, if the verification of the signature
information is successful, the following two things are
confirmed at one time: the signature information was gen-
erated by a legitimate right holder; and the representative
partial contents are free from falsification. This eliminates
the need for generating header information and writing the
header information to the DVD, which leads to a reduction
in size of data written to the DVD.

[0718] [7] In the second and third embodiments, the
executing device may prestore selected position information
and encrypted selected position information may not be
recorded on the DVD. Herewith, the valid executing device
is capable of performing verification of header information
with the use of the prestored selected position information.

[0719] [8]In the third embodiment, header selecting infor-
mation and x pieces of header groups are written to the
DVD. However, in the case of Modification [7], the distrib-
uting device may select one of the 1st header to x-th header
groups, extract a header identifier, header information, and
signature information included in the selected header group,
and write these to the DVD.

[0720] The executing device may prestore x pairs of a
piece of selected position information and a header identi-
fier, select a piece of selected position information based on
a header identifier written to the DVD, and use the selected
piece of selected position information in the subsequent
processing.

[0721] [9] The above first to seventh embodiments are
described assuming that the executing device is a single
device. However, multiple devices may be employed to
fulfill the function of the executing device.

[0722] [10]In the third embodiment, the acquiring unit of
the executing device selects one of the x pieces of header
identifiers. However, the present invention is not limited to
this, and two or more identifiers may be selected instead, and
the verifications of the signature information and header
information may be repeated two times or more. Herewith,
it is possible to detect unauthorized contents more reliably.

[0723] [11]In the above embodiments and modifications,
the signature key storing unit of the distributing device and
the verification key storing unit of the executing device
respectively store one piece of key information, however,
the present invention is not confined to this.

[0724] [11-1] For example, the signature key storing unit
may store a signature key and a key identifier corresponding
to the signature key, and the recording unit writes the key
identifier to the DVD together with the signature informa-
tion.

[0725] The verification key storing unit of the executing
device stores multiple verification keys and key identifiers
corresponding one-to-one with the verification keys. The
signature information verifying unit receives the key iden-
tifiers together with the signature information, retrieves a
key identifier conforming to the received key identifier from
among multiple key identifiers stored by the verification key
storing unit, reads out a verification key corresponding to a
retrieved verification key identifier, and uses the read veri-
fication key to verify the signature information.

[0726] Herewith, the present invention is applicable even
if there are a plurality of different distributing devices.
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[0727] [11-2] The executing device may not have the
verification key storing unit, and a signature key and a
verification key corresponding to the signature key may be
stored in the signature key storing unit of the distributing
device. In this situation, the recording unit writes the veri-
fication key to the DVD together with the signature infor-
mation.

[0728] [11-3] The distributing device may store, in addi-
tion to the signature key and verification key, authentication
information of the verification key generated by an impartial
third-party body. Here, assume that the authentication infor-
mation is a key signature generated by applying a signature
generating algorithm to the verification key with the use of
a secret key of the third-party body.

[0729] The recording unit writes the verification key and
key signature to the DVD together with the signature
information.

[0730] The verification key storing unit of the executing
device stores key verification information, instead of the
verification key. The key verification information is infor-
mation for verifying the key signature, and is, in this case,
a public key paired with the secret key of the impartial
third-party body that generated the key signature.

[0731] The signature information verifying unit receives
the key signature and verification key, and performs verifi-
cation of the key signature by using the received key and key
verification information in advance of verification of the
signature information. Only when the verification is suc-
cessful, the signature information verifying unit starts the
verification of the signature information as described in the
above embodiments.

[0732] Herewith, even when there are multiple distribut-
ing devices, the executing device only has to hold the key
verification information of the third-party body, and does not
have to have multiple verification keys.

[0733] [12] In Modification [11], the executing device
may store a revocation list which indicates invalidated
verification keys. The signature information verifying unit
judges whether the received key identifier or verification key
has been registered to the revocation list, and aborts the
verification of the signature information when it has been
registered.

[0734] [13] The executing device may acquire the revo-
cation list, described in Modification [12], from an outside
source. For example, the revocation list may be acquired via
a recording medium such as DVD, or may be retrieved via
the Internet, broadcasting and the like. Alternatively, the
executing device may periodically acquire an updated revo-
cation list.

[0735] Herewith, the present invention is capable of deal-
ing with a situation where a verification key needed to be
invalidated is newly found.

[0736] [14] The distributing device distributes various
information, such as encrypted contents and signature infor-
mation, to the executing device via DVD. However, the
present invention is not limited to DVD, and the information
can be distributed via: an optical disk such as CD-ROM and
DVD-ROM,; a writable optical disk such as CD-R, DVD-R,
and DVD-RAM; a magnetic optical disk; and a memory
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card. Alternatively, a semiconductor memory, such as a flash
memory and a hard disk, can be incorporated inside the
executing device.

[0737] Furthermore, the present invention is not limited to
such recording media, and the information can be distributed
via communication systems such as an Internet, or can be
distributed by broadcasting.

[0738] [15] Although the above embodiments and modi-
fications describe assuming that the contents are video
contents composed of images and audio, the contents can be
a computer program. For example, assume that the execut-
ing device is a game console; the contents are a computer
program stored in a flash memory incorporated in the game
console. Here, the computer program is a judging program
for judging whether game software (such as an optical disk
and memory card) loaded on the game console is valid
software. In this situation, even if an unauthorized user
falsifies the judging program so as to allow execution of
unauthorized game software, the present invention is
capable of detecting the falsification by performing verifi-
cation of whether unauthorized contents are included with
the use of the signature information and header information,
and thus the execution of the judging program itself is
prevented or aborted. Thus, by stopping the execution itself,
it is possible to prevent unauthorized operations materialized
by the judging program on which unauthorized falsification
has been conducted, namely to prevent execution of unau-
thorized game software.

[0739] [16] As described in the above modification, in the
case when the contents are a computer program stored in a
flash memory loaded on a microcomputer incorporated in
the executing device, fraudulent acts described in the fifth
embodiment may take place. Specifically speaking, first an
unauthorized program is added to free space of the flash
memory with no falsification of the valid computer program
stored in the flash memory involved. Then, a buffer over-run
is caused by using bugs in the valid computer program so
that a starting point of the program jumps to the head of the
added unauthorized program, and the execution of the
unauthorized program is started.

[0740] Here, fraudulent acts mentioned above can be
prevented by writing filling contents in the flash memory so
as not to leave free space in the flash memory, as in the fifth
embodiment, since unauthorized contents cannot be added.

[0741] Alternatively, as in the sixth embodiment, area
information indicating an area where valid information
written by the distributing device is stored may be written to
the flash memory in advance, and the executing device is
designed not to read out information in areas other than an
area indicated by the area information. Thereby, even when
an unauthorized program is added, the executing device
does execute the unauthorized program.

[0742] [17] The above first to sixth embodiments and
modifications describe assuming that the executing unit is a
component which plays the contents composed of video and
audio, however, the executing unit may be a component
which outputs the contents to an external recording medium,
or a component which has a print function and prints image
data on paper and the like.

[0743] [18] In the above embodiments, the contents key
generating unit generates a contents key every time when a
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set of contents is input to the distributing device. However,
the contents key generating unit may prestore multiple
contents keys, and select and output one of the stored
contents keys.

[0744] [19] In the above embodiments, the executing
device is designed to start verifications of header informa-
tion, signature information, and the like when a DVD is
loaded thereon, however, the present invention is not con-
fined to this.

[0745] For example, the executing device may start such
verifications when being directed to perform playback
according to user’s button operations, or may perform the
verifications in regular intervals from when the DVD is
loaded thereon.

[0746] [20]In the second and third embodiments, it is not
indispensable that header information is written to the DVD.

[0747] When header information is not written to the
DVD, the executing device extracts k pieces of representa-
tive partial contents based on the selected position informa-
tion, and calculates verifying hash values by respectively
assigning the extracted pieces of representative partial con-
tents to a hash function.

[0748] Then, the executing device generates signature
verification information by applying the signature verifying
algorithm V to a combined result formed by combining the
calculated verifying hash values, with the use of the verifi-
cation key. The executing device verifies the signature
information by comparing with the generated signature
verification information.

[0749] In this case, the executing device no more requires
the header information verifying unit, which leads to a
reduction in size of the detection system’s circuit. In addi-
tion, the verification of whether unauthorized contents are
included can be completed at the same time by verifying the
signature information.

[0750] [21] In the fourth embodiment, the executing
device 4600 verifies only k pieces out of ¢ pieces of partial
hash values included in the header information after verifi-
cation of the signature information performed by the signa-
ture information verifying unit 4606 has succeeded. How-
ever, both the signature information and the header
information can be verified with a single verification by
using k pieces of encrypted partial contents and header
information.

[0751] More specifically, the executing device extracts k
pieces of encrypted partial contents from the encrypted
contents based on the contents position information, and
generates k pieces of partial contents by decrypting the
extracted k pieces of encrypted partial contents. Then, the
executing device calculates replacing partial hash values by
respectively assigning the generated k pieces of partial
contents to a hash function.

[0752] Next, the executing device replaces, from among ¢
pieces of partial hash values included in the header infor-
mation, partial hash values corresponding to the selected k
pieces of encrypted partial contents with the calculated
replacing partial hash values.

[0753] The executing device verifies the signature infor-
mation by using the verification key and a combined result
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formed by combining replacing partial hash values and
partial hash values included in the replaced header informa-
tion.

[0754] In this case, the executing device no more requires
the header information verifying unit, which results in a
reduction in size of the detection system’s circuit. In addi-
tion, the verification of whether unauthorized contents are
included can be completed at the same time by verifying the
signature information.

[0755] [22] In the above first to sixth embodiments, writ-
ten to the DVD are only one set of encrypted contents, and
one piece each of signature information and header infor-
mation corresponding to this set of encrypted contents.
However, a number of different sets of encrypted contents
along with pieces of header and signature information
respectively corresponding to these sets may be stored
instead.

[0756] In addition, the DVD may include only one piece
of signature information generated based on all pieces of
header information. Furthermore, the DVD may include,
besides these sets of encrypted contents, contents that do not
require copyright protection, for example, advertisements,
an opening screen, a menu screen, and the like. These
copyright protection-free contents may be played while the
verifications of signature information and header informa-
tion are performed.

[0757] [23] In the first to sixth embodiments and modifi-
cations, when at least one of the verification of signature
information and the verification of header information is
unsuccessful, the executing device may store a disk identi-
fier for identifying a DVD loaded on the acquiring unit and
a contents identifier for identifying a set of contents on the
point of being played.

[0758] When a DVD having the same disk identifier as the
recorded one is loaded, the executing device aborts playback
of the contents. Alternatively, when being directed to play a
set of contents having the same identifier as the recorded
one, the executing device aborts playback of the set of
contents.

[0759] [24] In the above embodiments and modifications,
when at least one of the verification of signature information
and the verification of header information is unsuccessful,
the executing device aborts playback of the contents, and
notifies the user that the contents are unauthorized by, for
example, displaying a screen of error notification on the
monitor. The operational behavior taken by the executing
device at the time of verification failure is not limited to this,
and the following cases can also be considered. Further-
more, the following three modifications can be combined.

[0760] [24-1] Both the distributing device and the execut-
ing device are connected to an Internet. When at least one of
the verification of signature information and the verification
of header information is unsuccessful, the executing device
notifies the distributing device of the verification failure via
an Internet. At this point, the executing device also sends a
contents identifier indicating the contents whose verification
was unsuccessful.

[0761] The distributing device prestores the contents iden-
tifier and a creation date of the contents indicated by the
contents identifier, associating these two with each other.



US 2007/0198838 Al

[0762] The distributing device receives the notification of
verification failure and the contents identifier from the
executing device via an Internet. The distributing device
generates playback permission information indicating per-
mission of the contents playback or playback prohibition
information indicating prohibition of the playback according
to a creation date corresponding to the received contents
identifier. For example, when the contents identifier indi-
cates new contents less than half a year from the creation
date, the distributing device generates playback prohibition
information. On the other hand, when the contents identifier
indicates old contents having been around for half a year or
more from the creation date, the distributing device gener-
ates playback permission information.

[0763] Next, the distributing device sends the generated
playback permission information or playback prohibition
information to the executing device via an Internet, and the
executing device decrypts and plays encrypted contents
stored in the DVD only when receiving the playback per-
mission information.

[0764] Assume the case where contents have already been
around for a set period of time since the release and a
demand for the contents has been met to some extent, and
therefore the future sales of the contents is predicted to be
not very significant. In this case, the above modification
allows to place priority on the interests of a user who has
purchased the DVD by permitting the user to view the
contents. On the other hand, when contents have been
recently released, and the future sales of the contents is
expected to be significant, this modification allows to place
priority on the rights of a copyright holder by prohibiting the
playback. Namely, the modification is capable of adjusting
the interests of the user and the interests of the copyright
holder.

[0765] Note that a means for deciding which of playback
permission information and playback prohibition informa-
tion is to be sent is not limited to this, and the distributing
device may store, with respect to each set of contents, terms
of permission reflecting the intentions of, for example, the
copyright holder of the contents set and the selling agency.

[0766] [24-2] As has already been described, a medium
recording the contents is not confined to DVD but may be a
rewritable recording medium. Here, a memory card
equipped with a flash memory is used as an example.

[0767] When the verification of signature information or
header information is unsuccessful, the executing device
deletes part or all of information of the encrypted contents
recorded in the memory card.

[0768] Herewith, it is possible to reliably prevent the
future use of the unauthorized contents.

[0769] [24-3]In the case when the contents are HD (high
definition) video data, the executing device plays the video
data after converting it to SD (standard definition) if the
verification is unsuccessful.

[0770] When the contents are high-quality sound (5.1
channel) audio data, the executing device plays the audio
data after converting it to standard-quality sound (2 channel)
audio data if the verification is unsuccessful.

[0771] Thus, by allowing the playback on condition of
degrading the playback quality, it is possible to adjust the
convenience of the user and the interests of the copyright
holder to some extent.
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[0772] [25] In the second and third embodiments, the
executing device reads out the key block, encrypted selected
position information, header information signature informa-
tion, and encrypted contents when the DVD is loaded
thereon. However, the executing device may read out only
required information according to the processing progress of
each component via the acquiring unit.

[0773] For example, the executing device accordingly
reads out: only the key block when the DVD is loaded; the
encrypted selected position information when generation of
the contents key is completed; and the signature information
and header information when decryption of the encrypted
selected position information is completed, and then per-
forms verification of the signature information. Once the
verification of the signature information is completed, the
executing device reads k pieces of encrypted blocks indi-
cated by the selected position information.

[0774] Inthe fourth embodiment also, only required infor-
mation may be read as needed in a similar fashion.

[0775] [26] In the first embodiment, when the selected i
pieces of encrypted units are read, the readout speed can be
increased by arranging the order of the readout as described
below.

[0776] For ease of description, here assume that i=4, and
the case in which four pieces of encrypted units are to be
read out is considered.

[0777] On an optical disk such as DVD, a region for
recording data divides into portions, and areas in a tree-ring
pattern are respectively referred to as tracks. Several sectors
are included in each track, and data is read and written sector
by sector. A size of one sector is, for example, 512 bytes. In
this case, pieces of the data targeted for readout on the DVD
can be identified using track identifying numbers, sector
identifying numbers, or sector sizes.

[0778] FIG. 71 shows a configuration of the DVD 1500
and a structure of the acquiring unit 1601. Concentric areas
in the figure are tracks.

[0779] As shown in FIG. 71, the acquiring unit 1601 has
a head part (also referred to as a “pickup”) 1628 and a
rotation axis 1629. The DVD 1500 is rotated in a counter-
clockwise direction by rotating the rotation axis 1629.
Arrows with a dotted line in the figure indicate the rotation
direction. By specifying a track identifying number, sector
identifying number or a sector size, the acquiring unit 1601
moves the head part 1628 and acquires a piece of data
targeted for readout.

[0780] In general, it is known that moving the head part
1628 to a track where a readout-target piece of data is stored
requires time. In other words, as the moving distance on the
DVD from the inner to the outer circumference or from the
outer to inner circumference increases, it takes a longer time
to read out data.

[0781] Here, four encrypted unit “EU1_3”, “EU3_1",
“EU8_7”, and “EU9_2" are readout targets, and are stored
in portions 1591, 1592, 1593, and 1594, respectively, on the
DVD 1500.

[0782] On the DVD 1500, assume that the head part 1628
is in the location shown in FIG. 71.
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[0783] In this case, according to the procedure described
in the first embodiment, the acquiring unit 1601 first moves
the head part 1628 to a track 1501 on which the portion 1591
exists, and reads out the encrypted unit “EU1_3" recorded in
the portion 1591. Then, the acquiring unit 1601 moves the
head part 1628 to a track 1504 and reads out the encrypted
unit “EU3_1" from the portion 1592. Then, in a similar
manner, the acquiring unit 1601 moves the head part 1628
to a track 1502 to read out the encrypted unit “EU8_7" in the
portion 1593, and subsequently to a track 1503 to read out
the encrypted unit “EU9_2" in the portion 1594.

[0784] Thus, when the procedure described in the first
embodiment is followed, the moving distance of the head
part 1628 becomes long, and as a result, it takes a long time
to read out all encrypted units.

[0785] Here, the order of reading out the four encrypted
units is changed so that the head part 1628 always moves to
the closest track from a track on which it is located at the
time. Namely, the acquiring unit 1601 compares a track
number indicating a location of the head part 1628 with
sector numbers and track numbers indicating locations of the
portions 1591, 1592, 1593 and 1594 where the four
encrypted units are stored. Then, the acquiring unit 1601
rearranges the order of the acquired sector numbers and
track numbers of the four portions so that the head part 1628
takes the shortest moving distance for the readout, and
accesses each portion in the rearranged order.

[0786] Herewith, the time required for reading out data
can be shortened. Additionally, in the case when encrypted
units to be read out are located on the same track or on
proximate tracks, the readout order can be changed based on
the current location of the head part 1628 and the sector
numbers indicating the portions in which individual
encrypted units are stored.

[0787] Note that a means for optimizing the readout order
depends on operational attributes of the rotation axis and the
head part of the acquiring unit 1601, and therefore the
optimization procedure described here is merely an
example. For example, the rotation control method of the
optical disk includes a constant angular velocity method and
a constant linear velocity method, and characteristics of such
a method may be taken into consideration. In addition, when
a hard disk is used instead of an optical disk such as DVD,
the arrangement of the readout order can be achieved in a
similar fashion.

[0788] In the fifth and sixth embodiments also, the readout
speed can be improved in a similar fashion. This is also the
case with Modification [20] according to the second to
fourth embodiments.

[0789] [27] In the first, fifth and sixth embodiments, the
executing device selects i pieces of encrypted files at ran-
dom, and further selects one piece of encrypted unit from
each of the selected encrypted files. However, the selecting
procedure is not limited to this, and multiple encrypted units
may be selected from one encrypted file as long as the
selected pieces total i.

[0790] [28] In the first, fifth and sixth, pieces “i” of the
encrypted units selected by the executing device may be
preset in the executing device, or may be written to the
DVD.
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[0791] As the number of the selected encrypted units “1”
becomes larger, the accuracy of the validation of whether
unauthorized contents are included increases, while process-
ing load involved in the verification of signature information
also increases.

[0792] Thus, the number “i” of encrypted units to be
selected is recorded on the DVD, and then the executing
device performs the verification of signature information
according to “i” acquired from the DVD. Herewith, it is
possible to reflect the intentions of the DVD producer in the
verification.

[0793] Additionally, this technique is also applicable for
selecting k pieces of encrypted partial contents in the fourth
embodiment.

[0794] [29] In the first, fifth and sixth embodiments, the
signature information is generated by applying a signature
generating algorithm to a combined result formed by com-
bining ¢ pieces of file hash values. However, the signature
information may be generated by calculating a combined
hash value by further assigning the combined result to a hash
function and applying the signature generating algorithm to
the calculated combined hash value.

[0795] [30] In the first, fifth and sixth embodiments, the
header information is composed of hash values having a
two-layer structure. That is, the two-layer structure is made
up of: unit hash values generated from respective encrypted
units; and file hash values generated from m pieces of unit
hash values generated based on the same file. On the other
hand, the signature information is composed of ¢ pieces of
file hash values.

[0796] Instead, the header information may include hash
vales having a three-layer structure. Specifically speaking,
the header information includes y pieces of combined file
hash values. The ypieces of combined file hash values are
generated by first dividing ¢ pieces of file hash values into
y pieces of groups and individually assigning combined
results, which are formed by combining file hash values with
respect to each group, to a hash function. In this case, the
signature information is generated by using the y pieces of
combined file hash values.

[0797] Thus, by increasing the number of layers in the
structure, it is possible to reduce information to be read from
the DVD.

[0798] [31]As has been described in the fifth embodiment,
it is sometimes the case that a playback order file showing
the playback order of the contents is stored in a DVD. In this
case, the DVD may include signature information for the
playback order file.

[0799] Herewith, as is described in the fifth embodiment,
even if an unauthorized third person performs addition or
replacement of unauthorized contents and falsifies the play-
back order file, the falsification will be detected by verifying
the signature information of the playback order file, and
thereby unauthorized contents will not be played.

[0800] [32] In the third embodiment, the total pieces of
representative partial contents that the selecting unit 3105 of
the distributing device 3100 selects from one set of contents
are (kxx) pieces.

[0801] In this case, it may be designed that all of the ¢
pieces of partial contents are to be selected at least once as
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a piece of representative partial contents. Herewith, in the
case when part of the encrypted contents stored in the DVD
is replaced, it is possible to increase the accuracy of detect-
ing the unauthorized contents.

[0802] [33] In the first, fifth and sixth embodiments, the
distributing device writes the unit pick-out information to
the DVD. Instead, the distributing device may write, to the
DVD, encrypted unit pick-out information generated by
encrypting the unit pick-out information with the use of the
content key.

[0803] Additionally, in the fourth embodiment, the dis-
tributing device writes the contents position information to
the DVD. Instead, the distributing device may write, to the
DVD, encrypted contents position information generated by
encrypting the contents position information with the use of
the contents key.

[0804] [34] In the first to sixth embodiments and the
modifications, the unit hash values are calculated by respec-
tively assigning encrypted units to a hash function, while the
partial hash values are calculated by respectively assigning
pieces of partial contents to the hash function. However,
each of the unit hash values may be calculated from a
combined result formed by combining an identifier corre-
sponding to an encrypted unit, a piece of identifying infor-
mation, and the encrypted unit. In a similar fashion, each of
the partial hash values may be calculated from a combined
result formed by combining an identifier corresponding to a
piece of partial contents, a piece of identifying information,
and the piece of partial contents.

[0805] [35] In the fifth embodiment, the data size of the
filling contents to be generated is the same as the filling
capacity. However, the data size is not limited to this as long
as the data size can make the free space left on the DVD
sufficiently small.

[0806] [36] In the first to sixth embodiments, the execut-
ing device plays the contents by outputting the video and
audio signals to the external monitor. However, the execut-
ing device may have such a monitor built-in.

[0807] [37] Part or all of the components making up the
above individual devices maybe assembled as a single
system LSI (Large Scale Integration). The system LSI is an
ultra-multifunctional LSI produced by integrating multiple
components on one chip, and more specifically, is a com-
puter system composed of a microprocessor, ROM, RAM,
and the like. A computer program is stored in the RAM. The
microprocessor operates according to the computer pro-
gram, and thereby the system L.SI accomplishes its function.
Alternatively, each component may be structured on an
individual integrated circuit.

[0808] Although it is referred to here as system LSI, may
be also referred to as IC, LSI, super LSI, and ultra LSI,
depending on the degree of integration. In addition, the
method for assembling integrated circuits is not limited to
LSIL and a dedicated communication circuit or a general-
purpose processor may be used to achieve this. A FPGA
(Field Programmable Gate Array), which is programmable
after the LSI is produced, or a reconfigurable processor,
which allows reconfiguration of the connection and setting
of circuit cells inside the LSI, may be used.

[0809] [38] The present invention may be a method of
accomplishing the above described unauthorized contents
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detection system. The present invention may be a computer
program that achieves the method by a computer, or may be
a digital signal representing the computer program.

[0810] The present invention may also be achieved by a
computer-readable recording medium, such as a flexible
disk, a hard disk, a CD-ROM (Compact Disk Read Only
Memory), MO (Magneto-Optical) disk, a DVD, a DVD-
ROM (Digital Versatile Disk Read Only Memory), a DVD-
RAM (Digital Versatile Disk Random Access Memory), a
BD (Blu-ray Disk), or a semiconductor memory, on which
the above-mentioned computer program or digital signal is
recorded. The present invention may also be the computer
program or the digital signal recorded on such a storage
medium.

[0811] The present invention may also be the computer
program or digital signal to be transmitted via networks, as
represented by telecommunications, wire/wireless commu-
nications, and the Internet, or via data broadcasting.

[0812] The present invention may also be a computer
system having a microprocessor and memory, wherein the
memory stores the computer program and the microproces-
sor operates according to the computer program.

[0813] The computer program or digital signal may be
recorded on the above storage medium and transferred to an
independent computer system, or alternatively, may be
transferred to an independent computer system via the above
network. Then, the independent computer system may
execute the computer program or digital signal.

[0814] [39] The present invention includes a structure in
which two or more of the above embodiments and modifi-
cations are combined.

INDUSTRIAL APPLICABILITY

[0815] The present invention is applicable operationally,
continuously and repeatedly, in industries that produce, sell,
transfer and use contents, and also in industries that manu-
facture, sell and use various electrical apparatuses for play-
ing, editing and processing the contents.

1. A data processing device for utilizing a digital work
recorded on a recording medium having also recorded (i) a
plurality of record digest values generated from a plurality
of data blocks constituting the digital work and (ii) record
signature data generated based on some or all of the plurality
of record digest values thereon, comprising:

a using unit operable to use the digital work;

a selecting unit operable to randomly select a predeter-
mined number of data blocks from the plurality of data
blocks;

a calculating unit operable to calculate a calculation digest
value with respect to each of the selected data blocks;

a reading unit operable to read remaining record digest
values, each of which corresponds to one of the unse-
lected data blocks, from among the plurality of record
digest values;

a signature verifying unit operable to verify whether the
digital work is valid by using the record signature data,
the calculation digest values, and the remaining record
digest values; and
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a use controlling unit operable to stop the using unit from
using the digital work when the signature verifying unit
judges that the digital work is not valid.

2. The data processing device of claim 1, wherein

the plurality of record digest values include a plurality of
primary record digest values, each of which is gener-
ated for one of the plurality of data blocks, and a
plurality of secondary record digest values generated
from two or more of the plurality of primary record
digest values, and the record signature data is generated
by performing a digital signature on the plurality of
secondary record digest values,

the reading unit reads the remaining record digest values
from among the plurality of primary record digest
values, and

the signature verifying unit verifies validity of the digital
work by calculating one or more secondary calculation
digest values based on the calculation digest values and
the remaining record digest values, and performing a
digital signature verification with use of the record
signature data, the plurality of secondary record digest
values, and the secondary calculation digest values.

3. The data processing device of claim 2, wherein

the digital work includes a plurality of files, each of which
corresponds to one of the plurality of secondary record
digest values and is constituted by two or more of the
plurality of data blocks,

each of the plurality of secondary record digest values is
generated by using primary record digest values cor-
responding one-to-one with the two or more of the
plurality of data blocks constituting a file correspond-
ing to the secondary record digest value,

the signature verifying unit includes:

a primary reading subunit operable to read the record
signature data from the recording medium;

a calculating subunit operable to calculate a secondary
calculation digest value, with respect to each file
including at least one of the selected data blocks, by
using primary record digest values corresponding to
the unselected data blocks included in the file and the
calculation digest values corresponding to the
selected data blocks;

secondary reading subunit operable to read, with
respect to each file including none of the selected
data blocks, a secondary record digest value corre-
sponding to the file;

signature subunit operable to generate calculation
signature data by performing the digital signature
with use of the calculated secondary calculation
digest values and the read secondary record digest
values; and

a comparing subunit operable to compare the calcula-
tion signature data and the record signature data, and

the signature verifying unit verifies that the digital work
is valid when the calculation signature data and the
record signature data conform to each other, and judges
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that the digital work is not valid when the calculation
signature data and the record signature data do not
conform to each other.

4. The data processing device of claim 3, wherein

the plurality of record digest values are hash values each
generated by a hash function,

the calculation digest values calculated by the calculating
unit are hash values calculated by applying the hash
function to each of the selected data blocks, and

the secondary calculation digest values calculated by the
calculating subunit are hash values calculated by apply-
ing the hash function to the primary record digest
values corresponding to the unselected data blocks and
the calculation digest values.

5. The data processing device of claim 3, wherein

the digital work is digital contents, and the using unit uses
the digital contents by playing back the digital contents.
6. The data processing device of claim 3, wherein

the digital work is a computer program, and the using unit
uses the computer program by decrypting instruction
codes constituting the computer program and operating
according to the decrypted codes.
7. The data processing device of claim 3, comprising,
instead of the use controlling unit:

a warning display unit operable to display, when the
digital work is judged as not being valid, a notice of
invalidity of the digital work.

8. The data processing device of claim 1 wherein the
recording medium has additionally recorded (i) filling con-
tents having an adjusted data size so that capacity of free
space on the recording medium becomes a predetermined
value or lower and (i1) signature data generated based on part
or all of the digital work and the filling contents, the data
processing device further comprising:

a verifying unit operable to verify whether the digital
work and the filling contents are valid by using the
digital work, the filling contents, and the signature data,
and

the use controlling unit operable to stop the using unit
from using the digital work when the verifying unit
judges that at least one of the digital work and the
filling contents is not valid.

9. The data processing device of claim 1 wherein the
recording medium has additionally recorded (i) area infor-
mation indicating an access permitted area, on the recording
medium, that an external device is permitted to access and
(ii) signature data generated based on part or all of the digital
work and the area information, the data processing device
further comprising:

an access prohibiting unit operable to prohibit access to
areas other than the access permitted area based on the
area information; and

a verifying unit operable to verify whether the digital
work and the area information are valid by using the
digital work, the area information, and the signature
data, and

the use controlling unit operable to stop the using unit
from using the digital work when the verifying unit
judges that at least one of the digital work and the area
information is not valid.
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10. The data processing device of claim 1, wherein

the selecting unit, the calculating unit, the reading unit,
and the signature verifying unit are assembled together
in a single large scale integration.

11. A recording medium having recorded thereon:

a digital work;

a plurality of digest values generated from a plurality of
data blocks constituting the digital work; and

signature data generated based on the plurality of digest

values.

12. A data processing method for utilizing a digital work
recorded on a recording medium having also recorded (i) a
plurality of record digest values generated from a plurality
of data blocks constituting the digital work and (ii) record
signature data generated based on some or all of the plurality
of record digest values thereon, comprising the steps of:

(a) using the digital work;
(b) randomly selecting a predetermined number of data
blocks from the plurality of data blocks;

(c) calculating a calculation digest value with respect to
each of the selected data blocks;

(d) reading remaining record digest values, each of which
corresponds to one of the unselected data blocks, from
among the plurality of record digest values;

(e) verifying whether the digital work is valid by using the
record signature data, the calculation digest values, and
the remaining record digest values; and
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(D) stopping the step (a) when the digital work is judged
as not being valid in the step (e).

13. A data processing program for utilizing a digital work
recorded on a recording medium having also recorded (i) a
plurality of record digest values generated from a plurality
of data blocks constituting the digital work and (ii) record
signature data generated based on some or all of the plurality
of record digest values thereon, comprising the steps of:

(a) using the digital work;

(b) randomly selecting a predetermined number of data
blocks from the plurality of data blocks;

(c) calculating a calculation digest value with respect to
each of the selected data blocks;

(d) reading remaining record digest values, each of which
corresponds to one of the unselected data blocks, from
among the plurality of record digest values;

(e) verifying whether the digital work is valid by using the
record signature data, the calculation digest values, and
the remaining record digest values; and

(D) stopping the step (a) when the digital work is judged
as not being valid in the step (e).
14. The data processing program of claim 13 recorded on
a computer-readable recording medium.
15. The data processing program of claim 13 to be
transmitted and received via telecommunications.



