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APPARATUS AND METHOD FOR IDENTIFYING AND MANAGING
INPUT/OUTPUT (1/0) CHANNEL SPARES FOR CONTROL AND
INSTRUMENTATION SYSTEMS IN INDUSTRIAL PLANTS

CROSS-REFERENCE TO RELATED APPLICATION AND PRIORITY CLAIM
{0001}  This application claims priority under 35 US.C. § 119(e) to US.
Provisional Patent Application No. 62/369,680 filed on August 1, 2016, which is

hereby incorporated by reference in s entirety.

TECHNICAL FIELD
[00862] This disclosure relates generally to industrial process comnirol and
mstrumentation systems. More specifically, this disclosure relates 1o an apparatus and
method for identifving and managing put/output (I/0) chaonel spares for control

and mstrimentation systems in mdustrial plants.

BACKGROUND

{0003]  Industrial process control and instrumentation systems for
manufacturing or processing plants typically include mput/output (I/0) modules. VO
modules are used 1o read data from and write data to field devices, such as sensors,
actuators, or other field devices. There are numerous types of I/0O modules available,
and these /O modules support different types of inputs and outputs. For example, an
170 module can support one or more analog mputs (Als), analog outputs (AQs),
digital 1oputs (DIg), digital ouiputs (DOs), digital mput sequences of events
{DISOFEs), or puise accumulator inputs {Pls). /O modules are manufactured by a
number of different vendors and have different specifications, form factors, channel
densities, communication protocols, and configuration methods. In practice, all
channels of existing /O modules i a control and mstrumentation system are often not
used. The unused or “spare” VO channels can be reserved for future use, such as

during mainienance or expansion operations when additional I/0 channels are needed.
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SUMMARY

[0064]  This disclosure provides an apparatus and method for identifying and
managing input/output {1/0) channel spares for control and instrumentation systems in
mndustrial plants.

[8085]  In a first embodiment, a method includes identifying V0 channels in a
control and instrumentation system associated with an mdustrial plant. The method
also includes 1dentifying which of the V0 channels are not in use by the control and
mstrumentation system. The method further includes generaling a graphical user
mterface identifving the 1/0 channels not 1o use by the control and instrumentation
system.

[0086]  In a second embodiment, an apparatus includes at least one processing
device configured to identify 10 channels in a control and instrumentation system
associated with an industrial plant and identify which of the /O channels are not in
use by the control and nstrumentation system. The at least one processing device is
also configured to generate a graphical user interface identifying the /O channels not
in use by the control and mstrumentation system.

{0007] In a third embodiment, a non-transitory computer readable medium
contains instructions that, when executed by at least one processing device, cause the
at least one processing device to identify /0O channels in a control and
mstrumentation sysiem associated with an indusinal plant and identify which of the
1/0 channels are not in use by the control and instrumentation system. The medium
also contains instructions that, when executed by the at least one processing device,
cause the at least one processing device to generale a graphical user interface
identifying the I/O channels not in use by the control and instrumentation system.

[0008]  Other technical featimes may be readily apparent to one skilled in the

art from the following figures, descriptions, and claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

[8068] For a more complete understanding of this disclosure, reference 13 now
made to the following description, taken in conjunction with the accompanving
drawings, in which:

[8018]  FIGURE 1 illustrates a portion of an example industrial process control
and mstrumentation system according to this disclosure;

9011] FIGURE 2 illustrates an example device for identifying and managing
mput/output (/0) channel spares for control and instrumentation systems in industrial
plants according to this disclosure;

[8012] FIGURE 3 ilustrates an example data collection system for identifving
and managing I/0 channel spares for control and instrumentation systems in industrial
plants according to this disclosure;

{0013} FIGURE 4 illustrates an example sequence chart for identifying and
managing IO channel spares for control and instrumentation systems in indusirial
plants according to this disclosure;

[8014] FIGURES 3 through 7 illustrate an example graphical user mterface
for identifving and managing VO channel spares for control and instrumentation
systems 1n industrial plants according to this disclosure; and

[0015] FIGURE 8B illustrates an example method for identifying and managing
1/0Q channel spares for control and instrumentation systems in indusinal plants

according to this disclosure.
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DETAILED DESCRIPTION
[8016] FIGURES 1 through &, discussed below, and the various embodiments
used to describe the principles of the present invention iu this patent document are by
way of illustration and should not be construed in any way to limit the scope of the
5 mvention. Those skilled in the art will understand that the principles of the disclosure
may be implemented in any type of suitably arranged device or system.
9017] FIGURE 1 illustrates a portion of an example industrial process control
and instrumentation system 100 according to this disclosure. As shown in FIGURE 1,
the system 100 includes various components that facihitate production or processing
10 of at least one product or other matenal. For instance, the system 100 can be used to
facilitate control or monitoring of components in one or multiple industrial plants.
Each plant represents one or more processing facilities (or one or more portions
thereof), such as one or more manufacturing facilities for producing at least one
product or other material. In general, each plant may implement one or more
15 ndustrial processes and can individually or collectively be referred io as a process
system. A process syvsiem generally rtepresenis anmy system or portion thereof
configured to process one or more products or other materials or energy i different
forms in some manner.
{0018] In the example shown in FIGURE 1, the system 100 includes one or
20 wmore sensors 102a and one or oore actuators 102b. The sensors 102a and actuators
102b represent components in a process system that may perform any of a wide
variety of functions. For example, the sensors 102a could measure a wide variety of
charactenstics in the process system, such as temperature, pressure, or flow rate. Also,
the actuators 102b could alter a wide variety of characteristics in the process systern.
25  Each of the sensors 102a includes any suitable structure for measuring one or more
characteristics in a process system. Each of the actuators 102b includes any suitable
structure for operating on or affecting one or more conditions n a process system.
{0019] At least one input/output (I/0) module 104 1s coupled to the sensors

102a and actuators 102b. The VO modules 104 facilitate interaction with the sensors

[73]
foun

1024, actuators 102b, or other {ield devices. For example, an /0 module 104 could be
used to receive one or more analog mputs {Als), digital mputs (DIs), digital mput

sequences of events (IMSOFES), or pulse accumulator inputs (Pls) or o provide one or
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more analog outputs (AGs) or digital outputs (D0s). Each /0 module 104 inciudes
any suitable stracture(s) for receiving one or more mmput signals from or providing one
or roore output signals to one or more field devices. Depending on the
implementation, an V0O module 104 could include fixed number(s} and type(s} of
mpuis or oulputs or reconfigurable inpuis or cutputs. Example types of reconfigurable
1/0 circuits are shown i U.S. Patent No. 8,072,098 U.S. Patent No. 8,392.626; U.S.
Patent No. 8,656,065; and U.S. Patent Publication No. 2015/0278144 {all of which are
hereby incorporated by reference in their entirety). Reconfigurable VO circuits that
support UNIVERSAL CHANNEL TECHNOLOGY available from HONEYWELL
INTERNATIONAL INC. are also suitable for use.

{0020] The system 100 also includes various controllers 106. The controliers
106 can be used in the system 100 to perform various functions in order to control one
or more industrial processes. For example, a first set of controliers 106 may use
measurements from one or more sensors 102a to control the operation of one or more
actuators 102b. These controllers 106 could interact with the sensors 102a, actuators
102b, and other field devices via the /O module(s) 104, A second set of controllers
106 could be used to optimize the control logic or other operations performed by the
first set of controllers. A third set of controllers 106 could be used to perform
additional functions.

{0021] Controllers 106 are often arranged hierarchically 1o a system. For
example, different controliers 106 could be used to control individual actuators,
collections of actuators forming machines, collections of machines forming unils,
collections of units formung plants, and collections of plants forming an enterprise. A
particular example of a hierarchical arrangement of controllers 106 is defined as the
“Purdue” model of process control. The controllers 106 in different hierarchical levels
can communicate via one or more networks 108 and associated switches, firewalls,
and other components.

{0022]  HEach controller 106 includes any suitable structure for controlling one
or more aspects of an industrial process. At least some of the controliers 106 could,
for example, rtepreseni proportional-integral-derivative (PID}  controllers  or
multivariable controllers, such as Robust Multivariable Predictive Control

Technology (RMPCT) controllers or other types of controllers implementing model
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predictive control (MPC) or other advanced predictive control. As a particular
example, each controller 106 could represent a computing device running g real-lime
operating system, a WINDOWS operating svstem, or other operating system.

{0023]  Operator access to and inferaction with the conirollers 106 and other
components of the system 100 can occur wia various operator stations 110, Each
operator station 110 could be used to provide information to an operator and receive
mformation from an operator. For example, each operator station 110 could provide
mformation identifying a current state of an industrial process to an operator, such as
values of various process variables and warnings, alarms, or other states associated
with the industrial process. Each operator station 110 could also receive information
affecting how the industrial process 15 controlled, such as by receiving setpoinis for
process variables controlied by the controllers 106 or other information that alters or
affects how the controllers 106 control the industrial process. Hach operator station
110 mncludes any suitable structure for displaving information to and interacting with
an operator.

[0024]  This represents a briel description of one iype of indusinal process
control and instrumentation systern that may be used to manufacture or process oneg or
more materials. Additional details regarding industrial process control and
mstrumentation systems are well-known in the art and are not needed for an
understanding of this disclosure. Also, industrial process control and instruroentation
systems are highly configurable and can be configured in any suitable manner
according to particular needs.

[0025]  As noted above, indusinal process control and instrumentation systems
for manufacturing or processing plants typically include VO modules, which are used
to read data from and write data to field devices. There are numerous types of /0O
modules supporting different types of inputs and outputs, and /0 modules can have
different specifications, form factors, channel densities, communication protocols, and
configuration methods. A control and instrumentation svstem often includes unused
or “spare” I/O channels that are unused or reserved for future use, such as during
mainienance Or exXpansion operations.

{0026]  Engineers and other personnel performing maintenance, expansion, or

other operations may need to identify spare 1/ channels. The personnel may also



WO 2018/026505 PCT/US2017/042541

1

b2
L

(8]

0

7

need to make sure that spare I/O channels that they identify are not then reserved for
other projects. However, performing these functions can be difficult for various
reasons. For example, there is generally no coramon method for identifving spare /O
channels for different systems since different control and instrumentation systems
follow different methods for modeling /O modules. The wide variety of available VO
modules from different vendors adds to this complexity. Also, once a spare VO
channel has been identified, 1t needs to be marked as being reserved for a project so
that evervone is aware the spare I/0O channel is not available for other uses. This is
needed to avoid conflicts of VO assignments by multiple projects or personnel. In the
absence of spare /O management, multiple expansion projects roight plan to use the
same /G channel, plan a cable lavowt, and lay cable down before discovering that
another project has already used the spare I/0 channel, which can result in large cosis
and delays. Further, there is generallv no mechanism to free 1/0O channels that have
been reserved for a project and that are no longer needed. In addition, conventional
control and instrumentation systems generally do not provide tools or features for
identitving and managing spare /O channels.

[98027] In accordance with this disclosure, at least one tool 112 1s provided
that can be used to discover /O modules 104 present in one or more controf and
mstrumentation svstems and identify unavailable (used) and available or free {spare)
1/Q charmels for each module 104, The tool 112 can also be used to group the VO
channels according type (such as analog input, analog output, digital nput, digital
output, digital input sequence of evenis, and pulse accumulator). The tool 112 can
further present the identified VO chammels or /O channel groupings in a user
mterface. The user interface supports options for reserving free channels, freeing
reserved channels, reconciling used channels posi-project, and reviewing channel
statuses. Among other things, this tool 112 can be used for any new or existing project
(both encompassed by the term “project”). Optimal management of spare VO
channels can help to reduce inventory and maintain industrial plants more efficiently
and economically.

[0028] The tool 112 could also support additional functions o {acilitate
management or control over the I/O channels. For example, users could customize

settings so that system-generated alerts are created in response to various conditions,
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such as when aleris are generated if a number or percentage of available spare V0O
channels drops below a specified level. The tool 112 could also be integrated with an
mventory managerent svstern using SAP or other roechanisms, which allows the tool
112 to provide information about the /O channels to the inventory management
sysiem to support functions hike optimal management of mventory.

{0029]  Each mstance of the tool 112 could be implemented in any suitable
manner. For example, the tool 112 could be implemenied using hardware or a
combination of hardware and software/firmware instructions. In this example, one
mstance of the tool 112 1s implemented on an operation station 110 However, any
number of tools 112 could be implemented within a systern, and the tool(s) 112 could
be implemented using any suitable device(s). Additional details regarding the tool 112
are provided below.

[08030]  Although FIGURE 1 illustrates a portion of one example industrial
process control and mnstrumentation system 100, various changes may be made to
FIGURE 1. For example, various components in FIGURE 1 could be combined,
further subdivided, rearranged, or omiited and additional componenis could be added
according to particular needs. Also, while FIGURE 1 illusirates one example
operational environment in which the identification and management of /0O channel
spares could be used, this functionality could be used in any other suitable sysiem.

[8031] FIGURE 2 illustrates an example device 200 for identifying and
managing I/O channel spares for control and instrumentation systems in indusirial
plants according to this disclosure. The device 200 could, for example, denote the
operaior station 110 in FIGURE 1 used to implement the tool 112, However, the
device 200 could be used in any other suitable system, and the tool 112 could be
implemented using any other suitable device.

{0032]  As shown in FIGURE 2, the device 200 includes at least one processor
202, at least one storage device 204, at least one communications unit 206, and at
least one mput/outpit (3/0) unit 208. Each processor 202 can execute instructions,
such as those that may be loaded into a memory 210. Each processor 202 denotes any
suitable processing device, such as one or more microprocessors, microcontroliers,
digital signal processors, application specific integrated curcutts {ASICs), field

programmable gate arrays (FPGAs), or discrete circuitry.
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{0033] The memory 210 and a persistent storage 212 are exampies of storage
devices 204, which represent any structure(s) capable of storing and facilitating
retrieval of information (such as data, program code, and/or other suitable information
on a temporary or permanent basis}. The memory 210 may represent a random access
memory or any other suitable volatile or non-volatile storage device(s). The persistent
storage 212 may contain one or more components or devices supporting longer-term
storage of data, such as a read onlv memory, hard drive, Flash memory, or optical
disc.

[0034]  The communications unit 206 supports communications with other
systerns or devices. For example, the communications unit 206 could include at least
one network inierface card or wireless transceiver facilitating communications over at
teast one wired or wireless network. The communications unit 206 may support
conwnunications through any suitable phvsical or wireless conwnunication link(s).

{0035]  The VO unit 208 allows for input and output of data. For example, the
/O unit 208 may provide a connection for user input through a kevboard, mouse,
kevpad, touchscreen, or other suitable input device. The /O unit 208 may also send
output to a display, printer, or other suitable output device.

{0036]  Although FIGURE 2 illustrates one example of a device 200 for
identifying and managing I/0 channel spares for control and instrumentation systems
in industrial plants, various changes may be made to FIGURE 2. For example, various
components in FIGURE 2 could be combined, further subdivided, rearranged, or
omitted and additional components could be added according {o particelar needs.
Also, computing devices come in a wide variety of configurations, and FIGURE 2
does not liroit this disclosure to any particular configuration of computing device.

[9037] FIGURE 3 illustrates an example data collection system 300 for
identifying and managing I/0 channel spares for control and instrumentation systems
in industrial plants according to this disclosure. The data collection svstem 300 could,
for example, be used to implement the tool 112 for identifying and managing spare
1/0 channels in /0 modules 104, For ease of explanation, the data collection system
300 15 described with respect to the system 100 of FIGURE 1, although the data
collection syvstem 300 could be implemented in any other suitable systern. Also, the

data collection system 300 could be implemented using the device 200 of FIGURE 2,
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although the data collection system 300 could be implemented i any other suitable
manner.

[8038]  As shown m FIGURE 3, the data collection system 300 is used m
conjunction with one or more source systems 301 from which data is to be collected.
Each source system 301 denotes any suitable source of data that relates to the use of
1/0 channels in an industrial process control and imstrumentation system. For
example, each source system 301 could denote an industrial process control systeny, a
fegacy distributed control svstem (DCS), a safety system, a programmable logic
controller {PLC), or other source of indusinal process-related data. While four types
of source systers 301 are shown in FIGURE 3, the data collection systern 300 could
be used with any suitable type(s) and any suitable number{s} of source systems.

[8039%]  One or more data agents 302 are used to collect mformation from the
one or more source systems 301, For example, the one or more data agents 302 could
coliect information related to the use of YO channels in an industrial process control
and mstrumentation system from the one or more source systems 301, The one or
more data agents 302 have knowledge of the one or more source sysiems 301 from
which data is to be collected and use this knowledge to coliect the desired information
fromthe one or more source systems 301

[0040] FEach data agent 302 includes any suitable structure for collecting
miormation from at least one data source. The data agents 302 can be executed locally
in the source systems 301 or remotely from the source systems 301 using any suitable
devices. Although shown as being separate from the data collection sysiem 300, one,
some, or all of the data agents 302 could form part of the data collection svstem 300,
Each of the data agents 302 can be developed using suttable technology for
impiementation within or for a source gystem 301. New data agents 302 can also be
developed and deployved to support new releases of source systems 301, While the
system is shown as supporting a one-to-one relationship between source systerns 301
and data agents 302, this is not required.

{8041] The data collection system 300 is responsible for starting and tracking
actual data collection activities for the source systems 301, Internally, the data
collection system 300 can include at least one data agent list 304, which can store a

list of the data agents 302 that are registered with the data collection system 300. The
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data agent list 304 can also store information identifving which data agents 302 are
applicable for different sources of information (such as for different control systems
along with versions of the control systems) At least one data collection (DC)
configuration 306 can store a list of source systems 301 from which data can be
5 collected. The data collection configuration 306 can also store counnectivity
miormation, which can be used to connect to the conirol systems or other source
systems 301, In addition, the data collection configuration 306 can store credentials to
be used by the data agenis 302 io gain access {o system data of the source systems
301. Each data agent list 304 includes any sutable structure containing information
10 associated with data agents that are used to access and retrieve information. Each data
coliection configuration 306 includes any suitable structure containing information
associated with data sources to be accessed.
[8042] For each source system 301, a data agent 302 can be used to collect
data, and the data agents 302 can be orchestrated and monitored by the data collection
15 system 300. Also, a data parser 308 can parse the data from each source system 301 in
order to prepare the data for storage or use. For instance, the data parsers 308 can
parse the data into a conunon generic or proprietary format. This may allow, for
example, data from all of the source systems 301 to be stored in the same common
format. Each data parser 308 includes any swuitable structure for parsing data into a
20 deswred format.
{8043] The output of each parser 308 can be provided to a channel analyzer
310. Each channel analvzer 310 can receive the data from a source system 301 and
identity 1O channels associated with that source system 301 based on the data from

that source system 301, Each chaonel analvzer 310 can also identify details for each

25 V0O channel, such as 1/0 tvpe, channel tvpe, and spare or used status based on the data
from that source system 301. The channel analvzer 310 can identify the /O channels
and the related details in any suitable manmer. For example, the data parsers 308 could
output data in the common format, and the channel analyzers 310 could use specific
data in the common format to identify the /O channels and the related details. Each

30 channel analyzer 310 includes anv suitable structure for identifying /O channels.

[0044]  The outputs of the channel analyzers 310 can be provided to a database

312 for storage and later use. Data in the database 312 can be stored for any desired
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length of time and used in anv suitable manner. For instance, data can be retrieved
from the database 312 in order to generate content for a graphical user interface. The
database 312 includes any suitable structure for storing and facilitating retrieval of
mnformation.

[8045] A channel reconciler 314 can be responsible for reconciling current
channel “spare” states with ones stored in a previous snapshot of VO channel statuses,
thereby identifying if there are any changes in channel statuses for the I/O channels.
For example, a “spare” VO channel in a prior snapshot may be changed to a “used”
status in a current snapshot, or a “used” V0O channel in the prior snapshot may be
changed to a “spare” status in the current snapshot. Channels can be flagged
accordingly in the daiabase 312. The chamnel reconciler 314 includes any suitable
structure for reconciling I/0O channel states.

[8046]  In some embodiments, a data collection service 316 denotes a service
that implements an information system used to store collected data from various
systems. The daia collection service 316 can help to guaraniee the atomicity,
consistency, isolation, and durability of collected snapshot data. The dala collection
service 316 can also provide any necessary interfaces that can be used by an
application server 318 fo access data.

{9047] The apphication server 318 can be responsible for interacting with users
320 to, for exarople. receive requests to imtiate snapshots of /O channels. The
application server 318 could also present a graphical user interface or provide data for
a graphical user inierface {0 an end user device, such as a desktop computer, lapiop
computier, tablet computer, or mobile smariphone. As noted above, the graphical user
mterface could support options for reserving free channels, freeing reserved channels,
reconciling used channels post-project, and reviewing channel statuses.

[0048] A communication mechanism between the data collection service 316
and the data agents 302 need vot be fixed. Rather, the data collection service 316 may
use different communication mechanisms to invoke and control different data agents
302. The specific communication mechanism for a data agent 302 can depend on the
platform of the target system 301 and the technology in which the dala agent 302 i
developed.

{0049}  Each component shown in FIGURE 3 could be implemented in any
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suitable manner. For example, most of the components shown in FIGURE 3 could be
implemented using software/firmware instructions that are executed by a server or
other computing device (such as the device 200). The database 312 could be
implemented using any suitable storage and retrieval device(s).

{00807  Although FIGURE 3 illustrates one example of a data collection
system 300 for identifving and managing /O channel spares for control and
mstrumentation systems in industrial plants, various changes may be made to
FIGURE 3. For example, various components in FIGURE 3 could be combined,
further subdivided, rearranged, or omiited and additional components could be added
according to particular needs. Also, the functional arrangement in FIGURE 3 1s for
tlustration only, and other implementations performing the same or stimilar functions
could be used.

{0051} FIGURE 4 illustrates an example sequence chart 400 for identifving
and managing I/0 channel spares for control and instrumentation systems in indusirial
plants according to this disclosure. In particular, FIGURE 4 ilustrates an example
sequence chart for identifving and managing I/0O channpel spares that can be performed
using the data collection system 300. Note, however, that the same general sequence
of operations could occur using any suitable device or system.

[0052]  As shown in FIGURE 4, the process begins when a user 320 initiates a
request 402 for data collection to the application server 318, The request 402 could be
provided in anv suitable manner, such as when the user 320 selects an option in a
eraphical user interface being presented on an end-user device, such as within a web-
based or other user interface. In response to the request 402, the application server
318 prepares a data collection configuration 404. This could include, for exarple, the
application server 318 generating a list of source systems 301 to be accessed. The
application server 318 sends a start command 406 to the data collection service 316,
and the start command 406 can include the data collection configuration 404.

[9053] A loop 408 can then be performed for each source system 301 from
which data is to be obtained by the data coliection service 316. As part of the loop
408, the data collection service 316 identifies a data agent 302 for one of the source
systens 301 during operation 410. The data collection service 316 then sends a collect

data command 412 to the identified data agent 302, The collect data command 412
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could denote a generic command that merely requests that the identified data agent
302 initiate a data collection process, or the collect data command 412 could denote a
spectfic conunand requesting that the identified data agent 302 collect specific data
from a source system 301. The data agent 302 reads engineering configurations or
other dala from the source system 301 during operation 414, and one or more status
messages 416a-416n are sent from the data agent 302 to the data collection service
316 updating the data collection service 316 on the data agent’s status.

{8054] At some point (such as during or after collection of data from a source
system 301}, the data collection service 316 sends a start parsing command 418 (o the
data parser 308 associated with the source system 301, The data parser 308 parses the
data and sends a find spare command 420 to the appropriate channel analyzer 310,
which analvzes the parsed data to wdentify spare VO channels. Results 422 of the
parsing or data analysis are provided to the data collection service 316 for storage in
the database 312 during operation 424. A reconcile channels command 426 can also
be provided to the channel reconciler 314, which analvzes the results 422 to identify
status changes 1o /O channpels. In addition, a snapshot complete command 428 15 sent
io the application server 318, informing the application server 318 that a snapshot of
the I/0 channels is complete. The snapshot could, for instance, identifv the statuses of
the identified /O channels, along with details related to the V( channels {such as
which user reserved a channel, when the channel was reserved, etc.). The application
server 318 could then take any suitable action, such as retrieving data from the
database 312 related to the snapshot for presentation to the user 320 via the user
mterface.

[0085]  Although FIGURE 4 illustrates one example of a sequence chart 400
for identifving and managing V0 channel spares for control and instrumentation
systems in industrial plants, various changes may be made to FIGURE 4. For
example, the components of the data collection system 300 could be used in anv other
suitable manner. Also, as noted above, other devices or systems could be used to
perform the various data collection and analvsis operations described above.

[8056] FIGURES 5 through 7 illustrate an example graphical user interface
for identifving and managing VO channel spares for control and instrumentation

systems in industrial plants according to this disclosure. The graphical user interface
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can be used in various circumsiances to provide desired information or functions o
users. For example, once channel-related data i3 updated in the database 312, the
application server 318 can start utilizing the data to provide mformation related to
spare /0 charmels in a user interface (FIGURE 3), to filter 1/O information (FIGURE
63, or to change an VO channel status (FIGURE 7). Note, however, that the graphical
user interface shown here could be used by any other suitable device and 10 any other
suitable system,

{8057] As shown in FIGURE 35, a graphical user interface 500 provides
mformation related to spare I/O channels identified in an mdustrial process control
and mstrumentation system. For example, the graphical user interface 500 could
identify details about the spare I/O channels identified using the data collection
system 300 described above.

[0058] In this example, the graphical user interface 500 includes a header
section 502 that provides high-level information to a user. In this particular example,
the header section 502 identifies a selected portion of an industrial process control and
mstrumentation system and a date that an /O snapshot was last captured for the
selected portion of the mdustnial process control and nstrumentation svstem. The
header section 502 also includes controls 503a for selecting a portion of an industrial
process control and instrumentation svstem and filtering the contents of the graphical
user interface S00. In particular, the left control 503a allows a user to select a portion
of an industrial process control and instrumentation system, the middle controf 503a
allows a user to define filtering criteria, and the right control 503a aliows a user to
select a previously-defined filter. In some embodiments, the left control 503 could
allow a user to view channel information according to source system, IO module,
and/or channel tvpe or provide a user with options to select a system and see a
complete list of /O modules, its used channels, and each channel’s free/spare status.
The header section 502 further includes controls 503b for perfornung various actions,
such ag selecting a project, downloading a report, or printing a report.

{0059}  The graphical user mterface 500 also includes a summary section 504
that provides summary information related to /O channels of the selected portion of
the industrial process conirol and mstrumentation svstem. The suramary section 504

here identifies the total number of /O channels for the selected portion and the
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numbers of free, reserved, and used IO channels for the selected portion. A free
channel denotes an /0O channel that is available for reservation or use. A reserved
channel denotes an VO channel that is not currently in use but that has been reserved
for later use by a user. A used channel denstes an 10 channel that is currently in use.

[8060]  The graphical user interface 300 further includes a table 506 containming
miormation about the /O channels of the selected portion of the mdustnal process
control and instrumentation system. In this example, for each /O channel, the table
506 identifies a name 508 of the VO channel, a name 510 of the V0O module (1OM}
associated with the VO channel, and a name 512 of the coniroller associated with the
/O channel. The table 506 also includes a name 514 of a user who reserved an VO
channel (o1 a dash if the /0 channel is not reserved). The table 506 further includes a
status 516, a project name 518, and comments 520 for the /O channels. In some
embodiments, the status 516 could include one indicator (such as a circled “R” value)
and a date when an I/O channel was reserved, or the status 516 could mclude another
indicator (such as a circled “F” value) without an associated date if the ¥/0 channel is
not reserved. Gther status indicators could also be used. The project name 518 could
be used to identify the project or other task for which an VO channel has been
reserved, and the comments 520 could contain user comments related to 10O channels.

[0061] A selector 522 (a checkbox in this case) can be provided in the table
306 and used to select one, some, or all /0 channels in the table 506. Once selected, a
control 524 could be used to apply a function to the selected /O channelis). For
example, a user could use the selectors 522 to select those /0 channels, and the user
could then use the control 524 to reserve the selected VO channels, free the selected
/O channels so that others can reserve those channels, or mark the VO channels as
being in use and no longer available for use as spare channels.

{0062]  As shown in FIGURE 6, one of the filiering controls 503a has been
selected, namely the muddle control 53034 that allows a user to provide one or more
filtering criteria and optionally to save the filtering criteria as a filter. The right
control 503a could be used to access previously-saved filters. When the middle
control 503a is selected, a new window 600 1s presenied within the graphical user
mterface 300.

{0063]  The window 600 contains various options for filtering the 1/0 channels
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presented in the table 506. For example, options 602 can be used to control the
display of /O channels associated with particular projects. Options 604 can be used (o
control the display of I/O channels based on thewr status, such as statuses hike free,
reserved, used, or reserved with conflict (meaning multiple parties are trving to
reserve the same V0O channel). Options 606 can be used fo control the display of VO
channels based on their channel types, such as chamnel types like analog. digital,
mput, or output. Options 608 can be used to control the display of VO channels based
on the users who have reserved the VO channels. Options 610 allow a user to
optionally create a filter name and description, and controls 612 {among other things)
allow the user to filter the /O channel data without saving the filter (“Filter™) or 1o
filter the I/O channel data and save the filter criteria (“Save & filter™).

[8064]  As shown in FIGURE 7, one or more of the V0O channels in the table
506 have been selected via their corresponding selectors 522, and the control 524 has
been selected to reserve the selected I/0O channels. A new window 700 is then
presented within the graphical user interface 500 allowing the user to enter
mformation about the selected /O channel(s) being reserved. For example, a drop-
down control 702 can be used to select the project for which the selected 1/0 channels
are being reserved or to select an option to create a new project. Also, a text box 704
can be used to receive user comments about the selected VO channels, such as why
the selected /0O channels are being reserved. The contents of the text box 704 could
later appear as or within the comments 520 for the selecied /O channels. Conirols
706 can be used to save or cancel the reservation.

[00658]  As noted above, one of the statuses that can be associaled with an VO
channel 15 “reserved with conflict,” which mdicates that multiple users wish to reserve
the same I/O channel. In embodiments supporting conflicting reservations, the
graphical user interface 500 may not prevent one user from attempting 1o reserve at
least one I/Q channel previously reserved by another user. Rather, the two users
mvolved in the conflicting reservations could work out amongst themselves which
reservation has prionty, or the tool 112 could support a hierarchv of users where
higher-level users can override reservations made by lower-level users. In other
erobodirments, the tool 112 could alfow only a single user to reserve a channel and not

support conflicting reservations.
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{0066]  Although FIGURES 5 through 7 illustrate one example of a graphical
user interface for identifving and managing /O chamnel spares for control and
mstrumentation systems, various changes may be made to FIGURES 3 through 7. For
example, the contents and arrangements shown in FIGURES 5 through 7 are for
tlustration only. Also, while specific mput/output mechanisms (such as checkboxes,
text boxes, buttons, or pop-up boxes) are shown here, any other suitable mechanisms
could be used for input or output of data.

[0067] FIGURE 8 illustrates an example method 800 for identifving and
managing /O channel spares {or conirol and instrumentation svstems in wndusirial
plants according to this disclosure. For ease of explanation, the method 800 is
described with respect to the system 100 of FIGURE 1, although the method 80¢
could be implemenied in any other suitable system. Also, the method 800 could be
implemented using the device 200 of FIGURE 2, although the method 800 could be
implemented in any other suitable manner.

[0068]  As shown in FIGURE &, a request {o view a snapshot of /O channel
usage is received at step 802. This could include, for example, the one or more
processors 202 of the device 200 executing an application that supports the graphical
user interface 500. This could also include the processor(s) 202 receiving a request for
the snapshot through the graphical user interface, such as when a user 320 selects a
conmruand to view the /O channels for a given portion of an mndustrial process control
and mstrumentation system (like via the left control 503a}.

[0069]  Information from one or more source sysiems is collected at step 804,
and the information is used to identily VO channels at step 806 and to identify details
of the 1/0 channels at step 808. This could include, for exaraple, the processor(s) 202
of the device 200 receiving information collected by one or more data agents 302
from one or more source systems 301. This could also inchude the processor{s) 202 of
the device 200 parsing the collected information into a comunon format. This could
further include the processor{s) 202 of the device 200 using the collected information
to identify /O channels of the source systems 301 and related details like each VO
channel’s type, the /O module associated with each channel, the controller associated
with each channel, and the 1/O channel’s status (like used or free).

{0070] At least one graphical display 1s generated identifying at least some of
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the VO channels and at {east some of the related details and presentad 1o a user at step
810. This could include, for example, the processor(s) 202 of the device 200
generating a table 506 containing information about various VO channels, such as all
1/0 charmels or a subset of /O channels that satisfies search or filtering critenia of the
user.

{0078] A command related to one or more selected 1/0O channels is received at
step 812, and the command is executed and a status of the selected VO channel(s) is
updated at step 814, This could include, for example, the processor{s) 202 of the
device 200 receiving a selection of one or more /0 channels via the graphical user
mterface, such as via the selectors 522 in the table 506. If the command is to reserve
the selected /0 channel{s), the processor(s) 202 of the device 200 can update the
status of the selected /O channel(s) in the database 312 with information like the user
who reserved each channel, the project for each channel, and any comments for each
channel (which could be received from the user via the window 700 of the graphical
user interface 5003 If the command is to free the selected VO channel(s), the
processor(s) 202 of the device 200 can update the status of the selected 10 channel(s)
i the database 312 to indicate each charmel is now free for use. I the command 1s 1o
mark the selected I/O chamnel(s) as being in use, the processor(s) 202 of the device
200 can update the status of the selected I/O channel(s) in the database 312 to indicate
each channel 1s now actually in use and not free for reservation.

{0072]  Although FIGURE 8 illustrates one example of a method 800 for
identifying and managing /O channel spares for control and instrumentation systems
im wndusirial plants, various changes may be made to FIGURE & For example, while
shown as a series of steps, various steps in FIGURE 8 could overlap, occur in parallel,
occur in a different order, or occur any number of times. As a particular example,
steps 804-808 could occur repeatedly (such as at periodic intervals or at other times)
and need not occur in response 10 a user request. As other particular examples, step
802 could occur after steps 804-808, and steps 812-814 could occur any number of
times depending on the number of commands provided by a user.

[0073]  Among other things, the systems and methods disclosed in this patent
document may include the following unique and novel features (any one or

combination of which could be supported in a given implementation )
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» query each source system from which data is to be collected in order to
identify all I/ modules present in those sysiems, the type of each V0O module, and
channel usage details (such as used versus free);

« group the information according to source system, VO module, and/or

5 chamel type.

= provide users with options to select a system and see a complete list of VO
modules, its used channels, and each channel’s free/spare status;

» provide users with further options to filter a list of /O channels by selecting
speci{lic module types, channel types, or free/used statuses and see the results per the

10 matching criteria created using filtering options;

« provide users with the ability to save a filter list created to query free versus
used channel statuses of specific modules/channel types for foture usage;

= provide users with the option to select one or multiple free channels from a
table and reserve those channels for a project;

15 » provide users with the option to creale a project with a name and a
description, where projects created by users can be avalable and used to assign
channels for reservation;

« provide the ability, once one or more channels are reserved for a project, to
show the status of those channels as “reserved” to all users guerying free/used status

20 of those channels, with further details ike who reserved those channels and on what
date the channel was reserved;

» provide users with the option to free reserved channels and dissociate those
channels from a project;

= provide users with an ability, once reserved channels get consumed in source

25  systems {either by a project for which the channels were reserved or some other
project uses those channels before an actual project can consume those channels), to
show the status of those channels with different icons, which can help users to
identify that channels are no longer free;

» provide users with the ability to select channels and reconcile those channels

30 with additional comments if the chammels are used by an intended project (once

reconciled, the status of those channels can be automatically changed to “used™);

« provide bidirectional iraceability of channels and corresponding projects in
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which the channels are used; and

= integraie the history of channel usage mto a centralized documentation
system 50 that the chamnel usage history can be used for reviews, audits, or other
functions.

5 [8074] In some embodiments, various functions described i this patent
document are implemented or supported by a computer program that 1s forroed from
computer readable program code and that is embodied in a computer readable
medium. The phrase “computer readable program code” includes any tvpe of
compuier code, inchuding source code, object code, and executable code. The phrase

10 “computer readable medium” mcludes any type of medium capable of being accessed
bv a computer, such as read only memory (ROM), random access memory {RAM), a
hard disk drive, a compact disc (CD), a digital video disc (BVD). or any other type of
memory. A “non-transitory” computer readable medium excludes wired, wireless,
optical, or other communication links that transport transitory electrical or other

15 signals. A non-transtiory computer readable medium includes media where data can
be permanently stored and media where data can be stored and later overwritten, such
as a rewritable optical disc or an erasable memory device.

{0075] It may be advantageous to set forth definitions of certain words and
phrases used throughoui this patent document. The terms “application” and

20 “program” refer to one or more computer programs, software components, sets of
mstructions, procedures, functions, obiects, classes, instances, related data, or a
portion thereof adapted for implementation in a suitable compuier code (including
source code, object code, or executable code). The term “communicate,” as well as
dertvatives thereof, encompasses both direct and indirect commumnication. The terms

25 “mnclude” and “comprise,” as well as denivatives thereof mean inclusion without
Himitation. The term “or” 18 inclusive, meaning and/or. The phrase “associated with,”
as well as dervatives thereof, may mean to mclude, be included within, interconnect
with, contain, be contained within, connect to or with, couple to or with, be

comimunicable with, cooperate with, interleave, juxtapose, be proximate to, be bound

)

o2
—

io or with, have, have a property of, have a relationship to or with, or the like. The
phrase “at least one of” when used with a list of ems, means that different

combinations of one or more of the listed items may be used. and only one item in the
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list mav be needed. For example, “at least one of. A, B, and {7 includes anv of the
following combinations: A,B, C, Aand B, Aand C.Band C.and Aand Band C.
{00761 The description in the present application should not be read as
implying that any particular element, step, or function is an essential or critical
element that muost be included m the claim scope. The scope of patented subject
matter 1s defined only by the allowed claims. Moreover, none of the claums invokes
35 US.C. § 112(0) with respect to any of the appended claims or claim elements
unless the exact words “means for” or “step for” are explicitly used i the particular
claimy, followed by a participle phrase identifving a function. Use of terms such as
{(but not hnuted o) “mechanism,” “module,” “device,” “unit,” “component,”

¥ 6C

“element,” “member,” “apparatus,” “machine,” “system,” “processor,” or “controller”
within a claim is undersiood and intended to vefer to structures known to those skilled
in the relevant art, as further modified or enhanced by the features of the claims
themselves, and is not intended to invoke 35 U.S.C. § 112(1).

{8677] While this disclosure has described certain embodiments and generally
associated methods, alterations and permutations of these embodiments and methods
will be apparent to those skilled in the art. Accordingly, the above description of
example embodiments does not define or constrain this disclosure. Other changes.
subsiitutions, and alterations are also possible without departing from the spirit and

scope of this disclosure, as defined by the following claims.
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WHAT IS CLAIMED IS:

I. A method comprising:

identifving (806) input/output (1/0) channels 10 a control and mstrumentation
system {100} associated with an industrial plant;

identifving {808} which of the /O channels are not in use by the control and
mstrumentation system; and

generating (810} a graphical user interface (500) identifying the /G channels

not in use by the control and instrumentation system.

2. The method of Claim 1, further comprising:

recetving (812), via the graphical user interface, an indication that at least one
of the 1/0 channels not in use by the control and mstrumentation systern i1s being
reserved for use; and

reserving {814} the at least one /O channel.

3. The method of Claim 2, further comprising:

recetving, via the graphical user interface, at least one of a project and a
comment associated with the at least one /O channel being reserved for use; and

associating the af least one the project and the comment with the at least one

1/Q channel.

4. The method of Claim 1, further comprising:

recetving (812), via the graphical user interface, an indication that at least one
of the I/O channels 1o use by the control and mstrumentation system is now not in use
by the control and instrumentation system; and

releasing (814) the at least one /O channel so that the at least one /0 channel

1s available for reservation or other use.

S, The method of Claim 1, wherein identifying the IO channels
comprises:
identifving VO modules (104) in the control and instrumentation systeny, and

identifving IO channels of the /0 modules.
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6. The method of Claim 1, further comprising:
grouping the identified /O channels in different groups by at least one of:

source system, V0 module, and channel type;

5 wherein the graphical user interface identifies the I/Q channels as grouped.
7. The method of Claim 1, further comprising:

recetving one or more filtering criteria from a user;
wherein the graphical user mterface identifies any /0O channels satis{ying the

10 one or more filtering critena.

8. An apparalus comprising;
at least one processing device (202) configured 1o
identity input/output (1/0) channels in a conirol and instrumentation
15 system {100} associated with an industrial plant;
identify which of the VO chanuels are not 1 use by the control and
mstrumentation system; and
generate a graphical user interface (500) identifying the /O channels

not in use by the control and mstrumentation system.

20
9. The apparatus of Claim 8, wherein the at least one processing device is
further configurad to:
recetve, via the graphical user interface, an indication that at least one of the
1/O channels not in use by the control and instrumentation svsiem is being reserved
25 {for use; and
reserve the at least one 1/0 channel.
10. The apparatus of Claim 9, wherein the at least one processing device is
further configurad to:
30 recetve, via the graphical user interface, at least one of a project and a

comment associated with the at least one /O channel being reserved for use; and
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associate the af least one the project and the comment with the ai least one VO
channel.

It The apparatus of Claim 8, wherein the at least one processing device 1s
further configured to:

receive, via the graphical user inlerface, an indication that at least one of the
1/0 channels in use by the control and instrumentation systen 1s now not in use by the
control and instrumentation system and is available for reservation or other use; and

release the at least one /O channel so that the at least one VO channel is

available for reservaiion or other use,

12, The apparatus of Claim 8, wherein the at least one processing device 1s
further configured to:

recetve a user-defined condition associated with the /O channels not in use by
the control and instrumentation system; and

generate an alert when the condition associated with the 1/0 channels not in

use by the control and mstrumentation system is satisfied.

3. The apparatus of Claim 8, wherein the at least one processing device is
further configured to provide information about the I/O channels to an mventory

management system.

14, The apparatus of Claim 8, wherein:

the at least one processing device is further configured o receive one or more
filtering critenia from a user; and

the graphical user interface is configured to identify any VO channels

satisfying the one or more filtering criteria.

15. A non-transitory computer readable medium containing instructions
that, when executed by at least one processing device, cause the at least one
processing device {0

identify (806) input/output (1O} channels in a control and mstrurnentation

system {100} associated with an industrial plant;
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wdentify (808) which of the I/0 channels are not in use by the control and
mstrumentation sysiem; and
generate (810} a graphical user interface (500) identifying the /O channels not

i use by the control and instrumentation system.

16
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