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(57) Abstract: A method for Near Field Communication (NFC) based in-
teractions can be implemented by a device when it is placed near an NFC tag
and receives an electromagnetic signal associated with the NFC tag. The de-
vice retrieves the identifier of the NFC tag from the electromagnetic signal
and, based on the identifier, the device can generate a first command. Fur-
thermore, the device can identify a qualifying event, such as a predetermined
orientation of the device. The device then generates a second command in
response to the identification of the qualifying event. Each of the first and
second command can cause a change in settings of the device, switching
an operating mode of the device, activating/deactivating an application, en-
abling/disabling a feature of an application, and sending an instruction to a
remote electronic device.
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SMART TAGS WITH MULTIPLE INTERACTIONS

BACKGROUND
Technical Field

[0001] This disclosure generally relates to interactions of Near Field
Communication (NFC) tags with devices (e.g., mobile devices). More
particularly, this disclosure relates to devices and method for NFC-based
interactions that involve generating one or more commands by the devices
based on detecting one or more NFC tags by the devices and determining one or

more qualifying events by the devices.

Description of Related Art

[0002] The use of NFC tags, such as those that interact with smartphones,
have become common in many aspects of human life as they enhance the
functionality of a device (e.g., a mobile device). For example, NFC tags can be
used to gain access to a building, grant an entitlement, direct a user to a website,
make a payment, open an application, etc. An NFC tag is typically write
protected and includes unique information that determines the action performed
when a mobile device or reader interacts with the tag. Devices will typically
read an NFC tag once and perform one action, limiting the functionality of the
NFC tag. In addition, NFC chips are being built into an increasing number of
devices and can also be implanted into individuals. Thus, improvements to

interactions with NFC tags and NFC chips are needed.
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SUMMARY
[0003] This section is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description
section. This summary is not intended to identify key features or essential
features of the claimed subject matter, nor is it intended to be used as an aid in
determining the scope of the claimed subject matter. The following concepts and
aspect of the disclosure are designed to solve at least some drawbacks known in
the art. The discussion of devices include mobile devices, and the discussion of
applications include mobile applications.
[0004] In one embodiment of this disclosure, there is provided a method
for NFC-based interactions. The method can comprise receiving, by a device, an
electromagnetic signal of a NFC tag when the device is within a first
predetermined distance from the NFC tag, retrieving, by the device, an identifier
of the NFC tag from the electromagnetic signal of the NFC tag, and, based on the
identifier, generating, by the device, a first command, wherein the first command
is configured to cause performing one or more of the following: change at least
one setting of the device, switch at least one of operating modes of the device,
activate at least one application, deactivate at least one application, enable at
least one feature of at least one application, disable at least one feature of at least
one application, and send a first instruction to at least remote electronic device.
[0005] The method can further include identifying, by the device, a
qualifying event before or after the first command is generated, and, based on
the identification of the qualifying event, generating, by the device, a second
command, wherein the second command is generated after the first command,
and wherein the second command is configured to cause performing one or

more of the following: change at least one of the settings of the device, switch at
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least one of the operating modes of the device, activate at least one of the
applications, deactivate at least one of the applications, enable at least one feature
of at least one of the applications, disable at least one feature of at least one of the
applications, and send a second instruction to at least one of the remote
electronic devices.

[0006] In certain embodiments, the method may further comprise
suppressing, by the device, the generation or use of the first command when the
qualifying event is identified. In some embodiments, the identification of the
qualifying event includes determining, by the device, that the device is located
within the first predetermined distance from the NFC tag for a predetermined
period. In other embodiments, the identification of the qualifying event can
include determining, by the device, that the device is orientated substantially
upside down such that a display of the device is substantially parallel to the
ground and faces the ground.

[0007] In yet other embodiments, the identification of the qualifying event
can include determining, by the device, that the device is locked. In yet other
embodiments, the identification of the qualifying event can include determining,
by the device, that the device is unlocked. In yet other embodiments, the
identification of the qualifying event can include determining, by the device, that
the device is located within a second predetermined distance from a
predetermined geographical location associated with the identifier of the NFC
tag.

[0008] In certain embodiments, the method may further comprise
providing, by the device, a first notification to a user when the first command is
generated or to be generated by the device. In certain embodiments, the method
may further comprise providing, by the device, a second notification to the user

3
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when the second command is generated or about to be generated by the device.
Moreover, in some embodiments, the first notification is a vibrational notification
generated by the device, and the second notification is a doubled vibrational
notification generated by the device.

[0009] In another aspect of this disclosure, there is provided a device. The
device comprises an NFC communication module configured to wirelessly
communicate with one or more NFC tags, a processor, and a memory storing
processor-executable codes. The processor can be configured to implement the
following operations upon executing the processor-executable codes stored by
the memory: cause reading of an electromagnetic signal of one of the NFC tags
when the device is within a first predetermined distance from the NFC tag,
cause retrieving an identifier of the NFC tag from the electromagnetic signal of
the NFC tag, based on the identifier, cause generating a first command, wherein
the first command is configured to cause performing one or more of the
following: change at least one setting of the device, switch at least one of
operating modes of the device, activate at least one of applications, deactivate at
least one of the applications, enable at least one feature of at least one of the
applications, disable at least one feature of at least one of the applications, and
send a first instruction to at least one of remote electronic devices; cause
identifying a qualifying event before or after the first command is generated;
and, based on the identification of the qualifying event, cause generating a
second command, wherein the second command is generated after the first
command, and wherein the second command is configured to cause performing
one or more of the following: change at least one of the settings of the device,
switch at least one of the operating modes of the device, activate at least one of

the applications, deactivate at least one of the applications, enable at least one
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feature of at least one of the applications, disable at least one feature of at least
one of the applications, and send a second instruction to at least one of the
remote electronic devices.

[0010] In other embodiments, an NFC chip can be on the person, as an
adhesive or wearable device. An NFC chip can be implanted within a person.
An NFC tag can also be used to control certain actions within a video game,
depending on the location of a controller relative to the user with the NFC tag, as
well as on the manner in which the controller is being handled by the user.
[0011] In another embodiment, the implanted or wearable NFC chip can
be used as an authentication device for a laptop, a device, a door lock, or a
portable lock such as one for a bicycle or locker, in combination with a series of
interactions that can be used to enforce dual factor authentication.

[0012] In yet another aspect of the disclosure, there is provided a non-
transitory processor-readable medium having instructions stored thereon, which
when executed by one or more processors, cause the one or more processors to
implement the above-outlined method for NFC-based interaction.

[0013] Additional objects, advantages, and novel features of the examples
will be set forth in part in the description, which follows, and in part will become
apparent to those skilled in the art upon examination of the following description
and the accompanying drawings or may be learned by production or operation
of the examples. The objects and advantages of the concepts may be realized and
attained by means of the methodologies, instrumentalities and combinations

particularly pointed out in the appended claims.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0014] Embodiments are illustrated by way of example and not limitation
in the figures of the accompanying drawings, in which like references indicate
similar elements.
[0015] FIG. 1 shows a block diagram illustrating a system for providing

NFC-based interactions.

[0016] FIG. 2 is a process flow diagram showing a method for NFC-based
interactions.
[0017] FIG. 3 shows an example computer system that can be used to

implement at least some operations of a method for NFC-based interactions.
[0018] Corresponding reference characters indicate corresponding
components throughout the several views of the drawings. Skilled artisans will
appreciate that elements in the figures are illustrated for simplicity and clarity
and have not necessarily been drawn to scale. For example, the dimensions of
some of the elements in the figures may be exaggerated relative to other elements
to help to improve understanding of various embodiments of the present
disclosure. In addition, common but well-understood elements that are useful or
necessary in a commercially feasible embodiment are often not depicted in order
to facilitate a less obstructed view of these various embodiments of the present

disclosure.
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DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS
[0019] The present disclosure generally relates to systems and methods for
providing or improving interaction with a device based on NFC tags. NFC tags
can be also referred to as “smart tags” or Radio-Frequency Identification (RFID)
tags, and the like. NFC tags can be implemented as stickers, key fobs, or in any
other similar manner so that they can be fixed, mounted, connected, or otherwise
coupled to certain items indoors or outdoors. For example, NFC stickers can be
placed near a bed, on a kitchen table, door, inside vehicle, and the like. A device
includes mobile devices, and an application includes mobile applications.
[0020] To interact with NFC tags, a user can use a device, such as a
smartphone, which has a NFC communication module configured to wirelessly
communicate with one or more NFC tags when the device is in a vicinity of NFC
tags (e.g., at a distance less than about 2 inches). Each NFC tag can be uniquely
identified as it bears a unique identifier. When the device reads an
electromagnetic signal generated by the NFC tag, the device can detect or
retrieve the unique identifier of the NFC tag. Furthermore, as a response to the
identification of the unique identifier of the NFC tag, the device can perform pre-
programmed operations associated with the unique identifier. The pre-
programmed operations can cause a change in settings of the device, cause
switching between operating modes of the device, cause activating/deactivating
of an application, cause enabling/disabling a feature of the application, or cause
sending an instruction to a remote electronic device. For example, placing the
device in a vicinity of one of the NFC tags coupled to a couch, could activate a
remote control application on the device to enable a remote control application
to control a television (TV) device by the user. In another example, placing the

device close to another NFC tag attached to a refrigerator can activate a tracking

7



WO 2019/050692 PCT/US2018/047694

feature of the device or application to track amount of water that the user drinks.
[0021] Each NFC tag includes a passively emitting device not requiring
electrical power as it emits signals in response to a wireless signal received from
the device. In some example embodiments, the longest side of the NFC tag can
be, optionally, of about one inch or less. NFC tags can be of different colors such
as white, black, red, blue, green, yellow, metallic, transparent, and so forth.
Furthermore, each tag can include a chip and a communication module having a
coil or an antenna. The chip can be configured to cause the communication
module to emit a certain electromagnetic signal bearing a unique identifier of an
NFC tag, for example, as a response to a received signal from a device. Each
NFC tag can include an adhesive layer so that it can be used as a sticker.
Moreover, users can secure NFC tags with magnets, pins, or clips so that they
can be easily transportable from one location to another.

[0022] The device can be programmed before it can interact with NFC
tags. To these ends, after placing the NFC tag at a desired location, the user can
open a certain application and place the device near the NFC tag. The user
would need to pre-program and indicate what actions or operations the device is
to perform upon sensing the electromagnetic signal bearing the unique identifier
of the NFC tag. For example, the user can set up IFTTT commands to be
executed upon sensing the electromagnetic signal bearing the unique identifier of
the NFC tag. The user can also set up the device such that the presence of the
NFC tag would open and perform actions by one or more specific applications
of the device. Moreover, two or more actions can be available for every NFC
tag. For example, a first action can initiate with a tap or placement of the device
in a vicinity of an NFC tag. The device can send a notification such as a
vibrational notification when the first action is successfully initiated or

8
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completed or about to be initiated.
[0023] Furthermore, upon detection of certain qualifying event, a second
action can be initiated by the device. For instance, if the user holds the device
over the NFC tag after the first notification for a predetermined period, the first
action can be suppressed and the second action can be initiated instead of the
first action. In this case, the device can notify the user with a second notification
such as a double vibration. Confirmations (vibrations or audible beeps) can be
enabled or disabled for each NFC tag individually. After the NFC tag is
registered with the user’s device, the user can move the NFC tag and/or set it to
perform other operations without the need to re-register the NFC tag with the
device. In some embodiments, the users can also initiate actions directly on the
application for all of their registered NFC tags.
[0024] The following describes some example scenarios of using NFC tags
to cause implementations of certain predetermined actions by a device. In one
example, an NFC tag can be added to a magnet to be placed on a refrigerator.
When a user taps a device on the NFC tag, it causes a fitness tracking application
or nutrition tracking application to add up a cup of water to a user’s account.
However, if the user holds the device near the NFC tag for a predetermined
period, the device causes the opening of a food tracking form of the nutritional
application instead of adding a cup of water. In another example, an NFC tag
can be added to a pin to be placed on a shirt of a user such that when the user
places his mobile device close to the NFC tag, it causes the opening of a favorite
mobile game or another application.
[0025] In an alternative embodiment, when the NFC tag is placed on a
couch, the device can open a remote control application if the device comes into
close contact with the NFC tag. In yet additional example, a NFC tag can be

9
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glued to a clip. The clip can be attached to food packaging such as a snack box.
When the user taps the mobile device over the NFC tag, the device can
automatically record the number of snacks the user eats. If the NFC tag is placed
inside a car, the application can automatically cause opening a garage door when
the device comes into a close proximity of the NFC tag.

[0026] According to some embodiments, there can be some additional
ways to interact with NFC tags, which can cause implementation of one or more
actions upon detecting NFC tags by a device and upon identifying one of a
plurality of qualifying events. The qualifying events can be as follows: a device
taps a NFC tag (e.g., a brief touch of the NFC tag by the device), an orientation of
the device (e.g., upside down), a state of the device (e.g., locked or unlocked), a
period of holding the device close to the NFC tag, a geographical location of the
device (e.g., it can be determined if the device is close to a predetermined
location or item).

[0027] The following detailed description of embodiments includes
references to the accompanying drawings, which form a part of the detailed
description. Approaches described in this section are not prior art to the claims

and are not admitted to be prior art by inclusion in this section. Reference

rroas rroas

throughout this specification to “one embodiment,” “an embodiment,” “some

rroas

embodiments,” “some implementations” or similar language means that a

particular feature, structure, or characteristic described in connection with an
example implementation is included in at least one embodiment of the present

VLA 7

disclosure. Thus, appearances of the phrases “in one embodiment,” “in an
embodiment,” “in some embodiments,” and similar language throughout this
specification may, but do not necessarily, all refer to the same embodiment.
[0028] Furthermore, the described features, structures, or characteristics of
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embodiments may be combined in any suitable manner in one or more
implementations. In the following description, numerous specific details are
provided, such as examples of programming, software modules, user selections,
network transactions, hardware modules, hardware circuits, hardware chips,
etc., to provide a thorough understanding of embodiments. One skilled in the
relevant art will recognize, however, that the embodiments can be practiced
without one or more of the specific details, or with other methods, components,
materials, and so forth. In other instances, well-known structures, materials, or
operations are not shown or described in detail to avoid obscuring aspects of the
disclosure.

[0029] Aspects of the embodiments of this disclosure will now be
presented with reference to accompanying drawings which show blocks,
components, circuits, steps, operations, processes, algorithms, and the like,
collectively referred to as “elements” for simplicity. These elements may be
implemented using electronic hardware, computer software, or any combination
thereof. Whether such elements are implemented as hardware or software
depends upon the particular application and design constraints imposed on the
overall system. By way of example, an element, or any portion of an element, or
any combination of elements may be implemented with a “processing system”
that includes one or more processors. Examples of processors include
microprocessors, microcontrollers, Central Processing Units (CPUs), digital
signal processors (DSPs), field programmable gate arrays (FPGAs),
programmable logic devices (PLDs), state machines, gated logic, discrete
hardware circuits, and other suitable hardware configured to perform various
functions described throughout this disclosure. One or more processors in the

processing system may execute software, firmware, or middleware (collectively
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referred to as “software”). The term “software” shall be construed broadly to
mean processor-executable instructions, instruction sets, code segments,
program code, programs, subprograms, software components, applications,
software applications, software packages, routines, subroutines, objects,
executables, threads of execution, procedures, functions, and the like, whether
referred to as software, firmware, middleware, microcode, hardware description
language, or otherwise.

[0030] Accordingly, in one or more embodiments, the functions described
herein may be implemented in hardware, software, or any combination thereof.
If implemented in software, the functions may be stored on or encoded as one or
more instructions or code on a non-transitory computer-readable medium.
Computer-readable media includes computer storage media. Storage media may
be any available media that can be accessed by a computer. By way of example,
and not limitation, such computer-readable media can comprise a random-access
memory (RAM), a read-only memory (ROM), an electrically erasable
programmable ROM (EEPROM), compact disk ROM (CD-ROM) or other optical
disk storage, magnetic disk storage, solid state memory, or any other data
storage devices, combinations of the aforementioned types of computer-readable
media, or any other medium that can be used to store computer executable code
in the form of instructions or data structures that can be accessed by a computer.
[0031] For purposes of this patent document, the terms “or” and “and”
shall mean “and/or” unless stated otherwise or clearly intended otherwise by the
context of their use. The term “a” shall mean “one or more” unless stated

otherwise or where the use of “one or more” is clearly inappropriate. The terms

rroas VLA 7

“comprise,” “comprising,” “include,” and “including” are interchangeable and
not intended to be limiting. For example, the term “including” shall be
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interpreted to mean “including, but not limited to.”

[0032] The term “mobile device” shall be construed to mean any electronic
device configured to process digital data and wirelessly communicate with one
or more NFC tags using NFC or similar technology. By way of example, and not
limitation, some examples of mobile devices include a user device, cellular
phone, user equipment, terminal, mobile phone, smart phone, Internet phone,
tablet computer, laptop computer, personal digital assistant, music player,
multimedia player, gaming device, game console, and so forth.

[0033] The term “remote electronic device” shall be construed to mean any
electronic device configured to implement one or more actions based on
instructions or commands generated by a mobile device. By way of example,
and not limitation, some examples of remote electronic devices include a
computing device, navigation system, television (TV) device, set-top box,
multimedia system, multimedia player, display, speaker, network device,
modem, network router, network hub, home gateway, broadband gateway,
network appliance, access gateway, networking switch, entertainment system,
infotainment system, in-vehicle computer, home appliance (e.g., a dish washing
machine, refrigerator, oven, etc.), “smart” appliance, electronically operated
door, access control system, security system, programmable electrical socket,
programmable electrical switch, dimmer, intercom, telephone, fax machine,
server, web service, online service, electrical elements of “smart” home, Internet-
of-Things devices, and the like.

[0034] The term “NFC tag” shall be construed to mean an electronic
apparatus configured to actively or passively emit an electromagnetic signal
bearing a unique identifier of NFC tag and, optionally, other information.

Passive NFC tags are powered by and read at short ranges via magnetic fields so
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that they emit electromagnetic waves conveying certain information. In other
words, the passive NFC tag, when powered, emits an electromagnetic signal. The
passive NFC tag can be powered by electromagnetic field generated by a mobile
device. Active NFC tags are powered by a local power source, such as a battery,
and repeatedly emit an electromagnetic signal bearing a unique identifier of NFC
tag and, optionally, other information. Some examples of NFC tags can include,
but not limited to, RFID tags, RFID labels, transponders, Wi-Fi emitter tags,
Bluetooth emitter tags, Wi-Fi beacons, Bluetooth beacons, and so forth.

[0035] Referring now to the drawings, example embodiments are
described. The drawings are schematic illustrations of idealized example
embodiments. Thus, the example embodiments discussed herein should not be
construed as limited to the particular illustrations presented herein, rather these
example embodiments can include deviations and differ from the illustrations
presented herein.

[0036] FIG. 1 shows a block diagram illustrating a system 100 for
providing NFC-based interactions according to one example embodiment.
System 100 includes a device 105, such as a smart phone, which can interact with
one or more NFC tags 110. Each NFC tag 110 can include at least a chip 115,
such as a microcontroller, microprocessor, circuit, logic, and the like. Each NFC
tag 110 can also include a communication module 120 including, for example, an
antenna or coil. The NFC tag 110 may also not include the communication
module 120. If the NFC tag 110 does contain the communication module 120, the
communication module 120 can be configured to receive a first electromagnetic
signal originated from device 105 (e.g., a signal to power NFC tag 110 and
request a response). Communication module 120 can be also configured to

transmit or emit a second electromagnetic signal for further reception by device
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105. The second electromagnetic signal can be generated as a response to the
first electromagnetic signal. The second electromagnetic signal can include a
unique identifier of NFC tag 110 and, optionally, other information such as
predetermined commands, instructions, location information, and so forth. The
elements of NFC tag 110, including chip 115 and communication module 120,
can be arranged in a housing or substrate 125. Substrate 125 can be rigid or
flexible. Each of NFC tags 110 can be also equipped with an adhesive layer 130
attached to an external side of housing or substrate 125. NFC tags 110 can be of
any desired color and shape. For example, NFC tags 110 can be implemented as
stickers or key fobs. NFC tags 110 can be placed, mounted, fixed, glued,
attached, pinned, or otherwise connected to various items indoors or outdoors.
For example, NFC tags 110 can be attached to apparel, furniture, vehicle,
computer, building elements, and so forth.

[0037] Device 105 includes at least a NFC communication module 135, a
processor 140, and a memory 145 for storing processor-executable instructions.
Other elements of device 105 shall be evident from FIG. 3 and its respective
description which follows. NFC communication module 135 is configured to
communicate with NFC tag 110 for, at least, receiving the second electromagnetic
signal. Communication between NFC communication module 135 and NFC tag
110 can be successful only when NFC tag 110 is within a predetermined distance
from NFC communication module 135, such as, less than ten inches, preferably
less than two inches. NFC communication module 135 can also generate the first
electromagnetic signal and emit it for further receipt by NFC tags 110. Upon
receipt of the second electromagnetic signal by device 105, the second
electromagnetic signal can be processed by processor 140 to retrieve the unique

identifier of NFC tag 110. Further, processor 140 can execute processor-
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executable instructions stored in memory 145 to cause implementation of one or
more predetermined or preprogrammed actions associated with the unique
identifier as a response to receipt of the second electromagnetic signal.

[0038] Processor 140 can also identify one or more identifying events, such
as a period of presence of device 105 near a particular NFC tag 110,
determination of a current geographical location of device 105, determination of
a current orientation of device 105, determination of a current status of device
105 (e.g., if it is locked or unlocked), and so forth. The determination of
geographical location of device 105 can be implemented with the help of a
Global Positioning System (GPS) module or another common device for
determining a geographical location, which can be installed in device 105. The
determination of current orientation of device 105 can be determined with the
help of inertial sensors, gyroscopes, or motion sensors, which can be installed in
device 105. Determination of a period indicating how long device 105 is located
near a particular NFC tag 110 can be executed with the help of a clock, which can
be installed in device 105.

[0039] As indicated above, device 105 can execute one or more actions as
response to detection of NFC tag 105 or detection of one of qualifying event.
Some examples of these “actions” include, but not limited to, causation of
changing a setting of the device, causation of switching an operating mode of the
device, causation of activating/deactivating the application, causation of
enabling/disabling a feature of the application, and the like. In some
embodiments, an action can be a causation of sending a predetermined
instruction to one of more remote electronic device 150. The instruction can be
sent via a communications network 155. Communications network 155 can refer
to any wired, wireless, or optical networks including, for example, the Internet,
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intranet, local area network (LAN), Personal Area Network (PAN), Wide Area
Network (WAN), Virtual Private Network (VPN), cellular phone networks (e.g.,
packet switching communications network, circuit switching communications
network), Bluetooth radio, Ethernet network, an [EEE 802.11-based radio
frequency network, IP communications network, or any other data
communication network utilizing physical layers, link layer capability, or
network layer to carry data packets, or any combinations of the above-listed data
networks.
[0040] FIG. 2 is a process flow diagram showing a method 200 for NFC-
based interaction according to an example embodiment. Method 200 may be
performed by processing logic that may comprise hardware (e.g., decision-
making logic, dedicated logic, programmable logic, application-specific
integrated circuit (ASIC)), software (such as software run on a general-purpose
computer system or a dedicated machine), or a combination of both. In one
example embodiment, the processing logic refers to one or more elements of
device 105 of FIG. 1. Below recited operations of method 200 may be
implemented in an order different than described and shown in the figure.
Moreover, method 200 may have additional operations not shown herein, but
which can be evident for those skilled in the art from the present disclosure.
Method 200 may also have fewer operations than outlined below and shown in
FIG. 2.
[0041] At operation 205, device 105 receives an electromagnetic signal of
NFC tag 110 when device 105 is within a first predetermined distance from the
NFC tag (e.g., less than two inches). The electromagnetic signal of NFC tag 110
can be received in response to another electromagnetic signal generated by
device 105.
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[0042] At operation 210, device 105 retrieves an identifier of NFC tag 110
from the electromagnetic signal received at operation 205. The identifier can
uniquely identify NFC tag 110. Device 105 can include one or more settings
associated with the identifier of NFC tag 110.

[0043] At operation 215, device 105 generates a first command based on
the identifier. The first command is configured to cause performing one or more
of the following: change at least one setting of device 105, switch at least one of
operating modes of device 105, activate at least one of the applications of device
105, deactivate at least one of the applications of device 105, enable at least one
feature of at least one of the applications of device 105, disable at least one
feature of at least one of the applications of device 105, and send a first
instruction to at least one of remote electronic devices 150. Further, at operation
215, device 105 can generate a first notification (such as an audio alert,
displayable message, or vibration alert) and deliver it to the user prior to or after
the generation of first command.

[0044] At operation 220, device 105 identifies a qualifying event before or
after the first command is generated. In some embodiments, the identification of
the qualifying event can include determining, by device 105, that device 105 is
located within the first predetermined distance from NFC tag 110 for a
predetermined period (e.g., 1, 2, 3, 4, 5 or more seconds). In some embodiments,
the identification of the qualifying event can include determining, by device 105,
that device 105 is orientated substantially upside down such that a display of
device 105 is substantially parallel to and faces the ground. In some
embodiments, the identification of the qualifying event can include determining,
by device 105, that device 105 is locked. In some embodiments, the identification

of the qualifying event can include determining, by device 105, that device 105
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unlocked. In some embodiments, the identification of the qualifying event can
include determining, by device 105, that device 105 is located within a second
predetermined distance (e.g., less than 5 feet) from a predetermined geographical
location associated with the identifier of NFC tag 110. This predetermined
geographical location associated with the identifier can be, for example, a garage
door, piece of furniture, a particular room or office in a building, outdoor
location, vehicle, and so forth.

[0045] At operation 225, device 105 generates a second command based on
the identification of the qualifying event. In one embodiment, the second
command is generated after the first command is generated. In another
embodiment, the second command is generated and the first command is
suppressed upon identification of the qualifying event. The second command
can be configured to cause performing one or more of the following: change at
least one setting of device 105, switch at least one of operating modes of device
105, activate at least one of the applications of device 105, deactivate at least one
of the applications of device 105, enable at least one feature of at least one of the
applications of device 105, disable at least one feature of at least one of the
applications of device 105, authenticate the identity of an individual, enable at
least one or more additional immersive interactions with the at least one
application, and send a second instruction to at least one of remote electronic
devices 150. Further, at operation 225, device 105 can generate a second
notification (such as an audio alert, displayable message, or a double vibration
notification) and deliver it to the user prior to or after the generation of second
command.

[0046] FIG. 3 is a high-level block diagram illustrating a computing device
300 suitable for implementing the methods described herein. In particular,
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computing device 300 may be used for implementing the methods for NFC-
based interaction as described above. Computing device 300 may include, be, or
be an integral part of one or more of a variety of types of devices, such as a
mobile device, among others. In some embodiments, computing device 300 can
be regarded as an instance of device 105.

[0047] As shown in FIG. 3, computing device 300 includes one or more
processors 310, memory 320, one or more mass storage devices 330, one or more
output devices 350, one or more input devices 360, one or more network
interfaces 370, one or more optional peripheral devices 380, and a
communication bus 390 for operatively interconnecting the above-listed
elements. Processors 310 can be configured to implement functionality and/or
process instructions for execution within computing device 300. For example,
processors 310 may process instructions stored in memory 320 or instructions
stored on storage devices 330. Such instructions may include components of an
operating system or software applications.

[0048] Memory 320, according to one example, is configured to store
information within computing device 300 during operation. For example,
memory 320 can store settings or pre-programmed commands associated with
one or more NFC tags 110. Memory 320, in some example embodiments, may
refer to a non-transitory computer-readable storage medium or a computer-
readable storage device. In some examples, memory 320 is a temporary memory,
meaning that a primary purpose of memory 320 may not be long-term storage.
Memory 320 may also refer to a volatile memory, meaning that memory 320 does
not maintain stored contents when memory 320 is not receiving power.
Examples of volatile memories include RAM, dynamic random access memories

(DRAM), static random access memories (SRAM), and other forms of volatile
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memories known in the art. In some examples, memory 320 is used to store
program instructions for execution by processors 310. Memory 320, in one
example, is used by software applications or mobile applications. Generally,
software or mobile applications refer to software applications suitable for
implementing at least some operations of the methods as described herein.

[0049] Mass storage devices 330 can also include one or more transitory or
non-transitory computer-readable storage media or computer-readable storage
devices. For example, memory 330 can store instructions for processor 310,
settings or pre-programmed commands associated with one or more NFC tags
110. In some embodiments, mass storage devices 330 may be configured to store
greater amounts of information than memory 320. Mass storage devices 330 may
be also configured for long-term storage of information. In some examples, mass
storage devices 330 include non-volatile storage elements. Examples of such
non-volatile storage elements include magnetic hard discs, optical discs, solid-
state discs, flash memories, forms of electrically programmable memories
(EPROM) or electrically erasable and programmable memories, and other forms
of non-volatile memories known in the art.

[0050] Computing device 300 may also include one or more optional input
devices 360. Input devices 360 may be configured to receive input from a user
through tactile, audio, video, or biometric channels. Examples of input devices
360 may include a keyboard, keypad, mouse, trackball, touchscreen, touchpad,
microphone, video camera, image sensor, fingerprint sensor, or any other device
capable of detecting an input from a user or other source, and relaying the input
to computing device 300 or components thereof.

[0051] Optional output devices 350 may be configured to provide output
to a user through visual or auditory channels. Output devices 350 may include a
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video graphics adapter card, display, such as liquid crystal display (LCD)
monitor, light emitting diode (LED) monitor, or organic LED monitor, sound
card, speaker, lighting device, projector, or any other device capable of
generating output that may be intelligible to a user. Output devices 350 may also
include a touchscreen, presence-sensitive display, or other input/output capable
displays known in the art.

[0052] Computing device 300 can also include network interface 370.
Network interface 370 can be utilized to communicate with external devices via
one or more communications networks such as communications network 155 or
any other wired, wireless, or optical networks. Network interface 370 may be a
network interface card, such as an Ethernet card, an optical transceiver, a radio
frequency transceiver, or any other type of device that can send and receive
information. Network interface 370 can also include a NFC communication
module 135 for communicating, sensing, or receiving data from NFC tags 110.
[0053] An operating system of computing device 300 may control one or
more functionalities of computing device 300 or components thereof. For
example, the operating system may interact with the software or mobile
applications and may facilitate one or more interactions between the
software/mobile applications and processors 310, memory 320, storage devices
330, input devices 360, output devices 350, and network interface 370. The
operating system may interact with or be otherwise coupled to software
applications or components thereof. In some embodiments, software or mobile
applications may be included in the operating system.

[0054] Thus, methods and systems for NFC-based interactions have been
described. Although embodiments have been described with reference to

specific example embodiments, it will be evident that various modifications and
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changes can be made to these example embodiments without departing from the
broader spirit and scope of the present application. Accordingly, the specification

and drawings are to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS

What is claimed is:

1. A method for Near Field Communication (NFC) based interaction, the
method comprising:

receiving, by a device, an electromagnetic signal of a NFC tag when the
device is within a first predetermined distance from the NFC tag;

retrieving, by the device, an identifier of the NFC tag from the
electromagnetic signal of the NFC tag;

based on the identifier, generating, by the device, a first command,
wherein the first command is configured to cause performing one or more of the
following: change at least one setting of the device, switch at least one of
operating modes of the device, activate at least one of applications, deactivate at
least one of the applications, enable at least one feature of at least one of the
applications, disable at least one feature of at least one of the applications, and
send a first instruction to at least one of remote electronic devices;

identifying, by the device, a qualifying event before or after the first

command is generated; and
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based on the identification of the qualifying event, generating, by the
device, a second command, wherein the second command is generated after the
first command is generated, and wherein the second command is configured to
cause performing one or more of the following: change at least one of the settings
of the device, switch at least one of the operating modes of the device, activate at
least one of the applications, deactivate at least one of the applications, enable at
least one feature of at least one of the applications, disable at least one feature of
at least one of the applications, and send a second instruction to at least one of

the remote electronic devices.

2. The method of claim 1, further comprising suppressing, by the device, the

generation or use of the first command when the qualifying event is identified.

3. The method of claim 1, wherein the identifying of the qualifying event
includes determining, by the device, that the device is located within the first

predetermined distance from the NFC tag for a predetermined period.

4. The method of claim 1, wherein the identifying of the qualifying event

includes determining, by the device, that the device is orientated substantially
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upside down such that a display of the device is substantially parallel to a

ground and faces the ground.

5. The method of claim 1, wherein the identifying of the qualifying event

includes determining, by the device, that the device is locked.

6. The method of claim 1, wherein the identifying of the qualifying event

includes determining, by the device, that the device is unlocked.

7. The method of claim 1, wherein the identifying of the qualifying event
includes determining, by the device, that the device is located within a second
predetermined distance from a predetermined geographical location associated

with the identifier of the NFC tag.

8. The method of claim 1, further comprising providing, by the device, a first
notification to a user when the first command is generated or to be generated by

the device.
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9. The method of claim 8, further comprising providing, by the device, a
second notification to the user when the second command is generated or to be

generated by the device.

10. The method of claim 9, wherein the first notification is a vibrational
notification generated by the device, and the second notification is a doubled

vibrational notification generated by the device.

11. A device, comprising;:

a NFC communication module configured to wirelessly communicate
with one or more NFC tags;

a processor; and

a memory storing processor-executable codes, wherein the processor is
configured to implement the following operations upon executing the processor-
executable codes stored by the memory:

cause reading an electromagnetic signal of one of the NFC tags
when the device is within a first predetermined distance from the NFC

tag;
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cause retrieving an identifier of the NFC tag from the
electromagnetic signal of the NFC tag;

based on the identifier, cause generating a first command, wherein
the first command is configured to cause performing one or more of the
following: change at least one setting of the device, switch at least one of
operating modes of the device, activate at least one of applications,
deactivate at least one of the applications, enable at least one feature of at
least one of the applications, disable at least one feature of at least one of
the applications, and send a first instruction to at least one of remote
electronic devices;

cause identifying a qualifying event before or after the first
command is generated; and

based on the identification of the qualifying event, cause generating
a second command, wherein the second command is generated after the
first command is generated, and wherein the second command is
configured to cause performing one or more of the following: change at
least one of the settings of the device, switch at least one of the operating
modes of the device, activate at least one of the applications, deactivate at

least one of the applications, enable at least one feature of at least one of
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the applications, disable at least one feature of at least one of the
applications, and send a second instruction to at least one of the remote

electronic devices.

12. The device of claim 11, wherein the qualifying event is identified when it
is determined that the device is located within the first predetermined distance

from the NFC tag for a predetermined period.

13. The device of claim 11, wherein the qualifying event is identified when it

is determined that the device is orientated substantially upside down such that a

display of the device is substantially parallel to a ground and faces the ground.

14. The device of claim 11, wherein the qualifying event is identified when it

is determined that the device is locked.

15. The device of claim 11, wherein the qualifying event is identified when it

is determined that the device is unlocked.
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16. The device of claim 11, wherein the qualifying event is identified when it
is determined that the device is located within a second predetermined distance
from a predetermined geographical location associated with the identifier of the

NFC tag.

17. The device of claim 11, wherein the processor is further configured to
implement the following operations upon executing the processor-executable
codes stored by the memory: cause providing a first notification to a user when

the first command is generated or to be generated by the device.

18. The device of claim 17, wherein the processor is further configured to
implement the following operations upon executing the processor-executable
codes stored by the memory: cause providing a second notification to the user

when the second command is generated or to be generated by the device.

19. The device of claim 18, wherein the first notification is a vibrational

notification generated by the device, and the second notification is a doubled

vibrational notification generated by the device.
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20. A non-transitory processor-readable medium having instructions stored
thereon, which when executed by one or more processors, cause the one or more
processors to implement a method for NFC based interaction, the method
comprising:

receiving, by a device, an electromagnetic signal of a NFC tag when the
device is within a first predetermined distance from the NFC tag;

retrieving, by the device, an identifier of the NFC tag from the
electromagnetic signal of the NFC tag;

based on the identifier, generating, by the device, a first command,
wherein the first command is configured to cause performing one or more of the
following: change at least one setting of the device, switch at least one of
operating modes of the device, activate at least one of applications, deactivate at
least one of the applications, enable at least one feature of at least one of the
applications, disable at least one feature of at least one of the applications, and
send a first instruction to at least one of remote electronic devices;

identifying, by the device, a qualifying event before or after the first
command is generated; and

based on the identification of the qualifying event, generating, by the

device, a second command, wherein the second command is generated after the
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first command is generated, and wherein the second command is configured to
cause performing one or more of the following: change at least one of the settings
of the device, switch at least one of the operating modes of the device, activate at
least one of the applications, deactivate at least one of the applications, enable at
least one feature of at least one of the applications, disable at least one feature of
at least one of the applications, and send a second instruction to at least one of

the remote electronic devices.
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