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Description

TECHNICAL FIELD

[0001] The presentapplicationrelates to the searching
and handling of data on an electronic device and, more
particularly, to search methods and devices.

BACKGROUND

[0002] Electronic devices are often equipped with one
or more third party applications. Such third party appli-
cations may, for example, provide added functionality to
the electronic device. For example, such third party ap-
plications may include web browsers, communication ap-
plications such as instant messaging applications, map-
ping applications, or other applications.

[0003] Such applications may have data associated
therewith. For example, web browsers may track a
browsing history and/or bookmarks, mapping applica-
tions may track a history of visited places, etc. Tradition-
ally, such data could be accessed through the application
itself. That is, the application could be launched and the
data could then be accessed via the application’s user
interface.

[0004] Jean-Sebastien Legare ET AL: "Building Pri-
vate Applications on the Personal Web", University of
British Columbia, 1 January 2012, XP55079213, Van-
couver, Canada, discloses a system ("Pando"), which
collects and stores a complete log of a user’s browser-
website interactions, allowing them to search their brows-
ing history for content and application state thatthey have
viewed in the past. The system creates a continuous and
persistent secure audit log that records all activities un-
dertaken by the userthrough web browsers on any device
that they use. After being downloaded and initialized,
sand box applications perform operations through gain-
ing access to the log while the tab containing the appli-
cation is still open; and one of the applications may com-
prise a personal web search.

[0005] Jose Luis Gomez-Barroso et al: "Promising
Prospects in Mobile Search: Business As Usual or Tech-
no-Economic Disruptions?", IEEE SIGNAL PROCESS-
ING MAGAZINE, vol. 28, no. 4, 16 June 2011,
XP011367639, relates to searching on a mobile device
by making effective use of contextual information (rele-
vant data embedded in the mobile device, information in
the surrounding environment, and users profiles or be-
havioral patterns) to improve the relevance of search re-
sults.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The presentinvention provides a processor-im-
plemented method of searching data associated with an
electronic device, according to claim 1 of the appended
claims.

[0007] The invention further an electronic device ac-
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cording to claim 15 of the appended claims.

[0008] Reference will now be made, by way of exam-
ple, to the accompanying drawings which show example
embodiments of the present application, and in which:

FIG. 1isablock diagramillustratingan example elec-
tronic device in accordance with example embodi-
ments of the present disclosure;

FIG. 2 illustrates a block diagram of an example
search data file in accordance with example embod-
iments of the present disclosure;

FIG. 3 is a flowchart of an example method for
searching data in accordance with example embod-
iments of the present disclosure;

FIG. 4 is a flowchart of a further example method for
searching data in accordance with example embod-
iments of the present disclosure;

FIG.5is ablock diagramillustrating anotherexample
electronic device in accordance with example em-
bodiments of the present disclosure;

FIG. 6 is a flowchart of a further example method for
searching data in accordance with example embod-
iments of the present disclosure; and

FIG. 7 is an example display screen in accordance
with example embodiments of the present disclo-

sure.

[0009] Like reference numerals are used in the draw-
ings to denote like elements and features.

DETAILED DESCRIPTION

[0010] In one aspect of the present disclosure, a proc-
essor-implemented method of search data associated
with an electronic devices, according to the subject-mat-
ter of the claims is described.

[0011] In another aspect an electronic device is de-
scribed. The electronic device includes a memory storing
asearch datafile associated with a third party application.
The search data file is prepared according to predeter-
mined format rules by the third party application. The
electronic device further includes a processor coupled
with the memory. The processor is associated with a
search application which configures the processor to: re-
ceive a search query; identify the search data file asso-
ciated with the third party application; search at least a
portion of the search data file using the search query to
identify information that matches the search query; use
the predetermined format rules to identify associated in-
formation in the search data file, the associated informa-
tion being related to the information that matches the
search query; obtain search results from at least one oth-
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er source; and generate a display of search results based
on both the information matching the search query and
the associated information, the display including the
search results from the at least one other source.
[0012] In some aspects, a further processor-imple-
mented method searching data associated with an elec-
tronic device is described. The method includes: deter-
mining whether a first sandbox is locked; if the first sand-
box is unlocked, obtaining search results from one or
more applications associated with the first sandbox; ob-
taining search results from one or more applications as-
sociated with a second sandbox; and displaying the
search results from the applications associated with the
first sandbox together with the search results for the ap-
plications associated with the second sandbox.

[0013] Other aspects of the present disclosure will be
apparent to those of ordinary skill in the art from a review
of the following detailed description in conjunction with
the drawings.

[0014] Aspects ofthe presentdisclosure are not limited
to any particular operating system, electronic device ar-
chitecture, server architecture or computer programming
language.

Example Electronic Device

[0015] Reference is first made to FIG. 1 which illus-
trates an example electronic device 201. Inthe illustrated
example embodiment, the electronic device 201 isacom-
munication device, such as a mobile communication de-
vice. In at least some example embodiments, the elec-
tronic device 201 is a two-way communication device
having data and voice communication capabilities, and
the capability to communicate with other computer sys-
tems, for example, via the Internet. Depending on the
functionality provided by the electronic device 201, in var-
ious example embodiments the electronic device 201
may be a multiple-mode communication device config-
ured for data and voice communication, a mobile tele-
phone such as a smart phone, a tablet computer, an elec-
tronicbook reader, a wearable computer such as awatch,
a PDA (personal digital assistant), or a computer system.
[0016] A smartphone is a mobile phone which offers
more advanced computing capabilities than a basic non-
smartphone cellular phone. For example, a smartphone
may have an ability to run third party applications which
are stored on the smartphone.

[0017] A tablet computer (which may also be referred
to as a tablet) is an electronic device 201 which is gen-
erally larger than a mobile phone (such as a smartphone)
or personal digital assistant. Many mobile phones or per-
sonal digital assistants are designed to be pocket sized.
That is, mobile phones or personal digital assistants are
generally small enough to be carried by a person easily,
often in a shirt or pant pocket while tablet computers are
larger and may not fit within pant pockets. For example,
many tablet computers have a height which is seveninch-
es (7") or more.
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[0018] In at least some example embodiments, the
electronic device 201 is a handheld electronic device. A
handheld electronic device is an electronic device 201
which is sufficiently small to be held in one or more hands
of a user. The term handheld electronic device includes
smartphones and may also include tablet computers. In
at least some example embodiments, the handheld elec-
tronic device may be sufficiently small to be held in a
single hand of a user. For example, the handheld elec-
tronic device may be a palm-sized device which is sized
to be held in the palm of a user’'s hand. From the descrip-
tion which follows, it will be appreciated that the tech-
niques and methods described herein may be used in
electronic devices 201 having limited display capabilities.
[0019] In other example embodiments, the electronic
device 201 may be of a type not specifically listed above.
[0020] The electronic device 201 includes a housing
(not shown) which houses components of the electronic
device 201. The internal components of the electronic
device 201 are constructed on a printed circuit board
(PCB). The electronic device 201 includes a controller
including at least one processor 240 (such as a micro-
processor) which controls the overall operation of the
electronic device 201. The processor 240 interacts with
device subsystems, such as a wireless communication
subsystem 211 for exchanging radio frequency signals
with a wireless network 101 to perform communication
functions. The processor 240 interacts with additional de-
vice subsystems including one or more input interfaces
206 (such as a keyboard, one or more control buttons, a
camera 253, one or more microphones 258, and/or a
touch-sensitive overlay associated with a touchscreen
display, etc.), flash memory 244, random access memory
(RAM) 246, read only memory (ROM) 248, auxiliary in-
put/output (I/0) subsystems 257, a data port 259 (which
may be a serial data port, such as a Universal Serial Bus
(USB) data port), one or more outputinterfaces 205 (such
as a display 204, one or more speakers 256, or other
outputinterfaces), a short-range communication subsys-
tem 262, and other device subsystems generally desig-
nated as 264. Some of the subsystems shown in FIG. 1
perform communication-related functions, whereas oth-
er subsystems may provide "resident" or on-device func-
tions.

[0021] One or more of the input interfaces 206 may be
configured for receiving user input to allow a user to in-
teract with the electronic device 201. Such input interfac-
es 206 may, for example, allow a user to interact with a
graphical user interface provided on the electronic device
201. Instructions, commands, or other forms of input may
be received by the electronic device 201 via the input
interfaces. For example, the input interfaces 206 may
allow a user to interact with one or more interface ele-
ments displayed on a graphical user interface of the dis-
play 204. The graphical user interface may, in some ex-
ample embodiments, include a display 900 of the type
described below with reference to FIG. 7.

[0022] The input interfaces 206 may take a variety of
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forms. For example, any one or combination of the fol-
lowing input interfaces 206 may be included on the elec-
tronic device 201 and used for receiving user input: a
touchscreen display, a control button, a trackball, track-
pad, or optical input device, a keyboard, a camera 253
(which may be used, for example, to detect gesture-
based input), an orientation or acceleration sensor such
as an accelerometer (which may be used, for example,
to detect gesture-based input performed by moving the
electronic device 201), and/or a microphone 258 (which
may be used, for example, to detect voice-based com-
mands). It will be appreciated that the foregoing list of
input interfaces 206 is not exhaustive and that other input
interfaces 206 may be used instead of or in addition to
any of the interfaces 206 described above.

[0023] As noted previously, the electronic device 201
may include a touch-sensitive display 204 which may be
referred to as a touchscreen or a touchscreen display
204. The touchscreen display 204 may be constructed
using a touch-sensitive input surface connected to an
electronic controller. The touch-sensitive input surface
overlays the touchscreen display 204 and may be re-
ferred to as a touch-sensitive overlay. The touch-sensi-
tive overlay and the electronic controller provide a touch-
sensitive input interface 206 and the processor 240 in-
teracts with the touch-sensitive overlay via the electronic
controller. That is, the touchscreen display 204 acts as
both an input interface 206 and an output interface 205.
[0024] In some example embodiments, the electronic
device 201 may communicate with any one of a plurality
of fixed transceiver base stations of the wireless network
101 within its geographic coverage area. The electronic
device 201 may send and receive communication signals
over the wireless network 101 after the required network
registration or activation procedures have been complet-
ed.

[0025] In some example embodiments, the auxiliary
input/output (1/0) subsystems 257 may include an exter-
nal communication link or interface, for example, an Eth-
ernet connection. The electronic device 201 may include
other wireless communication interfaces for communi-
cating with other types of wireless networks, for example,
a wireless network such as an orthogonal frequency di-
vision multiplexed (OFDM) network.

[0026] In the example embodiment illustrated, the
electronic device 201 also includes a memory module
230 (which may be flash memory) and a memory module
interface 232. The memory module 230 may be remov-
able from the electronic device 201. Network access may
be associated with a subscriber or user of the electronic
device 201 via the memory module 230, which may be
a Subscriber Identity Module (SIM) card for useina GSM
network or other type of memory module for use in the
relevant wireless network. The memory module 230 may
be inserted in or connected to the memory module inter-
face 232 of the electronic device 201.

[0027] The electronic device 201 may store data in an
erasable persistent memory, which in one example em-
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bodiment is the flash memory 244. In various example
embodiments, the data may include service data having
information required by the electronic device 201 to es-
tablish and maintain communication with the wireless
network 101. The data may include a search data file
225. The search data file 225 will be discussed in greater
detail below. The data may also include service data 228.
Service data is data that is associated with a service 227
and will be discussed in greater detail below during the
discussion of the service 227.

[0028] The data port 259 may be used for synchroni-
zation with a user’s host computer system (not shown).
The data port 259 enables a user to set preferences
through an external device or software application and
extends the capabilities of the electronic device 201 by
providing for information or software downloads to the
electronic device 201 other than through the wireless net-
work 101. The alternate download path may, forexample,
be used to load an encryption key onto the electronic
device 201 through a direct, reliable and trusted connec-
tion to thereby provide secure device communication.
[0029] In some example embodiments, the electronic
device 201 is provided with a service routing application
programming interface (API) which provides an applica-
tion with the ability to route traffic through a serial data
(i.e., USB) or Bluetooth® (Bluetooth® is a registered
trademark of Bluetooth SIG, Inc.) connection to the host
computer system using standard connectivity protocols.
When a user connects their electronic device 201 to the
host computer system via a USB cable or Bluetooth®
connection, traffic that was destined for the wireless net-
work 101 is automatically routed to the electronic device
201 using the USB cable or Bluetooth® connection. Sim-
ilarly, any traffic destined for the wireless network 101 is
automatically sent over the USB cable Bluetooth® con-
nection to the host computer system for processing.
[0030] The electronic device 201 includes or is con-
nectable to a power source. In the example embodiment
illustrated, the power source is a battery 238, such as a
rechargeable battery that may be charged, for example,
through charging circuitry coupled to a battery interface
236 such as the serial data port 259. The battery 238
provides electrical power to at least some of the electrical
circuitry in the electronic device 201, and the battery in-
terface 236 provides a mechanical and electrical connec-
tion for the battery 238. The battery interface 236 is cou-
pled to a regulator (not shown) which provides power V+
to the circuitry of the electronic device 201.

[0031] The short-range communication subsystem
262 is an additional optional component which provides
for communication between the electronic device 201
and different systems or devices, which need not neces-
sarily be similar devices. For example, the short-range
communication subsystem 262 may include an infrared
device and associated circuits and components, or a
wireless bus protocol compliant communication mecha-
nism such as a Bluetooth® communication module to
provide for communication with similarly-enabled sys-
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tems and devices.

[0032] A pre-determined set of applications that con-
trols basic device operations, including data and possibly
voice communication applications, may be installed on
the electronic device 201 during or after manufacture.
Additional applications and/or upgrades to an operating
system 222 or software applications may also be loaded
onto the electronic device 201 through the wireless net-
work 101, the auxiliary 1/0 subsystem 257, the data port
259, the short-range communication subsystem 262, or
other suitable device subsystems 264. The downloaded
programs or code modules may be permanently in-
stalled, for example, written into the program memory
(i.e. the flash memory 244), or written into and executed
from the RAM 246 for execution by the processor 240 at
runtime.

[0033] In some example embodiments, the electronic
device 201 may provide two principal modes of commu-
nication: a data communication mode and a voice com-
munication mode. In the data communication mode, a
received data signal such as a text message, an email
message, or a web page download will be processed by
the communication subsystem 211 and input to the proc-
essor 240 for further processing. For example, a down-
loaded web page may be further processed by a browser
application or an email message may be processed by
the email messaging application and output to the touch-
screen display 204. A user of the electronic device 201
may also compose data items, such as email messages,
for example, using the input interfaces 206, such as the
touchscreen display 204. These composed items may
be transmitted through the communication subsystem
211 over the wireless network 101.

[0034] Inthe voice communication mode, the electron-
ic device 201 provides telephony functions and operates
as atypical cellular phone. The overall operation is similar
to the data communication mode, except that the re-
ceived signals would be output to the speaker 256 and
signals for transmission would be generated by a trans-
ducer such as the microphone 258. The telephony func-
tions are provided by a combination of software/firmware
(i.e., a voice communication module) and hardware (i.e.,
the microphone 258, the speaker 256 and input interfac-
es). Alternative voice or audio I/O subsystems, such as
a voice message recording subsystem, may also be im-
plemented on the electronic device 201. Although voice
or audio signal output is typically accomplished primarily
through the speaker 256, the touchscreen display 204
may also be used to provide an indication of the identity
of a calling party, duration of a voice call, or other voice
call related information.

[0035] The processor 240 operates under stored pro-
gram control and executes software modules stored in
memory such as persistent memory, for example, in the
flash memory 244. As illustrated in FIG. 1, the software
modules include operating system software 222 and soft-
ware applications, such as a search application 221 and
a third party application 226.
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[0036] The search application 221 is configured to re-
ceive a search query from a user and, in response, to
perform a search of data associated with the electronic
device 201. More particularly, the search application 221
may be configured to receive one or more characters
(which may be alphanumeric characters or symbols com-
monly associated with a keyboard, such as a QWERTY
keyboard) representing a search query and to use those
characters as part of a search. That is, the search appli-
cation determines whether data on memory of the elec-
tronic device 201 matches the search query (e.g. the in-
put characters).

[0037] Insome example embodiments, the search ap-
plication 221 may provide as-you-type search results.
That s, the search application 221 may be configured to
perform a search following each character input and/or
when there is a brief pause in the input of characters.
That is, in at least some example embodiments, a car-
riage return or other input (such as clicking on a button
labeled search, or an equivalent button) is not required
in order to input a search query; the input of an additional
character or a pause in the input of characters is treated
as an instruction to perform a search and a search is
performed based on the inputted characters (even if the
input is not yet complete).

[0038] The search application 221 is universal in that
it is configured to search data associated with multiple
sources. For example, the search application 221 may
search data associated with the operating system 222,
data associated with a third party application 226 (i.e. by
searching a search data file 225 associated with that ap-
plication), data associated with a service 227 (i.e. service
data 228), and/or other data such as data associated with
other applications or services.

[0039] As will be described in greater detail below (e.g.
with reference to FIG. 7), the search application 221 may
be configured to generate a display (e.g. on the display
204) which includes search results from a plurality of
sources. For example, search results from a third party
application 226 may be displayed together with search
results from other applications or services 227.

[0040] Accordingly, the search application 221 may
search within data that is owned by a third party applica-
tion 226. The third party applications 226 that may be
searched by the search application 221 may include any
one of a number of various application types including,
for example, a web browser, a mapping application, a
communication application (such as an email application,
an instant messaging application, etc.), a social media
application (such as an application for interacting with a
social network, such as Facebook™, Linkedin™, etc.).
The third party application 226 may be of another type
in other example embodiments.

[0041] The third party application 226 may be any ap-
plication apart from the operating system 222 and apart
from the search application 221. The term "third party" is
meant to indicate that the application is separate and
distinct from the search application 221 and, in at least
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some example embodiments, separate and distinct from
the operating system 222. That is, the search application
221 is not provided within the operating system itself and
is an application that may be added to the electronic de-
vice 201 after installation of the operating system and
removed from the electronic device 201 without removing
either the operating system or the search application 221.
The third party application may be provided by a devel-
oper apart from the developer of the operating system
and/or the search application 221. However, in some ex-
ample embodiments, the third party application 226 may
be produced by the developer of the search application
and/or the operating system 222. The third party appli-
cation may be referred to as a value-added application
in some example embodiments.

[0042] Thethird party application 226 may have its own
data that is accessed by the third party application but
which, in at least some example embodiments, is not
shared with other applications. That is, the third party
application 226 has access to the data but other third
party applications (or services 227) do not have access
to that data. In order to allow the search application 221
to include this data in the search, the third party applica-
tion 226 specially prepares a search data file 225. This
file is prepared in advance of a search being performed
(i.e. it is prepared before the search query is received)
and is retrieved by the search application 221 in order to
provide search results associated with the third party ap-
plication 226. The search data file 225 is prepared using
predetermined format rules that are known to the search
application 221. That is, the search application 221 is
able to read and interpret the search data file 225.
[0043] The predetermined format rules may allow the
third party application 226 to designate at least some of
the data within the search data file 225 as searchable
and some data within the search data file 225 as not
searchable. The search application searches only within
the searchable portion of the file and excludes the non-
searchable portion from the search. As will be described
in greater detail below, in at least some example embod-
iments, the non-searchable portion includes metadata
that may be used by the search application 221 when
rendering, grouping and/or sorting search results. For
example, the metadata may define the order by which
search results will be presented. That is, the search ap-
plication 221 may consult the metadata to determine how
to order the search results.

[0044] The operating system 222 may be configured
such that the search data file 225 may be a protected
file. More particularly, at least some applications on the
electronic device 201 may be denied certain access priv-
ileges for the search data file 225. In at least some ex-
ample embodiments, the third party application 226
which owns the file (i.e. the third party application which
creates the search data file 225 and/or inserts data into
the search data file 225), is granted both read and write
privileges to the search data file 225. That is, the third
party application 226 is permitted to both read data from
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the file and write data to the file. The search application
221 may be permitted (by the operating system 222) to
read from the search data file 225, but may be prohibited
from writing to the search datafile 225. That s, the search
application 221 has read-only access to the search data
file 225.

[0045] In contrast, other applications (i.e. apart from
the third party application 226 and the search application
221) may not be permitted to read or write to the search
datafile 225. For example, another third party application
may be prevented from reading from the search data file
225 and/or writing to the search data file 225. In some
example embodiments, only the third party application
226 that owns the search data file 225 (i.e. the third party
application 226 which generates the data for the file) and
the search application 221 are permitted to read from the
file; other applications may be prohibited from reading
from the search data file 225.

[0046] Thus, the search data file 225 may be specially
configured so that the search application 221 is permitted
to read the contents of the file in order to provide search
results but other applications (apart from the third party
application 226 that stores data in the search data file
225) are prohibited from snooping within the file (i.e. they
cannotread the contents of the file because the operating
system 222 does not grant them read privileges).
[0047] Accordingly, each search data file 225 is asso-
ciated with a particular application and provides search
results for that application. The data within the search
data file 225 is pre-configured. That s, the data is stored
within the file before the search query is received (i.e.
the file is not generated in response to receiving a search
query - if the third party application 226 has data that it
wishes to share with the search application, the file is
preconfigured before the search query is received).
[0048] While the search data file 225 is illustrated as
being a single file, in some example embodiments, the
contents of the search data file 225 may be split into
multiple files. For example, a first file may store search-
able data and a second file may store non-searchable
data, such as metadata (i.e. data that is not searchable
but that relates to the searchable data).

[0049] Accordingly, the search datafile 225is prepared
by the third party application. The search data file 225
may, in at least some example embodiments, be stored
in a storage area (such as a folder) associated with the
third party application 226 (i.e. the application which
stores data in the search data file 225). In at least some
example embodiments, the access privileges discussed
above may be enforced with respect to the storage area.
Thatis, the operating system 222 may be configured such
that only the third party application 226 is permitted to
write to any files stored within that storage area (e.g. with-
in that folder), and the third party application 226 and the
search application 221 are permitted to read from files
stored within that storage area, while other applications
are not permitted to read or write to files stored in that
storage area.
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[0050] While a single third party application 226 is il-
lustrated in FIG. 1, in practice the memory may contain
a plurality of third party applications. A number of those
third party applications may generate their own search
data files 225, all prepared in a common format. That is,
a plurality of third party applications may all abide by the
same predetermined formatting rules that are known to
the search application 221. By utilizing these formatting
rules, the third party applications can generate data for
a search using any data associated with those applica-
tions that a user may wish to search and may then allow
such data to be searched via the search application 221.
That is, by storing the data in the search data file 225
using the predetermined format rules, the search appli-
cation 221 may then use its own knowledge of the pre-
determined format rules to search relevant parts of the
search data file 225 to generate search results.

[0051] In atleast some example embodiments, one or
more services 227 may also be provided in memory of
the electronic device 201. Like the third party application
226, the service 227 is a software module that may be
stored in memory of the electronic device 201. The serv-
ice, however, differs from an application in that the serv-
ice 227 is generally configured to run as a background
process on the electronic device 201. More particularly,
applications typically require some user input (such as
selecting an icon associated with the application from a
home or start page) in order to cause them to run on the
electronic device 201. When the application starts up, it
is typically accompanied by an associated graphical user
interface and the graphical user interface may remain
active while the application runs. In contrast, a service
227 may run without a graphical user interface and/or
may not require user input in order to run. The service
227 may be automatically initiated; for example, when
the electronic device 201 first boots up.

[0052] By way of example, in some example embodi-
ments, email may be associated with an email service.
The email service may, for example, run in the back-
ground and may monitor for emails sent to the electronic
device 201 and trigger a notification (such as an audible,
visual or vibratory alarm) upon receipt of an email.
[0053] Atleast some services may be associated with
applications. For example, the email service (which mon-
itors for emails and may trigger a notification upon receipt
of an email) may be associated with an email application
(which may provide a graphical user interface for access-
ing emails, for example). Thus, the services and appli-
cations may be complementary on the electronic device
201.

[0054] In at least some example embodiments, serv-
ices 227 may also have data associated therewith. Such
data may be referred to as service data 228. In some
example embodiments, the service data 228 associated
with a service 227 may also be searched when a search
query is received in the search application 221. However,
in at least some example embodiments, the data asso-
ciated with services may be searched in a different way
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than the data associated with applications. As noted
above, for applications, search data may be pre-prepared
(as a search data file 225) for the search application 221
by the third party application 226 and then searched by
the search application upon receipt of a search query.
This method allows the data of the application to be
searched without having to run the application. In con-
trast, since the service 227 may already running, the
search application 221 may provide the search query to
the service 227 and may allow the service 227 to perform
the searching of the service data 228 associated with
that service 227. The service 227 may then return search
results to the search application 221 in a predetermined
format. Then, the search application 221 may render the
search results received from the service 227 together
with the search results obtained by searching the search
data file 225.

[0055] In rendering the search results, the search ap-
plication 221 may allow one or more of the search results
to be invoked. For example, a search results may be
activated to cause the third party application 226 asso-
ciated with that search result to be opened and the spe-
cific search result to be accessed from within the third
party application 226. For example, if the search result
is a record (such as an email, etc.), the record may be
opened when the search result is activated.

[0056] As will be discussed in greater detail below, in
at least some example embodiments, the third party ap-
plication 226 may be permitted to control how a search
result is to be accessed when it is activated. More par-
ticularly, a third party application 226 may pass a Uniform
Resource Locator (URI) to the search application 221 via
the search data file 225, which may be used to invoke a
particular search result. In at least some example em-
bodiments, if no URI is provided by the third party appli-
cation 226 and a search result is activated, then the third
party application associated with that search result may
be invoked. An application switch may be used when the
third party application 226 is invoked which directs the
third party application 226 to open a specific record. For
example, a record identifier associated with the search
result which was activated may be used to inform the
third party application 226 of the record that is to be
opened.

[0057] While the search application 221 may, in some
example embodiments, be logically divided into multiple
components. For example, in some example embodi-
ments, the search application 221 may include both an
application and a service (which may be referred to as a
search service). For example, the application portion of
the search application 221 may provide the graphical us-
er interface features of the search application (e.g. itmay
allow a user to input a search query and may display
search results). The application may interact with the
service, which performs the searching functions de-
scribed herein. This structure may allow other applica-
tions to utilize the service associated with the search ap-
plication 221 to perform search queries. Thus, in at least
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some example embodiments, features described herein
as being performed by the "search application" may be
performed by a search service. Thus, the search appli-
cation may be a search service in some example em-
bodiments.

[0058] Software modules associated with the electron-
ic device 201 (such as the third party application 226
and/or the service 227) or parts thereof may be tempo-
rarily loaded into volatile memory such as the RAM 246.
The RAM 246 is used for storing runtime data variables
and other types of data or information. Although specific
functions are described for various types of memory, this
is merely one example, and a different assignment of
functions to types of memory could also be used.

Example Search data file

[0059] As noted in the discussion of FIG. 1 above, one
or more applications (which may be referred to as third
party applications 226) associated with the electronic de-
vice 201 may pre-prepare data which may be used by
the search application 221 for performing a search. More
particularly, the data may be stored, by the third party
application 226, as a search data file 225. The search
data file 225 effectively acts as a database of possible
search results for a specific application and may there-
fore be referred to as a search results database and/or
an application-specific search results database. An ex-
ample search data file 225 will now be described.
[0060] As noted above, the search data file 225 is pre-
pared in a predetermined format by the third party appli-
cation 226 associated with the data contained in the
search data file 225. That is, the search data file is pre-
pared by a third party application 226 according to one
or more predetermined format rules. The format rules
used by the third party application 226 are known to the
search application 221, thus allowing the search appli-
cation 221 to read and properly interpret the data con-
tained in the search data file 225.

[0061] The predetermined format rules allow for the
creation of an association between related data. For ex-
ample, the predetermined format rules may allow for the
creation of records. Each record may be comprised of
related information. For example, a record may have a
plurality of fields and the fields may include data that is
related.

[0062] In the example illustrated, the search data file
includes data in a table. In the example, all of the datais
illustrated using an X character, but it will be appreciated
that the data will differ. The rows 140a, 140b, 140c, 140d
of the table(s) are used to establish records. That is, all
data in a given row is associated with a different record.
Inthe example illustrated, the columns 142a, 142b, 142c,
142d, 144a, 144b, 144c are used to denote different
fields. That is, each column 142a, 142b, 142c, 142d,
144a, 144b, 144c represents information of a specific
type.

[0063] By way of example, if the search data file 225
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was associated with a web browser application, each row
may represent a separate browsing history entry. By way
of further example, a first column 142a might represent
auniform resource locator (URL), a second column 142b
might represent a date when the URL was last visited, a
third column 142¢c might represent a page title associated
with the URL, and a fourth column 142d might represent
atime of day when the URL was last visited. The columns
144a, 144b, 144c of the non-searchable data table 132
may represent metadata related to the browsing history
entries that may be used to allow the web browser ap-
plication to control how the search application 221 dis-
plays search results related to the web browser applica-
tion.

[0064] It will be appreciated that the role of the rows
and columns may be reversed in some example embod-
iments. That is, in some example embodiments, the rows
140a, 140b, 140c, 140d are used to indicate different
fields (i.e. data of different types) and the column 142a,
142b,142c, 142d, 1444, 144b, 144c are used to establish
records. For example, all data in a column may be asso-
ciated with a common record, but the differing rows may
indicate differing types of data (i.e. different fields).
[0065] In the example illustrated, the search data file
225 includes two separate portions and, more particular-
ly, two separate tables. A first portion of the search data
file 225 (which is referred to as a searchable data table
130 or afirst table) is configured to be searchable and a
second portion of the search data file 225 (which is re-
ferred to as a non-searchable data table 132 or a second
table) is configured such that it is not searchable. More
particularly, the search application 221 is configured to
search the first portion of the search data file 225 but not
the second portion of the file; the second portion of the
file is excluded from the search.

[0066] In the example illustrated, the portion of the
search data file 225 that is searched is referred to as a
searchable data table 130 and the portion that is not
searched is referred to as a non-searchable data table
132. While the search application 221 does not perform
a search of the non-searchable data table 132 when a
search query is received, the non-searchable data table
132is, nevertheless, used by the search application 221.
More particularly, the non-searchable data table 132 in-
cludes metadata regarding the data in the searchable
data table 130. This metadata is prepared by the third
party application 226 and is used by the search applica-
tion to determine the manner by which search results
obtained from the searchable data table 130 are to be
displayed. More particularly, the metadata may be used
for rendering, grouping or sorting of the search results.
[0067] Both portions of the search data file 225 (i.e.
the searchable portion and the unsearchable portion)
may be related to one another. More particularly, data of
the first table may be related with specific metadata in
the second table by row number or column number. For
example, in some example embodiments, the datain the
first row of the searchable data table 130 is related with
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the data in the second row of the non-searchable data
table 132. It will be appreciated that columns could be
used to establish this relationship in other example em-
bodiments.

[0068] The metadata of the non-searchable data table
132 may take different forms in different example em-
bodiments. By way of example, in some example em-
bodiments, the metadata may specify animage path. The
image path may be the path of an icon that is to be dis-
played when a search query matches a field of a partic-
ular record. By way of further example, in some example
embodiments, an unbound uniform resource identifier
(URI) may be specified in the metadata. The URI may
be used to invoke a given search result. That is, the URI
may be used to open the search result in the third party
application 226.

[0069] By way of further example, in at least some ex-
ample embodiments, the metadata may be used to group
or order search results. For example, metadata may as-
sign records to one of a plurality of different groups. Mul-
tiple records may, in some example embodiments, be
assigned to a common group. This group information
may be used by the search application 221 when ren-
dering search results. For example, in some example
embodiments, when multiple records of a common group
include content that corresponds to the search query,
those records may be displayed together in a common
group. Alternatively, in some example embodiments,
when multiple records of a common group include con-
tent that corresponds to the search query, only a single
one of those records may be displayed (e.g. the most
current one of the records may be displayed, but older
records of the same group may not be displayed).
[0070] Similarly, metadata may establish the relative
priority of records. When the search application 221 dis-
plays search results which identify a plurality of records,
the search results may be displayed in an order that is
determined by the metadata specifying the relative pri-
orities. Thus, while the search application 221 may
render the search results, the third party application 226
may control the manner by which those search results
are displayed.

[0071] Multiple third party application may be config-
ured to generate search data files 225 according to the
format defined above. The manner by which records are
defined and fields are defined and the manner by which
searchable data and non-searchable data are separated
may be the same for all such third party applications (i.e.
all third party applications that wish to be included in the
search results for the search application 221 may prepare
a search data file 225 using these same format rules).
Thatis, the search data files 225 generated by a plurality
of these third party applications may follow the same pre-
determined format rules, which are rules that are known
to the search application 221.

[0072] The predetermined format rules that are known
to the search application 221 may not specify the type of
searchable data in the search data file 225. That is, the
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search application 221, in at least some example em-
bodiments, does not know the nature of any of the infor-
mation in the searchable data table 130; it simply knows
the relationships between data in the table (i.e. whether
two pieces of data are of a common type or are related
in the sense that they belong to a common record). By
way of further clarification, the first column in the search-
able data table 130 for one search data file 225 (associ-
ated with a first third party application 226) may contain
different data than is contained in the first column of the
searchable data table 130 for another search data file
225 (e.g. associated with a second third party application
226). The third party applications are permitted to include
any data that they would like to be searchable within the
searchable data table 130 (subject, perhaps, to some
size constraints).

[0073] However, in at least some example embodi-
ments, the non-searchable data table 132 allows a limited
number of pre-determined types of metadata to be spec-
ified and, in at least some example embodiments, the
predetermined rules require that a particular type of
metadata be provided at a particular location of the non-
searchable data table 132. For example, a particular col-
umn (or row, as the case may be) may be used, for all
non-searchable data tables 132 in all search data files
225 to specify metadata of a particular type. By way of
example, in some example embodiments a first column
144a may be used to specify a location of an image, a
second column 144b may specify a URI that may be used
to invoke a search result, and a third column 144c may
be used to specify a relative priority of a record. Since
the non-searchable data is used to effectively pass com-
mands to the search application (e.g. to allow the third
party application to tell the search application 221 how
to group, sort and/or otherwise render search results for
the third party application), the search application 221
may be configured to treat data stored at a certain loca-
tion (e.g. in a particular column of the non-searchable
data table 132) of the non-searchable data table 130 as
a particular type of data.

[0074] Accordingly, the predetermined rules dis-
cussed above are used by the third party application 226
when creating the search data file 225 and are also used
by the search application 221 when interpreting the
search data files.

Search of Third Party Application Data

[0075] Referring now to FIG. 3, a flowchart of an ex-
ample method 600 for providing searching of data will
now be discussed. The example method 600 may be
performed by the electronic device 201 of FIG. 1 (and/or
by the example electronic device 201 of FIG. 5). More
particularly, the processor 240 of the electronic device
201 may be configured to perform the method 600. A
memory associated with the processor 240 may include
processor-executable instructions which, when execut-
ed, cause the processor 240 to perform the method 600
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of FIG. 3. In at least some example embodiments, these
processor-executable instructions are provided in one or
more of the software modules described above with ref-
erence to FIG. 1. For example, a third party application
226, asearch application 221 and/or an operating system
222 associated with the electronic device 201 may con-
figure the electronic device 201 to perform the method
600. Since a plurality of different software components
may cause the method 600 to be performed, the method
600 may be comprised of a plurality of sub-methods each
performed by a different software component.

[0076] For example, a portion 650 of the method 600
may be performed by the operating system 222. That is,
the operating system 222 may be configured to cause
the processor 240 to perform a portion 650 of the method
600. The portion 650 of the method 600 that is performed
by the operating system 222 may, itself, be considered
a method.

[0077] Similarly, a portion 652 of the method 600 may
be performed by the third party application 226. That is,
the third party application 226 may be configured to cause
the processor 240 to perform a portion 652 of the method
600. This portion 652 may also be considered a method.
[0078] Similarly, a portion 654 of the method 600 may
be performed by the search application 221. That is, the
search application 221 may be configured to cause the
processor 240 to perform a portion 654 of the method
600. This portion 654 may also be considered a method.
[0079] Thus, FIG. 3 describes a plurality of methods
that may be performed. A method is described that may
be provided by an operating system 222 (i.e. the portion
650 of the method 600), a method is described that may
be provided by a third party application 226 (i.e. the por-
tion 652 of the method 600), and a method is described
that may be provided by a search application 221 (i.e.
the portion 654 of the method). Additionally, a method
600 may be jointly performed by the operating system
222, the search application 221 and the third party ap-
plication 226, or by other software applications or mod-
ules.

[0080] At602,the operating system 222 configures ac-
cess rights for a search data file 225 (FIGs. 1 and 2)
associated with the third party application 226. The con-
figuration performed at 602 may, in some example em-
bodiments, be performed when the third party application
226 is installed on the electronic device 201. In other
example embodiments, the configuration performed at
602 may be performed when an application is first run.
That is, the first time an application is launched on the
electronic device 201, the configuration may be per-
formed.

[0081] In atleast some example embodiments, at 602,
specific access rights are assigned to a file and/or folder.
That s, access rights may be assigned, by the operating
system 222 to the search data file 225 and/or to the folder
(or other storage area) which contains (or which will even-
tually contain) the search data file 225. In at least some
example embodiments, these access rights prevent at
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least some other applications (apart from the third party
application) from accessing the search data file 225. In
some example embodiments, at 602, the search appli-
cation 221 is granted read-only privileges to the search
data file 225. Since the search data file 225 may not yet
exist, such read-only privileges may be granted to the
search application 221 by granting the search application
221 read-only access to the folder (or other storage area)
within which the search data file 225 will be stored. The
access rights to a folder may determine the accessrights
to the files contained within that folder. Read-only access
means that the search application 221 may read from
the search data file 225 but may not write to the file.
[0082] Insomeexample embodiments, at602, the third
party application 226 is granted read and write privileges
for the search data file 225. That is, the third party appli-
cation 226 is permitted to both read from the search data
file 225 and to write to the search data file 225. As noted
above, since the search data file 225 may not yet be
created when 602 is performed, these rights may be as-
signed to the folder (or other storage area) within which
the search data file 225 will be stored.

[0083] Insome example embodiments, at 602, the op-
erating system may configure the access rights to the
search data file 225 (and/or to the folder or other storage
areawhere itis to be stored) to prohibit other applications
(apart from the third party application 226 and the search
application 221) from reading from the search data file
225 and/or writing to the search data file 225. In at least
some example embodiments, all other applications
(apart from the third party application 226 and the search
application 221) are prohibited from reading from or writ-
ing to the search data file 225. That is, the search data
file 225 is configured so that it may be used by the search
application 221 and the third party application 226 but
may not be used by other applications. This allows the
third party application 226 to share data with the search
application without compromising the security of the data.
[0084] The search data file 225 is stored at a location
of memory of the electronic device 201 at which the
search application 221 is configured to scan for a search
data file 225. In at least some example embodiments,
the search data file 225 may be stored at a folder that
has a predetermined relative path. This relative path may
be the same for a plurality of third party applications, but
the absolute path may differ. That is, all applications that
are using a search data file 225 to pass data to the search
application 221 may store the data in a location that has
a common relative path. For example, it may be stored
at a common path relative to the main folder of the third
party application which stores it. For example, each ap-
plication may have its own main folder or storage location
which may be unique for the application. However, the
search data file 225 for each application may be stored
in a common location relative to that main folder; for ex-
ample, in a sharewith/search sub-folder named
search_data or named using another common name.
[0085] By using relative paths that are predetermined
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and that are common for a plurality of applications, the
operating system 222, the search application 221 and
the third party application 226 may be able to coordinate
in order to allow search data (i.e. the search data file 225)
to be shared with the search application 221, but not with
other applications. More particularly, since the location
at which the search data file 225 will be stored is predict-
able to the operating system 222, the operating system
222 may identify the proper location at which the search
data file 225 is stored (or will be stored) and may use this
information to grant access rights (at 602) in the manner
discussed above.

[0086] At604, the third party application 226 may store
data in the search data file 225. The search data file 225
may be prepared in the format described above with ref-
erence to FIG. 2 and may be stored in the location de-
scribed above (e.g. at a location having a predetermined
relative path). More particularly, the search data file 225
is prepared according to one or more predetermined for-
mat rules by the third party application 226. These pre-
determined format rules are recognized by the search
application 221 so that the data stored by the third party
application may be properly interpreted by the search
application.

[0087] As noted above, in some example embodi-
ments, the predetermined format rules allow a record
having a plurality of fields to be established within the
search data file. That is, the predetermined format rules
may allow the third party application 226 to create a link
between data which are related but which may be of dif-
ferent types. As noted in the discussion of FIG. 2 above,
in at least some example embodiments, the predeter-
mined format rules that are used by the third party appli-
cation 226 (to store data) and the search application 221
(to read data) utilize a table-based structure in order to
create relationships between data. That is, data may be
included in a table within the search data file 225. The
rows (or columns) of the table may be used to establish
records. For example, where rows are used to establish
records, all data in a given row may be associated with
a common record and different columns may denote dif-
ferent fields.

[0088] As also noted above in the discussion of FIG.
2, the predetermined rules may allow the third party ap-
plication 226 to store both searchable data (i.e. data that
will be searched by the search application 221) and non-
searchable data (i.e. data that will not be searched by
the search application 221). That is, a first portion of the
search data file 225 may be searchable, while a second
portion of the search data file 225 may be configured to
be excluded from a search. The second portion of the
search data file may store metadata regarding the first
portion of the search data file. The metadata may include
rendering and/or launching information which will be
used by the search application 221 when rendering
search results and/or when invoking a search result.
[0089] The searchable data may be any data that a
user may wish to search. More particularly, application
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data associated with the third party application 226 is
included in the searchable data. This application data is
data that is associated with a specific application. It may
be data that is generated within or by the third party ap-
plication 226 or that is otherwise input to the third party
application.

[0090] The predetermined format rules that are used
by the third party application 226 to store data (and used
by the search application 221 to read data) may allow
specific metadata to be associated with a specific record.
Thatis, an association may be provided between specific
metadata in the second portion of the search data file
(i.e. the non-searchable portion) and specific data in the
first portion of the search data file (i.e. the searchable
portion). For example, a location of an image that will be
displayed when a particular record matches a search
query may be provided. Other example types of metadata
are described with reference to FIG. 2.

[0091] Asnotedin the discussion of FIG. 2, the search-
able data and the non-searchable data may be stored in
separate tables. For example, in some example embod-
iments, at 604, searchable data (data that the third party
application 226 would like the search application 221 to
perform a search with) is stored in a searchable data
table 130 while non-searchable data (data that the third
party application 226 would not like the search applica-
tion 221 to perform a search with) may be stored in a
non-searchable datatable 132. The non-searchable data
table may, in at least some example embodiments, store
metadata of the type described above. In at least some
example embodiments, data of the searchable data table
130 may be related with metadata in the non-searchable
data table 132 by row number or by column number.
[0092] Thus, at 604, searchable data and, in at least
some example embodiments, non-searchable data
(such as metadata) may be stored according to the pre-
determined rules described above and, in at least some
example embodiments, in the format described above
with reference to FIG. 2.

[0093] The search data file 225 may be stored (at 604)
in a file that follows a naming convention and/or uses a
file extension that is known to the search application 221.
That is, all third party applications which generate a
search data file 225 may utilize a common naming con-
vention for the file and/or may use a common extension
for the file. As will be described below with reference to
608, such conventions may be useful for the search ap-
plication 221 to identify the search data file 225.

[0094] At606, a search query is received at the search
application 221. The search query may be received via
a user interface associated with the search application
221 and may rely on an input interface associated with
the electronic device 201 for input of the search query.
For example, a physical or virtual keyboard may be used
to input the search query.

[0095] As noted above, in some example embodi-
ments, as-you-type search queries may be supported.
That is, a search query may be considered to have been
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received after a character for the search query has been
input and/or after there has been a pause following the
input of a character. In some example embodiments, a
user may not need activate a search button (or a carriage
return) following input of the character(s) in order to per-
form the search. In other example embodiments, as-you-
type searching may not be supported and the search
query may be considered to be received only after a spe-
cificinstruction is received to initiate the search (e.g. after
the user has activated a search button).

[0096] After the search query is received, the search
application 221 performs one or more searches based
on the search query. More particularly, in at least some
example embodiments, at 608, after the search query is
received, the search application 221 identifies the search
data file associated with the third party application 226.
As noted above, in at least some example embodiments,
the search application 221 may (at 608) locate a folder
containing the search data file by utilizing a predeter-
mined relative path that is the same for a plurality of third
party applications. More particularly, as noted above,
each third party application which stores data in a search
data file 225 to pass information to the search application
221 may store that file using a common relative path.
Thatis, the relative path used by each application to store
the data may be the same, but the absolute path may
differ for different applications. The search application
221 is configured with information identifying the relative
path and may, at 608, use the relative path information
to identify the location at which the third party application
may store the search data file 225. This technique may
be used to identify a plurality of locations where a plurality
of third party applications may store their respective
search data files.

[0097] As also noted above, in some example embod-
iments, the search data file 225 may be stored (at 604)
in a file that follows a naming convention and/or uses a
file extension thatis known to the search application 221.
This naming convention information and/or file extension
information may also be used (at 608) by the search ap-
plication to identify the search data file 225 for a third
party application 226.

[0098] When a search data file 225 is located, the
search application 221 may search within the search data
file 225. More particularly, the search application 221
may search atleast a portion of the search data file using
the search query to identify information that matches the
search query.

[0099] Since the search data file 225 was stored prior
toreceiving the search query (i.e. prior to 606), the search
data file 225 may be searched (at 609) by the search
application 221. More particularly, the third party appli-
cation 226 need not be invoked in order to perform the
search. If the third party application 226 is not already
running, it may remain in a state in which it is not running.
That is, the search application 221 may perform the
search using the search data file without requiring assist-
ance from the third party application 226. The third party
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application may not run during the period of time between
when the search query is received (at 606) and the period
of time when search results are subsequently displayed
(which will be discussed below with reference to 614),
and yet search results may be generated based on ap-
plication data for that third party application.

[0100] The search application 221 is configured to use
the same predetermined format rules that were used to
create the search datafile 225 when searching the search
data file 225 and interpreting the results of the search.
For example, as noted above, the predetermined format
rules may define a searchable portion of the search data
file 225 (e.g. a searchable data table 130) and a non-
searchable portion of the search data file 225 (e.g. a non-
searchable data table 132). When performing the search
at 609, the search application 221 performs the search
on the searchable portion of the file, but excludes from
the search, the non-searchable portion of the file.
[0101] Thus, at 609, the search application 221 iden-
tifies one or more fields whose contents match the search
query. ltwill be appreciated that, in atleast some example
embodiments, for the contents to be considered to
"match" the search query, only a portion of the contents
of the field may be required to match a search query. By
way of example, if a search query is "hello" and a field
contains data including "hello how are you today", then
the contents of the field may be considered to match the
search query. It will be appreciated that special search
characters or commands may be used in some example
embodiments to influence the search algorithm (i.e. to
influence what may be considered a "match"). For exam-
ple, quotations may be used to search a phrase, binary
search commands (such as AND, &, OR) may be sup-
ported in some example embodiments, and wildcard
searching (e.g. using a * or other wildcard character) may
be supported in some example embodiments. Other spe-
cial search commands may also be used in some exam-
ple embodiments.

[0102] As noted in the discussion of FIG. 2 above, the
predetermined format rules that are used to create the
search data file 225 may allow an association between
related data to be created. For example, a single record
may be associated with multiple fields, each containing
information of a different type. Similarly, specific search-
able data may be associated with corresponding non-
searchable data (such as metadata).

[0103] Thus, in at least some example embodiments,
at 610 the predetermined format rules may be used to
identify associated information in the search data file.
The associated information is information that is related
to the information that matches the search query (i.e. the
information identified at 609). The associated information
may include information that does not, itself, match the
search query, but which is associated with information
that matches the search query. Similarly, the associated
information may include information that was not
searched sinceitwas included inthe non-searchable por-
tion of the search data file 225 (e.g. the non-searchable
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datatable 132), but whichis related to a record containing
information that matched the search query.

[0104] For example, in some example embodiments,
the information matching the search query (i.e. the infor-
mation identified at 609) is contained in a first field of a
record. In some such example embodiments, at 610, the
associated information may be another field of the same
record. Thatis, at 610 the search application may identify
a second field in the record that includes the first field.
The second field may not, itself, correspond to the search
query. However, the second field may be used when the
search results are displayed (which will be discussed be-
low with reference to 614). More particularly, a display
of the search results may include both the contents of
the first field and the contents of other fields of the same
record, such as the second field.

[0105] Similarly, in some example embodiments, the
associated information which is identified at 610 may in-
clude metadata provided in the non-searchable portion
of the search data file 225 (e.g. the non-searchable data
table 132). That is, at 610 the search application may
retrieve the specific metadata that is associated with the
information in the search data file 225 that matches the
search query (i.e. the information identified at 609). For
example, metadata associated with a record containing
a field that matched the search query may be identified.
[0106] At612,in atleastsome example embodiments,
the search application obtains search results from atleast
one other source. The at least one other source may
include other third party applications (e.g. by following
608, 609 and 610 to identify and extract data from the
search data file(s) 225 for the other application(s)). The
at least one other source may, in some example embod-
iments, include a service 227 (FIG. 1). The searching of
service data 228 associated with a service will be de-
scribed in greater detail below with reference to FIG. 4.
The at least one other source may, in some example
embodiments, include a service, application or data
stored at a different memory componentthan the memory
component used to store the third party application 226
and/or the search data file 225 for that third party appli-
cation 226. Forexample, in some example embodiments,
data on a memory module 230 (FIG. 1) may be searched.
As will be described in greater detail below with reference
to FIGs. 5 and 6, in some example embodiments, data
associated with a separate sandbox may be searched.

[0107] The at least one other source may also, in at
least some example embodiments, include application
names. That is, the search application 221 may also
search (at 612), the names of third party applications
installed on the electronic device 201 to determine wheth-
er any of the third party applications have a name that
matches the search query.

[0108] At614, the search application 221 generates a
display of search results. The display is generated based
on both the information matching the search query (i.e.
the information identified at 609) and the associated in-
formation (i.e. identified at 610). For example, as noted
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above, where a field of a record includes content that
matches the search query, then that field may be dis-
played. However, other fields associated with the same
record may also be displayed. In some example embod-
iments, the complete record may be displayed. An ex-
ample display 900 will be discussed below with reference
to FIG. 7. In the example of FIG. 6, a search query of
"Hockey" causes a third party application to be searched.
Three records are identified since each of those records
includes a field containing the search query. However,
other fields, such as a date field, are also displayed.
[0109] Other associated information that may be used
to generate the display may include metadata. The meta-
data is data that is included in a portion of the search
data file 225 that is not searchable. Thus, the term meta-
data as used herein refers to the unsearchable portion
of the search data file 225. The metadata is, in at least
some example embodiments, not directly displayed, but
it is used to generate the display.

[0110] The metadata that is used to generate the dis-
play may take different forms in different example em-
bodiments. By way of example, in some example em-
bodiments, the metadata may specify animage path. The
image path may be the path of an icon that is to be dis-
played when a search query matches a field of a partic-
ular record. In such cases, at 614, the search application
221 may retrieve the image and include the image along
with its associated search result.

[0111] By way of further example, in some example
embodiments, an unbound uniform resource identifier
(URI) may be specified in the metadata. The URI may
be used to invoke a given search result. That is, the URI
may be used to open the search result in the third party
application 226. In such example embodiments, the dis-
play may be generated so that a search result may be
activated using an input interface (such as a touchscreen
display) and the activation will cause the URI to be used
to invoke the search result. In at least some example
embodiments, if no URI is provided by the third party
application 226 and a search result is activated, then the
third party application associated with that search result
may beinvoked. An application switch may be used when
the third party application 226 is invoked which directs
the third party application 226 to open a specific record.
For example, a record identifier associated with the
search result which was activated may be used to inform
the third party application 226 of the record that is to be
opened.

[0112] By way of further example, in at least some ex-
ample embodiments, the metadata may be used to group
or order search results. For example, metadata may as-
sign records to one of a plurality of different groups. Mul-
tiple records may, in some example embodiments, be
assigned to a common group. This group information
may be used by the search application 221 to generate
the display. For example, in some example embodi-
ments, when multiple records of a common group include
content that corresponds to the search query, those
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records may be displayed together in a common group.
Alternatively, in some example embodiments, when mul-
tiple records of a common group include content that cor-
responds to the search query, only a single one of those
records may be displayed.

[0113] Similarly, metadata may establish the relative
priority of records. When the search application 221 dis-
plays search results which identify a plurality of records
associated with a single third party application 226, the
search results may be displayed in an order that is de-
termined by the metadata specifying the relative priori-
ties.

[0114] Since the search application 221 provides
searching, more than one data source is searched (as
was explained with reference to 609 and 612) and thus
the display may include the search results associated
with more than one data source. More particularly, as
noted above, the display may include the search results
obtained (at 609) from the search data file 225 and may
also include the search results that were obtained from
the other source(s) at 612.

Searching of Data Associated with a Service

[0115] Referring now to FIG. 4, a flowchart of a further
example method 700 for providing searching of data will
now be discussed. The example method 700 may be
performed by the electronic device 201 of FIG. 1 (or the
electronic device 201 of FIG. 5). More particularly, the
processor 240 of the electronic device 201 may be con-
figured to perform the method 700. A memory associated
with the processor 240 may include processor-executa-
ble instructions which, when executed, cause the proc-
essor 240 to perform the method 700 of FIG. 4. In atleast
some example embodiments, these processor-executa-
ble instructions are provided in one or more of the soft-
ware modules described above with reference to FIG. 1.
For example, a service 227, a search application 221
and/or an operating system 222 associated with the elec-
tronic device 201 may configure the electronic device
201 to perform the method 700. Since a plurality of dif-
ferent software components may cause the method 700
to be performed, the method 700 may be comprised of
a plurality of sub-methods each performed by a different
software component.

[0116] For example, a portion 750 of the method 700
may be performed by the service 227. Thatis, the service
227 may be configured to cause the processor 240 to
perform a portion 750 of the method 700. This portion
750 may also be considered a method.

[0117] Similarly, a portion 752 of the method 700 may
be performed by the search application 221. That is, the
search application 221 may be configured to cause the
processor 240 to perform a portion 752 of the method
700. This portion 752 may also be considered a method.
[0118] Thus, FIG. 4 describes a plurality of methods
that may be performed. A method is described that may
be provided by a service 227 (i.e. the portion 750 of the
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method 700), and a method is described that may be
provided by a search application 221 (i.e. the portion 752
of the method). Additionally, a method 700 may be jointly
performed by the search application 221 and the service
227, or by other software applications or modules.
[0119] As noted in the discussion of FIG. 1 above, a
service differs from an application in that the service 227
is generally configured to run as a background process
on the electronic device 201. More particularly, applica-
tions typically require some user input (such as selecting
an icon associated with the application from a home or
start page) in order to cause them to run on the electronic
device 201. When the application starts up, it is typically
accompanied by an associated graphical user interface
and the graphical user interface may remain active while
the application runs. In contrast, a service 227 may run
without a graphical user interface and/or may not require
user input in order to run. The service 227 may be auto-
matically initiated; for example, when the electronic de-
vice 201 first boots up.

[0120] Thus, at 702 the service 227 is run as a back-
ground process on the electronic device. This may be
performed automatically when the electronic device 201
is powered on and/or awakened from a locked or sleep
state. Since the service 227 is ordinarily running (e.g. as
a background process), services may provide search re-
sult data to a search application 221 in a manner that
differs from the manner by which a third party application
provides search results. As noted in the discussion of
FIG. 3, applications may specially prepare search data
before a search query is received by a search application
221 and the search application 221 may perform the
search of this data. In contrast, in some example embod-
iments, a service 227 may perform the searching of its
service data 228 after a search query is received.
[0121] More particularly, in the method 700 of FIG. 4,
the search query is received at the search application at
606. This feature is described in greater detail with ref-
erence to FIG. 3. The search query is received while the
service 227 is running as a background process on the
electronicdevice 201. Inresponse toreceiving the search
query, the search application provides (at 704) the search
query to the service 227. That is, the search query is, at
704, passed to the service 227 to allow the service 227
to perform a search based on the search query.

[0122] The service 227 performs the search based on
the search query (at 706) and provides the results to the
search application. These results are received at 708 at
the search application. Thus, in response to passing the
search query to the service, search results are received
from the service. These search results are formatted ac-
cording to predetermined rules which allow the search
application 221 to understand the nature of the search
results being provided. For example, the search results
may be provided using one or more of the predetermined
rules described above with reference to the search data
file 225 of FIG. 2. That is, the same rules that are used
to format the search data file 225 may be used by the
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service 227 to format the search results that it provides
to the search application 221.

[0123] For example, any of the metadata described
above with reference to FIG. 2 may be included with the
search results that are provided by the service 227 at
752. Accordingly, each search result that is provided by
the service 227 to the search application 221 may be
associated with specific metadata which may be used by
the search application when rendering search results.
For example, metadata may specify an image path (of
an image that is to be displayed with a search result), a
URI for invoking a particular search result, ordering data
which may be used by the search application to deter-
mine the relative ordering of the search results when they
are displayed, and/or grouping information which may be
used to group search results. Other types of metadata
may be included in atleast some example embodiments.
[0124] After the search results are received at the
search application (at 708), they are displayed by the
search application at 710. While the search application
performs the rendering of the search results, the service
227 may be permitted to influence or control the manner
by which the search results are displayed. For example,
as noted above, metadata thatis included with the search
results may be used for this purpose.

[0125] It will be appreciated that the display generated
at 710 may include the features of the display generated
at 614 of the method 600 of FIG. 3. For example, prior
to the display (at 710), the method 700 may include a
step of obtaining search results from other sources. Ex-
ample methods by which search results may be obtained
from other sources are described in greater detail above;
for example, with reference to 612 of FIG. 3. In such
example embodiments, the display generated at 614 may
include both the search results from the service 227 and
the search results from the at least one other source.
[0126] Furthermore, the features 704, 706, 708 of the
method 700 of FIG. 4 may be performed, in some exam-
ple embodiments, together with the features of the meth-
od 600 of FIG. 3 which allow for a search data file 225
associated with a third party application 226 to be
searched. For example, the features 704, 706, 708 of the
method 700 of FIG. 4 may be performed when obtaining
other search results from other sources at 612 of the
method 600 of FIG. 3.

Further Example Electronic Device

[0127] Referring now to FIG. 5, a block diagram of a
further example electronic device 201 is illustrated. The
electronic device 201 of FIG. 5 may include many fea-
tures of the electronic device 201 of FIG. 1, and the de-
scription of these features will not be repeated but like
reference numerals have been used to denote like com-
ponents.

[0128] The example electronic device of FIG. 5 utilizes
a sandboxing technique which allows for the separation
of data and/or applications into two or more separate
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operating environments.

[0129] In the electronic device 201 of FIG. 5, at least
some files and applications that access the files can be
classified according to a sandbox 250, 252. A sandbox
(also referred to herein as a workspace) can be defined
as a workspace, perimeter or environment, in which the
files and/or applications are restricted. The workspace
can be one of a plurality of partitions. Each workspace
is separate from each of the other workspaces such that
atightly-controlled set of resources for controlling entities
such as, but not limited to, data files, network connections
and hardware and running applications that access the
entities provides a security mechanism for separating the
launching and running of programs and entities in the
different workspaces. Rule sets can be implemented to
provide full control over what processes are started,
spawned (by other applications), allowed to access en-
tities such as, but not limited to, data files, network con-
nections, and hardware, or allowed to inject code into
other applications. Sandboxing provides a security sys-
tem where data is prevented from movement between
the different areas. More specifically, sandboxes 250,
252 (and other components, and software on the elec-
tronic device 201) may be configured such that data is
prevented from being moved between different sandbox-
es 250, 252.

[0130] The sandboxes 250, 252 generally allow the
electronic device 201 to be used in different operational
contexts while maintaining file security. For example, the
electronic device 201 may be used for both personal use
and also for business use in some example embodi-
ments. Business files and applications be kept separately
from personal files and application (e.g. business files
may be kept in a corporate sandbox and personal files
may be kept in a personal sandbox and the sandboxes
may be walled off from one another so that file transfers
between the sandboxes are prevented or controlled).
Thus, the sandboxes 250, 252 may be considered to be
secure and lockable file systems, in at least some exam-
ple embodiments.

[0131] Accordingly, in at least some example embod-
iments, there can be multiple modes or workspaces pro-
vided by the electronic device 201. An application running
in one sandbox 250, 252 can access entities such as,
but not limited to, data files, network connections, and
hardware in the sandbox 250, 252 in which it is running,
but can be restricted from accessing and operating on
entities such as, but not limited to, data files, network
connections, and hardware in another sandbox.

[0132] Forexample,the system may be partitioned into
two workspaces (as secure workspaces, i.e., sandboxes)
such as a corporate sandbox and a personal sandbox.
The data andfiles in the corporate sandbox can be strictly
separated from applications or programs running the per-
sonal sandbox. This secure separation provides a secu-
rity mechanism that allows a system to operate in the
numerous modes. The establishment of a secure sepa-
ration to provide a security mechanism that allows a sys-
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tem to operate in numerous modes is not limited to two
sandboxes and can be implemented for three or more
sandboxes.

[0133] In FIG. 5, the memory is illustrated as being
partitioned into a plurality of sandboxes 250, 252. In the
example embodiment illustrated, the memory is parti-
tioned into a first sandbox 250 and a second sandbox
252. Each sandbox 250, 252 may be associated with
separate data and/or applications. For example, in the
example illustrated, the first sandbox 250 is associated
with a first third party application 226a, which may be
associated with a first search data file 225a (which may
be of the type described with reference to FIG. 2) and
the second sandbox 252 is associated with a second
third party application 226b, which may be associated
with a second search data file 225b (which may also be
of the type described with reference to FIG. 2).

[0134] Similarly, in some example embodiments, one
or more services may be provided within a sandbox. For
example, afirst service 227a associated with first service
data 228a may be provided in a first sandbox 250 and a
second service 227b associated with second service da-
ta 228b may be provided in the second sandbox 252.
[0135] In atleast some example embodiments, one or
more highly trusted applications (or services) may act as
hybrid applications (or services). A hybrid application is
a trusted application that is capable of and permitted to
concurrently access files from more than one sandbox
250, 252. That is, the hybrid application is permitted to
access data from a plurality of sandboxes 250, 252 within
a single instance of the hybrid application. The ability to
access files from a plurality of sandboxes 250, 252 at the
same time may be provided to the hybrid application by
higher-level system components, such as a sandbox
management application or module (not shown) which
manages the sandboxes 250, 252 and administers a set
of access rules for the sandboxes. The sandbox man-
agement application or module may, for example, be pro-
vided by the operating system 222.

[0136] In at least some example embodiments, the
search application 221 is a hybrid application. That is,
the search application is configured to access data within
the first sandbox 250 and also data within the second
sandbox 252. For example, the hybrid search application
is configured to access a first search data file 225a from
a first sandbox 250 and to also access a second search
data file 225b from a second sandbox 252.

[0137] In atleast some example embodiments, one or
more of the sandboxes may be lockable (e.g. the first
sandbox 250 may be a work/corporate sandbox which is
lockable). That is, one or more of the sandboxes may be
locked so that applications and data associated with that
sandbox are notaccessible untilthe sandbox s unlocked.
Such locking may provide an additional level of security
to the electronic device 201. For example, an electronic
device 201 having corporate data stored within a corpo-
rate sandbox may be used by someone who is not au-
thorized to view or access the corporate data. More par-
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ticularly, the corporate sandbox could be locked and the
unauthorized person may be permitted to utilize the elec-
tronic device 201 while only a personal sandbox is un-
locked and available.

Search with Sandboxing

[0138] Referring now to FIG. 6, an example method
800 isillustrated. The method 800 may be used to provide
searching in an environment in which sandboxes of the
type described with reference to FIG. 5 are used.
[0139] The example method 800 may be performed by
the electronic device 201 of FIG. 5. More particularly, the
processor 240 of the electronic device 201 may be con-
figured to perform the method 800. More particularly, a
memory associated with the processor 240 may include
processor-executable instructions which, when execut-
ed, cause the processor 240 to perform the method 800
of FIG. 6. In at least some example embodiments, these
processor-executable instructions are provided in one or
more of the software modules described above with ref-
erence to FIG. 1 (and also illustrated in the electronic
device 201 of FIG. 5). For example, in at least some ex-
ample embodiments, the search application 221 may in-
clude instructions which configure the processor to per-
form the method 800 of FIG. 6.

[0140] At806, a search query is received at the search
application 221. The search query may be received in
the manner described above with reference to 606 of
FIG. 3. The search application is a hybrid application that
is configured to access data within a first sandbox and
data within a second sandbox. The first sandbox 250 is
lockable.

[0141] In response to receiving the search query, the
search application may (at 807), determine whether the
first sandbox 250 is locked.

[0142] Ifthe sandbox is locked, then search results as-
sociated with the first sandbox are not obtained. For ex-
ample, in example embodiments in which data associat-
ed with a third party application is being searched in the
manner described with reference to FIG. 3, then the
search is not performed on a first search data file 225a
(FIG. 5) which is associated with a first third party appli-
cation 226a that is associated with the first sandbox 250.
Similarly, the search may not be performed on service
data 228a associated with a service 227a on the first
sandbox 250. That s, either a search query is not passed
to the service 227a (in the manner described with refer-
enceto 704 of FIG. 4), orthe search query may be passed
but the service 227a does not return search results since
it determines that it is associated with a locked sandbox.
[0143] Instead, the method 800 may proceed to 812
where search results from another source are obtained
(for example, applications or services associated with
the second sandbox may be searched, assuming the
second sandboxis notin a locked state oris notlockable).
[0144] If, however, it is determined that the first sand-
box is not locked, then the method may proceed to 808
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where search results associated with the first sandbox
are obtained. For example, if the first sandbox is un-
locked, search results may be obtained from one or more
applications associated with the first sandbox 250. For
example, the steps 608, 609, and/or 610 of the method
600 of FIG. 3 may be used to identify a first search data
file 225a for a third party application 226a associated with
the first sandbox 250 and to extract search results asso-
ciated with the search query from the identified file.
[0145] Irrespective of whether the first sandbox is
locked, search results from the second sandbox 252 may
be obtained (at 812) (unless, for example, the second
sandbox is locked). For example, search results may be
obtained from a second search data file 225b prepared
by a second third party application 226b associated with
the second sandbox 252.

[0146] At 814, the search results are displayed. For
example, if the first sandbox was not locked and search
results were obtained from both the first sandbox and the
second sandbox, search results from the first sandbox
may be displayed together with search results from the
second sandbox. For example, search results that were
obtained from applications (such as the first third party
application 226a) associated with the first sandbox 250
are displayed together with search results for applica-
tions (such as the second third party application 226b)
associated with the second sandbox 252.

[0147] The display provided at 814 may include fea-
tures described above with reference to the display fea-
tures of the method 600 of FIG. 3 (which are described
with reference to 614) and/or the display features of the
method 700 of FIG. 4 (which are described with reference
to 710). Furthermore, the display may include the fea-
tures described below with reference to the example dis-
play 900 of FIG.7.

[0148] In some example embodiments, the display
generated at 814 may include one or more indicators to
distinguish search results associated with the first sand-
box 250 from search results associated with the second
sandbox 252. For example, a briefcase icon or an icon
of another type may be displayed adjacent to search re-
sults associated with a first sandbox 250 (which may be
a corporate sandbox) and another icon or no icon may
be displayed adjacent to search results associated with
the second sandbox 252.

[0149] In some example embodiments, an application
associated with the first sandbox 250 may have an equiv-
alent application operating within the second sandbox
252. For example, in some example embodiments, each
sandbox 250, 252 may have its own web browser. Each
of these applications may have their own data. For ex-
ample, a first third party application 226a and a second
third party application 226b may be equivalents (i.e. the
same application operating in different sandboxes), but
the first third party application 226a associated with the
first sandbox 250 and the second search data file 225b
have separate search data files 225a, 225b. Thus sep-
arate search results may be generated for each of these
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applications. However, in at least some example embod-
iments, the search application is configured to identify
such equivalent applications and to merge the search
results from equivalent applications (that may be asso-
ciated with separate sandboxes) when generating a dis-
play. Forexample, using the web browser example noted
above, a single web browser set of search results 902
(FIG. 7) may be displayed which lists the results from
both web browsers together but the display may include
one or more indicators 905 (FIG. 7) to identify the source
of the data (i.e. whether the search results is associated
with the first sandbox 250 or the second sandbox 252).

Example Display

[0150] An example display 900 will now be described
with reference to FIG. 7. The example display 900 (or a
variant thereof) may be generated and/or displayed dur-
ing any one or more of the "display search results" step(s)
614, 710, 814 of FIGs. 3, 4 and 6.

[0151] Thedisplay 900 mayinclude a search inputfield
906, which is a text input field in which a search query
may be input. In the example, the search query is "Hock-
ey."

[0152] The display 900 may include search results as-
sociated with a plurality of applications, services, and/or
files. For example, the display 900 includes application
name search results 904. The application name search
results 904 section lists applications associated with the
electronic device 201 having a name that matches the
search query. These applications may, in some example
embodiments be associated with a plurality of sandboxes
250, 252. In some such example embodiments, an indi-
cator 905 may be used to indicate the sandbox which is
associated with the application.

[0153] Inthe example, web browser search results 902
are included. The web browser search results 902 illus-
trate an example of how search results may be displayed
when equivalent applications are provided on the device.
More particularly, equivalent applications may be provid-
ed within multiple sandboxes (e.g. a web browser may
be provided on both a first sandbox and a second sand-
box). As noted in the discussion of FIG. 6 above, in such
example embodiments, the search application may
merge the search results from these equivalent applica-
tions, but may include an indicator 905 of the source of
a search result.

[0154] It will be appreciated that similar techniques
may be used to distinguish between search results as-
sociated with different memory components. For exam-
ple, search results for data stored on a removable mem-
ory module may be merged with search results from data
store on internal memory. In some such example em-
bodiments, an indicator may be used to identify whether
a particular search result is associated with removable
memory or internal memory.

[0155] The display 900 includes a service search re-
sults 910 section. The service search results 910 section
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displays search results associated with a service 227. In
the example, the service is an email service and the
search results are emails. These search results may, in
at least some example embodiments, be obtained in the
manner described above with reference to FIG. 4.
[0156] The display 900 further includes a third party
application search results 912 section. This section pro-
vides search results that are associated with a third party
application. These search results may, in at least some
example embodiments, be obtained in the manner de-
scribed above with reference to FIG. 3.

[0157] As noted in the discussion of FIG. 3 above, the
third party application search results 912 section may
include information from a field which matches the search
and may also include information from other related
fields. For example, a date field is included even though
the date does not correspond with the search query.
[0158] Metadata may be used to group and/or order
the search results in the third party application search
results 912 section. For example, in the example illus-
trated metadata may specify that the hockey games that
already have enough players (i.e. are "filled") are to be
grouped together. This grouping, established by the third
party application associated with the search results over-
rides other default ordering that might appear to be oth-
erwise natural. For example, the grouping provided in
the metadata may take precedence over alphabetical or
chronological ordering.

[0159] While the present application is primarily de-
scribed in terms of methods, a person of ordinary skill in
the art will understand that the present application is also
directed to various apparatus such as an electronic de-
vice 201 including a mobile communications device. The
electronic device 201 includes components for perform-
ing at least some of the aspects and features of the de-
scribed methods, which may be by way of hardware com-
ponents (such as the memory 244 and/or the processor
240), software or any combination of the two, or in any
other manner. Moreover, an article of manufacture for
use with the apparatus, such as a pre-recorded storage
device or other similar computer readable storage medi-
um including program instructions recorded thereon, or
a computer data signal carrying computer readable pro-
gram instructions may direct an apparatus to facilitate
the practice of the described methods. For example, a
compute readable storage medium may include compu-
ter executable instructions for performing one or more of
the methods described herein. It is understood that such
apparatus and articles of manufacture also come within
the scope of the present application.

[0160] Theterm "computerreadable medium"or"com-
puter readable storage medium" as used herein means
any medium which can store instructions for use by or
execution by a computer or other computing device in-
cluding but not limited to, a portable computer diskette,
a hard disk drive (HDD), a random access memory
(RAM), a read-only memory (ROM), an erasable pro-
grammable-read-only memory (EPROM) or flash mem-
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ory, an optical disc such as a Compact Disc (CD), Digital
Versatile Disc (DVD) or Blu-ray™ Disc, and a solid state
storage device (e.g., NAND flash or synchronous dynam-
ic RAM (SDRAM)).

[0161] Example embodiments of the present applica-
tion are not limited to any particular operating system,
system architecture, mobile device architecture, server
architecture, or computer programming language.
[0162] The various example embodiments presented
above are merely examples. Variations of the innovations
described herein will be apparent to persons of ordinary
skill in the art, such variations being within the intended
scope of the present application. In particular, features
from one or more of the above-described example em-
bodiments may be selected to create alternative example
embodiments including a sub-combination of features
which may not be explicitly described above. In addition,
features from one or more of the above-described exam-
ple embodiments may be selected and combined to cre-
ate alternative example embodiments including a com-
bination of features which may not be explicitly described
above. Features suitable for such combinations and sub-
combinations would be readily apparent to persons
skilled in the art upon review of the present application
as a whole. The subject matter described herein and in
the recited claims intends to cover and embrace all suit-
able changes in technology.

Claims

1. A processor-implemented method carried out on a
mobile electronic device (201) using a search appli-
cation (227), for searching data stored on the mobile
electronic device (201), the mobile electronic device
(201) having thereon a plurality of third party appli-
cations including a first third party application and
wherein the third party applications include commu-
nication applications such as instant messaging ap-
plications, mapping applications, or other applica-
tions, each third party application having a search
data file associated therewith and prepared by a re-
spective third party application (226) according to
predetermined format rules, whereby each search
data file (225) has a predetermined format known to
the search application (227), the method comprising:

receiving a search query at the search applica-
tion;

identifying a search data file (225) associated
with the first third party application (226), the
search data file (225) being stored at a memory
of the mobile electronic device (201);
searching at least a portion of the search data
file using the search query to identify information
that matches the search query;

using the predetermined format rules to identify
associated information in the same record as
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the information that matches the search query;
obtaining search results of the said search query
from at least one other source, the one other
source including search data files associated
with third party applications on the mobile elec-
tronic device other than the first third party ap-
plication; and

displaying search results based on the informa-
tion matching the said search query and the as-
sociated information, the display including the
search results from the atleast one other source.

The method of claim 1, wherein the predetermined
format rules allow a record having a plurality of fields
to be established within the search data file (225),
and wherein the information matching the search
query is contained in a first field of the record, and
wherein identifying associated information compris-
es identifying a second field in the record that in-
cludes the first field, and wherein the second field
does not, itself, correspond to the search query and
wherein the display includes both the contents of the
first field and the contents of the second field.

The method of claim 2, wherein the predetermined
format rules includes data in a table and wherein
rows of the table are used to establish records, such
that all data in a given row is associated with a com-
mon record and different columns denote different
fields.

The method of any one of claims 1 to 3, wherein
searching at least a portion of the search data file
(225) comprises performing a search on a first por-
tion of the search data file which is configured to be
searchable and excluding, fromthe search, a second
portion of the search data file which includes the
metadata regarding the first portion of the search
data file, and wherein the associated information is
the metadata.

The method of claim 4, wherein the search data file
(225) includes an association between specific
metadata in the second portion of the search data
file and specific data in the first portion of the search
data file and wherein identifying the associated in-
formation in the search data file comprises retrieving
the specific metadata that is associated with the in-
formation in the search data file that matches the
search query.

The method of any one of claims 4 or 5, wherein the
first portion of the search data file (225) is a first table
(130) and the second portion of the search data file
is a second table (132) and wherein data of the first
table is related with metadata in the second table by
row number or column number.
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The method of any one of claims 4 to 6, wherein
displaying (900) of search results based on both the
information matching the search query and the as-
sociated information comprises:

ordering the information matching the search
query based on the metadata.

The method of any one of claims 1 to 7, wherein the
third party application (226) is not running on the
electronic device during the period of time between
when the search query is received and the search
results are displayed.

The method of any one of claims 1 to 8, wherein the
at least one other source is a search data file asso-
ciated with another third party application.

The method of any one of claims 1 to 9, wherein the
third party application (226) has read and write priv-
ileges for the search data file and wherein the search
application (221) has read-only privileges from the
search data file and wherein other applications do
not have read or write privileges for the search data
file.

The method of any one of claims 1 to 10, wherein
identifying the search data file comprises:

locating a folder containing the search data file
(225) by utilizing a predetermined relative path,
the predetermined relative path being a relative
locator that is the same for a plurality of third
party applications.

The method of any one of claims 1 to 11, wherein
the at least one other source is a service (227) run-
ning as a background process on the electronic de-
vice (201) at the time that the search query is re-
ceived, the method further comprising, after receiv-
ing the search query:

passing the search query to the service; and

in response to passing the search query to the
service, receiving search results from the serv-
ice.

The method of any one of claims 1 to 12, wherein
the search application (221) is a hybrid application
that is configured to access data within a first sand-
box (250) and data within a second sandbox (252),
each of the first sandbox (250) and the second sand-
box (252) comprising a environment, separate from
the other, for applications and/or data and being
stored in a respective partition in a memory of the
mobile electronic device (201), and wherein the third
party application is associated with the first sandbox,
the first sandbox being lockable, the method further
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comprising:
determining that the first sandbox is not locked.

The method of claim 13, wherein the at least one
other source is associated with the second sandbox
(252) and wherein the display includes search re-
sults associated with the first sandbox, search re-
sults associated with the second sandbox, and one
or more indicators to distinguish search results as-
sociated with the first sandbox from search results
associated with the second sandbox.

An electronic device (201) comprising:

a memory storing a search data file associated
with a third party application, the search data file
being prepared according to predetermined for-
mat rules by the third party application

a processor (240) in communication with the
memory, and configured to perform the method
of any one of claims 1 to 14.

Patentanspriiche

1.

Prozessorimplementiertes Verfahren, ausgefiihrt
auf einem mobilen elektronischen Gerat (201) unter
Verwendung einer Suchanwendung (227), zum Su-
chen von Daten, die auf dem mobilen elektronischen
Gerat (201) gespeichert sind, wobei das mobile elek-
tronische Gerét (201) mehrere Anwendungen Drrit-
ter, darunter eine Anwendung erster Dritter, darauf
aufweist, und wobei die Anwendungen Dritter Kom-
munikationsanwendungen beinhalten, wie etwa
Sofortnachrichtendienstanwendungen, Kartenan-
wendungen oder andere Anwendungen, wobei jede
Anwendung Dritter eine Suchdatendatei aufweist,
die damit assoziiert ist und durch eine jeweilige An-
wendung Dritter (226) gemal vorgegebenen For-
matregeln vorbereitet ist, wobei jede Suchdatenda-
tei (225) ein vorgegebenes Format aufweist, das der
Suchanwendung (227) bekannt ist, das Verfahren
umfassend:

Empfangen einer Suchabfrage an der Suchan-
wendung;

Identifizieren einer Suchdatendatei (225), die
mit der ersten Anwendung Dritter (226) assozi-
iertist, wobei die Suchdatendatei (225) in einem
Speicher des mobilen elektronischen Gerats
(201) gespeichert ist;

Suchen von zumindest einem Abschnitt der
Suchdatendatei unter Verwendung der Suchab-
frage zum Identifizieren von Information, die mit
der Suchabfrage Ubereinstimmt;

Verwenden der vorgegebenen Formatregeln
zum lIdentifizieren von assoziierter Information
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im selben Datensatz wie die Information, die mit
der Suchabfrage tUbereinstimmt;

Erhalten von Suchergebnissen der Suchabfra-
ge von zumindest einer anderen Quelle, wobei
die andere Quelle Suchdatendateien enthélt,
die mit Anwendungen Dritter auf dem mobilen
elektronischen Gerat assoziiert sind, welche an-
dere als die Anwendung erster Dritter sind; und
Anzeigen von Suchergebnissen basierend auf
der Information, die mit der Suchabfrage lber-
einstimmt, und der assoziierten Information, wo-
bei die Anzeige die Suchergebnisse von der zu-
mindest einen anderen Quelle beinhaltet.

Verfahren nach Anspruch 1, wobei die vorgegebe-
nen Formatregeln einen Datensatz mit mehreren
Feldern ermdglichen, die innerhalb der Suchdaten-
datei (225) eingerichtet werden sollen, und wobei
die Information, die mit der Suchabfrage lberein-
stimmt, in einem ersten Feld des Datensatzes ent-
halten ist, und wobei das |dentifizieren von assozi-
ierter Information das Identifizieren eines zweiten
Felds im Datensatz beinhaltet, welches das erste
Feld beinhaltet, und wobei das zweite Feld selbst
nicht der Suchabfrage entspricht, und wobei die An-
zeige sowohl die Inhalte des ersten Felds als auch
die Inhalte des zweiten Felds enthalt.

Verfahren nach Anspruch 2, wobei die vorgegebe-
nen Formatregeln Daten in einer Tabelle enthalten,
und wobei Zeilen der Tabelle zum Erstellen von Da-
tensatzen benutzt werden, sodass alle Datenin einer
gegebenen Zeile mit einem gemeinsamen Daten-
satz assoziiert werden und verschiedene Spalten
verschiedene Felder bezeichnen.

Verfahren nach einem der Anspriiche 1 bis 3, wobei
das Suchen von zumindest einem Abschnitt der
Suchdatendatei (225) das Ausfiihren einer Suche
auf einen ersten Abschnitt der Suchdatendatei, der
dazu konfiguriert ist, suchbar zu sein, und das Aus-
schlielRen eines zweiten Abschnitts der Suchdaten-
datei aus der Suche umfasst, der die Metadaten be-
ziglich des ersten Abschnitts der Suchdatendatei
enthalt, und wobei die assoziierte Information die
Metadaten sind.

Verfahren nach Anspruch 4, wobei die Suchdaten-
datei (225) eine Assoziation zwischen spezifischen
Metadaten im zweiten Abschnitt der Suchdatendatei
und spezifischen Daten im ersten Abschnitt der
Suchdatendatei enthalt, und wobei das ldentifizieren
der assoziierten Information in der Suchdatendatei
das Abrufen der spezifischen Metadaten umfasst,
die mit der Information in der Suchdatendatei asso-
Ziiert sind, die mit der Suchabfrage Ubereinstimmt.

Verfahren nach einem der Anspriiche 4 oder 5, wo-
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bei der erste Abschnitt der Suchdatendatei (225) ei-
ne erste Tabelle (130) ist und der zweite Abschnitt
der Suchdatendatei eine zweite Tabelle (132) ist,
und wobei Daten der ersten Tabelle mit Metadaten
in der zweiten Tabelle durch Zeilenzahl oder Spal-
tenzahl in Beziehung stehen.

verfahren nach einem der Anspriiche 4 bis 6, wobei
das Anzeigen (900) von Suchergebnissen basierend
sowohl auf der Information, die mit der Suchabfrage
Ubereinstimmt, als auch auf der assoziierten Infor-
mation umfasst:

Ordnen der Information, die mit der Suchabfra-
ge ubereinstimmt, basierend auf den Metada-
ten.

Verfahren nach einem der Anspriiche 1 bis 7, wobei
die Anwendung Dritter (226) wahrend des Zeitraums
zwischen dem Empfang der Suchabfrage und dem
Anzeigen der Suchergebnisse nicht auf dem elek-
tronischen Gerat lauft.

Verfahren nach einem der Anspriiche 1 bis 8, wobei
die zumindest eine andere Quelle eine Suchdaten-
datei ist, die mit einer anderen Anwendung Dritter
assoziiert ist.

Verfahren nach einem der Anspriiche 1 bis 9, wobei
die Anwendung Dritter (226) Lese- und Schreibpri-
vilegien fur die Suchdatendatei aufweist, und wobei
die Suchanwendung (221) Nur-Lese-Privilegien fir
die Suchdatendatei aufweist, und wobei andere An-
wendungen keine Lese- oder Schreibprivilegien flr
die Suchdatendatei aufweisen.

Verfahren nach einemder Anspriiche 1 bis 10, wobei
das ldentifizieren der Suchdatendatei umfasst:

Lokalisieren eines Verzeichnisses, das die
Suchdatendatei (225) enthalt, durch Nutzen ei-
nes vorgegebenen relativen Pfads, wobei der
vorgegebene relative Pfad ein relativer Lokali-
sierer ist, der derselbe fir mehrere Anwendun-
gen Dritter ist.

Verfahren nach einemder Anspriiche 1 bis 11, wobei
die zumindest eine andere Quelle ein Dienst (227)
ist, der als Hintergrundprozess auf dem elektroni-
schen Gerat (201) zu der Zeit lauft, zu der die Such-
abfrage empfangen wird, das Verfahren ferner um-
fassend, nach dem Empfangen der Suchabfrage:

Leiten der Suchabfrage zum Dienst; und

in Reaktion auf das Leiten der Suchabfrage zum
Dienst, Empfangen von Suchergebnissen vom
Dienst.
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Verfahren nach einem der Anspriiche 1 bis 12, wobei
die Suchanwendung (221) eine hybride Anwendung
ist, die zum Zugreifen auf Daten innerhalb eines ers-
ten Sandkastens (250) und Daten innerhalb eines
zweiten Sandkastens (252) konfiguriert ist, wobei je-
der des ersten Sandkastens (250) und des zweiten
Sandkastens (252) eine Umgebung, separat von der
anderen, fir Anwendungen und/oder Daten umfasst
und in einer jeweiligen Partition in einem Speicher
des mobilen elektronischen Gerats (201) gespei-
chert ist, und wobei die Anwendung Dritter mit dem
ersten Sandkasten assoziiert ist, wobei der erste
Sandkasten sperrbar ist, das Verfahren ferner um-
fassend:

Bestimmen, dass der erste Sandkasten nicht
gesperrt ist.

Verfahren nach Anspruch 13, wobei die zumindest
eine andere Quelle mit dem zweiten Sandkasten
(252) assoziiert ist, und wobei die Anzeige Sucher-
gebnisse, die mit dem ersten Sandkasten assoziiert
sind, Suchergebnisse, die mit dem zweiten Sand-
kasten assoziiert sind, und einen oder mehr Indika-
toren zum Unterscheiden von Suchergebnissen, die
mit dem ersten Sandkasten assoziiert sind, von Su-
chergebnissen, die mit dem zweiten Sandkasten as-
soziiert sind, beinhaltet.

Elektronisches Gerat (201), umfassend:

einen Speicher, der eine Suchdatendatei spei-
chert, die mit einer Anwendung Dritter assoziiert
ist, wobei die Suchdatendatei gemaR vorgege-
benen Formatregeln durch die Anwendung Drit-
ter vorbereitet ist,

einen Prozessor (240) in Kommunikation mit
dem Speicher und konfiguriert zum Ausfiihren
des Verfahrens nach einem der Anspriiche 1 bis
14.

Revendications

Procédé mis en oeuvre sur processeur et exécuté
sur un dispositif électronique mobile (201) a l'aide
d’'une application de recherche (227), destiné a re-
chercherdes données stockées sur le dispositif élec-
tronique mobile (201), le dispositif électronique mo-
bile (201) comportant une pluralité d’applications
tierces incluant une premiéere application tierce, et
dans lequel les applications tierces comprennent
des applications de communication telles que des
applications de messagerie instantanée, des appli-
cations de cartographie ou d’autres applications,
chaque application tierce étant associé un fichier de
données de recherche qui est préparé par une ap-
plication tierce respective (226) conformément a des
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regles de formatage prédéterminées, de sorte que
chaque fichier de données de recherche (225) pré-
sente un format prédéterminé connu de I'application
de recherche (227), le procédé comprenant les éta-
pes consistant a :

recevoir une requéte de recherche au niveau de
I'application de recherche ;

identifier un fichier de données de recherche
(225) associé a la premiére application tierce
(226), le fichier de données de recherche (225)
étant stocké dans une mémoire du dispositif
électronique mobile (201) ;

effectuer une recherche dans au moins une par-
tie du fichier de données de recherche a l'aide
de la requéte de recherche afin d’identifier des
informations qui correspondent a la requéte de
recherche ;

utiliser les regles de formatage prédéterminées
afin d’identifier des informations associées dans
le méme enregistrement que les informations
qui correspondent a la requéte de recherche ;
obtenir des résultats de recherche de ladite re-
quéte de recherche en provenance d’au moins
une autre source, ladite autre source compor-
tant des fichiers de données de recherche as-
sociés a des applications tierces sur le dispositif
électronique mobile, qui sont autres que la pre-
miere application tierce ; et

afficher des résultats de recherche ayant pour
base desinformations correspondanta ladite re-
quéte de recherche et aux informations asso-
ciées, I'affichage comportant les résultats de re-
cherche provenant de ladite au moins une autre
source.

Procédé selon la revendication 1, dans lequel les
regles de formatage prédéterminées permettent
d’établir un enregistrement comportant une pluralité
de champs dans le fichier de données de recherche
(225), etdans lequel les informations correspondant
a la requéte de recherche sont contenues dans un
premier champ de I'enregistrement, et dans lequel
l'identification d’informations associées consiste a
identifier dans I'’enregistrent un deuxieme champ qui
comporte le premier champ, etdanslequel le deuxie-
me champ ne correspond pas lui-méme a la requéte
de recherche et dans lequel I'affichage comporte a
la fois le contenu du premier champ et le contenu du
deuxiéme champ.

Procédé selon la revendication 2, dans lequel les
regles de formatage prédéterminées comportent
des données contenues dans une table et dans le-
quel des lignes de la table sont utilisées pour établir
des enregistrements de fagon que toutes les don-
nées d’'une ligne donnée soient associées a un en-
registrement commun et que des colonnes différen-
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tes désignent des champs différents.

Procédé selon 'une quelconque des revendications
1 a 3, dans lequel la recherche effectuée dans au
moins une partie du fichier de données de recherche
(225) consiste a effectuer une recherche surune pre-
miére partie du fichier de données de recherche qui
est configurée de fagon a ce qu’une recherche puis-
se y étre effectuée et a exclure de la recherche une
deuxiéme partie du fichier de données de recherche
qui comporte les métadonnées concernant la pre-
miére partie du fichier de données de recherche, et
dans lequel les informations associées sont les mé-
tadonnées.

Procédé selon la revendication 4, dans lequel le fi-
chier de données de recherche (225) comporte une
association entre des métadonnées spécifiques
contenues dansla deuxiéme partie du fichier de don-
nées de recherche et des données spécifiques con-
tenues dans la premiére partie du fichier de données
de recherche et dans lequel I'identification des infor-
mations associées dans le fichier de données de re-
cherche consiste a extraire les métadonnées spéci-
figues qui sont associées aux informations conte-
nues dans le fichier de données de recherche qui
correspond a la requéte de recherche.

Procédé selon 'une quelconque des revendications
4 ou 5, dans lequel la premiére partie du fichier de
données de recherche (225) est une premiéere table
(130) et la deuxieéme partie du fichier de données de
recherche est une deuxieme table (132), et dans le-
quel les données de la premiére table sont liées a
des métadonnées contenues dans la deuxiéme ta-
ble parunnuméro de ligne ou un numéro de colonne.

Procédé selon 'une quelconque des revendications
4 a 6, dans lequel I'affichage (900) de résultats de
recherche qui sont fondés a la fois sur les informa-
tions correspondant a la requéte de recherche et sur
les informations associées consiste a : ordonner les
informations correspondant a la requéte de recher-
che sur la base des métadonnées.

Procédé selon 'une quelconque des revendications
1 a7, dans lequel I'application tierce (226) ne s’exé-
cute pas sur le dispositif électronique pendant la pé-
riode de temps comprise entre l'instant ou la requéte
de recherche est regue et I'instant ou les résultats
de recherche sont affichés.

Procédé selon 'une quelconque des revendications
1 a 8, dans lequel ladite au moins une autre source
est un fichier de données de recherche associé a
une autre application tierce.

10. Procédé selon I'une quelconque des revendications
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129, dans lequel I'application tierce (226) posséde
des privileges de lecture et d’écriture sur le fichier
de données de recherche etdans lequel I'application
de recherche (221) possede des privileges de lec-
ture seule sur le fichier de données de recherche et
dans lequel d’autres applications ne possédent pas
de privilege de lecture ou d’écriture sur le fichier de
données de recherche.

Procédé selon I'une quelconque des revendications
1 a 10, dans lequel 'identification du fichier de don-
nées de recherche consiste a :

localiser un dossier contenant le fichier de don-
nées de recherche (225) en utilisant un chemin
d’acces relatif prédéterminé, le chemin d’acces
relatif prédéterminé étant un localisateur relatif
qui estle méme pour une pluralité d’applications
tierces.

Procédé selon I'une quelconque des revendications
1211, dans lequel ladite au moins une autre source
est un service (227) s’exécutant sous la forme d’'un
processus d’arriére-plan sur le dispositif électroni-
que (201) au moment ou la requéte de recherche
estregue, le procédé comprenant en outre, aprés la
réception de la requéte de recherche, les étapes
consistant a :

retransmettre la requéte de recherche au
service ; et

enréponse ala retransmission de la requéte de
recherche au service, la réception de résultats
de recherche en provenance du service.

Procédé selon I'une quelconque des revendications
1 a 12, dans lequel I'application de recherche (221)
est une application hybride qui est configurée pour
accéder a des données al'intérieur d’'un premier bac
a sable (250) et a des données a l'intérieur d’'un
deuxiéme bac a sable (252), chacun du premier bac
a sable (250) et du deuxiéme bac a sable (252) com-
prenant un environnement distinct de I'autre, destiné
ades applications et/ou a des données et étant stoc-
ké dans une partition respective d'une mémoire du
dispositif électronique mobile (201), et dans lequel
I'application tierce est associée au premier bac a sa-
ble, le premier bac a sable étant verrouillable, e pro-
cédé comprenant en outre I'étape consistant a :

déterminer que le premier bac a sable n’est pas
verrouillé.

Procédé selon larevendication 13, dans lequel ladite
au moins une autre source est associée au deuxie-
me bac a sable (252) et dans lequel I'affichage com-
porte des résultats de recherche associés au pre-
mier bac a sable, des résultats de recherche asso-
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ciés au deuxieme bac a sable, et un ou plusieurs
indicateurs permettant de distinguer des résultats de
recherche associés au premier bac a sable des ré-
sultats de recherche associés au deuxieme bac a
sable.

15. Dispositif électronique (201) comprenant :

une mémoire stockant un fichier de données de
recherche associé a une application tierce, le
fichier de données de recherche étant préparé
conformément a des régles de formatage pré-
déterminées par 'application tierce,

un processeur (240) en communication avec la
mémoire et configuré pour mettre en oeuvre le
procédé selon I'une quelconque des revendica-
tions 1 a 14.
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