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HIGH INTEGRITY DATA PROPAGATION IN A BRAIDED RING
CROSS REFERENCE TO RELATED APPLICATIONS

This application is related to and claims the
benefit of the filing date of US Provisional Application
No. 60/523,892, filed on November 19, 2003, and US
Provisional Application No. 60/523,865, filed on
November 19, 2003, both of which are incorporated herein

by reference.

This application is related to the following
applications filed on even date herewith, all of which

are hereby incorporated herein by reference:

United States patent application serial number
/ (attorney docket number H0005059), entitled
“UNSYNCHRONOUS MODE BROTHER'S KEEPER BUS GUARDIAN FOR A

RING NETWORKS.”

United States patent application serial number
_/ (attorney docket number H0009280), entitled
“CLIQUE AGGREGATION IN TDMA NETWORKS.”

United States patent application serial number
/ (attorney docket number H0009281), entitled
“SYNCHRONOUS MODE BROTHER'S KEEPER BUS GUARDIAN FOR A
TDMA BASED NETWORK.”

United States patent application serial number
_/___ (attorney docket number H0009283), entitled
“DIRECTIONAL INTEGRITY ENFORCEMENT IN A BI-DIRECTIONAL
BRAIDED RING NETWORK.”
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United States patent application serial number
_/ (attorney docket number H0005061), entitled
“MESSAGE ERROR VERIFICATION USING CHECKING WITH HIDDEN
DATA” and which is also referred to here as the

“HO0005061 Application.”

TECHNICAL FIELD

The following description relates to
communication systems in general and to distributed,

fault-tolerant communication systems in particular.

BACKGROUND

Distributed, fault-tolerant communication
systems are used, for example, in applications where a
failure could possibly result in injury or death to one
or more persons. Such applications are referred to here
as "safety-critical applications.” One example of a
safety-critical application is in a system that is used
to monitor and manage sensors and actuators included in

an airplane or other aerospace vehicle.

One architecture that is commonly considered
for use in such safety-critical applications is the .
Time-Triggered Architecture (TTA) . In a TTA system,
multiple nodes communicate with one another over two
replicated high-speed communication channels using, for
example, the Time Triggered Protocol/C (TTP/C) or the
FLEXRAY protocol. In some embodiments, at least one of
the nodes in such a TTA system is coupled to one or more
sensors and/or actuators over two replicated, low-speed
serial communication channels using, for example, the

Time Triggered Protocol/A (TTP/A).
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In one copfiguration of such a TTA system,
various nodes communicate with one another over two,
replicated communication channels, each of which is
implemented using a star topology. In such a
configuration, each channel includes an independent,
centralized bus guardian. Each such centralized bus
guardian represents a single point of failure for the
respective channel. In another configuration of a TTA
system is implemented using a linear bus topology in
which various nodes communicate with one another over
two, replicated communication channels and where each
node includes a separate, independent bus guardian for
each communicafion channel to which that node is
coupled. 1In other words, where two communication
channels are used, each node includes two independent
bus guardians. Providing multiple independent bus
guardians within each node, however, may not be suitable
for some applications (for example, due to the increased
cost associated with providing multiple bus guardians

within each node).

SUMMARY

In one embodiment, a node comprises an
interface to communicatively couple the node to a
channel.  The channel communicatively couples the node
to a first neighbor node and a first neighbor's neighbor
node in a first direction. When the node relays relayed
data along the channel, the node compares data received
from the first neighbor node with data received from the
first neighbor's neighbor node. The relayed data
comprises: at least one of: the data received from the

first neighbor node and the data received from the first
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neighbor's neighbor node; and information indicative of

the results of the comparison.

In another embodiment, a network comprises a
plurality of nodes that are communicatively coupled to
one another over a channel. The channel communicatively
couples each node to a first neighbor node and a first
neighbor's neighbor node in a first direction. When
each node relays relayed data along the channel, that
node compares data received from the first neighbor node
of that node with data received from the first
neighbor's neighbor node of that node. The relayed data
comprises: at least one of: the data received from
the first neighbo; node and the data received from the
first neighbor's neighbor node; and information

indicative of the results of the comparison.

Another embodiment comprises a method of
communicating in a network comprising a plurality of
nodes that are communicatively coupled to one another
over a channel. The method comprises comparing data
received at a node from a first neighbor node of the
node via the channel with data received at the node from
a first neighbor'é neighbor node of the node via the
channel. The method further comprises relaying relayed
data along the channel. The relayed data comprises: at
least one of: the data received from the first neighbor
node and the data received from the first neighbor's
neighbor node and information indicative of the results

of the comparison.

In another embodiment, a node comprises an
interface to communicatively couple the node to a
channel. The channel communicatively couples the node

to a plurality of receive-from nodes from which the node
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receives data on the channel. When the node relays
relayed data along the channel, the node compares data
received from a first one of the plurality of receive-
from nodes to data received from a second one of the
plurality of receive-from nodes. The relayed data
comprises: at least one of: the data received from the
first one of the plurality of receive-from nodes and the
data received from the second one of the plurality of
receive-from nodes, and information indicative of the

results of the compariscn.

The details of one or more embodiments of the
claimed invention are set forth in the accompanying
drawings and the description below. Other features and
advantages will become apparent from the description,

the drawings, and the claims.

DRAWINGS

FIG. 1 is a block diagram of one embodiment of

a communication network.

FIG. 2 1s flow diagram of one embodiment of a

method of transmitting data in the network of FIG. 1.

FIG. 3A is flow:diagram of an embodiment of a

method of relaying data in the network of FIG. 1.

FIG. 3B is flow diagram of an embodiment of a

method of relaying data in the network of FIG. 1.

FIGS. 4A-4B are flow diagrams of an embodiment
of a method of relaying data in the network of FIG. 1.

FIG. 5 is a block diagram illustrating logical

components of a node that are used to implement, in one
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methods and shown in FIGS. 3 and 4A-4B.

FIG. 6 is block diagram illustrating one
example of a babbling idiot fault occurring in the
network of FIG. 1 while such nodes are operating in a

synchronized mode.

FIGS. 7TA-7B are flow diagrams of one
embodiment of a method of communicating in the network

of FIG. 1 while operating in an unsynchronized mode.

FIG. 8 illustrates an exemplary scenario in

which two cliques form in the network of FIG. 1.

FIG. 9 is flow diagram of one embodiment of a

method of resolving cliques in a network of FIG. 1.

FIG. 10 is a block diagram illustrating one
example of the operation of the method of FIG. 9 using
an a priori ordering of the nodes of the network of FIG.

1.

FIG. 11 is a block diagram of one embodiment
of a node that is suitable for implementing each node of

the network shown in FIG. 1.

FIG. 12 is a flow diagram of one embodiment of
a method of detecting directional integrity in the

network of FIG. 1.

FIG. 13 is a flow diagram of one embodiment of
a method of reconstituting integrity in the network of

FIG. 1.

FIG. 14 is a flow diagram of one embodiment of
a method of reconstituting integrity in the network of

FIG. 1.
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Like reference numbers and designations in the

various drawings indicate like elements.

DETAILED DESCRIPTION

FIG. 1 is a block diagram of one embodiment of
a communication network 100. Communication network 100
includes multiple nodes 102. Each node 102 of the
network 100 is communicatively coupled to at least one
channel 106. For a given direction in which data flows
in the channel 106, the channel 106 communicatively
directly couples (that is, with only one hop) egch node
102 to at least two other nodes 102 from which that node
102 receives data (also referred to here as “receivef
from nodes”) and to at least two other nodés 102 to
which that node 102 transmits data (also referred to
here as the “transmit-to nodes”). In one embodiment,
one of the received-from nodes 102 is designated as a
“primary” receive-from node 102 and the other receive-
from nodes 102 are designated as “secondary” receive-
from nodes 102. When a node 102 “relays” data on a
channel 106 in a given direction, that node 102 receives
data from the primary receive-from node 102 for that
channel 106 and direction and forwards the receive data
onto each of the transmit-to nodes designated for that
node 102 for that channel 106 and direction. Data
received by a node from the secondary receive-from nodes
102 is used for the various comparison operations
described below and/or is relayed in the event that
suitable data is not received from the primary receive-
from node. When a given node 102 “transmits” data (that
is, when the given node 102 is the source of data
communicated on the network 100) along a channel 106 in

a given direction, that node 102 transmits the data to
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each of the transmit-to nodes 102 designated for that
node 102 for that channel 102 and direction.

In the particular embodiment shown in FIG. 1,
the nodes 102 are arranged in a ring 104 having a
"braided ring" topology in which the nodes 102
communicate with one another over multiple communication
channels 106. 1In the particular embodiment shown in
FIG. 1, eight nodes 102 communicate with one another
over two replicated communication channels 106. In
other embodiments, a different number and/or type of
nodes 102 and/or channels 106 and/or a different network

topology are used.

Embodiments of network 100 are implemented
using various media access schemes. For example, the
embodiment shown in FIG. 1 is described here as being
implemented using time division multiple access (TDMA)
media access scheme (for example, the media access
scheme implemented in the TTP/C or FLEXRAY protocols).
In other embodiments, other media access schemes are

used.

The eight nodes 102 shown in FIG 1 are also
individually labeled in FIG. 1 with the letters A
through H and are referred to here individually as "node
A," "node B," and so forth. As used herein, a "neighbor
node" (or just "neighbor") is a node that is immediately
next to a given node 102 in the ring 104. Each node 102
has two "neighbor nodes 102, one in the clockwise
direction (also referred to here as the "clockwise
neighbor node" or "clockwise neighbor") and one in the
counter~clockwise direction (also referred to here as
the "counter-clockwise neighbor node" or "counter-

clockwise neighbor"). For example, the neighbor nodes
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102 for node A are node H in the clockwise direction and

node B in the counter-clockwise direction.

In addition, as used herein, a "neighbor's
neighbor node" (or just "neighbor's neighbor") for a
given node 102 is the neighbor node 102 of the neighbor
node 102 of the given node 102. Each node 102 has two
neighbor's neighbor nodes 102, one in the clockwise
direction (also referred to here as the "clockwise
neighbor's neighbor node" or "clockwise neighbor's
neighbor") and one in the counter-clockwise direction
(also referred to here as the "counter—clockwise
neighbor's neighbor node" or "counter—clockwise‘
neighbor's neighbor"). For example, the two neighbor's
neighbor nodes for node A are node G in the clockwise

direction and node C in the counter-clockwise direction.

The two communication channels 106 are
individually labeled in FIG. 1 (and are also referred to
here) as "channel 0" and "channel 1" respectively. 1In
the embodiment shown in FIG. 1, each of the channels 106
is formed using multiple point-to-point, unidirectional
serial links 108. Channel 0 interconnects the node 102
in the clockwise direction around the ring 104 and
channel 1 interconnects fhe nodes 102 in the counter-
clockwise direction around the ring 104. In other
embodiments, other types of links are used. For exampie,
in one such other embodiment, bidirectional links are
used and the devices, systems, and techniques described
here are performed for each direction in which

communications occur.

As used here, when a link 108 is described as
being connected "from" a first node 102 "to" a second

node 102, the link 108 provides a communication path for
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the first node 102 to send data to the second node 102
over the link 108. That is, the direction of that
unidirectional link 108 is from the first node 102 to

the second node 102.

A link 108 is connected from each node 102 to
that node's clockwise neighbor node 102. A link 108 is
also connected from each node 102 to that node's
clockwise neighbor's neighbor node 102. For example, a
link 108 is connected from node A to node H and a link
108 is connected from node A to node G. These clockwise
links 108 make up channel 0 and are shown in FIG. 1

using solid lines.

A link 108 is connected from each node 102 to
that node's counter-clockwise neighbor node 102. A link
108 is also connected from each node 102 to that node's
counter-clockwise neighbor's neighbor node 102. For
example, a link 108 is connected from node A to node B
and a link 108 is connected from node A to node C. These
counter-clockwise links 108 make up channel 1 and are

shown in FIG. 1 using dashed lines.

The links 108 that connect a given node 102 to
that node's respective clockwise and counter-clockwise
neighbor nodes are also referred to here as "direct”
links 108. The links 108 that connect a given node 102
to that node's respective clockwise and counter-
clockwise ‘neighbor's neighbors are referred to here as

"skip" links 108.

In the particular embodiment shown in FIG. 1,
for channel 0, the receive-from nodes for each node 102
are that node’s counter-clockwise neighbor and counter-
clockwise neighbor’s neighbor and the transmit-to nodes

for each node 102 are that node’s clockwise neighbor and
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clockwise neighbor’s neighbor. In the embodiments
described herein, the primary receive-from node is
node’s counter-clockwise neighbor (though in other
embodiments, the primary receive-from node is the node’s
counter-clockwise neighbor’s neighboxr). In the
particular embodiment shown in FIG. 1, for channel 1,
the receive-from nodes for each node 102 are that node’s
clockwise neighbor and clockwise neighbor’s neighbor and
the transmit-to nodes for each node 102 are that node’s
counter-clockwise neighbor and counter-clockwise
neighbor’s neighbor. In the embodiments described
herein, the primary receive-from node is node’s

clockwise neighbor.

In the particular embodiment shown in FIG. 1,
the network 100 is implemented as a peer-to-peer network
in which each transmission is intended to be received by
each node 102 of the network 100. In other embodiments,
each transmission is intended for a particular
destination node. Moreover, in the embodiments
described here, data are communicated in the network 100
in the form of frames of data though it is to be
understood thaf, in other embodiments, other units of

data are communicated over the network 100.

In the embodiment described here in connection
with FIGS. 1-5, the nodes 102 in the network 100 operate
in at least two modes -- an unsynchronized mode and a
synchronized mode. When operating in a synchronized
mode, the nodes 102 are synchronized to a global time
base and transmit in accordance with a TDMA media access
scheme. With such a TDMA media access scheme, a
schedule is used to determine when the nodes 102 in the
network 100 transmit during a given schedule period or

round. During a given schedule period, various nodes
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102 in the network 100 are assigned a respective time
slot in which to transmit. In other words, for any
given time slot, the node 102 assigned to that time slot
is allowed to transmit during that time slot (also
referred to here as the "scheduled node™ 102). 1In this
embodiment, the scheduled node performs the processing
described below in connection with FIG. 2. The other
nodes 102 in the network 100 perform the relay
processing described below in connection with FIGS. 3A-

3B and 4A-4B.

When the nodes 102 are operating in an
unsynchronized mode, the nodes 102 have not yet
synchronized to a global time base and are not yet
transmitting in accordance with a TDMA schedule. FIGS.
7A-7B illustrate at least a portion of the processing
performed, in one embodiment, by the nodes 102 of the

network 100 while operating in an unsynchronized mode.

FIG. 2 is flow diagram of one embodiment of a
method 200 of transmitting data in the network 100 of
FIG. 1. The embodiment of method 200 shown in FIG. 2 is
described here as being implemented in the embodiment
described here in connection with FIGS. 1-5. Method 200
is performed by a node 102 that is operating in a
synchronized mode in accordance with a TDMA schedule.
Each node 102, in such an embodiment, performs the
processing of method 200 when that node 102 is the
scheduled node 102 (that is, when the current time slot
is assigned to that node 102 by the TDMA schedule). 1In
the context of FIG. 2, the node 102 that is performing
the processing of method 200 is referred to here as the
"current” node 102. In one embodiment, at least a
portion of the functionality described here as being

performed by the current node 102 is implemented in a
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controller included in the node 102. Other embodiments

of method 200 are implemented in other ways.

The current node 102 performs the processing
of method 200 when the current node 102 determines that
that node 102, in accordance with the TDMA schedule, is
allowed to transmit on the network 100 (block 202).
Each node 102 in the network 100 maintains information
necessary to make such a determination. In the
embodiment of FIGS. 1-5, such information includes
information related to the TDMA schedule and the global

time base to which the nodes 102 are synchronized.

When the current node 102 is allowed to
transmit and the node 102 has data to transmit (checked
in block 204), the current node 102 transmits a frame of
data, along channel 0, to the current node's clockwise
neighbor and clockwise neighbor's neighbor (block 206)
and, along channel 1, to the current node's counter-
clockwise neighbor and counter-clockwise neighbor's
neighbor (block 208). The current node 102 transmits
the frame to the current node's clockwise and counter-
clockwise neighbors using the respective direct links
108. The current node 102 transmits the frame to the
current node's clockwise and counter-clockwise
neighbor's neighbors using the respective skip links
108. 1In one implementation of such an embodiment, the
current node 102 includes a first transceiver that
transmits the frame on channel 0 to the current node's
clockwise neighbor and clockwise neighbor's neighbor and
a second transceiver that transmits the frame on channel
1 to the current node's counter-clockwise neighbor and

counter-clockwise neighbor's neighbor.
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FIG. 3A is flow diagram of one embodiment of a
method 300 of relaying data in the network 100 of FIG.
1. When a node “rélays” data, the node 102 receives
data from one or more receive-from nodes and forwards
the received data onto the one or more transmit-to
nodes. That is, when a node 102 is relaying data, the
node 102 is not the source of the data that the node 102
is forwarding onto other nodes. The embodiment of
method 300 shown in FIG. 3A is described here as being
implemented in the braided-ring embodiment described
here in connection with FIGS. 1-5. 1In other
embodiments, method 300 is implemented using other
network topoiogies. One example of an alternative
network topology in which method 300 can be implemented
is a network topology that comprises two “simplex” ring
channels. 1In one implementation of such a simplex ring
network, the network uses a topology similar to the one
shown in FIG. 1 except that there are no skip links that
communicatively couple each node to its clockwise and

counter-clockwise neighbor’s neighbors.

Method 300 is performed by a node 102 that is
operating in a synchronized mode)in accordance with a
TDMA schedule. FEach node 102, in such an embodiment,
performs the processing of method 300 when one of that
node's neighbors is the scheduled node 102 for the
current time slot. In the context of FIG. 3A, the node
102 performing the processing of method 300 is referred
to here as the "current” node 102. In one embodiment,
at least a portion]of the functionality described here
as being performed by the current node 102 is
implemented in a controller included in the node 102.

Other embodiments of method 300 are implemented in other

ways.
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The current node 102 performs the processing
of method 300 when the current node 102 determines that
one of the neighbors of the current node 102 is
scheduled to transmit during the current time slot
(checked in block 302). Such a neighbor is also
referred to here in thé context of FIG. 3A as the
"scheduled neighbor." 1In the embodiment of FIGS. 1-5,
the current node 102 makes this determination based on
information including the TDMA schedule and the global

time base to which the nodes 102 are synchronized.

When the current node 102 determines that one
of its neighbors is‘the scheduled node for the current
time slot, the current node 102 only relays frames
sourced from the scheduled neighbor that are received by
the current node 102 from the scheduled neighbor via the
direct link 108 that couples the scheduled neighbor to
the current node 102. That is, if the current node 102
receives a frame that is sourced from a node 102 other
than the scheduled neighbor, the current node 102 does

not relay that frame.

When the current node 102 start receliving a
frame from the scheduled neighbor (checked in block
304), the current node 102 checks if the transmission
complies with one or more policies that are implemented
in the network 100. In the particular embodimént shown
in FIG. 3A, the current node 102 checks if the
transmission complies with a temporal policy that
specifies, for example, a particular window in which a
transmission must start (checked in block 306). In one
implementation of such an embodiment where the TTP/C or
FLEXRAY protocol is supported, the current node 102
checks if the transmission complies with the temporal

transmission requirements of the supported protocol. 1In
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the embodiment shown in FIG. 3A, if the transmission
fails to comply with the temporal policy (for example,
where a slightly-off-specification (SOS) fault occurs),
the current node 102 does not relay the current frame
(block 308). In an alternative embodiment (illustrated
using dotted lines in FIG. 3A), 1f the transmission
fails to comply with the temporal policy, the current
node 102 relays the current frame along with the
information (for example, an appended or shared
integrity field) indicating that the transmission has
failed to comply with the temporal policy (block 309).
In another embodiment {(not shown), if the transmission
fails to comply with a first aspect of the temporal
policy, the current node 102 does not relay the
transmission and if the transmission fails to comply
with a different aspect of the temporal policy (while
complying with the first aspect), the current node 102
relays the current frame along with information
indicating that the transmission has failed to comply

with that aspect of the policy.

If the transmission complies with the temporal
policy, the current node 102 checks if the transmission
complies with one or more other policies (block 310).
For example, in one embodiment, the current node 102
checks if the transmission gomplies with one or more
semantic policies (for example, policies implementing
semantic protocol state filtering). In another
embodiment, where each frame includes a cyclic
redundancy check (CRC) field that is calculated based on
the contents of the frame, the current node 102 checks
the CRC field to determine if any errors have been
introduced into the frame in the course of transmitting

the frame from the scheduled node to the current node
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102. Another example of such a policy is an encoding
layer enforcement policy. In another example, a frame-
length policy is used and the current node 102 checks
the length of the current frame (in such an example,
failures to comply with the frame-length policy would,
for example, be processed as described in connection

with block 309 of FIG. 3A).

If the transmission fails to comply with one
or more of the other policies, the current node 102 does
not relay the transmission (block 308). In an
alternative embodiment (shown in FIG. 3A using dashed
lines), the current node 102 relays the current frame
aldng with the information (for eXample, an appended or
shared integrity field) indicating that the transmission
has failed to comply with one or more policies (block
309). In another embodiment (not shown), 1if the
transmission fails to comply with a first policy, the
current node 102 does not relay the transmission and if
the transmission fails to comply with a different policy
(while complying with the first policy), the current
node 102 relays the current frame along with information .
indicating that the transmission has failed to comply

with the latter policy.

Otherwise, if the transmission complies with
all the policies, the current node 102 relays the
current frame to the current node's next neighbor and
next neighbor's neighbor along the channel from which
the current frame is being received (block 312). For
example, where the scheduled node is node A and the
current node is node B, the current node relays the
current frame to node C (node B's next neighbor along
channel 1) and to node D (node B's next neighbor's

neighbor along channel 1).
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In other embodiments, the current node 102
checks if the transmission complies with other policies
instead of or in addition to the ones described above.
For example, in one such other embodiment, the current
node 102 checks the directional integrity of the
transmission by the scheduled node (for example, in the
manner described below in connection with FIG. 12) and
appends to the frame a field indicating whether the

frame was transmitted with directional integrity.

FIG. 3B is flow diagram of another embodiment
of a method 350 of relaying data in the network 100 of
FIG. 1. The embodiment of method 350 shown in FIG. 3B
is described here as being implemented in the braided-
ring embodiment described here in connection with FIGS.
1-5. in other embodiments, method 350 is implemented
using other network topologies. One example of an
alternative network topology in which method 350 can be
implemented is a network topology that comprises two
“simplex” ring channels. In one implementation of such
a simplex ring network, the network uses a topology
similar to the one shown in FIG. 1 except that there are
no skip links that communicatively couple each node to
its clockwise and counter-clockwise neighbor’s

neighbors.

Method 350 is performed by a node 102 that is
operating in a synchronized mode in accordance with a
TDMA schedule. Each node 102, in such an embodiment,
performs the processing of method 350 when one of that
node's neighbors is the scheduled node 102 for the
current time slot. In the context of FIG. 3B, the node
102 performing the processing of method 350 is referred
to here as the "current” node 102. In one embodiment,

at least a portion of the functionality described here
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as being performed by the current node 102 is
implemented in a controller included in the node 102.
Other embodiments of method 350 are implemented in other

ways.

The current node 102 performs the processing
of method 350 when‘the current node 102 determines that
one of the neighbors of the current node 102 is
scheduled to transmit during the current time slot
(checked in block 352). Such a neighbor is also
referred to here in the context of FIG. 3B as the
"scheduled neighbor." In the embodiment of FIGS. 1-5,
the current node 102 makes this determination based on
information including the TDMA schedule and the global

time base to which the nodes 102 are synchronized.

In method 350 (as in method 300 of FIG. 3A),
when the current node 102 determines that one of its
neighbors is the scheduled node for the current time
slot, the current node 102 only relays frames sourced
from the scheduled neighbor that are received by the
current node 102 from the scheduled neighbor via the
direct link 108 that couples the scheduled neighbor to
the current hode 102. That is, if the current node 102
receives a frame that is sourced from a node 102 other
than the scheduled neighbor, the current node 102 does
not relay that frame. However, unlink in method 300 of.
FIG. 3A, in method 350 of FIG. 3B, the current node 102
does not perform the “bus guardian” processing

associated with blocks 308-310.

When the current node 102 start receiving a
frame from the scheduled neighbor (checked in block
354), the current node 102 relays the received frame to

the current node's next neighbor and next neighbor's
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neighbor along the channel from which that frame is
being received (block 356). For example, where the
scheduled node is node A and the current node is node B,
the current node relays the frame received from node A
to node C (node B's next neighbor along channel 1) and
to node D (node B's next neighbor's neighbor along

channel 1).

FIGS. 4A-4B are flow diagrams of one
embodiment of a method 400 of relaying data in the
network 100 of FIG. 1. The embodiment of method 400
shown in FIGS. 4A-4B is described here as being
implemented in the embodiment described here in
connection with FIGS. 1-5. Method 400 is performed by a
node 102 that is operating in a synchronized mode in
accordance with a TDMA schedule. Each node 102, in such
an embodiment, performs the processing of method 400
when that node 102 is not scheduled to transmit during
the current time slot and neither of that node's
neighbors are scheduled to transmit during the current
time slot. In the context of FIGS. 4A-4B, the node 102
performing the proceésing of method 400 is referred to
here as the "current" node 102. In one embodiment, at
least a portion of the functionality described here as
being performed by the current node 102 is implemented
in a controller included in the node 102. Other

embodiments of method 400 are implemented in other ways.

The current node 102 performs the processing
of method 400 when the current node 102 is not scheduled
to transmit during the current time slot and neither of
the current node's neighbors are scheduled to transmit
during the current time slot (checked in block 402 of
FIG. 4A). In the embodiment of FIGS. 1-5, the current

node 102 makes this determination based on information
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including the TDMA schedule and the global time base to

which the nodes 102 are synchronized.

When the current node 102 determines that the
current node 102 is not scheduled to transmit during the
current time slot and neither of the current node's
neighbors are scheduled to transmit during the current
time slot and the current node 102 starts to receive a
frame from the current node's counter-clockwise neighbor
on channel 0 (checked in block 404), the current node
102 compares the frame being received from the current
node's counter-clockwise neighbor on channel 0 to any
frame that is being received from the current node's
counter-clockwise neighbor's neighbor on channel O
{(block 406). In the embodiment shown in FIG. 4, a bit-
by-bit comparison is performed. Moreover, as described
below in connection FIG. 5, because the frames will
likely be received at the current node 102 at slightly
different times, de-skew functionality is used to de-
skew the received frames. The current node 102 relays
the frame that is being received from the current node's
counter-clockwise neighbor on channel 0 to the current
node's clockwise neighbor and clockwise neighbor's
neighbor along the channel 0 (block 408). After the
current frame has been relayed and the comparison is
complete, the current node 102 relays information
indicative of the results of the comparison in or after
the frame received from the current node's counter-
clockwise neighbor (block 410). The current node 102
relays the information indicative of the results of the
comparison to the current node's clockwise neighbor and
clockwise neighbor's neighbor along the channel 0. In
one embodiment, the information indicative of the

results of the comparison comprises a one-bit, appended
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integrity field that the current node 102 appends to the
frame received from the current node's counter-clockwise
neighbor. In another embodiment, a shared integrity
field is included at the end of each frame. In such an
embodiment, the current node 102 sets the shared
integrity field to a "negative" value (for example, a
value of "0") if the comparison indicates fhat the two
frames are not identical and, otherwise, does not alter
the shared integrity field if the comparison indicates

that the two frames are identical.

If the current node 102 does not receive a
frame from the current node's counter-clockwise neighbor
on channel 0 (for example, after a predetermined time-
out period has elapsed) but starts to receive a frame
from the current node's counter-clockwise neighbor's
neighbor on channel 0 {(checked in block 412), the
current node 102 relays the frame that is being received
from the current node's counter-clockwise neighbor's
neighbor on to the current node's clockwise neighbor and
clockwise neighbor's neighbor along ﬁhe channel 0. (block
414). After that frame has been relayed, the current
node 102 relays.in or after that frame information
indicating that there was a "mismatch" at the current
node 102 for channel 0 (block 416). The current node
102 relays this information to the current node's
clockwise heighbor and clockwise neighbor's neighbor
along the channel 0. Because no frame was received from
the counter-clockwise neighbor of the current node 102,
it is not the case that a frame received from the
counter-clockwise neighbor is identical to the frame
received from the counter-clockwise neighbor's neighbor

of the current node 102.
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If the current node 102 does not receive a
frame from the current node's counter-clockwise neighbor
on channel 0 or from the current node's counter-
clockwise neighbor's neighbor on channel 0, the current
node 102 does not relay any data along channel 0 for the

current time slot (block 418).

The current node 102 performs the same
processing for frames received from channel 1. When the
current node 102 determines that the current node 102 is
not scheduled to transmit during the current time slot
and neither of the current node's neighbors are
scheduled to transmit during the current time slot and
the current node 102 starts to receive a frame from the
current node's clockwise neighbor on channel 1 (checked
in block 420 of FIG. 4B), the current node 102 compares
the frame being received from the current node's
clockwise neighbor on channel 1 to any frame that is
being received from the current node}s clockwise
neighbor's neighbor on channel 1 (block 422). In the
embodiment shown in FIG. 4, a bit-by-bit comparison is
performed. Moreover, because the frames will likely be
received at the current node 102 at slightly different
times, de-skew functionality is used to de-skew the
received frames. The current node 102 relays the frame
that is being received from the current node's clockwise
neighbor on channel 1 to the current node's counter-
clockwise neighbor and counter-clockwise neighbor's
neighbor along the channel 1 (block 424). After the
current frame has been relayed and the comparison is
complete, the current node 102 relays information
indicative of the results of the comparison in or after
the frame received from the current node's clockwise

neighbor (block 426). The current node 102 relays the
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information indicative of the results of the comparison
to the current node's counter-clockwise neighbor and
counter-clockwise neighbor's neighbor along the channel
1. 1In one embodiment, an appended integrity field is
used. In another embodiment, a shared integrity field

is used.

If the current node 102 does not receive a
frame from the current node's clockwise neighbor on-
channel 1 (for example, after a predetermined time-out
period has elapsed) but starts to receive a frame from
the current node's clockwise neighbor's neighbor on
channel 1 (checked in block 428), the current node 102
relays the frame that is being received from the current
node's clockwise neighbor's neighbor on to the current
node's counter-clockwise neighbor and counter-clockwise
neighbor's neighbor along the channel 1 (block 430).
After that frame has been relayed, the current node 102'
relays in or after that frame information indicating
that there was a "mismatch" \at the current node 102 for
channel 1 (block 432). Thelcurrent node 102 relays this
information to the current node's counter-clockwise
neighbor and counter-clockwise neighbor's neighbor along
the channel 1. Because no frame was received from the
clockwise neighbor of the current node 102, it is not
the case that a frame received from the clockwise
neighbor is identical to the frame received from the

clockwise neighbor's neighbor of the current node 102.

If the current node 102 does not receive a
frame from the current node's clockwise neighbor on
channel 1 or from the current node's clockwise
neighbor's neighbor on channel 1, the current node 102
does not relay any data along channel 1 for the current

time slot (block 434).
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In one example, the current node 102 is node A
and node E is the node that is scheduled to transmit
during the current time slot. In such an example, node
A receives a frame from node B (node A's counter-
clockwise neighbor) via the respective direct link 108
of channel 0 and compares this frame to any frame node A
receives from node C (node A's counter—clockwise
neighbor's neighbor) via the respective skip link 108 of
channel 0. Node A relays the frame that is being
received from node B and the information indicative of
the results of the comparison to node H (node A's next
neighbor along channel 0) and to node G (node A's next
neighbor's neighbor along channel 0). In such an
example, node A also receives a frame from node H (node
A's clockwise neighbor) via the respective direct link
108 of channel 1 and compares this frame to any frame
node A receives from node G (node A's clockwise
neighbor's neighbor) via the respective skip link 108 of
channel 1. Node A relays the frame received from node H
and the information indicative of the results of the
comparison to node B (node A's next neighbor along
channel 1) and to node C (node A's next neighbor's

neighbor along channel 1).

In the embodiments illustrated in FIG. 4, if
frames are received by the current node 102 on both the
direct link 108 and the skip link 108, the current node
102 relays the frame received on the direct link 108.
In other embodiments, if frames are received by the
current node 102 on both the direct link 108 and the
skip link 108, the current node 102 relays the frame

received on the skip link 108.

FIG. 5 is a block diagram illustrating logical

components of a node 102 that are used to implement, in
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one example, the comparison and relaying processing of
methods 300 and 400 of FIGS. 3 and 4A-4B, respectively.
The node 102 that is performing the particular |
comparison and relaying processing is referred to, in
the context of FIG. 5, as the current node 102. The
logical components of the current node 102 used to the
perform comparison and relaying processing for frames
received on channel 0 are shown in FIG. 5. It is to be
understood the comparison and relaying processing for
frames received on channel 1 are performed using logical

components similar to those shown in FIG. 5.

In the example shown in FIG. 5; the current
node 102 includes a first direct link interface 502 that
communicatively couples the current node 102 to the
counter-clockwise direct link 108 of channel 0, which is
connected to the current node's counter-clockwise
neighbor. ' The current node 102 also includes a first
skip link interface 504 that communicatively couples the
current node 102 to the counter-clockwise skip link 108
of channel 0, which is connected to the current node's
counter-clockwise neighbor's neighbor. A direct link
first-in-first-out (FIFO) buffer 506 is coupled to the
first direct link interface 502 and a skip link FIFO
buffer 508 is coupled to the first skip link interface
504. The first direct link interface 502 and the first
skip link interface 504 receive data from the direct
link 108 and the skip link 108, respectively, and store
the received data in the direct link FIFO buffer 506 and
the skip link FIFO buffer 508, respéctively.

The current node 102 includes a second direct
link interface 510 that communicatively couples the
current node 102 to the clockwise direct link 108 of

channel 0, which is connected to the current node's
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clockwise neighbor. The current node 102 also includes
a second skip link interface 512 that communicatively
couples the current node 102 to the clockwise skip link
108 of channel 0, which is connected to the current

node's clockwise neighbor's neighbor.

In the example shown in FIG. 5, the current
node 102 includes a de-skew and compare module 514 that
"de-skews" and compares the frames received from the
current node's counter-clockwise neighbor and counter-
clockwise neighbor's neighbor. In the particular
example shown in FIG. 5, the current node 102 includes a
single transmitter 516 that is used to transmit data to
both the current node's clockwise neighbor and the
current node's clockwise neighbor's neighbor. The
output of the transmitter 516 is coupled to both the
second direct link interface 510 and the second skip
link interface 512 in order to transmit to the current
node's clockwise neighbor and the current node's

clockwise neighbor's neighbor, respectively.

For given transmission during a given time
slot, the current node 102 will typically receive start
receiving respective frames on the first direct link
interface 502 and the first skip link interface 504 at
different times. For example, where the comparison and
relaying processing is performed in connection with
blocks 406-410 and 414-418 of FIG. 4, the current node
102, for a given transmission, will typically start
receiving a frame on the first skip link interface 504
before the current node 102 starts receiving a
corresponding frame on the first direct link interface
502. This is because, in such an example, the frame
received at the first skip link interface 504 travels

through one less hop than the frame received on the
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first direct link interface 502 (that is, the frame
received on the first skip link interface 504 "skips"

the current node's counter-clockwise neighbor).

In the example shown in FIG. 5, the de-skew
and compare module 514 and the transmitter 516 wait
until both FIFO buffers 506 and 508 are half full before
performing the comparison and relaying of the received
data. In other embodiments, other de-skew techniques
are used in addition to or instead of the one described

above.

In the particular example shown in FIG. 5, a
bit—by—bit comparison of the two received frames is

performed by the de-skew and compare module 514.

As data is received at the first direct link
interface 502, the received data is written into the
input end of the direct link FIFO buffer 506. Also, as
data is received at the skip link interface 504, the
received data is written into the input end of the skip
link FIFO buffer 508. The determination as to whether a
frame is being received on the first direct 1link
interface 502 is made by detecting a start-of-frame
delimiter in the data received from that interface 502.
Likewise, the determination as to whether a frame is
being received on the first skip link interface 504 is
made by detecting a start-of-frame delimiter in the data

received from that interface 504.

If a frame is being received on both the first
direct link interface 502 and the first skip link
interface 504, when both FIFO buffers 506 and 508 are
half full, the de-skew and compare module 514 starts
recelving bits from the respective outputs ends of the

first and second FIFO buffers 506 and 508 and the



WO 2005/053237 PCT/US2004/039261

10

15

20

25

30

29

transmitter 516 start receiving bits from the output end
of the FIFO buffer 506. The de-skew and compare module
514, as it receives bits from the first and second FIFO
buffers 506 and 508, performs the bit-by-bit comparison
of the two received frames. The transmitter 516, as it
receives bits from the first FIFO buffer 506, relays the
received bits along channel 0 to-the counter-clockwise
neighbor and counter-clockwise neighbor's neighbor.

When the de-skew and compare module 514 has compared the
end of both frames, the de-skew and compare module 514
outputs, to the transmitter 516, a bit that indicates
whether the two frames were or were not identical. The
transmitter 516 receives the bit output by the de-skew
and compare module 514 and "appends"™ the bit to the end
of the relayed frame by transmitting the bit after the

relayed frame. \

If a frame is being received on the first
direct link intérface 502 but not on the first skip link
interface 504, when the first FIFO buffer 506 is half
full, the de-skew and compare module 514 and the
transmitter 516 start receiving bits from the output end
of the first FIFO buffer 506. The de-skew and compare
module 514 outputs, to the transmitter 516, a bit tﬂat
indicates that a mismatch has occurred for channel 0 at
the current node 102. The transmitter 516, as it
receives bits from the first FIFO buffer 506, relays the
received bits along channel 0 to the counter—clockdise
neighbof and counter-clockwise neighbor's neighbor. The
transmitter 516 receivés the bit output by the de-skew
and compare module 514 and "appends" the bit to the end
of the relayed frame by transmitting the bit after the

relayed frame.
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In the case of processing performed for method
A00 of FIG. 4, if a frame is being received on the first
skip link interface 504 but not on the first direct link
interface 502, when the second FIFO buffer 508 is half
full, the de-skew and compare module 514 and the
transmitter 516 start receiving bits from the output end
of the second FIFO buffer 508. The de-skew and compare
module 514 outputs, to the transmitter 516, a bit that
indicates that a mismatch has occurred for channel 0 at
the current node 102. The transmitter 516, as it
receives bits from the second FIFO buffer 508, relays
the received bits along channel 0 to the counter-
clockwise neighbor and counter-clockwise neighbor's
neighbor. The transmitter 516 receives the bit output
by the de-skew and compare module 514 and "appends" the
bit to the end of the relayed frame by transmitting -the
bit after the relayed frame.

Embodiments of network 100 proyide improved
fault tolerance while the nodes 102 of the netwofk 100
are operating in a synchronous mode. For example,
embodiments of network 100 provide improved transport
availability and improved transport integrity. Improved
transport availability is provided by, for example, the
use of the two, independent opposing communication
channels 0 and 1. Data that is transmitted by a node
102 in the network 100 travels to each of the other
nodes 102 in the network 100 via two independent
communication paths. For example, data transmitted by
node A of the network 100 travels to node E via a first
path traveling counter-clockwise on channel 0 from node
A to nodes B, C;, D, and E and via a second path
traveling clockwise on channel 1 from node A to nodes H,

G, F, and E. As a result, despite any single point of
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failure on one of these paths, there will be another

path by which data can successfully travel to node E.

In the embodiment shown in FIGS. 1-4, a CRC
protocol field is included in each frame that is
transmitted around the network 100. Such CRC fields are
well-suited for addressing random errors. Errors
resulting from noise on the direct links 108 between a
transmitting node and the transmitting node's clockwise
neighbor and counter-clockwise neighbor have such a
random nature. However, errors introduced by an active
inter-stage may be correlated in nature, such that a CRC
field may not be well-suited for addressing such errors.
The bit-by-bit comparison performed by a node 102 when
performing the processing of method 400 will detect any
errors introduced by a previous node, thereby addressing
such active inter-stage induced errors. Relaying in
this manner improves transport integrity in the network

100.

FIG. 6 is block diagram illustrating one
example of a babbling idiot fault occurring in the
network 100 of FIG. 1 while such nodes 102 are operating
in a synchronized mode. In the example shown in FIG. 6,
each node 102 in the network 100 implements the methods
200, 300, and 400 of FIGS. 2-4. In this example, node A
has a babbling idiot fault during the time slot in which
node E is scheduled to transmit. The fault causes node
A to transmit to node A's clockwise neighbor node H
along channel 0 and to node A's counter-clockwise
neighbor node B along channel 1. When node H receives
from channel 0 the frame transmitted by node A, the
comparison that node H performs between the frame
received from node A (node H's counter-clockwise

neighbor) and the frame received from node B (node H's
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counter-clockwise neighbor's neighbor) will indicate
that the two frames are not identical. As result, node
H relays on channel 0 the frame received from node A
along with information indicating that a mismatch

5 occurred at node H. Likewise, when node B receives from
channel 1 the frame transmitted by node A, the
comparison that node B performs between the frame
received from node A (node B's clockwise neighbor) and
the frame received from node B (node B's clockwise

10 neighbor's neighbor) will indicate that the two frames
are not identical. As result, node B relays on channel
1 the frame received from node A along with information

indicating that a mismatch occurred at node H.

The links 108 of channel 0 and channel 1 that
15 are affected by node A's transmission are shown in FIG.
6 using dashed lines. The direct link 108 in channel 0
from node A to node H and the direct and skip links 108
in channel 0 from nodes H to node G, from node G to node
F, and from node F to node E are affected by the faulty
20 transmission by node A. The direct link 108 in channel
1 from node A to node B and the direct and skip links
108 in channel 1 from node B to node C, from node C to
node D, and from node D to node E are affected by the

faulty transmission by node A.

25 Data transmitted by node E along channel 0 is
received and relayed by nodes D, C, and B because the
links 108 in this part of channel 0 are not affected by
node A's transmissions. Likewise, data transmitted by‘
node E along channel 1 is received and relayed by nodes

30 F, G, and H because the links 108 in this part of
channel 1 are not affected by node A's transmissions.
The links 108 of channel 0 and channel 1 that are not

affected by node A's transmissions and over which node E
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is able to transmit successfully are shown in FIG. 6
using solid lines. In this way, data transmitted by node
E is able to reach each of the nodes 102 in the ring 104
despite the babbling idiot fault occurring at node A.

In another example, a slightly-off-
specification (S0S) failure or fault occurs in the
communication network 100 of FIG. 1 while the nodes 102
are operating in a synchronized mode. A SOS fault
occurs when a frame is received within the receive
window of some nodes 102 in the network 100 and slightly
outside the receive window of other nodes 102 in the
network 100. Upon the occurrence of an S0OS failure, the
former set of nodes 102 accept the frame as a correct
frame while the latter set of nodes 102 reject the frame
as an incorrect frame. In other words, different sets
of correct nodes 102 in the network 100 will have a

different view of the same frame, which is undesirable.

In this example, a S0S failure occurs in node
A. In such a failure, during the time slot assigned to
node A for node A to transmit, faulty node A transmits
at a point in time that would (if node A's transmissions
were relayed fully around the ring 104) result in nodes
B, C, H and G receiving the transmission as correct and
nodes D, E, and F receiving the transmission as

incorrect.

Nodes B and H, as neighbors of node A, will
check if the transmission by node A complies with the
temporal policy implemented in the network 100. In such
an example, node B will determine that the frame
received from node A on channel 1 does not comply with
the temporal policy and, therefore, will not relay the

frame any further along channel 1. Likewise, node H
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will determine that the frame received from node A on
channel 0 does not comply with the temporal policy and,
therefore, will not relay the frame any further along
channel 0. 1In this way, the impact of such SOS failures

is reduced.

When operating in an unsynchronized mode, the
nodes 102 have not yet synchronized to a global time
base and are not yet transmitting in accordance with a
TDMA schedule. Thus, the nodes 102 of the network 100
must take steps to deal with transmission collisions.
FIGS. 7A-7B are flow diagrams of one embodiment of a
method 700 of communicating in the network 100 of FIG. 1
while operating in an unsynchronized mode. 1In such an
embodiment, each node 102 in the network 100 performs
the processing of method 700 when that node 102 is
operating in an unsynchronized mode. In the context of
FIGS. 7A-7B, the node 102 performing the processing of
method 700 is referred to here as the "current" node
102. 1In one embodiment, at least a portion of the
functionality described here as being performed by the
current node 102 is implemented in a controller included
in the node 102. Other embodiments of method 700 are

implemented in other ways.

The particular embodiment of method 700 shown
in FIGS. 7A-7B performed by the current node 102 when
that node "wakes up" (checked in block 702 of FIG. 7).
For example, the current node 102 wakes up when that
node 102 is initially powered-on or after the node 102
has been reset. When the current node 102 wakes up, the
current node 102 does not relay any data that the
current node 102 receives from any of the links 108 for
a predetermined period of time (block 704). That is,

the current node 102 "blocks" any transmissions made by
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other nodes 102 in the network 100 by not relaying the
data from such transmissions any further along the
channels 0 and 1 of the network 100. The predetermined
period of time for which the current node 102 blocks
such transmissions is also referred to here as the
"first block period.” 1In one implementation of such an
embodiment where the TTP/C protocol is used, the first
block period is set to the minimal inter-frame gap

(IFG).

After the first block period has elapsed, the
current node 102 stops blocking all transmissions that
are received by the current node 102. When the current
node 102 receives data from the counter-clockwise
neighbor of the curren£ node 102 on channel 0 via the
direct link 108 (checked in block 706), the current node
102 checks if the counter-clockwise neighbor sourced the
received data (block 708). In one embodiment, the
cufrent node 102 makes this determination by checking,
for a predetermined “comparison” period of time, if the
current node 102 is receiving the same data from the
current node's counter-clockwise neighbor's neighbor on
channel 0 as the current node 102 is receiving from the
counter-clockwise neighbor on channel 0. If the current
node 102 determines that it is not receiving the same
data from the current node's counter-clockwise
neighbor's neighbor on channel 0, the current node 102
concludes that the counter-clockwise neighbor is the
source of the data being received from that neighbor.

If the current node 102 determines that it is receiving
the same data from the current node's counter-clockwise
neighbor's neighbor on channel 0, the current node 102

concludes that the counter-clockwise neighbof is not the

source of the data being received from that neighbor.
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If the counter-clockwise neighbor did not
source the data being received from that neighbor, the
current node 102 relays that data along channel 0 to the
current node's clockwise neighbor node and clockwise

neighbor's neighbor (block 710).

If the counter-clockwise neighbor sourced the
data being received from that neighbor, the current node
102, for a predetermined period of time, relays data
reqeived on channel 0 that was sourced by the counter-
clockwise neighbor (block 712). This predetermined
period of time is also referred to.hére as the "relay
period.” In one implementation of such an embodiment
where the TTP/C protocol is used, the relay period is at
least long enough for a cold start message to be
transmitted around the network 100. The current node
102 relays such data along channel 0 to the current
node's clockwise neighbor node and clockwise neighbor's
neighbor. During the relay period, the current node 102
does not relay any data received on channel 0 that was
sourced by a node other than the current node's counter-

clockwise neighbor.

When the relay period has elapsed (checked in
block 714), the current node 102 does not relay, for a
predetermined period of time, data received on channel 0
that was sourced by the counter-clockwise neighbor.
This predetermined peribd of time is also referred to
here as the "second block period.” In one
implementation of such an embodiment where the TTP/C
protocol is used, the relay period is at least long
enough for another node 102 in the network 100 to
initiate the transmission of a cold start message.
During the second block period, if the current node 102

receives data on channel 0 that was not sourced by the
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counter-clockwise neighbor, the current node 102 relays
the received data along channel 0 to the current node's
clockwise neighbor node and clockwise neighbor's
neighbor (block 716). In the embodiment shown in FIGS.
7A-7B, the current node 102 determines if data received
on channel 0 was sourced by the counter-clockwise
neighbor by comparing the data received from the
counter-clockwise neighbor to any corresponding data
received from the current node's counter-clockwise

neighbor's neighbor on channel 0.

After the second block period elapses (checked
in block 718), the current node 102 ceases blocking data
received on channel 0 that was sourced by the counter-

clockwise neighbor (looping back to 706).

Similar processing is performed for channel 1
after the first block period has elapsed. After the
first block has elapsed, when the current node 102
receives data from the counter-clockwise neighbor of the
current node 102 on channel 1 via the direct link 108
(checked in block 720 of FIG. 7B), the current node 102
checks if the clockwise neighbor sourced the received
data (block 722). 1In one embodiment, the current node
102 makes this determination by checking, for a
predetermined period of time, if the current node 102 is
receiving the same data from the current node's
clockwise neighbor's neighbor on channel 1 as the
current node 102 is receiving from the clockwise
neighbor on channel 1. If the current node 102
determines that it is not receiving the same data from
the current node's clockwise neighbor's neighbor on
channel 1, the current node 102 concludes that the
clockwise neighbor is the source of the data being

received from that neighbor. If the current node 102
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determines that it is receiving the same data from the
current node's clockwise neighbor's neighbor on channel
1, the current node 102 concludes that the clockwise
neighbor is not the source of the data being received

from that neighbor.

If the clockwise neighbor did not source the
data being received from that neighbcer, the current node
102 relays that data along channel 1 to the current
node's counter-clockwise neighbor node and counter-

clockwise neighbor's neighbor (block 724).

If the clockwise neighbor sourced the data
being received from that neighbor, the current node 102,
for the relay period, relays data received on channel 1
that was sourced by the clockwise neighbor (block 726).
The current node 102 relays such data along channel 1 to
the current node's counter-clockwise neighbor node and
counter-clockwise neighbor's neighbor. During the relay
period, the current node 102 does not relay any data
received on channel 1 that was sourced by a node other

than the current node's clockwise neighbor.

When the relay period has elapsed (checked in
block 728), the current node 102 does not relay, for the
second block period, data received on channel 1 that was
sourced by the clockwise neighbor. During the second
block period, if the current node 102 receives data on
channel 1 that was not sourced by the clockwise
neighbor, the current node 102 relays the received data
along channel 1 to the current node's counter-clockwise
neighbor node and counter-clockwise neighbor's neighbor
(block 730). 1In the embodiment shown in FIGS. 7A-7B,
the current node 102 determines if data received on

channel 1 was sourced by the clockwise neighbor by
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comparing the data received from the clockwise neighbor
to any corresponding data received from the current
node's clockwise neighbor's neighbor on channel 1.
After the second block period has elapsed (checked in
block 732), the current node 102 ceases blocking data
received on channel 1 that was sourced by the clockwise

neighbor (looping back to 720).

f

The following describes one example of the
operation of method 700. 1In this example, the current

node 102 is node A and the nodes 102 in the network 100

are operating in an unsynchronized mode (for example,

during initial system startup). When node A first
powers on and wakes up, node A does not relay any data
it receives for the first block period. After the first
block period has elapsed, node A receives data from node
B on channel 0 (that is, from node A's counter-clockwise
neighbor). 1In this example, node.B sourced the received
data because node A did not receive, within the
predetermined comparison period, the same data from nodé
C (node A's countér—clockwise neighbor's neighbor).

Node A (the current node 102 in this example) relays
data received from node B for the relay period. During
the relay period, node A does not relay any data
received by node A that was sourced by nodes other than
node B. After the relay period elapses, for the second
block period, node A does not relay data received on
channel 0 that was sourced by node B and relays data
received on channel 0 that was sourced from a node other
than node B. After the second block period has elapsed,
node B ceases blocking data receiving on channel 0 that

was sourced by node B.

In such an example, if node B has a babbling

idiot fault that causes node B to source data



WO 2005/053237 PCT/US2004/039261

10

15

20

25

30

40

continuously, the current node 102 (node A) will limit
the impact of node B's fault by blocking node B's
transmission during the second block period and instead

relaying data sourced by other nodes in the network 100.

In other embodiments, one or more of the first
and second block periods and the relay period are

configurable.

In other embodiments, instead of blocking or
relaying data received at the . ‘current node 102 based on
whether that data was sourced from a respective
neighbor, the current node 102 relays the data
regardless of whether such data was sourced from a
respective neighbor and includes, with the relayed data,
information indicating whether the relayed data was or
was not sourced by the respective neighbor of the
current nodé 102. 1In one such embodiment, the
comparison functionality described above in connection
with FIGS. 2-5 is used to generate such information.
For example, in one implementation of such an
embodiment, a one-bit field is appended to the relayed
data that indicates whether or not the respective
neighbor of the current node 102 sourced the relayed
data. These appended fields can be used, for example,

as a "hop count” in source identification processing.

In other embodiments, the current node 102,
upon detecting that data received at the current node
102 was sourced by a neighbor, determines if the
transmission complies with one or more policies
implemented in the network 100 and, if such transmission
does not comply with one or more such policies, either
does not relay the received data or relays the data

along with the information indicating non-compliance
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with such policies (for example, by appending a one-bit
integrity field or by altering a shared integrity field
included in the data).

Because channels 0 and 1 comprise segmented
media, there is a possibility that multiple "cliques"
may form in the network 100 at, for example, system
power up. FIG. 8 illustrates an‘exemplary scenario in
which two cliques form in the network 100 of FIG. 1.
Each of the cliques has a separate TDMA schedule 802 or
804 according to which the nodes 102 in the respective
clique transmit. In this example, the time slots in the
both schedules 802 and 804 are the same size and the
schedules‘802 and 804 are almost 180 degrees out of
phase with each other. Schedule 802 is associated with
a clique that includes nodes A, H, G, and F (alsé
referred to here as the "clique 1") and schedule 804 is
associated with a clique that includes nodes E, B, C,
and D (also referred to here as the "clique 2"). The
order in which the nodes 102 in the network transmit is
node A, node E, node H, node B, node G, node C, node F,
and node D, with each of the nodes E, B, C, and D
starting its transmission one-half slot behind each of

nodes A, H, G, and F, respectively.

In this example, the two cliques 802 and 1204
remain stable and completely unaware of each other. It
should be noted that the normal clique avoidance
function of, for example, the TTP/C protocol would
likely not be sufficient to resolve such a clique
formation as the "noise" observed on only one of the
links from the opposing clique would be offset by the

successful reception of a message in every slot.
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FIG. 9 is flow diagram of one embodiment of a
method 900 of resolving cligues in a network 100 of FIG.
1. The embodiment of method 900 shown in FIG. 9 is
suitable for resolving the cliques formed in the example
shown in FIG. 8. Although the embodiment of method 900
shown in FIG. 9 is described here as being iﬁplemented
using the network 100 shown in FIG. 1, other embodiments
are implemented in other networks and in other ways.
Method 900 is suitable for use when the nodes 102 in the
ring 104 are operating in a synchronized mode in which
two or more cliques have formed. In the context of FIG.
9, the node 102 that is performing the processing of
method 900 is referred to here as the fcurrent" node
102. In one embodiment, at least a portion of the
functionality described here as being performed by the
current node 102 is implemented in a controller included
in the node 102. Other embodiments of method 900 are

implemented in other ways.

The functionality of method 900 is used when
the current node 102 is operating in a synchronous mode
(that is, when the nodes 102 in each clique are

transmitting according to a TDMA schedule). While

operating in synchronous mode, the current node 102

listens in a synchronous manner for data from the both
of the current node's neighbor (block 902). That is,
the current node 102 listens for frames from its
clockwise neighbor on channel 1 and for frames from its
counter-clockwise neighbor on channel 0 during the time
slots defined by the current transmission schedule
recognized by the current node 102. The current node
102 determines if it has not received a valid frame from
either of the current node's neighbors for a

predetermined period of time (checked in block 904). A
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neighbor from which the current node 102 has not
received a valid frame for the given period of time is
referred to here as a "silent neighbor.”™ A “valid”
frame is a frame that is syntactically correct and that
is in agreement with the current node’s schedule
position. In one embodiment, the validity of schedule
alignment may be validated by explicit schedule data
transmitted within the contents of a frame. 1In another
embodiment, the schedule position data may be sent
implicitly in the contents of a frame (for example, as

described in the H0005061 Application).

When the current node 102 has not received a
valid frame for the given period of time from a silent
neighbor, the current node 102 listens asynchronously
for data from the silent neighbor's neighbor for the
given period of time (block 906). For example, in one
implemeﬂtafion of such an embodiment, the given period
of time is equal to one TDMA rdund., In another
embodiment, this time period is zero (that is, the
current node 102 continuously listens in an asynchronous
mode for valid frames from the current node’s neighbor’s

neighbors on the skip links 108).

When the current node 102 listens
asynchronously for data from such a silent neighbor's
neighbor, the current node 102 will be able‘to receive
any syntactically valid frame sent from the silent
neighbor's neighbor irrespective of transmission time or
phase. As result, the current node 102 will be able
receive messages from a clique of which the current node
102 is not a member. If the current node 102 does not
receive a valid frame from the silent neighbor’s
neighbor within the given period of time while listening

asynchronously, the current node 102 remains in the
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clique of the current node 102 is currently a member
(also referred to here as the “current clique”) (block

920).

When the current node 102 receives a valid
frame from the silent neighbor's neighbor while
lisféning asynchronously (checked in block 908), the
current node 102 asynchronously listens for a second
valid frame from the silent neighbor for the given
period of time (block 910). If the current node 102
does not receive a valid from the silent neighbor within
the given period of time while listening asynchronously
(checked in block 912), the current node 102 remains in
the current clique (block 920). If the current node 102
receives a valid frame from the silent neighbor while
listeping asynchronously, the current node 102 checks if
the t@o asynchronous frames indicate that they were
transmitted from the same clique (block 914). 1In one
embodiment, the current node 102 checks if the two
asynchronous frames were transmitted from nodes that are
members of the same clique. 1In another embodiment, the
current node 102 checks if the time observed between the
two asynchronous ;eceptions of the two asynchronous
frames is in agreement with the expected time between
the respective scheduled transmissions as indicated, for
example, by frame schedule position data embedded within
the two asynchronous frames. In other embodiments,
other frame coherency checks may be performed in

addition to or instead of these checks.

If the current node 102 does not receive two
asynchronous frames that indicate that they were
transmitted from the same clique, the current node 102

remains in the current clique (block 920).
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If the two asynchronous frames indicate that
they were transmifted from the same clique (also
referred to here as the "other clique), then the current
node 102 determines if the current node 102 should
defect from the current clique towards the other clique
(block 916). If the current node 102 determines thét-it
should defect, the current node 102 defects from the
current clique with a bias towards the other clique
(block 918). Otherwise, the current node 102 remains in

the current clique (block 920).

In one embodiment, the current node 102
determines if it should defect from the current clique
towards the other clique by comparing the size of the
current clique (that is, the number of nodes that are
members of the current clique) to the size of the other
clique (that is, the number of nodes that are members of
the other clique). If the other clique is larger than
the current clique, the current node 102 defects from
the current clique towards the other clique. If the
other clique is not larger than the current clique, the
current node 102 remains in the current clique. In one
implementation of such an embodiment, the size of the
other clique is determined using explicit clique-size
information included in the two asynchronoﬁs frames. 1In
another implementation, the size of the other clique
size is determined using information that is implicitly
sent with the two asynchronous frames (for example, as
described in the H0005061 Application). In another
implementation, the size of the other clique is derived
from other information sent within the two asynchronous
frames (for example, a membership vector). In another
implementation, the current node 102 listens

asynchronously for transmission from the other clique
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for an entire TDMA round and thereafter derives the size
of the other clique based on the number of transmission

the current node 102 received during the TDMA round.

In another embodiment, the current node 102
determines if it should defect from the current clique
towards the other clique based on an a priori ordering
of the nodes 102 in the network 100. The current node
102 determines if it should defect by determining which
member node of the current clique comes first in the
assigned order and by determining which member node of
the other clique comes first in the assigned order. The
current node 102 defects from the current clique towards
the other clique if the first node of the other clique
comes before the first node of the current clique in the
order assigned to the nodes 102 of the network 100.

FIG. 10 is a block diagram illustrating one example of
the operation of such an implementation. 1In therexample
shown in FIG. 10, the nodes 102 of network 100 are
ordered in the following order: node A, node B, node C,
node D, node E, node F, node G, and node H. In this
example, the other clique includes the nodes that are
members of clique 1 shown in FIG. 8 and the current
clique includes the nodes that are members of clique 2
shown in FIG. 8. The first node of the other clique
(node A) comes before the first node of the current
clique (node B) and, therefore, the current node 102
would defect from the current clique towards the other

clique in this example.

In one such embodiment, the current node 102
uses such an a prior ordering to determine if the
current node 102 should defect from the current clique

towards the other clique only when the current clique
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and other clique are of the same size (that is, have the

same number of member nodes).

The systems, devices, methods, and techniques
described here can be implemented nodes that implements
various types of protocols (for example, time triggered
protocols such as TTP/C or FLEXRAY) FIG. 11 is a block
diagram of one exemplary embodiment of a node 1100 that
is suitable for implementing each node 102 of the
network 100 shown in FIG. 1. The node 1100 shown in FIG.
11 impléments the TTP/C protocol (though it is to be
understood that the systems, devices, methods and
techniques described here can be implemented using other
protocols instead of or in addition to the TTP/C
protocol). Each node 1100 includes a host 1110 and a
TTP/C controller 1112. The host 1110 executes
application software 1114 that provides the data that is
communicated over the network 100. For example, in one
implementation, the host 1110 is a computer executing a
safety-critical control application. The host 1110
communicates with the other nodes 102 in the
communication network 100 using the TTP/C controller
1112. The TTP/C controller 1112 implements the
functionality of the TTP/C protocol. The TTP/C protocol
provides three basic services to the application
software 1114 executing on the host 1110. The TTP/C
protocol provides deterministic message sending, a
global time base, and membership service so that each

node 1100 knows which node is currently transmitting.

The TTP/C controller 1112 includes a
communication network interface (CNI) 1116 that serves
as an interface between the host 1110 and the other
components of the TTP/C controller 1112. In the
embodiment shown in FIG. 11, the CNI 1116 is implemented
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using a dual-ported memory 1118 (also referred to here
as the "CNI memory 1118). The CNI memory 1118 is
accessed by the host 1110 and by a TTP/C controller unit
1120 included in the TTP/C controller 1112. In one
implementation of such an embodiment, the CNI memory
1118 is implemented using a static random access memory
(SRAM). A bus interface 1122 couples the CNI memory 1118
to buses 1124 (for example, data, address, and/or
control buses) over which the host 1110 reads and writes
data from and to the CNI memory 1118. In other
embodiments, the CNI memory 1118 is accessed in other

ways (for example, using a serial interface).

The TTP/C controller unit 1120 provides
functionality necessary to implement the TTP/C protocol.
In one implementation of such an embodiment, the TTP/C
controller unit 1120 is implemented using a programmable
processor (for example, a microprocessor) that is |
programmed with instructions to carry out the
functionality performed by the TTP/C céntroller unit
1120. In such an embodiment, instruction memory 1126 is
coupled to the TTP/C controller unit 1120. Program
instructions that are executed by the TTP/C controller
unit 1120 are stored in the program instruction memory
1126. In one implementation, the program memory 1126 is
implemented using a read only memory device or a non-

volatile memory device such as a flash memory device.

The TTP/C controller 1112 also includes
message descriptor list (MEDL) memory 1128 in which
configuration information for a time-division multiple
access (TDMA) schedule, operating modes, and clock
synchronizatioh parameters are stored. The MEDL memory
1128 is typically implemented using, for example, a

flash memory device and/or static random access memory
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(SRAM) device. Both the size of the CNI memory 1118, the
program memory 1126, and the MEDL memory 1128 are
selected based on the specific needs of the application
software 1114 executing on the host 1110, the program
instructions executing on the TTP/controller unit 1120,
and/or a bus guardian 1132 (described below). Moreover,
although the CNI memory 1118, the program memory 1126,
and the MEDL memory 1128 are shown in FIG. 11 as
separate componenfs, in some embodiments the CNI memory
1118, the program memory 1126, and/or the MEDL memory

1128 are combined into one or more memory devices.

A single bus guardian 1132 servers as an
interface between the TTP/C controller 1112 and the
links 1108. 1In one implementation of the embodiment
shown in FIG. 11, the bus guardian 1132 includes, for
example, one or more universal asynchronous
receiver/transmitter (UART) devices that are used to
receive data from and transmit and relay data over the
serial, unidirectional point-to-point, unidirectional

links 108 shown in FIG. 1.

Data received by the bus guardian 1132 from
the links 108 is passed to the TTP/C controller 1112 for
processing thereby in accordance with the TTP/C
protocol. Data that is to be transmitted by the TTP/C
controller 1112 is passed by the TTP/C controller unit
1120 to the bus guardian 1132. The bus guardian 1132
determines when the TTP/C controller 1112 is allowed to
transmit on the links 108 and when to relay data
received from the links 108. In one implementation, the
bus guardian 1112 implements at least a portion of the
functionality described above in connection with FIGS. 2
and 3. The bus guardian 1132 accesses the MEDL
information stored in the MEDL memory 1128 of the TTP/C
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controller 1120 in order to determine when to transmit
and relay data. Thus, the bus guardian 1132 included in
each node 102 serves as a bus guardian 1132 for that
node 102 and for each of that node’s neighbors. In this
way, fault-tolerance associated with multiple 'bus
guardians can be achieved for the nodes 102 in the
network 100 while only using a single bus guardian 1132

in each node 102.

Although the TTP/C controller 1112 and the bus
guardian 1132 are shown as separate components in FIG.
11, it is to be understood that in one implementation of
such an embodiment, the functionality provided by the
TTP/C controller 1112 and the bus guardian 1132 are
integrated into a single integrated circuit device. In
such an implementation, additional resource savings (for
example, cost, space, and power) can be achieved. In
one such implementation, a programmable processor is
programmed with appropriate program instructions that,
when executed by the programmable processor, carry out
at least a portion of the functionality described here
as being performed by the TTP/C controller 1112 and the
bus guardian 1132. In other embodiments and
implementations, the TTP/C controller 1112 (or one or
more components thereof) and the bus guardian 1132 (or
one or more components thereof) are implemented using

separate components.

FIG. 12 is a flow diagram of one embodiment of
a method of detecting directional integrity in the
network 100 of FIG. 1. Although the embodiment of
method 1200 shown in FIG. 12 is described here as being
implemented using the network 100 shown in FIG. 1, other
embodiments are implemented in other networks and in

other ways. In the context of FIG. 12, the node 102
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that is performing the processing of method 1200 is
referred to here as the "current" node 102. In one
embodiment, at least a portion of the functionality
described here as being performed by the current node
102 is implemented in a controller included in the node
102. Other embodiments of method 1200 are implemented

in other ways.

When a given node 102 (referred to here in the
context of FIG 12 as the “transmitting” node 102)
transmits data, each of the neighbor nodes of the
transmitting node 102 perform method 1200 in order to
determine if the transmitting node 102 is transmitting
the same data on both channels 0 and 1 of the network
100 (that is, whether there the transmitting node 102 is
transmitting with directional integrity). Method 1200
can be performed, for example, when the nodes 102 in the
network 100 are operating in a synchronized mode in
which the nodes transmit in accordance with a TDMA
schedule. In such an embodiment, method 1200 can be
performed by the neighbor nodes in addition to the
processing described above in connection with FIG. 3A or
FIG. 3B. Method 1200 can also be performed, for
example, when the nodes 102 in the network 100 are
operating in an unsynchronized mode (for example, during
system startup). In such an embodiment, method 1200 can
be performed in addition to the processing described

above in connection with FIGS 7A-7B.

When the transmitting node 102 transmits, both
neighbors of the transmitting node exchange the
respective frames they receive from the transmitting
node over the skip links 108 that communicatively couple
the neighbors to one another. As shown in FIG. 12, when

the current node 102 receives a frame sourced from one



WO 2005/053237 PCT/US2004/039261

10

15

20

25

30

52

of its neighbors (checked in block 1202), the current
node 102 forwards the frame it is receiving from that
neighbor (that is, from the transmitting node) to the
other neighbor of the transmitting node (block 1204).
The current node 102 receives the frame from the
transmitting node 102 from the direct link 108 that
communicatively couples the current node 102 to the
transmitting node. 1In the context of claim 12, the
channel on which the current node 102 receives the frame
from the transmitting node 102 is referred to here as
the “current channel.” The current node 102 forwards
the frame it receives from the transmitting node to the
other neighbor of the transmitting node 102 over the
skip link 108 that communicatively couples the currént
node 102 to the other neighbor in channel other than the

current channel.

The other neighbor of the transmitting node
forwards the frame it receives from the transmitting
node to the current node 102 over the other skip link
108 that communicatively couples the other neighbor to
the current node 102 in the current channel. In the
context of FIG. 12, the frame forwarded to the current
node 102 by the other neighbor of the transmitting node
is also referred to here as the "other frame." The ‘
current node 102 receives the other frame (block 1206) .

The current node 102 compares the frame it is receiving

-from the transmitting node to the other frame it is

receiving from the other neighbor (block 1208). In one

embodiment, this comparison is a bit-for-bit comparison.

The current node 102 relays the frame it is
receiving from the transmitting node 102 along the
current channel (block 1210). For example, when the

transmitting node 102 is the clockwise neighbor of the
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current node 102, the current node 102 receives the
frame from the transmitting node 102 via channel 1 and
relays the received frame along channel 1 to the
counter-clockwise neighbor and neighbor’s neighbor of

5 the current node 102. When the transmitting node 102 is
the counter-clockwise neighbor of the current node 102,
the current node 102 receives the frame from the
transmitting node 102 via channel 0 and relays the
received frame along channel 0 to the clockwise neighbor

10 and neighbor’s neighbor of the current node 102.

After the entire frame transmitted by the

transmitting node has been relayed by the current node
102 and the comparison between that frame and the other
frame forwarded to the current node 102 by the other

15 neighbor is complete, the current node 102 relays
information indicative of the results of that comparison
in or after the frame received from the transmitting
neighbor along the current channel (block 1212). 1In one
embodiment, . the information indicative of the results of

20 the comparison comprises a one-bit, appended integrity
field that the current node 102 appends to the frame
received from the transmitting node in the manner
described above in connection with FIGS. 4A-4B and 5.
In another embodiment, a shared integrity field is

25 included at the end of each frame in the manner

described above in connection with FIGS. 4A-4B and 5.

For example, where the transmitting node is
node A of FIG. 1 and the current node is node B, the
other neighbor of the transmitting node is node H. 1In

30  such an example, the current node (node B) forwards the
frame it receives from node A to the other neighbor
(node H) over the skip link 108 of channel 0, which

communicatively couples node B to node H. Likewise, the
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other neighbor (node H) forwards the frame it receives
from node A to the current node (node B) over the skip
link 108 of channel 1, which communicatively couples
node H to node B. Node B compares the frame it receives
from node A to the frame it receives from node H. Node
B relays the frame received from node A along channel 1
to node C (the counter-clockwise neighbor of node B) and
to node D (the counter-clockwise neighbor’s neighbor of
node B). When the node B has relayed the entire frame
received from node A and has completed the bbmparison,
node B appends (in this example) a one-bit field to the

relayed frame.

FIG. 13 is a flow diagram of one embodiment of
a method of reconstituting integrity in the network 100
of FIG. 1. Although the embodiment of method 1300 shown
in FIG. 13 is described here as being implemented using
the network 100 shown in FIG. 1, other embodiments are
implemented in other networks and in other ways. In the
context of FIG. 13, the node 102 that is performing the
processing of method 1300 is referred to here as the
"current" node 102. In one embodiment, at least a
portion of the funcfionality described here as being
performed by'the current node 102 is implemented in a
controller included in the node 102. Other embodiments

of method 1300 are implemented in other ways.

It is to be understood that the processing
described here in connection with FIG. 13 is optional
and need not necessarily be implemented in any give
network 100 that any of the other systems, devices,

methods or techniques described here.

Method 1300 is performed, in one embodiment,

by those nodes 102 other than the transmitting node 102
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and the transmitting node’s clockwise and counter-
clockwise neighbor nodes 102 while the nodes 102 are
operating in a synchronized mode. The current node 102
is able to perform the processing of method 1300 when
the current node 102 happens to receive four frames from
the two channels (that is, frames from the counter-
clockwise neighbor and the counter-clockwise neighbor’s
neighbor via channel 0 and from the clockwiise neighbor
and clockwise neighbor’s neighbor via channel 1) within
a predetermined “comparison” window. When this happens,
the current node 102 is able to compare the four frames

to one another in a “voting” operation.

When the current node 102 receives frames
(referred to here as the “first frames”) at the current
node 102 from a first neighbor and a first neighbof’s
neighbor of the current node 102 (block 1302), the
current node 102 relays one of the first frames (also
referred to here as the “relayed first frame”) along the
that first channel and performs the two-way comparison
between the two first frames in the same general manner
described above in connection with FIGS. 4A-4B (block
1304). Thereafter, when the current node 102 ;eceives
frames (referred to here as the “latter” or “second”
frames) at the current node 102 from the current node’s
other neighbor and other neighbor’s neighbor (block
1306), the current node 102 relays one of the second
frames (also referred to here as the “relayed second
frame”) along the second channel and performs the two-
way comparison between the two second frames in the same
general manner described above in connection with FIGS.

4A-4B (block 1308).

If the current node 102 receives the second

frames from the second channel within the compare window
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(checked in block 1310), the current node 102 performs a
voting operation using the four frames (that is, the
first frames and the second frames) it is receiving
(block 1312). 1In one embodiment, the voting operation
compares each of the four frames to the other four
frames in a bit-by-bit comparison. If the comparisons
indicate that there is a mis-compare between the two
second frames (checked in block 1314) but the first
frames are identical to each other and to one of the
second frames (that is, there is a “majority”) (block
1316), the current node 102 “overrides” the normal
relay/two-way comparison processing described aboVe
(block 1318). The current node 102, instead of
performing the normal relay and two-way comparison
processing described above, relays the second frame that
matched the two first frames and relays along with the
relayed second frame information indicating that the
relayed second frame was received at the current node
102 with integrity. That is, the integrity field that
would otherwise be appended to or included in the
relayed second frame in accordance with the normal
relay/two-war comparison processing of method 400 is
replaced with a “positive” value indicating to
subsequent nodes 102 that the current node 102 had a
“match” (that is, received the relayed second frame with
integrity) irrespective of the normal relay/two-way
comparison processing performed at the current node 102.
It is to be understood that in other embodiments, other

voting rules and/or override processing is performed.

If the latter frames are not received within
the compare window, there is no mis-compare between the
second frames, or if there is a mis-compare between the

second frames but there is no majority, the current node
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102 does not override the normal relay/two-compare

processing of the second frames (block 1320).

When operating in synchronized mode, a node
102 can perform such a voting operation after that node
102 has received the four frames (that is, frames from
the node’s clockwise neighbor, clockwise neighbor’s
neighbor, counter-clockwise neighbor, and counter-
clockwise neighbor’s neighbor) for a given time slot.
FIG. 14 is a flow diagram of one embodiment of a method
1400 of voting at a node 102 of the network 100 shown in
FIG. 1. Although the embodiment of method 1400 shown in
FIG. 14 is described here as being implemented using the
network 100 shown in FIG. 1, other embodiments are
implemented in other networks and in other ways. 1In the
context of FIG. 14, the node 102 that is performing the
processing of method 1400 is referred to here as the
"current” node 102. In one embodiment, at least a
portion of the functionality described here as being
performed by the current node 102 is implemented in a
“voter” that serves as an interface between the
functionality that perform the transmit/relay
functionality described above in connection with FIGS 2-
4B and an application executing on the node 102 that
uses the data communicated over the network 100. Other
embodiments of method 1400 are implemented in other

ways.

Method 1400 is performed by the current node
102 when the node 102 is operating in synchronized mode
and after the current node 102 has received four frames
from the network 100 for a given time slot. The current
node 102 determines if any of the four frames have been
received at the current node 102 with integrity (block

1402). In this embodiment, a frame is received with
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integrity if the appended or shared integrity fields
included with the frame indicate that no mismatch has
occurred in the process of transmitting and relaying the
frame to the current node 102, If a frame has been
received at the current node 102.with integrity, that
frame is used for subsequent processing (for example, by
the application executing on the current node 102)

(block 1404).

If none of the four frames received by the
current node 102 for the current time slot were received
with integrity, the current node 102 performs a voting
operation using the four received frames (block 1406).
The voting operation, in one embodiment, performs a bit-
by-bit comparison of each frame to the other two frames
received on the other channel. If any.of the bit-by-bit
comparisons indicate that the two compared frames are
identical (that is, there is a “majority”) (checked in
block 1408), those frames are used (for example, by the
application executing on the current node 102) as if
they had been received by the current node 102 with
integrity (block 1410). If none of the compared frames
are identical, then no frame is considered to have been
received with integrity (block 412). In one embodiment,
the voter within the current node 102 provides a single
frame to the application executing on the current node
102 for use thereby. The frame that is provided to the
application is a frame that is received with integrity
at the current node or that is considered to have been
received with integrity after voting. In this way, even
if the relay and/or directional integrity processing
described above results in four frames being received by

the current node 102 without integrity, the integrity of
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those frames can be “reconstituted” by the voting

operation.

The systems, devices, methods, and techniques
described here may be implemented in networks having
network topologies other than the particular braided-
ring topology illustrated in FIG. 1. For example, at
least some of the systems, devices, methods, and
techniques described here may be implemented in networks
in which additional inter-node connections are provided
between the various nodes of the network. One example
of such a network is a “mesh” network. In one example
of such a mesh embodiment, each node is communicatively
coupled to all the other nodes in the network 100 (in
the case of a “full” mesh network topology) or a subset
of the other nodes in the network (in the case of a
“partial” mesh network topology). For each such node, ,
and for a given flow of data within a given channel
defined in such a mesh network, at least a subset of the
nodes to which that node is coupled are designated as
receive~from nodes for that node and at least a subset
of the nodes to which that node is coupled are

designated as transmit-to nodes. ‘

Moreover, at least some of the systems,
devices, methods, and techniques deséribed here may be
implemented in networks in which fewer inter-node
connections are provided between the various nodes of
the network. One example of such a network is a network
that comprises two “simplex” ring channels. One such
embodiment is implemented in a manner to that shown in
FIG. 1 except that there are no skip links that
communicatively couple each node to its clockwise and

counter-clockwise neighbor’s neighbors). For example,
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an embodiment of method 300 is suitable for use in such

a simplex ring network.

Furthermore, it is to be understood that the
various systems, devices, methods, and techniques
described here need not all be implemented together in a
single network and that various combinations of such
systems, devices, methods, and techniques can be

implemented.

The methods and techniques described here may
be implemented in digital electronic circuitry, or with
a programmable processor (for example, a special-purpose
processor or a general-purpose processor such as a
computer) firmware, software, or in combinations of
them. Apparatus embodying these techniques may include
appropriate input and output devices, a programmable
processor, and a storage medium tangibly embodying
program instructions for execution by the programmable
processor. A process embodying these techniques may be
performed by a programmable processor executing a
program of instructions to perform desired functions by
operating on input data and generating appropriate
output. The techniques may advantageously be implemented
in one or more programs that are executable on a
programmable system including at least one programmable
processor coupled to receive data and instructions froﬁ,
and to transmit data and instructions to, a data storage
system, at least one input device, and at least one
output device. Generally, a processor will receive
instructions and data from a read-only memory and/or a
random access memory. Storage devices suitable for
tangibly embodying computer program instructions and
data include all forms of non-volatile memory, including

by way of example semiconductor memory devices, such as
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EPROM, EEPROM, and flash memory devices; magnetic disks
such as internal hard disks and removable disks;
magneto-optical disks; and DVD disks. Any of the
foregoing may be supplemented by, or incorporated in,
specially-designed application-specific integrated

circuits (ASICs).

A number of embodiments of the invention
defined by the following claims have been described.
Nevertheless, it will be understood that various
modifications to the described embodiments may be made
without departing from the spirit and scope of the
claimed invention. Accordingly, other embodiments are

within the scope of the following claims.
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CLAIMS
What is claimed is:

1: A node (102) comprising:
an interface (1130) to communicatively couple’
the node to a channel (106);
wherein the channel communicatively couples
the node to a first neighbor node (102) and a first
neighbor's neighbor node (102) in a first ‘direction;
wherein when the node relays relayed data
along the channel, the node compares data received from
the first neighbor node with data received from the
first neighbor's neighbor node; and
wherein the relayed data comprises:
at least one of: the data received from
the first neighbor node and the data received from fhe
first neighbor's neighbor node; and
information indicative of the results of

the comparison.

2. The node of claim 1, wherein the channel
communicatively couples the node to a second neighbor
node (102) and to a second neighbor's neighbor node

(102) in a second direction.

3. The node of claim 2, wherein the channel
comprises:

a first direct link (108) that communicatively
couples the node to the first neighbor node via the
channel;

a first skip link (108) the communicatively
couples the node to the first neighbor's neighbor node

via the channel;



WO 2005/053237 PCT/US2004/039261

10

15

20

25

30

63

a second direct link (108) that
communicatively couples the node to the second neighbor
node via the channel; and

a second skip link (108) that communicatively
couples the node to the second neighbor's neighbor node

via. the channel.

4, The node of claim 1, wherein the channel

comprises a ring (104).

5. The node of claim 1, wherein the comparison is

a bit-by-bit comparison.

6. A network (100) comprising:

a plurality of nodes (102) that are
communicatively coupled to one another over a channel
(106) ;

wherein the channel communicatively couples
each node to a first neighbor node (102) and a first
neighbor's neighbor node (102) in a first direction;

wherein when each node relays relayed data
along the channel, that node compares data received from
the first neighbor node of that node with data received
from the first neighbor's neighbor node of that node;
and

wherein the relayed data comprises:

at least one of: the data received from
the first neighbor node and the data received from the
first neighbor's neighbor node; and

information indicative of the results of

the comparison.

7. A method of communicating in a network (100)

comprising a plurality of nodes (102) that are
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communicatively coupled to one another over a channel
(106), the method comprising:
comparing data received at a node (102) from a
first neighbor node (102) of the node via the channel
with data received at the node from a first'neighbor‘s
neighbor node (102) of the node via the channel;
relaying relayed data along the channel,
wherein the relayed data comprises:
at least one of: the data received from
the first neighbor node and the data received from the
first neighbor's neighbor node; énd
information indicative of the results of

the comparison.

8. A node (102) comprising:
an interface (1130) to communicatively couple
the node to a channel (106), wherein the channel
communicatively couples the node to a plurality of
receive-from nodes (102) from which the node receives
data on the channel; and
wherein when the node relays relayed data
along the channel, the node compares data received from
a first one of the plurality of receive-from nodes to
data received from a second one of the plurality of
receive-from nodes; |
wherein the relayed data comprises:
at least one of: the data received from
the first one of the plurality of receive-from nodes and
the data received from the second one of the plurality
of receive-from nodes; and
information indicative of the results of

the comparison.
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9. The node of claim 8, wherein the channel
communicatively couples the node to a plurality of
transmit-to nodes (102) and wherein, when the node
relays the relayed data along the channel, the node
relays the relayed data to the plurality of transmit-to

nodes.

10. The node of claim 8, wherein the channel is

formed in at least one of a mesh and a ring (104).
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