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(57) ABSTRACT 

Methods and apparatus for downloading peripheral control 
code to a peripheral of a gaming device are disclosed. One 
embodiment of the method includes the steps of providing a 
peripheral controller adapted to control the peripheral device 
and a programmable memory associated with the controller, 
providing a signal for causing control code to be transmitted 
from a remote location to said peripheral, transmitting the 
control code to the peripheral, storing the control code at the 
programmable memory, and executing the code with the 
peripheral controller to enable the operation of the periph 
eral device by the peripheral controller. In one embodiment, 
the control code is transmitted from a data storage device 
associated with the gaming control device. In one embodi 
ment, the control code is authenticated before it is transmit 
ted to the peripheral, and is verified after being transmitted 
to the peripheral. 
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GAMING MACHINES AND SYSTEMIS HAVING 
PERIPHERAL CODE DOWNLOADING 

CAPABILITIES 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This is a continuation application of and claims 
priority under 35 U.S.C. S 120 to commonly owned and 
co-pending U.S. application Ser. No. 09/823,833, entitled 
METHOD AND APPARATUS FOR DOWNLOADING 
PERIPHERAL CODE, filed on Mar. 30, 2001, which is 
incorporated herein by reference in its entirety and for all 
purposes. 

FIELD OF THE INVENTION 

0002 The present invention relates to peripheral devices 
and a method and apparatus for providing executable or 
operational code to a peripheral. 

BACKGROUND OF THE INVENTION 

0003. In computing environments it is common to asso 
ciate one or more peripheral devices with a central controller 
or processor. As one example, electronic gaming machines 
may include a plurality of peripheral devices, such as a bill 
validator, a coin acceptor, a ticket dispenser, a video display, 
and a variety of other devices. These peripheral devices are 
associated with, and controlled partly by, one or more 
gaming control units. 
0004 Generally, each peripheral also has its own internal 
controller. This controller may comprise a processor 
arranged to execute control code, or hardware embodying 
the control code. The code, whether in the form of execut 
able software or embodied in hardware, controls certain 
aspects of the operation of the peripheral device. In the 
example of a gaming machine, the gaming control unit may 
accept signals from and transmit signals to a bill validator 
peripheral. The transmitted signals may include control 
signals such as a signal instructing the bill validator to shut 
off or cease operation in the event the gaming device 
security is compromised. The bill validator may include 
specific code governing the bill validation process, Such as 
code arranged to compare scanned bill image data to a 
particular set of fixed bill validation data. 
0005. In many instances, it is desirable to replace or 
modify the executable code associated with a peripheral. In 
those situations where the code is embodied in hardware, 
this requires that the peripheral be accessed and the hard 
ware entirely replaced. This is both expensive and very time 
consuming. In the case of a gaming machine, when the 
machine is out of service for a peripheral code update, 
significant loss of revenues may occur. In the case where the 
code is stored in a memory device. Such as read only 
memory (ROM), a new memory module may be installed. 
Again, this still requires access to the gaming machine. 
0006 Finding a potential solution to permitting a change 
in the code associated with a peripheral is difficult when 
considering the many varied problems. If the peripheral code 
is to be updated or replaced, it is desirable to do so in a 
manner that ensures that the peripheral remains operational. 
For example, in the event the code is to be over-written to 
a flash memory, if a power interrupt occurs during the write 
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process, the old code may be sufficiently overwritten, and 
the new code insufficiently instantiated, to permit the periph 
eral controller to operate. The entire memory module and/or 
controller of the peripheral must then be replaced. 
0007 When considering gaming machines, security is of 
utmost concern. Another problem that must be addressed is 
that of ensuring that any new code provided to the peripheral 
is not corrupt or tainted. 

SUMMARY OF THE INVENTION 

0008 Methods and apparatuses for downloading periph 
eral control and operational code to a peripheral of a gaming 
device are disclosed. 

0009. One embodiment of the invention comprises a 
gaming device for presenting a game for play to a player, the 
gaming device comprising at least one game control device, 
at least one peripheral device associated with the game 
control device, a peripheral controller for controlling the 
peripheral device, resident code adapted to cause the periph 
eral controller to obtain control or operational code for 
controlling the operation of said peripheral device, and 
programmable data storage for storing control code trans 
mitted to the peripheral device in response to a signal 
provided to the game control device. 
0010. In one embodiment, peripheral control or opera 
tional code is stored at a data mass storage device associated 
with the game control device. In another embodiment, the 
control or operational code is transmitted from a remote 
location, Such as a remote or central server, over a commu 
nications link to said game control device to the peripheral. 
0011. In one embodiment, the peripheral is provided with 
resident code causing the peripheral to identify itself as a 
download device or otherwise cause control code to be 
transmitted when the peripheral is not being controlled by 
previously downloaded control code. In one embodiment, 
the peripheral is associated with a Universal Serial Bus and 
the peripheral controller comprises an EZ-USBTM type 
device. 

0012. In one embodiment of the invention, the method 
comprises the steps of providing a peripheral controller 
adapted to control the peripheral device and a programmable 
memory associated with the controller, providing a signal 
for causing control code to be transmitted from a remote 
location to said peripheral, transmitting the control code to 
the peripheral, storing the control code at the programmable 
memory, and executing the code with the peripheral con 
troller to enable the operation of the peripheral device by the 
peripheral controller. 
0013. One embodiment of the invention comprises a 
method in which the code that is to be provided to the 
peripheral is first authenticated. In one embodiment, the 
authenticity of the code to be provided by the game control 
device to the peripheral is accomplished with a file verifi 
cation procedure. 

0014) A method of validating the code that has been 
downloaded to the peripheral is also provided. In one 
embodiment, the method comprises the steps of the periph 
eral transmitting the downloaded code back to the game 
control device or other remote location for comparison 
against an authentic copy of the control code. In another 



US 2006/0068920 A1 

embodiment, the method comprises the steps of transmitting 
the control code to the peripheral a second time and the 
peripheral comparing the originally transmitted and stored 
code with the second transmitted copy. In yet another 
embodiment, the method comprises comparing values gen 
erated from the code. 

0.015 Further objects, features, and advantages of the 
present invention over the prior art will become apparent 
from the detailed description of the drawings that follow, 
when considered with the attached figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 illustrates one example environment for use 
of an apparatus and method of the present invention. 

0017 FIG. 2 is a block diagram of a gaming machine in 
accordance with the present invention. 
0018 FIG. 3 is a block diagram of a peripheral device in 
accordance with an embodiment of the present invention. 
0.019 FIG. 4 is schematic of a grouping of gaming 
machines Such as illustrated in FIG. 2 in a network arrange 
ment. 

0020 FIG. 5 is a flow diagram illustrating a method in 
accordance with an embodiment of the invention. 

0021 FIG. 6 illustrates an operational flow diagram of a 
method of authenticating code that is provided to a periph 
eral in accordance with an embodiment of the invention. 

0022 FIG. 7 illustrates an exemplary format and content 
of a verification file. 

0023 FIGS. 8A and 8B illustrate an operational flow 
diagram of an exemplary method of authentication of the 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0024. The invention is a method and apparatus for down 
loading peripheral code. In the following description, 
numerous specific details are set forth in order to provide a 
more thorough description of the present invention. It will be 
apparent, however, to one skilled in the art, that the present 
invention may be practiced without these specific details. In 
other instances, well-known features have not been 
described in detail so as not to obscure the invention. 

0025. In general, the invention is a method and apparatus 
for downloading code or information to a peripheral device. 
As used herein, the term “code’ generally means instruc 
tions or other data for use in controlling one or more 
functions of the peripheral or for operation of the peripheral. 
This code may comprise executable control code for con 
trolling the operation of the device, and may also comprise 
operational information Such as video data (Such as for 
generation of images) or Sound data (for use in generating 
sound) for use by the device. In one or more embodiments, 
the code or data may comprise an image file, i.e., the code 
or data in binary form. Thus, when steps of downloading, 
authenticating and the like are referred to herein, Such 
actions may apply to the image file comprising the code/ 
data. 
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0026. The method and apparatus of the invention may be 
implemented in a wide variety of environments generally 
comprising "computing environments, such as personal 
desktop and laptop computers and electronically and electro 
mechanically controlled devices for presenting games. FIG. 
1 illustrates the preferred environment to which the inven 
tion is applied, that of an electronic gaming device 20. 

0027. The gaming device 20 illustrated in FIG. 1 is 
illustrated as but one example of a device with which the 
invention is useful. As illustrated, the electronic gaming 
device 20 includes a cabinet 22 housing a display 24. The 
display 24 may comprise a video display or one or more 
mechanically or electro-mechanically controlled devices, 
Such as reels. The display 24 comprises one peripheral of the 
gaming device 20. 

0028. In one embodiment of such a gaming device 20, a 
player is permitted to play a game once a bet has been 
placed. In order to place a bet, the player must first provide 
credit in the form of monies or other elements of value as 
required by the game operator. In the embodiment illus 
trated, the gaming device 20 includes a coin acceptor 26 for 
accepting one or more coins, tokens or the like. In general, 
the coin acceptor comprises another peripheral device, and 
may have at least the function of validating presented coins 
and indicating the value of the accepted coins. The device 20 
illustrated also includes a bill validator 28 for accepting 
paper currency, tickets or the like. The bill validator 28 is yet 
another peripheral device, and may have at least the function 
of validating the presented bill monies and indicating the 
value of the accepted bills. 
0029. Once the player has provided the appropriate 
credit, the player is permitted to place a bet. In one embodi 
ment, the device 20 includes a bet button 30 for indicating 
the desired bet to be placed. Once a bet is placed, the player 
is permitted to start the game. In the embodiment illustrated, 
the game involves the rotation of displayed reels. The player 
depresses a spin button 32, and the display 24 is caused to 
display images of rotating reels. This plurality of buttons 
may be arranged as a peripheral device. Additionally, in the 
case of electromechanical arrangement of rotating reels, 
these reels may be arranged as a peripheral device. These 
concepts (downloadable peripherals) may be applied to both 
Video as well as spinning reel type gaming machines. 
0030) A player may be paid a winning if the outcome of 
the game is a particular predetermined outcome as displayed 
by the display 24. These winnings may be paid by a coin 
dispenser (not shown) to a coin tray 34. Alternately, the 
player may be paid winnings in the form of a ticket dis 
pensed by a ticket generator 36. The ticket generator 36 is a 
peripheral arranged to print a ticket. 

0031 Many gaming devices, such as that illustrated, 
include a card reader 38 for reading information from a 
player card. This information may be used in a player 
tracking system, as is well known in the art. 
0032. In general, it will be appreciated that a gaming 
device 20 such as illustrated may include a variety of 
peripheral devices. These devices may include those 
described above and/or a wide variety of other devices. It 
will be appreciated that the present invention is applicable to 
gaming devices 20 Such as that illustrated, and gaming 
devices arranged to present a wide variety of other games. 
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One or more aspects of the present invention are applicable 
to devices other than gaming devices to the extent Such 
devices include a computing environment with at least one 
peripheral associated with a controller or processor. For 
example, the invention may be applied to machines or 
devices used in Support of gaming machines 20. Such as cash 
validation terminals, progressive controllers and the like. 
Other peripheral devices to which the invention may be 
applied include player tracking units, coin hoppers, printers 
(dot matrix, thermal or the like), top boxes, light displays, 
Sound systems, reader boards, touch screen controllers, 
communication devices (modems, Ethernet cards, wireless 
controllers), secondary video display devices, and button 
and light/lamp controllers. For example, the code that is 
provided to a light display may comprise data files for 
generating images, and the code that is provided to a Sound 
system may include Sound files. 
0033 Referring now to FIG. 2, in a preferred embodi 
ment of the invention, one or more peripheral devices 40, 
Such as those of a gaming machine 20, are controlled by one 
or more gaming device controllers, such as a master gaming 
controller 42. In one or more embodiments, the master 
gaming controller 42 includes a processor 44 and a memory 
for storing data. In a preferred embodiment, the master 
gaming controller 42 includes a memory in the form of at 
least one data mass storage device 46. In one embodiment, 
the mass storage device 46 is capable of storing data 
comprising peripheral executable or operational code. As is 
well known, the mass storage device(s) 46 may comprise a 
wide variety of devices and mediums capable of storing 
electronic data, such as hard drives, CD-ROM, floppy discs, 
tapes, flash memory, RAM and the like. Preferably, these 
storage devices and remote storage elements employ Secu 
rity and authentication algorithms and hardware to insure the 
integrity of stored information, such as to ensure the authen 
ticity of the code as described below. 
0034. In one embodiment, a communications or data link 
48 is provided between the master gaming controller 42 and 
another device. The other device may comprise a remote 
server or computer. The data link 48 permits transmission of 
data to and/or from the master gaming controller 42. The 
data link 48 may comprise a wired or wireless communica 
tions link, e.g., serial, parallel, Ethernet, Token Ring, 
Firewire R, etc. As stated above, the data link 48 may be 
useful in transmitting player tracking or similar information 
regarding play of the gaming device 20 to a remote location. 
0035. As is well known, appropriate input/output con 
trollers and devices are provided for permitting data to flow 
to and from the processor 44 of the master gaming controller 
42. In one or more embodiments, at least one bus (not 
shown) is provided for this purpose. In one or more embodi 
ments, additional hardware and/or software may be provided 
for permitting communications with the master gaming 
controller 42 through the data link 48. For example, data 
may be transmitted through the link 48 using an IEEE-1394 
protocol/architecture. In such an embodiment, a physical 
card including at least one port may be associated with the 
bus. This card may include hardware and/or software 
embodying the IEEE-1394 protocol, including physical, link 
and other layers as defined thereby. The port may be 
arranged to accept a network wire or cable. In this manner, 
data may be transmitted from the controller 42 to a remote 
location, or vice versa, over the link 48. In one or more 
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embodiments, the data may be transmitted in accordance 
with an Ethernet or TCP/IP protocol, as enabled through a 
physical card or on-board communications port. 
0036) As illustrated, one or more peripherals 40 are 
associated with the master gaming controller 42. At least one 
communications or data link 50 is provided between each 
peripheral 40 and the master gaming controller 42. In one 
embodiment, the communications link 50 permits data to be 
transferred between the processor 44 of the master gaming 
controller 42 and each peripheral 40 via the system bus of 
the master gaming controller 42. Again, this link may 
comprise a wired or wireless communications pathway. 
0037. An embodiment of a peripheral 40 in accordance 
with the invention will be described with reference first to 
FIG. 3. As illustrated therein, in one or more embodiments, 
the peripheral includes hardware 52. The specific hardware 
52 may vary depending upon the nature of the functions to 
be performed by the peripheral 40. For example, in the case 
of a bill validator, the hardware may include bill transport 
and scanning apparatuses. 
0038. The peripheral 40 also includes a processor or 
controller 54 and at least one data storage device Such as a 
memory 56. In one embodiment, the processor 54 includes 
at least one bus (not shown) that permits communication 
with the peripheral hardware 52 and the memory 56. In 
general, operation of the peripheral 40, including the periph 
eral hardware 52, is controlled by code that is processed by 
the processor 54. 
0039. In accordance with the present invention, at least a 
portion of the peripheral control code can be changed. Such 
as by update or complete replacement. In a preferred 
embodiment, the peripheral code is downloadable to the 
peripheral 40, eliminating the need for direct physical con 
tact other than that provided by the wired or wireless link 50 
of the peripheral 40 in order to change its control code. In 
one embodiment, peripheral control or executable code is 
provided from a remote location, such as the master gaming 
controller 42. The code is preferably provided through the 
communications link 50. 

0040. In the embodiment where the code is associated 
with a memory 56, the memory is preferably of the pro 
grammable or re-writeable type. In other words, the memory 
may store first data, and then later store second data at least 
in part in replacement of the first data. As described in more 
detail below, such memory 56 may comprise a variety of 
types of memory devices or modules. 
0041. In a preferred configuration of the invention, the 
peripheral controller 54 comprises a microcontroller 
selected from the EZ-USBTM microcontroller family avail 
able from Cypress Semiconductor Corporation of San Jose, 
Calif., or is similarly arranged. In this embodiment, the 
master gaming controller 42 includes a Universal Serial Bus 
(USB) to which the peripheral 40 is connected. In this 
arrangement, a USB may be associated with the bus of the 
master gaming controller 42. The USB may include hard 
ware and software, including a USB controller and at least 
one port for connection of a communication cable through 
which data may flow between the peripheral 40 and master 
gaming controller 42. The protocol and architecture of a 
USB is well known and will not be described herein. Such 
information may be found in the text USB Hardware and 
Software, ISBN 0-929392-37-X, which is incorporated 
herein by reference. 
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0042. In such an embodiment, the peripheral controller/ 
processor 54 includes, among other things, a control chip or 
USB interface engine/processor, an internal memory, a data 
bus, and an address bus. The processor is pre-programmed 
or coded to perform reset and enumeration functions. In 
accordance with these functions, when power is applied to 
the controller 54, a reset function is held in an asserted state, 
preventing the controller from executing other instructions. 
At the same time, the controller 54 is identified on the USB 
as a download type device. In response to this identification, 
the master gaming controller 42 is preferably adapted to 
obtain peripheral control code for the peripheral 40 and send 
it to the peripheral 40 via the communication link 50. As 
described in more detail below, this code may be stored at 
the mass storage 46 of the master controller 42, or be stored 
at a remote location. In the event the code is stored at a 
remote location, the master gaming controller 42 first 
obtains the code and then sends it to the peripheral 40. As 
described in more detail below, in a preferred embodiment, 
before the code is transmitted to the peripheral 40, it is 
authenticated. 

0043. The master controller 42 provides the peripheral 
control code to the peripheral 40. In this embodiment, direct 
memory access is preferably provided, such that the code is 
stored directly to the memory 56 without intervention by the 
controller 54. In other embodiments, the code may first be 
provided to the controller 54 and/or a local memory thereof, 
and then be forwarded for storage to the memory 56. Once 
the code has been downloaded and stored, a command is 
sent to the USB interface engine forcing the controller 54 to 
disconnect from the USB. At this time, the controller 54 
reset function is released and the controller 54 begins 
executing the code that was downloaded and stored in the 
memory 56. Preferably, when executed, the downloaded 
code initializes the peripheral 40 and enables the peripheral 
40 to enumerate itself as a particular device. Once this has 
occurred, the USB interface engine reconnects to the USB 
and now identifies itself as a particular device, i.e. a bill 
validator, coin acceptor or the like. During the remainder of 
a session, the peripheral 40 is enabled to be used as part of 
the gaming device 20. 

0044) In an embodiment where the peripheral controller 
54 comprises an EZ-USBTM type device, the controller 54 
includes a number of other features. For example, the 
controller 54 may include an ICTM controller that commu 
nicates with the USB engine through a data bus. This 
controller is adapted to permit local communications, as is 
well known. 

0045. In this embodiment, the peripheral 40 may include 
two memory devices. In one embodiment, the peripheral 40 
may include an internal memory, such as 4 or 8Kb of RAM. 
This internal memory may be associated directly with the 
controller 56 and include a code for performing the reset and 
other functions described above. In the preferred embodi 
ment of the invention, the memory 56 is external and is in 
addition to an internal memory. In one embodiment, the 
memory 56 comprises 32 Kb. 64 Kb or more of additional 
memory. As described below, the exact type of memory may 
vary. 

0046. In another embodiment of the invention, the 
peripheral controller 54 again includes a processor and 
memory. Fixed code is resident at the peripheral 40. This 
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code may be embedded in hardware, Such as part of a control 
chip, or stored in the memory 56. In response to an identi 
fication inquiry from the processor 44 or other device 
associated with the master gaming controller 42, the fixed or 
resident code is arranged to cause the peripheral controller 
54 to cause the master gaming controller 42 to download 
peripheral control code in like manner to that described 
above. 

0047. In this embodiment, the peripheral controller 54 
may be associated with the master gaming controller 42 in 
a wide variety of manners. For example, the communication 
link 50 may be provided by other means or protocols than 
USB, such as a serial connection, including serial RS-232 
and RS-422, or a parallel connection. 

0048. As stated above, in one embodiment of the inven 
tion, peripheral control code is provided by the master 
gaming controller 42. In one embodiment, the code is stored 
at the mass storage 46 of the master gaming controller 42. 
In another embodiment, as illustrated in FIG. 4, the code 
may be stored at a remote location, such as a central server. 
In the embodiment illustrated in FIG. 4, the master gaming 
controller 42 (shown in FIG. 2) associated with several 
gaming machines 20 is in communication with the central 
server via one or more communication links. 

0049. In an embodiment where the code is stored at a 
remote location, the master gaming controller 42 may be 
arranged to obtain the code in response to an instruction/ 
identification by the peripheral controller 54. In the event the 
peripheral controller 54 requests the code, such as by 
identifying itself as a download device, the master gaming 
controller 42 may be arranged to send a request for the code 
to the remote device, causing the remote device to transmit 
the code. This code may be stored at the mass storage 46 of 
the master gaming controller 42 or in a volatile memory, 
Such as RAM. The master gaming controller 42 may then 
re-transmit the code on to the peripheral 40. In one embodi 
ment, the code may be stored at a remote code repository, 
and transferred to a local system and then the gaming device 
20 or directly to the gaming device. Firmware may be 
provided which allows the operator to designate the source 
and manner of obtaining the code. 
0050. The memory 56 of the peripheral 40 may comprise 
a wide variety of elements such as static RAM, Dynamic 
RAM, Synchronous Dynamic RAM, FLASH ROM and 
EPROM. In a preferred arrangement of the invention, the 
memory 56 associated with the peripheral 40 comprises one 
or more static RAM chips or similar elements, rather than 
EPROM or FLASH ROM device. When information is 
stored to an EPROM or FLASH ROM, complex algorithms 
must be performed to write the data to the device. On the 
other hand, data may be written to the static RAM using a 
simple bus write cycle. This permits data to be written to the 
peripheral 40 in a much faster fashion. For example, the 
difference in write time may be nanoseconds versus milli 
seconds. In the gaming environment, this write time is very 
important. First, during transmission of the code, the down 
load process is Susceptible to interruption and interference. 
This may corrupt the code, requiring that the code be 
re-transmitted. The additional time required to write or store 
the code also limits the maximum rate of transmission. In the 
event code is simultaneously forwarded from the master 
gaming controller 42 to several peripherals 40, these delays 
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increase the time the gaming device 20 is not operational. 
During a long transmission cycle, the opportunity for inter 
ception of the data also increases. This increases the likeli 
hood that a party may intercept the code and retransmit 
unauthentic code to the peripheral device 20. 

0051. In one or more embodiments, the peripheral 
memory 56 at which the control code is stored is a volatile 
memory that loses its ability to store data upon the occur 
rence of one or more events. In one embodiment, the 
memory is of a type which loses is ability to store data when 
power is interrupted thereto. In accordance with this 
embodiment, in the event of an interruption in power, the 
peripheral's control code is effectively erased, necessitating 
that the control code be obtained again. This arrangement 
has several benefits. During a power interruption, the Secu 
rity of the gaming device 20 may be compromised. Even if 
a party attempts to tamper with a peripheral 40 of the device 
20, when power is again provided to the device, the control 
code for each peripheral 40 is reloaded from an authentic 
Source (or is authenticated, as described in greater detail 
below), ensuring that the peripheral 40 operates as desired. 

0.052 In addition, the master gaming controller 42 may 
be arranged to shut off power to a peripheral 40 or otherwise 
“reboot the peripheral in the event of a security breach. For 
example, a party may open an access door to an interior of 
the gaming device 20. If Such a breach is detected (such as 
with a door sensor), the security event may be identified to 
the master gaming controller 42. The master gaming con 
troller 42 may, in turn, shut power off to the peripheral 40. 
This erases the code from the peripheral's memory 56, 
rendering the peripheral useless for operation of the gaming 
device 20 and thwarting an attempt by the intruder/unau 
thorized person. Once the device 20 is again identified as 
secure, the master gaming controller 42 may again permit 
power to be provided to the peripheral 40. At that time, the 
peripheral 40 is arranged to download the code again or take 
other appropriate action. 

0053 As one aspect of the invention there is provided a 
method for verifying the code once downloaded to the 
peripheral 40. As stated above, it is desired that an authentic 
version of the peripheral code be accessible, whether pro 
vided from a central or remote server or stored directly at the 
master gaming controller 42. Such an authentication method 
is described below. In accordance with the invention, a 
means is provided for verifying the integrity of the code that 
is provided to the peripheral. 

0054. In one embodiment, once peripheral control code 
has been downloaded to the peripheral 40, the code is 
provided to the peripheral a second time. The peripheral 40 
utilizes this second copy of the code in a verification 
procedure, comparing the stored first copy to the newly 
transmitted second copy. If differences are found between 
the two versions of the code, then the version of the code that 
was downloaded and stored is not deemed authentic. The 
controller 54 of the peripheral 40 may then be arranged to 
request a new, third copy of the code for download and 
storage in replacement of the code which is currently stored, 
and Verification procedure may repeat In this embodiment, 
the second copy of the code is not stored permanently at the 
peripheral 40, but is only used in a comparison procedure. 
As is well known, this comparison procedure may comprise 
a bit-for-bit comparison or other method of verification now 
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known or later developed. Of course, in this embodiment, 
the controller 54 of the peripheral 40 is provided with code 
arranged to cause the peripheral 40 to re-request the code 
after it has been stored, and to utilize this second requested 
copy of the code in the verification process. 
0055. In the above-referenced embodiment of verifica 
tion, the peripheral 40 is adapted to perform the verification 
function. Of course, in that arrangement, the peripheral 40 
must have Sufficient computing power to perform the opera 
tion, and must be provided with either the software or 
hardware to perform the verification. 
0056. In another embodiment, the peripheral 40 is pro 
vided with code that is capable of calculating a signature 
associated with the code. This signature may be transferred 
back to the master gaming controller 42 for comparison 
against a signature similarly generated against the copy of 
the code stored there. If the signatures match, the code is 
deemed verified. If not, the code is not deemed verified. 
0057. In another embodiment, once the code is down 
loaded to the peripheral 40 and stored at the peripheral 40, 
the peripheral 40 sends the code back to the master gaming 
controller 42 or other device. In the embodiment where an 
authentic copy of the code is stored at the master gaming 
controller 42, the code is sent back to the master gaming 
controller 42 and the master gaming controller 42 performs 
a verification function, comparing the authentic code to that 
forwarded by the peripheral. This arrangement has the 
benefit that the verification function can likely be performed 
more quickly and without interruption of other functions, as 
the master gaming controller 42 is likely to be provided with 
much greater processing power and data storage. 

0058. In either embodiment, the verification function is 
useful in detecting the corruption of the peripheral code. For 
example, a party may attempt to intercept code being 
downloaded to a bill validator peripheral. The intercepted 
code may be modified or replaced with other code, such as 
code that permits the user to pass counterfeit bills through 
the validator. The code may also be corrupted during the 
transfer, such as by electrical interference. 
0059. In one or more embodiments, the code verification 
may occur at various time intervals after downloading of the 
code. This assures that the code is not later tampered with at 
the peripheral 40. 

0060. In one or more embodiments, the data that is 
transferred in order to enable the peripheral and perform the 
verification or other functions may be encrypted. For 
example, the code that is downloaded to the peripheral 40 
may be encrypted to further ensure its integrity. A variety of 
encryption methods and means for implementing these 
methods are known to those of skill in the art. 

0061. A method in accordance with the invention will be 
described with reference to FIG. 5. In one embodiment, in 
a first step S1, the peripheral identifies itself as a download 
device. In the embodiment where the peripheral 40 is 
associated with a USB device, when the peripheral 40 is 
connected to the USB, a Voltage change occurs on one of 
two connecting wires. This causes the USB controller to 
query the peripheral 40 to determine its nature. In accor 
dance with this embodiment of the invention, the USB 
engine or processor 54 of the peripheral 40 is arranged to 
identify itself as a “download device requiring code for its 
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operation. As stated above, in another embodiment the 
peripheral 40 identifies itself as a download device by 
executing resident code that instructs the master gaming 
controller 42 to download control code to it. In one or more 
embodiments, this first step S1 comprises the step of the 
peripheral 40 transmitting a signal to a remote location, Such 
as the master gaming control 42, causing control code to be 
transmitted to the peripheral. 
0062. In a step S2, control code (such as in the form of 
an image file) is downloaded to the peripheral 40. In one 
embodiment, the code is provided directly from the master 
gaming controller 42. In another embodiment, the code is 
forwarded from a remote location to the master gaming 
controller 42, and then from the master gaming controller to 
the peripheral 40. 
0063. In a step S3, the control code is stored in the 
memory 56 of the peripheral. As stated above, the code may 
be stored directly in the memory 56 or first pass through the 
peripheral controller 54. 
0064. In a step S4, after the code has been received and 
stored by the peripheral 40, the code is executed, such as by 
the peripheral controller 54. 
0065. In a step S5, the peripheral 40 begins its normal 
operation in accordance with the executed downloaded 
code. In the embodiment where the peripheral 40 is a USB 
type device, this includes the step of the peripheral 40 
disconnecting from the USB and then reconnecting. After 
the reconnection, the USB controller of the USB associated 
with the master controller 42 polls the peripheral 40. Now 
using the downloaded control code, the peripheral 40 iden 
tifies itself as the particular intended device, such as a bill 
validator, coin acceptor or the like. In another embodiment, 
once the control code is downloaded and stored, a jump code 
causes the peripheral to begin executing the control code, 
enabling operation of the peripheral device. 

0066. In one or more embodiments, the method includes 
the step of conducting code Verification. In the embodiment 
of the invention described above where some fixed code is 
resident at the peripheral 40 instructing the download, this 
step may occur after the code has been downloaded and 
stored at the peripheral 40, but before the code is executed 
thereby (i.e., between steps S3 and S4 of the method 
illustrated in FIG. 5). In the embodiment where the periph 
eral 40 includes a USB engine or processor 54, verification 
is part of the downloaded code and occurs in conjunction 
with the code execution (i.e., at step S4). As stated above, the 
step of Verification may comprise the step of resending the 
code for bitwise comparison by the peripheral 40, comprise 
the peripheral sending a copy of the code back to the master 
gaming controller 42 or other location for comparison, or 
comprise comparison of generated signatures. 

0067. In one or more embodiments, the method of the 
invention is applied to operational code and/or data. In Such 
event, the informational data is Supplied to the peripheral 
and used (i.e. executed) by the peripheral for controlling a 
display, Sound generating device or the like. 
0068. As stated above, in a preferred embodiment of the 
invention, the code that is provided to the peripheral 40 is 
authentic. One embodiment of the invention thus includes a 
method of authenticating the code that is to be provided to 
the peripheral, such as authenticating the code that is stored 
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at the gaming device 20. Preferably, the authentication of the 
code occurs before step 2 of the method described above and 
illustrated in FIG. 5, such that the authenticity of the code 
is ensured before it is provided to the peripheral. As 
described above, once the code is provided to the peripheral, 
the code may be further verified to ensure its integrity after 
its transfer to the peripheral. 
0069. In one embodiment, the code or other media to be 
authenticated contains authentication data, in one embodi 
ment in the form of an authentication file. The authentication 
data comprises data generated at a secure location from 
trusted Software, i.e., software that is known to be accurate 
and in Some instances software that is approved by a 
regulatory body. In one embodiment the authentication data 
stored in the authentication file is in the form of a file 
verification table (FVT) configured to store a hash value 
entry for each file. To create the hash value entries stored in 
the FVT, hash operation algorithms stored on a secure 
memory are executed on each file stored on the media (fixed, 
removable, or any other) and the resulting hash value is 
stored in the FVT such that it in some way corresponds with 
the software file from which it was created. The FVT thus 
contains a unique value created by the hash operation for 
each file on the removable media. 

0070 FIG. 6 illustrates an operation flow diagram of an 
example method of creating the authentication file. This 
method is one exemplary method of operation and it is 
contemplated that other methods of creating authentication 
data may be utilized. Further, this method is available for use 
on any of a removable media, fixed or mass media, Software 
stored on a network, or other any other data storage appa 
ratus. For example, the method is available for authenticat 
ing peripheral code that is stored on a removable CD-ROM 
associated with the master gaming controller 42. The 
method is also available for authenticating peripheral code 
that is stored at the mass storage device 46 of the master 
gaming controller 42. 
0071 At a step S150 the authentication data creation 
process loads Software application files, such as the periph 
eral control code or video/audio peripheral operational data 
to a removable media. In other methods, the software may 
comprise files other than application files and the files may 
be loaded on the media prior to the initiation of the this 
process. Next, at a step S152, the operation creates a shell 
file that will become the authentication file storing the FVT. 
0072 At a step S154, the operation locates an application 

file. The process of locating the one or more files may occur 
in any manner known in the art. One such method comprises 
selecting an application file based on directory structures, 
while another method comprises selecting application files 
alpha-numerically. Once the first application file is selected, 
the operation executes a hash operation on the selected 
application file. The hash operation may comprise any hash 
operation capable of returning a unique value for a particular 
file. To facilitate a check at a later state of the authentication 
process, the hash operation used in obtaining the hash values 
for the FVT is preferably generally similar to the hash 
operation used in later stages of authentication. Using the 
same algorithm insures that a given file will yield an 
identical hash value if the file has not been altered. 

0073. Thereafter, at a step S158, the operation stores the 
hash value in the FVT. In one preferred embodiment the 
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hash value is stored with an association with the application 
file from which the hash value was created. Next, at a 
decision step S160, the operation determines if there are 
additional files on the media to execute the hash operation. 
If there are files for which a hash value has not been created, 
then the operation returns to step S154 and the operation 
repeats. If at decision step S160 the operation determines 
that no additional files exist on which to perform the hash 
operation, then the operation progresses to a step S162 and 
the method executes the hash operation on all hash values 
presently stored in the FVT. The hash operation creates a 
unique hash value for the hash values stored in the FVT to 
provide means to detect tampering or unwanted alteration of 
the hash values in the FVT. This hash value generated by 
executing the hash operation on the stored hash values is 
referred to herein as a content signature of the hash values. 
Next, at a step S163, the operation encrypts the content 
signature and stores it in the FVT. Next, at a step S164, the 
operation hashes the entire FVT file and obtains a signature 
for the entire FVT file. 

0074 Next, at a step S166 the operation encrypts the 
signature value and stores it in the FVT. In one embodiment 
this value, the encrypted signature value for the FVT is 
appended to the end of the file. Encryption of the signature 
prevents the alteration of the signature, thereby providing 
additional security against tampering. At a step S168 the 
operation closes the authentication files and stores the 
authentication file on the removable media or other location, 
such as the mass storage 46 of the master gaming controller 
42. The FVT within the authentication file is thus available 
if the removable media or other memory/file is used in the 
future. The FVT contains unique data created based on the 
content of the removable media when the content of the 
removable media was known to be trusted as accurate. 

0075). In other configurations, the FVT is created or 
stored on media other than the removable media, Such as a 
fixed media like a hard drive, to provide authentication 
capability. 

0.076 FIG. 7 illustrates an example configuration of a file 
verification table (FVT) as contained within the authentica 
tion file. In this example configuration, the FVT contains a 
listing of each file 280, identified by name. Associated with 
each file is the hash value 282. The hash value is the unique 
value created by executing the hash operation on each file 
280 associated with the removable media. The FVT also 
contains an encrypted content signature 284 which is an 
encrypted hash value obtained from executing the hash 
operation on each of the hash values 282. The FVT also 
contains an encrypted file signature 286. This is but one 
possible arrangement and exemplary content of data to assist 
in the authentication of Software or data contained on a 
media for use in a device. Those of ordinary skill in the art 
will understand that other arrangements are possible without 
departing from the scope of the invention. The FVT may be 
stored on the media with which it is associated or at a 
different location. 

0.077 Once the above described authentication file is on 
a media (fixed, removable, or other) it provides a unique key 
to determine if the software on the media (such as the 
peripheral control code file or data file containing audio/ 
video or other peripheral operational data) has been altered 
since the authentication file was created. The media or 
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files/data can then be put to any use intended and using the 
authentication file a determination can be made whether the 
software on the media has been altered. The authentication 
process is described below. 

0078 FIGS. 8A and 8B illustrate an operation flow 
diagram of an exemplary method of authentication. In one 
environment, this method is performed, for example, to 
establish that the software control code (such as in the form 
of one or more image files) on the gaming controller 42 is 
authentic. The method described below is in reference to 
authentication of a removable media, such as a CD-ROM 
containing the peripheral code. In reference to FIG. 8A, at 
a step S350 a user inserts a removable media into a remov 
able reader (such as a CD-ROM drive). Thereafter, at a step 
S352 the process of authentication can automatically occur 
or require some event from a user. At a step S354 the 
operation determines a media to authenticate. Any order of 
authentication is acceptable. As described, in a preferred 
embodiment of the invention, the authentication may occur 
on one or more files used to control a peripheral device that 
may be stored anywhere. 

0079 Next, at a step S356, the operation searches the 
media for the verification file stored on the media. The 
creation and content of the verification file is discussed 
above. At a step S358, the operation utilizes the decryption 
algorithms from the secure memory to decrypt the file 
signature stored in the FVT. The encrypted file signature is 
shown as element S286 on FIG. 7. After decrypting the file 
signature value stored in the FVT, the operation performs a 
hash operation on the FVT file up to the encrypted content 
signature S284, to obtain a re-calculated file signature. This 
occurs at a step S360. Thereafter, at a step S362, the 
operation compares the decrypted signature to the re-calcu 
late file signature to check for differences in the values. At 
a decision step S364, a determination is made whether the 
signatures match. If the decrypted signature does not match 
the re-calculated signature, the operation progresses to a step 
S366 and the process terminates. Such a failure to match at 
step S364 indicates possible tampering or alteration and the 
installation or game operation should not occur or may have 
occurred inaccurately. 

0080) Ifat decision step S364 the operation determines 
the decrypted signature matches the recalculated signature, 
the operation progresses to a step S368 wherein the opera 
tion generates a directory tree or other directory and/or file 
listing of the files on the media and the FVT. Any various 
structure or listing of directories and/or files can be utilized 
such that it facilitates a comparison between the directory 
trees or structure and/or the files on the FVT and the media. 
This comparison, that occurs at a step S370 indicates 
whether the same directories and/or files exists on the media 
as compared to the listing in the FVT as was recorded at a 
prior time when the media content was known to be trusted. 
At a decision step S372 the method determines if there is a 
match between the directories or files recorded in the FVT 
and the directories or files currently on the media. If there is 
not a match, the operation moves to a step S374 and the 
process terminates. 

0081. If there is a match at step S372, the operation 
progresses to a step S380. At step S380, the operation begins 
performing the hash operation on each file stored on the 
media and comparing the resulting hash value to the hash 
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value stored in the FVT. Thus, at step S380 the operation 
obtains a hash value corresponding to a file. The hash value 
is obtained from the FVT. Next at a step S382, the operation 
locates the corresponding file on the media and performs the 
hash operation on the file. It is preferred that an identical 
hash function be utilized at step S382 as was used to create 
the entries in the FVT. 

0082. At a step S384, the operation compares the hash 
value from the FVT to the re-calculated hash value for the 
corresponding Software file stored on the media. At a deci 
sion step S386 a determination is made as to whether these 
two hash values match. If the values do not match, the 
operation moves to a step S388 and the process terminates. 
If the values match, the operation moves to a decision step 
S390 wherein the operation determines if all the entries of 
the FVT have been compared to re-calculated values. 

0083) If at decision step S390 there are additional FVT 
entries to compare, the operation returns to step S380 and 
the operation repeats as shown. If at decision step S390 all 
the FVT entries have been compared to re-calculated entries, 
the operation progress to a step S392 wherein the determi 
nation is made that the media (Such as peripheral control 
code files) has been authenticated. It is contemplated that 
this process can occur on any media (including control code 
files, operational data Such as audio/video data) for which 
authentication is desired. It is further contemplated that 
many other variations may be made to the general process 
outlined herein without departing in scope of authentication 
to determine that the software control code on the media, 
fixed, removable, or otherwise, is trustworthy. 

0084. One or more embodiments of the invention com 
prise a method of updating the control code of a peripheral 
40 while the peripheral 40 is operating using already pro 
vided code. For example, a bill validator may be provided 
with particular code enabling its operation as part of a 
gaming device. During the continued operation of the gam 
ing device, it may be determined that the code of the bill 
validator must be changed, such as to accommodate a 
change in currency format or by operator request. In accor 
dance with an embodiment of the invention, this process 
may occur without powering down the gaming device. In 
particular, the new control code may be provided to the 
master gaming controller 42 through a download process. 
The master gaming controller 42 may then send a signal to 
the peripheral 40 instructing it to accept the new code in a 
download process, overwriting the old code. In one embodi 
ment, the master gaming controller 42 may be caused to 
disconnect the peripheral 40, effectuating a "reboot' in 
which the peripheral 40 now identifies itself as a download 
device again, starting the process at step S1 of the above 
described method. The reboot process may automatically 
include the above-described authentication process. 

0085 One or more embodiments of the invention com 
prise the operation of a gaming device including a peripheral 
40. In one embodiment, the method includes the step of 
initiating operation of the gaming device 20. This step 
preferably includes the step of providing the control code 
that the peripheral 40 will use to operate, in accordance with 
the above-referenced method. The initiation step may 
include shutting off power to the peripheral 40, and/or 
master gaming control 42 or entire gaming device 20, and 
then providing power again. As disclosed above, in the 
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preferred embodiment, shutting off the power to the periph 
eral 40 causes the previously stored control code to be 
erased. When power is again provided to the peripheral 40, 
the peripheral 40 preferably transmits a signal. Such as the 
above-referenced data identifying the peripheral as a down 
load device, such that the control code is transmitted to the 
peripheral for storage and then execution. In one or more 
other embodiments, the initiation of operation may comprise 
only rebooting the peripheral 40 (Such as by triggering the 
reset/enumeration function of the peripheral) causing the 
master gaming controller to recognize the peripheral as a 
download device and provide the control code that will be 
used to control its operation. This rebooting may be accom 
plishing in a variety of manners. For example, a signal may 
be sent from the master gaming controller 42 causing the 
peripheral 40 to initiate a reset or reboot function. 
0086. In one or more embodiments, the peripheral 40 
may be caused to erase its stored control code in the event 
a reboot function is executed. In such event, the resident 
control code is erased, and the peripheral seeks new control 
code for storage and execution. In another embodiment, the 
resident control code may simply be overwritten. 
0087 Many advantages are realized by the invention. In 
accordance with the invention, code for operation/execution 
by a peripheral device may be conveniently updated without 
needing to access the peripheral device. 
0088 A method of providing code to a peripheral is 
provided which ensures the integrity of the code. The 
method ensures that the code that is downloaded to the 
peripheral is not corrupt or tampered with. 

0089. In accordance with the invention, a method and 
apparatus is defined which ensures the integrity of the code 
download procedure without risk of peripheral inoperability. 
As described above, one problem associated with updating 
the control code of a device is that an interruption may occur 
during the code write procedure. In such event, the device 
may be rendered inoperable. The resident peripheral control 
code may be sufficiently overwritten before the interruption 
that the resident code is not sufficient to operate the device 
after the interruption to permit the download to continue or 
restart. In addition, the new code may be insufficiently 
written to permit its execution for controlling the device, 
again preventing the device from completing the code 
install. 

0090. As will be appreciated, interruptions during such a 
code installation may arise from a wide variety of Sources 
and are not uncommon. In the realm of gaming device. Such 
interruptions may occur due to network instability electric 
shock and interference and other factors. 

0091. In accordance with the invention, such an interrup 
tion will not render the peripheral inoperable. In the pre 
ferred embodiment of the invention, the peripheral includes 
fixed code that cannot be overwritten and always enables 
basic operation of the peripheral. In a preferred embodiment, 
the fixed code is only that code sufficient to enable the 
peripheral 40 to communicate with the master gaming 
controller 42 to obtain control code via the download 
process. In another embodiment, as described in detail 
above, the peripheral 40 identifies itself as a download 
device and accepts code from the master gaming controller 
42 which enables further operation of the peripheral 40. 
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0092 Another advantage of the invention is that all of the 
code for controlling all of the peripherals of a gaming 
machine can be authenticated and delivered to the periph 
erals for enabling operation of the machine at the same time. 
For example, a gaming machine may be manufactured and 
then delivered with firmware or have the firmware uploaded 
or installed once delivered. This entire block of firmware 
may be authenticated at once. Then, the code for all of the 
peripherals of the device may be installed from the firmware, 
enabling operation of the machine. 
0093. The method of the invention is useful in ensuring 
that the code associated with the operation of peripherals of 
many computers are all updated. In one embodiment, the 
gaming controller may be provided with code that it pro 
vides to the peripheral. In accordance with the verification 
method(s) as described above, it may be determined if the 
provided code matches that which the peripheral is currently 
utilizing. If not, then the gaming controller/peripheral may 
be caused to automatically update the operating code by 
accepting the new code. This method ensures that one or 
more peripherals of a gaming machine are not operating 
with old code. 

0094. The method of the invention is useful in authenti 
cating many types of code or data, Such as may be used by 
a video display or Sound generating peripheral of a gaming 
machine. Further, the method is useful in updating this code 
and/or data to the peripheral. In this manner, a wide variety 
of information associated with the operation or control of a 
peripheral of the gaming machine may be authenticated, 
verified, and updated. 
0095. It will be understood that the above-described 
arrangements of apparatuses and the methods therefrom are 
merely illustrative of applications of the principles of this 
invention and many other embodiments and modifications 
may be made without departing from the spirit and scope of 
the invention as defined in the claims. 

What is claimed is: 
1. Agaming machine adapted to accept a monetary-based 

wager, provide a game based on said monetary-based wager, 
and grant a monetary-based award based on the result of said 
game, comprising: 

a master gaming controller adapted to control one or more 
operational aspects of said gaming machine; 

at least one peripheral device in communication with said 
master gaming controller, said at least one peripheral 
device being configured as a download device and 
including a peripheral device controller, wherein said at 
least one peripheral device contains minimum resident 
code configured to generate a signal requesting new 
operating code, said minimum resident code being 
insufficient to enable the complete operation of said at 
least one peripheral device, and said new operating 
code being Sufficient to enable the complete operation 
of said at least one peripheral device and containing a 
least a portion of operating code that is different from 
any operating code previously used by said at least one 
peripheral device; and 

a memory device in communication with said at least one 
peripheral device, said memory device configured to 
store said new operating code. 
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2. The gaming machine of claim 1, wherein said at least 
one peripheral device comprises a device selected from the 
group consisting of a bill validator, a touch screen control 
ler, a button controller, a lamp controller, a display control 
ler, a printing device, an internal function control device, a 
coin acceptor, a security monitoring device, a player track 
ing device and an uninterruptable power Supply. 

3. The gaming machine of claim 1, wherein said at least 
one peripheral device is adapted to transmit said signal to 
said master gaming controller. 

4. The gaming machine of claim 1, further including a 
Universal Serial Bus associated with said master gaming 
controller and said at least one peripheral device. 

5. The gaming machine of claim 1, further including a 
communications link between said master gaming controller 
and an outside device that is separate and remotely located 
from said gaming machine. 

6. The gaming machine of claim 5, wherein said master 
gaming controller is adapted to receive said new operating 
code from said outside device and forward said new oper 
ating code to said at least one peripheral device. 

7. A method of operating a gaming machine, comprising: 
initiating operation of said gaming machine, said gaming 

machine having a master gaming controller and a 
peripheral device, wherein said gaming machine is 
adapted to accept a monetary wager, provide a game 
based on said monetary wager, and grant a monetary 
award based on the result of said game; 

transmitting a request signal from said peripheral device 
while said peripheral device includes only minimum 
resident code, said minimum resident code being 
adequate to facilitate the transmission of said first 
signal but inadequate to facilitate the complete opera 
tion of said peripheral device; 

providing new operating code to said peripheral device in 
response to said request signal, wherein said new 
operating code is adequate to facilitate the complete 
operation of said peripheral device, and wherein said 
new operating code contains at least a portion of code 
that is different from any operating code previously 
used by said peripheral device. 

8. The method of claim 7, wherein said request signal is 
transmitted to said master gaming controller. 

9. The method of claim 7, further including the steps of: 
storing said new operating code at a storage device 

associated with said at least one peripheral device; and 
executing said new operating code with a peripheral 

controller for effecting the complete operation of said at 
least one peripheral device. 

10. The method of claim 9, further including the steps of: 
shutting off power to said at least one peripheral device; 

and 

removing data from said storage device in response to 
said power being shut off to said at least one peripheral 
device. 

11. The method of claim 10, wherein said removed data 
includes at least a portion of said new operating code. 

12. The method of claim 11, wherein said removed data 
includes Substantially all of said new operating code. 
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13. The method of claim 7, wherein said initiating step 
comprises powering up or resetting said gaming machine, 
said at least one peripheral device, or both. 

14. The method of claim 7, further including the step of: 
sending a polling signal from said master gaming con 

troller to said at least one peripheral device, wherein 
said step of transmitting said request signal is made in 
response to said polling signal. 

15. The method of claim 7, further including the step of: 
authenticating said new operating code before providing 

said new operating code to said at least one peripheral 
device. 

16. The method of claim 15, wherein said step of authen 
ticating is performed at least in part by said master gaming 
controller. 

17. The method of claim 7, wherein said master gaming 
controller and said at least one peripheral device communi 
cate using a protocol selected from the group consisting of 
RS-232, RS-422, parallel, IEEE-1394 and USB. 

18. A gaming system adapted to facilitate the acceptance 
of monetary-based wagers, the provision of games based on 
said monetary-based wagers, and the grant of monetary 
based awards based on the results of said games, compris 
1ng: 

a plurality of gaming machines, wherein each of said 
plurality of gaming machines includes at least one 
peripheral device configured as a download device and 
containing minimum resident code configured to gen 

Mar. 30, 2006 

erate a request signal for the transmission of new 
operating code, wherein said minimum resident code is 
insufficient to enable the complete operation of said at 
least one peripheral device, and wherein said new 
operating code is Sufficient to enable the complete 
operation of said at least one peripheral device, and 
wherein said new operating code contains a least a 
portion of operating code that is different from any 
operating code previously used by said at least one 
peripheral device; 

a remotely located server adapted to provide one or more 
versions of said new operating code to each of said 
plurality of gaming machines; and 

a communication link between said remotely located 
server and each of said plurality of gaming machines. 

19. The gaming system of claim 18, wherein said 
remotely located server is adapted to store a plurality of 
versions of said new operating codes thereupon. 

20. The gaming system of claim 18, wherein each said at 
least one peripheral device comprises a device selected from 
the group consisting of a bill validator, a touch screen 
controller, a button controller, a lamp controller, a display 
controller, a printing device, an internal function control 
device, a coin acceptor, a security monitoring device, a 
player tracking device and an uninterruptable power Supply. 


