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(57) Abstract: Described herein is a platform for providing a resource catalog local to an appliance device, such that the appliance 
f4 device is able to generate a transaction related to one or more resources within the resource catalog. In some embodiments, the appliance 

device may receive resource information within streaming data. For example, the appliance device may receive an indication that a 

f4 portion of streaming media data is related to a resource. Upon determining that a portion of streaming data is related to a resource, the 
appliance device may be configured to store the portion of data in relation to the identified resource. A user may retrieve and/or execute 
the portion of streaming data at a later date. In some embodiments, the user may request that a transaction be conducted with respect 
to the resource and a corresponding transaction request may be generated by the appliance device.
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PLATFORM FOR APPLIANCE BASED RESOURCE CATALOG 

BACKGROUND 

[0001] Households typically include a number of appliances which provide 

users with access to a variety of information on various resources. In some cases, 

5 users are even able to make purchases (or complete other transactions) related to 

the resources using these appliances. However, even in these cases, information 

related to the resource must be retrieved from a computing entity (often via a 

network connection) before a transaction may be completed. This often results in 

several communications back and forth between a server and an appliance before a 

10 transaction can be initiated, resulting in a reduction of useable bandwidth for the 

appliance. This can be especially frustrating for a user attempting to use the 

appliance for its primary function at the same time that the appliance is attempting to 

conduct a transaction.  

[0002] Embodiments of the invention address these and other problems, 

15 individually and collectively.  

BRIEF SUMMARY 

[0003] Embodiments of the invention are directed to a platform in which an 

appliance device locally stored resource information as it is received. In some 

embodiments, the resource information may be received as streaming data (e.g., 

20 streaming media files). The appliance device may identify a resource to which the 

resource information is related and/or determine that the resource information is to 

be stored based on an indicator associated with the resource information (e.g., 

metadata associated with the resource information that includes a resource 

identifier). Upon receiving input from a user, the appliance device may generate a 

25 transaction request related to the resource from the resource information received by 

the appliance device.  

[0004] One embodiment of the invention is directed to a method performed by 

an appliance device comprising identifying information related to a resource within 

streaming data, determining, based on an indicator associated with the information 
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related to the resource, that the information related to the resource is to be stored, 

and storing the information related to the resource in a resource catalog. The method 

further comprises receiving a request to conduct a transaction related to the 

resource, and generating, using the information related to the resource and an 

5 access token, a transaction request message. The method further comprises 

providing the generated transaction request message to a provider of the resource to 

initiate the transaction.  

[0005] Another embodiment of the invention is directed to an appliance 

comprising a processor and a computer readable medium comprising a token 

10 module, a resource catalog, and a transaction module. The token module is 

configured to maintain at least one access credential. The resource catalog is 

configured to, as streaming data is received by the appliance, identify a portion of the 

streaming data related to a resource, compile a set of information for the resource 

from the identified portion of the streaming data, and store the compiled set of 

15 information. The transaction module is configured to receive a request related to the 

resource, generate, using the compiled set of information and the at least one 

access credential, a transaction request for the resource, and transmit the generated 

transaction request to a provider of the resource.  

[0006] Another embodiment of the invention is directed to a server computer 

20 comprising one or more processors, and a memory including instructions that, when 

executed by the one or more processors, cause the one or more processors to 

receive, from a resource provider, a request to provide resource information to one 

or more appliances. The instructions further causing the one or more processors to 

provide the resource information to the one or more appliances within a streaming 

25 data, the resource information including an indication that the resource information is 

to be stored by the one or more appliances. The instructions further causing the one 

or more processors to receive a transaction request from an appliance of the one or 

more appliances, the transaction request related to a resource associated with the 

resource information, and initiate a transaction with the resource provider on behalf 

30 of a user of the appliance.  

[0007] These and other embodiments of the invention are described in further 

detail below.  
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 depicts an example system architecture capable of 

implementing at least some embodiments of the current disclosure; 

[0009] FIG. 2 depicts an example appliance device configured to store 

5 resource information in a resource catalog and generate transaction request 

messages related to a resource in accordance with at least some embodiments; 

[0010] FIG. 3 depicts an example data flow that may be implemented in 

accordance with at least some embodiments; 

[0011] FIG. 4 depicts a flow diagram illustrating a process for receiving 

10 resource information and subsequently conducting transactions in accordance with 

at least some embodiments; and 

[0012] FIG. 5 depicts a flow diagram illustrating a process for enrolling 

resource providers and subsequently conducting transactions in accordance with at 

least some embodiments.  

15 DETAILED DESCRIPTION 

[0013] In the following description, various embodiments will be described. For 

purposes of explanation, specific configurations and details are set forth in order to 

provide a thorough understanding of the embodiments. However, it will also be 

apparent to one skilled in the art that the embodiments may be practiced without the 

20 specific details. Furthermore, well-known features may be omitted or simplified in 

order not to obscure the embodiment being described.  

[0014] Prior to discussing the details of some embodiments of the present 

invention, description of some terms may be helpful in understanding the various 

embodiments.  

25 [0015] An "access credential" may be any data or portion of data used to gain 

access to a particular resource. In some embodiments, an access credential may be 

a login and/or password for a user account. In some embodiments, an access 

credential may be include account information or a token associated with the 

account information, a cryptogram, a digital certificate, etc.  
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[0016] An "appliance device" may be any suitable electronic device capable of 

communicating with, and/or interacting with other devices. An appliance device may 

have a primary function that is unrelated to communicating with other electronic 

devices. For example, an appliance device may be a refrigerator that, in addition to 

5 preserving food, is capable of interacting with one or more other electronic devices.  

In some embodiments, an appliance device may be associated with a device 

identifier. The device identifier may be used to determine the type of device for a 

particular appliance device. Examples of appliance devices may include gas and 

electric meters, refrigerators, lamps, thermostats, printers, automobiles, fire alarms, 

10 home medical devices, home alarms, motorcycles, boats, televisions, etc.  

[0017] An "authorization request message" may be an electronic message 

that requests authorization for a transaction. In some embodiments, it is sent to a 

transaction processing computer and/or an issuer of a payment card to request 

authorization for a transaction. An authorization request message according to some 

15 embodiments may comply with ISO 8583, which is a standard for systems that 

exchange electronic transaction information associated with a payment made by a 

user using a payment device or payment account. The authorization request 

message may include an issuer account identifier that may be associated with a 

payment device or payment account. An authorization request message may also 

20 comprise additional data elements corresponding to "identification information" 

including, by way of example only: a service code, a CVV (card verification value), a 

dCVV (dynamic card verification value), a PAN (primary account number or "account 

number"), a payment token, a user name, an expiration date, etc. An authorization 

request message may also comprise "transaction information," such as any 

25 information associated with a current transaction, such as the transaction amount, 

merchant identifier, merchant location, acquirer bank identification number (BIN), 

card acceptor ID, information identifying items being purchased, etc., as well as any 

other information that may be utilized in determining whether to identify and/or 

authorize a transaction.  

30 [0018] An "authorization response message" may be a message that 

responds to an authorization request. In some cases, it may be an electronic 

message reply to an authorization request message generated by an issuing 

4



WO 2017/192122 PCT/US2016/030554 

financial institution or a transaction processing computer. The authorization response 

message may include, by way of example only, one or more of the following status 

indicators: Approval -- transaction was approved; Decline -- transaction was not 

approved; or Call Center -- response pending more information, merchant must call 

5 the toll-free authorization phone number. The authorization response message may 

also include an authorization code, which may be a code that a credit card issuing 

bank returns in response to an authorization request message in an electronic 

message (either directly or through the transaction processing computer) to the 

merchant's access device (e.g. POS equipment) that indicates approval of the 

10 transaction. The code may serve as proof of authorization.  

[0019] A "media provider computer" may include a computing device capable 

of providing media content. In some embodiments, a media provider computer may 

provide content to one or more appliance devices. In some embodiments, the media 

provider computer may be a provider of streaming media content. For example, the 

15 media provider computer may be a provider of a streaming media service, such as a 

video streaming or webcam streaming service.  

[0020] A "resource provider computer" may include a computing device 

capable of providing access to one or more resources. A resource provider computer 

may typically be an entity that engages in transactions and can sell goods or 

20 services, or provide access to goods or services. In some embodiments, the 

resource provider computer may be affiliated with an electronic marketplace or a 

retail entity that maintains an internet presence. A resource provider computer may 

support transactions to acquire resources (e.g., goods and/or services). The 

resource provider computer may be in communication with other devices via a 

25 network connection. Examples of resource provider computers may include 

computers maintained by merchants, data providers, etc.  

[0021] A "server computer" may include a powerful computer or cluster of 

computers. For example, the server computer can be a large mainframe, a 

minicomputer cluster, or a group of servers functioning as a unit. In one example, the 

30 server computer may be a database server coupled to a Web server. The server 

computer may be coupled to a database and may include any hardware, software, 

other logic, or combination of the preceding for servicing the requests from one or 
5
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more client computers. The server computer may comprise one or more 

computational apparatuses and may use any of a variety of computing structures, 

arrangements, and compilations for servicing the requests from one or more client 

computers.  

5 [0022] "Streaming media" may refer to any files provided to a computing entity 

in a continuous or semi-continuous stream of data. Streaming media may be used to 

refer to media files that are buffered and/or executed by the appliance device upon 

being accessed. In some embodiments, streaming media content may refer to a 

series of media files that are downloaded by an appliance device in a sequence. For 

10 example, a media provider may make a series of data files available and may 

provide an appliance device with the location (e.g., via a uniform resource locator 

(URL)) of each of the data files. In this example, the appliance device may access 

each of the data files at the indicated location in a specified order.  

[0023] A "token" may include an identifier for a payment account that is a 

15 substitute for an account identifier, such as a primary account number (PAN). For 

example, a token may include a series of numeric and/or alphanumeric characters 

that may be used as a substitute for an original account identifier. For example, a 

token "4900 0000 0000 0001" may be used in place of a PAN "4147 0900 0000 

1234." In some embodiments, a token may be "format preserving" and may have a 

20 numeric format that conforms to the account identifiers used in existing payment 

processing networks (e.g., ISO 8583 financial transaction message format). In some 

embodiments, a token may be used in place of a PAN to initiate, authorize, settle or 

resolve a payment transaction or represent the original credential in other systems 

where the original credential would typically be provided. In some embodiments, a 

25 token value may be generated such that the recovery of the original PAN or other 

account identifier from the token value may not be computationally derived. Further, 

in some embodiments, the token format may be configured to allow the entity 

receiving the token to identify it as a token and recognize the entity that issued the 

token.  

30 [0024] Details of some embodiments of the present invention will now be 

described.  
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[0025] FIG. I depicts an example system architecture capable of 

implementing at least some embodiments of the current disclosure. In FIG. 1, an 

appliance device 102 is depicted as being in communication with a processing 

computer 104. Additionally, the appliance device 102 may be in communication with 

5 one or more of a resource provider computer 106, an access server 108, and/or an 

authorization computer 110 via a communication network 112 and/or a transaction 

processing network 114. In some embodiments, the appliance device 102 may 

receive streaming media content provided by a media provider computer 116.  

[0026] An appliance device 102 may be may be any electronic device 

10 configured to perform at least one primary function. The appliance device 102 may 

include one or more processors and a memory that includes computer executable 

instructions to be executed by the one or more processors. In some embodiments, 

the memory may include a secure execution environment 118. The computer 

executable instructions may include one or more modules, such as a token module 

15 120, a transaction module 122, and/or an interface module 124. In addition, the 

memory may include one or more data stores that store information to be processed 

by the modules, such as a resource catalog 126 that includes information related to 

one or more resources. This will be described in greater detail with respect to FIG. 2 

below.  

20 [0027] In accordance with at least some embodiments, the processing 

computer 104 may be any computing device, including a remotely located server 

computer, configured to perform one or more actions on behalf of the appliance 

device 102. Additionally, it should be noted that in some embodiments, the 

processing computer 104 may be embodied by one more virtual machines 

25 implemented in a hosted computing environment. The hosted computing 

environment may include one or more rapidly provisioned and released computing 

resources, which computing resources may include computing, networking, and/or 

storage devices. A hosted computing environment may also be referred to as a 

cloud-computing environment. In some embodiments, the processing computer 104 

30 may be configured to provision information onto the appliance device 102. The 

processing computer 104 may provide any suitable service and/or processing for the 

appliance device 102. In some embodiments, the processing computer may maintain 

7
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an account for one or more users and/or appliance device(s) 102. The processing 

computer may also store one or more policies and/or user preferences related to the 

operation of the appliance device 102 or service. In some embodiments, the 

processing computer may be configured to provide an indication of which media 

5 content is to be stored by the appliance device 102.  

[0028] A resource provider computer 106 may be any computing device or 

plurality of computing devices configured to provide access to a resource. In some 

embodiments, the resource provider computer 106 may be associated with an 

electronic commerce site. For example, the resource provider computer 106 may 

10 maintain a catalog of items and/or services available for purchase by a user. The 

resource provider computer 106 may also be associated with a merchant website or 

an acquirer. In some embodiments, the resource provider computer 106 may enable 

a user to gain entry to a secure area or storage unit.  

[0029] In accordance with at least some embodiments, the access server 108 

15 may be any computing device or plurality of computing devices configured to initiate 

a transaction on behalf of a resource provider, such as a merchant. In some 

embodiments, the access server 108 may be configured to complete a transaction 

upon receiving an authorization response message indicating that a transaction has 

been approved. In some embodiments, the access server 108 may be operated by 

20 an acquirer or a financial institution associated with a resource provider computer 

106.  

[0030] In accordance with at least some embodiments, the authorization 

computer 110 may be any computing device or plurality of computing devices 

configured to receive an authorization request message for a transaction, authorize 

25 or decline the transaction, and provide an authorization response message based on 

whether the transaction has been authorized or declined. The authorization 

computer 110 may determine whether to authorize or decline the transaction based 

on information associated with the transaction. In some embodiments, the 

authorization computer 110 may be operated by an issuer of a payment account 

30 (e.g., a credit card).  

8
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[0031] In some examples, the communication network 112 and/or the 

transaction processing network 114 may include any one or a combination of many 

different types of networks, such as cable networks, the Internet, wireless networks, 

cellular networks, and other private and/or public networks. In addition, the 

5 communication network 112 and/or transaction processing network 114 may 

comprise multiple different networks. For example, the appliance device 102 may 

utilize a 3G network to communicate with a wireless router, which may then route the 

communication over a public network (e.g., the Internet) to the resource provider 

computer 106. In some embodiments, the transaction processing network 114 may 

10 be a payment processing network (e.g., VisaNet).  

[0032] In accordance with at least some embodiments, the media provider 

computer 116 may be any computing device or plurality of computing devices 

configured to provide media content to the appliance device 102. In some 

embodiments, the media provider computer 116 may be operated by a provider of 

15 streaming media content. In the context of this disclosure, streaming media content 

may refer to media files that are provided in a continuous or semi-continuous stream 

of data. In some embodiments, streaming media content may refer to a series of 

media files that are downloaded by the appliance device 102 is a sequence. For 

example, the media provider computer 116 may make a series of data files available 

20 and may provide the appliance device 102 with the location (e.g., via a uniform 

resource locator (URL)) of each of the data files. In this example, the appliance 

device 102 may access each of the data files at the indicated location in a specified 

order. In some embodiments, the media files may be buffered and/or executed by 

the appliance device 102 upon being accessed.  

25 [0033] A remote device 128 may be any electronic device configured to 

enable remote user interaction with an appliance device 102. In some embodiments, 

the remote device 128 may be a remote control associated with the appliance device 

102. In some embodiments, the remote device 128 may be a cellular phone or other 

mobile device capable of communicating user input to the appliance device. In some 

30 embodiments, the remote device 128 may be configured to interact with an interface 

module 124 of the appliance device 102. In some embodiments, the interface 

module 124 may comprise a graphical user interface (GUI) or other means of 

9
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presenting data to the user, such that the appliance device 102 may be configured to 

present feedback to the user in response to receiving user input via the remote 

device 128.  

[0034] For simplicity of illustration, a certain number of components are shown 

5 in FIG. 1. It is understood, however, that embodiments of the invention may include 

more than one of each component. In addition, some embodiments of the invention 

may include fewer than or greater than all of the components shown in FIG. 1. In 

addition, the components in FIG. 1 may communicate via any suitable 

communication medium (including the internet), using any suitable communications 

10 policy.  

[0035] FIG. 2 depicts an example appliance device configured to store 

resource information in a resource catalog and generate transaction request 

messages related to a resource in accordance with at least some embodiments. The 

appliance device 102 may be an example appliance device 102 of FIG. 1.  

15 [0036] The appliance device 102 may be any type of computing device 

capable of receiving media content, identifying resource information within the media 

content, storing the identified resource information, and generating transaction 

request messages. In at least some embodiments, the appliance device 102 may 

include at least one memory 202 and one or more processing units (or processor(s)) 

20 204. The processor(s) 204 may be implemented as appropriate in hardware, 

computer-executable instructions, firmware or combinations thereof. Computer

executable instruction or firmware embodiments of the processor(s) 204 may include 

computer-executable or machine executable instructions written in any suitable 

programming language to perform the various functions described.  

25 [0037] The memory 202 may store program instructions that are loadable and 

executable on the processor(s) 204, as well as data generated during the execution 

of these programs. Depending on the configuration and type of appliance device 

102, the memory 202 may be volatile (such as random access memory (RAM)) 

and/or non-volatile (such as read-only memory (ROM), flash memory, etc.). The 

30 appliance device 102 may also include additional storage 206, such as either 

removable storage or non-removable storage including, but not limited to, magnetic 

10
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storage, optical disks, and/or tape storage. The disk drives and their associated 

computer-readable media may provide non-volatile storage of computer-readable 

instructions, data structures, program modules, and other data for the appliance 

device 102. In some embodiments, the memory 202 may include multiple different 

5 types of memory, such as static random access memory (SRAM), dynamic random 

access memory (DRAM) or ROM.  

[0038] The memory 202 of appliance device 102 may include a secure 

execution environment 208 such as a secure memory (e.g., Smartcard based 

technology available in low-power devices). In some embodiments, the secure 

10 execution environment 208 may include a secure element. A secure element (SE) 

can be a tamper-resistant platform (typically a one chip secure microcontroller) 

capable of securely hosting applications and their confidential and cryptographic 

data (e.g. key management) in accordance with the rules and security requirements 

set forth by a set of well-identified trusted authorities.  

15 [0039] Turning to the contents of the memory 202 in more detail, the memory 

202 may include an operating system 210 and one or more application programs or 

services for implementing the features disclosed herein including at least a module 

for generating transaction requests related to an identified resource to initiate a 

transaction (transaction module 212). The memory 202 may also include resource 

20 catalog data 214, which provides data associated with one or more resources and 

policy data 216, which provides information on policies to be applied to transactions 

initiated by the appliance device 102.  

[0040] In some embodiments, the transaction module 212 may, in conjunction 

with the processor 204, be configured to determine whether a requested transaction 

25 is in compliance with one or more policies related to the transaction and/or the 

appliance device 102. For example, the transaction module 212 may be 

programmed to cause the appliance device 102 to identify one or more policies 

relevant to a resource and/or type of resource associated with a requested 

transaction. In some embodiments, policies may be identified based on a transaction 

30 amount, the type of resource to which the transaction request is related, an amount 

of the transaction, or any other suitable factor.  

11
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[0041] The transaction module 212 may also be configured to cause the 

processor 204 to identify a token or other access credential to be associated with a 

transaction and to generate a transaction request message in accordance with at 

least some embodiments. For example, upon receiving an indication of a resource to 

5 be obtained, the appliance device 102 may determine a resource provider computer 

associated with the resource, identify a token to be used to obtain the resource, and 

may generate a transaction request to be provided to the resource provider 

computer and/or access server to initiate a transaction for the requested resource. In 

this example, upon determining that the transaction is in compliance with each of the 

10 relevant policies, the appliance device may generate the transaction request to 

include an identifier and quantity of a resource and an access credential, which may 

then be provided to the resource provider computer to initiate the transaction.  

[0042] In some embodiments, at least some information provisioned by a 

processing computer onto the appliance device 102 may be stored in the secure 

15 memory. The appliance device 102 may include secure key storage to protect data 

at rest and encryption keys (i.e. a shared secret). The encryption keys could be 

unique-derived keys (UDKs), which can be derived from user account information 

and other unique information. A benefit to using UDKs is that the UDKs do not need 

to be transported to the devices that use them, but they can be generated by those 

20 devices using information known to those devices. The appliance device 102 may 

also store instructions for communicating with other devices and/or instructions for 

initiating a payment transaction. In some embodiments, the secure execution 

environment 208 may include at least a module for managing information related to 

access credentials (token module 218). The secure execution environment may also 

25 include one or more secure data stores for storing any sensitive information (e.g., 

access credential, encryption keys, etc.).  

[0043] The appliance device 102 may also contain communications 

interface(s) 218 that enable the appliance device 102 to communicate with a stored 

database, another computing device or server, one or more remote devices, other 

30 appliance devices, and/or any other suitable electronic devices. In some 

embodiments, the communication interface 218 may enable the appliance device 

102 to communicate with other electronic devices on a network (e.g., on a private 

12
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network). The appliance device 102 may also include input/output (1/O) device(s) 

and/or ports 220, such as for enabling connection with a keyboard, a mouse, a pen, 

a voice input device, a touch input device, a display, speakers, a printer, etc.  

[0044] FIG. 3 depicts an example data flow that may be implemented in 

5 accordance with at least some embodiments. The data flow depicted in FIG. 3, may 

be implemented at least by the example architecture depicted in FIG. 1.  

[0045] In accordance with at least some embodiments, streaming data may be 

provided by a media provider computer 302. In some embodiments, the streaming 

data may be provided as a series of sequential files (files provided in an ordered 

10 sequence), or portions of a single media file. In some embodiments, the streaming 

data may comprise files located on a server which are "streamed" by providing a 

location of the files to another computing entity that subsequently downloads the files 

from the server.  

[0046] During an enrollment phase, a resource provider computer 304 may 

15 communicate with the processing computer 306. During the enrollment, the resource 

provider computer 304 may provide the processing computer 306 with information 

related to a resource that it provides. For example, the resource provider computer 

may provide information related to an availability (e.g., a time period during which the 

resource is available), a price, a lifespan, or any other suitable resource-related 

20 information. The processing computer 306 may normalize the received information 

(place the information into a standard format) and store the information as a record 

in a resource index. The processing computer 306 may provide a resource identifier 

to the resource provider computer 304 that may be used to identify the record related 

to the resource in the resource index.  

25 [0047] The streaming data may be accessed by the processing computer 306.  

In some embodiments, at least a portion of the streaming data may be identified as 

being associated with an indication of a resource (e.g., one or more files from the 

series of files that comprise the streaming data). The processing computer 304 may 

determine that one or more provided files is associated with a resource identifier. For 

30 example, the one or more files may be associated with metadata that includes the 

resource identifier. In some embodiments, upon determining that the one or more 

13



WO 2017/192122 PCT/US2016/030554 

files are associated with the resource identifier, the processing computer 306 may 

reference the resource index 308 to generate a resource file related to the resource 

identifier. The resource file may be provided to a resource catalog 312 located on an 

appliance device with an indication that it is related to the one or more files 

5 determined to be associated with the resource identifier when the one or more files 

are received. In some embodiments, the resource file may comprise information 

related to acquisition of the resource. For example, the resource file may include the 

price of the resource, contact information for the resource provider computer (e.g., a 

URL), or any other suitable information needed to complete a transaction with the 

10 resource provider for the resource. In some embodiments, the resource file may be 

associated with an expiration date and/or time. For example, a resource file may be 

set to expire upon reaching the end of a sale related to the resource. In another 

example, the resource file may be set to expire upon reaching the end of a period of 

time for which the resource provider has paid to enroll its resource. The one or more 

15 files associated with the resource file may be stored in the resource catalog in 

relation to the resource file.  

[0048] In accordance with at least some embodiments, the processing 

computer 306 may also be configured to manage and provide access credential 

information to an appliance device. In some embodiments, the processing computer 

20 306 may identify one or more access credentials that may be used to gain access to 

the resource from the resource provider computer 304. For example, the resource 

provider computer 304 may provide an indication of acceptable payment 

mechanisms from which the resource provider computer 304 is able to receive 

payment. In some embodiments, the processing computer 306 may generate a 

25 token or subtoken specific to the resource, resource provider, and/or the appliance 

device. The token may be stored by the processing computer 306 in token data 310.  

The token may be included in the resource file provided to, and stored in, the 

resource catalog 312 of the appliance device.  

[0049] In some embodiments, the one or more files may be executed by the 

30 appliance device at 314. For example, in addition to being stored in the resource 

catalog 312 along with a resource file, the portion of streaming data may be 

presented to a user of the appliance device at the time that it is received.  
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[0050] In some embodiments, the appliance device may receive a user 

interaction 316 related to the resource. A transaction module 318 of the appliance 

device may in conjunction with a processor in the application device cause the 

appliance device to identify a resource file associated with the resource based on the 

5 user interaction 316. In some embodiments, the transaction module 318 may be an 

example transaction module 212 depicted in FIG. 2. In response to receiving, via the 

user interaction 316, a request to obtain the resource associated with the resource 

file, the transaction module 318 may be configured to generate a transaction request 

message. The transaction request message may include an indication of the 

10 resource, a quantity, a shipping address, an authorized transaction amount, or any 

other suitable information necessary to complete the transaction. In addition, the 

transaction message may include a token or other access credential that may be 

used to complete the transaction.  

[0051] The generated transaction message may be provided to a resource 

15 provider computer 304 to initiate a transaction related to the resource. The resource 

provider computer 304 may, upon receiving the transaction message, determine an 

availability for the resource. Upon determining that the resource is available, the 

resource provider computer 304 may initiate authorization 320 for the transaction by 

generating an authorization request message to be provided to an authorization 

20 computer associated with the token. In some embodiments, the resource provider 

computer 304 may provide a response to the transaction module 318 to indicate 

whether the transaction has successfully been initiated.  

[0052] More specifically, although the authorization 320 may occur in any 

suitable manner, in some embodiments of the invention and referring to FIG. 1, the 

25 resource provider computer 106 may generate the authorization request message, 

which may be transmitted to the authorization computer 110 via the communication 

network 112, the access server 108, and the transaction processing network 114.  

The authorization computer 110 may generate an authorization response message 

which may be returned to the resource provider computer 106 through the 

30 transaction processing network 114, the access server 108, and the communication 

network 112. At the end of the day or at some other suitable period of time, a 
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settlement process may occur between the access computer 108 and the 

authorization computer 110.  

[0053] If a token was present in the authorization request message instead of 

a real payment credential, then the real credential (e.g., a real PAN) may be 

5 determined from the token by a token vault (not shown in FIG. 1), which may be in 

operative communication with any of the access server 108, the transaction 

processing network 114, and/or the authorization computer 110.  

[0054] By way of illustrative example, consider the following exemplary 

scenario. An advertiser (an example of a resource provider that operates the 

10 resource provider computer 304) may enroll an advertised product with a provider of 

the disclosed service (the provider may operate the processing computer 306). In 

some embodiments, the processing computer 306 may be operated by the media 

provider. In some embodiments, the processing computer 306 may be operated by a 

server that provides backend support for a resource catalog implemented on the 

15 appliance device. In this scenario, the advertiser may provide product information for 

the advertised product (e.g., availability, price, shipping costs, etc.) and may be 

provided with a resource identifier in return. The advertiser may then provide a video 

advertisement for the product to a streaming video provider computer (an example 

media provider computer 302) to be embedded in streaming video content. In this 

20 scenario, the video advertisement may include an indication of the resource 

identifier. The streaming video provider may stream video to one or more smart 

televisions (an example appliance device) that includes the video advertisement.  

Upon detecting that the video advertisement is related to the resource identifier (e.g., 

a metadata associated with the video advertisement includes the resource identifier), 

25 a smart television that receives the video advertisement may be provided with a 

resource file related to the video advertisement. In addition to playing the video 

advertisement, the smart television may store both the resource file and the video 

advertisement in a resource catalog 312.  

[0055] In this illustrative scenario, a user may be provided with the ability to 

30 view or otherwise select the video advertisements stored in the resource catalog 

312. If the user selects an option to purchase the advertised product, the smart 

television is able to generate a purchase order (an example transaction message) for 
16
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the advertised product. In some cases, the purchase order may include all of the 

information necessary to complete the purchase of the advertised product. The 

purchase order may then be provided to the provider of the disclosed service or 

directly to the advertiser (e.g., at a URL indicated in the resource file via a network 

5 connection). The purchase may then be initiated by the advertiser by submitting an 

authorization request message to an issuer of a payment instrument provided in the 

purchase order. Upon receiving an approved authorization response, the advertiser 

may initiate a fulfillment process to provider the product to a user of the smart 

television.  

10 [0056] FIG. 4 depicts a flow diagram illustrating a process for receiving 

resource information and subsequently conducting transactions in accordance with 

at least some embodiments.  

[0057] Some or all of any of the processes described herein (or variations 

and/or combinations thereof) may be performed under the control of one or more 

15 computer systems configured with executable instructions and may be implemented 

as code (e.g., executable instructions, one or more computer programs or one or 

more applications). In accordance with at least one embodiment, the process 400 of 

FIG. 4 may be performed by at least the appliance device 102 depicted in FIG. 1 and 

FIG. 2. The code may be stored on a computer-readable storage medium, for 

20 example, in the form of a computer program including a plurality of instructions 

executable by one or more processors. The computer-readable storage medium may 

be non-transitory.  

[0058] Process 400 may begin at 402, when streaming data (or a portion 

thereof) is identified as being related to a resource. In some embodiments, the 

25 portion of data may be identified as being related to a resource by a resource 

identifier located within metadata associated with the portion of streaming data. In 

some embodiments, the portion of streaming data may comprise a series of data 

files. For example, a thirty-second video related to a resource may be inserted into a 

longer video that is unrelated to the resource. The thirty-second video may be stored 

30 on a server as 15 consecutive data files, each containing two seconds of video. In 

this example, all 15 of the data files may include metadata with the resource 

identifier, indicating that they are each related to the resource. As the appliance 
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receives the streaming data, it may play, or otherwise execute, each file received in 

the streaming data. As the 15 consecutive files are received and executed by the 

appliance, they may be identified as being related to the resource.  

[0059] At 404, an appliance device may determine whether to store the 

5 identified portion of data. In some embodiments, an identified portion of data may be 

stored upon determining that the portion of data is related to an active (e.g., non

expired) resource identifier. In some embodiments, a user may indicate one or more 

interests. For example, the user may provide an indication of a type of resource for 

which a related portion of data should be stored. In this example, a resource 

10 identifier may include an indication of a category or type associated with the 

resource and the resource information may be stored if it is related to a category or 

type that the user has indicated. In some embodiments, a user may actively indicate 

an interest. For example, the user may select one or more user preference settings.  

In some embodiments, the user may inactively indicate an interest. For example, the 

15 user may perform a search for a particular resource or view a television show related 

to a resource.  

[0060] At 406, upon determining that the resource information is to be stored, 

the appliance device may store the resource information in a resource catalog 

database. Information related to one or more resource may subsequently be 

20 accessed in the resource catalog by the appliance device. For example, in some 

embodiments, a user may request information related to a resource, and the 

appliance device may query the resource catalog for one or more records related to 

the indicated resource. In some embodiments, the user may specify a type of 

resource and information may be accessed in the resource catalog for multiple 

25 resources of the specified resource type.  

[0061] By way of illustration, consider the scenario in which an advertiser (i.e., 

the resource provider) provides a video advertisement (i.e., the resource information) 

to a content distributor (i.e., the processing computer) to be distributed to one or 

more appliance devices. For the purposes of this scenario, assume that the 

30 streaming content is video content and the advertisement is a video advertisement 

for a product offered by the advertiser. The distributor may attach metadata to the 

advertisement that indicates the resource identifier, a product being advertised, a 
18



WO 2017/192122 PCT/US2016/030554 

price, the advertiser, or any other suitable information. The advertisement may then 

be embedded into a television program distributed to a smart television.  

[0062] The smart television, upon receiving the advertisement, may determine 

that the advertisement is related to the product based on the attached metadata, and 

5 may subsequently store the advertisement (and metadata) in a resource catalog 

upon determining that the resource identifier in the metadata is valid. In this 

scenario, the smart television may store advertisements related to particular 

products. For example, the user of the smart television may indicate (e.g., via a 

webpage or user preferences) that he or she is interested in seeing advertisements 

10 related to golf clubs. In this example, advertisements related to golf clubs may be 

stored by the smart television. In some cases, the user may not explicitly state a 

product preference. For example, the user may watch a lot of golf on the smart 

television and the smart television may deduce from the user's behavior that the user 

is interested in golf clubs. The advertisements stored by the smart television, in 

15 addition to being played at the time they are received, may be played at a later time 

upon request by the user.  

[0063] In some embodiments, the received resource information may be 

executed upon detecting that one or more conditions have been met. For example, 

in some embodiments, the appliance device may determine that a type of the 

20 resource indicated in the resource information is related to one or more files currently 

being executed upon the appliance device. In this example, one or more processors 

of the appliance device may select a media file stored in relation to the resource 

information and may execute the selected media file. For example, the appliance 

device may have stored an advertisement for golf clubs (resource information). In 

25 this example, the appliance device may determine that it is currently streaming 

content related to golf (e.g., video of a golf tournament). Upon making this 

determination, the appliance device may select and play the advertisement for golf 

clubs based on the determination that golf clubs are related to golf.  

[0064] At 408, the appliance device may receive a request to conduct a 

30 transaction related to the resource. For example, a user of the appliance may 

provide user input that indicates a desire to purchase the resource. Upon receiving 

the request, the appliance may query information relevant to the resource from the 
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resource catalog. For example, the appliance may retrieve and execute the portion 

of streaming data stored in relation to the resource. Upon receiving a purchase 

command from the user, the appliance may identify the resource provider associated 

with the resource from the resource catalog in order to initiate a transaction.  

5 [0065] At 410, the appliance device may ensure that the transaction is in 

compliance with one or more policies. For example, the appliance may confirm that 

the transaction is within a range of indicated acceptable transaction amounts. In 

some embodiments, the appliance device may require that a user enter a pin code, 

password, or other suitable authentication before initiating the transaction. One or 

10 more policies may be provisioned onto the appliance device by a processing 

computer. In some embodiments, a user may select one or more policies to be 

associated with his or her account and those policies may be provisioned onto the 

appliance device via a network connection.  

[0066] At 412, upon determining that the requested transaction is in 

15 compliance with each relevant policy, the appliance may generate a transaction 

request. In some embodiments, a transaction request may include an indication of 

an amount of the resource requested, a shipping address, and an access credential 

(e.g., a token) to be used to complete the transaction. In some embodiments, the 

appliance device may receive an encryption key from the resource provider 

20 computer (e.g., the encryption key may be stored in a resource file). The transaction 

request may be encrypted using the encryption key, such that it may be accessed 

only by the resource provider computer or another computing entity in possession of 

the corresponding decryption key.  

[0067] At 414, the appliance may provide the generated transaction request to 

25 a resource provider computer to initiate the transaction. In some embodiments, the 

appliance device may transmit the generated transaction request to the resource 

provider computer via the network connection. In some embodiments, the appliance 

device may transmit the transaction request to a processing computer, which may 

subsequently initiate a transaction with the resource provider computer on behalf of 

30 the appliance device.  
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[0068] Continuing with the example scenario described above, in which an 

advertiser provides a video advertisement to a content distributor, a user may 

request to view a particular advertisement or type of advertisement stored in the 

resource catalog. A smart television may play the requested advertisements upon 

5 identifying them. The user may be given the ability to indicate that he or she would 

like to purchase a product advertised in one of the advertisements. The smart 

television may ensure that the user is authorized to initiate a transaction for the 

requested product. Upon determining that the user is authorized to purchase the 

requested product, the smart television may generate a transaction request for the 

10 advertised product. The generated transaction request may be provided to the 

advertiser or it may be provided to the content distributor, which may forward the 

request (or a portion thereof) to the advertiser.  

[0069] FIG. 5 depicts a flow diagram illustrating a process for enrolling 

resource providers and subsequently conducting transactions in accordance with at 

15 least some embodiments.  

[0070] In accordance with at least one embodiment, the process 500 of FIG. 5 

may be performed by at least the processing computer 104 depicted in FIG. 1. The 

code may be stored on a computer-readable storage medium, for example, in the 

form of a computer program including a plurality of instructions executable by one or 

20 more processors. The computer-readable storage medium may be non-transitory.  

[0071] Process 500 may begin at 502, when a request is received from a 

resource provider computer to provide information related to a resource (e.g., a 

product) to one or more appliance devices. The request may include various details 

related to the resource. For example, the request may include an availability, a type 

25 of the resource, a price for the resource, information related to a special offer for the 

resource, or any other suitable resource-related information. In some embodiments, 

the request may include an indication of an expiration date for an offer associated 

with the resource. In some embodiments, the request may include an indication of 

the types of users and/or appliance devices that should be provided with the 

30 resource information. For example, the request may include demographic 

information that includes an indication of a range of ages and/or income levels for 

users that should be provided with the resource information. In response to receiving 
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the request, the processing computer may generate a record for the resource in a 

resource index. In some embodiments, the processing computer may generate a 

resource file to be provided to one or more appliance devices.  

[0072] At 504, the resource information may be embedded into streaming 

5 data. For example, the resource information may comprise an advertisement or other 

offer related to the resource. In this example, the streaming data may be a video file, 

and the offer related to the resource may be embedded into the video file.  

[0073] At 506, the streaming data may be provided to one or more appliance 

devices. In the example above, the video file with the embedded resource 

10 information may be provided to a number of televisions or other appliance devices 

suitable for viewing of video files.  

[0074] At 508, the processing computer may receive a transaction request 

related to the resource. The transaction request may include an indication of the 

appliance device to which the transaction request is related. In some embodiments, 

15 the received request may include a resource identifier that can be used to identify 

the resource within a resource index.  

[0075] At 510, the processing computer may identify account information to be 

used to complete the transaction based on an access credential provided in the 

transaction request. In some embodiments, the processing computer may be a token 

20 server and the access credential may be a token used to identify a payment account.  

[0076] At 512, the processing computer may ensure that the transaction is in 

compliance with one or more policies. For example, the processing computer may 

confirm that the transaction is within a range of indicated acceptable transaction 

amounts. In some embodiments, the processing computer may provide a challenge / 

25 response related to the transaction.  

[0077] At 514, upon determining that the requested transaction is in 

compliance with the policies, the processing computer may initiate the requested 

transaction. In some embodiments, the processing computer may generate a second 

transaction request that includes the identified account information. The second 

30 transaction request may be provided to at least one of the resource provider 

computer and/or an authorization computer. For example, in some embodiments, the 
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second transaction request may be an authorization request message to be provided 

to an authorization computer.  

[0078] By way of illustrative example, consider the scenario in which an 

advertiser (i.e., the resource provider) provides an advertisement to a content 

5 distributor (i.e., the processing computer) to be distributed to one or more appliance 

devices. For the purposes of this scenario, assume that the streaming content is 

video content and the advertisement is a video advertisement for a product offered 

by the advertiser. The distributor may attach metadata to the advertisement that 

indicates the resource identifier, a product being advertised, a price, the advertiser, 

10 or any other suitable information. The advertisement may then be embedded into a 

television program distributed to multiple smart televisions.  

[0079] Continuing with this illustrative example, the content distributor may 

receive a transaction request related to the advertised product at a later point in time.  

For example, a user may have elected to purchase the advertised product from a 

15 smart television and a transaction request may have subsequently been generated 

by the smart television for the advertised product. The transaction request may be 

received at the content distributor and checked to make sure that it is in compliance 

with various transaction policies. The content distributor may then query a database 

for the resource identifier included in the transaction request to identify the advertiser 

20 and/or a network address at which the advertiser can be contacted. The transaction 

request may then be forwarded to the advertiser to initiate a transaction for the 

advertised product. It should be noted that although the illustrative scenario 

describes the content distributor receiving the transaction request, the transaction 

request may instead be provided to the advertiser directly.  

25 [0080] A computer system can include a plurality of the same components or 

subsystems, e.g., connected together by external interface or by an internal 

interface. In some embodiments, computer systems, subsystem, or apparatuses can 

communicate over a network. In such instances, one computer can be considered a 

client and another computer a server, where each can be part of a same computer 

30 system. A client and a server can each include multiple systems, subsystems, or 

components.  
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[0081] Embodiments of the invention provide for a number of technical 

advantages. For example, embodiments of the invention enable a user to quickly 

and securely initiate a transaction for a resource. The user is able to view information 

related to resources that has been provided to an appliance (such as a smart 

5 television) and generate a purchase order using information stored on the appliance.  

In some embodiments, the invention includes the use of a subtoken generated for a 

specific appliance device and resource, such that the subtoken can only be used by 

the specified appliance to conduct a transaction for the specified resource. This 

prevents potentially fraudulent use of access credentials that may be intercepted by 

10 an unauthorized third party. Additionally, by generating a transaction request on an 

appliance device, all of the payment processing and marketplace/rewards 

calculations can be performed without resorting to a remote computer. This reduces 

back and forth communications between the remote computer and the appliance 

device, and subsequently reduced bandwidth used. Additionally, this disclosure 

15 allows each appliance to process any payments/marketplace transactions in a 

manner that is specific to that appliance device. This is particularly useful in an 

Internet of Things (IOT) environment, where machines are conducting transactions 

with different machines in a variety of different situations.  

[0082] It should be understood that any of the embodiments of the present 

20 invention can be implemented in the form of control logic using hardware (e.g. an 

application specific integrated circuit or field programmable gate array) and/or using 

computer software with a generally programmable processor in a modular or 

integrated manner. As used herein, a processor includes a single-core processor, 

multi-core processor on a same integrated chip, or multiple processing units on a 

25 single circuit board or networked. Based on the disclosure and teachings provided 

herein, a person of ordinary skill in the art will know and appreciate other ways 

and/or methods to implement embodiments of the present invention using hardware 

and a combination of hardware and software.  

[0083] Any of the software components or functions described in this 

30 application may be implemented as software code to be executed by a processor 

using any suitable computer language such as, for example, Java, C, C++, C#, 
Objective-C, Swift, or scripting language such as Perl or Python using, for example, 
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conventional or object-oriented techniques. The software code may be stored as a 

series of instructions or commands on a computer readable medium for storage 

and/or transmission, suitable media include random access memory (RAM), a read 

only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an 

5 optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash 

memory, and the like. The computer readable medium may be any combination of 

such storage or transmission devices.  

[0084] Such programs may also be encoded and transmitted using carrier 

signals adapted for transmission via wired, optical, and/or wireless networks 

10 conforming to a variety of policies, including the Internet. As such, a computer 

readable medium according to an embodiment of the present invention may be 

created using a data signal encoded with such programs. Computer readable media 

encoded with the program code may be packaged with a compatible device or 

provided separately from other devices (e.g., via Internet download). Any such 

15 computer readable medium may reside on or within a single computer product (e.g.  

a hard drive, a CD, or an entire computer system), and may be present on or within 

different computer products within a system or network. A computer system may 

include a monitor, printer, or other suitable display for providing any of the results 

mentioned herein to a user.  

20 [0085] The above description is illustrative and is not restrictive. Many 

variations of the invention will become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be determined 

not with reference to the above description, but instead should be determined with 

reference to the pending claims along with their full scope or equivalents.  

25 [0086] One or more features from any embodiment may be combined with 

one or more features of any other embodiment without departing from the scope of 

the invention.  

[0087] A recitation of "a", "an" or "the" is intended to mean "one or more" 

unless specifically indicated to the contrary.  
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[0088] All patents, patent applications, publications, and descriptions 

mentioned above are herein incorporated by reference in their entirety for all 

purposes. None is admitted to be prior art.  
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WHAT IS CLAIMED IS: 

1 1. An appliance comprising: 

2 a processor; and 

3 a computer readable medium comprising: 

4 (a) a token module executable by the processor to maintain at 

5 least one access credential; 

6 (b) a resource catalog executable by the processor to: 

7 as streaming data is received by the appliance, identify a 

8 portion of the streaming data related to a resource; 

9 compile a set of information for the resource from the 

10 identified portion of the streaming data; and 

11 store the compiled set of information; and 

12 (c) a transaction module executable by the processor to: 

13 receive a request related to the resource; and 

14 generate, using the compiled set of information and the at 

15 least one access credential, a transaction request for the resource.  

1 2. The appliance of claim 1, wherein the token module is executable 

2 from a secure execution environment within the computer readable medium.  

1 3. The appliance of claim 1, wherein the transaction module is further 

2 executable by the processor to ensure that the request related to the resource is in 

3 compliance with one or more stored transaction policies prior to generating the 

4 transaction request.  

1 4. The appliance of claim 1, wherein the identified portion of the 

2 streaming data includes an indication for contacting the provider of the resource, and 

3 the transaction module is further executable by the processor to transmit the 

4 generated transaction request to the provider of the resource using the indicated 

5 means.  

1 5. The appliance of claim 1, wherein the identified portion of the 

2 streaming data includes an expiration date associated with the resource, and the 

3 resource catalog is further configured to delete the compiled set of information upon 

4 exceeding the expiration date.  
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1 6. The appliance of claim 1, wherein the transaction module is further 

2 configured to transmit the generated transaction request to a provider of the 

3 resource.  

1 7. A method comprising: 

2 identifying, within streaming data by an appliance, information related 

3 to a resource; 

4 determining, by the appliance, based on an indicator associated with 

5 the information related to the resource, that the information related to the resource is 

6 to be stored; 

7 storing, by the appliance, the information related to the resource in a 

8 resource catalog residing on the appliance; 

9 receiving, by the appliance, a request to conduct a transaction related 

10 to the resource; and 

11 generating, by the appliance, using the information related to the 

12 resource and an access token, a transaction request message.  

1 8. The method of claim 7, wherein the streaming data is a series of 

2 media files.  

1 9. The method of claim 8, wherein the series of media files are made 

2 available for download at a network location.  

1 10. The method of claim 8, wherein the indicator associated with the 

2 information related to the resource comprises metadata associated with a subset of 

3 the series of media files.  

1 11. The method of claim 7, wherein the information related to the 

2 resource is an offer for the resource.  

1 12. The method of claim 7, further comprising: 

2 receiving a request for information related to the resource; 

3 retrieving a file associated with the information related to the resource; 

4 and 
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5 executing the file to convey the requested information related to the 

6 resource to a user that submitted the request.  

1 13. The method of claim 12, wherein the requested information related 

2 to the resource is conveyed to the user on a display device of the appliance.  

1 14. A server computer comprising: 

2 one or more processors; and 

3 a memory including instructions that, when executed by the one or 

4 more processors, cause the one or more processors to: 

5 receive, from a resource provider computer, a request to provide 

6 resource information to one or more appliances; 

7 provide the resource information to the one or more appliances 

8 within a streaming data, the resource information including an indication that 

9 the resource information is to be stored by the one or more appliances; 

10 receive a transaction request from an appliance of the one or 

11 more appliances, the transaction request related to a resource associated 

12 with the resource information; and 

13 initiate, based on the received transaction request, a transaction 

14 with the resource provider computer on behalf of a user of the appliance.  

1 15. The server computer of claim 14, wherein the transaction request 

2 is a request to gain access to the resource.  

1 16. The server computer of claim 14, wherein the transaction request 

2 includes an access credential associated with the user of the appliance, and the 

3 instructions further cause the one or more processors to identify a payment account 

4 associated with the access credential.  

1 17. The server computer of claim 16, wherein initiating the transaction 

2 with the resource provider computer on behalf of a user of the appliance comprises: 

3 generating a request that includes at least an indication of the 

4 resource and the payment account; and 

5 providing the generated request to the resource provider 

6 computer at a network location.  
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1 18. The server computer of claim 14, wherein the instructions further 

2 cause the one or more processors to, in response to receiving the request to provide 

3 resource information to one or more appliances, generating a record to be stored in 

4 a resource index maintained by the server computer.  

1 19. The server computer of claim 18, wherein the instructions further 

2 cause the one or more processors to generate a resource file from the record, and 

3 wherein the resource information provided to the one or more appliances includes 

4 the generated resource file.  

1 20. The server computer of claim 19, wherein the indication that the 

2 resource information is to be stored by the one or more appliances is the resource 

3 file.  

1 
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