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57 ABSTRACT 

A network System includes: a plurality of repeating instal 
lations connected to the network; a plurality of computers 
connected to the network, each of the computers being 
connected to the network through a corresponding repeating 
installation; and a management unit connected to the net 
work. The management unit includes distribution means for 
distributing at least one of an external audit program and an 
internal audit program for defining the processing 
procedure, by which the repeating installation audits Vul 
nerability of at least one of the plurality of computers, from 
the management unit to the repeating installations through 
the network. The repeating installation includes audit con 
trol means for carrying out at least one of the external audit 
processing and the internal audit processing with respect to 
the Vulnerability of the at least one computer in accordance 
with at least one of the external audit program and the 
internal audit program which have been distributed from the 
management unit to judge whether or not the at least one 
computer has the Vulnerability. 

22 Claims, 20 Drawing Sheets 
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FIG 2 
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FIG. 13B 
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FIG. 13C 
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FIG. 13D 
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NETWORKSYSTEM HAVING EXTERNAL/ 
INTERNAL AUDIT SYSTEM FOR 

COMPUTER SECURITY 

BACKGROUND OF THE INVENTION 

The present invention relates in general to the technology 
relating to the Security of computers connected to a network, 
and more particularly to a network System which is adapted 
to the audit the vulnerability of a computer and defend the 
computer against a unjust invader on the basis of the audit 
result. 

Heretofore, as for a system for auditing the “vulnerability 
of a computer connected to a network, i.e., the Security 
problem of a computer, there are well known: (1) the 
technology wherein the audit for a personal computer is 
carried out from the inside of the computer So that Vulner 
ability of the computer itself is detected in the inside of the 
computer; and (2) the technology wherein a packet or 
message for inquiring of a computer Vulnerability is sent 
from a predetermined management unit to the computer via 
a network and on the basis of a response of the computer to 
the packet or message thus Sent thereto, the Vulnerability of 
the computer is detected by the management unit. 
Now, “vulnerability” of a computer means, for example, 

(i) Vulnerability of Setting parameters which is set in Such a 
way that while, originally, reference to a file “a” in a 
computer is permitted only to a user “a”, a user “X is also 
permitted to refer to the file “a”; and (ii) nonconformity of 
an application in which although, originally, an application 
on a computer does not receive a command "XXX', the 
command "XXX is also received by the application. 
More Specifically, in the technology for auditing a com 

puter from the inside of the computer, there is well known 
a COPS (Computerized Oracle and Password System), and 
also for the technology for auditing a computer by a man 
agement unit installed outside the computer there are well 
known a SATAN (Security Administrator Tool for Analyzing 
Network) and an ISS (Internet Security Scanner). 
The COPS is shown in an article of “The Cops Security 

Checker System” by Daniel Farmer et al., Purdue University 
Technical Report CSD-TR-993, Sep. 19, 1991 for example, 
and the SATAN is shown in an article of “Security Admin 
istrator Tool for Analyzing Networks” for example. 

Currently, the development of a global network Such as 
the internet, results in information Sent from every corner of 
the world being able to be obtained by a computer at home. 
On the other hand, however, each computer is exposed to the 
menace of an invader from the outside of the computer. 
AS counter measures for defending against Such an unjust 

invader, it is important to audit the Vulnerability of a 
computer and correct it Since the possibility of an unjust 
intrusion to a computer can be reduced. If there is one 
computer in which Vulnerability Still exists, other computers 
in the periphery of the one Vulnerable computer may be 
unjustly invaded. 

Therefore, it will be necessary to take effective measures 
when an abnormality is found to be present in the auditing 
result. 

In addition, when a large Scale network System is 
constructed, there may not be adopted in Some cases a 
Structure Such that the direct communication can be estab 
lished between a management unit and computers as objects 
of the audit. Then, in Such cases, the management unit can 
not concentratedly audit each of the computers. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to provide 
a network System which is capable of Solving the above 
mentioned problems associated with the prior art. 
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2 
It is another object of the present invention to provide a 

network System which is designed in Such a way that 
auditing of computerS is carried out in a large Scale network. 

It is still another object of the present invention to provide 
a network System which is capable of preventing an invader 
from invading unjustly, when there is a computer having 
Vulnerability, into any Vulnerable computer. 

According to an aspect of the present invention, there is 
provided a network System having a network which 
includes: at least one repeating installation connected to the 
network for carrying out the repeating of communication on 
the network; at least one computer connected to the network 
through the at least one repeating installation; and a man 
agement unit connected to the network, wherein the man 
agement unit has a distribution unit for distributing an 
external audit program for defining a processing procedure 
by which the repeating installation audits the vulnerability of 
the computer from the management unit to the repeating 
installation through the network, and the repeating installa 
tion has an audit control unit which Serves to carry out an 
external audit processing with respect to the Vulnerability of 
the computer in accordance with the external audit program, 
which has been distributed from the management unit, in 
order to judge whether or not the computer has the Vulner 
ability. 
According to another aspect of the present invention, 

there is provided a network System having a network which 
includes: at least one repeating installation connected to the 
network for carrying out the repeating of communication on 
the network; at least one computer connected to the network 
through the at least one repeating installation; and a man 
agement unit connected to the network, wherein the man 
agement unit has a distribution unit for distributing an 
internal audit program for defining a processing procedure 
by which vulnerability of the computer is audited by the 
computer itself from the management unit to the computer 
through both the network and the repeating installation, the 
computer has a unit which Serves to carry out an internal 
audit processing with respect to the Vulnerability of the 
computer in accordance with the internal audit program 
which has been distributed from the repeating installation in 
order to inform the repeating installation of the result of the 
internal audit processing, and the repeating installation has 
an audit control unit which Serves to judge whether or not 
the computer has the vulnerability on the basis of the result 
of the internal audit processing reported from the computer. 

According to Such a network System, it is possible to 
update the audit program, which is executed by the repeating 
installation, into the newest and best audit program from the 
management unit whenever it is necessary. In addition, Since 
the computer which is made an object of the audit processing 
by each of the repeating installations is the computer to 
which the associated repeating installation is directly con 
nected (i.e., without through any other repeating 
installation), the communication can be necessarily and 
directly established between the repeating installation of 
interest and the computer of interest. In addition, it is 
possible to reduce the traffic of communication due to the 
audit for the computers. Therefore, it is possible to realize an 
auditing System which is Suitable for a large Scale network. 
According to an example of the present invention, the 

external audit program which is distributed from the man 
agement unit to the repeating installation has both a message 
to an application program of the computer as an object of the 
audit and a proper response of the application program to the 
message when the computer as an object of the audit has no 
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Vulnerability. The audit control means of the repeating 
installation Sends a message to the application program of 
the computer in response to the external audit program 
which has been distributed from the management unit 
thereto and compares the response of the application to the 
message from the computer with the proper response of the 
application program, thereby judging whether or not the 
computer has the Vulnerability. 

According to another example of the present invention, 
the internal audit program which is distributed from the 
management unit to the repeating installation has the proper 
Setting information, when the computer as an object of the 
audit has no Vulnerability, in at least one of a program, 
control information and data of the computer as an object of 
the audit, and the audit control means of the repeating 
installation reads out, in response to the internal audit 
program which has been distributed from the management 
unit thereto, the Setting information in at least one of the 
program, control information and data of the computer from 
the computer and then compares the Setting information thus 
read out with the corresponding proper Setting information 
which the internal audit program has, thereby judging 
whether or not the computer has the vulnerability. 

According to an example of the present invention, the 
repeating installation further Stops, when it is judged as the 
result of the external or internal audit processing executed 
by the audit control unit that the computer has the 
Vulnerability, the repeating of communication to and/or from 
the computer which is transmitted on the network. 

According to Such a network System, the communication 
with the computer in which its operation environment does 
not match the regular operation environment does not reach 
the computer of interest. Therefore, it is possible to prevent 
the unjust invasion into Such a computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing the overall structure of 
a network System according to an embodiment of the present 
invention; 

FIG. 2 is a block diagram showing an example of a 
hardware structure of each of a router, a management unit, 
a computer and a log collector shown in FIG. 1; 

FIG. 3 is a block diagram showing an example of a 
configuration of a memory in the router shown in FIG. 2; 

FIG. 4 is a block diagram showing an example of a 
configuration of a memory in the computer shown in FIG. 2; 

FIG. 5 is a block diagram showing an example of a 
configuration of a memory in the management unit shown in 
FIG. 2; 

FIG. 6 is a block diagram showing an example of a 
configuration of a memory in the log collector shown in FIG. 
2, 

FIG. 7 is a view showing a procedure of distributing 
internal and external audit programs, 

FIG. 8 is a view showing a procedure of an example of an 
audit for a computer from the outside of the computer; 

FIG. 9 is a view showing a procedure of a concrete 
example of the external audit of FIG. 8; 

FIG. 10 is a view showing a procedure of an example of 
an audit for a computer from the inside of the computer; 

FIG. 11 is a view showing a procedure of a specific 
example of the internal audit of FIG. 10; 

FIG. 12A is a view showing an example of an audit packet 
and an audit response packet which are used in the external 
audit, 
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4 
FIG. 12B is a view showing an example of an audit 

implementation instruction packet which is used in the 
internal audit, 

FIG. 12C is a view showing an example of an audit result 
packet which is used in the internal audit, 

FIG. 13A is a view showing an example of verification 
and a processing procedure of the audit result in the router 
of FIG. 2; 

FIGS. 13B to 13E are respective views showing other 
examples of Verification and a processing procedure of the 
audit result in the router of FIG. 2; 

FIG. 14 is a view showing an example of filtering 
information stored in the router of FIG. 2; 

FIG. 15A is a view showing an example of a packet for 
Starting the log collection; 

FIG. 15B is a view showing an example of a packet 
Stopping the log collection; 

FIG. 15C is a view showing an example of a packet for 
transmitting the log information; and 

FIG. 16 is a view showing an example of a procedure of 
distributing internal and external audit programs in a Second 
embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The preferred embodiments of a network System accord 
ing to the present invention will hereinafter be described 
with reference to the accompanying drawings. 

FIG. 1 is a block diagram showing the overall structure of 
a network System according to a first embodiment of the 
present invention. 

In the figure, reference numeral 103 designates a man 
agement unit for Specifically auditing computers which are 
connected to a LAN, private or dedicated lines and the like 
constituting a network 104. Reference numerals 101 a to 
101d respectively designate repeating installations each of 
which carries out the routing in accordance with a prede 
termined communication protocol Such as a TCP 
(Transmission Control Protocol)/IP (Internet Protocol), or an 
OSI (Open Systems Interconnection) protocol. Incidentally, 
in the present embodiment, a router is employed as an 
example of the repeating installation. Reference numerals 
102a to 102f designate respectively computers which are 
installed in the respective user sites. Reference numeral 105 
designates a log collector which Serves to collect logs of the 
processing from the computers and logs of the traffic on the 
network. The log collector 105 may be connected to any 
position of the network. 

Incidentally, while the present embodiment, for the trans 
fer of the data packet between the units, the transfer function 
such as a TCP (Transmission Control Protocol)/IR (Internet 
Protocol) or an OSI (Open Systems Interconnections) is 
used. Each of the repeating installations 101 a to 101d is 
provided with a filtering function for carrying out the 
repeating and abandonment 5 of the data packet. 
While in the embodiment shown in FIG. 1, there is shown 

an example in which a plurality of repeating installations are 
connected to the network and also at least one computer is 
connected to each of the repeating installations, the present 
invention is not limited thereto. That is, it is understood that 
the present invention can also be applied to the network 
System in which at least one repeating installation is con 
nected to the network and also at least one computer is 
connected to each of the repeating installations. 

Next, referring to FIG. 2, there is shown an example of a 
hardware structure of each of the router 101, the manage 
ment unit 103, the user-site computer 102 and the log 
collector 105. 



5,931,946 
S 

In the figure, reference numeral 204 designates a line 
control unit for controlling the operation of inputting/ 
outputting data to/from a LAN, private lines and the like 
constituting the network. Reference numeral 205 designates 
a terminal I/O control unit for controlling a display keyboard 
206. Reference numeral 203 designates a memory for stor 
ing therein programs and transmission/reception message. 
Reference numeral 202 designates a processor for carrying 
out the control for each of the portions in the system. The 
number of lines accommodated in the line control unit 204 
is different depending on the units. In the case of each of the 
computer 102 and the management unit 103, a minimum of 
one line may be accommodated therein, while in the case of 
the router 101, a minimum of two lines used to carry out the 
repeating of the packet may be accommodated therein. In 
addition, in the case of the log collector, one or more lines 
which are used to collect the logs of the traffic may be 
accommodated therein. 

In addition, reference numeral 207 designates a bus 
through which the units 202 to 205 are connected. 

In the following description, the processor, the memory, 
the line control unit, the terminal I/O control unit, the display 
keyboard, the bus of the router 101 are respectively desig 
nated by reference numerals 1202, 1203, 1204, 1205, 1206 
and 1207; the processor, the memory, the line control unit, 
the terminal I/O control unit, the display keyboard and the 
bus of the computer 102 are respectively designated by 
reference numerals 2202,2203,2204, 2205, 2206 and 2207; 
the processor, the memory, the line control unit, the terminal 
I/O control unit, the display keyboard and the bus of the 
management unit 103 are respectively designated by refer 
ence numerals 3202,3203,3204, 3205, 3206 and 3207; and 
the processor, the memory, the line control unit, the terminal 
I/O control unit, the display keyboard and the bus of the log 
controller 105 are respectively designated by reference 
numerals 5202,5203, 5204, 5205,5206 and 5207. 

Next, referring to FIG. 3, there is shown an example of a 
configuration of the memory 203 of the router 101. 

In the figure, reference numeral 302 designates a routing 
table for Storing therein the repeating control information 
which is used to carry out the transfer and filtering of the 
data packet. A data repeating control unit 303 controls the 
filtering of the data packet and the transfer of the data packet 
to the objective computer through an external interface 
control unit 304 on the basis of the repeating control 
information. Reference numeral 304 designates the external 
interface control unit for controlling the operation of 
inputting/outputting data to/from the network and the opera 
tion of inputting/outputting data to/from an external I/O unit. 
Instead of providing the memory 203 with the control unit 
304, the control unit 304 may be installed in the line control 
unit 204 and the terminal I/O control unit 205, respectively. 
Reference numerals 306 and 307 designate an internal 
program unit and an external program unit for Storing 
therein an internal and external audit program group, respec 
tively. Reference numeral 308 designates an audit program 
distribution/reception unit for controlling both reception of 
the newest internal audit program and external audit pro 
gram which are distributed from the management unit 103, 
and distribution of the distributed internal audit program to 
each of the computers. An audit control unit 309 executes 
the processing Such as notification of abnormality in accor 
dance with the audit result. A program scheduler 306 carries 
out both Scheduling and management for execution of the 
programs in the units 301 to 309. Reference numeral 310 
designates a table which is provided in the external audit 
program unit 307 and which will be described later. 
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All of the units 302 to 310 may be constructed in the form 

of Software or a part thereof may be constructed in the form 
of hardware. 

FIG. 4 is a block diagram showing an example of a 
configuration of the memory 203 in the computer 102 shown 
in FIG. 2. 

In the figure, reference numeral 402 designates a storage 
unit for Storing therein data transmission/reception control 
information as route information which is used to transmit/ 
receive the data packet. Reference numeral 403 designates a 
data transmission/reception control unit for carrying out 
transmission/reception of the data packet to/from the objec 
tive computer through an external interface control unit 404 
on the basis of the data transmission/reception control 
information. Reference numeral 404 designates the external 
interface control unit for controlling the operation of 
inputting/outputting data to/from the network and the opera 
tion of inputting/outputting data to/from an external I/O unit. 
The control unit 404 may be, instead of being provided in the 
memory 203, provided in the line control unit 204 and the 
terminal I/O control unit 205, respectively. Reference 
numerals 406a to 406b designate application program units 
for Storing therein application programs 1 to n which are run 
on the computers, respectively. Reference numeral 407 
designates an internal audit program unit for Storing therein 
the internal audit program, and reference numeral 408 
designates an audit program reception unit for receiving the 
internal audit programs which are distributed from either the 
router 101 or the management unit 103. A program scheduler 
405 carries out both Scheduling and management for execu 
tion of the programs in the units 402 to 408. Reference 
numeral 410 designates a table which is provided in the 
internal audit program unit 407 and which will be described 
later. 

All of the units 402 to 410 may be constructed in the form 
of Software, or a part thereof may be constructed in the form 
of hardware. 

FIG. 5 is a block diagram showing an example of a 
configuration of the memory 203 in the management unit 
103 shown in FIG. 2. 

In the figure, reference numeral 502 designates a storage 
unit for Storing therein data transmission/reception control 
information as route information which is used to transmit/ 
receive the data packet. Reference numeral 503 designates a 
data transmission/reception control unit for carrying out 
transmission/reception of the data packet to/from the objec 
tive computer through the external interface control unit 504 
on the basis of the data transmission/reception control 
information. Reference numeral 504 designates an external 
interface control unit for controlling the operation of 
inputting/outputting data to/from the network and the opera 
tion of inputting? outputting data to/from an external I/O 
unit. Reference numeral 506 designates an audit program 
management unit for Storing therein an audit program group, 
which is distributed to each of the routers and each of the 
computers, in order to manage the audit program group thus 
Stored on the basis of a Self-contained audit program list. 
Reference numeral 507 designates an audit program distri 
bution unit 507 for distributing the newest audit program to 
each of the routers. A program scheduler 505 carries out both 
Scheduling and management for execution of programs in 
the units 402 to 408. 

All of the units 502 to 507 may be constructed in the form 
of Software, or a part thereof may be constructed in the form 
of hardware. 
The control unit 504 may be, instead of being provided in 

the memory 203, provided in the line control unit 204 and 
the terminal I/O control unit 205, respectively. 
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FIG. 6 is a block diagram showing an example of a 
configuration of the memory 203 in the log collector 105. 

In the figure, reference numeral 1102 designates a Storage 
unit for Storing therein data reception control information as 
control information which is used to receive the data packet. 
Reference numeral 1103 designates a data transmission/ 
reception control unit for transmitting/receiving the data 
packet through the external interface control unit 1104 on 
the basis of the data reception control information. Refer 
ence numeral 1104 designates an external interface control 
unit for controlling the operation of inputting/outputting 
data to/from an external I/O unit. Reference numeral 1106 
designates a log information Storing unit for Storing therein 
the log information. A program scheduler 1105 carries out 
both Scheduling and management for execution of the pro 
grams in the units 1102 to 1108. 

All of the units 1102 to 1106 may be constructed in the 
form of Software, or a part thereof may be constructed in the 
form of hardware. 

In this connection, the control unit 1104 may be, instead 
of being provided in the memory 203, provided in the line 
control unit 204 and the terminal I/O control unit 205, 
respectively. 

The present log collector 105 has the following features. 
(a) As shown in FIG. 1, the log collector 105 is connected 

to the branch line into which the regular connection 
line, Such as a LAN or a private line, constituting the 
network branches in order to collect the data flowing on 
the network. This means that the log collector 105 
fetches the data flowing on the network as a third party 
with respect to the computer 102, the router 101 and the 
management unit 103. 

(b) The log collector 105 does not have network addresses 
which are used in the TCP/IP, the OSI and the like. The 
network addresses shown here are meant for an IP 
(Internet Protocol) address and an NSAP (Network 
Service Access Point) address. Therefore, it is impos 
Sible for the network address of the present log collec 
tor 105 to be clearly specified as the destination from 
the management unit 103, the router 101 or the com 
puter 102 in order to transmit the message and the data 
packet. In addition, it is also impossible for the network 
address of the management unit 103, the router 101 or 
the computer to be specified as the destination from the 
log collector 105 in order to transmit the message. 

As a result, it is very difficult for the log collector 105 to 
be invaded through the network So as to alter or destroy the 
log information which is stored in the log collector 105. 

In the configuration as described above, the management 
unit 103 distributes both the external audit programs and the 
internal audit programs to each of the routerS 101 through 
the network. In addition, each of the routers 101 distributes 
the internal audit program which is to be executed on the 
asSociated computerS 102, which are connected to only the 
router of interest, out of the internal audit programs, which 
have been distributed from the management unit 103, to the 
associated computers 102. That is, the router 101 a distrib 
utes the internal audit program to both of the computers 
102a and 102b. In such a way, as for the internal audit 
programs, there is the program which is executed on the 
router and the program which is executed on the computers 
asSociated with the router. The internal audit program which 
is executed on the router carries out both activation of the 
internal audit program which is executed on the computers 
and verification of the audit result provided by the internal 
audit program which is executed on the computers. 
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In the present invention, there may be adopted the pro 

cedure in which the internal and/or external audit programs 
are not distributed to all of the routers 101a, 101c and 101d, 
but are distributed to a part thereof so that the audit is carried 
out for the computers which are respectively connected to 
these routers. In addition, while in a certain router, the audit 
may be carried out for all of the computers which are 
connected to only the certain router, the audit may be carried 
out for only a part of these computers. 
The description will hereinbelow be given with respect to 

the procedure of distributing the internal and external audit 
programs in the present embodiment. 

Referring to FIG. 7, there is shown a sequence of distrib 
uting the internal and external audit programs. 
AS shown in the figure, first, the management unit 103 

produces a list of the newest audit programs in the audit 
program management unit 506 (Step 601). 
The audit program distribution unit 507 reads out the 

newest internal and external audit programs from the audit 
program management unit 506 by reference to the list thus 
produced. Then, the internal and external audit programs 
thus read out are transmitted to the LAN 104 through the 
data transmission/reception control unit 503, the external 
interface control unit 504, the bus 5207, the line control unit 
5204 and the router 101b So as to be distributed to the router 
101 which carries out the audit from the outside of the 
computer (Step 602). Which router the internal and external 
audit programs will be sent to is Set in the audit program 
distribution unit 507. 

In the management unit 103, the destinations of the 
newest internal and external audit programs can be input 
using the input unit, e.g., the display keyboard 5206 So as to 
be set in the audit program distribution unit 507 through the 
terminal I/O control unit 5205, the external interface control 
unit 504, and the data transmission/reception control unit 
503. Likewise, the destinations of the newest internal and 
external audit programs can be input using the input unit, 
e.g., the display keyboard 5206, so as to be sent in the audit 
program distribution unit 507 through the terminal I/O 
control unit 5205, the external interface control unit 504 and 
the data transmission/ reception control unit 503. 

In the router 101, the data repeating control unit 303 
thereof receives the internal and external audit programs 
from the LAN 104 through the line control unit 1204 and the 
external interface control unit 304 and then judges therein 
whether or not the internal and external audit programs thus 
received are the internal and external audit programs which 
have been addressed to its router 101. When the received 
internal and external audit programs are distributed with its 
router 101 as the destination, the data repeating control unit 
303 sends the internal and external audit programs to the 
audit program distribution/reception unit 308. Then, the 
audit program distribution/reception unit 308 updates the 
internal and external audit programs which are Stored in the 
internal and external audit program units 306 and 307, 
respectively, into the newest internal and external audit 
programs which have been received. In addition, the audit 
program distribution/reception unit 308 produces a list of the 
updated internal audit programs which are to be distributed 
to the user-Site computers, i.e., the computers 102 connected 
to only its router 101 (Step 603). Thereafter, the audit 
program distribution/reception unit 308 reads out the 
updated internal audit programs from the internal audit 
program unit 307 by reference to the list thus produced. 
Then, the internal audit programs thus read out are distrib 
uted to the computers 102, which are connected to its router 
101, through the data repeating control unit 303, the external 
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interface control unit 304, the bus 1204 and the line control 
unit 1204 (Step 604). 
Which computers the internal audit programs are Sent to 

is set in the audit program distribution/reception unit 308 by 
inputting the destinations using the input unit, e.g., the 
display keyboard 1206. 

In each of the computers 102, the data transmission/ 
reception control unit 403 receives the internal audit pro 
grams from the router 101, which is directly connected to the 
associated computer 102, through the line control unit 4204 
and the external interface control unit 404. Then, the data 
transmission/reception control unit 403 judges whether or 
not the internal audit programs thus received are the internal 
audit programs which have been addressed to its computer. 
When the received internal audit programs are the internal 
audit programs which have been addressed to its computer, 
the data transmission/reception control unit 403 sends the 
received internal audit programs to the audit program recep 
tion unit 408. Then, the audit program reception unit 408 
updates the internal audit programs, which are Stored in the 
internal audit program unit 407, into the newest internal 
audit programs thus received (Step 605). 

In Such a way, the distribution of the newest internal and 
external audit programs from the management unit 103 to 
the associated router and computerS is completed. 

The procedure may be adopted in which the program of 
the processings executed in the audit control unit 309 of the 
router 101 is, likewise, distributed together with the external 
audit program from the management unit 103 to the router 
101, and the router 101 successively updates that program. 
In addition, in the management unit and the router, the 
distribution of the internal and external audit programs can 
be carried out by utilizing the message transfer function Such 
as file transfer, a network management System or a mail. In 
addition, in order to prevent the wire tapping of the audit 
program itself when distributing the programs, the data 
packet may be encrypted using a common key or a public 
key. In addition, in order to prevent the revision of the data, 
a digital Signature may be added to the program. Further, in 
order to specify the proper unit from which data is trans 
mitted and the destination computer, the authorization 
mechanism Such as a user name and a password may be 
added. As a result, in the distribution of the audit programs 
as well, the improvement in Safety can be promoted. The 
technology for improving the Safety of programs is realized 
in a PEM (Privacy Enhanced Mail), a PGP (Pretty Good 
Privacy), an SNMP2 (Simple Network Management Proto 
col 2) and the like. 
When the internal and external audit programs have been 

distributed in such a way, the router 101 executes the 
external audit program distributed thereto, thereby executing 
the audit from the outside with respect to the computers 
which are directly connected to its router. In addition, each 
of the computers executes the internal audit program dis 
tributed thereto, thereby executing its audit from the inside 
of the computer of interest. Incidentally, to each of the 
routers 101, the computers with which the router of interest 
can directly carry out communication (without any other 
router) are assigned as the computer 102 for which the router 
of interest is to carry out the audit in accordance with the 
external audit program, and the computer to which the 
internal audit program is to be distributed. 

The description will hereinbelow be given with respect to 
an example of the procedure of the audit for each of the 
computers which is carried out from the outside and the 
inside. 

First, the description will hereinbelow be given with 
respect to an example of the procedure of the audit for a 
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computer which is carried out from the outside of the 
computer with reference to FIG. 8. 
The router 101, e.g., the router 101a, activates and 

executes the external audit program in the external audit 
program unit 306 under the control of the program scheduler 
305 and the audit control unit 309, and then transmits an 
audit packet 901 a for the application program (e.g., the 
application program 1) of the computer 102, e.g., the com 
puter 102a as an object of the external audit to the computers 
102a and 102b each of which is made an object of the audit 
by the router 101 a through the data repeating control unit 
303 and the external interface control unit 304. 
The formats of the various packets which are transmitted 

between the router 101 and the computer 102 in the external/ 
internal audit are shown in FIGS. 12A to 12C. 

FIGS. 12A to 12C show the formats of the various 
packets, respectively. AS shown in the figures, each of these 
packets includes, in addition to a header portion, three fields. 
A kind of packet is Stored in a first field, data relating to an 
operation method is Stored in a Second field, and data to be 
transferred is stored in a third field. 

In an audit packet and an audit response packet 901 which 
are used during the external audit, as shown in FIG. 12A, 
both the data relating to the unit from which the packet is 
transmitted and the destination thereof are Set in a header 
portion 800a, “data” is set in a first field 801a indicating a 
kind of packet, “null” is set in a second field 802a indicating 
the operation method, and “message' which is transmitted to 
the application on the computer is set in a third field 803a in 
which data to be transferred is stored. 

“Null' set in the second field 820a does not indicate that 
the content of the packet of interest is “the operation 
method’, but simply indicates that only the data is trans 
mitted. 

In the computer 102a, the data transmission/reception 
control unit 403 receives the audit packet 901a from the 
router 101 a through the line control unit 4204, the bus 4207 
and the external interface control unit 404. Then, the data 
transmission/reception control unit 403 judges, on the basis 
of the header portion 800a of the received audit packet 901a, 
whether or not the received audit packet 901a is the packet 
which has been addressed to the computer 102a. In this case, 
since the audit packet 901 a has been addressed to the 
computer 102a, it is judged on the basis of the field 803a of 
the audit packet that the audit packet has been transmitted 
for the application program 1, and then the audit packet 901a 
is sent from the data transmission/reception control unit 403 
to the application program 1 unit. 
The application program 1 unit is operated in response to 

the message stored in the field 3(803a) of the audit packet 
901a and then transmits a response packet 902a in which the 
operation result is Stored in the form of message in the field 
3(803a) to the data transmission/reception control unit 403 
(Step 903a). Then, the response packet 902a is sent to the 
router 101a from the data transmission/reception control 
unit 403 through the external interface control unit 404, the 
bus 4207 and the line control unit 204. 
The audit packet is provided So as to correspond to the 

application program of the computer. For example, if the 
audit packet corresponds to a request for the Setting param 
eters of the application program, then the request is 
described in the message of the audit packet 901 to that 
effect. In response thereto, the response packet 902 has the 
Setting parameters of the application program of interest 
described therein in the form of a message. 

In the router 101a, the data repeating control unit 303 
receives an audit response packet 902a through the line 
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control unit 3204, the bus 3207 and the external interface 
control unit 304. Then, the data repeating control unit 303 
judges, on the basis of the header portion 800a of the audit 
response packet 902a thus received, whether or not the audit 
response packet 902a thus received is the audit response 
packet which has been addressed to the router 101a of 
interest. In this case, Since the audit response packet 902a is 
the audit response packet which has been addressed to the 
router 101a of interest, the data repeating control unit 303 
transmits the audit response packet 902a to the external 
audit program unit 306. Then, the external audit program 
unit 306 compares the contents indicated in the message of 
the received audit response packet 902a with the corre 
sponding contents of the table 310 (i.e., the contents of the 
message of the audit response packet when the computer 
102a as an object of the audit has no vulnerability), thereby 
judging whether or not the computer 102a has the Vulner 
ability (Step 904a). 
The external audit program which is Supplied from the 

management unit 103 includes “the message' for the appli 
cation program of the computer as an object of the audit as 
well as “the contents of the message of the audit response 
packet when the computer as an object of the audit has no 
Vulnerability (i.e., the proper response of the application 
program to the message). When the external audit program 
is stored in the router 101 from the management unit 103, 
“the contents of the message of the audit response packet 
when the computer as an object of the audit has no Vulner 
ability” is stored in the table 310. 
The contents of the table 310 are updated whenever the 

external audit program in the external audit program unit 
306 is updated, and also are Set for every computer as an 
object of the audit and audit contents contained in the 
external audit program. As an example in which the com 
puter has the Vulnerability, there may be the case wherein, 
though the response message of the computer 102a to the 
message to the computer 102a should be "error”, it becomes 
“OK”, and so forth. 

Likewise, as shown in FIG. 8, the router 101 a sends the 
audit packet 901b to the application program unit (e.g., the 
application program 1 unit) as well of another computer 
102b, and receives the audit response packet 902b of the 
application program 1 unit to the audit packet 901b thus sent 
in order to judge whether or not the computer 102b has the 
vulnerability (Steps 903b and 904b). 

Incidentally, in the router, the procedure may be adopted 
in which the audit packets 901a and 901b are transmitted in 
parallel to each other, and the audit response packets 902a 
and 902b to the audit packets 901a and 901b are received in 
parallel to each other. In addition, the procedure may be 
adopted that after the audit packet 901a is first transmitted 
and the audit response packet 902a to the audit packet 901a 
is received, the audit packet 901b is transmitted and then the 
audit response packet 902b to the audit packet 901b-30 is 
received. 

In Such a way, the external audit is carried out for each of 
the computers from the associated router, whereby even 
when the management unit cannot communicate directly 
with the computer as an object of the audit for Some 
circumstance or another, it is possible to realize the audit for 
the computer as an object of the audit from the outside. 
Therefore, as the whole network, the traffic in the audit can 
be reduced as compared with the case where the external 
audit is carried out Specifically from the management unit. 

FIG. 9 is a view showing an operation Sequence of a 
Specific example of the external audit. For example, it is 
assumed that it is the condition for maintaining the operation 
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environment having compatibility that the application pro 
grams A and B which are running on the computers 102a and 
102b, respectively, send back, after having received the 
packet having a “TEST command as a message, in response 
thereto, the packet that the “TEST command is a command 
which can not be recognized. The router 101 a transmits the 
packets 1301a and 1301b each having the “TEST" com 
mand as the message, as the audit packet to the application 
programs A and Brunning on the computers 102a and 102b, 
respectively. It is assumed that the application program A on 
the computer 102a Sends back, in response to the audit 
packet 1301a, the response packet 1302a having the data of 
“OK” as the message which indicates that the command can 
be received (Step 1303a). Then, the router 101 a compares 
the message “OK” of the response packet 1302a with the 
corresponding proper message of “the TEST command is a 
command which cannot be recognized' Stored in the table 
301. In this case, Since the two messages do not match each 
other, the router of interest judges that the application 
program A of the computer 102a does not fulfill the opera 
tion environments, i.e., the computer 102a has the 
Vulnerability, i.e., the audit results have abnormality (Step 
1304a). On the other hand, it is assumed that the application 
program B on the computer 102b Sends back the response 
packet 1302b having the data, as the message, of “the TEST 
command is a command which can not be recognized' 
indicating that reception can not be carried out (Step 1303b). 
In this case, Since the two messages match each other and 
hence the conditions of the operation environments are 
fulfilled, the router 101 a judges that the computer 102b has 
no Vulnerability, i.e., the audit results have no abnormality 
(Step 1304b). 
The audit results are retained in the log information 

Storing unit included in each of the external audit program 
units 306 in the router with execution time, existence and 
non-existence of abnormality, the reception message unit 
(803a)} as a set. In the case of the router 101a, since the log 
collector 105 is connected to the user-site network 104, the 
audit results are stored in a log information unit 1203c of a 
log information data packet 1202c shown in FIG. 15C, and 
then are transmitted on the network, whereby it is possible 
to store the resultant log information in the log collector 105. 

Next, the description will hereinbelow be given with 
respect to an example of the procedure of the audit for a 
computer from the inside of the computer. 

First, the router 101, e.g., the router 101a activates and 
executes the internal audit program in the internal audit 
program unit 307 under the control of the program scheduler 
305 and the audit control unit 309, and then transmits an 
audit implementation instruction packet 1001 a for the inter 
nal audit program on the computer 102 as an object of the 
internal audit, e.g., the computer 102a through the data 
repeating control unit 303 and the external interface control 
unit 3.04. 
As shown in FIG. 12B, the data relating to the unit from 

which the audit implementation instruction packet 1001 is 
transmitted and the destination are Set in a header portion 
800b of the audit implementation instruction packet 1001 
which is used during the internal audit. In addition, “audit', 
“instruction” and “audit program instruction list”, which is 
a list of the internal audit programs, which are previously 
distributed to the computers and which are intended to be 
activated on the computers, are Set in first, Second and third 
fields 801b, 802b and 802c, respectively. 

In addition, as shown in FIG. 12C, the data relating to the 
unit from which the audit result packet 1002 is transmitted 
and the destination are set in a header portion 800c of the 
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audit result packet 1002. Further, “audit”, “result” and “audit 
result” which is a result list of the internal audit program 
which has been executed on the computer are Set in first, 
second and third fields 801c, 802c and 803c, respectively. 

The internal audit is carried out in order to audit whether 
or not the Setting information or Setting State with respect to 
all the programs Such as the application program of the 
computer as an object of the audit, all the control informa 
tion Such as the data repeating control information and all 
the data is proper. 

For this reason, the internal audit program Supplied from 
the management unit 103 has the proper Setting information 
or Setting State with respect to one or ones as an object of the 
audit out of the program, the control information and the 
data of the computer as an object of the audit when the 
computer as an object of the audit has no Vulnerability. The 
audit control unit 309 of the router 101 reads out, in response 
to the internal audit program which has been distributed 
from the management unit 103, one or ones as an object of 
the audit out of the program, the control information and the 
data of the computer from the computer, and then compares 
the Setting information thus read out with the corresponding 
proper Setting information which the internal audit program 
has, thereby judging whether or not the computer has the 
vulnerability. 
Now, when the internal audit program is Stored in the 

router 101 from the management unit 103, “the proper 
Setting information or Setting State with respect to one or 
ones as an object of the audit out of the program, the control 
information and the data of the computer as an object of the 
audit in the case where the computer as an object of the audit 
has no vulnerability” is stored in the table 311 in the internal 
audit program 307. 
The internal audit program is specified in the third field of 

the audit implementation instruction packet 1001, whereby 
which of the program, the control information and the data 
of the computer an object of the audit will be is specified. 

In the computer 102a, the data transmission/reception 
control unit 403 receives the audit implementation instruc 
tion packet 1001a from the router 101 a through the line 
control unit 4204, the bus 4207, and the external interface 
control unit 404. Then, the data transmission/reception con 
trol unit 403 judges, on the basis of the header portion 800b 
of the audit implementation instruction packet 1001 a thus 
received, whether or not the received audit implementation 
instruction packet 1001a is the packet which has been 
addressed to the computer 102a of interest. In this case, 
Since the received audit implementation instruction packet 
1001a is the packet which has been addressed to the com 
puter 102a of interest, the audit implementation instruction 
packet 1001a is transmitted to the audit program reception 
unit 408. Then, the audit program reception unit 408 acti 
Vates and executes the internal audit programs as an object 
of the audit in the internal audit program unit 407 shown in 
the audit program instruction list of the field 803b of the 
audit implementation instruction packet 1001a. The internal 
audit programs thus activated carry out the audit for the 
computer 102a from the inside of the computer 102a, and 
the audit program reception unit 408 stores the resultant 
data, as the audit result 803c (the audit result 1,..., the audit 
result n), in the field 3 (803c) and then transmits it as the 
audit result packet 1002a to the data transmission/reception 
control unit 403 (Step 1003a). Then, the audit result packet 
1002a is transmitted from the data transmission/reception 
control unit 403 to the router 101 a through the external 
interface control unit 404, the bus 4207 and the line control 
unit 204. 
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In the router 101a, the data repeating control unit 303 

receives the audit result packet 1002a through the line 
control unit 3204, the bus 3207 and the external interface 
control unit 304. Then, the data repeating control unit 303 
judges, on the basis of the header 800c of the audit result 
packet 1002a thus received, whether or not the audit result 
packet 1002a is the packet which is addressed to the router 
101a of interest. In this case, Since the audit result packet 
1002a is the packet which has been addressed to the router 
101a of interest, the data repeating control unit 303 transmits 
the audit result packet 1002a to the internal audit program 
unit 307. The internal audit program unit 307 compares the 
audit results with respect to the internal audit programs as an 
object pf the audit shown in the field 803c of the received 
audit result packet 1002a with the corresponding contents of 
the self-contained table 311 (i.e., the contents of the audit 
results of the audit result packet in the case where there is no 
vulnerability with respect to each of the internal audit 
programs of the computer 102a as an object of the audit), 
thereby judging whether or not the computer of interest has 
the vulnerability (Step 1004a). 
The contents of the table 311 are updated whenever the 

internal audit programs of the internal audit program unit 
307 are updated, and are Set every for computer as an object 
of the audit and audit contents contained in the internal audit 
program. 

Likewise, as shown in FIG. 10, the router 101 a transmits 
the audit implementation instruction packet 1001b to the 
internal audit programs as well of another computer 102b, 
and receives, in response thereto, the audit result packet 
1002a of the internal audit programs to judge whether or not 
the computer 102b has the vulnerability (Steps 1003b and 
1004b). 

In the router, the procedure may be adopted in which the 
audit implementation instruction packets 1001a and 1001b 
are transmitted in parallel to each other and also the audit 
result packets 1002a and 1002b to the packets 1001a and 
1001b are received in parallel to each other. In addition, the 
procedure may also be adopted in which after the audit 
implementation instruction packet 1001a is first transmitted 
and the audit result packet 1002a to the packet 1001a is 
received, audit implementation instruction packet 1001b is 
transmitted and the audit result packet 1002b to the packet 
1001b is received. 

FIG. 11 is a view showing the operation Sequence of a 
Specifice example of the internal audit. For example, it is 
assumed that in the computers 102a and 102b, it is the 
condition for maintaining the operation environments hav 
ing compatibility that “the password” file in which the user 
information is described can be referred and updated by only 
a user X having the authority, and the condition is Stored in 
the table 311. The router 101 a transmits the audit imple 
mentation instruction packet, which specifies “a program for 
checking a user who can refer to and update the password 
file” in the field 803b, to the computers 102a and 102b 
(Steps 1401a and 1401b). The audit program reception unit 
408 on the computers 102a and 102b executes “the program 
for checking a user who can refer to and update the password 
file' which is registered as the internal audit program (Steps 
1403a and 1403b), and then informs the router of the setting 
information of the program thus executed as the audit result. 
ASSuming that in the computer 102a, it has been reported as 
the audit result that users who can refer and update the 
password file are “users A, B and X’, then the router 101 
compares the audit result with the corresponding contents", 
i.e., a user X” of the table 311 and then judges that the audit 
result mismatches the corresponding contents of the table 
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311. Therefore, the computer 102a does not fulfill the 
condition of the operation circumstance. As a result, the 
router 101 a judges that the computer 102a has the 
Vulnerability, i.e., the audit result has abnormality (Step 
1404a). 
On the other hand, assuming that in the computer 102b, it 

has been reported as the audit result that the user who can 
refer and update the password file is only “a user X”, then 
the computer 102b fulfills the condition of the operation 
environment. Therefore, the router 101 a judges that the 
computer 102b has no vulnerability, i.e., the audit result has 
no abnormality (Step 1404b). 
The audit result is Stored, within the router, in the log 

information Storing unit held in each of the internal audit 
programs with execution time, existence and non-existence 
of abnormality, the reception audit result unit (803c)} as a 
Set, and also is Stored, within each of the computers, in the 
log information Storing unit held in each of the internal audit 
programs with execution time, existence and non-existence 
of abnormality, the audit result detailed information as a 
set. In the case of the router 101a, and the computers 102a 
and 102b, since the log collector 105 is connected to the 
user-site network 104, both the audit result and the audit 
result detailed information are Stored in the log information 
unit 1203c of the log information data packet 1202c shown 
in FIG. 15c and then are transmitted on the network 104, 
whereby the resultant log information can be Stored in the 
log collector 105. 

In other routers, in the Same manner, both the external 
audit and the internal audit are carried out. 

Incidentally, the contents of the audits which are realized 
on the basis of the internal and external audit programs 
should be determined in correspondence to the function and 
the like which the individual computers and the network 
provide, and hence the audit having the various kinds of 
contents can be considered. 

In Such a way, after the external and internal audits for the 
computers have been completed, each of the routers 101 
verifies the results of the internal or external audit as shown 
in FIG. 13A in order to execute the processing correspond 
ing to the verification results. 

That is, the audit control unit 309 of the router 101 
Successively executes the external audit program which the 
router 101 itself holds and the internal audit programs which 
are to be executed on the associated computers. 

In the other words, the router 101 executes the external 
and internal audit programs while there remain the audit 
items with respect to the external and internal audit 
programs, by which the audit is to be carried out in the router 
101 (Steps 701 and 702). In the case where a certain 
computer 101, e.g., the computer 101a, has abnormality as 
the result of confirming existence and non-existence of 
vulnerability (abnormality) in the computer which has been 
obtained by executing these programs (Step 703), a manager 
of the computers and a manager who manages the overall 
System are informed of the audit result (e.g., existence and 
non-existence of Vulnerability and the contents of abnor 
mality (Step 704). 

This information is carried out in Such a way that the audit 
control unit 309 in the corresponding router 101a produces 
the packet containing the message showing the contents of 
abnormality (audit result) with the unit from which data is 
transmitted as the router 101 and with the destination as the 
computer which the manager uses, and then transmits the 
packet thus produced to the computer which the manager 
uses through the data repeating control unit 303, and the 
external interface control unit 304 (Step 704). The manager 
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looks at the packet on the Screen of a display device in the 
computer which has received the packet of interest or 
outputs the packet using an output unit So as to look at the 
audit result. AS for the audit results shown in the packet 
which has been Sent to the computer of the manager, 
existence and non-existence of abnormality (Vulnerability), 
the contents of the message 803a of the audit response 
packet 902, and the audit result of the audit result packet 
803c may be available. In addition, the implementation date 
and time as well as the audit results may be contained in the 
packet which is transmitted to the computer of the manager. 

In addition, the audit control unit 309 of the router 101a 
instructs the log collector 105 to start the collection of the 
traffic logs which are transmitted to the computer in which 
the audit results are judged to have abnormality 
(vulnerability) (Step 705). 

In accordance with this instruction, the data reception 
control unit 1103 of the log collector 105 controls the 
external interface control unit 1104 and the log information 
storing unit 1106 So as for the packet which has been 
addressed to the computer 101a in which the audit result is 
judged to have abnormality to be accumulated in the log 
information storing unit 1106 from now. By accumulating 
the traffic logs collected in the log collector, it is possible to 
leave the record of the access situation to the computer 
having Vulnerability, whereby the collected traffic logs can 
be used in Verification of the unjust acceSS from the outside 
and the like. In addition, in collection of Such logs, the 
mental presentation of crimes effect for a person who intends 
to carry out an unjust access can be expected. In the present 
embodiment as well, Since the collection of the traffic logs 
is carried out by the dedicated log collection, the data 
transfer performance of the router operating as the repeating 
unit for the data is not degraded at all. The object of the 
traffic logs collected by the log collector includes the packet 
itself as well flowing on the network. In this connection, for 
example, in the case of the data transfer of the TCP/IP, both 
the header portion and the data portion of the IP packet 
becomes the object of the traffic logs. 
AS described above, the manager who has been informed 

of abnormality (Vulnerability) of the corresponding com 
puter 102a from a certain router 101 a takes measures to cope 
with the computer 102a in which the audit result has been 
judged to be abnormal. Thereafter, the manager transmits the 
packet including the message that the manager has taken 
measures to cope with the computer 102a in which the audit 
result was judged to be abnormal from the computer which 
the manager uses to the router 101 a from which the infor 
mation has been transmitted. 

Then, the router 101 a checks, after having sent the 
information of abnormality (Vulnerability) of the computer 
102a, whether or not the message has been received that the 
manager has taken measures to cope with the computer 102a 
in which the audit result has been judged to be abnormal 
within a fixed time period (Step 706). If not, the router 101 
carries out the packet filtering (Step 707). That is, the audit 
control unit 309 of the router 101 sets the packet filtering for 
Stopping the repeating of the packet to the computer 102a 
(having Vulnerability)(abandoning the packet), and sepa 
rates the computer 102a having vulnerability so as to 
enhance the computer Security. Stopping the repeating of the 
packet to the computer having Vulnerability is realized by 
changing the repeating control information of the Storage 
unit 302 of the router 101. In the router 101, the repeating 
of the packet from the computer 102a having vulnerability 
may also be Stopped. 

FIG. 14 shows the filtering information which is stored in 
the storage unit 302 for the repeating control information of 
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the router 101, e.g., the router 101.a. Reference numeral 
1501 designates a computer name field, reference numeral 
1502 designates a field in which the application program 
running on the computer is registered, reference numeral 
1503 designates a field indicating the internal and external 
audit results, reference numeral 1504 designates a field in 
which the data relating to whether or not the internal and 
external audits are carried out before the connection (i.e., 
whether or not the prior audit is carried out) is registered and 
reference numeral 1505 designates a field which is used to 
define the filtering, i.e., whether the packet to the computer 
is relayed or abandoned. 

It is assumed that the programs A, X and Y for example 
are running, as the application programs, on the computer 
102, e.g., the computer 102a. In addition, it is assumed that 
it is judged as the result of the external audit that the 
application program A of the computer 102a has Vulnerabil 
ity (Step 1304a in FIG. 9), and it is judged as the result of 
the internal audit that the system of the computer 102a has 
vulnerability (Step 1404a in FIG. 11), and also it is judged 
that other application programs X and Y are normal. Then, 
the audit results of the records 1506, 1507, 1508 and 1509 
with respect to the computer 102a become “abnormality”, 
“no abnormality”, “no abnormality” and “abnormality”, 
respectively. The router 101 a sets the field 1505 in such a 
way that if only the application program Ahas Vulnerability 
in the computer 102a, then the data to only the application 
program is abandoned and also the data to the application 
programs X and Y is relayed. However, Since the System of 
the computer 102a has vulnerability, the router 101a aban 
dons all of the data to the computer 102a. 
On the other hand, it is assumed that the program B is 

running, as the application program, on the computer 102b. 
It is assumed as the result of the internal and external audits 
for the computer 102b that each of the application programs 
B and the System is judged to have no Vulnerability, then the 
router 101 a sets the field 1505 So as to relay all the data to 
the computer 102b. 

While in the present embodiment, there is shown the audit 
example in which each of the computers which are already 
connected to the network is an object of the audit, it is also 
possible to provide the facility that even if any computer is 
connected to the present network, the data communication 
cannot be started unless the internal and external audits are 
carried out for that computer before its connection and the 
router is informed of that its result has no abnormality and 
also the information is registered in the field 1504. 
Now, with respect to the measures for the computer 

having Vulnerability, there are employed: a method wherein 
Vulnerability is excluded by Someone else; a method 
wherein vulnerability is coped therewith on the basis of the 
measure procedure which is previously registered; and a 
method wherein the computer itself carries out the self 
repair on the basis of the results of learning the measure 
procedure to the present time. In any case, if the measures 
have been completed, then the message of reporting that the 
measures have been taken in a manner as described above is 
transmitted to the router 101 by the computer. 
On the other hand, when the router 101 a receives the 

message that the Suitable measures were taken within a fixed 
time period after the manager has been informed of abnor 
mality (Step 706), the router 101 a transmits the packet 
instructing the log collector 105 to Stop acquisition of the 
traffic log to the log collector 105. The data transmission/ 
reception control unit 1103 of the log collector 105 controls 
the external interface control unit 1104 and the log infor 
mation storing unit 1106 in accordance with that instruction 
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So as to Stop accumulation of the packets which are 
addressed to the computer of interest in which the audit 
result is judged to have abnormality (Step 708). 
As described above, the log collector 105 has no network 

address given thereto. Then, the instruction of Start and Stop 
of the log collection from the router 101 is carried out by 
Sending the packet containing therein the instruction of Start 
and Stop of the log collection to a transmission line to which 
the log collector 105 is connected. Then, the data 
transmission/reception control unit 1103 of the log collector 
105 identifies Such a packet containing therein the instruc 
tion on the transmission line So as to fetch in Such a packet 
irrespective of the network address. 

FIGS. 15A, 15B and 15C show formats of the packets 
which are respectively used in an instruction of Starting the 
log collection, an instruction of Stopping the log collection 
and transmission of the log information. 
AS described above, the data relating to a kind of packet 

is set in the first field 1201 of the packet, the data relating to 
the operation method is set in the second field 1202, and the 
data to be transferred is set in the third field 1203. 
As shown in FIG. 15A, “log" is set in the first field 1201a 

indicating a kind of packet of instructing, from the router, the 
log collector to Start the log collection, “start is Set in the 
Second field 1202a indicating the operation method, and 
“list of IDs of the computers which are specified as an object 
of the log collection” is set in the third field 1203a as the data 
to be transferred. In addition, as shown in FIG. 15B, in the 
traffic log collection Stop packet for 20 instructing, from the 
router, the log collector to Stop the log collection, "log", 
“Stop' and "list of computerS Subjected to Stop log collec 
tion” as the list of IDs of the computers which are to be 
excluded from an object of the log collection are respec 
tively set in the first, second and third fields 1201b, 1202b 
and 1203b. 

In addition, as shown in FIG. 15C, the log information 
packet is a packet which is used when Storing or transmitting 
the log information, which has been acquired by the router 
and the computers, in or to the log collection. In this 
connection, “log” is set in the first field 1201c indicating a 
kind of packet, “data” is set in the second field 1202c 
indicating the operation method, and “the log information 
which has been acquired by the router and the computers' 
that is to be Stored or transmitted in or to the log collector 
is set in the third field 1203c. 

These packets are not clearly Sent from the router to the 
log collector, but the instruction of the operation is trans 
mitted by causing these packets to flow on the network to 
which the log collector is connected. 

The log collector 105 monitors the packet on the trans 
mission line to which it is connected, and with respect to the 
packet in which the log is Set in the first field, fetches in its 
log information So as to Store it. 
The description will hereinbelow be given with respect to 

the reason that though no network address is given in the log 
collector 105 in such a way, the log information on the 
network can be collected. 
AS for a method of fetching in the packet irrespective of 

the network address, there is well known the data commu 
nication within a LAN (Local Area Network). In the data 
communication within the LAN, the log collector has the 
link address which becomes the connection point to the 
LAN, whereby all the data flowing on the LAN can be 
fetched in. 
When the log collector has no link address as the con 

nection point to the LAN, the log collector cannot clearly 
carry out the message communication based on the desti 
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nation network address Specification, and in addition, Since 
the log collector cannot be provided with the communication 
means with any area located outside the LAN, the log 
collector is prevented from receiving any unjust access from 
the outside. Therefore, it is possible to prevent revision and 
destruction of the log information which is Stored in the log 
collector. 

That is, the log which is being transmitted on the network 
is contained in the log information data packet which has 
that log and is transmitted on the above-mentioned network. 
On the other hand, the data transmission/reception unit 1103 
of the log collector 105 fetches in all the packets (containing 
the log information transmission packet, the traffic log 
collection Start packet and the traffic log collection Stop 
packet) which are transmitted on the network once. When 
the traffic log collection start packet (refer to FIG. 15A) 
which has been transmitted from the repeating installation 
onto the network is fetched in the data transmission/ 
reception unit 1103 of the log collector 105 once, the data 
transmission/reception unit recognizes, on the basis of the 
field 1202a, that the packet of interest has been transmitted 
in order to instruct the log collector to Start the log collec 
tion. Thereafter, when the packet which has been fetched in 
is the log information packet, the logs within the log 
information packet of interest are collected So as to be Stored 
in the log information storing unit 1106. Thereafter, when 
the data transmission/reception unit recognizes that the 
packet which is fetched in has been transmitted in order to 
instruct the log collector to Stop the log collector on the basis 
of the field 1202b, hereafter, the data transmission/reception 
unit stops the log collection. 

In such a way, the log collector 105 has the means for 
fetching the data flowing on the network in a manner as in 
the tapping in a telephone. Thus, the log collection 105 
carries out only the reception of the packet when the 
identifier for identifying the data is the log, and carries out 
only the operation in accordance with the instruction of 
Starting/stopping the log collection with respect to the log 
operation, and also carries out only the operation of receiv 
ing the log information itself So as to Store the log informa 
tion. 

Next, in FIG. 13A, in Step 709, the router 101a checks 
whether or not the message that the measures was taken for 
the computer 102a in which the audit result is judged to have 
abnormality within a predetermined time period after having 
carried out the filtering of the packet (Step 1107) has been 
received from the computer which the manager is using. 
Then, when the router 101 a has received the message, the 
router 101 a stops the filtering of the packet to the computer 
102a (Step 710), and thereafter transmits the packet for 
instructing the log collector 105 to stop the collection of the 
logs in the computer 102a to the network 104 (Step 711). In 
response thereto, the log collector 105 Stops the log collec 
tion. 

While in the embodiment of FIG. 13A, when the audit 
result is judged in Step 703 to have abnormality in any one 
of the computers 102a and 102b corresponding to a certain 
router 101, e.g., the computer 101a, all the processings in 
steps 704, 705 and 706 to 711 are executed, as described in 
the following modification, only a part of the processings in 
Steps 704 to 711 may be executed. 

FIG. 13B is a view showing the procedure in which when 
the audit result is judged in Step 703 to have abnormality in 
a certain computer in the embodiment of FIG. 13A, only the 
processing in Step 704 is executed. 

FIG. 13C is a view showing the procedure in which when 
the audit result is judged in Step 703 to have abnormality in 
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a certain computer in the embodiment of FIG. 13A, only the 
processing in Steps 704 and 705 are executed, and then the 
processings in Steps 707 and 709 to 711 are executed. 
FIG.13D is a view showing the procedure in which, when 

the audit result is judged in Step 703 to have abnormality in 
a certain computer in the embodiment of FIG. 13A, only the 
processing in Step 704 is executed and then the processings 
in Steps 707 and 709 to 710 are executed. 

FIG. 13E is a view showing the procedure in which, when 
the audit result is judged in Step 703 to have abnormality in 
a certain computer in the embodiment of FIG. 13A, the 
processings in Steps 704 and 705 are executed, and then 
after execution of the processing in Step 707, the process 
ings in Steps 706 and 708 to 711 are executed. 

Incidentally, in the above-mentioned embodiments, the 
router may also set the contents of the repeating in Such a 
way that the communication can not be started even if the 
computers are connected to the present network unless the 
internal and external audits for the computers are carried out 
before connection thereof to the network, and the router is 
informed of the fact that the audit result does not have 
abnormality. In addition, the external audit may be mutually 
carried out between the computers. 
The description has been given with respect to one 

embodiment of the present invention. 
According to the present embodiment, the following 

effects can be obtained. 
(1) The audit program which the router or the computer 

executes can be updated into the newest audit program 
by the management unit at any time. 

(2) Since the operation environments of the computers are 
audited on the basis of the internal and external audit 
programs, and when the audit result is judged to have 
abnormality, the computer manager and the manager 
who manages the Overall System are informed of this 
fact, the manager and the like can carry out the early 
detection and the early measures for the computer 
which has vulnerability. 

(3) Since, with respect to the computer having 
vulnerability, the collection of the traffic logs is carried 
out in the log collector, it is possible to carry out the 
Verification of the unjust acceSS from the outside on the 
basis of the record of the acceSS Situation. 

(4) With respect to the computer which has vulnerability 
but has no measure taken therefor, the Stop of repeating 
of the data which has been addressed to the computer 
of interest is carried out in the router, whereby the 
unjust invasion to the computer of interest can be 
excluded and also the Security for the network and the 
computer can be improved. 

(5) Since the log collector has the function by which it is 
impossible that the present log collector is clearly 
Specified with the network address as the destination in 
order to transmit the message, it is possible to prevent 
revision and destruction of the log information which is 
Stored in the log collector through the network. 

Next, a second embodiment of the present 5 invention will 
hereinafter be described. 
The second embodiment is an embodiment which is 

designed, as a modification of the first embodiment, in Such 
a way that the audit of the network is distributively effected 
and managed, and hence has the following features. 

i) A database is installed in which the audit programs are 
collectively registered 

ii) A management terminal unit function for the distrib 
uted management for the audit is added to each of the 
rOuterS. 
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iii) When carrying out implementation of the audit, each 
of the routers acquires the audit program from the 
database in which the audit programs are collectively 
registered in order to carry out the audit. 

In the case of the present embodiment, the router which 
is installed in each user Site is operated as the management 
unit for managing the operation environments of the asso 
ciated computers. The router acquires, before carrying out 
the audit for the associated computers, the newest audit 
program from the database in which the audit programs are 
collectively registrated, and then carries out the audit for the 
asSociated computers. By adopting Such a form, the distrib 
uted application management of the network audit is real 
ized. 

Next, the description will hereinbelow be given with 
respect to the overall Structure of the network System in the 
present embodiment. 

The structure of the network system of the present 
embodiment is substantially the same as that of the first 
embodiment shown in FIG. 1. In the present embodiment, 
the unit 103 is operated as a database unit in which the audit 
programs which are used in the present network System are 
collectively registered. Reference numerals 101 a to 101d 
respectively designate repeating installations, each of which 
is capable of processing the TCP/IP, the OSI protocol and the 
like. The repeating installations 101 a to 101d are operated as 
management units for managing the operation environments 
of the user-Site computers, whereby the distributed applica 
tion management for the network audit is realized. For 
example, the router 101d can be operated as the management 
unit for managing the operation environments of both the 
computers 102d and 102f independently of other routers 
101a, 101b and 101c. 

Next, the description will hereinbelow be given with 
respect to the acquisition and distribution of the audit pro 
grams in each of the routers. 

FIG. 16 is a view showing the acquisition and distribution 
of the audit programs. The router 101 asks, before carrying 
out the audit for the computers, the database unit 103 to 
distribute the newest audit programs in order to carry out the 
acquisition operation (Steps 1601 and 1602). In the router, 
in order to carry out the audit, the newest audit programs 
thus acquired are registered as the external and internal audit 
programs(306 and 307) for the router (Step 1603). In 
addition, in the router, after producing a list of the internal 
audit programs which are to be distributed to the user-Site 
computers (Step 1603), the internal audit programs are 
distributed to the computers (Step 1604). In each of the 
computers, the internal audit programs which have been 
received are registered (Step 1605), whereby the distribution 
and registration of the newest audit programs to and in the 
asSociated router and computers are completed. 
The method of auditing the computers is carried out in 

accordance with the Similar procedure to that of the first 
embodiment. In addition, both the information of the audit 
result and the measure method therefor are carried out in 
accordance with the Similar procedure to that of the first 
embodiment. 

According to the present embodiment, the following 
effects are obtained. 

(1) Since the router is provided with the function of the 
management unit, it is possible to realize the distributed 
application management of the network audit. 

(2) Since in implementation of the audit, the newest audit 
programs are acquired from the database unit in which 
the audit programs are registered, the mighty audit can 
be carried out without the audit levels 5 being different 
in user Sites. 
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AS Set forth hereinabove, according to the present 

invention, it is possible to provide an audit System for 
computers with a large Scale network as an object. In 
addition, when a computer has Vulnerability, it is possible to 
prevent the unjust invasion to the computer having the 
vulnerability. 
Many different embodiments of the present invention may 

be constructed without departing from the Spirit and Scope of 
the invention. It should be understood that the present 
invention is not limited to the Specific embodiments 
described in this Specification. To the contrary, the present 
invention is intended to cover various modifications and 
equivalent arrangements included within the Spirit and Scope 
of the claims. 
What is claimed is: 
1. A network System having a network, comprising: 
at least one repeating unit connected to Said network; 
at least one computer connected to Said network through 

Said at least one repeating unit; and 
a management unit connected to Said network, 
wherein Said management unit has distribution means for 

distributing an external audit program, by which Said 
repeating unit audits Vulnerability of Said computer, 
from Said management unit to Said repeating unit 
through Said network, and 

Said repeating unit has audit control means for executing 
external audit processing with respect to Vulnerability 
of Said computer in accordance with the external audit 
program which has been distributed from Said manage 
ment unit to determine whether or not said computer 
has the Vulnerability, and Separating means for logi 
cally Separating Said computer having been determined 
to have the Vulnerability from said network. 

2. A network System according to claim 1, wherein Said 
Separating means, when the external audit processing 
executed by Said audit control means determines that Said 
computer has the Vulnerability, Stops repeating of commu 
nication to Said computer which is transmitted on Said 
network. 

3. A network System according to claim 1, wherein Said 
repeating unit further includes means for Sending, when the 
external audit processing executed by Said audit control 
means determines that Said computer has the Vulnerability, 
information that Said computer has the Vulnerability to Said 
management unit. 

4. A network System according to claim 3, wherein Said 
repeating unit further includes means for Stopping, when 
Said management unit does not send a report indicating that 
measures have been taken for the vulnerability of said 
computer within a predetermined time period after having 
Sent the information to Said management unit, repeating of 
communication to Said computer which is transmitted in Said 
network. 

5. A network System according to claim 1, further com 
prising a log collector connected to Said network, 

wherein Said repeating unit further includes means for 
issuing an instruction instructing, when the external 
audit processing executed by Said audit control means 
determines that said computer has the Vulnerability, 
Said log collector to Start collection of logs to Said 
computer which are transmitted on Said network, and 

Said log collector includes means for collecting, in 
response to the instruction issued from Said repeating 
unit, the logs to Said computer which are transmitted on 
Said network. 

6. A network System according to claim 5, wherein Said 
repeating unit further includes means for instructing, when 
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Said management unit sends a report indicating that mea 
Sures have been taken for the Vulnerability of Said computer 
within a predetermined time period after having Sent the 
information to Said management unit, Said log collector to 
Stop collection of logs to Said computer which are transmit 
ted on Said network, and 

Said log collector includes means for Stopping the collec 
tion of the logs to Said computers which are transmitted 
on Said network, in response to the instruction that the 
collection should be Stopped, issued from Said repeat 
ing unit. 

7. A network System according to claim 6, wherein the 
logs to Said computer are Stored in a log information packet 
which is transmitted on Said network, and 

Said log collector includes: 
means for fetching all packets which are transmitted on 

Said network, and 
means for collecting the logs within the log information 

packet in response to the instruction that the collec 
tion should be started which is issued from said 
repeating unit, when the packet thus fetched is in the 
log information packet. 

8. A network System according to claim 1, wherein the 
external audit program which is distributed from Said man 
agement unit to Said repeating unit has both a message to an 
application program of Said computer as an object of the 
audit and a proper response of the application program 
responding to the message when Said computer as an object 
of the audit has no vulnerability, and 

Said audit control means of Said repeating unit sends, in 
response to the external audit program which has been 
distributed from Said management unit, a message to 
the application program of said computer, and com 
pares a response of the application to the message from 
Said computer with the proper response of the applica 
tion program, thereby determining whether or not said 
computer has the Vulnerability. 

9. A network System according to claim 1, wherein the 
Vulnerability of Said computer indicates a bug in an appli 
cation program on Said computer or that the Setting infor 
mation with respect to an application program of Said 
computer, control information or data thereof is not proper. 

10. A network System having a network, comprising: 
at least one repeating unit connected to Said network; 
at least one computer connected to Said network through 

Said at least one repeating unit; and 
a management unit connected to Said network, 
wherein Said management unit includes distribution 
means for distributing an internal audit program, by 
which said computer itself audits the vulnerability of 
Said computer, from Said management unit to Said 
computer through Said network and Said repeating 
installation, 

Said computer includes means for executing internal audit 
processing with respect to the Vulnerability of Said 
computer in accordance with the internal audit program 
which has been distributed from Said repeating unit, 
and informing Said repeating unit of a result of the 
internal audit processing, and 

Said repeating unit includes audit control means for 
determining, based on the result of the internal audit 
processing which has been informed from Said 
computer, whether or not said computer has the 
Vulnerability, and Separating means for logically Sepa 
rating Said computer having been determined to have 
the vulnerability from said network. 
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11. A network System according to claim 10, wherein Said 

Separating means, when the internal audit processing 
executed by Said audit control means determines that Said 
computer has the Vulnerability, Stops repeating of commu 
nication to Said computer which is transmitted on Said 
network. 

12. A network System according to claim 10, wherein Said 
repeating unit further includes means for Sending, when the 
external audit processing executed by Said audit control 
means determines that Said computer has the Vulnerability, 
information that Said computer has the Vulnerability to Said 
management unit. 

13. A network System according to claim 12, wherein Said 
repeating unit further includes means for Stopping, when 
Said management unit has not sent a report indicating that 
measures have not been taken for the vulnerability of said 
computer within a predetermined time period after having 
Sent the information to Said management unit, repeating of 
communication to Said computer which is transmitted in Said 
network. 

14. A network system according to claim 10, further 
comprising a log collector connected to Said network, 

wherein Said repeating unit further includes means for 
issuing an instruction instructing, when the external 
audit processing executed by Said audit control means 
determines that said computer has the Vulnerability, 
Said log collector to Start collection of logs to Said 
computer which are transmitted on Said network, and 

Said log collector includes means for collecting, in 
response to the instruction issued from Said repeating 
unit, the logs to Said computer which are transmitted on 
Said network. 

15. A network system according to claim 14, wherein said 
repeating unit further includes means for instructing, when 
Said management unit sends a report indicating that mea 
Sures have been taken for the Vulnerability of Said computer 
within a predetermined time period after having Sent the 
information to Said management unit, Said log collector to 
Stop collection of logs to Said computer which are transmit 
ted on Said network, and 

Said log collector includes means for Stopping the collec 
tion of the logs to Said computers which are transmitted 
on Said network, in response to the instruction that the 
collection should be Stopped, issued from Said repeat 
ing unit. 

16. A network system according to claim 15, wherein the 
logs to Said computer are contained in a log information 
packet which has the logs and which is transmitted on Said 
network, and 

Said log collector includes: 
means for fetching all packets which are transmitted on 

Said network, and 
means for collecting the logs within the log information 

packet in response to the instruction that the collec 
tion should be started issued from Said repeating 
unit, when the packet thus fetched is in the log 
information packet. 

17. A network system according to claim 10, wherein the 
internal audit program which is distributed from Said man 
agement unit to Said repeating installation has setting 
information, when Said computer as an object of the audit 
has no Vulnerability, in at least one of a program, control 
information and data of Said computer as an object of the 
audit, and 

Said audit control means of Said repeating unit reads out, 
in response to the internal audit program which is 
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distributed from Said management unit, the Setting 
information in at least one of the program, control 
information and data of Said computer, from Said 
computer and compares the Setting information thus 
read out with the corresponding proper Setting infor 
mation which said internal audit program has deter 
mined whether or not said computer has the Vulner 
ability. 

18. A network system according to claim 10, wherein the 
Vulnerability of Said computer indicates a bug in an appli 
cation program on Said computer or that the Setting infor 
mation with respect to an application program of Said 
computer, control information or data thereof is not proper. 

19. A network System having a network, comprising: 
a plurality of repeating units connected to Said network 

for carrying out repeating of communication on Said 
network; 

a plurality of computers connected to Said network, each 
of Said computers being connected to Said network 
through only a corresponding one of Said plurality of 
repeating units, and 

a management unit connected to Said network, 
wherein Said management unit includes distribution 
means for distributing at least one of an external audit 
program and an internal audit program, by which Said 
repeating installation audits Vulnerability of at least one 
of Said plurality of computers, from Said management 
unit to Said repeating units through Said network, and 

Said repeating units include audit control means for car 
rying out at least one of the external audit processing 
and the internal audit processing with respect to the 
Vulnerability of Said at least one of Said plurality of 
computers in accordance with at least one of the 
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external audit program and the internal audit program 
which have been distributed from Said management 
unit to determine whether or not said at least one 
computer has the Vulnerability, and Separating means 
for logically Separating Said computer having been 
determined to have the vulnerability from said network. 

20. A network system according to claim 19, wherein said 
Separating means, when the external audit processing or the 
internal audit processing executed by Said audit control 
means determines that Said at least one of Said plurality of 
computerS has the Vulnerability, Stops repeating of commu 
nication to Said computer which is transmitted on Said 
network. 

21. A network system according to claim 19, further 
comprising a log collector connected to Said network, 

wherein Said repeating unit further includes means for 
issuing an instruction instructing, when the internal 
audit processing or the external audit processing 
executed by Said audit control means determines that 
Said at least one of Said plurality of coputerS has the 
Vulnerability, Said log collector to Start collection of 
logs to Said at least one of Said plurality of computers 
which are transmitted on Said network, and 

Said log collector includes means for collecting, in 
response to the instruction issued from Said repeating 
instruction, the logs to Said at least one computer which 
are transmitted on Said network. 

22. A network System according to claim 19, wherein the 
Vulnerability of Said computer indicates a bug in an appli 
cation program on Said computer or that the Setting infor 
mation with respect to an application program of Said 
computer, control information or data thereof is not proper. 


