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(57) Abstract: Provided are a Sybil attack defense method. The method comprises: an initialization step: according to a known security
parameter A and a global attribute set U, using the secret key generation center to operate a pre-set setting algorithm so as to generate a
master secret key MSK = {S} and publish a public parameter pp; a registration step: submitting a registration application to the secret
key generation center by means of the user, the secret key generation center operating a pre-set secret key generation algorithm to
generate a user private key SKS, and distributing the user private key SKS to the user by means of a secret channel; a signature step:
the user signing a signature by means of operating a pre-set signature algorithm; and a verification step: the user veritying, after signing
a signature, the signature by means of operating a pre-set verification algorithm. Also provided is a Sybil attack defense system. The
technical solution provided in the present invention can effectively defend a Sybil attack, so that data security is improved.
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B AREE#E RS , FTRFEENFR , 21 ROMRAM, BEIKAES.
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I —MZBREGHEGE , NATHBAERD O, =RSRAMAE. AF
ARNBHEFHEXMNEG , ABFEET , AR EEE

VNRELTR RECHZ2SH . NLBEMEY , FIAMRBAERP
DIETRRNREF ERNERERA MK = (S, HRB LIRS Y pp ;

EMPR . BEFTAARF MATR WAL R P ORIGEMEBF , HATREA
ERPOEITMROBAEREERERAFFA K, , HBEIWBBERAT
R A sk, B REFTRAF

ZELR  MRAFBEETMRNEBEEZRTES ;

RESR : PR AF-EZEEEITETRRHBIEFE ENEEHTRIE,

2. WRAER | IR ZBRBGEHRHEITE  RBEET |, Ernd4nLd
B, TR REEENRN Serp2, ) EE | B | BITHIRY FTIR Setup(2,U) E3E
HNLTREGKIHE
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PRk — MNBENIERE A =(a,g—2) e 2B AS = gmod2g ;
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& cA=(a ) AR CAS=Cas, +s, = Cgmod 2q ;
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4. MRAER 3 RN ZBRGHEGE , ABEET , BERZE LR
P, TR E B E RN Sign(PP.SKs, i1y, () B3R, R IZTMRMFR
Sign(PP,SKg, 1.7, - () EEMN S REG I

EX— Nk TENEMES csns™ ;

EMREBEEU U, BRU|=r-k ;

XNFiesoU , NFEZERA MDD, EREmEREY,y, , EX
Y=(y,.y,) , H T Eu =¢AY=C a-y, +y, mod2g AR e=H([> . Au],modp,u)
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B R R 1/(Me>q:)(_2<z"’s"°2> +!S"c” )
2|Al e

W&z « (Au],-[Au,-2,],)mod p ;
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TEA=(Ca ) AR CAS=Cas, +s, = Cgmod2g ;

i E A Mk = (S D HSE pr=(A,L,U U}

8. WRNAER 7 AN ZBREHHRS , RBEET , TR ALERE
SR KeyGen(PP,MSK,S) B 3% , B | BITFIRBIFTIR KeyGen(PP, MSK, S) BIEHI 2
REGORE
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iﬁtﬂ%’-‘:g Sig :({Zli’z;‘} C} °

ieS"OU"?

10. WRFER 9 IR ZBHEFHE RS , HFEET , FrdRIEF A
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SREMFTLE
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