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METHOD AND APPARATUS FOR
DECHIPERING OBFUSCATED TEXT FOR
CYBER SECURITY

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of Korean Pat-
ent Application No. 10-2022-0060306, filed on May 17,
2022, in the Korean Intellectual Property Office, the disclo-
sure of which is incorporated herein by reference in its
entirety.

BACKGROUND

1. Field

[0002] The present disclosure relates to a method and
apparatus for deciphering obfuscated text. More specifically,
it relates to a method and apparatus for determining whether
texts related to cyber security are obfuscated and decipher-
ing the obfuscated texts.

2. Description of the Related Art

[0003] In unstructured documents related to cyber secu-
rity, obfuscated text (coded text) written by converting
alphabets, Korean characters, or Chinese characters into
other symbols appears quite often. A representative example
of an obfuscation method is Leet.

[0004] Leet is a method of writing alphabets in a computer
document by replacing them with other symbols. Leet is
mainly used on the Internet, and examples include transcrib-
ing ‘A’ as ‘@’ or ‘aye’ and ‘B’ as ‘13’ or ‘P>

[0005] In the case of Leet words, as in the previous
example, there are various ways to replace one alphabet, so
one-to-one correspondence is impossible. Accordingly, it
was difficult to analyze the text in a general way and have
the computer decipher it. In addition, there was a problem
that model-based automated natural language processing
could not be accurately performed because an unstructured
document containing Leet words is not accurately embed-
ded.

[0006] Therefore, there is a need for a method capable of
accurately recognizing and deciphering obfuscated text such
as Leet words in unstructured documents related to cyber
security.

SUMMARY

[0007] A technical problem to be solved by the present
disclosure is to provide a method and apparatus for accu-
rately deciphering obfuscated text.

[0008] Another technical problem to be solved by the
present disclosure is to provide a method and apparatus for
accurately determining whether given text is obfuscated.
[0009] Another technical problem to be solved by the
present disclosure is to provide a database used to decipher
obfuscated text.

[0010] Another technical problem to be solved by the
present disclosure is to provide a method and apparatus for
accurately performing natural language processing on an
unstructured document including obfuscated text.

[0011] The technical problems of the present disclosure
are not limited to the above-mentioned technical problems,
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and other technical problems not mentioned will be clearly
understood by those skilled in the art from the description
below.

[0012] According to an aspect of an example embodiment,
there is provided a method for deciphering obfuscated test,
the method being performed by at least one processor and
including: converting text including a target character string
into an image; recognizing a character string in the image
using a text recognition model; and determining that the
target character string is an obfuscated character string,
based on a similarity between the target character string and
the recognized character string being equal to or less than a
first reference value.

[0013] The method may further include determining that
the target character string is not the obfuscated character
string based on the similarity exceeding the first reference
value.

[0014] The text recognition model may be trained using a
text image set, and the text image set may include a text
image generated through at least one of color jittering,
rotation, perspective transform, or blurring.

[0015] The method may further include: deciphering the
target character string based on a determination that the
target character string is the obfuscated character string. The
deciphering the target character string may include: obtain-
ing one or more candidate character strings by searching a
database using the recognized character string, wherein
character strings and a list of obfuscated character strings
corresponding to the character strings are stored in the
database; and obtaining a result of the deciphering the target
character string based on a similarity between the recog-
nized character string and the one or more candidate char-
acter strings.

[0016] The obtaining the result of the deciphering may
include: determining that the target character string is a new
obfuscated character string based on a similarity between the
recognized character string and the one or more candidate
character strings being equal to or less than a second
reference value.

[0017] The obtaining the result of the deciphering may
include: determining, among the one or more candidate
character strings, a candidate character string whose simi-
larity with the recognized character string exceeds a second
reference value as the result of the deciphering the target
character string.

[0018] The obtaining the result of the deciphering may
include: configuring a character string search tree using the
one or more candidate character strings; and calculating a
similarity between the recognized character string and the
one or more candidate character strings, by searching the
character string search tree using the recognized character
string.

[0019] A hit count indicating a number of times the
character string is obtained as a candidate character string of
a specific obfuscated character string or indicating a number
of times the character string is obtained as the result of the
deciphering may be further stored in the database, and the
obtained one or more candidate character strings may
include a character string having a hit count equal to or
greater than a second reference value.

[0020] An ID of the character string, an ID and a first
storage time of an obfuscated character string included in the
list of obfuscated character strings, and a hit count indicating
a number of times the character string is obtained as a
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candidate character string of a specific obfuscated character
string or indicating a number of times the character string is
obtained as the result of the deciphering may be further
stored in the database.

[0021] The method may further include storing the target
character string in the database based on a determination that
the target character string is the new obfuscated character
string.

[0022] The text recognition model may be a Scene Text
Recognition (STR) model.

[0023] The obfuscated character string may be a character
string including Leet words.

[0024] According to an aspect of an example embodiment,
there is provided an apparatus for deciphering obfuscated
test, the apparatus including: at least one processor; and at
least one memory configured to store computer program
executable by the at least one processor, wherein the com-
puter program, when executed by the at least one processor,
causes the at least one processor to perform: converting text
including a target character string into an image; recognizing
a character string in the image using a text recognition
model; and determining that the target character string is an
obfuscated character string based on a similarity between the
target character string and the recognized character string
being equal to or less than a first reference value.

[0025] The computer program may further cause the at
least one processor to perform: deciphering the target char-
acter string through a database or determining whether the
target character string is new obfuscated text based on a
determination that the target character string is the obfus-
cated character string, wherein character strings and a list of
obfuscated character strings corresponding to the character
strings are stored in the database; and storing the target
character string in the database based on a determination that
the target character string is a new obfuscated character
string.

[0026] The computer program may further cause the at
least one processor to perform: determining that the target
character string is not the obfuscated character string based
on the similarity exceeding the first reference value.
[0027] An ID of the character string and an ID of an
obfuscated character string included in the list of obfuscated
character strings may be further stored in the database.
[0028] According to an aspect of an example embodiment,
there is provided a non-transitory computer-readable record-
ing medium storing computer program, the computer pro-
gram being executable by at least one processor to cause the
at least one processor to perform: converting text including
a target character string into an image; recognizing a char-
acter string in the image using a text recognition model; and
determining that the target character string is an obfuscated
character string based on a similarity between the target
character string and the recognized character string being
equal to or less than a first reference value.

[0029] The computer program may further cause the at
least one processor to perform: determining that the target
character string is not the obfuscated character string based
on the similarity exceeding the first reference value.
[0030] The computer program may further cause the at
least one processor to perform: deciphering the target char-
acter string based on a determination that the target character
string is the obfuscated character string, and the deciphering
the target character string may include: obtaining one or
more candidate character strings by searching a database
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using the recognized character string, wherein character
strings and a list of obfuscated character strings correspond-
ing to the character strings are stored in the database; and
obtaining a result of deciphering the target character string
based on a similarity between the recognized character
string and the one or more candidate character strings.
[0031] An ID of the character string, an ID and a first
storage time of an obfuscated character string included in the
list of obfuscated character strings, and a hit count indicating
a number of times the character string is obtained as a
candidate character string of a specific obfuscated character
string or indicating a number of times the character string is
obtained as the result of the deciphering may be further
stored in the database.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] These and/or other aspects will become apparent
and more readily appreciated from the following description
of the embodiments, taken in conjunction with the accom-
panying drawings in which:

[0033] FIG. 1 is a block diagram of an apparatus for
deciphering obfuscated text according to an embodiment of
the present disclosure;

[0034] FIG. 2 is a flowchart of a method for deciphering
obfuscated text according to another embodiment of the
present disclosure;

[0035] FIG. 3 is a detailed flowchart for describing in
detail the operation of the method for determining whether
a target character string is an obfuscated character string
described with reference to FIG. 2;

[0036] FIG. 4 is a detailed flowchart for describing in
detail the operation of the method of deciphering a target
character string determined as an obfuscated character string
described with reference to FIG. 2;

[0037] FIGS. 5 to 7 are detailed flowcharts for describing
embodiments of a method for determining a candidate
character string described with reference to FIG. 4;

[0038] FIG. 8 is a detailed flowchart for describing a
method of deriving a deciphering result of a target character
string described with reference to FIG. 4;

[0039] FIG. 9 is a detailed flowchart for describing in
detail the operation of the similarity comparison method
between a target character string and a recognized character
string described with reference to FIG. 8;

[0040] FIG. 10 is a diagram for describing an exemplary
method of determining whether there is a new obfuscated
character string using a tree in some embodiments of the
present disclosure;

[0041] FIGS. 11 and 12 are diagrams for describing exem-
plary methods of character strings stored in a database of the
present disclosure; and

[0042] FIG. 13 is a block diagram illustrating an exem-
plary hardware configuration of a computing device, in
which various embodiments of the present disclosure may
be implemented.

DETAILED DESCRIPTION

[0043] Hereinafter, example embodiments of the present
disclosure will be described in detail with reference to the
accompanying drawings. Advantages and features of the
present disclosure, and methods of achieving them will
become clear with reference to the detailed description of
the following embodiments taken in conjunction with the
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accompanying drawings. However, the technical idea of the
present disclosure is not limited to the following embodi-
ments and may be implemented in various different forms.
Only the following embodiments are provided to complete
the technical idea of the present disclosure, and fully inform
those skilled in the art of the technical field to which the
present disclosure belongs the scope of the present disclo-
sure, and the technical spirit of the present disclosure is
defined by the scope of the claims and their equivalents.
[0044] In adding reference numerals to the components of
each drawing, it should be noted that the same reference
numerals are assigned to the same components as much as
possible even though they are shown in different drawings.
In addition, in describing the present disclosure, when it is
determined that the detailed description of the related well-
known configuration or function may obscure the gist of the
present disclosure, the detailed description thereof will be
omitted.

[0045] Unless otherwise defined, all terms used in the
present specification (including technical and scientific
terms) may be used in a sense that can be commonly
understood by those skilled in the art. In addition, the terms
defined in the commonly used dictionaries are not ideally or
excessively interpreted unless they are specifically defined
clearly. The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting of the disclosure. In this specification, the
singular also includes the plural unless specifically stated
otherwise in the phrase.

[0046] In addition, in describing the component of this
disclosure, terms, such as first, second, A, B, (a), (b), may be
used. These terms are only for distinguishing the compo-
nents from other components, and the nature or order of the
components is not limited by the terms. If a component is
described as being “connected,” “coupled” or “contacted” to
another component, that component may be directly con-
nected to or contacted with that other component, but it
should be understood that another component also may be
“connected,” “coupled” or “contacted” between each com-
ponent.

[0047] Hereinafter, embodiments of the present disclosure
will be described with reference to the attached drawings:
[0048] FIG. 1 is a block diagram of an apparatus 100 for
deciphering obfuscated text according to an embodiment of
the present disclosure.

[0049] Referring to FIG. 1, an apparatus 100 for decipher-
ing obfuscated text according to the present embodiment
may include an image conversion unit 110, a character string
recognition unit 120, and an obfuscation determination unit
130. The obfuscated text deciphering system according to
this embodiment may further include a deciphering unit 140
or a storage unit 150.

[0050] The image conversion unit 110 may convert input
text including a target character string into an image. Here,
the target character string is a character string subject to
determination of obfuscation, and may be an obfuscated
character string or a non-obfuscated general character string.
For example, the target character string may be a character
string obfuscated by replacing an alphabet with another
visually (or morphologically) similar symbol, such as Leet
words. As another example, the target character string may
be a character string obfuscated by replacing Koran char-
acters or Chinese characters with other visually (or morpho-
logically) similar symbols. Hereinafter, for convenience of
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description, the term obfuscated character string is used
interchangeably with the term obfuscation character string.

[0051] Here, the input text may be, for example, a docu-
ment typed and printed through an electronic device such as
a computer, a document written by hand, or an Internet
document. In addition, the image does not necessarily have
to have the form of a document, and may include all images
of various formats that may be processed by an electronic
device such as a computer.

[0052] According to an embodiment of the present disclo-
sure, the image conversion unit 110 may convert input text
into a plurality of images according to the length of the input
text. Alternatively, the image conversion unit 110 may
convert input text into one image and divide the converted
image into a plurality of partial images.

[0053] According to an embodiment of the present disclo-
sure, the image conversion unit 110 may store the position
(coordinate value) of a specific character string (e.g., target
character string) in the converted image.

[0054] The character string recognition unit 120 may
receive the image from the image conversion unit 110 and
recognize a character string in the image using a text
recognition model. The text recognition model may include
all various models (e.g., deep learning models) capable of
recognizing a character string in an image, such as a scene
text recognition model and a general optical character rec-
ognition model. For reference, the scene text recognition
model may recognize text with high accuracy even if the text
included in the image is deformed. The scene text recogni-
tion model may be composed of, for example, a Convolu-
tional Neural Network (CNN)-based model that detects a
character string region in an image and a Recurrent Neural
Network (RNN)-based model that recognizes a character
string in the detected character string region, but the scope
of the present disclosure is not limited thereto. Those skilled
in the art will already be familiar with the structure and
operation principle of the scene text recognition model, so a
detailed description of the scene text recognition model
itself will be omitted.

[0055] In an embodiment, the text recognition model is
trained using a text image set, and the text image set may
include various text images generated through a data aug-
mentation technique. In this case, even when the amount of
the original text image set is small, a high-performance text
recognition model may be constructed. Examples of data
augmentation techniques may include color jittering, rota-
tion, perspective transform, or blurring techniques, but the
scope of the present disclosure is not limited thereto.

[0056] The obfuscation determination unit 130 may deter-
mine whether the target character string is an obfuscated
character string based on the similarity between the charac-
ter string recognized by the character string recognition unit
120 and the target character string. For example, when the
similarity between the two character strings is equal to or
less than a predetermined first reference value, the obfus-
cation determination unit 130 may determine that the target
character string is obfuscated (e.g., determine that the target
character string is Leet words). Alternatively, when the
similarity between the two character strings exceeds the first
reference value, the obfuscation determination unit 130 may
determine that the target character string is not obfuscated.
The similarity between two character strings may be mea-
sured based on various character string (text) similarity
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measurement algorithms such as Levenshtein distance algo-
rithm, and any algorithm may be used.

[0057] The deciphering unit 140 may decipher the target
character string based on the determination of the obfusca-
tion determination unit 130 that the target character string is
an obfuscated text. For example, the deciphering unit 140
may decipher the target character string using a database, in
which obfuscated character strings and character strings
corresponding thereto (i.e., deciphered character strings) are
stored. Also, the deciphering unit 140 may determine
whether the target character string is a new obfuscated
character string based on the deciphering result. A detailed
operation of the deciphering unit 140 will be described later.
[0058] The storage unit 150 may store the target character
string determined as a new obfuscated character string by
the deciphering unit 140 in a database. Here, the stored new
obfuscated character string may be used for training of the
text recognition model of the character string recognition
unit 120.

[0059] According to an embodiment of the present disclo-
sure, character strings (i.e., deciphered character strings) and
a list of obfuscated character strings corresponding to the
character strings are stored in the database, and information
such as the ID of the character string and the ID of the
obfuscated character string included in the obfuscated char-
acter string list, the first storage time and hit count may be
stored. Here, the hit count may indicate the number of times
the character string is derived as a candidate character string
or a deciphering result. The candidate character string will
be described in detail later.

[0060] According to one embodiment of the present dis-
closure, the database may be implemented in the form of
cloud storage.

[0061] Meanwhile, according to an embodiment of the
present disclosure, the obfuscated text processing apparatus
100 may further include a natural language processing unit
(not shown). The natural language processing unit (not
shown) may perform various natural language processing on
the text, to which the deciphering result of the deciphering
unit 140 is reflected. For example, suppose that the target
character string included in the input text is determined to be
Leet words, and the target character string is deciphered by
the deciphering unit 140. In this case, the natural language
processing unit (not shown) may convert the input text by
replacing the target character string with deciphered text,
and perform natural language processing (e.g., tokenization,
embedding, entity name recognition, etc.) for the converted
text through the trained natural language processing model.
By doing so, the embedding accuracy may be improved, and
the accuracy of the natural language processing result may
also be improved.

[0062] The above-described obfuscated text deciphering
apparatus 100 may be implemented as one or more com-
puting devices having a processor. For example, each com-
ponent such as the image conversion unit 110 may be
implemented as one computing device, or a plurality of
components or the obfuscated text deciphering apparatus
100 may be implemented as one computing device. A
computing device may refer to any device having a com-
puting function, and an example of such a device may be
referred to FIG. 13.

[0063] Next, a method for deciphering obfuscated text
according to another embodiment of the present disclosure
will be described with reference to FIG. 2 and the following
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drawings. The method of deciphering obfuscated text
according to this embodiment may be performed by one or
more computing devices. For example, in the obfuscated
text deciphering method according to the present embodi-
ment, all operations may be performed by one computing
device, or some operations may be performed by another
computing device. Hereinafter, it will be described on the
assumption that the method described below is performed by
the obfuscated text deciphering apparatus 100 illustrated in
FIG. 1. Accordingly, in the following description, when
description of a subject of performing some operations is
omitted, it would be understood that they are performed by
the obfuscated text deciphering apparatus 100.

[0064] FIG. 2 is a flowchart of a method for deciphering
obfuscated text according to another embodiment of the
present disclosure.

[0065] Instep S100, the text including the target character
string is converted into an image by the image conversion
unit 110.

[0066] In step S200, a character string is recognized in the
converted image using the text recognition model of the
character string recognition unit 120. The text recognition
model may be, for example, the previously described scene
text recognition model. However, the scope of the present
disclosure is not limited thereto.

[0067] In step S300, it is determined whether the target
character string is an obfuscated character string.

[0068] FIG. 3 is a flowchart illustrating an embodiment, in
which step S300 of FIG. 2 is further specified. Referring to
FIG. 3, the similarity between the target character string and
the recognized character string is compared (S310), and
when it is equal to or less than a first reference value, it may
be determined that the target character string is an obfus-
cated character string (S320). If the similarity exceeds the
first reference value, it may be determined that the target
character string is not an obfuscated character string (S330).
Here, the similarity between the two strings may be calcu-
lated based on, for example, Levenshtein distance algorithm,
but the scope of the present disclosure is not limited thereto.

[0069] Referring back to FIG. 2, in step S400, the target
character string is decrypted based on the determination that
the target character string is an obfuscated string (S400).

[0070] FIG. 4 is a flowchart illustrating an embodiment, in
which step S400 of FIG. 2 is further specified. Referring to
FIG. 4, first, a database is searched using a recognized
character string to determine one or more candidate char-
acter strings (S410), and a deciphering result of a target
character string may be derived based on the similarity
between the recognized character string and the candidate
character string (S420).

[0071] Various embodiments of a method for determining
a candidate character string in step S410 of FIG. 4 will be
described with reference to FIGS. 5 to 7.

[0072] FIG. 5 is a flowchart illustrating a method for
determining a candidate character string according to an
embodiment of the present disclosure. Referring to FIG. 5,
first, a character string related to a recognized character
string may be searched in a database (S411a), and a char-
acter string having a hit count equal to or greater than a
second reference value may be determined as a candidate
character string (S412a). For example, a database may be
searched using a part of a recognized character string (i.e.,
a partial character string), and a character string having a hit
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count of 10 or more among the searched character strings
may be determined as a candidate character string.

[0073] FIG. 6 is a flowchart illustrating a method for
determining a candidate character string according to
another embodiment of the present disclosure. Referring to
FIG. 6, a character string having a hit count equal to or
greater than the second reference value is searched for in the
database (S4116), and a character string related to the
recognized character string among the searched character
strings may be determined as a candidate character string
(S412b). For example, a candidate character string may be
determined by re-searching using a part of the recognized
character string (i.e., a partial character string) for the
character string searched based on the hit count.

[0074] FIG. 7 is a flowchart illustrating a method for
determining a candidate character string according to
another embodiment of the present disclosure. Referring to
FIG. 7, a candidate character string may be determined by
searching a database using a partial character string of a
recognized character string (S410c¢).

[0075] For example, when a recognized character string is
TE-MM-P-, a database may be searched for using partial
character strings such as TE, MM, TEM, MP, etc. to deter-
mine candidate character strings.

[0076] According to the above-described embodiments,
instead of calculating similarity with all character strings
stored in the database, candidate character strings are deter-
mined through a database search and similarity with recog-
nized character strings is calculated for only the candidate
character strings, thereby the effect of reducing computing
costs may be achieved. In other words, through the above-
described embodiments, the computing cost required in the
deciphering process of the obfuscated character string may
be greatly reduced.

[0077] FIG. 8 is a flowchart illustrating an embodiment, in
which step S420 of FIG. 4 is further specified. Referring to
FIG. 8, the similarity between the recognized character
string and one or more candidate character strings is com-
pared (S421), and if it is equal to or less than the second
reference value, it may be determined that the target char-
acter string is a new obfuscated character string (S422). For
example, when the highest similarity between one or more
candidate character strings and the recognized character
string is equal to or less than the second reference value, the
target character string may be determined to be a new
obfuscated character string. In the opposite case, a candidate
character string exceeding the second reference value (e.g.,
a candidate character string having the highest similarity)
may be determined as a deciphering result for the target
character string. That is, it may be determined that the target
character string is an existing obfuscated character string
(S423).

[0078] FIG. 9 is a flowchart illustrating an embodiment in
which step S421 of FIG. 8 is further specified. Referring to
FIG. 9, first, a character string search tree may be configured
using the one or more candidate character strings (S421a).
Further, the character string search tree may be searched
using the recognized character string (S4215), and a simi-
larity between the recognized character string and the one or
more candidate character strings may be calculated (S421c¢).
[0079] FIG. 10 is a diagram for describing a method of
calculating a character string similarity using a character
string search tree according to an embodiment of the present
disclosure of FIG. 9.
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[0080] Referring to FIG. 10, first, text including a target
character string 80a is converted into an image 805 by the
image conversion unit 110. Then, the character string 80c¢ is
recognized in the image 805 by the character string recog-
nition unit 120.

[0081] Next, one or more candidate character strings are
determined by searching the database to configure a char-
acter string search tree. For details on this, the description of
FIGS. 5 to 7 may be referred. FIG. 10 shows that six
candidate character strings are searched for as an example.
[0082] Next, a character string search tree 80e is config-
ured using the candidate character string 80d. Here, the
character string search tree may mean, for example, a tree,
in which each node (or edge) corresponds to one or more
characters and a path from a root node to a leaf node
corresponds to one character string.

[0083] Next, by searching the character string search tree
80¢, the similarity between the recognized character string
80c¢ and the candidate character string 804 is calculated. For
example, a search may be performed along a path, in which
each character constituting the recognized character string
80c¢ and a character corresponding to each node match, and
a candidate character string (e.g., TEMP) corresponding to
the search path (or a candidate character string correspond-
ing to the longest search path) may be determined to have
the highest similarity. In other words, the similarity between
the recognized character string 80c¢ and the candidate char-
acter string 804 may be calculated based on the length of the
search path.

[0084] Next, when the highest similarity calculated
through the character string search tree 80e exceeds the
second reference value, the recognized character string 80c¢
is determined as an existing obfuscated character string, and
a candidate character string 80/ having the highest similarity
may be derived as a deciphering result of the target character
string 80a. As described above, if the highest similarity is
equal to or less than the second reference value, the target
character string 80a is determined as a new obfuscated text.
[0085] FIG. 10 illustrates a case, in which the candidate
character string 80fis derived as a deciphering result of the
target text 80q, as an example.

[0086] Referring back to FIG. 2, in step S500, data related
to a target character string determined as a new obfuscated
character string is stored in a database.

[0087] According to an embodiment of the present disclo-
sure, an original character string corresponding to the new
obfuscated character string may be stored in a database. In
addition, the original character string itself, category, corre-
sponding encoded text list, hit count, explanatory text for the
character string, or reference data related to the character
string may be stored.

[0088] According to an embodiment of the present disclo-
sure, the target character string determined as the new
obfuscated character string may be stored in a database. In
addition, the ID assigned to the target character string, the
original character string, an image file including the obfus-
cated character string, location information, the number of
references as a candidate character string, or the time saved
in the database may be stored in the database.

[0089] FIGS. 11 and 12 are diagrams for describing exem-
plary methods of character strings stored in a database of the
present disclosure.

[0090] According to one embodiment of the present dis-
closure, FIG. 11 shows an example 90q, in which data
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related to an original character string is stored in a database
when the original character string is “LEET.” FIG. 11 is an
example of a case where the original character string is
referenced 94 times as a candidate character string (91a).
[0091] According to an embodiment of the present disclo-
sure, FIG. 12 shows examples 906 and 90c, in which
obfuscated character strings corresponding to original char-
acter strings are stored in a database. FIG. 12 is an example
of a case where the obfuscated character string “I337” is
referenced 3 times (915) and the obfuscated string “I337” is
referenced 91 times (91c¢).

[0092] FIG. 13 is a hardware configuration diagram of an
exemplary computing device capable of implementing the
obfuscated text deciphering apparatus 100 according to
some embodiments of the present disclosure. As shown in
FIG. 13, the computing device 1000 may comprise one or
more processors 1100, a system bus 1600, a communication
interface 1200, a memory 1400 for loading a computer
program 1500 executed by the processor 1100 and a storage
1300 for storing the computer program 1500.

[0093] The processor 1100 controls the overall operation
of each component of the computing device 1000. The
processor 1100 may perform an operation for at least one
application or program for executing a method/operation
according to various embodiments of the present disclosure.
[0094] The memory 1400 stores various data, commands
and/or information. The memory 1400 may load one or more
computer programs 1500 from storage 1300 to execute
methods/operations according to various embodiments of
the present disclosure.

[0095] The storage 1300 may non-temporarily store one or
more computer programs 1500.

[0096] The computer program 1500 may include one or
more instructions, in which methods/operations according to
various embodiments of the present disclosure may be
implemented. When the computer program 1500 is loaded
into the memory 1400, the processor 1100 may execute the
one or more instructions to perform methods/operations
according to various embodiments of the present disclosure.

[0097] The computer program 1500 may comprise
instructions for performing operations comprising, for
example, an operation of converting text including a target
character string into an image, an operation of recognizing
a character string in an image using a text recognition model,
and an operation of determining a target character string as
an obfuscated character string when the similarity between
the target character string and the recognized character
string is equal to or less than a first reference value. In this
case, the obfuscated text deciphering apparatus 100 accord-
ing to an embodiment of the present disclosure may be
implemented through the computing device 1000.

[0098] So far, various embodiments of the present disclo-
sure and effects according to the embodiments have been
described with reference to FIGS. 1 to 13. Effects according
to the technical spirit of the present disclosure are not limited
to the effects mentioned above, and other effects not men-
tioned will be clearly understood by those skilled in the art
from the description below.

[0099] The technical idea of the present disclosure
described so far may be implemented as computer readable
code on a computer readable medium. The computer pro-
gram recorded on the computer-readable recording medium
may be transmitted to another computing device through a
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network such as the Internet, installed in the other comput-
ing device, and thus used in the other computing device.
[0100] Although operations are shown in a particular order
in the drawings, it should not be understood that the opera-
tions should be performed in the specific order shown or in
a sequential order, or that all shown operations should be
performed to obtain a desired result. In certain circum-
stances, multitasking and parallel processing may be advan-
tageous. Although the embodiments of the present disclo-
sure have been described with reference to the
accompanying drawings, those of ordinary skill in the art to
which the present disclosure pertains would understand that
the present disclosure may be practiced in other specific
forms without changing the technical spirit or essential
features. Therefore, it should be understood that the embodi-
ments described above are illustrative in all respects and not
limiting. The protection scope of the present disclosure
should be construed by the claims below, and all technical
ideas within the equivalent range should be construed as
being included in the scope of the technical ideas defined by
the present disclosure.
What is claimed is:
1. A method for deciphering obfuscated test, the method
being performed by at least one processor and comprising:
converting text including a target character string into an
image;
recognizing a character string in the image using a text
recognition model; and
determining that the target character string is an obfus-
cated character string, based on a similarity between the
target character string and the recognized character
string being equal to or less than a first reference value.
2. The method of claim 1 further comprising:
determining that the target character string is not the
obfuscated character string based on the similarity
exceeding the first reference value.
3. The method of claim 1, wherein the text recognition
model is trained using a text image set, and
wherein the text image set includes a text image generated
through at least one of color jittering, rotation, perspec-
tive transform, or blurring.
4. The method of claim 1 further comprising:
deciphering the target character string based on a deter-
mination that the target character string is the obfus-
cated character string,
wherein the deciphering the target character string com-
prises:
obtaining one or more candidate character strings by
searching a database using the recognized character
string, wherein character strings and a list of obfuscated
character strings corresponding to the character strings
are stored in the database; and
obtaining a result of the deciphering the target character
string based on a similarity between the recognized
character string and the one or more candidate charac-
ter strings.
5. The method of claim 4, wherein the obtaining the result
of the deciphering comprises:
determining that the target character string is a new
obfuscated character string based on a similarity
between the recognized character string and the one or
more candidate character strings being equal to or less
than a second reference value.
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6. The method of claim 4, wherein the obtaining the result
of the deciphering comprises:

determining, among the one or more candidate character

strings, a candidate character string whose similarity
with the recognized character string exceeds a second
reference value as the result of the deciphering the
target character string.

7. The method of claim 4, wherein the obtaining the result
of the deciphering comprises:

configuring a character string search tree using the one or

more candidate character strings; and

calculating a similarity between the recognized character

string and the one or more candidate character strings,
by searching the character string search tree using the
recognized character string.

8. The method of claim 4, wherein a hit count indicating
a number of times the character string is obtained as a
candidate character string of a specific obfuscated character
string or indicating a number of times the character string is
obtained as the result of the deciphering is further stored in
the database, and

wherein the obtained one or more candidate character

strings comprise a character string having a hit count
equal to or greater than a second reference value.

9. The method of claim 4, wherein an ID of the character
string, an ID and a first storage time of an obfuscated
character string included in the list of obfuscated character
strings, and a hit count indicating a number of times the
character string is obtained as a candidate character string of
a specific obfuscated character string or indicating a number
of times the character string is obtained as the result of the
deciphering are further stored in the database.

10. The method of claim 5, further comprising:

storing the target character string in the database based on

a determination that the target character string is the
new obfuscated character string.
11. The method of claim 1, wherein the text recognition
model is a Scene Text Recognition (STR) model.
12. The method of claim 1, wherein the obfuscated
character string is a character string comprising Leet words.
13. An apparatus for deciphering obfuscated test, the
apparatus comprising:
at least one processor; and
at least one memory configured to store computer pro-
gram executable by the at least one processor,

wherein the computer program is executable by the at
least one processor to cause the at least one processor
to perform:

converting text including a target character string into an

image;

recognizing a character string in the image using a text

recognition model; and

determining that the target character string is an obfus-

cated character string based on a similarity between the
target character string and the recognized character
string being equal to or less than a first reference value.

14. The apparatus of claim 13, wherein the computer
program further causes the at least one processor to perform:

deciphering the target character string through a database

or determining whether the target character string is
new obfuscated text based on a determination that the
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target character string is the obfuscated character
string, wherein character strings and a list of obfuscated
character strings corresponding to the character strings
are stored in the database; and

storing the target character string in the database based on

the determination that the target character string is a
new obfuscated character string.

15. The apparatus of claim 13, wherein the computer
program further causes the at least one processor to perform:

determining that the target character string is not the

obfuscated character string based on the similarity
exceeding the first reference value.

16. The apparatus of claim 14, wherein an ID of the
character string and an ID of an obfuscated character string
included in the list of obfuscated character strings are further
stored in the database.

17. A non-transitory computer-readable recording
medium storing computer program, the computer program
being executable by at least one processor to cause the at
least one processor to perform:

converting text including a target character string into an

image;

recognizing a character string in the image using a text

recognition model; and

determining that the target character string is an obfus-

cated character string based on a similarity between the
target character string and the recognized character
string being equal to or less than a first reference value.

18. The computer program of claim 17, wherein the
computer program further causes the at least one processor
to perform:

determining that the target character string is not the

obfuscated character string based on the similarity
exceeding the first reference value.

19. The computer program of claim 17, wherein the
computer program further causes the at least one processor
to perform:

deciphering the target character string based on a deter-

mination that the target character string is the obfus-
cated character string, and

wherein the deciphering the target character string com-

prises:

obtaining one or more candidate character strings by

searching a database using the recognized character
string, wherein character strings and a list of obfuscated
character strings corresponding to the character strings
are stored in the database; and

obtaining a result of the deciphering the target character

string based on a similarity between the recognized
character string and the one or more candidate charac-
ter strings.

20. The computer program of claim 19, wherein an ID of
the character string, an ID and a first storage time of an
obfuscated character string included in the list of obfuscated
character strings, and a hit count indicating a number of
times the character string is obtained as a candidate char-
acter string of a specific obfuscated character string or
indicating a number of times the character string is obtained
as the result of the deciphering are further stored in the
database.



