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APPLICATION-LEVEL SERVICE CREDENTIALS FOR NETWORK ACCESS
AUTHENTICATION

FIELD OF THE INVENTION
[0001] The present invention is generally directed to digital communication and, more

specifically, network connectivity.

BACKGROUND
[0002] In the current network communication environments, when a device, such as
mobile terminal or the like, is turned-on, the device searches for and is connected to a network.
The network to which the device is connected may be associated with a wireless communication
network provider (e.g., the user of the device possesses a data plan with a cellular service
provider, an Internet service provider (ISP) or the like). Subsequently, when a user wants to
start using an application-level service, the application requests network connectivity and, since
the device is already connected to the network, network connectivity is provided to the
application/service. In this current model, in which network connectivity is independent of
services provided, it is difficult for a user to assess how network connectivity is associated with
the services provider. In this regard, network providers typically offer monthly data rate plans
based on different maximum data consumption levels (e.g., 5 gigabytes per month or the like). If
the user is merely using the data plan to consume web page content, the user is unlikely to
exhaust the maximum data level. Conversely, if the user is using the data plan to consume
multimedia content (e.g., video streaming or the like), the maximum data level is likely to be
exhausted after a few hours of consuming the multimedia content. As the number of connected
devices dramatically increases, the drawbacks associated with this type of model become readily
apparent. It is unrealistic for the user to make correct estimations as to the amount of data
consumed by the multiple different services used by the user, especially when those services are
consumed on an array of different devices, some of which may be outside of the user’s data plan.
[0003] Additionally, in the current network communication environment most devices,
such as mobile telephones or the like, are personal devices, which means use of the device is
limited to one specific user. However, as more and more devices become network compatible
(i.e., Internet-connected devices and the like) many of these devices may be conducive to having

their use shared amongst various different users (e.g., different family members, different
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employees of a business or the like). However, if network connectivity (7.e., the data plan) is
associated with one user, there is no means to apportion the data plan to other users who may use
the shared device and, equally important, may use the device for services that are more (or less)
data intensive than the user associated with the data plan.

[0004] From the service provider perspective, they rely on their users to have network
connectivity to access the services offered. However, the ability of the users to have network
connectivity is unpredictable because the ability to provide network connectivity lies on the
network providers. In this regard, if the user has exhausted their monthly data allocation or have
failed to pay their network provider bill, they may be prevented from receiving network access
and, thus prevented from accessing network services. Moreover, if the device being used is a
shared device or is a device being used temporarily, the user may not be authorized to use the

network connection or otherwise prefer not to access the service using another user’s data plan.

BRIEF SUMMARY
[0005] Therefore, a need exists to develop alternative systems, apparatus, methods for
providing network access/connectivity and, more specifically, network access-connectivity that
is tied to the service/application being used.
[0006] The following presents a simplified summary of one or more embodiments in
order to provide a basic understanding of such embodiments. This summary is not an extensive
overview of all contemplated embodiments, and is intended to neither identify key or critical
elements of all embodiments, nor delineate the scope of any or all embodiments. Its sole purpose
is to present some concepts of one or more embodiments in a simplified form as a prelude to the
more detailed description that is presented later.
[0007] Embodiments of the present invention address the above needs and/or achieve
other advantages by providing methods, apparatus, systems or the like which serve to tie network
connectivity to service providers. In this regard, according to embodiments of the invention,
network connectivity occurs in response to a user requesting a service as opposed to current
models, in which the device is already attached/connected to the network prior to requesting the
service. As such, the present invention enables service providers to take full control over
connecting devices to a network, such that the service provider can control one or more of (7)

which users or, in some embodiments which devices, get access to the network (and, thus the
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service), (i7) limitations/restrictions on how much of the service is provided to the user during the
network connectivity session, (777) the rates charged to the user for the service and the like.
[0008] A method for obtaining network connectivity defines first embodiments of the
invention. The method includes obtaining, at a first device, a service credential signed by a
service provider of a service and used for network authorization. The method further includes
communicating the service credential to the service provider, via a network node, in order to
obtain network connectivity for the service. Additionally, the method includes obtaining network
connectivity for at least the service from the network node. The network connectivity is based on
the service provider verifying the service credential and providing network connectivity
authorization.

[0009] In specific embodiments of the method, obtaining the network connectivity may
further include obtaining the network connectivity (7) exclusively for the service, or (if) for the
service and at least one other service or function on the device requiring a network connection
(e.g., a general network connection for all of the services/functions of the device requiring such).
In specific embodiments of the method, obtaining the service credential further includes
obtaining the service credential associated with a user (i.e., a user-specific service credential).
[0010] In other embodiments of the method, obtaining the service credential further
includes communicating a service credential request to the service provider, and, in response to
communicating the service credential request, receiving the service credential from the service
provider. In such embodiments of the method, communicating the service credential request and
receiving the service credential occur via (7) a bootstrap-type network connection or (i7) a second
device in communication with the first device.

[0011] In still further related embodiments the method includes, prior to communicating
the service credential, attaching a device signature associated with the first device to the service
credential.

[0012] In yet other specific embodiments the method includes selecting a communication
network for the network connectivity based on at least one of (7) a signal quality of signals, each
signal received from one of a plurality of communication networks, and (77) one or more
predetermined business rules.

[0013] In further specific embodiments of the method, obtaining the network

connectivity further includes obtaining the network connectivity according to one or more
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service parameters, whereby the service provider selects the one or more service parameters. In
such embodiments the method may further include receiving an indication of at least one of the
one or more service parameters.

[0014] A device configured for obtaining network connectivity defines second
embodiments of the invention. The device includes a processor and a memory in communication
with the processor. The device further includes a service module stored in the memory and
executable by the processor. The service module is configured to obtain a service credential
signed by a service provider of the service and used for network authorization. The device
further includes a network module stored in the memory and executable by the processor. The
network module is configured to communicate the service credential to a service provider node
via a network node in order to obtain network connectivity for at least the service. The service
module is further configured to obtain network connectivity for at least the service from the
network node. The network connectivity is based on the service provider node verifying the
service credential and providing network authorization.

[0015] In specific embodiments of the device, the service module is further configured to
obtain the network connectivity (7) exclusively for the service, or (i7) for the service and at least
one other service or function on the device requiring a network connection (e.g., a general
network connection for all of the services/functions of the device requiring such).

[0016] In further embodiments of the device the service module is further configured to
obtain the service credential associated with a user.

[0017] In other specific embodiments of the device the service module is further
configured to obtain the service credential by communicating a service credential request to the
service provider node, and, in response to communicating the service credential request, receive
the service credential from the service provider node.

[0018] In still further specific embodiments the device includes a digital signature
module stored in the memory, executable by the processor and configured to, prior to
communicating the service credential, attach a device signature associated with the first device to
the service credential.

[0019] In additional specific embodiments of the device includes a network selection
module stored in the memory and executable by the processor. The network selection module is

configured to select a communication network for the network connectivity based on at least one
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of (7) a signal quality of signals, each signal received from one of a plurality of communication
networks, and (i7) one or more predetermined business rules.

[0020] Moreover, in further specific embodiments of the device, the service module is
further configured to obtain the network connectivity according to one or more service
parameters obtained from the service provider node.

[0021] A method for providing, by a service provider node network connectivity
authorization defines third embodiments of the invention. The method includes receiving, a
service credential signed by the service provider and verifying, the service credential. The
method further includes, in response to verifying the service credential, communicating a
network connectivity authorization to a network node.

[0022] In specific embodiments of the method, communicating the network connectivity
authorization further includes communicating the network connectivity authorization that
provides a network connection either (7) exclusively for the service, or (i7) for the service and at
least one other service or function on the device requiring a network connection (e.g., a general
network connection for all of the services/functions of the device requiring such).

[0023] In still further specific embodiments of the method, receiving the service
credential further includes receiving the service credential associated with a user and, in such
embodiments, the method further includes verifying, by the service provider node, the user.
[0024] In yet other specific embodiment of the method, receiving the service credential
further includes receiving the service credential signed by a first device and, in such
embodiments, the method further includes, verifying the first device.

[0025] In additional specific embodiments the method includes obtaining one or more
service parameters associated with the network connectivity and communicating the one or more
service parameters to the network node. In such embodiments of the method obtaining the
service parameters may further include obtaining the services parameters, wherein at least one of
the service parameters are specific to a user. In other related embodiments of the method,
obtaining the one or more service parameters further includes obtaining the service parameters
based on at least one of (i) a user profile, (i7) a first device profile, and (iii) one or more business
rules. The service parameters may include, but are not limited to, at least one of (7) a maximum

time for the network connectivity, (i7) a maximum amount of data transmitted during the network
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connectivity and (777) a maximum percentage of a subscription allotment that can be used for the
network connectivity.

[0026] An apparatus configured for providing network connectivity authorization defines
fourth embodiments of the invention. The apparatus includes a processor and a memory in
communication with the processor. The apparatus further includes a network connectivity
authorization module stored in the memory and executable by the processor. The network
connectivity authorization module is configured to (7) receive a service credential signed by the
service provider, (if) verify the service credential, and (777) in response to verifying the service
credential, communicate a network connectivity authorization to a network node.

[0027] In specific embodiments of the apparatus, the network connectivity authorization
module is further configured to communicate a network connectivity authorization that provides
a network connection (7) exclusively for the service, or (i) for the service and at least one other
service or function on the device requiring a network connection (e.g., a general network
connection for all of the services/functions of the device requiring such).

[0028] In specific embodiments of the apparatus the network connectivity authorization
module is further configured to receive the service credential associated with a user, and verify
the user.

[0029] In still further specific embodiments of the apparatus the network connectivity
authorization module is further configured to receive the service credential signed by a first
device, and verify the first device.

[0030] In yet other specific embodiments of the apparatus the network connectivity
authorization module is further configured to obtain one or more service parameters associated
with the network connectivity and communicate the one or more service parameters to the
network node. In such embodiments of the apparatus the network connectivity authorization
module is further configured to obtain the one or more service parameters, wherein at least one
of the service parameters are specific to a user. In specific related embodiments the network
connectivity authorization module is further configured to obtain the one or more service
parameters based on at least one of (i) a user profile, (i7) a UE profile, and (7i7) one or more
business rules. The service parameters may include, but are not limited to, at least one of (i) a

maximum time for the network connectivity, (i/) a maximum amount of data transmitted during
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the network connectivity, and (i7i7) a maximum percentage of a subscription allotment that can be
used for the network connectivity.

[0031] Moreover, in other specific embodiments the apparatus includes a service
credential provisioning module stored in the memory and executable by the processor. The
service credential provisioning module is configured to generate a user-specific service
credential.

[0032] A method for establishing, at a network node, network connectivity, defines fifth
embodiments of the invention. The method includes receiving, a service credential signed by a
service provider associated with a service and communicating the service credential to a service
provider node. The method further includes receiving from the service provider node, a network
connectivity authorization, and establishing, network connectivity for at least the service based
on the network connectivity authorization.

[0033] In specific embodiments of the method, establishing the network connectivity
may further include establishing the network connectivity (7) exclusively for the service, or (i)
for the service and at least one other service or function on the device requiring a network
connection (e.g., a general network connection for all of the services/functions of the device
requiring such).

[0034] In specific embodiments the method further includes applying one or more
service parameters to the network connectivity, wherein the one or more service parameters are
received from the service provider node.

[0035] An apparatus for establishing network connectivity defines sixth embodiments of
the invention. The apparatus includes a processor and a memory in communication with the
processor. The apparatus further includes a network connectivity module stored in the memory
and executable by the processor. The network connectivity module is configured to (7) receive a
service credential signed by a service provider associated with a service, (if) communicate the
service credential to a service provider node, (ii7) receive, from the service provider node, a
network connectivity authorization, and (7v) establish network connectivity for at least the
service based on the network connectivity authorization.

[0036] In specific embodiments of the apparatus, the network connectivity module is
further configured to establish the network connectivity (7) exclusively for the service, or (i7) for

the service and at least one other service or function on the device requiring a network
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connection (e.g., a general network connection for all of the services/functions of the device
requiring such).

[0037] In specific embodiments of the apparatus, the network connectivity module is
further configured to apply one or more service parameters to the network connectivity, wherein
the one or more service parameters are received from the service provider node.

[0038] Thus, objects, features, aspects and advantages of the present invention mclude,
but are not himited to, using service~issued credentials 1o tie network access/connectivity fo the
service provider as opposed 1o the network provider. In this regard, the present invention allows
for network access/connectivity rates 1o be assigned to the service provider, which means, 1o
turn, that the service provider can charge the user based on the user’s access/use of the service
{i.e., the tume spent ustog the service, the amount of data consumed while using the service or the
fike).

[0039] Additional objects, features, aspects and advantages of the present invention
provide for the service to tesue user-specific credentials, such that service use parameters can be
applied on a per-user basis and service usage can be measured on a per-user basis and, as such,
service usage/network connectivity rates can be apportioned on a per-user basis.

[0040] In still further ohjects, features, aspects and advantages of the present invention
provide for service oredentials that are configured to authenticate the device on which the service
is being accessed, as such it is possible to allot or apportion service usage/network connectivity
rates based on the device that 1s using the service,

[0041] In additional objects, features, aspects and advanitages of the present invention the
service-requesting device and/or the user are capable of determunung/selecting which network 1o
associate with the service based on communication parameters and/or business parameters.
Further, such determination/selection may occur dynamically, at the time the service 1s requested
50 48 to opfirnize the communication and/or business concerns.

[0042] Moreover, obiects, features, aspects and advantages of the present invention
provide for the service provider to restrict or otherwise hmit the amount of services or fime
allotted for usage based one or more of (7} which user is requesting the services, {77y which device
18 requesting the services and (71} other criteria that the service provider deems appropriate,

[0043]
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[0044] YVarious other chjects, features, aspects, and advantages of the present invention
will becorme more apparent from the following detailed desceniption of preferred emubodiments of
the invention.

[0045] The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined with yet
other embodiments, further details of which can be seen with reference to the following

description and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0046] Having thus described embodiments of the invention in general terms, reference
will now be made the accompanying drawings, wherein:

Figure 1 provides a schematic diagram illustrating a system for implementing service
credentials for network access authentication, in accordance with an embodiment of the
invention;

Figure 2 provides a signaling diagram of a method for provisioning service credentials to
a network-accessible device, in accordance with alternate embodiments of the invention;

Figure 3 provides a signaling diagram of a method for authenticating service credentials
for authorizing service-level network connectivity, in accordance with an embodiment of the
invention;

Figure 4 provides a flow diagram of a method for requesting and receiving service-level
network connectivity at a user equipment, in accordance with an embodiment of the invention;

Figure S provides a flow diagram of a method for verifying service credentials and
providing network access authorization at a service provider node, in accordance with an
embodiment of the invention;

Figure 6 provides a flow diagram of a method for providing network connectivity on a
service-level basis through use of service credential verification, in accordance with an
embodiment of the invention;

Figure 7 provides a block diagram of a user equipment configured for requesting and
receiving service-level network connectivity at a user equipment, in accordance with

embodiments of the present invention;
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Figure 8 provides a block diagram of a service provider node configured for verifying
service credentials and providing network access authorization, in accordance with embodiments
of the present invention; and

Figure 9 provides a block diagram of a network node for providing network connectivity
on a service level basis through use of service credential verification, in accordance with an

embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0047] Embodiments of the present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0048] As will be appreciated by one of skill in the art in view of this disclosure, the
present invention may be embodied as an apparatus (e.g., a system, computer program product,
and/or other device), a method, or a combination of the foregoing. Accordingly, embodiments of
the present invention may take the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software, micro-code, efc.), or an
embodiment combining software and hardware aspects that may generally be referred to herein
as a “system.” Furthermore, embodiments of the present invention may take the form of a
computer program product comprising a computer-usable storage medium having computer-
usable program code/computer-readable instructions embodied in the medium.
[0049] Any suitable computer-usable or computer-readable medium may be utilized.
The computer usable or computer-readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or
device. More specific examples (e.g., a non-exhaustive list) of the computer-readable medium
would include the following: an electrical connection having one or more wires; a tangible
medium such as a portable computer diskette, a hard disk, a time-dependent access memory

(RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM or
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Flash memory), a compact disc read-only memory (CD-ROM), or other tangible optical or
magnetic storage device.

[0050] Computer program code/computer-readable instructions for carrying out
operations of embodiments of the present invention may be written in an object oriented, scripted
or unscripted programming language such as JAVA, PERL, SMALLTALK, C++ or the like.
However, the computer program code/computer-readable instructions for carrying out operations
of the invention may also be written in conventional procedural programming languages, such as
the "C" programming language or similar programming languages.

[0051] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods or apparatuses (the term “apparatus”
including systems and computer program products). It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by computer program instructions.
These computer program instructions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable data processing apparatus to
produce a particular machine, such that the instructions, which execute by the processor of the
computer or other programmable data processing apparatus, create mechanisms for
implementing the functions/acts specified in the flowchart and/or block diagram block or blocks.
[0052] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer-readable memory
produce an article of manufacture including instructions, which implement the function/act
specified in the flowchart and/or block diagram block or blocks.

[0053] The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational events to be performed
on the computer or other programmable apparatus to produce a computer implemented process
such that the instructions, which execute on the computer or other programmable apparatus,
provide events for implementing the functions/acts specified in the flowchart and/or block
diagram block or blocks. Alternatively, computer program implemented events or acts may be
combined with operator or human implemented events or acts in order to carry out an

embodiment of the invention.
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[0054] As the phrase is used herein, a processor may be “configured to” perform a
certain function in a variety of ways, including, for example, by having one or more general-
purpose circuits perform the function by executing particular computer-executable program code
embodied in computer-readable medium, and/or by having one or more application-specific
circuits perform the function.

[0055] Thus, embodiments of the invention provide for tying network connectivity to
service providers. In this regard, according to embodiments of the invention, network
connectivity occurs in response to a user requesting a service as opposed to current models, in
which the device is already attached/connected to the network prior to requesting the service and
the service uses the pre-existing connection for the service. As such, the present invention
enables service providers to take full control over connecting devices to a network, such that the
service provider can control one or more of (i) which users or, in some embodiments which
devices, receive access to the network (and, thus the service), (i7) limitations/restrictions on how
much of the service is provided to the user/device during the network connectivity session, (iii)
the rates charged to the user for the service access and the like.

[0056] Specifically, the present invention employs service credentials which are
provisioned to a device by a service provider on a per-service and a per-user basis. Once a user
requests a service (i.e., launches a module and provides user credentials), the service credential is
fetched from device memory (typically a secured storage environment) and communicated to the
service provider via a network access node. The service provider verifies the service credential,
identifies the user as a valid service subscriber and notifies the network access node of network
connectivity authorization. In response, the network access node establishes a network
connection that is restricted solely for use by the service. In specific embodiments of the
invention, the network connectivity is mapped directly to a single service. In such embodiments
of the invention, the service provider can control service parameters on a per-user and, in some
embodiments, per-device basis. Additionally, mapping network connectivity directly to a service
allows for different network billing practices to be implemented, in which users only pay for the
services they use. In addition, since network connectivity is tied to a specific user, the present
invention allows for billing practices that are capable of partitioning payment based on which
user accessed the service. In other embodiments of the invention, the network connectivity that

is provided is not service-specific but rather provides for general network connectivity. Such
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general network connectivity allows a user of the device to not only access the service associated
with the connectivity but also perform other network functions (e.g., access other network-based
services, browse the Internet, send/receive Short Message Service (SMS) messages and the like).
[0057] In specific embodiments of the invention, the service credentials may take the
form of a digital token. A digital token generally uses a limited amount of memory for storage
and a limited amount of processing power to read the contents of the token. For example, while
service credentials may comprise a lengthy set of data, the digital token stores a short-form
identifier that corresponds to a specific set of data (i.e., a specific credential). The credential
provisioning entity (e.g., service provider) associates the short-form identifier with the digital
token and the corresponding set of data/credential, such that, when the digital token is presented
to the verifying entity (e.g., service provider) the short-form identifier is used to determine the
service credential corresponding to the short-form identifier.

[0058] Referring to Figure 1 a schematic diagram is shown of a system 10 for
implementing service-specific network access/connectivity, in accordance with embodiments of
the present invention. The system includes device 20, access network node 60 and service
provide node 80. Device 20 is in communication with access network node 60 via access
network 50 and access network node 60 is in communication with service provider node 80 via
communication network 70. The communication network 70 may be a wired and/or wireless
communication network including, but not limited to, a local area network (LAN), such as a WI-
FI network or the like, a cellular network (including evolution of 3™ Generation Partnership
Project (3GPP) releases, 5" Generation (5G) releases, Long Term Evolution (LTE) or the like.
[0059] The device 20 may comprise any device configured for network connectivity that
utilizes services, otherwise referred to as, service modules or “apps”, requiring network
connectivity. While in the illustrated example of Figure 1 the device 20 is shown to be a mobile
terminal, device 20 is not limited to being “mobile” (i.e., the device may be a substantially
stationary device, such as a PC, an Internet-of-Things (IOT) device, or the like). For example,
the device may comprise a speaker, a multimedia viewing device, a smart telephone, or the like.
[0060] Device 20 stores one or more service modules 30 that are configured for network
connectivity and, in specific embodiments of the invention service-specific network connectivity.
Service modules 30 are also referred to as service application, or more generally, service “apps”.

In such embodiments of the invention, the network connectivity that is established is specific to
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the associated service module 30, such that the network connectivity is established once a service
is requested and is terminated once the service session is ended. In other embodiments of the
invention, the network connectivity is not service-specific, but rather is general network
connectivity that allows the user to use the network connection for other network services
implemented on the device. Such network connectivity is made possible by use of service
credential(s) 40 otherwise referred to herein as a digital data structure, which is used as a means
of obtaining authorization, at the service provider node 80, for network connectivity.

[0061] Specifically, according to embodiments of the present invention, first device 20,
obtains the service credential 40 (specific means for obtaining a service credential are described
in relation to Figure 2 discussed infia.) for a service that requires network connectivity and
stores the service credential 40 in a secured storage area. The service credential 40 is digitally
signed (i.e., encoded, encrypted or the like) by the service provider, such that, only the service
provider, in possession of a private PKI (Public Key Infrastructure), can read the signature (i.e.,
decode, decrypt or the like). In response to first device 20 requesting a service (e.g., launching a
service module 30 or the like), the service credential 40 is fetched from the secure storage area
and communicated to the network node 60, via the access network 50, as part of a connection
request. Based on the service credential 40, the access node 60 identifies the service provider
associated with the service credential 40, and forwards the service credential 40 to the service
provider node 80 via the communication network 70. The service provider node 80, for example,
verifies or otherwise authenticates the service credential 40 and, in response to verifying the
service credential 40, grants authorization for network connectivity and communicates such to
the network node 60 via the communication network 70. Subsequently, the network node 60
establishes network connectivity for the device 20 service module based on the authorization for
network connectivity provided by the service provider node 80. In specific embodiments of the
invention, the network node 60 establishes the network connectivity specifically for the service
module 30.

[0062] In specific embodiments of the invention, the service credential 40 is user-
specific (i.e., the service credential is issued to a single user), as well as, service-specific. As
such, the service providers control network connectivity for the service on a per-user basis.
This means that the user is required to be authorized for network connectivity (e.g., have a

valid subscription for the service) in order for the service provider to issue the service
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credential 40 to the user. Subsequently, verification of the service credential 40 by the service
provider node 80, requires verification that the user has a valid subscription.

[0063] As such, the present invention provides for the service provider to be the gateway
for network connectivity. In other words, the service provider, through requiring presentation of
service provider-issued service credential 40, controls which devices and/or users are granted
network connectivity and, in specific embodiments, service-specific network connectivity. From
a business perspective, this means that the service providers are responsible for any fees
associated with the network connection/access, with such fees being passed along to the users
(i.e., service subscribers). Unlike the present model in which the users purchase a data plan from
the network providers (ISPs (Internet Service Providers), wireless communication service
providers, efc.) regardless of the type of services consumed by the user, the present invention is
capable of mapping the service to the network connectivity and, in doing so, allows for the user
to only be charged, by the service provider, for actual services consumed.

[0064] Moreover, by providing for service-level network connectivity on a per-user
basis, the present invention allows for devices 20 to be shared amongst more than one user and
for service consumption to be apportioned to the different users, accordingly. This means that,
unlike current models in which data plans are associated with a single user, the present invention
allows for different users of a shared or common (i.e., non-personal) device 20 to use a service
available on the device 20 and be apportioned the fees associated with the service used.

[0065] Figure 2 provides a signaling diagram of a method 100 for provisioning a service
credential on a device, in accordance with embodiments of the present invention. At Event 140, a
service module 30 communicates a service credential request along with user credentials (e.g.,
username and/or passcode, or the like) to a service credential provisioning module 130 at the
service provider node 80. In certain instances, the device 20 may have a pre-existing network
connection which can be used to communicate the service credential request. In other instances,
in which first device 20 is device without current network connectivity (e.g., a new/out-of-the-
box device or the like), the device may be configured for limited network connectivity to
perform initial configuration steps (e.g., download certain service modules, request and receive
service credential 40, or the like). In other instances, in which the service module 30 is currently
installed on the device 20 (e.g., pre-loaded on a new device or the like), the service module may

include a generic credential/token that allows for the limited network connectivity, such as to
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request and receive service credential 40 or the like. These methodologies are commonly
referred to in the art as performing a bootstrap-type network connection.

[0066] In other embodiments of the invention (not depicted in Figure 2), the device 20
may obtain the service credential through a tethering mode with another device (i.e., the other
device, which currently has network connectivity, communicates the service credential request
on behalf of device 20, receives the service credential, and then communicates the service
credential to device 20 via a physical connection or via a short-range wireless technique (e.g.,
Bluetooth® or the like).

[0067] At Event 150, the service credential provisioning module generates service
credential 40, which, in specific embodiments of the invention, is a user-specific service
credential. As previously noted, in specific embodiments of the invention, the service credential
is digitally signed (7.e., encoded, encrypted or the like) by the service provider, such that, only
the service provider, in possession of a private PKI (Public Key Infrastructure), can verify the
service credential (i.e., decode, decrypt or the like using the private PKI). At Event 160, the
service credential is communicated from the service provider node 70 to the first device 20 and,
more specifically, to the service module 30 residing on the first device 20.

[0068] At Event 170, the service module 30, forwards the service credential 40 to a
secure storage environment 180 within the first device 20. The secure storage environment 180
may be a stand-alone secure memory unit/device within the first device or, as configured, a
secure portion of the general memory unit/device within the first device. It should be noted that
first device 20 may have multiple different security credentials 40 stored in the secure storage
environment 140. For example, secure storage environment 140 may store at least one service
credential for each service module 30 configured for service-specific network connectivity and
may further store an individual service credential 30 for each user of an individual service
module 30.

[0069] Referring to Figure 3 a flow diagram is illustrated of a method 200 for requesting
and receiving service-specific network connectivity, in accordance with embodiments of the
present invention. At Event 210, the service module 30 requests network connectivity to the
network module 220. In specific embodiments, the request is initiated by a user launching the
associated service module 30, which, in some embodiments, is configured for service-specific

network connectivity and entering user credentials (i.e., username and/or passcode). As
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previously discussed, in certain embodiments of the invention, the network connectivity request
is specific to the service and the user (i.e., the request includes the user credentials or some user
identifier), while in other embodiments of the invention, the network connectivity request may
be for general network connectivity (i.e., connectivity that allows other services to use the
connection)

[0070] In current network communication environments, when application module
requests network connectivity the device is already attached to a network (i.e., the device has
previously presented the network with subscriber credentials stored in a SIM (Subscriber Identity
Module) or the like). The application makes a request to the operating system for a specific URL
(Universal Resource Locator)/service address associated with a service provider server, and the
operating system provides the service with a requisite socket for the connection. However,
according to the present invention, either a pre-existing connection does not exist at the time
service module 30 requests network connectivity or, in the event that a pre-existing network
connection does exist, the service module 30 is configured to ignore the existing network
connection and request service-specific network connectivity.

[0071] In receipt of the network connectivity request, the network module 220 fetches
the service credential 40 by sending, at Event 230, a service credential request to the secure
storage environment 180 and, in response to the request, at Event 240, the service credential;
typically specific to (7) the service and (i7) the user requesting the service, is retrieved from the
secure storage environment 180. In optional embodiments of the invention, the service
credentials may also be digitally signed (encoded, encrypted or the like) by the device to indicate
the device-type and/or manufacturer. Such device signing may be on a per-service basis, and, as
such, the device signing may occur in response to the service credential request at the time of
retrieval (7.e., the service credential request may be configured to additionally require signing by
the device). In specific embodiments of the invention, the service provider may have a need to
know the identity of the device (i.e., device type/model, manufacturer or the like). For example,
in one specific scenario, the service provider may have an agreement with the device
manufacturer that offers a discount in network rates for connections being established with
devices they manufacture or certain types/models of their devices. At Event 250, the service
provider-signed and, optionally, device-signed service credential is communicated from the

secure storage environment 180 to the network module 220.

17



WO 2019/017865 PCT/US2017/042315

[0072] At Event 260, the network module 220 communicates a connectivity request to
the network node 60 which includes the service credential 40. Unlike conventional connectivity
requests, which include subscriber credentials retrieved from the SIM or the like, the
connectivity request of the present invention includes the service-signed (and, in some
embodiments, additional device-signed) service credentials as opposed to subscriber credentials.
In optional embodiments of the invention, the network module 220 is configured to select a
communication network for the network connectivity. The communication network may be a
wide area network, e.g., a cellular network and/or a local area network, e.g., WI-FI® or the like.
The selection of the network may be based on at least one of (7) signal quality of signals received
from different communication networks, and/or (i7) one or more predetermined business rules.
[0073] At Event 280, the network authentication application 270, forwards the service
credentials 40 to the server provider node. At Event 300, the network connectivity authorization
module 290 is configured to verify the service credential 40. Verification of the service
credential 40 includes verification the service provider signature (i.e., applying the private PKI to
decode or decrypt the service credential 40 to insure that the service credentials have not been
tampered with or otherwise changed) and, in specific embodiments, verifying the device
signature as a means of identifying the device type and/or manufacturer. Moreover, verification
of the service credential 40 includes applying business logic to match the service credential to
the user (i.e., insuring that the user to whom the service credential was issued has a valid service
subscription or the like).

[0074] In optional embodiments of the invention, in addition to verifying the service
credential 40, service parameters associated with the service session may be obtained or
otherwise selected. Service parameters may be based on information stored in a (7) a user
profile, (i7) a device profile and/or (7i7) business rules. Thus, in accordance with specific
embodiments of the invention service parameters may be user-specific and/or device-specific.
Service parameters may include, but are not limited to, restrictions/limitations on the
length/duration of the service session (i.e., the maximum length (units of time) or amount of data
(units of data) that can be consumed during the service session before the session expires). In the
event that the service session exceeds a service parameter that is a restriction/limitation on the
length/duration of the service session, the network connectivity (i.e., the service session) may be

configured to terminate. In other embodiments of the invention, in response to the service session
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approaching the service parameter limitation of session length, the device 20 communicates a
request for an extended session to the service provider node 80 via the network node 60, which
prompts the service provider node 80 to re-verify the service credentials (i.e., issue new service
parameters for the extended sessions, which may be the same or different than the initially
assigned service parameters). At Event 310, in response to verifying the service credentials 40,
the service provider node 80 provides network connectivity authorization and, optionally, any
applicable service parameters to the network node 60. According to specific embodiments of the
invention, the network connectivity authorization is an indication to the network node 60 that the
service provider is obligated to remit payment for the ensuing network connectivity for the
service module 30.

[0075] At Event 320, the network connectivity module 270 signals to the network
module 220 on the device 20 that a network connection is authorized to be established solely for
purposes of the service. In addition, the network connection authorization may include, where
applicable, any service parameters applicable to the service session/network connectivity. At
Event 330, the network module 220 signals to the service module 30 that the network
connectivity is available for service use. In addition, the network connectivity signal may
include an indication of the service parameters applied to the service/session/network
connectivity. In this regard, the service module 30 may be made aware of the service
parameters, such that the service module 30 can notify the service user of the service parameters
(e.g., notify the user that a service limitation is approaching or for the service module to initiate
a request for extension of the service session/network connectivity or a new request to re-
establish network connectivity).

[0076] Referring to Figure 4 a flow diagram is presented of a method 400 for obtaining
network connectivity, in accordance with embodiments of the present invention. At Event 410,
a first device obtains a service credential (e.g., digital token, data structure or the like) that is
signed by a service provider of an associated service requiring network connectivity. In specific
embodiments of the invention, the service credential is not only service-specific but, also, is
user-specific. In specific embodiments of the invention, the service credential is obtained by
communicating a service credential request to the service provider and, in response, receiving
the service credential from the service provider. In such embodiments of the invention, the

service credential request and receipt of the service credential may occur by a bootstrap-type
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network connection or through a tethering mode communication with another communication
device (i.e., a wearable device, a mobile terminal or the like).

[0077] At Event 420, the first device communicates the service credential to the service
provider, via a network access node, in order to obtain network connectivity authorization for
the service. In specific embodiments of the invention, prior to communicating the service
credential, a device signature is attached to the service credential that serves to identify to the
service provider the source of the service credentials (e.g., device type, device manufacturer or
the like). In specific embodiments, prior to communicating the service credential, a
communication network is selected for the network connectivity based on at least one of (7)
signal quality of signals received from different communication networks and/or (i7) one or
more predetermined business rules.

[0078] At Event 430, the first device obtains network connectivity for at least the service
from the network node. The network connectivity is based on the service provider verifying the
service credential and providing network connectivity authorization. In specific embodiments of
the invention, the network connectivity is obtained exclusively for the service, while in other
embodiments of the invention, the network connectivity is obtained for the service and at least
one other service or functions requiring network access that are accessible via the device (e.g., a
general network connection that provides network connectivity to all of the services/functions
requiring such). In specific embodiments of the invention, in addition to network connectivity
one or more service parameters are selected or obtained by the service provider and applied to
the network connectivity

[0079] Referring to Figure 5 a flow diagram is presented of a method 500 for providing
network connectivity authorization, in accordance with embodiments of the present invention.
At Event 510, a service provider node receives a service credential signed by the service
provider. In specific embodiments the service credential is received, via a network node, from
device in which a service module is requesting network connectivity. In specific embodiments
of the invention, the service credential is associated with a specific user. In other specific
embodiments of the method, the service credential is signed by the source/first device as a
means of identifying the source of the service credentials.

[0080] At Event 520, the service provider node verifies the service credential as being

authentic and, in specific embodiments, verifies the user associated with the service credential
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as being valid (i.e., a current service subscriber) and/or the device (i.e., source of the service
credentials).

[0081] At optional Event 530, the service provider node obtains one or more service
parameters associated with the network connectivity. The service parameters may be based on
one or more of (7) a user profile, (i7) a device profile and/or (iii) business rules. In specific
embodiments of the invention the service parameters are limitations/restrictions of the network
connectivity/service session, such as, but not limited to, (/) a maximum amount of data that can
be transmitted/consumed during the network connectivity/service session, (i7) a maximum
duration/time for the network connectivity/service session and/or (iii) a maximum percentage of
a user subscription allotment for the network connectivity/service session.

[0082] At Event 540, the service provider node communicates a network connectivity
authorization and, optionally, the service parameters to the network node. In specific
embodiments of the invention, the network connectivity authorization may provide for a
network connection exclusively for use of the service, while in other embodiments of the
invention, the network connectivity is obtained for the service and at least one other service or
functions requiring network access that are accessible via the device (e.g., a general network
connection that provides network connectivity to all of the services/functions requiring such).
[0083] Referring to Figure 6, a flow diagram is illustrated of a method 600 for
establishing network connectivity, in accordance with embodiments of the present invention. At
Event 610, a network access node receives a service credential signed by a service provider that
is associated with a corresponding service. At Event 620, the network access node,
communicates the service credentials to a service provider node.

[0084] At Event 630, the network node receives a network connectivity authorization
from the service provider node and, at Event 640, the network access node establishes network
connectivity for at least the service based on the received network connectivity authorization. In
specific embodiments of the invention, the network connectivity is established exclusively for
the service, while in other embodiments of the invention, the network connectivity is established
for the service and at least one other service or functions requiring network access that are
accessible via the device (e.g., a general network connection that provides network connectivity

to all of the services/functions requiring such).
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[0085] Referring to Figure 7 shown is a block diagram illustrating first device 20
configured for requesting and receiving service-specific network connectivity, in accordance
with embodiments of the present invention. In specific embodiments of the invention, the first
device 20 may comprise user equipment, such as a mobile terminal or the like. The first device
includes a processor 20-2 communicably coupled to such devices as a memory 20-1, user output
devices 20-8, user input devices 20-11, a network interface 20-3, and a power source 20-7. The
processor 20-2, and other processors described herein, generally includes circuitry for
implementing communication and/or logic functions of the first device 20.

[0086] The memory 20-1 is operatively coupled to the processor 20-1. As used herein,
memory includes any computer readable medium (as defined herein below) configured to store
data, code, or other information. The memory 20-1 may include volatile memory, such as
volatile Random Access Memory (RAM) including a cache area for the temporary storage of
data. The memory 20-1 may also include non-volatile memory, which can be embedded and/or
may be removable. The non-volatile memory can additionally or alternatively include an
electrically erasable programmable read-only memory (EEPROM), flash memory or the like.
The memory 20-1 can store any of a number of modules, applications which include computer-
executable instructions/code executed by the processor 20-2 to implement the functions of the
first device 20 described herein.

[0087] For example, the processor 20-2 may include a digital signal processor device, a
microprocessor device, and various analog to digital converters, digital to analog converters,
and/or other support circuits. Control and signal processing functions of the mobile device 100
are allocated between these devices according to their respective capabilities. The processor 20-
2 thus may also include the functionality to encode and interleave messages and data prior to
modulation and transmission. The processor 20-2 can additionally include an internal data
modem. Further, the processor 20-2 may include functionality to operate one or more software
programs/modules/applications, which may be stored in the memory 20-1.

[0088] For example, in specific embodiments of the invention, the processor 20-2
executes service module 30 this is configured to obtain a user and service-specific service
credential 40 stored in secured storage environment 180 of memory 20-1. The service credential
40 signed by a service provide and, subsequently obtain network connectivity for the service

based on a service provider verifying the service credential and providing network
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authorization. In specific embodiments the service module obtains the service credential by
communicating a service credential request to a service provider node and, in response,
receiving the service credential from the node. In still further embodiments, the service module
30 is configured to obtain the network connectivity according to one or more service parameters
that are assigned by the service provider node. In other embodiments of the invention, the
processor 20-2 executes network module 220 that is configured to communicate the service
credential to the service provider node via a network node in order to obtain network
connectivity limited to connectivity for service. In specific embodiments of the invention, the
network module 220 may include a network selection module 222 that is configured to select a
communication network for the network connectivity. In specific embodiments the selection of
the communication network may be based on one or more of (7) quality of signals received from
various different communication networks (e.g., different types of communication networks
and/or different communication network providers) and/or (i7) one or more predetermined
business rules that dictate use of a communication network based on economic concerns.

[0089] Additionally, memory 20-1 and, in some embodiments, secured storage
environment 180 may store device digital signature module 184 that is executed by the
processor 20-2 and configured to attach a device signature to the service credentials as a means
of identifying the source of the service credentials (i.e., the device from which the credentials
are being transmitted) and/or the identity of the device (i.e., the device type and/or device
manufacturer).

[0090] The processor 20-2 is configured to use the network interface 20-3 to
communicate with one or more other devices on a communication network. In this regard, the
network interface 20-3 includes an antenna 20-6 operatively coupled to a transmitter 20-4 and a
receiver 20-5 (together a “transceiver”). The processor 20-2 is configured to provide signals to
and receive signals from the transmitter 20-4 and receiver 20-5, respectively. The signals may
include signaling information in accordance with the air interface standard of the applicable
cellular system of a wireless telephone network. In this regard, the first device 20 may be
configured to operate with one or more air interface standards, communication protocols,
modulation types, and access types. By way of illustration, the first device 20 may be configured
to operate in accordance with any of a number of first, second, third, and/or fourth-generation

communication protocols and/or the like. For example, the first device 20 may be configured to
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operate in accordance with second-generation (2G) wireless communication protocols IS-136
(time division multiple access (TDMA)), GSM (global system for mobile communication),
and/or IS-95 (code division multiple access (CDMA)), or with third-generation (3G) wireless
communication protocols, such as Universal Mobile Telecommunications System (UMTS),
CDMA2000, wideband CDMA (WCDMA) and/or time division-synchronous CDMA (TD-
SCDMA), with fourth-generation (4G) wireless communication protocols, Long Term Evolution
(LTE) and/or the like. The first device 20 may also be configured to operate in accordance with
non-cellular communication mechanisms, such as via a wireless local area network (WLAN) or
other communication/data networks.

[0091] As described above, first device 20 has a user interface that is, like other user
interfaces described herein, made up of user output devices 20-8 and/or user input devices 20-11.
The user output devices 20-8 include a display 20-9 and a speaker 20-10 or other audio device,
which are operatively coupled to the processor 20-2. The user input devices 20-11, which allow
the first device 20 to receive data from a user, may include any of a number of devices allowing
the mobile device 100 to receive data from a user, such as a keypad, keyboard, touch-screen,
touchpad, microphone, mouse, joystick, other pointer device, button, soft key, and/or other input
device(s).

[0092] The first device 20 further includes a power source 20-7, such as a battery, for
powering various circuits and other devices that are used to operate the first device 20.

[0093] Referring to Figure 8 a block diagram is provided of a service provider node 80
configured for verifying service credentials and providing network access authorization, in
accordance with embodiments of the present invention. The service provider node, which may
comprise one or more servers, storage units or the like, includes a memory 80-1 and at least one
processor 80-2 in communication with the memory 80-1. Memory 80-1 stores credential
provisioning module 130 that is configured to provision service credential 40 to a device
requesting a service credential. In specific embodiments of the invention, the service credential
40 may take the form of a digital token that stores the service credential as a short-form
identifier. In specific embodiments of the invention, the service credential 40 may be user-
specific, as well as service specific. User-specific service credential 40 requires that the user to
whom the service credential is issued be the presenter of the user credential 40 for the purpose

of obtaining network connectivity for the device.

24



WO 2019/017865 PCT/US2017/042315

[0094] Memory 80-1 additionally stores network authorization module 290 is configured
to (7) receive a service credential signed by the service provider, (i7) verify the service credential,
and (iii) in response to verifying the service credential, communicate a network connectivity
authorization 294 to a network node. In specific embodiments of the invention, the network
connectivity authorization module 290 is further configured to receive the service credential
associated with a user, and verify the user. In still further specific embodiments of the invention,
the network connectivity authorization module 290 is further configured to receive the service
credential signed by a first device, and verify the first device.

[0095] Additionally, in other embodiments of the invention, the network connectivity
authorization module 290 is further configured to obtain one or more service parameters 296
associated with the network connectivity and communicate the one or more service parameters
296 to the network node. In such embodiments, the network connectivity authorization module
290 is further configured to obtain the one or more service parameters 296, which are specific to
auser. The one or more service parameters 296 may be based on at least one of (7) a user profile,
(if) a UE profile, and (7i7) one or more business rules. The service parameters 296 may include,
but are not limited to, at least one of (7) a maximum time for the network connectivity, (i7) a
maximum amount of data transmitted during the network connectivity, and (777) a maximum
percentage of a subscription allotment that can be used for the network connectivity.

[0096] Referring to Figure 9 a block diagram is provided of a network node 60 for
providing network connectivity on a service level basis through use of service credential
verification, in accordance with an embodiment of the present invention. The network node 60
which may comprise one or more servers, storage units or the like, includes a memory 60-1 and
at least one processor 60-2 in communication with the memory 60-1. Memory 60-1 stores
network connectivity module 270 that is configured to receive a service credential 40 signed by
a service provider associated with a service and communicate the service credential 40 to a
service provider node,. In response to communicating the service credential 40 to the service
provider, the network connectivity module 270 is configured to receive, from the service
provider node, a network connectivity authorization 294, and, in specific embodiments service
parameters 296 associated with the authorization 294.

[0097] Additionally, network connectivity module 270 is configured to establish

network connectivity 274 for at least the service and, in specific embodiments provide
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indication of the service parameters, based on the network connectivity authorization. As
previous discussed the network connectivity may be exclusive to the service or in other
embodiments provide a network connection for the service and one or more other services or
functions on the device that require network access (e.g., a general network connection that
provides network connectivity to all of the services/functions requiring such).

[0098] Thus, systems, devices, methods, computer program products and the like
described above provide for using service-issued credentials {0 tie network access/connectivity
to the service provider as opposed to the network provider. In this regard, the present invention
allows for network access/connectivity rates to be assigned to the service provider, which
means, i turn, that the service provider can charge the user based on the user’s accesafuse of
the service {1.e., the time spent using the service, the armount of data consurned while using the
service or the {tke}.

[0099] Each processor, device, apparatus or node described herein generally includes
circuitry for implementing audio, visual, and/or logic functions. For example, the
processor/device/apparatus/node may include a digital signal processor device, a microprocessor
device, and various analog-to-digital converters, digital-to-analog converters, and other support
circuits. Control and signal processing functions of the system in which the processor resides
may be allocated between these devices according to their respective capabilities. The
processor/device/apparatus/node may also include functionality to operate one or more software
programs based at least partially on computer-executable program code portions thereof, which
may be stored, for example, in a memory.

[00100] Each memory may include any computer-readable medium. For example,
memory may include volatile memory, such as volatile random access memory (“RAM”) having
a cache area for the temporary storage of data. Memory may also include non-volatile memory,
which may be embedded and/or may be removable. The non-volatile memory may additionally
or alternatively include an EEPROM, flash memory, and/or the like. The memory may store any
one or more of pieces of information and data used by the system in which it resides to
implement the functions of that system.

[00101] The various features described with respect to any embodiments described herein
are applicable to any of the other embodiments described herein. As used herein, the terms data

and information may be used interchangeably. Although many embodiments of the present
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invention have just been described above, the present invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. Also, it will be understood that, where possible, any of the advantages, features,
functions, devices, and/or operational aspects of any of the embodiments of the present invention
described and/or contemplated herein may be included in any of the other embodiments of the
present invention described and/or contemplated herein, and/or vice versa. In addition, where
possible, any terms expressed in the singular form herein are meant to also include the plural
form and/or vice versa, unless explicitly stated otherwise. As used herein, “at least one” shall
mean “one or more” and these phrases are intended to be interchangeable. Accordingly, the
terms “a” and/or “an” shall mean “at least one” or “one or more,” even though the phrase “one or
more” or “at least one” is also used herein. Like numbers refer to like elements throughout.
[00102] As will be appreciated by one of ordinary skill in the art in view of this disclosure,
the present invention may include and/or be embodied as an apparatus (including, for example, a
system, machine, device, computer program product, and/or the like), as a method (including, for
example, computer-implemented process, and/or the like), or as any combination of the
foregoing. Accordingly, embodiments of the present invention may take the form of an entirely
an entirely software embodiment (including firmware, resident software, micro-code, stored
procedures, etc.), an entirely hardware embodiment, or an embodiment combining software, and
hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product that
includes a computer-readable storage medium having one or more computer-executable program
code portions stored therein. As used herein, a processor, which may include one or more
processors, may be “configured to” perform a certain function in a variety of ways, including, for
example, by having one or more general-purpose circuits perform the function by executing one
or more computer-executable program code portions embodied in a computer-readable medium,
and/or by having one or more application-specific circuits perform the function.

[00103] It will be understood that any suitable computer-readable medium may be
utilized. The computer-readable medium may include, but is not limited to, a non-transitory
computer-readable medium, such as a tangible electronic, magnetic, optical, electromagnetic,

infrared, and/or semiconductor system, device, and/or other apparatus. For example, in some
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embodiments, the non-transitory computer-readable medium includes a tangible medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(“ROM?”), an erasable programmable read-only memory (“EPROM” or Flash memory), a
compact disc read-only memory (“CD-ROM”), and/or some other tangible optical and/or
magnetic storage device.

[00104] One or more computer-executable program code portions for carrying out
operations of the present invention may include object-oriented, scripted, and/or unscripted
programming languages, such as, for example, Java, Perl, Smalltalk, C++, SAS, SQL, Python,
Objective C, JavaScript, and/or the like. In some embodiments, the one or more computer-
executable program code portions for carrying out operations of embodiments of the present
invention are written in conventional procedural programming languages, such as the “C”
programming languages and/or similar programming languages. The computer program code
may alternatively or additionally be written in one or more multi-paradigm programming
languages, such as, for example, F#.

[00105] Some embodiments of the present invention are described herein with reference to
flowchart illustrations and/or block diagrams of apparatus and/or methods. It will be understood
that each block included in the flowchart illustrations and/or block diagrams, and/or
combinations of blocks included in the flowchart illustrations and/or block diagrams, may be
implemented by one or more computer-executable program code portions. These one or more
computer-executable program code portions may be provided to a processor of a general purpose
computer, special purpose computer, and/or some other programmable information processing
apparatus in order to produce a particular machine, such that the one or more computer-
executable program code portions, which execute via the processor of the computer and/or other
programmable information processing apparatus, create mechanisms for implementing the steps
and/or functions represented by the flowchart(s) and/or block diagram block(s).

[00106] The one or more computer-executable program code portions may be stored in a
non-transitory computer-readable medium (e.g., a memory, etc.) that can direct, instruct, and/or
cause a computer and/or other programmable information processing apparatus to function in a
particular manner, such that the computer-executable program code portions stored in the

computer-readable medium produce an article of manufacture including instruction mechanisms
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which implement the steps and/or functions specified in the flowchart(s) and/or block diagram
block(s).

[00107] The one or more computer-executable program code portions may also be loaded
onto a computer and/or other programmable information processing apparatus to cause a series
of operational steps to be performed on the computer and/or other programmable apparatus. In
some embodiments, this produces a computer-implemented process such that the one or more
computer-executable program code portions which execute on the computer and/or other
programmable apparatus provide operational steps to implement the steps specified in the
flowchart(s) and/or the functions specified in the block diagram block(s). Alternatively,
computer-implemented steps may be combined with, and/or replaced with, operator- and/or
human-implemented steps in order to carry out an embodiment of the present invention.

[00108] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible. Those skilled in the art will appreciate that various adaptations, modifications, and
combinations of the just described embodiments can be configured without departing from the
scope and spirit of the invention. Therefore, it is to be understood that, within the scope of the

appended claims, the invention may be practiced other than as specifically described herein.
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CLAIMS:

1. A method (400) performed by a first device for obtaining network connectivity, the
method comprising;

obtaining (410) a service credential signed by a service provider of a service and used for
network authorization, wherein the service requires network connectivity;

communicating (420) the service credential to the service provider via a network node in
order to obtain network connectivity for at least the service; and

obtaining (430) network connectivity for at least the service from the network node,
whereby the network connectivity is based on the service provider verifying the service

credential and providing network connectivity authorization.

2. The method (400) of Claim 1, wherein obtaining network connectivity further comprises
one of (7) obtaining network connectivity exclusively for the service, or (i7) obtaining network
connectivity for the service and for one or more other services or functions accessible via the

first device.

3. The method (400) of Claim 1, wherein obtaining a service credential (410) further

comprises obtaining the service credential associated with a user.

4. The method (400) of any one of Claims 1-3, wherein obtaining the service credential
(410) further comprises communicating a service credential request to the service provider, and,
in response to communicating the service credential request, receiving the service credential

from the service provider.

5. The method (400) of Claim 4, wherein communicating the service credential request and
receiving the service credential occur via (7) a bootstrap-type network connection or (i7) a second

device in communication with the first device.
6. The method (400) of any one of Claims 1-5, further comprising prior to communicating

the service credential, attaching a device signature associated with the first device to the service

credential.
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7. The method (400) of any one of Claims 1-6, further comprising selecting, a
communication network for the network connectivity based on at least one of (7) a signal quality
of signals, each signal received from one of a plurality of communication networks, and (i7) one

or more predetermined business rules.

8. The method (400) of any one of Claims 1-7, wherein obtaining the network connectivity
(430) further comprises obtaining the network connectivity according to one or more service

parameters, whereby the service provider selects the one or more service parameters.

0. The method (400) of Claim 8, further comprising receiving an indication of at least one

of the one or more service parameters.

10. A device (20) configured for obtaining network connectivity, the device comprising:

a processor (20-2),

a memory (20-1) in communication with the processor (20-2);

a service module (30) stored in the memory (20-1), executable by the processor (20-2)
and configured to obtain a service credential (40) signed by a service provider of a service and
used for network authorization, wherein the service requires network connectivity; and

a network module (220) stored in the memory (20-1), executable by the processor (20-2)
and configured to communicate the service credential (40) to a service provider node (80) via a
network node (60) in order to obtain network connectivity for at least the service,

wherein the service module (30) is further configured to obtain network connectivity for
at least the service from the network node (60), whereby the network connectivity is based on the
service provider node (80) verifying the service credential (40) and providing network

authorization.
11. The device (20) of Claim 10, wherein the service module is further configured to obtain

network connectivity (7) exclusively for the service, or (i) for the service and for one or more

other services or functions accessible via the first device.
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12. The device (20) of Claim 10, wherein the service module (30) is further configured to

obtain the service credential associated with a user.

13.  The device (20) of any one of Claims 10-12 wherein the service module (30) is further
configured to obtain the service credential (40) by communicating a service credential request to
the service provider node (80), and, in response to communicating the service credential request,

receive the service credential (40) from the service provider node (80).

14. The device (20) of any one of Claims 10-13, further comprising a digital signature
module (184) stored in the memory (20-1), executable by the processor (20-2) and configured to,
prior to communicating the service credential, attach a device signature associated with the first

device to the service credential.

15.  The device (20) of any one of Claims 10-14, further comprising a network selection
module (222) stored in the memory (20-1), executable by the processor (20-2) and configured to
select a communication network for the network connectivity based on at least one of (7) a signal
quality of signals, each signal received from one of a plurality of communication networks, and

(if) one or more predetermined business rules.

16. The device (20) of any one of Claims 10-15, wherein the service module (30) is further
configured to obtain the network connectivity according to one or more service parameters (296),

whereby the service provider node (80) obtains the one or more service parameters

17. A method (500) performed by a service provider node for providing network connectivity
authorization, the method comprising;

receiving (510), a service credential signed by the service provider and used for network
authorization;

verifying (520) the service credential; and
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in response to verifying the service credential, communicating (540) a network
connectivity authorization for providing a network connection for at least the service to a

network node.

18. The method (500) of Claim 17, wherein communicating (540) the network connectivity
authorization further comprises communicating (540) the network connectivity authorization for
providing the network connection (7) exclusively for the service or (i) for the service and for one

or more other services or functions accessible via the first device.

19.  The method (500) of any one of Claims 17 or 18, wherein receiving the service credential
(510) further comprises receiving the service credential associated with a user and wherein the

method further comprises verifying, by the service provider node, the user.

20.  The method (500) of any one of Claims 17-19, wherein receiving the service credential
(510) further comprises receiving the service credential signed by a first device and wherein the

method further comprises verifying, by the service provider node, the first device.

21. The method (500) of any one of Claims 17-20, further comprising obtaining (530) one or
more service parameters associated with the network connectivity and communicating, by the

service provider node, the one or more service parameters to the network node.

22. The method (500) of Claim 21, wherein obtaining the service parameters (530) further
comprises obtaining the services parameters, wherein at least one of the service parameters are

specific to a user.
23.  The method (500) of any one of Claims 17-22, wherein obtaining the one or more service

parameters (530) further comprises obtaining the service parameters based on at least one of (i) a

user profile, (77) a first device profile, and (iii) one or more business rules.
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24.  The method (500) of any one of Claims 17-23, wherein the service parameters include at
least one of (7) a maximum time for the network connectivity, (i/) a maximum amount of data
transmitted during the network connectivity and (7i7) a maximum percentage of a subscription

allotment that can be used for the network connectivity.

25. An apparatus (80) configured for providing network connectivity authorization, the
apparatus comprising:

a processor (80-2),

a memory (80-1) in communication with the processor (80-2);

a network connectivity authorization (290) module stored in the memory (80-1),
executable by the processor (80-2) and configured to (7) receive a service credential (40) signed
by the service provider and used for network authorization, (i7) verify the service credential (40),
and (iii) in response to verifying the service credential (40), communicate a network connectivity

authorization for providing a network connection for at least the service to a network node.

26. The apparatus (80) of Claim 25, wherein the network connectivity authorization (290)
module is further configured to communicate the network connectivity authorization for
providing a network connection (7) exclusively for the service or (i7) for the service and for one

or more other services or functions accessible via the first device.

27.  The apparatus (80) of Claim 25 or 26, wherein the network connectivity authorization
module (290) is further configured to receive the service credential associated with a user, and

verify the user.
28. The apparatus (80) of any one of Claims 25-27, wherein the network connectivity
authorization module (290) is further configured to receive the service credential signed by a first

device (20), and verify the first device (20).

29.  The apparatus (80) of any one of Claims 25-28, wherein the network connectivity

authorization module (290) is further configured to obtain one or more service parameters (296)
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associated with the network connectivity and communicate the one or more service parameters to

the network node (60).

30.  The apparatus (80) of Claim 29, wherein the network connectivity authorization module
(290) is further configured to obtain the one or more service parameters (296), wherein at least

one of the service parameters (296) are specific to a user.

31.  The apparatus (80) of any one of Claims 29-30, wherein the network connectivity
authorization module (290) is further configured to obtain the one or more service parameters
(296) based on at least one of (7) a user profile, (i7) a UE profile, and (ii7) one or more business

rules.

32.  The apparatus (80) of any one of Claims 29-31, wherein the network connectivity
authorization module (290) is further configured to obtain the one or more service parameters
(296) including at least one of (7) a maximum time for the network connectivity, (i7) a maximum
amount of data transmitted during the network connectivity, and (777) a maximum percentage of a

subscription allotment that can be used for the network connectivity.

33.  The apparatus (80) of any one of Claims 25-32, further comprising a service credential
provisioning module (130) stored in the memory (80-1), executable by the processor (80-2) and

configured to generate a user-specific service credential (40).

34. A method (600) performed by a network node for establishing network connectivity, the
method comprising;

receiving (610) from a first device, a service credential signed by a service provider of
the service, wherein the service requires network connectivity and wherein the service is
provided to the first device;

communicating (620) the service credential to a service provider node;

receiving (630) from the service provider node, a network connectivity authorization for

the service; and
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establishing (640) network connectivity for at least the service based on the network

connectivity authorization.

35. The method (600) of Claim 34 wherein establishing (640) network connectivity further
comprises establishing network connectivity (7) exclusively for the service or (i7) for the service

and for one or more other services or functions accessible via the first device.

36. The method (600) of Claim 34 or 35, further comprising applying one or more service
parameters to the network connectivity, wherein the one or more service parameters are received

from the service provider node.

37. An apparatus (60) for establishing network connectivity, the apparatus comprising:

a processor (60-2),

a memory (60-1) in communication with the processor (60-2);

a network connectivity module (270) stored in the memory (60-1), executable by the
processor (60-2) and configured to (7) receive a service credential (40) signed by a service
provider of a service, wherein the service requires network connectivity and wherein the service
is provided to the first device, (i7) communicate the service credential (40) to a service provider
node (80), (ii7) receive, from the service provider node (80), a network connectivity authorization
for at least the service; and (iv) establish network connectivity for at least the service based on

the network connectivity authorization.

38.  The (60) apparatus of Claim 37, wherein the network connectivity module (270) is
further configured to apply one or more service parameters (296) to the network connectivity,
wherein the one or more service parameters (296) are received from the service provider node

(80).
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