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CROSS-CHANNEL COMMUNICATION OF 
DATA COLLECTED BY CHANNEL-SPECIFIC 

USER INTERFACES 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application claims the bene?t of priority based on 
US. Provisional Patent Application Ser. No. 60/433,043, 
?led Dec. 12, 2002, entitled “Coordinated Remote Computer 
System Diagnostics Using Internet and Telephone Channels,” 
and naming Brian J . Vetter, A. Wade Cohn, andArjun Chopra 
as the inventors. The above-referenced application is hereby 
incorporated by reference herein in its entirety. 

COPYRIGHT NOTICE 

Portions of this patent application contain materials that 
are subject to copyright protection. The copyright oWner has 
no objection to the facsimile reproduction by anyone of the 
patent document, or the patent disclosure, as it appears in the 
Patent and Trademark O?ice ?le or records, but otherWise 
reserves all copyright rights Whatsoever. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to sharing data gathered via user 

interfaces operating on different communication channels, 
such as Web and telephone channels. 

2. Description of the Related Art 
Many businesses With a large number of computer system 

users provide customer service call centers to assist With 
computer system problems experienced by the users. Cus 
tomer support may be provided by various vendors of com 
puter softWare and/or hardWare, by in-house personnel, and/ 
or by a professional computer system support organiZation. 

Examples of the types of computer system problems that a 
user encounters include being unable to connect his or her 
computer system to the Internet, launch a particular softWare 
application, send and/or receive e-mail, print to a particular 
printer, and so on. HoWever, When the user telephones the 
customer service call center, the user often must Wait for a 
long time for a customer service agent to become available. 
The customer service agent may not have the expertise or the 
right tools to solve the problem. Furthermore, the computer 
user often lacks the technical expertise to adequately describe 
the problem or to gather information needed by the customer 
service agent to ?x the problem; thus, the telephone experi 
ence can be frustrating for both the computer user and the 
customer service agent. 

Because providing customer support is very expensive, the 
ef?ciency of customer service agents is paramount. Some 
technical support vendors, such as Motive Communications, 
Inc. (“Motive”), provide call-center products that can auto 
matically ?x problems that users may have With their com 
puters. These call center products can include a client soft 
Ware component installed on a user computer system and a 
server softWare component, running on a server in data com 
munication With the user computer system via a netWork. The 
server softWare component directs the client softWare com 
ponent to gather diagnostic information relating to a problem 
on the user computer system. Rather than telephone a cus 
tomer service agent, users can use the client softWare com 

ponent that connects With the server softWare component to 
diagnose computer system problems. Using some automated 
call-center products, such as those provided by Motive, the 
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2 
user may search a database of help information and, if 
desired, connect to a live customer service agent for further 
assistance. Motive products also provide for diagnostic infor 
mation gathered during the user’s search to be electronically 
forWarded to the agent, greatly enhancing the customer ser 
vice agent’s ability to diagnose the problem. 

While these automated call-center systems solve the prob 
lems of automatically ?xing computer problems and/ or com 
municating electronically gathered diagnostic information to 
the customer service agent, many individuals are not con? 
dent about their knoWledge of computers and are reluctant to 
use such automated call center softWare. Furthermore, com 
puter users that do have automated call center softWare some 
times still seek help from a customer service agent via the 
telephone. Often the computer user prefers to have an agent 
provide guidance via the telephone While the user navigates 
the self-service application. HoWever, requiring an agent to 
assist the user With the self-service interface partially defeats 
the purpose of providing automated self-service softWare, 
i.e., to reduce the time that agents spend on the telephone so 
that more time is available for diagnosing technical problems. 
A solution is needed that encourages users to adopt self 

service assistance With computer system, equipment and ser 
vice problems. The solution should facilitate the use of mul 
tiple communication channels for gathering information by 
providing coordinated user interfaces and guidance for using 
the coordinated user interfaces. 

SUMMARY OF THE INVENTION 

The present invention provides a method, system, com 
puter system, and computer program product to assist a user 
With gathering information via tWo or more communication 
channels, such as a Web channel and a telephone channel. An 
association is formed betWeen the data provided via the dif 
ferent channels so that all information gathered from the user 
is available via any of the different channels. For example, 
using the associated data, the user can be guided through 
self-service diagnosis of a problem With a computer system 
during a Web session by an interactive voice application. An 
automated option provided during the Web session can be 
determined based upon the current diagnostic information 
available, the automated option can be dynamically provided 
on a Web page during the Web session, and a voice application 
can automatically suggest to the user interactively to select 
the automated option. If the problem ultimately is escalated to 
a live agent, associated data collected via several communi 
cation channels are available so that the agent has a summary 
of all diagnostic information gathered thus far. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention may be better understood, and its 
numerous objectives, features and advantages made apparent 
to those skilled in the art by referencing the accompanying 
draWings. 

FIG. 1A shoWs an example of a system for remote problem 
diagnosis including the ability to gather data via more than 
one communication channel. 

FIG. 1B shoWs example components of the diagnostic 
module of FIG. 1A. 

FIG. 1C shoWs example components of the help desk mod 
ule of FIG. 1A. 

FIG. 1D shoWs example components of the receiving mod 
ule of FIG. 1A. 

FIG. 2 is a ?owchart of one embodiment of a method for 
diagnosing a computer system remotely using data gathered 
via tWo or more communication channels. 
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FIG. 3 is a ?owchart of one embodiment of the “Gather/ 
Analyze Diagnostic Information via Current Communication 
Channel” step of the ?owchart of FIG. 2. 

FIG. 4 is a ?owchart of one embodiment of the “Prepare for 
Coordinated Data Gathering Sessions via Different Commu 
nication Channels” step of the ?owchart of FIG. 2. 

FIG. 5 is an example of a data ?ow including presentation 
of a diagnostic code summarizing diagnostic information to a 
user. 

FIG. 6 is an example of a data ?ow during a coordinated 
search session using two communication channels to search 
for diagnostic information related to a problem with a user’s 
problem entity. 

FIG. 7 shows redirection of a user’s browser based upon 
information derived using a diagnostic code provided during 
a coordinated search session with web and telephone chan 
nels. 

FIG. 8 shows a data ?ow where information is gathered 
during communication conducted between a server and a 
communication channel in the background, such that no 
information about previous communication with the server 
need be provided by the user. 

FIG. 9 is an example of a web page to which a user’s 
browser canbe redirected during a coordinated search session 
such as that shown in FIG. 6. 

FIG. 10 is an example of a web page providing a diagnostic 
checklist that the user can complete providing additional 
information collected about the user’s problem entity via a 
web communication channel. 

FIG. 11 is another example of a web page to which a user’ s 
browser canbe redirected during a coordinated search session 
in which the user indicates a problem with a ?oppy disk drive. 

FIG. 12 is a block diagram illustrating a computer system 
suitable for implementing embodiments of the present inven 
tion. 

FIG. 13 is a diagram illustrating a network environment 
suitable for implementing embodiments of the present inven 
tion. 

The use of the same reference symbols in different draw 
ings indicates similar or identical items. 

DETAILED DESCRIPTION 

For a thorough understanding of the subject invention, 
refer to the following Detailed Description, including the 
appended Claims, in connection with the above-described 
Drawings. Although the present invention is described in 
connection with several embodiments, the invention is not 
intended to be limited to the speci?c forms set forth herein. 
On the contrary, it is intended to cover such alternatives, 
modi?cations, and equivalents as can be reasonably included 
within the scope of the invention as de?ned by the appended 
Claims. 

In the following description, for purposes of explanation, 
numerous speci?c details are set forth in order to provide a 
thorough understanding of the invention. It will be apparent, 
however, to one skilled in the art that the invention can be 
practiced without these speci?c details. 

References in the speci?cation to “one embodiment” or 
“an embodiment” mean that a particular feature, structure, or 
characteristic described in connection with the embodiment 
is included in at least one embodiment of the invention. The 
appearances of the phrase “in one embodiment” in various 
places in the speci?cation are not necessarily all referring to 
the same embodiment, nor are separate or alternative embodi 
ments mutually exclusive of other embodiments. Moreover, 
various features are described that may be exhibited by some 
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4 
embodiments and not by others. Similarly, various require 
ments are described that may be requirements for some 
embodiments but not other embodiments. 

Introduction 

The present invention provides a method, system, com 
puter system, and computer program product to perform 
cross-channel communication of data collected by channel 
speci?c user interfaces. Data provided by the different chan 
nels can be used to dynamically change user interface options 
provided on the different channels. An association is formed 
between the data provided via the different channels so that 
all information gathered from the user is available via any of 
the different channels. For example, the user can be guided 
through self-service diagnosis of a problem with a computer 
system during a web session by an interactive voice applica 
tion. An option provided during the web session can be deter 
mined based upon the current diagnostic information avail 
able, the option can be dynamically provided to the user, and 
a voice application can guide the user interactively to select 
the option. If the problem ultimately is escalated to a live 
agent, data collected via several communication channels are 
available so that the agent has a summary of all diagnostic 
information gathered thus far. 

FIG. 1A shows an example of a system for remote com 
puter system diagnosis including the ability to gather data via 
more than one communication channel. System 100 is used 
by agents of call center 110 to provide service to users of 
computer systems 114A, 114B, 114C and 114D. Each ofuser 
computer systems 114A through 114D has connectivity to 
Internet 172 via respective connections 172C-1, 172C-2, 
172C-3, and 172C-4. The example shown in FIG. 1A shows 
diagnosis of the computer system itself, although one of skill 
in the art will recogniZe that other problem entities, such as 
equipment and/or systems related to the computer system or 
accessible by virtue of being coupled to a network of com 
puter systems, may also be diagnosed using the methods and 
systems described herein. 

Installed on computer systems 114A and 114B are diag 
nostic clients 134A and 134B, which are explained in further 
detail with reference to FIG. 1C below. Users of computer 
systems 114A and 114B can initiate a connection to call 
center 110 using diagnostic clients 134A and 134B, through 
connections 172C-1 and 172C-2 to Internet 172, and through 
connection 132C to diagnostic server 132. Users of computer 
systems 114A and 114B can also initiate a connection to call 
center 110 via user telephones 160U-1 and 160U-2 and 
receiving module 120 of call center 110; other modules of call 
center 110, such as diagnostic server 132, may then establish 
a connection via Internet 172 and connections 172C-1 and 
172C-2 to computer systems 114A and 114B. 

Computer systems 114C and 114D do not have diagnostic 
clients, and users of computer systems 114C and 114D use 
user telephones 160U-3 and 160U-4 to access call center 110 
via receiving module 120. Other modules of call center 110, 
such as receiving module 120, may instruct the user of one of 
computer systems 114C and 114D to establish a connection 
to, for example, diagnostic server 132. 

Agents in call center 110 access a help desk module 140 
using computer systems such as computer systems 114E and 
114E. Agents in call center 110 also speak with users via 
telephone via public switched telephone network (PSTN) 174 
connected to user telephones 160U-1, 160U-2, 160U-3, and 
160U-4 and agent telephones 160A-1 and 160A-2. Channel 
174C of PSTN 174 is used herein as an example of a particular 
telephone channel from which a signal is received. 
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Help desk module 140 interacts With a diagnostic server 
132 and a receiving module 120. Receiving module 120 
receives input from users via a telephone channel such as 
channel 174C. Receiving module 120 also interacts With an 
identifying module 150. Each of these modules is explained 
in further detail beloW. Organization of system 100 into these 
various modules is merely an example, and in fact many other 
architectures can be implemented that achieve the same func 
tionality. 

Internet 172 provides connectivity betWeen diagnostic 
server 132 and user computer systems 114A through 114D. 
One of skill in the art Will recogniZe that user computer 
systems 114A through 114D may connect to a diagnostic or 
call center system such as system 100 via other types of 
networks; the Internet is used as an example only and is not 
intended to be limiting. Furthermore, one of skill in the art 
Will recogniZe that equipment and/or systems accessible via 
Internet 172 or another netWork to Which one of computer 
systems 114A through 114D is connected may also be diag 
nosed using the methods and systems described herein. 
One of skill in the art Will also recogniZe that another 

module of system 100 may provide the Web server component 
(not shoWn) for communication via Internet 172. For 
example, diagnostic server 132, help desk module 140, or 
receiving module 120 may direct a user of computer system 
114C or 114D to connect to a Web page using a Web broWser 
(not shoWn), Which Would establish a connection to a Web site 
via Internet 172. 

Internet 172 also provides connectivity betWeen diagnostic 
server 132 and other software systems, such as back-end 
system 199 via connection 199C. Back-end system 199 may 
provide information related to operation of a user computer 
system, such as one of user computer systems 114A through 
114D. For example, back-end system 199 may provide Inter 
net connectivity to users. Diagnostic server 132 is capable of 
interfacing With other softWare systems, such as back-end 
system 199, Which can provide diagnostic information about 
other computer systems, equipment and/ or computer system 
or equipment-related services. 

Receiving module 120 is the component that enables sys 
tem 100 to receive data via a telephone channel and use that 
data to diagnose a problem With the calling user’s computer 
system. Identifying module 150 uses data provided via the 
telephone channel and identi?es the computer system asso 
ciated With the calling user. 

FIG. 1B shoWs example components of diagnostic module 
130 of FIG. 1A. Diagnostic server 132 is a server component 
of system 100, and diagnostic clients 134A and 134B are 
client-side components installed on user computer systems 
114A and 114B. In one embodiment, diagnostic module 130 
includes a Web server component (not shoWn) that enables 
diagnostic server 132 and diagnostic clients 134A and 134B 
to communicate via the Internet. 
Assume that a user of computer system 114A uses diag 

nostic client 134A to attempt to diagnose a problem With his 
computer system. Diagnostic server 132 can obtain diagnos 
tic information directly from computer system 1 14A via diag 
nostic client 134A, either by running programs that are part of 
diagnostic client 134A or by doWnloading programs that can 
be executed by diagnostic client 134A. In one embodiment, 
an “incident record” is created at diagnostic server 132 for 
each invocation of a diagnostic client, such as one of diag 
nostic clients 134A and 134B, to assist With a user’s computer 
system problem. 

FIG. 1C shoWs example components of help desk module 
140. Help desk server 142 is a server component of help desk 
module 140. Help desk clients 144A and 144B are client 
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6 
components of help desk module 140 running on respective 
agent computer systems 114E and 114F. Data, such as diag 
nostic information gathered for a computer system, are pro 
vided from receiving module 120 to help desk server compo 
nent 142. Help desk server component 142 passes the 
diagnostic information to help desk clients, such as help desk 
clients 144A and 144B, for use by agents in diagnosing a 
problem With the user’s computer system. 

In one embodiment, a help desk client (such as help desk 
clients 144A and 144B) enables a customer service agent to 
create an “incident record” to record information about the 
problem, user, and computer system, as Well as diagnostic 
information gathered from the computer system and/or asso 
ciated systems. Help desk clients may also include a vieWer 
module speci?cally for presenting diagnostic information to 
agents. The vieWer module can present diagnostic informa 
tion gathered from the user’s computer system, as Well as 
identifying data provided over the telephone channel by the 
user. 

In one embodiment, diagnostic information is provided in 
the form of a diagnostic code. As mentioned earlier, diagnos 
tic information can be provided by running a diagnostic pro 
gram on the user’s computer system, equipment, and/or asso 
ciated back-end system. Such a diagnostic program can be 
part of a diagnostic client, such as one of diagnostic clients 
134A and 134B, a user may be directed to doWnload a pro 
gram from the Internet that can be run to gather diagnostic 
information, or a back-end system may doWnload a program 
to associated equipment. Once the diagnostic program is run, 
the diagnostic information can be summariZed in the form of 
a diagnostic code. The diagnostic code can, for example, 
summarize the type of problem discovered and/or the type of 
diagnoses performed and the results. The diagnostic code 
serves as a Way to encode diagnostic information in a form 
that can be easily displayed on a screen or spoken over the 
telephone. To obtain the underlying diagnostic information 
and telemetry data, the diagnostic code can be decoded. The 
diagnostic code may be provided to the user, Who can verbally 
provide the diagnostic code to an agent via telephone. In 
addition, the telemetry data resulting from decoding the diag 
nostic code may be provided by diagnostic server 132 to the 
agent via the vieWer module described above. 

FIG. 1D shoWs example components of receiving module 
120. Assume that a telephone call is received from the user of 
computer system 114C via telephone 160U-3 on channel 
174C. The incoming telephone call can be received by auto 
mated call distribution (ACD) sWitch 125 and/or interactive 
voice response application 128. Interactive voice response 
application 128 accepts input in the form of speech or via a 
telephone keypad, Which produces DTMF tones. In one 
embodiment, interactive voice response application 128 and 
softWare associated With ACD sWitch 125 can share data and 
pass signals related to telephone calls to one another. 

Interactive voice response applications, such as interactive 
voice response application 128, are commercially available 
today. Interactive voice response applications can be pro 
vided as part of WindoWs-based personal computers 
equipped With board-level voice gateWay hardWare and tele 
phony hardWare (not shoWn) to connect to PSTN via a T1, 
Plain Old Telephone Service (POTS), or Integrated Services 
Digital NetWork (ISDN) telephone connection. In one 
embodiment, interactive voice response application 128 
resides on the same server as voice gateWay 126, although 
interactive voice response application 128 may reside on a 
separate server. 

Interactive voice response application 128 provides data in 
the form of a signal, representing either voice or a tone, such 
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as a DTMF tone, to voice gateway 126. Voice gateway 126 
interprets the signal received and passes a Hyper-Text Trans 
fer Protocol (HTTP) request to a web server component (not 
shown) of voice application 124. The HTTP request may 
receive a response in the form of a web page that is converted 
to speech by voice gateway 126. 

Voice application 124 may call identifying module 150 to 
identify the computer system or other problem entity associ 
ated with the incoming signal. For example, identifying mod 
ule 150 may use the caller’s name, caller ID, password, or 
other information provided via channel 174C to determine a 
unique identi?er for the problem entity, corresponding to the 
computer system, equipment, service, or back-end system 
associated with the calling user. Once the problem entity is 
identi?ed, data are gathered about a problem with that com 
puter system, equipment, service, or back-end system. 

FIG. 2 is a ?owchart of one embodiment of a method for 
coordinating information gathering and presentation via two 
or more communication channels. In “Identify Subject Area 
via Current Communication Channel” step 210, data are 
obtained from a user regarding a subject area for which infor 
mation is to be gathered via a current communication chan 
nel. For example, the current communication channel can be 
a telephone channel, where a computer system user has called 
to obtain help with a problem with a computer system, ser 
vice, equipment, or other problem entity. One example of a 
system for collecting such information is further described in 
US. patent application Ser. No. 10/349,841, ?led Jan. 23, 
2003, entitled “Remote Computer System and Related 
Equipment Diagnostics Using Data Gathered over a Tele 
phone Channel,” and naming Brian J. Vetter, A. Wade Cohn, 
and Arjun Chopra as the inventors. This patent application is 
hereby incorporated by reference herein in its entirety and for 
all purposes. 

In the above-referenced patent application, the operation of 
system 100 of FIGS. 1A through ID of the present application 
is described. For example, the user may input data into system 
100 verbally or may use the telephone keypad to enter DTMF 
tones. The user may be requested to iteratively provide data 
items. For example, the user may be requested to provide his 
or her name, company, and other information that can be 
subsequently used to identify the user, computer system, 
equipment, service, and/or back-end system. The user may 
additionally provide a subject area, which for the described 
system includes a problem area or problem description; for 
example, the user may report a problem with e-mail using his 
computer system. In one embodiment of the system described 
therein, the identi?cation data provided by the user are used 
by an identifying module, such as identifying module 150 of 
FIG. 1A, to identify the computer system, equipment, service, 
and/ or back-end system. Alternatively, the user may not be 
requested to provide identi?cation data; for example, system 
100 may be capable of identifying the user, computer system, 
equipment, service, or back-end system based solely on data, 
such as caller ID information, that is part of the originating 
signal for the telephone call. The system described therein 
further identi?es the problem entity related to the telephone 
call, identi?es sources of diagnostic information for the prob 
lem entity, and gathers diagnostic information from the iden 
ti?ed sources. 

The methods and systems described herein are adapted to 
use the techniques described in the above-referenced patent 
application to identify and search for information related to 
the subject area described by the user. In addition, it is con 
templated that in “Identify Subj ect Area via Current Commu 
nication Channel” step 210, a subject area described via the 
current communication channel may be identi?ed as the same 
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subject area that was described in a previous information 
gathering session conducted via a different communication 
channel. For example, data collected from the user may indi 
cate an account number, problem tracking number, or other 
identifying information that provides an association with 
other data available about a problem entity and area that were 
collected via a different communication channel. In one 
embodiment, upon beginning a new data gathering session on 
a communication channel, the user can be asked whether an 
identi?er has been assigned to information gathered previ 
ously for the same subject area. In other embodiments, an 
identi?er previously assigned can be determined automati 
cally based upon other data, such as an account number or 
problem tracking number, collected from the user. Each ses 
sion with a server such as diagnostic server 132 establishes 
communication with a communication channel, and data 
gathered during each such communication can be associated 
with other data having the same identi?er. 
From “Identify Subject Area via Current Communication 

Channel” step 210, control proceeds to “Identify Related 
Information” step 215. It is not a requirement that information 
for the subject area already exist; for example, a user’s initial 
telephone call to report a problem can be the ?rst time for 
which a problem is reported with a given problem entity or 
area; in such a case, related diagnostic information may not 
exist. However, if a previously-described subject area is iden 
ti?ed in “Identify Subject Area via Current Communication 
Channel” step 210, related information is identi?ed as being 
associated with the same subject area in “Identify Related 
Information” step 215. For example, data about the problem 
entity may be stored in an account database or in a technical 
support database. This diagnostic information can include 
such diverse information as con?guration settings on the 
user’s computer system, versions of software installed on the 
computer system, information as to whether a modem of the 
computer system is operating correctly to provide data com 
munication between the computer system and the Internet, or 
status of a data network accessed by the computer system. 

In “Gather/Analyze Information via Current Communica 
tion Channel” step 220, information is gathered via the cur 
rent communication channel and analyZed. It is contemplated 
that several information sources may be searched and search 
results from each information source may be analyZed as part 
of an iterative data gathering effort during the performance of 
“Gather/Analyze Information via Current Communication 
Channel” step 220. During this data gathering effort, the 
combined available information gathered from all communi 
cation channels can be used to identify additional sources of 
related information and/or additional search criteria for 
searching existing information sources. For example, a com 
bination of search criteria may be identi?ed that would not be 
identi?able when using data available via only one of the 
communication channels. Further information related to 
gathering and analyZing all available information gathered 
from all communication channels is described below with 
reference to FIG. 3. 
From “Gather/Analyze Information via Current Commu 

nication Channel” step 220, control proceeds to “Problem 
Identi?ed” decision point 230, where a determination is made 
about whether the problem can be identi?ed based upon the 
information gathered thus far. If at “Problem Identi?ed” deci 
sion point 230, a problem has been identi?ed as a result of 
gathering and analyZing information via the current commu 
nication channel, control proceeds to “Solution Identi?ed” 
decision point 240. At “Solution Identi?ed” decision point 
240, a determination is made whether a solution to the prob 
lem is identi?ed. If a solution is identi?ed, control proceeds to 




















