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DEVICE, NETWORK, AND SYSTEM FOR
FORWARDING FRAMES BETWEEN
GEOGRAPHICALLY DISPERSED USER
NETWORKS

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a device, network,
and system for forwarding frames between geographically
dispersed user networks. More particularly, the present
invention relates to a frame forwarding system which
employs a plurality of devices and links to transport frames
between external user networks that belong to a particular
group. The present invention also relates to the devices and
network involved in that system.

[0003] 2. Description of the Related Art

[0004] Many companies have an enterprise network for
communication between their geographically dispersed
business units through the use of wide area network (WAN)
connections. To support construction of such networks,
Internet service providers and telecommunications carriers
(collectively, WAN providers) are offering virtual private
network (VPN) services on their backbone network, permit-
ting a group of external user networks to use a part of the
bandwidth of their backbone transport. With VPN facilities,
a company can build their own intranet environment by
interconnecting local area networks (LANSs) located in dis-
tant sites. The present invention assumes the presence of an
intermediary network system with VPN services, for
example, which provides transparent connection between
such LAN segments in a company. In this system, LANs in
geographically dispersed user sites are attached to a WAN
provider’s backbone system as its external networks.

[0005] FIG. 30 illustrates the relationship between a back-
bone network and its external networks. Here, the backbone
network refers to a network operated by a WAN provider,
which provides users with wide area networking services.
External networks, on the other hand, are user networks
(e.g., company LANs) which are located at different user
sites and attached to different edge devices of the backbone
network.

[0006] More specifically, in the example network system
of FIG. 30, a plurality of user networks (LAN segments) 14
to 16 are coupled to a carrier network 10 that a telecom-
munications carrier offers. The carrier network 10 includes
carrier nodes 11 to 13 which transport packets between the
user networks 14 to 16 attached to them. Here, the carrier
network 10 serves as a VPN backbone that interconnects the
user networks 14 to 16 as its external networks. From the
user’s point of view, the carrier network 10 functions as a
transparent bridge, or a transparent bridge network which
consists of bridges.

[0007] The user networks 14 to 16 are geographically
dispersed LAN segments, being bridged to the carrier net-
work 10 through their nearest carrier nodes 11 to 13. An end
station 17 is a piece of equipment based on a personal
computer or other similar platform, which communicates
with other stations (not shown) via the user network 14.
Besides using VPN service over the carrier network 10, the
user network 14 also has a backdoor link 18 to reach the
remote user network 16. This backdoor link 18 is a tempo-
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rary connection established on, for example, a separate
telecommunication circuit for maintenance purposes.

[0008] The backdoor link 18, when added, creates a closed
loop within the system of FIG. 30 because it runs in parallel
with an existing network path between the user networks 14
and 16. When a certain node flooded a packet out all ports
in such a loop situation, broadcast packets would be gener-
ated endlessly, thus causing a problem known as a “broad-
cast storm.” Since the looping traffic overwhelms the net-
work capacity, the broadcast storm substantially blocks
other packet traffic on the network.

[0009] To avoid the above problem, conventional network
nodes are designed to detect and block a potential loop path,
using a method known as the spanning tree protocol (STP).
This protocol creates a stable loop-free tree structure on any
given physical topology, thus preventing packets from cir-
culating endlessly. Specifically, the spanning tree algorithm
uses the priorities assigned to individual bridges and their
ports to determine which links should be used when there are
multiple paths between bridges. By pruning redundant links
with low priorities, the algorithm configures a loop-free
logical network topology (called “spanning tree topology™)
where a single network node is designated as the root bridge,
and all other nodes are arranged in subtrees below that
bridge.

[0010] To determine an appropriate logical topology with
STP, all bridges in both the carrier network and user net-
works have to be involved in the spanning tree algorithm
processing. For this reason, every node within a carrier
network acts as a bridge that transmits and receives control
messages called “STP Bridge Protocol Data Unit” (BPDU),
and the inter-node links carry them from node to node. A
more specific discussion follows below.

[0011] FIG. 31 shows an example of an intranet where
three user networks 23 to 25 are interconnected with VPN
services on a WAN provider’s backbone network. As can be
seen in FIG. 31, STP BPDUs are sent over a carrier network,
which is now working as bridge-to-bridge links to connect
between three carrier nodes 20 to 22. With STP BPDUs, the
carrier nodes 20 to 22 manage the state of individual ports
that accommodate those links. Here, the carrier nodes 20 to
22 each function as a bridge to serve user networks 23 to 25,
which are attached to the remaining ports of them. Every
link within the carrier network serves as an independent link
to connect those nodes together. The spanning tree algorithm
transmits and receives STP BPDUs on every port of the
nodes in order to determine to which state they should be set.
This means that the spanning tree topology involves all
individual inter-node links within the carrier network.

[0012] As another example, FIG. 32 shows a conventional
LAN emulation system where STP BPDUs are sent over an
asynchronous transmission mode (ATM) backbone. The
illustrated system includes an ATM network 30 which offers
virtual connection-oriented service with cell switching tech-
niques. This network 30 transports user data at high bitrates
in the form of cells with VPI/VCI in their header field, over
communication paths previously established between ATM
devices by using hierarchically structured ATM addresses.

[0013] The ATM network 30 provides an emulated LAN
(ELAN) with its fully meshed connectivity, which permits
LAN emulation clients (LECs) 31 to 33 to broadcast pack-
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ets. Each node has an ELLAN connection port and manages
the state of that port. LECs set up a point-to-point Control
Direct VCC (virtual channel connection) and a point-to-
multipoint Control Distribute VCC to the LAN emulation
server (LES) when they initially join a particular emulated
LAN. The LES offers central directory service of an emu-
lated LAN, to which a LEC can turn to look up the ATM
address of another LEC if it is unknown. When sending data
to a new destination, the source LEC uses its Control Direct
VCC to request LES to resolve the destination ATM address.
The LES then returns the requested address to the source
LEC through a relevant Control Distribute VCC, thus
enabling the source LEC to set up a Data Direct VCC to the
destination LEC.

[0014] In one aspect of the above-described ELAN envi-
ronment, the LECs 31 to 33 function as bridges placed at the
nodes of a carrier network having fully meshed links to
convey broadcast traffic. Each node uses STP to manage its
port accommodating a user network, as well as ports for
node-to-node connections. Here, the internal topology of the
carrier network will be treated as part of the spanning tree
topology of a single broadcast network.

[0015] The carrier network, however, is primarily a pri-
vate network that is owned and controlled by a telecommu-
nications carrier, independently of user networks. The car-
rier naturally desires to control the logical topology of their
own network so as to make efficient use of available
resources. This desire is, however, not necessarily satisfied
because the spanning tree algorithm may affect the internal
configuration of a carrier network when it is a bridge
network. Also in the case of ATM LAN emulation, the
connectivity between LECs and ELLAN is influenced by STP
processing on the user side.

[0016] Further, referring back to the conventional bridge
network discussed in FIGS. 30 and 31, it is the spanning
tree algorithm that determines which inter-node links to use
in defining loop-free logical paths. Even if there is a shorter
way to go, the algorithm may take another path that is
physically longer. For this reason, the resulting logical paths
within the carrier network may not necessarily be efficient.
If this is the case, the network traffic would concentrate into
particular bridge devices and links that are near the root of
the spanning tree, thus causing a load imbalance among the
resources in the carrier network.

[0017] In the case of LAN emulation discussed in FIG.
32, each carrier node determines its ELAN port state accord-
ing to STP BPDUs sent from a user network, and this means
that the carrier is not allowed to control their network’s
internal configuration at their discretion. Normally, the car-
rier network nodes are given a higher STP priority, so that
external networks be connected primarily through the carrier
network. It is still possible, however, that a combination of
some high-priority nodes and a backdoor link would acci-
dentally supercede high-speed connection paths within the
carrier network, resulting in a poor logical topology that
detours around it.

SUMMARY OF THE INVENTION

[0018] In view of the foregoing, it is an object of the
present invention to provide a frame forwarding system, a
frame forwarding device, and a network system which
accepts a carrier’s privilege in controlling the topology of
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their own carrier network, so as to efficiently operate the
carrier network, ensuring the use of the physically shortest
links in it.

[0019] To accomplish the above object, according to the
present invention, there is provided a frame forwarding
system. This system comprises the following elements: a
plurality of frame forwarding devices that transport frames
between external networks that belong to the same group; a
plurality of links that interconnect the plurality of frame
forwarding devices; a system state sharing unit, disposed in
each frame forwarding device, which shares system state
information with other frame forwarding devices, whereby
the frame forwarding devices and the links behave as a
single virtual device for forwarding frames between the
external networks; a frame forwarding processor, disposed
in each frame forwarding device, which forwards received
frames according to the system state information shared
among all the frame forwarding devices; and a system state
updating unit, disposed in each frame forwarding device,
which updates the system state information managed in the
system state sharing unit when a given STP BPDU neces-
sitates a change in the system state information.

[0020] Also, to accomplish the above object, the present
invention provides a frame forwarding device for use as a
node in a frame forwarding system which has a plurality of
nodes and links to transport frames between external net-
works that belong to the same group. This frame forwarding
device comprises the following elements: a system state
sharing unit which shares system state information with
other nodes in the frame forwarding system, whereby the
nodes and links behave as a single virtual device for for-
warding frames between the external networks; and a frame
forwarding unit which forwards received frames according
to the system state information shared among all the nodes
in the frame forwarding system.

[0021] Further, to accomplish the above object, the present
invention provides an edge network device on an interme-
diary network that interconnects a plurality of LAN seg-
ments to form a network system. This device comprises a
frame forwarding function to forward an incoming frame to
other network devices on the intermediary network, when it
contains information for detecting a physical loop on the
network system and avoiding loop traffic on the physical
loop. The network device also has a loop prevention func-
tion which prevents a logical loop from being formed on the
physical loop, while ensuring the use of logical paths on the
intermediary network, based on the information contained in
the incoming frame and parameters that characterize the
intermediary network as a single virtual bridge device.

[0022] Moreover, to accomplish the above object, the
present invention provides a network system comprising a
plurality of LAN segments and an intermediary network that
interconnects the LAN segments. The network system has a
virtual bridging mechanism which makes the intermediary
network work as a single bridge device. It also employs a
loop prevention function which prevents a logical loop from
being formed on a physical loop in the network system,
while ensuring the use of logical paths on the intermediary
network.

[0023] The above and other objects, features and advan-
tages of the present invention will become apparent from the
following description when taken in conjunction with the
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accompanying drawings which illustrate preferred embodi-
ments of the present invention by way of example.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024]
tion;

FIG. 1 is a conceptual view of the present inven-

[0025] FIG. 2 shows a typical network system according
to a first embodiment of the present invention;

[0026] FIG. 3 gives details of a frame forwarding device
shown in FIG. 2;

[0027] FIG. 4 shows logical bridge parameters;

[0028] FIG. 5 shows a table representing external network
ports and their associated logical bridge port numbers;

[0029] FIG. 6 shows logical bridge port parameters;
[0030] FIG. 7(A) shows a local port state database;
[0031] FIG. 7(B) shows a forwarding database;

[0032] FIGS. 8(A), 8(B), 8(C), and 8(D) show examples
of initial setup values for an external network port mapping
table that associates external network ports with logical
bridge ports on each node;

[0033] FIG. 9(A) shows a logical bridge identifier;

[0034] FIG. 9(B) shows an example of initial setup for
logical bridge port identifiers;

[0035] FIG. 10 shows details of a spanning tree algorithm
processor and parameter tables stored therein;

[0036] FIG. 11 shows the format of messages exchanged
between nodes;

[0037] FIG. 12(A) shows a Keep-Alive message;
[0038] FIG. 12(B) shows a Keep-Alive Reply message;

[0039] FIG. 13 is a flowchart which explains how the first
embodiment operates in normal situations;

[0040] FIG. 14 shows an example of data stored in a local
port state database;

[0041] FIGS. 15 and 16 show a specific operation of the
first embodiment of the present invention;

[0042] FIG. 17 shows a typical network system according
to a second embodiment of the present invention;

[0043] FIG. 18 gives details of a frame forwarding device
shown in FIG. 17,

[0044] FIG. 19 is a table representing inter-node connec-
tion ports of a node and their associated logical bridge ports
on another node;

[0045] FIG. 20 is a table for a node to determine which
inter-node connection port should be used to forward a
BPDU to another node, when it is received on a specific
logical bridge port;

[0046] FIG. 21 is a flowchart which explains how the
second embodiment operates;

[0047] FIG. 22 shows a network system according to a
third embodiment of the present invention;

[0048] FIG. 23 gives details of a frame forwarding device
shown in FIG. 22;
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[0049]

[0050] FIG. 25 shows a table representing the association
between inter-node connection ports on a server and logical
bridge ports on other nodes;

[0051] FIG. 26 shows a table representing logical bridge
ports and their associated inter-node connection ports, which
enables a server to determine on which port a port control
message should be sent to an intended node, when changing
the state of a particular logical bridge port on that node;

[0052] FIG. 27 is a flowchart which explains how the third
embodiment operates;

[0053] FIG. 28 is a flowchart which explains how the
proposed server operates according to the third embodiment;

[0054] FIG. 29(A) shows a Keep-Alive message;
[0055] FIG. 29(B) shows a Keep-Alive Reply message;

[0056] FIG. 30 shows a typical configuration of a con-
ventional frame forwarding system;

FIG. 24 gives details of a server shown in FIG. 22;

[0057] FIG. 31 shows a conventional frame forwarding
system where STP BPDUs are sent over bridge-to-bridge
links; and

[0058] FIG. 32 shows a conventional LAN emulation
system where STP BPDUs are sent over an ATM backbone.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0059] Preferred embodiments of the present invention
will be described below with reference to the accompanying
drawings, wherein like reference numerals refer to like
elements throughout.

[0060] FIG. 1 is a conceptual view of a frame forwarding
system according to the present invention. The illustrated
system includes a plurality of frame forwarding devices 50
to 53, backbone links 54, and external networks 55 to 58.
The frame forwarding devices 50 to 53 forward each
received frame toward its destinations when it comes from
the external network 55 to 58 that they are serving or from
a peer frame forwarding device.

[0061] FIG. 1 also shows some details of the frame
forwarding device 50, which include: a system state sharing
unit 504, a frame forwarding processor 50b, and a system
state updating unit 50c. The system state sharing unit 50a
enables all frame forwarding devices 50 to 53 accommo-
dating a specific group of external networks 55 to 58 to share
the information about the frame forwarding system’s state
and configuration (referred to hereafter as the “system state
information”). By sharing the system state information,
those frame forwarding devices 55 to 58, in conjunction with
their associated backbone links 54, will act as a single virtual
frame forwarding device (“logical bridge” to be described
later). The frame forwarding processor 50b relays frames
according to the system state information provided by the
system state sharing unit 50a. The system state updating unit
50c updates the system state information when a given STP
BPDU necessitates a change in the system state information
being shared. Note that the above three functional elements
are employed also in the other frame forwarding devices 51
to 53.
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[0062] The above system operates as follows. The system
state sharing unit 50a communicates with other frame for-
warding devices 51 to 53 to share the system state informa-
tion, which includes port parameters, bridge parameters, and
port state information. When an STP BPDU is received from
a client connected to, for example, the external network 55,
the system state updating unit 50c updates the system state
information according to the spanning tree algorithm. The
system state updating unit S0c also delivers that update to
the other frame forwarding devices 51 to 53 to ensure that
the same change always takes place in every peer unit. With
this update message, the remaining frame forwarding
devices 51 to 53 change their local copy of the system state
information in the same way, thus maintaining the informa-
tion in a consistent state. The frame forwarding processor
50b transfers incoming frames to their destinations accord-
ing to the updated system state information.

[0063] The proposed system permits all frame forwarding
devices to share the same set of system state information for
use in their frame forwarding operation, serving the users on
the external networks 55 to 58. When viewed from the
standpoint of those users, the system as a whole appears to
be functioning as a single frame forwarding device, whereas
it is actually composed of a plurality of such devices.
Because of their apparent unity, the individual backbone
links 54 will not be affected by any STP BPDUs sent from
external user networks. Suppose, for example, that a back-
door link is added to directly connect two external networks
55 and 56. With STP BPDUs issued from a user network, the
spanning tree algorithm detects a potential loop in the
network and thus blocks the relevant port of the external
network 55, not to use the backdoor link in forwarding data
frames from there. None of the backbone links 54 are,
however, blocked by those STP BPDUs, and the network
system can therefore maintain its performance as a whole.

[0064] As described above, the present invention permits
a plurality of frame forwarding devices to act as if it were a
single unified bridge; hence it is called a “logical bridge.”
This logical bridge is, in other words, a virtual bridge within
which all the involved frame forwarding devices 50 to 53
cooperate in a distributed manner, using their internal back-
bone links 54. Just as an ordinary bridge device has its ports
to interface with user networks, and its internal paths to
transport frames from port to port, the logical bridge of the
present invention has its own logical bridge ports and logical
bridge paths. More specifically, the logical bridge ports are
those ports that the frame forwarding devices 50 to 53
provide in order to interface with their respective external
networks 55 to 58, and the backbone links 54 serve as the
internal paths between those logical bridge ports. The frame
forwarding devices 51 to 53 execute an address learning
process in a distributed fashion, using an address learning
table stored therein. As the first step of frame bridging, this
process establishes a map of end stations that are attached to
the network.

[0065] As mentioned earlier, the system state information
managed in the system state sharing unit 50a includes port
parameters, bridge parameters, and other data related to the
logical bridge. When a frame forwarding device receives an
STP BPDU from a user network, its local system state
updating unit 50c updates its local copy of system state
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information with the received STP BPDU, besides changing
the state of a logical bridge port according to the new system
configuration.

[0066] Before moving into a more specific method to
make the above frame-forwarding bridge units operate as a
single logical bridge, the following section briefly discusses
major functions that bridges generally have. They are: frame
forwarding, address learning, and loop prevention. The
specifics of those three functions are as follows.

[0067] (1) Frame Forwarding Function: By definition,
every bridge performs frame forwarding in the following
way. Upon receipt of a frame on an enabled port, the bridge
consults its local forwarding database to find an entry that
has the received frame’s destination address, thereby deter-
mining on which port the frame should be forwarded. If
there is no match in the database, the bridge broadcasts the
frame onto all ports except the port from which it was
received, so that the frame will be flooded on all other
network segments that are attached to the bridge. In this
case, the bridge also stores address information of that frame
for use in later routing operation. If, on the other hand, there
is a match in the database, then the bridge compares the
destination port found in that matched entry with the source
port that initially received the frame. In the case those two
ports disagree, the bridge retransmits the frame through that
destination port, thereby forwarding the frame to the next
network segment. If the two ports are found identical, then
the bridge discards the frame and resets the corresponding
entry in the forwarding database, so as to relearn a correct
destination port.

[0068] (2) Address Learning Function: Bridges learn
addresses by listening on a port for a device’s source Media
Access Control (MAC) address each time a frame is
received. The source MAC address and corresponding
receiving port are registered with each bridge’s own for-
warding database. This address/port information aids the
bridge later in determining on which port it should forward
a frame, when a specific destination MAC address is given.
To be more specific about the address learning function, the
bridge processor consults its forwarding database each time
a frame is received, in an attempt to determine whether the
source address of that frame is registered. If the frame’s
source address is already in the database, the bridge proces-
sor resets the aging timer for that entry. If the frame’s source
address is not registered, then that address is added to the
database, together with its receiving port identifier.

[0069] (3) Loop Prevention Function: This is also referred
to as the port state management function. Actually, bridges
use the spanning tree algorithm to establish a loop-free
spanning tree topology in a redundant network. Each bridge
on a network enables or disables their ports to create
appropriate logical data paths as part of the spanning tree, by
exchanging STP BPDUs with other bridges and comparing
its own priority level with others’. To make the spanning tree
algorithm work, the following premises must hold:

[0070] (A) Every bridge on a network has a globally
unique identifier.

[0071] (B) There is a special group address for all
bridges.

[0072] (C) Each port on a bridge has an identifier that
is unique within that bridge.
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[0073] The spanning tree algorithm first elects a “root
bridge.” The root bridge broadcasts a BPDU to other bridges
at regular intervals, asserting that it is the root. Initially,
every bridge believes itself to be the root bridge, and thus all
bridges send out BPDUs with their configuration data,
including the root identifier equal to their own bridge
identifier. In the election process, the bridge identifier values
are interpreted as priority levels of bridges. When a bridge
identifies itself as a lower priority bridge, it drops from the
election race and designates its “root port” as the one on
which it is receiving BPDUs with the lowest path cost. When
a BPDU arrives on its root port, a non-root bridge places the
BPDU on other ports, thereby forwarding them to the LAN
segments that it is serving as their “designated bridge.”

[0074] By exchanging such BPDU messages containing a
bridge identifier, the bridges determine which should be the
root bridge with the highest priority. Each non-root bridge
has its own root port determined by comparing the path costs
and port identifiers, which offers the nearest way to the root
bridge with a minimum path cost. The non-root bridges then
send their own configuration BPDU message out all ports
other than the root port, so as to determine whether they
should serve as the designated bridge of a LAN segment to
which they are connected.

[0075] According to the present invention, a plurality of
frame forwarding devices work together as a single logical
bridge to provide the above functions. The logical bridge is
a virtual device within which all carrier nodes cooperate in
a distributed manner, using their internal backbone links. Its
edge ports, or the ports to which user networks are attached,
are referred to as “logical bridge ports.” Inter-node links
within the carrier network provide internal data paths
between those logical bridge ports. For frame forwarding,
each node in the logical bridge learns user device addresses
on a distributed basis, storing the information in its local
learning table. The logical bridge also manages its own port
parameters and bridge parameters to configure itself as a
virtual bridge device. When a particular node receives an
STP BPDU from a user network, the logical bridge updates
those parameters with the received STP BPDU and config-
ures a corresponding node to change the state of a logical
bridge port as specified.

[0076] There are two ways to interconnect multiple user
networks: one is by using a single multi-port bridge, and the
other is by using a plurality of bridges and links. Transparent
bridges, by definition, hide the lower-level structure of a
LAN system that is actually composed of a plurality of
physically separate segments. That is, transparent bridges
permit those LAN segments to behave as if they were a
single unified network when viewed from upper-level pro-
tocols above the data link layer. Accordingly, user networks
would see no difference between the two connection meth-
ods mentioned above, as long as there are no inter-node
loops within the bridge network. That explains why a
loop-free network of transparent bridges can be regarded as
a single logical bridge.

[0077] Referring now to FIG. 2, a frame forwarding
system according to a first embodiment of the present
invention will be described below. FIG. 2 is a block diagram
of a frame forwarding system, which involves a plurality of
nodes, or frame forwarding devices 61 to 64, and a backbone
network 60 interconnecting them. The backbone network 60
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conveys packets between external networks that belong to a
particular group, and the frame forwarding devices 61 to 64
have packet forwarding functions and spanning tree algo-
rithm processing functions.

[0078] The edge nodes in the illustrated system have
physical or logical ports to send and receive data frames
to/from external networks (not shown). These ports are
referred to as “external network ports,” and their individual
port state is managed by the spanning tree algorithm. The
remaining ports, on the other hand, are called “inter-node
connection ports,” which are used to transfer data frames
from one node to another within a logical bridge. That is,
data frames received on an external network port are for-
warded to another node out an inter-node connection port.
Each node has one or more such inter-node connection ports
to ensure the connectivity to other nodes. The number of
such ports depends on the design of the backbone network
60.

[0079] FIG. 3 gives details of the frame forwarding device
61 shown in FIG. 2. As can be seen from this block diagram,
the frame forwarding device 61 has the following functional
elements: a user packet forwarding processor 61a, a packet
destination table 61b, a spanning tree algorithm processor
61c, an external network port manager 614, a BPDU sharing
protocol processor 6le, an inter-node communication pro-
cessor 61f, a link monitor 61g, and ports P11 to P1S5.

[0080] The user packet forwarding processor 61a receives
packets from user networks and forwards them out relevant
ports according to their destination address field values. The
packet destination table 61b is a table used to determine to
which port each received packet should be directed. The
spanning tree algorithm processor 61c determines the state
of each external network ports, based on BPDUs received
from the node’s own external network ports, or based on the
network topology configuration data that other nodes have
received, so that all edge nodes serving a specific group of
external networks, together with their associated backbone
facilities, will behave as a single bridge node. The spanning
tree algorithm processor 61c also issues its own STP BPDUs
containing network topology configuration data.

[0081] The external network port manager 61d manages
the current state of every external network port on the node.
The BPDU sharing protocol processor 6le, on the other
hand, exchanges protocol messages with other nodes to
provide them with network topology configuration data
contained in BPDU messages. The inter-node communica-
tion processor 61f is responsible for practical tasks of
node-to-node message transmission and reception. The link
monitor 61g watches the condition of each link, in an
attempt to detect a connectivity problem.

[0082] The illustrated frame forwarding device 61 has five
ports, which include: two external network ports P11 and
P12 to interface with external networks (user networks), and
three inter-node connection ports P13 to P15 to interface
with other nodes on the backbone network 60.

[0083] According to the present embodiment of the inven-
tion, each frame forwarding device 61 to 64 stores the
following tables and parameters:

[0084] (1) logical bridge parameters
[0085] (2) external network port mapping table
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[0086] (3) logical bridge port parameters
[0087] (4) local port state database
[0088] (5) forwarding database

[0089] where the local port state database (4) and forward-
ing database (5) are tables that are similar to what ordinary
bridges have.

[0090] Referring to FIG. 4, the logical bridge parameters
(1) are shown. They are a set of key parameters that conform
to ANSI/IEEE 802.1D, which is commonly used as the
standard specifications for bridges. For the definition and
usage of each parameter item, refer to existing standard
documents. It should be noted, however, that the parameters
shown in FIG. 4 are not of individual nodes, but of a logical
bridge that is composed of all carrier nodes serving a
particular group of external networks. In other words, the
logical bridge parameters are shared by all nodes that are
involved.

[0091] The network administrator assigns a specific bridge
identifier to the logical bridge before starting it. About the
other parameters, he/she may rely on standard default values
recommended in the ANSI/IEEE 802.1D specifications.
Another option is to let the spanning tree algorithm deter-
mine them.

[0092] Referring to FIG. 5, an example of the external
network port mapping table (2) is shown, which defines the
association between external network ports and logical
bridge ports. Note that the former ports belong to individual
nodes, while the latter ports are of the logical bridge that
involves all nodes. When a BPDU is received from a user
network, the receiving node regards it as a BPDU message
that the logical bridge has received on one of its logical
ports. Here, the external network port mapping table enables
the node to identify on which logical bridge port the BPDU
has been received. More specifically, the node first obtains
a local bridge port number representing the external network
port from which the BPDU came, and then translates it to a
logical bridge port number, consulting the external network
port mapping table.

[0093] Before starting up the logical bridge, the network
administrator has to set up the external network port map-
ping table, using an operator console of each node. If
available, a centralized network management tool aids him/
her to edit tables on remote nodes.

[0094] Referring to FIG. 6, the logical bridge port param-
eters (3) are shown in table form, representing the detailed
profile of individual logical bridge ports. Each node identi-
fies the network topology with the spanning tree algorithm,
examining BPDUs that the logical bridge receives from user
networks or inter-node control messages (described later)
that are sent from other nodes. Particularly, the spanning tree
algorithm determines whether to enable or block each logi-
cal bridge port, based on the configuration management data
contained in a received BPDU or inter-node control mes-
sage. The parameter table shown in FIG. 6 is used by the
nodes to store such port state information, together with
other port parameters obtained through the above topology
discovery process. For the definition and usage of each
parameter item, refer to the ANSI/IEEE 802.1D standard
specifications.

Jul. 31, 2003

[0095] Referring to FIG. 7(A), an example of the local
port state database (4) is shown, which records the condition
of each node’s local ports. The nodes modifies this database
to map the logical bridge port states onto their local port
states when they act as part of the logical bridge. This
mapping is necessary to control transport of BPDUs and
data frames on their local ports.

[0096] As already explained earlier, local ports of a node
are divided into two groups: external network ports and
inter-node connection ports. According to the present
embodiment, the inter-node connection ports are divided
into control ports and forwarding ports. The nodes solely
subject their external network ports to spanning tree algo-
rithm processing when they are functioning as the logical
bridge. In this operating mode, their inter-node connection
ports are set to the “forwarding state” (the normal state of a
port in which frames can be transmitted and received on the
port) as long as their corresponding inter-node links are
working.

[0097] The nodes determine the states of logical bridge
ports and update them if necessary, each time a BPDU is
received from a user network, or each time an inter-node
control message is received from other nodes. Further, each
time the logical bridge port state database is updated, the
nodes consult their external network port mapping table
(FIG. 5) to find an entry relevant to the logical bridge port
that has been changed. By definition, the corresponding
external network port has to be a local bridge port of a
certain node. That node then updates its local port state
database with a new port state.

[0098] Referring to FIG. 7(B), an example of the forward-
ing database (5) is shown in table form. The nodes use this
table to determine on which port each received data frame
should be forwarded. More specifically, the forwarding
database maps a given MAC address onto a specific port
number for frame transmission.

[0099] The nodes consult their forwarding database on
two occasions. One is when a node learns MAC addresses
from received data frames. More specifically, a node extracts
the source MAC address from each data frame received first
time from different end stations and saves a record of that
MAC address in association with the receiving port number
(it is either of an external network port or of an inter-node
connection port). The other occasion is when a node for-
wards an incoming data frame to another node. More
specifically, a node looks up the forwarding database by
using the frame’s destination MAC address as the search
keyword. The frame is then directed to the outgoing port that
is determined from the database.

[0100] The following section gives a more detailed
description of how the first embodiment operates.

[0101] (1) Initial Setup

[0102] The network administrator builds an external net-
work port mapping table (see FIG. 5) in each node, before
starting up the entire network system. The nodes, once
started up, automatically configure their logical bridge port
parameters (FIG. 6), local port state database (FIG. 7(A)),
and forwarding database (FIG. 7(B)) during normal opera-
tions. No specific values are included in those diagrams, for
this reason.
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[0103] FIGS. 8(A), 8(B), 8(C), and 8(D) show examples
of initial setup values for an external network port mapping
table (FIG. 5) that associates external network ports with
logical bridge ports on each node. As can be seen from those
figures, external network ports P11, P21, P31, and P41 of the
frame forwarding devices 61 to 64 are mapped onto the
logical bridge ports LP1 to LP4, respectively.

[0104] FIG. 9(A) shows an example of a logical bridge
identifier, which is one of the logical bridge parameters (see
FIG. 4). As FIG. 9(A) implies, bridge identifiers, including
this logical bridge’s, are eight octets in length. The lower the
number, the higher priority the bridge owns.

[0105] FIG. 9(B) shows an example of initial setup of
logical bridge port identifiers, which are defined as part of
the logical bridge port parameters (FIG. 6). As scen, the
logical bridge port identifiers are two octets in length. The
lower the number, the higher priority the port owns. In the
example of FIG. 9(B), four logical bridge ports LP1 to LP4
are assigned different port identifiers 0x0001 to 0x0004,
respectively, and they have successively lower priorities.

[0106] FIG. 10 shows the details of the spanning tree
algorithm processor 61c and parameter tables stored therein.
As can be seen in this diagram, the spanning tree algorithm
processor 61c¢ has the following blocks and items: a param-
eter manager 61lc-1, logical bridge parameters 61c-2, four
sets of logical bridge port parameters 61c-3 to 61¢-6, and
four individual logical port state parameters 61¢-7 to 61¢c-10.

[0107] Here, the parameter manager 61c-1 maintains vari-
ous parameters listed above. The logical bridge parameters
61c-2 are what have been explained earlier in FIG. 4. The
logical bridge port parameters 61c-3 to 61c-6 are what have
been explained earlier in FIG. 6. The logical port state
parameters 61c-7 to 61¢-10 are the content of “State” field
shown in FIG. 6.

[0108] (2) Normal Operations

[0109] Briefly, the first embodiment operates as follows in
normal situations. The nodes having logical bridge ports are
ready to receive BPDUs from user networks. Upon receipt
of a BPDU, the receiving node parses it and notifies other
nodes of the received information with appropriate proto-
cols, besides configuring its own logical bridge parameters
and logical port parameters accordingly. The notification is
accomplished by broadcasting a kind of control message
over pre-established inter-node control paths. Actually, this
inter-node control message is composed of the received
BPDU itself and the receiving logical port number.

[0110] The inter-node control message mentioned above is
shown in FIG. 11. The message begins with two fields
named “Control Type” and “Receiving Logical Port Num-
ber,” which are followed by a Configuration BPDU message
in the format stipulated in the spanning tree protocol speci-
fications. Note that the BPDU part is exactly what the node
has received from a user network.

[0111] More specifically, the inter-node control message is
structured as follows. The first field “Control Type” contains
a value of zero to indicate that the present message contains
a Configuration BPDU. The next field “Receiving Logical
Port Number” shows the port number of a logical bridge port
on which the BPDU was received. “Protocol Identifier” field
is two bytes in length and contains a value of zero, indicating
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that the message complies with the standard spanning tree
protocol. “Protocol Version” field is a one-byte field with a
value of zero. “Message Type Field” is also one byte long
and has a value of zero, meaning that the message is a
Configuration BPDU. “Flags” field in the 7th octet carries
“Topology Change” flag in its bit #8 and “Topology Change
Acknowledge” flag in its bit #1.

[0112] “Root Bridge Identifier” field occupies the 8th to
15th octets in the message, containing the identifier of a
bridge that the original sender of the BPDU believes to be
the root bridge. “Root Path Cost” field in the 16th to 19th
octets indicates the total path cost from the original sender
of the BPDU to the root bridge (or the bridge believed to be
the root). “Bridge Identifier” field uses the 20th to 27th
octets to carry the bridge identifier of the original sender of
the BPDU. “Port Identifier” field occupies the 28th and 29th
octets to indicate which bridge port the original sender has
used to transmit the BPDU. “Message Age” field in the 30th
and 31st octets shows the time elapsed since the BPDU was
sent by the root bridge. “Forwarding Database Maximum
Age” field in the 32nd octet shows how long the forwarding
database can live. This time limit, applicable to the entire
bridge network, is set by the root bridge and distributed on
a BPDU to the other bridges. “Hello Time” field in the 34th
and 35th octets indicates the time between configuration
BPDU messages transmitted by the root bridge. “Forward-
ing Delay” field in the 36th and 37th octets indicates the
length of time that bridges should wait before transitioning
to a new state (i.e., from “listening” to “learning”, or from
“learning” to “forwarding™) after a topology change. This
delay is defined by the root bridge and distributed to
non-root bridges.

[0113] The protocol processor in a node periodically
exchanges Keep-Alive messages with its peer protocol pro-
cessors in other nodes, the frame structure of which is shown
in FIG. 12(A). When sending a Keep-Alive message, the
node sets its own node identifier to the “Sending Node ID”
field, generates a unique number, and enters it to the
“Message ID” field. The protocol processor sends out this
message to all inter-node control paths.

[0114] When a Keep-Alive message is received from some
other node, the protocol processor responds to it by returning
a Keep-Alive Reply message shown in FIG. 12(B). The
Keep-Alive Reply message contains the node identifier of
the responding node and the message ID of the received
Keep-Alive message. The protocol controller transmits this
reply message over the same inter-node control path that has
delivered the original Keep-Alive message.

[0115] FIG. 13 is a flowchart which explains how the first
embodiment operates in normal situations. The frame for-
warding device 61 executes the following steps.

[0116] STEP S10:

[0117] The frame forwarding device 61 receives a
frame.

[0118] STEP S11:

[0119] The frame forwarding device 61 determines
on which port the frame was received at step S10.
If it was on an external network port, the process
advances to step S12. If not, the process proceeds
to step S21.
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[0120] STEP S12:

[0121] Consulting its local port state database
(FIG. 7(A)), the frame forwarding device 61
subjects the received frame to a filtering process.
More specifically, the frame forwarding device 61
first consults its local port state database to see the
current state of the receiving port, and then it
determines whether to pass or discard the frame,
depending on that current port state as shown in
FIG. 14.

[0122] STEP S13:

[0123] The frame forwarding device 61 determines
what the received frame is. If it is a BPDU frame,
the process branches to step S23. If it is a data
frame, the process proceeds to step S14.

[0124] STEP S14:

[0125] The frame forwarding device 61 executes
an address learning process with the received
frame. That is, it extracts the source MAC address
from the received data frame and stores that MAC
address and its associated receiving port number
in the forwarding database shown in FIG. 7(B).

[0126] STEP S15:

[0127] The frame forwarding device 61 determines
in which state the receiving port is. If the receiving
port is in “forwarding” state, the process advances
to step S17. Otherwise, the process goes to step
S16.

[0128] STEP S16:

[0129] The frame forwarding device 61 discards
the received data frame and exits from the current
process.

[0130] STEP S17:

[0131] The frame forwarding device 61 invokes a
process to determine which output port to use in
forwarding the data frame. More specifically, it
searches the forwarding database by using the
frame’s destination MAC address as the search
keyword. The obtained entry indicates a relevant
output port.

[0132] STEP S18:

[0133] The frame forwarding device 61 determines
in which state the output port is. If the port is
currently in “forwarding” state, the process
advances to step S19. Otherwise, the process goes
to step S16.

[0134] STEP S19:

[0135] The frame forwarding device 61 determines
which port type the output port is. If it is an
external network port, the process advances to
step S20. If it is an inter-node connection port, the
process proceeds to step S28.

[0136] STEP S20:

[0137] The frame forwarding device 61 sends the
frame out the selected output port and exits from
the current process.
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[0138] STEP S21:

[0139] Since the frame is encapsulated, the frame
forwarding device 61 now decapsulates the frame
to extract its content.

[0140] STEP S22:

[0141] The frame forwarding device 61 sees the
content of the decapsulated frame. If it turns out to
be a “control frame” (i.e., “inter-node control
message” explained in FIG. 11), the process
advances to step S23. If it is a data frame, the
process branches to step S14.

[0142] STEP S23:

[0143] The frame forwarding device 61 is now
having an inter-node control message (see step
S22) or BPDU (see step S13), either of which
contains configuration management information
that affects the port states. In the case of an
inter-node control message, the frame forwarding
device 61 updates the logical bridge parameters
according to the “Receiving Logical Port Num-
ber” field and BPDU section of the message. In the
case it is a BPDU that arrived on an external
network port, the frame forwarding device 61
updates the logical bridge parameters according to
the BPDU, further with reference to the external
network port mapping table.

[0144] STEP S24:

[0145] Based on the logical bridge port states
updated, and consulting the external network port
mapping table, the frame forwarding device 61
updates the state of its local bridge ports associ-
ated with the logical bridge ports.

[0146] STEP S25:

[0147] The frame forwarding device 61 determines
what frame it is dealing with. If it is a BPDU, the
process goes to step S27. If it is an inter-node
control message, the process goes to step S26.

[0148] STEP S26:

[0149] If it is necessary to retransmit a BPDU, the
frame forwarding device 61 creates it from the
content of the received inter-node control mes-
sage. The process then advances to step S20 to
send out the created message.

[0150] STEP S27:

[0151] Now the frame forwarding device 61
knows it is dealing with a BPDU received on an
external network port. It then identifies which
logical bridge port the receiving external network
port corresponds to, and composes an inter-node
control message with the identified logical bridge
port number in the Receiving Logical Port Num-
ber field.

[0152] STEP S28:

[0153] The frame forwarding device 61 encapsu-
lates the inter-node control message created at step
S27. The process then advances to step S20 to
send out the message.
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[0154] Through the above steps, the frame forwarding
devices transfers received data frames to their destinations.
If the received frame is a BPDU message, or if it is a control
frame (inter-node control message) sent from some other
forwarding unit, the receiving frame forwarding device
updates its own logical bridge parameters and other related
data, as well as forwarding the BPDU or control frame to
other frame forwarding devices. This feature of the present
invention enables a telecommunications carrier to provide
bridging services for geographically dispersed user net-
works, without losing the privilege to control the topology
of their own carrier network. They can thus use their
network resources efficiently, taking advantage of the short-
est physical links available in their network facilities.

[0155] Referring now to FIGS. 15 and 16, a more specific
operation of the first embodiment will be described. FIG. 15
shows a logical view of a network system in which the frame
forwarding system of FIG. 2 is centrally placed as a logical
bridge #0 for interconnecting a plurality of LANs. More
specifically, the logical bridge #0 is coupled to LANs #1 to
#4, on which bridges #1 to #4 are placed, respectively.
Another LAN #5 is coupled to LAN #3 and LAN #4 via the
bridges #3 and #4, respectively. Further, there is a backdoor
link that extends from LAN #5 to port P2 of the bridge #2.
LANS #1 to #5 are user networks, and the logical bridge #0
is actually a carrier’s backbone network consisting of a
plurality of internal network nodes and inter-node links
discussed earlier in FIG. 2.

[0156] (1) Election of Root Bridge

[0157] The logical bridge #0 has four logical ports LP1 to
LP4, which physically belong to edge nodes inside the
logical bridge #0. Those edge nodes forward BPDUs
received from a bridge on a user network to other nodes
within the logical bridge #0. The spanning tree algorithm
processor in each receiving node reads the configuration
data in the received (or forwarded) BPDU, and updates its
own logical bridge parameter “Designated Root” with the
bridge identifier of the original sender of the BPDU. It also
evaluates the path cost of each BPDU arriving at logical
bridge ports and designates the logical bridge port that
received the lowest-cost BPDU as a root port, which is
supposed to provide the closest path to the root bridge in
terms of path costs.

[0158] In the present example of FIG. 15, the logical
bridge port LP2 on node #2 becomes the root port because
LP2 receives a BPDU from the bridge #1 that has the highest
priority (i.e., its bridge identifier “10” is the lowest of all).
The node #2 records the root bridge identifier “10” as one of
its own bridge parameters. The bridge #1°’s BPDU is also
forwarded from the node #2 to other nodes in the logical
bridge #0, allowing them to compare it with BPDUs from
other sources. Finally, all nodes recognize the bridge #1 as
the root and thus stores its bridge identifier “10” in their
bridge parameters.

[0159] (2) Selection of Designated Bridges

[0160] On its root port LP2, the logical bridge #0 listens
to configuration BPDUs that are periodically sent from the
root bridge #1. The logical bridge #0 is responsible for
forwarding those BPDUs out designated ports, after incre-
menting their path cost field value by a predefined path cost
of each port.
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[0161] Inside the logical bridge #0, the node #2 distributes
the configuration data to other internal nodes according to
the protocol of the present invention. Upon receipt of the
configuration data (originally a BPDU from root bridge),
each receiving node increments the “Root Path Cost” field
value in the BPDU by a path cost previously defined for each
logical bridge port. As FIG. 15 shows, the path cost value
is different from port to port. Each node creates and trans-
mits a BPDU with an incremented path cost value through
its responsible logical bridge port. Specifically, the node #1
sends it out the first logical bridge port LP1, and the node #3
sends it out the third logical bridge port LP3. Likewise, the
node #4 sends it out the logical bridge port LP4.

[0162] The remaining logical bridge ports LP1, L.P3, and
LP4, on the other hand, receive a BPDU from the bridges #2,
#4, and #3, respectively. Those BPDUs carry the identifier of
each sending bridge, which is: “20” for bridge #2, “30” for
bridge #3, and “18” for bridge #4. None of those bridge
identifiers is lower than the logical bridge #0’s identifier
“15,” meaning that the logical bridge #0 has a higher priority
level than the other bridges. Accordingly, the logical bridge
#0 becomes the “designated bridge” that serves all those
LANS #2, #3, and #4.

[0163] More specifically, the node #1 in the logical bridge
#0 receives a BPDU with a bridge identifier of “20” from the
bridge #2, the configuration data of which is distributed from
the node #1 to the other nodes #2 to #4. The node #1 then
compares its own logical bridge identifier “15” with the
received bridge identifier “20,” thus determining that LP1 be
the designated port of LAN #2. The spanning tree algorithm
processor records this decision in its logical bridge port
parameters. That is, the logical bridge’s bridge identifier
“15” is set to “Designated Bridge” field, and the port
identifier “01” of LP1 is set to “Designated Port” field. With
the configuration data supplied from node #1, the nodes #2,
#3, and #4 also make the same decision and set their
respective logical port parameters. Just as the node #1
handles BPDUs on LP1, the other nodes #2 to #4 will also
deal with BPDUs that they receive.

[0164] FIG. 16 shows the overall result of the above port
designation process. Here, the hatched rectangles (e.g., LP2)
represent the root port of each bridge, and the solid filled
rectangles (e.g., LP1, LP3, LP4) show the designated port of
each LAN segment. The spanning tree algorithm has
blocked the port P2 of bridge #3 since LAN #5 could be part
of a loop path, and since the port P2 of bridge #3 has a higher
root path cost than the port P2 of bridge #4. The bridge #4
thus survives the selection and is now serving as the des-
ignated bridge of LAN #5. Similarly to the above, the
spanning tree algorithm has removed a backdoor link
between the bridges #2 and #4 by forcing the port P2 of
bridge #2 into a blocked state, thereby avoiding logical
looping of network traffic.

[0165] As can be seen from the above explanation, the first
embodiment of the present invention enables all frame
forwarding devices 61 to 64 and backbone network 60
shown in FIG. 2 to behave as if they were a single bridge
device, as shown in FIG. 15. The logical bridge hides its
backbone-side ports and links from user networks, thus
preventing their BPDUs from blocking those ports.

[0166] Referring next to FIG. 17 and subsequent draw-
ings, a second embodiment of the present invention will be
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explained below. FIG. 17 shows a network system accord-
ing to the second embodiment, which involves a plurality of
frame forwarding devices 81 to 84 and a backbone network
80 interconnecting them. The first frame forwarding device
81 (node #1) has two external network ports P11 and P12
and six inter-node connection ports P13 to P18. The second
frame forwarding device 82 (node #2) has two external
network ports P21 and P22 and two inter-node connection
ports P23 and P24. The third frame forwarding device 83
(node #3) has two external network ports P31 and P32 and
two inter-node connection ports P33 and P34. The fourth
frame forwarding device 84 (node #4) has two external
network ports P41 and P42 and two inter-node connection
ports P43 and P44.

[0167] FIG. 18 shows the detailed structure of the first
frame forwarding device 81. This unit 81 has the following
functional elements: a user packet forwarding processor
81a, a packet destination table 81b, a spanning tree algo-
rithm processor 81c, an external network port manager 81d,
a BPDU sharing protocol processor 8le, an inter-node
communication processor 81f, a link monitor 81g, and ports
P11 to P18.

[0168] The user packet forwarding processor 81a receives
packets from user networks and forwards them out appro-
priate ports according to their destinations. The packet
destination table 815 is used to determine to which port each
received packet should be directed.

[0169] The spanning tree algorithm processor 81c config-
ures ports on the node, based on BPDU messages received
from the node’s own external network ports, as well as based
on the network topology configuration data received from
other nodes, so that all edge nodes serving a specific group
of external networks, together with their associated back-
bone facilities, will operate as a single logical bridge node.
The spanning tree algorithm processor 81c also issues STP
BPDUs containing network topology configuration data.

[0170] The external network port manager 81d manages
the state of every external network port on the node. The
BPDU sharing protocol processor 81e, on the other hand,
exchanges protocol messages with other nodes to provide
them with network topology configuration data contained in
BPDU messages. The inter-node communication processor
81f is responsible for practical tasks of node-to-node mes-
sage transmission and reception. The link monitor 81g
watches the condition of each link, in an attempt to detect a
connectivity problem.

[0171] The illustrated frame forwarding device 81 has
eight ports. Two external network ports P11 and P12 to
interface with external networks, while five inter-node con-
nection ports P13 to P18 to interface with other nodes on the
backbone network 80.

[0172] FIG. 19 shows a table that gives the association
between inter-node connection ports of the node #1 itself
and logical bridge ports on other nodes. This table is referred
to as the “incoming inter-node connection port mapping
table.”FIG. 20, on the other hand, shows a table that gives
the association between logical bridge ports and inter-node
connection ports on the node #1. The node #1 consults this
table to determine which inter-node connection port should
be used to forward a BPDU to another node, when it is
received on a specific logical bridge port. This table is
referred to as the “outgoing inter-node connection port
mapping table.”
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[0173] According to the second embodiment of the inven-
tion, the frame forwarding device 81 operates as follows.
When an STP BPDU is received on an external network port
P11 or P12, the BPDU sharing protocol processor 8le
extracts network topology configuration data from the
received STP BPDU and forwards that data to other nodes,
as well as sending it the spanning tree algorithm processor
81c. This is accomplished by identifying particular inter-
node connection ports associated with the receiving external
network port, and then forwarding the received STP BPDU
on those ports, with the assistance of the inter-node com-
munication processor 81f.

[0174] The outgoing inter-node connection port mapping
table of FIG. 20 aids the BPDU sharing protocol processor
81e to do the above task. More specifically, BPDUs received
on an external network port P11 (i.e., logical bridge port
LP1) are forwarded out inter-node connection ports P13,
P15, and P17. Similarly, BPDUs received on another exter-
nal network port P12 (i.e., LP2) are forwarded out inter-node
connection ports P14, P16, and P18.

[0175] The BPDU sharing protocol processor 81le passes
STP BPDUs to the spanning tree algorithm processor 81c
when they are received from its peer BPDU sharing protocol
processors on other nodes. The spanning tree algorithm
processor 81c¢ controls the external network port manager
81d, based on BPDUs received from external network ports
P11 and P12, BPDUs supplied from the BPDU sharing
protocol processor 81e, and the information about external
network ports on other nodes that are associated with
BPDU-receiving inter-node connection ports. By so doing,
all the nodes and their backbone network 80 that serve a
particular group of external networks will behave as a single
virtual bridge node in an organized way. The spanning tree
algorithm processor 81lc also creates and sends an STP
BPDU containing network topology configuration data out
the external network ports.

[0176] Referring now to the flowchart of FIG. 21, the
operation of the second embodiment will be explained in
greater detail. The frame forwarding device 81 (node #1)
executes the following steps.

[0177] STEP S70:

[0178] The frame forwarding device 81 receives a
frame on its port.

[0179] STEP S71:

[0180] The frame forwarding device 81 determines
on which port the frame was received at step S70.
If it was on an external network port, the process
advances to step S72. If it was on an inter-node
connection port, the process proceeds to step S81.

[0181] STEP S72:

[0182] Consulting its local port state database
(FIG. 7(A)), the frame forwarding device 81
subjects the frame to a filtering process. More
specifically, the frame forwarding device 81 first
consults its local port state database to see the
current state of the receiving port, and then it
determines whether to pass or discard the frame,
depending on that current port state as shown in
FIG. 14.
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[0183] STEP S73:

[0184] The frame forwarding device 81 determines
what the received frame is. If it is a BPDU frame,
the process proceeds to step S83. If it is a data
frame, the process advances to step S74.

[0185] STEP S74:

[0186] The frame forwarding device 81 executes
an address learning process with the received
frame.

[0187] That is, it extracts the source MAC address from
the received data frame and stores that MAC address and its
associated receiving port number in the forwarding database
shown in FIG. 7(B).

[0188] STEP S75:

[0189] The frame forwarding device 81 determines
in which state the receiving port is. If the receiving
port is in “forwarding” state, the process advances
to step S77. Otherwise, the process goes to step
S76.

[0190] STEP S76:

[0191] The frame forwarding device 81 discards
the received data frame and exits from the current
process.

[0192] STEP S77:

[0193] The frame forwarding device 81 invokes a
process to determine which output port to use in
forwarding the frame. More specifically, it
searches the forwarding database by using the
frame’s destination MAC address as the search
keyword. The obtained entry indicates a relevant
output port.

[0194] STEP S78:

[0195] The frame forwarding device 81 determines
in which state the output port is. If the port is
currently in “forwarding” state, the process
advances to step S79. Otherwise, the process goes
to step S76.

[0196] STEP S79:

[0197] The frame forwarding device 81 determines
which port type the output port is. If it is an
external network port, the process advances to
step S80. If it is an inter-node connection port, the
process proceeds to step S88.

[0198] STEP S80:

[0199] The frame forwarding device 81 sends the
frame out the selected output port(s) and exits
from the current process.

[0200] STEP S81:

[0201] Since the frame is encapsulated, the frame
forwarding device 81 now decapsulates the frame
to extract its content.

[0202] STEP S82:

[0203] The frame forwarding device 81 sees the
content of the decapsulated frame. If it is a BPDU
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frame, the process advances to step S83. If it is a
data frame, the process goes to step S74.

[0204] STEP S83:

[0205] The frame forwarding device 81 is now
having a BPDU frame at hand. Its receiving logi-
cal bridge port, however, is still unknown when
this step S83 has been reached from step S82. If
this is the case, the frame forwarding device 81
consults the incoming inter-node connection port
mapping table of FIG. 19 to obtain a logical
bridge port number corresponding to the receiving
inter-node connection port. The frame forwarding
device 81 then updates the logical bridge port
states with the spanning tree algorithm.

[0206] STEP S84:

[0207] Based on the logical bridge port states
updated, and consulting the external network port
mapping table, the frame forwarding device 81
updates the state of its local bridge ports associ-
ated with the logical bridge ports.

[0208] STEP S85:

[0209] The frame forwarding device 81 determines
whether the BPDU frame was received on an
inter-node connection port or on an external net-
work port. If it was received on an external
network port, the process proceeds to step S87.
Otherwise, the process advances to step S86.

[0210] STEP S86:

[0211] The frame forwarding device 81 creates a
BPDU if it is necessary to retransmit it. The
process then advances to step S80 to send out the
created message.

[0212] STEP S87:

[0213] The frame forwarding device 81 determines
on which inter-node connection ports the BPDU
should be forwarded. This is accomplished by
finding a logical bridge port number that is asso-
ciated with the external network port on which the
BPDU was received, and then retrieving relevant
inter-node connection ports from the outgoing
inter-node connection port mapping table of FIG.
20. The process then proceeds to step S88.

[0214] STEP S88:

[0215] The frame forwarding device 81 encapsu-
lates the outgoing BPDU. The process then
advances to step S80 to send it out.

[0216] As can be seen from the above explanation, the
second embodiment of the present invention enables all
frame forwarding devices 81 to 84 and backbone network 80
shown in FIG. 17 to act as a single logical bridge device in
an organized way. As in the first embodiment, the logical
bridge hides its backbone-side ports and links from user
networks, thus preventing their BPDUs from blocking those
ports. The second embodiment, however, differs from the
first embodiment in that BPDUs can be forwarded from one
node to other nodes simply by placing them on predeter-
mined ports, without the need for reformatting them into
inter-node control messages. The second embodiment real-
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izes it by providing inter-node links each corresponding to
individual logical bridge ports on other nodes as shown in
FIG. 17, and preparing the tables shown in FIGS. 19 and
20 for a node to find the association between inter-node
connection ports and logical bridge ports. This feature of the
second embodiment reduces the processing workload in
sharing data of BPDUs, thus resulting in a higher through-
put.

[0217] Referring next to FIG. 22 and subsequent draw-
ings, a third embodiment of the present invention will now
be explained below. FIG. 22 shows a network system
according to the third embodiment, which involves a plu-
rality of frame forwarding devices 101 to 104, a server 105,
and a backbone network 100 interconnecting them.

[0218] The first frame forwarding device 101 (node #1)
has two external network ports P11 and P12 and three
inter-node connection ports P13 to P15. The second frame
forwarding device 102 (node #2) has two external network
ports P21 and P22 and three inter-node connection ports P23
to P25. The third frame forwarding device 103 (node #3) has
two external network ports P31 and P32 and three inter-node
connection ports P33 to P35. The fourth frame forwarding
device 104 (node #4) has two external network ports P41
and P42 and three inter-node connection ports P43 to P45.
The server 105 has twelve inter-node connection ports P51
to P62 and manages the state of each external network port,
based on BPDUs supplied from the frame forwarding
devices 101 to 104.

[0219] FIG. 23 shows the detailed structure of the first
frame forwarding device 101. This unit 101 has the follow-
ing elements: a user packet forwarding processor 110a, a
packet destination table 101b, a port control message pro-
cessor 10c, an external network port manager 101d, a BPDU
sharing protocol processor 101e, an inter-node communica-
tion processor 101f, a link monitor 101g, and five ports P11
to P15.

[0220] The user packet forwarding processor 101a
receives packets from user networks and forwards them out
relevant ports according to their destinations. The packet
destination table 1015 is used to determine to which port
each received packet should be directed. The port control
message processor 101c parses a port control message sent
from the server 105 and notifies the external network port
manager 101d of the content. The external network port
manager 110d manages the state of every external network
port on the node.

[0221] The BPDU sharing protocol processor 101e
exchanges protocol messages with the server 105 in order to
share the network topology configuration data in received
BPDUs with other nodes. The inter-node communication
processor 101f is responsible for practical tasks of node-to-
node message transmission and reception. The link monitor
101g watches the condition of each link, in an attempt to
detect a connectivity problem. The frame forwarding device
101 has five ports including: two external network ports P11
and P12 to interface with external networks, and three
inter-node connection ports P13 to P15 to reach other nodes.

[0222] FIG. 24 gives the details of the server 105 shown
in FIG. 22. As seen, the server 105 comprises the following
elements: an inter-node communication processor 1054, a
link monitor 105, a BPDU handler 105¢, a spanning tree
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algorithm processor 1054, an external network port manager
105¢, a port control message processor 105f, and twelve
ports P51 to P62.

[0223] The inter-node communication processor 1054
transfers frames from one frame forwarding device to
another, after processing them with a predetermined algo-
rithm. The link monitor 105b watches the condition of each
link, in an attempt to detect a connectivity problem.

[0224] The BPDU handler 105¢ supplies the spanning tree
algorithm processor 1054 with frames arriving at the inter-
node communication processor 105a, as well as passing
BPDU frames from the spanning tree algorithm processor
105d to the inter-node communication processor 105a. The
external network port manager 105¢ manages the state of
each external network port on the nodes #1 to #4. The port
control message processor 105f produces a port control
message according to the port state information in the
external network port manager 105¢ and sends it out rel-
evant inter-node connection ports, so that the message be
delivered to an intended node having an external network
port that is to be configured.

[0225] The server 105 has several tables to control the
state of external network ports. For example, FIG. 25 shows
a table representing the association between inter-node
connection ports on the server 105 and logical bridge ports
on the nodes #1 to #4. FIG. 26 shows another table
representing logical bridge ports and their associated inter-
node connection ports. This table is used by the server 105
to determine which port to use when it sends a port control
message to an intended node in an attempt to change the
state of a particular logical bridge port on that node.

[0226] The following gives a more detailed description of
how the third embodiment makes the system of FIG. 22
work as a single logical bridge. In the proposed system, the
server 105 is supposed to manage the logical bridge con-
figuration, and to this end, it employs a spanning tree
algorithm processor 105d. Upon receipt of a BPDU from an
external network, the receiving node forwards it out an
inter-node connection port to the server 105. Since the
receiving inter-node connection port is known, the server
105 can identify the logical bridge port on which the BPDU
was received, consulting the table shown in FIG. 25. This
permits the external network port manager 105e to update its
database, which includes a change in the state of a specific
logical bridge port on a node. The server 105 now sends a
port control message to that node, requesting it to change its
bridge port state. The backbone network 100 functions as an
internal bus in the logical bridge, which provides paths for
transporting user-to-user data frames, node-to-node BPDUs,
and server-to-node port control messages.

[0227] Each node #1 to #4 in the logical bridge handles
incoming STP BPDUs as follows. When an STP BPDU
arrives from a user network, the receiving node sends it to
the spanning tree algorithm processor 105d in the server
105. The spanning tree algorithm processor 1054 has a
parameter manager (not shown), which updates logical
bridge port parameters corresponding to the port on which
the STP BPDU was received, as well as logical bridge
parameters. To reconfigure the logical bridge ports accord-
ing to the new parameter values, the parameter manager
further asks the port control message processor 105f to
create and send a port control message to each node whose



US 2003/0142680 Al

port(s) will be affected by the change. The port control
message processor 105f transmits such a port control mes-
sage to each relevant node through a port control path that
has been established between the server 105 and that node.
The port control message processor 101c in each receiving
node parses the message and changes the state of its own
bridge port(s) accordingly. The port control message pro-
cessor 101c¢ also updates the packet destination table 1015,
enabling or disabling entries that are related to the state
change.

[0228] Referring again to the server 105, the spanning tree
algorithm processor 105d may need to forward an incoming
BPDU to other user networks when it is received through a
BPDU transport path. If this is the case, the aforementioned
parameter manager in the server 105 places it on other
BPDU transport paths, so that the BPDU will be sent out
through the logical bridge ports other than the receiving port.

[0229] Referring to the flowcharts of FIGS. 27 and 28, the
operation of the third embodiment will be described in
greater detail below. FIG. 27 shows a process executed by
the frame forwarding device 101 (node #1), which includes
the following steps.

[0230] STEP S100:

[0231] The frame forwarding device 101 receives
a frame on its port.

[0232] STEP S101:

[0233] The frame forwarding device 101 deter-
mines on which port the frame was received at
step S100. If it was on an external network port,
the process advances to step S102. If it was on an
inter-node connection port, the process proceeds
to step S113.

[0234] STEP S102:

[0235] Consulting its local port state database
(FIG. 7(A)), the frame forwarding device 101
subjects the received frame to a filtering process.
More specifically, the frame forwarding device
101 first consults its local port state database to see
the current state of the receiving port, and then it
determines whether to pass or discard the frame,
depending on that current port state as shown in
FIG. 14.

[0236] STEP S103:

[0237] The frame forwarding device 101 deter-
mines what the received frame is. If it is a BPDU
frame, the process proceeds to step S104. Other-
wise, the process advances to step S106.

[0238] STEP S104:

[0239] The frame forwarding device 101 deter-
mines on which inter-node connection ports the
BPDU should be forwarded to the server 105. This
is accomplished by finding an inter-node connec-
tion port number(s) that is associated with the
BPDU receiving external network port.

[0240] STEP S105:

[0241] The frame forwarding device 101 encapsu-
lates the outgoing frame. The process then
advances to step S112 for forwarding.
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[0242] STEP S106:

[0243] The frame forwarding device 101 executes
an address learning process with the received
frame.

[0244] That is, it extracts the source MAC address from
the received data frame and stores that MAC address and its

associated receiving port number in the forwarding database
shown in FIG. 7(B).

[0245] STEP S107:

[0246] The frame forwarding device 101 deter-
mines in which state the receiving port is. If it is
in “forwarding” state, the process advances to step
S109. Otherwise, the process goes to step S108.

[0247] STEP S108:

[0248] The frame forwarding device 101 discards
the received data frame and exits from the current
process.

[0249] STEP S109:

[0250] The frame forwarding device 101 invokes a
process to determine which output port to use in
forwarding the data frame. More specifically, it
searches the forwarding database by using the
frame’s destination MAC address as the search
keyword. The obtained entry indicates a relevant
output port.

[0251] STEP S110:

[0252] The frame forwarding device 101 deter-
mines in which state the selected output port is. If
the port is in “forwarding” state, the process
advances to step S111. Otherwise, the process
goes to step S108.

[0253] STEP SI11:

[0254] The frame forwarding device 101 deter-
mines which port type the output port is. If it is an
external network port, the process advances to
step S112. If it is an inter-node connection port,
the process proceeds to step S105 for encapsula-
tion.

[0255] STEP S112:

[0256] The frame forwarding device 101 sends the
frame out the selected port.

[0257] STEP S113:

[0258] Since the frame is encapsulated, the frame
forwarding device 101 now decapsulates the
frame to extract its content.

[0259] STEP S114:

[0260] The frame forwarding device 101 deter-
mines whether the decapsulated frame is a data
frame. If so, the process advances to step S106. If
not, the process goes to step S115.

[0261] STEP S115:

[0262] The frame forwarding device 101 deter-
mines whether the decapsulated frame is a BPDU
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frame. If so, the process advances to step S118. If
not, the process goes to step S116.

[0263] STEP S116:

[0264] The frame forwarding device 101 is now
having a port control message. Then it updates the
state of logical bridge ports according to the
received port control message.

[0265] STEP S117:

[0266] Based on the logical bridge port states, and
consulting the external network port mapping
table, the frame forwarding device 101 updates the
state of its local bridge ports.

[0267] STEP S118:

[0268] The frame forwarding device 101 is now
having a BPDU frame to transmit. It then deter-
mines on which local bridge port the BPDU frame
should be transmitted, based on the inter-node
connection port used to receive that BPDU frame.
The process then advances to step S112 to send
out the BPDU frame out the determined port.

[0269] Referring next to the flowchart of FIG. 28, the
following will described a process executed in the server
105. This process includes the following steps:

[0270] STEP S130:

[0271] The server 105 receives a frame on one of
its inter-node connection ports.

[0272] STEP S131:

[0273] Since the frame is encapsulated, the server
105 now decapsulates the frame to extract its
content, which is a BPDU received on a logical
bridge port.

[0274] STEP S132:

[0275] Consulting the inter-node connection port
mapping table shown in FIG. 25, the server 105
finds a logical bridge port number corresponding
to the receiving inter-node connection port. It then
updates the logical bridge port states with the
spanning tree algorithm.

[0276] STEP S133:

[0277] When there is a state change in the logical
bridge ports, the server 105 has to send a port
control message to implement that change. Then it
selects an inter-node connection port for such a
message, consulting the control message port
mapping table shown in FIG. 26.

[0278] STEP S134:

[0279] The server 105 creates and sends a port
control message.

[0280] STEP S135:

[0281] The server 105 determines whether the
logical bridge has to forward the received BPDU
to other user networks. If it has to, the process
advances to step S136. Otherwise, the server 105
terminates the present process.
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[0282] STEP S136:

[0283] The server 105 creates a BPDU frame for
transmission.

[0284] STEP S137:

[0285] The server 105 determines on which ports
the BPDU should be sent. More specifically, the
server 105 directs the BPDU to all logical bridge
ports except the port that received the original
BPDU.

[0286] STEP S138:

[0287] The server 105 encapsulates the BPDU in
order to transport it over the inter-node links.

[0288] STEP S139:

[0289] The server 105 sends the encapsulated
frame out the selected ports, so that they will reach
the intended logical bridge ports.

[0290] The third embodiment of the invention enables the
system of FIG. 22 to function as a single logical bridge, as
in the first and second embodiments described earlier. Since
the logical bridge hides the internal structure of the back-
bone network 100 in handling BPDUs sent from user
networks, the individual backbone links are prevented from
being blocked as a result of such BPDUs. Compared to the
first two embodiments, the third embodiment is expected to
offer a higher performance in spanning tree algorithm pro-
cessing because it employs a dedicated server 105 to execute
tasks related to the algorithm, as opposed to the approach
where those tasks are implemented as a function of frame
forwarding devices.

[0291] Optionally in the first and second embodiments
described earlier, the nodes may exchange Keep-Alive mes-
sages at regular intervals to ensure that they can correctly
reach other nodes serving the same group of external net-
works. More specifically, the link monitor 61g in each node
periodically sends a Keep-Alive message on its inter-node
connection ports that lead to it peer nodes in the same group.
When a Keep-Alive message arrives at a node, the receiving
node responds to that message by sending back a reply
message out the same inter-node connection port. Here the
practical tasks of transmitting and receiving such Keep-
Alive messages and their reply messages are carried out by
an inter-node communication processor 61f of each node.
The sending node waits for a reply message from the
destination node, and if there was no reply in a predeter-
mined period, it would generate an alarm to indicate that the
inter-node connection path to the destination node is lost.

[0292] FIG. 29(A) shows a Keep-Alive message, and
FIG. 29(B) shows a Keep-Alive Reply message. As can be
seen from those diagrams, the two messages have the same
format, except that they carry different control type field
values. That is, their first octet, or “Control Type” field,
contains a value of 0x0001 for Keep-Alive messages and
0x0002 for Keep-Alive Reply messages. The sending node
sets either value in this “Control Type” field, depending on
which message it is sending. The second to ninth octets are
used as “Sending Bridge Identifier” field to carry a bridge
identifier indicating the sending node. The sending node fills
this field with its own bridge identifier. The tenth octet is
referred to as the “Message Identifier” field, which distin-
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guishes the present message from others. This field is
necessary because each node produces messages repetitively
at predetermined intervals. A node generates and sets a new
message identifier each time it sends a Keep-Alive message.
The receiving node, on the other hand, copies the message
identifier of the received Keep-Alive message to the “Mes-
sage Identifier” field of a Keep-Alive Reply message to be
sent back.

[0293] The above keep-alive mechanism can also be
employed in the third embodiment of the present invention.
That is, the link monitor 1055 in the server 105 periodically
sends a Keep-Alive message to the nodes that serve a
particular group of external networks, using its inter-node
connection ports corresponding to the external network
ports. Upon receipt of a Keep-Alive message on one of its
inter-node connection ports, the link monitor 101g in each
receiving node responds to the server 105, returning a reply
message out the same inter-node connection port. The link
monitor 1055 in the server 105, on the other hand, waits for
a reply message from the nodes, and if there was no reply in
a predetermined period from a particular node, it would
generate an alarm to indicate that the inter-node connection
path to that node is lost.

[0294] Just as the server 105 periodically sends Keep-
Alive messages to nodes, so do the nodes to the server 105,
using their link monitor 101g and inter-node communication
processor 101f. The link monitor 105b in the server 105
responds to each Keep-Alive message arriving on its inter-
node connection port by returning a reply message out the
same inter-node connection port. The server 105 carries out
transmission and reception of such messages with its inter-
node communication processor 1054. The link monitor 101g
in the sending node waits for a Keep-Alive Reply message
from the server 105. If there was no reply in a predetermined
period, it would generate an alarm to indicate that its
inter-node connection path to the server 105 is lost.

[0295] The first to third embodiments have been described
above with reference to their respective block diagrams. The
configurations shown in those diagrams are only examples,
and it is not intended to limit the invention to the specific
structures shown in them. While the above-described first to
third embodiments assume the use of bridges as network
devices that forward packets, the present invention should
not be limited to that kind of network devices. The present
invention is also applicable to other networks constructed
with, for example, switches. In other words, the term “frame
forwarding device” is used as a generic name throughout the
specification to refer to “bridge” or “switch” or any other
similar network devices known by those skilled in the art.

[0296] The above discussion is summarized as follows.
According to the present invention, the proposed frame
forwarding system is designed to avoid degradation of
network throughput by ensuring the use of backbone links
even when there is a backdoor link that forms a potential
loop in the network. To make this possible, it employs a
system state sharing unit in every frame forwarding device
so that the same system state information be shared among
the devices. By so doing, all the frame forwarding devices
and inter-node links will behave as a single virtual device for
forwarding frames between external networks that belong to
a particular group. A frame forwarding processor forwards
received frames according to the system state information
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shared among all the frame forwarding devices in the
system. When a given STP BPDU necessitates a change in
the system state information, a system state updating unit
updates the system state information managed in the system
state sharing unit.

[0297] In one network system, the proposed frame for-
warding system is used as an intermediary network that
connects a plurality of LAN segments together, without
forming a logical loop in the network system. This network
system has a mechanism that makes the whole intermediary
network behave as a virtual bridge device. The network
system also has a function to prevent a logical loop from
being formed on a physical loop in the network system,
while ensuring the use of logical paths on the intermediary
network.

[0298] Further, in an intermediary network that intercon-
nects a plurality of LAN segments to form a network system,
each edge network device has a function to forward an
incoming frame to other network devices on the same
intermediary network when it contains information for
detecting a physical loop on the network system and avoid-
ing loop traffic on that physical loop. The edge device also
has a function to prevent a logical loop from being formed
on the physical loop, while maintaining logical paths on the
intermediary network, based on the information contained in
the incoming frame and parameters that characterize the
intermediary network as a single virtual bridge device. Any
potential loops are thus detected and logically nullified by
the above functions.

[0299] The foregoing is considered as illustrative only of
the principles of the present invention. Further, since numer-
ous modifications and changes will readily occur to those
skilled in the art, it is not desired to limit the invention to the
exact construction and applications shown and described,
and accordingly, all suitable modifications and equivalents
may be regarded as falling within the scope of the invention
in the appended claims and their equivalents.

What is claimed is:
1. A frame forwarding system comprising:

a plurality of frame forwarding devices that transport
frames between external networks that belong to the
same group;

a plurality of links that interconnect the plurality of frame
forwarding devices;

system state sharing means, disposed in each frame for-
warding device, for sharing system state information
with other frame forwarding devices, whereby the
frame forwarding devices and the links behave as a
single virtual device for forwarding frames between the
external networks;

frame forwarding means, disposed in each frame forward-
ing device, for forwarding received frames according to
the system state information shared among all the
frame forwarding devices; and

system state updating means, disposed in each frame
forwarding device, for updating the system state infor-
mation managed in the system state sharing means
when a given STP BPDU necessitates a change in the
system state information.
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2. The frame forwarding system according to claim 1,
wherein:

the system state updating means updates the system state
information when the STP BPDU is received from one
of the external networks; and

the system state sharing means transmits the system state
information to other frame forwarding devices.
3. The frame forwarding system according to claim 1,
wherein:

the system state updating means updates the system state
information when the STP BPDU is received from one
of the external networks; and

the system state sharing means transmits the STP BPDU

to other frame forwarding devices.

4. The frame forwarding system according to claim 1,
further comprising connectivity testing means, disposed in
each frame forwarding device, for testing connectivity with
other forwarding units by sending a predefined message at
predetermined intervals and checking whether the other
frame forwarding devices respond to the predefined mes-
sage.

5. The frame forwarding system according to claim 1,
further comprising a server that manages the system state
information in a centralized manner.

6. The frame forwarding system according to claim 5,
wherein the server comprises system state updating means
for updating the system state information when there is a
change in the state of the frame forwarding system.

7. The frame forwarding system according to claim 6,
wherein the system state updating means updates the system
state information according to the STP BPDU.

8. The frame forwarding system according to claim 5,
wherein the server further comprises connectivity testing
means for testing connectivity between the server and the
frame forwarding devices by sending a predefined message
at predetermined intervals and checking whether the frame
forwarding devices respond to the predefined message.

9. The frame forwarding system according to claim 1,
wherein the system state information includes port param-
eters, bridge parameters, and port state parameters.
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10. A frame forwarding device for use as a node in a frame
forwarding system which has a plurality of nodes and links
to transport frames between external networks that belong to
the same group, comprising:

system state sharing means for sharing system state
information with other nodes in the frame forwarding
system, whereby the nodes and links behave as a single
virtual device for forwarding frames between the exter-
nal networks; and

frame forwarding means for forwarding received frames
according to the system state information shared among
all the nodes in the frame forwarding system.

11. A network system, comprising:

a plurality of LAN segments;

an intermediary network interconnecting the LAN seg-
ments;

virtual bridging means for making the intermediary net-
work work as a single bridge device; and

loop preventing means for preventing a logical loop from
being formed on a physical loop in the network system,
while ensuring use of logical paths on the intermediary
network.
12. An edge network device on an intermediary network
that interconnects a plurality of LAN segments to form a
network system, comprising:

frame forwarding means for forwarding an incoming
frame to other network devices on the intermediary
network, when the incoming frame contains informa-
tion for detecting a physical loop on the network
system and avoiding loop traffic on the physical loop;
and

loop preventing means for preventing a logical loop from
being formed on the physical loop, while maintaining
logical paths on the intermediary network, based on the
information contained in the incoming frame and
parameters that characterize the intermediary network
as a single virtual bridge device.
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