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DIFFERENCES IN HIERARCHICAL LEVELS OF INFORMATION TECHNOLOGY
WORKFLOWS

BACKGROUND

00011  An information technology (IT) environment may be managed in varicus ways.
in some examples, the IT environment may be managed by creating an IT workflow to
accomplish tasks of a process in the IT environment.

BRIEF DESCRIPTION

[0002] Some examples are described with respect to the following figures:

(0003} FIG. 1 is a block diagram illustrating a non-transitory computer readabie
storage medium according {o some examples.

[0004] FIGS. 2 and 4 are block diagrams illustrating systems according to some
examples.

[0008] FIG. 5is a diagram illustrating hierarchical levels of an IT workflow according o
some examples.

[0006] FIGS. 6 and 7 are screenshots displaying 1T workflow data according to some
examples.

[0007] FIGS. 3 and 8 are flow diagrams illustrating methods according {o some
examples.

DETAILED DESCRIPTION

00087  The following terminology is understood to mean the following when recited by

FX N1

the specification or the claims. The singular forms "a,” “an,” and “the” mean “one or more.”
The terms “including” and "having” are intended to have the same inclusive meaning as
the term “comprising.”

00091  An 1T workflow may be defined in 1T workflow data, which provides a
representation of a state machine that includes information on valid states (e.q. aclions
in an iT process) and how to transition between those stales {e.g. relationships between
the actions). The IT workflow may operate on an underlying system, such as an IT
environment.

(00101 1T workflows may be classified into workflow types, which are based on the

type of IT process {o be execuled in the IT workflow. For example, a workflow type may
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define which IT offering the IT workflow may implement. Example iT offerings include
requests for IT service, requests for IT support, and requests for IT change. Other types
of IT offerings may aiso be provided by IT workflows within the context of an T
management system, such as an information technology operations management (ITOM)
system or an information technology service management (ITSM) system.

00111 Each of the IT workflow data, based on its workflow type, may include 1T
workflow logic {o implement its associaled IT offering. In some examples, each state and
transition of the IT workflow data may inciude IT workflow logic {0 run when in the state
or transition. IT workflow iogic may include a rule or an ordered list of rules to run when in
the state or transition.

00121 In some examples, the ordered list of rules may be classified into different
hierarchical levels of an 1T workflow. For example, the first level may be the IT workflow as
a whole, the second level may include processes within the IT workflow, the third level may
include melaphases within the processes, and the fourth level may include phases within
the metaphases. £ach of these levels may include rules from the ordered list of rules.
00131  In some examples, IT workflow data representing model IT workflows may be
provided, e.g. by a vendor along with IT management application. A model IT workflow
may be a predetermined out-of-the-box IT workflow of a particular workflow type. Model
iT workflows may implement any of the example T offerings described earlier. For
example, model IT workflow data for IT service requests may be provided.

00141  In some examples, because some model IT workflows may be associated with
broad or generic workflow types, users may wish o create a user-customized T workflow
data. In some examples, a user may create a user-cusiomized IT workflow datg, for example
by modifying model 1T workflow data. For example, model IT workflow data may be
medified to comply with particular infrastructure requirements such as specification
requirements for hardware components, and/or prior authorizations for hardware
purchases, among others. In some examples, a user may add or delete IT workflow logic
blocks, which may include at least one rule, into or from states and/or transitions in the {T
workflow data.

(00151  In an example, an upgraded [T management application may be provided with

new model IT workflow data relative those provided with a previous version of the [T
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management application. A user may attempt to migrate the user-customized T workflow
data used with the previous version of the IT management application so that they can be
used with the upgraded T management application. However, the user-cusiomized T
workflow data may be similar to the new mode!l IT workflow data provided with the upgraded
T management application. Understanding the differences in the workflow elements
(including their rules) in the various hierarchical levels between the user-customized T
workflow and the model IT workilow may be difficult.

[0018]  Accordingly, the present disclosure provides examples in which differences may
be determined for corresponding workflow elements {including their rules) in user-
customized I'T workflow data and model [T workiflow data across different hierarchical levels.
These differences may then be displayed in a hierarchical format, so that a number of
differences between the user-customized T workflow and the model IT workilow within each
workflow element of each hierarchical level (e.g. global workfiow, processes, metaphases,
phases, and transitions) may be viewed by a user. In some examples, using this display,
the user may make changes o the user-customized T workflow data based on the model
iT workflow data.

60177 FIG. 1 is a block diagram illustrating a non-transitory computer readabie
storage medium 10 according {o some examples. The non-transitory computer readable
storage medium 10 may include instructions 12 executable by a processor to determine
a first difference across respective first and second workflow elements in a first hierarchical
level of respective first and second IT workflow data. The non-transitory computer readable
storage medium 10 may include instructions 14 executable by a processor {0 delermine
a second difference across respective third and fourth workflow slements in a second
hierarchical level of the respeclive first and second IT workflow data. The non-transifory
computer readable storage medium 10 may include instructions 16 executable by a
processor to generate a display representing the first and second differences.

[0018] FIG. 2is a block diagram illustrating a system 20 according to some examples.
The system 20 may include a processor 22 and a memory 24. The memory 24 may
inciude instructions 26 executable by the processor {o, for each of a plurality of hierarchical
levels across a first [T workflow and a second 1T workflow, determine a difference between

a first workflow slement or a first rule in the hisrarchical levs! of the first 1T workflow and a
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second workflow element or a second rule in the hierarchical level of the second IT workflow.
The memory 24 may include instructions 28 executable by the processor to, based on the
determined differences, generate a display indicating a number of the differences between
the first and the second T workflows in each of the plurality of hierarchical levels.

(00191  FIG. 3is a flow diagram illusirating a method 30 according to some examples.
The following may be performed by a processor. At 32, a first rule difference may be
determined between a first rule in a first workfiow element of user-customized 1T workfiow
data and a second rule in a second workflow element of model T workflow data, the first
and the second workflow element in a first hierarchical level. At 34, a second rule difference
may be determined between a third rule in a third workflow element of the user-customized
iT workflow data and a fourth rule in a fourth workflow element of the model IT workflow
data, the third and the fourth workflow element in a8 second hisrarchical level. Al 36, the first
and the second rule differences may be hierarchically displayed. A hierarchical display is a
display where differences are displayed in & manner indicating that a second difference
I8 in a hierarchical level that is lower than the hierarchical level in which the first difference
is found. For example, the second difference may be displayed in a nested manner
relative {o the first difference.

(00207 FIG. 4 is a block diagram illustrating a system 100 according to some examplas.
The system 100 includes a workflow difference system 102, The workflow difference system
102 may include an 1T workflow receiver 104, difference analyzer 106, difference displayer
112, and workflow selector 112, The difference analyzer 106 may include workflow element
difference analyzer 108 and rule difference determiner 110. In various examples, addiional
elements may be added and/or some of the elements described above may be omitted.
00211 In some examples, these components of the workflow difference system 102
may be implemented as a computing system including a processor, a memory such as
non-transitory computer readable medium coupled {o the processor, and instructions
such as software and/or firmware storad in the non-transiiory computer-readable storage
medium. The instructions may be executable by the processor to perform processes defined
herein. In some examples, the components may include hardware features to perform

processes described herein, such as a logical circuit, application specific integrated circuit,
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gtc. In some examples, mulliple components may be implemented using the same
computing system features or hardware.

(00221 In some examples, the workfiow difference system 102 may support direct user
interaction. For example, the workflow difference system 102 may include user input
device 114, such as a keyboard, touchpad, buttons, keypad, dials, mouse, track-ball, card
reader, or other input devices. Additionally, the workflow difference system 102 may
include output device 116 such as a liquid crystal display (LCD), videc monitor, fouch
screen display, a light-emitting diode (LED), or other output devices. The output devices
may be responsive to instructions {o display textual information or graphical data. The
output device 116 may include a viewing area (o allow a user {o view the user customized
iT workflow data and the model IT workflow data.

(00231  Insome examples, the IT workflow receiver 104 {e.g. an application programming
interface (AP1), such as the REST AP, of the workfiow difference system 102) may receive,
through a communication interface, IT workflow data 126 representing a user-customized
iT workflow and T workflow data 128 representing a model! [T workflow from a data source
via a communication network. The data source may be an T management application
running on a computing device in the workflow difference system 102, such as a serverina
data center, a personal computer, or the like. In other examples, the {T management
application may and the workflow difference system 102 may be included in the same
computing device or system. As discussed earlier, the IT workflow data 128 representing
the model [T workflow may be provided with the IT management application by a vendor,
whereas the 1T workflow data 126 representing the user-customized IT workflow may be
created by a user for use with the IT management application. In some examples, the user
may generate the IT workflow data 126 using the IT management application.

(08247 Lach of the IT workflow data 126 and 128 may include IT workflow logic to
impiement its respective associated IT offering. As discussed earlier, in some examples,
some or each of the states and transitions of each of the IT workflow data 126 and 128
may include IT workfiow logic to run when in the state or transition. T workflow logic may
include a rule or an ordered list of rules to run when in the state or transition. T workflow

logic may include instructions, such as data structures or functions, which produce a part
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of an IT workflow. As shown in FIG. 4, the [T workflow data 126 may include rule 130 and
metadata 134, and the T workflow dala 128 may include rule 132 and metadata 136.
(00251 In some examples, the rules may written in various compuler languages,
inciuding combinations of different computer languages. A computer language is
understood herein to be any language for communicating instructions on a computer. In
some examples, some rules may include non-scripted declarative language, which is a
computer language other than a scripted language and is descriptive in naiure. For
example, a non-scripted declarative rule may read “If a request is made for a new device,
then the request must be approved by a manager.” In some examples, rules may be
written in a general-purpose language (GPL), which is a computer language that is
applicable across domains, and may lack specialized features for a particuiar domain. in
some examples, the rules may be written in a domain-specific language (DSL) which is a
computer language that is suilable for a particular domain, such as for usage with the [T
management application.

(00261 Rules are defined herein {o include condition clauses and action clauses. A
condition clause includes at least one logical condition {0 be satisfied, and an action
clause includes at least one aclion {o be performed in response o the condition being
satisfied. Each of the condition clauses and action clauses may include sequences of
segments drawn from several categories, including but not limited o (1) conditional
expressions, which represent logical conditions to be safisfied (2.g. in a DSL);, (2)
coniunctions, such as “and’, “or’, "xor", “if", etc.; (3) parameters, such as a variable {e.g.
written as a string), a value to which the variable is to be set (e.g. in a DSL), a map
parameter, and a list parameter, (4) prepositions, such as "to”, efc.; and (8) actions, such as
‘sel’.

[00277 FIG. 5is a diagram illusirating hierarchical levels of an IT workflow 200 according
to some examples. The IT workflow may represent the structure of iT workflows represented
by each of the IT workflow data 126 and 128. The hierarchical levels may include workflow
glements including a global workflow 202, processes 204a-b, metaphases 206a-d,
phases 208a-m, and transitions 210a-p.

(00281 The first level (e.g. top level) may include the global workflow 202, which may

span the entire [T workflow. The second level may include processes 204a-b within the
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global workfiow 202, The third level may include metaphases 208a-b within each process
204a and metaphases 206¢-d in process 204b. The fourth level {e.g. the bottom level)
may include phases 208a-c within metaphase 206a, phases 208d-f within metaphase
206b, phases 208g- within metaphase 206¢, and phases 208k-m within metaphase 206d.
The fourth level may also include transitions 210a-p between phases 208a-p, which may
indicate conneclivity between phases 208a-p (e.g. unconnected phases may not
fransition directly between each other). In some examples, greater or fewer levels and/or
workflow elements within the levels may be provided.

(006297 Each of the workilow elements (global workflow 202, processes Z04a-b,
metaphases 206a-d, phases 208a-m, and fransitions 210a-p) of each of the hierarchical
levels may comtain rules. The execution flow of the IT workflow 200 may begin at phase
208a. In some examples, the rules may then be execuled according to the following rules.
The current phase may be executed, after which the rules of the metaphase in which the
current phase is in may be executed, after which the rules of the process in which the
metaphase (in which the current phase is in) is in may be executed, after which the rules
of the global workflow 202 may be executed. Based on an action performed by these
rules, a transition leading from the current phase {0 a subsequent phase may be selected.
if multiple transitions lead from the current phase 1o the subseguent phase, then one of
the transitions may be selected based on the action. In some examples, the rules in the
selected transition may be executed. Then, the rules in the subsequent phase may be
executed, followed by rules in its metaphase and process, and in the giobal workflow 202,
The process may continue. An example execution flow of rules is shown in Table 1.
Although rules in the first 14 workflow elements are shown, the execution may continue

through additional workflow elements.
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Table 1: Exampile Execution Flow of IT Workflow 200

1 Rules in Phase 208a 8 Rules in Process 204a

2 Rules in Metaphase 2063 9 Rules in Global Workflow 202
3 Rules in Process 204a 10 | Rules in Transition 210b

4 Rules in Global Workflow 202 11 | Rules in Phase 208d

5 Rules in Transition 210a 12 | Rules in Metaphase 206b

& Rules in Phase 208c¢ 13 | Rules in Process 204a

7 Rules in Metaphase 206a 14 | Rules in Gilobal Workflow 202

(00301  In some examples, the rules executed in the IT workflow may differ depending
on an “event”, which is understood herein to refer to an event or state occurring in the
underlying system (e.q. an iT environment) on which the IT workflow operates. Therefore,
in some examples, each rule in each workflow element of each level may be associated
with an event from a plurality of events associated with the [T workflow. For example, if
the IT workilow 200, two of the events associated with the IT workflow 200 may be “Before
Change” and "After Change” (e.q. referring a change in a parameter of the underlying
gystem on which the [T workflow is {o operate). Therefore, in the example of Table 1,
each of the rules may be associated with “Before Change”. A different set of rules
corresponding to the same workflow elements may be associated with “After Change”.

[0031] Turning back to FIG. 4, in an example, Table 2 depicts the rule 130 in the IT
workflow data 126 representing the model IT workflow, and Table 3 depicts the rule 132
in the IT workflow data 128 representing the user-customized IT workflow. Each of the iT
workflow data 128 and 128 may include additional rules relative to respective rules 130
and 132 such that they each inciude an ordered list of rules for each of the workflow

elements in each of the levels in the IT workflow data 126 and 128.
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Table 2: Rule 130 in IT Workflow Data 128 Representing Model iT
Workflow

if S{current_update. Solution.IsChanged and {current_update Solution. NewValue ==

‘NoSuchSolution’ or entity. Category == ‘Category?’ || entity. Category == ‘Category1'}}

Set Solution to ${current_update. Solution. OldValue}

Tabile 3: Rule 132 in IT Workflow Data 128 Representing User-Customized IT
Workflow

i ${current_update. Solution.IsChanged && (current_update Solution NewValue ==

‘NoSuchSolution’ || entity. Category == ‘Category 1)}
Set Solution to ${current_update Solution. OldValus}

[0032] The example rule 130 states that (1) if a Solution parameter has been changed,
and (2) if the changed value of the Solution is "no solution” or if the parameter associated
with the T environment (i.e. entity category) on which the {T workflow runs is of afirst or
second value; then the Solution parameter is to be set {o its previous value (the value i
had before being changed). The example rule 132 states that (1) if a Solution parameter
has been changed, and (2} if the changed value of the Solution is "no solution” or if
parameter associated with the 1T environment (i.e. entily category) on which the iT
workflow runs is of a first value,; then the Solution parameter is to be set {0 its previous
value {the value it had before being changed).

[0033]  As discussed earlier, the IT workflow data 126 and 128 may include respective
metadata 134 and 136, which may parse segments of the respective rules 130 and 132,
and specify the category of each segment. Example parsing and categorization of each
segment of the rules 130 and 132 provided by the metadata 134 and 136 are shown in
Tables 4 and 5.
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Table 4: Rude 130 and Associated Mstadata 134

Metadata 134

Rule 130

Conjunction

i

Conditional expression (in DSL)

${current_update Solution.isChanged

Conjunction

and

current_update. Solution NewValue

Condition | Conditional expression (in DSL) = ‘NoSuchSolution
clause
Conjunction or
Conditional expression (in DSL) entity. Category == ‘Category?’
Conjunction i
Conditional expression (in DSL) entity. Category == ‘Categoryt’
Action Set
Action Parameter (string) Solution
Clause Preposition to
Parameter (in DSL) ${current_update Solution. CldValue}
Table 5: Rule 132 and Associated Metadata 136
Metadata 138 Rule 132
Conjunction i
Conditional expression (in DSL) | ${current_update Solution.isChanged
- Conjunction &&
Condition :
clause Conditional expression (in DSL) curreﬂt_;u:g%g{jtg.ic;fgﬁz@gﬁwVaiue
Cenjunction i
Conditional expression (in DSL) entity. Category == ‘Categoryt’
Action Set
Action Parameter (string) Solution
Clause Preposition to
Parameter (in DSL) Set

10




WO 2017/146731 PCT/US2016/019831

(00341 In the examples of Tables 2-5, map and list parameiers are not shown. A map
parameter includes {e.q. after the action "Set”) a variable and a value to which the variable
i5 {0 be set, and e.g. separated by a separator such as a colon. The map parameter may
include several pairs of variables and values. The map parameter may be part of an aclion
clause. An example map parameter is “Set ExpertAssignee: ${entity AssignedPerson}
CurrentAssignment: ExpertGroup”. A list parameter includes (e.g after the action
“Validate”) a variable and a list of values. The list parameter may be part of an action
clause. Anexampile list parameter is “Validate that Current Assignment is in Service Desk,
Expert Group, or Incident”. In this example, the variable “Current Assignment” is checked
to see if it has a value from the list of values “Service Desl”, “Expert Group”, or “incident”.
[0035] FiG. © is a screenshot 300 displaying IT workflow data according to some
examples. In this example, the screenshot 300 shows representations of the IT workflow
data, which may be the user customized IT workflow data 126 or the model IT workflow
data 128. The screenshot 300 may be displayed by the output device 116.

(00361  As discussed earlier, IT workflow data may include workflow elements across
hierarchical levels, and the rules within each workflow element may be associated with
an event. In FiIG. 8, each of the workflow siements in these hierarchical levels are
viewable and selectable in a collapsible nested drop down menu 302. In the first
hierarchical level, the global workflow 304 is “*Change” which represents an IT change
process. In the second hierarchical level, the processes 306 are “Emergency”, “Normal”
and “Standard”. In this example, ‘Emergency” and “Standard” are collapsed such that
their metaphases and phases are not viewable, but "Normal” is expanded. In the third
hierarchical level, within the “Normal” process, the metaphases 308 are “Classification”,
‘Planning”, “Deployment”, “Validation”, and “Done”. In this example, “Planning’,
‘Deployment”, “Validation”, and "Done” are collapsed such that their melaphases and
phases are not viewable, but "Classification” is expanded. In the fourth hierarchical level,
the phases 310 are “Log” and "Evaluate”. In this example, "Evaluate” is collapsed such
that transitions associated with the "Evaluate” phase are not viewable, but “Log’ is
expandead. As the phase “Log” is expanded, any transitions 312 involving the phase 310
may be shown. In this example, the iransition 312 between the “Log” and “Evaluate”

phases is shown.

11
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(00371  InFIG. 8, each of the workflow elements are shown with a number adjacent o
the workflow element name. Each number may represent a number of rules within that
the associated workflow element. For example, the "Normal” process 306 includes 1
business rule, as shown.

[0038] InFIG. 6, the process 306 “Normal” has been selected by a user with a highlight
tool 314 such that its metaphases 308, phases 310, and transitions 312 are graphically
viewable as a flowchart 316. As shown, the connectivity between different phases 310
via transitions 312 is shown. The scroll bar 318 may be used {o scroll to see additional
portions of the process 306 “Normal” that are not shown in FIG. 6.

(00391  In some examples, events 320 associated with the IT workflow may be displayed
as well, and the associated number of rules associated with event for a particuiar workflow
element on the hierarchical levels may be displayed. In the example of FIG. 6, 12 events
are shown. Additionally, in FIG. 6, because the “Normal” process 306 is selected, the
number of rules in the *Normal” process 306 that are associated with each of the events is
shown. In this example, 1 rule is associated with the “After Change” event 320, and no rules
are associated with other evenis 320.

[0040] Tuming back to FIG. 4, the difference analyzer 106 may identify differences
between the user-customized IT workflow data 126 and the model IT workflow data 128.
The difference analyzer 106 may perform these processes using its workflow element
difference analyzer 108 and its rule difference determiner 110.

08411  In some examples, the workflow element difference analyzer 108 may identify
differences between workflow elements in the hierarchical levels of the IT workflows.
00427 In some examples, the workflow element difference analyzer 108 may
determine whether there are any differences in the respective global workflows (in the
first hieragrchical level) of the user-cusiomized 1T workfiow data 126 and the model 1T
workflow data 128, for example based on metadata associated with the global workflows
such as IDs (e.g. names) of the global workflows. For example, if one global workflow is
a “Change” global workflow whereas the other global workflow is a “Service” global
workflow, then the workflow element difference analyzer 108 may determine that the
giobal workflows are different. In this case, the workflow element difference analyzer 108

may not perform any other analysis as the IT workflows as a whole may be different, and

12
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therefore the rule difference delerminer 110 may, in some exampiles, not determine
differences for rule pairs in the T workflow data. If the workflow element difference
analyzer 108 determines that the global workflows are a maich, then the processes within
the matching global workflows may be marked for similar analysis by the workflow
glement difference analyzer 108, and the rules within the matching global workfiows may
be marked for rule difference determinations.

(00431 In some examples, upon determining thai the respective global workflows
maich, the workflow element difference analyzer 108 may determine whether there are
any differences in the respective processes (in the second hierarchical level) of the user-
customized IT workflow data 126 and the model IT workflow data 128, for example based
on metadata associated with the processes such as 1Ds (e.g. names) of the processes.
if the workflow element difference analyzer 108 determines that any processes are a
match, then metaphases within the maiching processes may be marked for similar
analysis by the workflow element difference analyzer 108, and the rules within the
matching processes may be marked for rule difference determinations.

00447 In some examples, upon determining that any processes across the user-
customized IT workflow data 126 and the model IT workflow data 128 maich, the workflow
element difference analyzer 108 may determine whether there are any differences in the
respective metaphases (in the third hierarchical level} of the user-customized 1T workflow
data 126 and the model IT workflow data 128, for example based on metadata associated
with the metaphases such as [Ds (e.g. names) of the metaphases. if the workflow element
difference analyzer 108 determines that any metaphases are a maich, then phases and
transitions within the malching processes may be marked for similar analysis by the
workflow element difference analyzer 108, and the rules within the maiching metaphases
may be marked for rule difference determinations.

(00451  In some examples, upon determining that any metlaphases across the user-
customized IT workflow data 126 and the modsl IT workflow data 128 match, the workflow
glement difference analyzer 108 may determine whether there are any differences in the
respective phases and transitions (in the fourth hierarchical level) of the user-customized
iT workflow data 126 and the mode! T workflow data 128, for example based on metadata

associated with the phases and transitions such as IDs {e.g. names) of the phases and
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transitions. For the transitions, conneclivity between the same phases may be checked
to determine whether the transitions match. If the workflow element difference analyzer
108 determines that any phases andfor transitions are a match, then the rules within the
maiching phases andfor matching transitions may be marked for rule difference
determinations.

(00481 In some examples, the rule difference determiner 110 may determine a rule
difference between ordered lists of rules within maiching workflow elemenis (e.g.
maiching global workflows, processes, metaphases, phases, and transitions) across the
iT workfiow data 126 and 128, for example within the workflow elements marked for rule
difference determination by the workflow element different analyzer 108. A “rule
difference” is a difference determination between any two sets of rules, wherein gach of
the setincludes one rule or multiple rules. For example, for each set of matching workfiow
glements, the rule difference determiner 110 may determine the Levenshiein distance
between a first ordered list of rules (e.g. including rule 130) in the workflow element of
user-customized T workflow data 126 and a second ordered list of rules (e.¢. including
rule 132). The Levenshiein distance belween two texis is defined herein as the minimum
number of single characier edils (e.g. insertions, deletions, and/or substifutions) o
transform between the texis. In some examples, the rule difference determiner 110 may
normalize the determined Levenshiein distance o a value between 0 {complelely
different, e.qg. if every character in the first ordered list is changed {o transform o the
second ordered list) and 1 (identical, e.g. if no characters are transformed). In some
gxamples, measures other than Levenshiein distance may be used for rule difference
determination, for exampile Dice coefficients. Thus, the rule difference determiner 110
may determine that a rule difference exists if the Levenshtein distance indicates that the
lists of rules in the matching workflow elements are not identical.

(00471  In some examples, the rule difference determiner 110 may also determine
whether rules in the ordered lists are added, deleted, or moved relative to each other. To
identify individual rules in the ordered lists of rules, the rule difference determiner 110
may analyze metadata {e.g. meladata 134 and 136) of the rules in the ordered lists. For

gxample, IDs in the metadata may indicate parsing of the ordered lists of rules into
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individual rules. In some examples, certain segments of text in each of the rules may be
treated as [Ds o identify individual rules.

(00481 Then, for each set of maiching workflow elements, using the 1Ds, the rule
difference determiner 110 may determine whether the first ordered list of rules includes
rules that the second ordered list of rules does not {e.g. the first ordered list includes 4
rules ordered as A1, B1, C1, and D1 and the second ordered list includes 3 rules ordered
as A2, B2, and CZ2, indicating an added rule in the first ordered list), whether the second
ordered list of rules includes rules that the first ordered list does not (e.g. the first ordered
list includes 3 rules ordered as At, B1, and C1 and the second ordered list includes 3
rules ordered as A2, B2, C2, and D2, indicating a removed rule in the first ordered list),
and whether the same rule appears in a different location in the first ordered list relative
to in the second ordered list (e.g. the first ordered list includes 4 rules ordered as A1, B1,
C1, B1 and the second ordered list includes 4 rules ordered as A2, B2, B2, and C2,
indicating two moved rules). Thus, the determinations of any rule additions, deletions,
and moves may each be counted as rule differences.

(00491 In some exampies, the rule difference determiner 110 may also determine a
respective rule difference between individual rules (e.¢. rule 130 and 132) with malching
iDs across the matching workflow elements in the T workflow data 126 and 128. That is,
for each set of maiching workflow elements, rule differences may be determined for each
rule pair (e.g. a pair of rules having the same ID as discussed earlier) across the IT
workflow data 126 and 128. In some examples, these individual rule differences may be
differences between the entire rules 130 and 132. In some examples, the differences may
be between respective portions of the rules 130 and 132 {(and not the entire rules 130 and
132). In some examples, the respective portions may comprise segments {e.g. all texts,
condition clauses, action clauses, DSL texts, strings, parameters, conditional
gxpressions, conjunctions, actions, other segments, and/or combinations thereof) in the
condition clauses. Thus, the rule difference determiner 110 may determine that a rule
difference exists if the two rules in a rule pair are not identical.

[00507  Therefore, the rule difference determiner 110 may determine a number of rule
differences between the IT workflows. In particular, the rule difference determiner 110

may, for each set of matched workflow elements across the IT workfiow data 126 and
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128, sum the number of rule differences. The number of rule differences may be a sum
of any combination of the following: (1) one rule difference is added for each case where
a first ordered list in a workflow element i3 not identical to a second ordered list in a
matching workflow element; (2) one rule difference is added for each case where the
same rule is moved to a different location in a first ordered list in a workflow element
relative to in a second ordered list in a maiching workflow element; {(3) one rule difference
is added for each rule that is present in one IT workflow element but not in the matching
workflow element (e.q. additions and deletions); and (4} one rule difference is added for
gach set of individual rules with matching 1Ds that are not identical in matching rules in
maiching workflow elements. In some examples, different rule difference values may be
provided for each of these faclors, e.g. a first rule difference for ordered lists in matching
workflow elements being different, a second rule difference each moved rule, a third rule
difference for each added rule, a fourth rule difference for each deleted rule, and a fifth
rule difference for rule pairs (e.g. individual rules with maitching [Ds across malching
workflow elements) that are different, and additional rule differences for rule pairs in which
a specific property is modified in one rule relative {o the other (e.g. condition clauses,
action clauses, DSL texis, strings, parameters, conditional expressions, conjunctions,
actions, etc.)

(00511  In some examples, in addition to rule differences, the workflow element
differences determined by the workflow element difference analyzer 108 may also be
summed into a total number of “differences”. In examples, these total number of
differences may then be displayed, as will be discussed, or the total rule differences,
specific types of rule differences, or workflow element differences may be individually
displayed.

[0052] FIG. 7 is a screenshot 400 displaying 1T workflow data according {o some
gxamples. in this example, the screenshot 300 shows representations of the IT workflow
data 126 and the model IT workflow data 128. The screenshot 300 may be displayed by
the oulput device 116. FIG. 7 additionally displays a coliapsible nested drop down menu
402 that includes the same workflow elements as the collapsible drop down menu 302 of
FIG. 6. In this example, both the [T workflow data 126 and the IT workflow data 128 may

contain all of the same workflow elements as each other, therefore the collapsible nested
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drop down menu may coniain the same workflow elements in the same structure.
However, in other examples, the IT workflow data 126 and 128 may contain some similar
workflow elements and some different workflow elemenis. Similar to FIG. 6, each of the
workflow elements are shown with a number adjacent to the workflow element name.
Each number may represent a number of rules within that the associated workflow
element. For example, the "Normal” process includes 1 business rule, as shown.

[0083] However, FIG. 7 may addilionally include, to the right of the numbers
representing the number of rules within the workflow elements, difference numbers 404
reprasenting the number of differences (determined by the difference analyzer 106) within
each set of matched workflow elements. In FIG. 7, the “Normal” process has been
selected by a user with a highlight tool such that the one rule 130 within the “Normal”
process of the user-customized 1T workflow data 126 appears in the viewing area 406
and the one rule 132 within the "Normal” process of the model IT workflow data 128
appears in the viewing area 408. As shown, the rules 130 and 132 each may be
associated with the “After change” event, and no rules may be associated with other
events. in this example, the difference analyzer 106 may determine that the rules 130 and
132 as a whole are different {e.g. because rule 130 contains “entity. Category ==
‘Category?’ whereas rule 132 does not), and therefore may determine that one difference
exists in the "Normal” process, and may display a rule difference number 404
representing one difference next to the "Normal” process within the menu 402, in other
examples, other rule difference determinations may be made, for example multiple rule
differences if a single rule pair contains multipie differences in different segments, or if
rules have been moved, as discussed earlier. In other examples, if phases and transitions
within the “Normal” process contain differences, those additional differences may be
included in the difference number 404.

[0084] Therefore, 86 rule differences may be present in the “Change” global workflow,
1 rule difference may be present in each of the “Emergency” and "Normal” processes and
the “Planning” and “Deployment” metaphases, and 2 rule differences may be present in
each of the "Done” metaphase and the "Standard” process. In this way, rule differences
may be viewed hierarchically so that a user may drili down {0 determine the location of

rule differences within the T workflow data 126 and 128.
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(005851 In some examples, the difference numbers 404 may be displayed in an
aggregated manner across multiple workflow elements. For example, the difference
number 404 associated with "Change” global workflow may indicate the number of rule
differences across the entire T workflows 126 and 128 {including all workflow elements
in all of the hierarchical levels). Additionally, workflow elements in a given hierarchical
level may have a difference number 404 indicating a number of differences within all
associated workflow elements contained in associated lower hierarchical levels. For
example, for the "“Normal” process, the difference number 404 may include the number
of differences in the “Normal” process, plus the number of differences in the
“‘Classification”, “Planning’, “Deployment”, “Validation”, and "Done” metaphases, the
number of rule differences in phases within these metaphases, and the number of
differences in transitions connected {0 these phases.

(00561 In some examples, rather than displaying difference numbers 404, a different
type of element (e.g. a graphical element) may be displayed indicating a number of rule
differences, such as geometric object scaled to the size associated with (2.q.
proportionate to) the number of rule differences.

(60571 In some examples, the workflow selector 112 may, through the oulput device
116 of the workflow difference system 102, provide a user interface indicating that a user
has an option 1o select the rule 132 in the model IT workflow data 128 for usage by a user
(rather than the rule 130 in the user-customized IT workflow data 128) in response {o the
rule 130 having a difference relative to the rule 132, Thus, the rule 132 may be causedto
be seleciable (e.g. by a user or automatically) o manage the IT environment. in some
examples, the indication may take the form of a nolification in the viewing area provided
by the output device 116. In some examples, the notification may be a texiual notification.
As shown in FIG. 4, the notification may include a linkage 410 (e.g. in FIG. 7) between
the depiction of rules 130 and 132 in the viewing area indicating that the rule 132 may be
used. Similar indications may be provided for differences between any other rule pairs,
ordered lists, workflow elements, and/or to select the 1T workflow data 128 as a whole.
[00587  The user may then select, using the input device 114, to use the rule 132 when
running the IT workflow, and cause the IT workflow to run. In some examples, the user

may replace the user-customized IT workflow with the model IT workflow entirely, and run
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the model IT workflow 1o manage the IT environment. The workflow selector 112 may
receive the input from the input device 114. In response to differences not being found,
no indications may be made. in some examples, the workflow difference system 102 may
log when rules are modified or moved, and when rules from a model IT workflow are
selected by a user o replace rules from a user-customized IT workflow. Additionally, the
identity of the user who performed the change may be logged. In this way, users may be
aided in debugging and investigating IT workflow configurations.

(00591 FIG. 8is a flow diagram illustrating a method 500 according to some examples.
in some examples, the orderings shown may be varied, some elemenis may occur
simultaneously, some elemenis may be added, and some elements may be omitted. In
examples, any of the elements described earlier relative to FIGS. 4-7 may be implemented
in the process shown in and described relative to FIG. 8,

(00607 At 502, the IT workilow receiver 104 may receive IT workflow data 126
representing a user-customized {T workflow and IT workfiow data 128 representing a moded
iT workflow. Any processes previously described as implemented by the 1T workflow
receiver 104 may be implemented at 502.

(00611 At 504, the rule difference determiner 110 may determine rule differences in
workflow elements in a top hierarchical level of the 1T workflow data. Any processes
previously described as implemented by the rule difference determiner 110 may be
implemented at 504,

(00621 Al 805, the difference analyzer 106 (e.g. workflow element difference analyzer
108) using the may determine whether additional hierarchical levels exist in the T
workflow data 126 and 128, and whether there are matching workflow elements in the
additional hierarchical level. If ves {o both determinations, the method 500 may proceed
to 508, otherwise the method 500 may proceed 1o 510 Any processes previously
described as implemented by the difference analyzer 106 (e.g. workflow element
difference analyzer 108) may be implemented at 506.

(00631 At 508, the workflow element difference analyzer 108 may determine rule
differences within the workfiow elements of the additional hierarchical level. Any
processes previously described as implemented by the workflow element difference

analyzer 108 may be implemented at 508. The method may proceed from 508 back to 506.
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(00647 At 510, the oufput device 116 may display the delermined rule differences
hierarchically, e.g. as shown in the screenshot 400 of FIG. 7.

(00651 At 512, the workflow selector 112 may indicate that the rule 132 in the model
iT workflow data 128 may be selected for usage by a user (rather than the rule 130 in the
user-customized T workflow data 126) in response {0 a rule difference between rules 130
and 132. Similar indications may be made for ordered lists of rules and workflow elements
in the model 1T workilow data 128, Any processes previously described as implemented by
the workflow selecior 112 may be implemented at 512.

[0066] Any of the processors discussed hergin may comprise a microprocessor, a
microconiroller, a programmable gate array, an application specific integraied circuit
(ASIC), a computer processor, or the like. Any of the processors may, for example,
inciude multiple cores on a chip, multiple cores across multiple chips, multiple cores
across muitiple devices, or combinations thereof. In some examples, any of the
processors may include at least one integrated circuit (IC), other control logic, other
electronic circuits, or combinations thereof. Any of the non-transitory computer-readabile
storage media described herein may include a single medium or multiple media. The non-
transitory computer readable storage medium may comprise any electronic, magnetic,
optical, or other physical storage device. For example, the non-transitory computer-
readable storage medium may include, for example, random access memory (RAM),
static memory, read only memory, an elecirically erasable programmable read-only
memory (EEFROM), a hard drive, an optical drive, a storage drive, a CD, a DVD, or the
like.

00671  All of the features disclosed in this specification (including any accompanying
claims, abstract and drawings), and/or all of the elements of any method or process so
disciosed, may be combined in any combination, except combinations where at least
some of such features and/or elements are mutually exclusive.

[00681 In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, examples may be practiced
without some or all of these details. Other examples may include modifications and
variations from the details discussed above. it is intended that the appended claims cover

such modifications and variations.
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CLAIMS

1. A non-transitory computer-readable storage medium comprising instructions
executable by a processor {0

determine 3 first difference across respective first and second workflow elements
in a first hierarchical level of respective first and second IT workflow data;

determine a second difference across respective third and fourth workflow
elements in a second hierarchical level of the respective first and second T workflow
data; and

generate a display representing the first and second differences.

2. The non-transitory computer-readable storage medium of claim 1 wherein the first
and the second differences comprise rule differences, and further comprising instructions
executable by the processor {o cause a first rule in the first workfiow element 1o be
selectable by a user o manage an T environment rather than a second rule in the second
workflow element, wherein the first IT workflow data comprises model IT workflow data

and the second [T workflow data comprises user-customized IT workflow data.

3. The non-transitory computer-readable storage medium of claim 1 wherein the
display comprises a hierarchical display of the first and the second differences.

4, The non-transitory computer-readable storage medium of claim 1 wherein the
hierarchical display comprises a nested drop down menu representing the first and the
second differences.

5. The non-transitory computer-readable storage medium of claim 1 wherein the
display comprises a representation of a total number of differences based a first number

of the first differences and the second number of the second differences.

8. The non-transitory computer-readable storage medium of claim 1 wherein
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the instructions to determine the first difference comprise instructions to determine
a first Levenshiein distance between a first ordered list of rules in the first workflow
glement and a second ordered list of rules in the second workflow element, and

the instructions to determine the second rule difference comprise instructions to
determine a second Levenshiein distance between a third ordered list rules in the third
workflow element and a fourth ordered list of rules in the fourth workflow element.

7. The non-transitory computer-readable storage medium of claim 1 wherein

the instructions to determine the first rule difference comprise instructions to
determine whether a first rule in the first workflow element differs as a whole from a
second rule in the second workflow element, and

the instructions to determine the second rule difference comprise instructions to
determine whether a third rule in the third workflow element differs as a whole from a
fourth rule in the fourth workfiow element.

8. The non-transitory computer-readable storage medium of claim 1 wherein

the instructions {o determine the first difference comprise instructions {o delermine
a first rule difference between a first segment of computer language text in a first rule in
the first workflow element and a second segment of computer [anguage text in a second
rule in the second workflow element, and

the instructions io determine the second difference comprise instructions to
determine a second rule difference between in a third segment of computer language text
in a third rule in the third workflow element and a fourth segment of computer language
text in & fourth rule in the fourth workflow element.

9. The non-transitory computer-readable storage medium of claim 1 wherein the
instructions {o determine the first difference comprise instructions o determine that a first
rule is present in the first workflow element and a corresponding second rule is not present
in the second workflow element.
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10. The non-transitory computer-readable storage medium of claim 1 wherein the
instructions to determine the first difference comprise instructions {o determine that a first
rule is in a different location in a first ordered list of rules in the first workflow element
relative to a location of a second rule in a second ordered list of rules in the second

workflow element.

11, The non-transitory computer-readable siorage medium of claim 1 further
comprising instructions executable by the processor {o:

determine whether the first and the second workflow elements maltch, wherein the
first difference is a first rule difference that is determined based on the determination that
the first and the second workflow elements match; and

determing whether the third and the fourth workflow slements maich, wherein the
sgcond difference is a second rule difference that is determined based on the
determination that the third and the fourth workflow elements match.

12. The non-transitory computer-readable storage medium of claim 1 further
comprising instructions executable by the processor to determine a third difference across
respective fifth and sixth workflow elements in the second hierarchical level,

the first hierarchical level is a top hierarchical level and the first and the second
workflow elements are global workflows spanning respective first and second 1T
workflows represented by the first and the second 1T workflow data,

the third and the fourth workflow elements comprise respective first and second
phases of the respective first and second T workflows,

the fifth workflow element comprises a first transition connecled to the first phase,
and

the sixth workflow element comprises a second transition connected to the second

phase.

13. The non-transifory computer-readable storage medium of claim 1 wherein the

instructions o determine the first difference comprise instructions to determine the first
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difference between a first phase or first transition in the first IT workflow and a second

phase or second fransition in the second IT workflow in the first hierarchical level.

14.

156.

A system comprising:
a processor; and
a memory comprising instructions executable by the processor to:
for each of a plurality of hierarchical levels across a first IT workflow and a
second T workfiow, determine a difference between a first workflow element or a
first rule in the hierarchical level of the first IT workflow and a second workflow
element or a second rule in the hierarchical level of the second 1T workflow;
based on the determined differences, generate a display indicaling a
number of the differences between the first and the second IT workflows in each

of the plurality of hierarchical levels.

A method comprising:
Dy a processor
determine a first rule difference between g first rule in a first workflow slement of

user-customized 1T workflow data and a second rule in a second workflow element of

model T workflow data, the first and the second workflow slement in a first hierarchical

level;

determine a second rule difference betwesen a third rule in a third workflow element

of the user-customized T workflow data and a fourth rule in a fourth workflow element of

the model IT workflow data, the third and the fourth workflow element in a second

hierarchical level: and

hierarchically display the first and the second rule differences.
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