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NETWORK SERVICE DEPLOYMENT METHOD AND SYSTEM

BACKGROUND

[0001] Network functions virtualization (NFV) is a network architecture concept that leverages
virtualization technologies to virtualize entire classes of network node functions into building
blocks that connect, or chain together, to create and deliver communication services. NFV is based
upon traditional server-virtualization techniques such as those used in enterprise information
technology (IT). A virtualized network function (VNF) is typically implemented within one or
more virtual machines (VMs) or containers running different software and processes, on top of
commercially available off-the-shelf (COTS) high-volume servers, switches, and storage devices,
or even cloud computing infrastructure, instead of having custom hardware appliances for each
network function. The decoupling of the network function software from the customized hardware
platform realizes a flexible network architecture that enables agile network management. A cloud-
native network function (CNF) is a software-implementation of a network function traditionally
performed by a physical device and typically runs inside a container, e.g., a Linux container.
BRIEF DESCRIPTION OF DRAWINGS

[0002] Aspects of the present disclosure are best understood from the following detailed
description when read with the accompanying figures. In accordance with the standard practice in
the industry, various features are not drawn to scale. In fact, the dimensions of the various features
are arbitrarily increased or reduced for clarity of discussion.

[0003] FIGs. 1A and 1B are block diagrams of a communication system, in accordance with
some embodiments.

[0004] FIG. 2 is a flowchart of a network service deployment method, in accordance with some
embodiments.

[0005]  FIGs. 3A-3F are non-limiting examples of graphical user interfaces, in accordance with
some embodiments.

[0006] FIG. 4 is a diagram of a network configuration system, in accordance with some
embodiments.

DETAILED DESCRIPTION

[0007] The following disclosure provides many different embodiments, or examples, for
implementing different features of the provided subject matter. Specific examples of components
and arrangements are described below to simplify the present disclosure. These are, of course,
merely examples and are not intended to be limiting. For example, the formation or position of a

first feature over or on a second feature in the description that follows include embodiments in
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which the first and second features are formed or positioned in direct contact and include
embodiments in which additional features are formed or positioned between the first and second
features, such that the first and second features are in indirect contact. In addition, the present
disclosure repeats reference numerals and/or letters in the various examples. This repetition is for
the purpose of simplicity and clarity and does not in itself dictate a relationship between the various

embodiments and/or configurations discussed.

29 CC 29 <C

[0008]  Further, spatially relative terms, such as “beneath,” “below,” “lower,” “above,” “upper”
and the like, are used herein for ease of description to describe one element or feature’s relationship
to another element(s) or feature(s) as illustrated in the figures. The spatially relative terms are
intended to encompass different orientations of a system or object in use or operation in addition
to the orientation depicted in the figures. The system is otherwise oriented (rotated 90 degrees or
at other orientations) and the spatially relative descriptors used herein likewise are interpreted
accordingly.

[0009] In various embodiments, a method, apparatus, and computer readable medium are directed
to automatically generating initial features of a network service template (NST), integrating a
cloud-native network function (CNF) of the NST with an internet protocol (IP) address manager,
integrating the CNF with a unique host name (UHN) manager, defining details of each role of a
plurality of roles of the CNF, and storing the NST in a storage device. In some embodiments, the
CNF is one CNF of multiple CNFs of the NST, each CNF is integrated with the IP address manager
and UHN, and the details of the plurality of roles of each CNF are defined. In some embodiments,
a given CNF is linked to one or both of a server cluster or a container image and/or the CNF role

details include IP pool and domain name system (DNS) information. In some embodiments, the

stored NST is used to deploy an application.

[0010] FIGs. 1A and 1B are block diagrams of a communication system 100 (hereinafter referred

to as “system 1007), in accordance with some embodiments.

[0011] System 100 includes a plurality of devices 102 coupled to a network 104 by a plurality of
links 106. Network 104 is coupled to a device 102A of plurality of devices 102 by a link 106A of
plurality of links 106. Plurality of devices 102 including device 102A are coupled to each other
through network 104 and plurality of links 106 including link 106A.

[0012] In various embodiments, the devices of plurality of devices 102 correspond to combinations
of computing devices, computing systems, servers, server clusters, and/or pluralities of server
clusters also referred to as server farms or data centers in some embodiments. In some
embodiments, a system 400 discussed below with respect to FIG. 4 is an embodiment of one or

more of plurality of devices 102.
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[0013] In some embodiments, one or more of plurality of devices 102 is a type of mobile terminal,
fixed terminal, or portable terminal including a desktop computer, laptop computer, notebook
computer, netbook computer, tablet computer, wearable circuitry, mobile handset, server, gaming
console, or combination thereof. In some embodiments, one or more of plurality of devices 102

includes a display by which a user interface is displayed.

[0014] Other configurations and/or types of devices in plurality of devices 102 are within the scope

of the present disclosure.

[0015] In the embodiment depicted in FIG. 1A, device 102A incudes an orchestrator 122 including

a NST template generator 124, and a storage device 125, each discussed below.

[0016] Network 104 is one or more interconnected devices configured to provide electronic
communications between and among the interconnected devices and plurality of devices 102, in
some cases through plurality of links 106. In some embodiments, network 104 corresponds to the

internet.

[0017] In some embodiments, network 104 includes or represents a radio-access network (RAN),
a mobile telecommunication system that implements a radio access technology and resides
between devices such as mobile phones, computers, or other devices and provides connection with

plurality of devices 102.

[0018] In some embodiments, one or more of the interconnected devices of network 104 and/or
plurality of devices 102 are configured as one or more of a local area network (LAN), a wide area
network (WAN), a metropolitan area network (MAN), an internet area network (IAN), a campus
area network (CAN), or a virtual private network (VPN). In some embodiments, one or more of
the interconnected devices of network 104 and/or plurality of devices 102 are configured as a
backbone or core network (CN), a part of a computer network which interconnects networks,

providing a path for the exchange of information between different LANs, WAN:S, etc.

[0019] In some embodiments, some of the interconnected devices of network 104 and/or plurality
of devices 102 are configured as server clusters, e.g., included in a data center. In some

embodiments, the server clusters are part of a cloud computing environment.

[0020] In the embodiment depicted in FIG. 1A, network 104 includes base stations 108A and
108B (hereinafter base station 108), each including an antenna 110 wirelessly connected to one or

more instances of user equipment (UE) 112 located in a geographic coverage area 114.

[0021] In some embodiments, network 104 is a global system for mobile communications (GSM)

RAN, a GSM/EDGE RAN, a universal mobile telecommunications system (UMTS) RAN
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(UTRAN), an evolved universal terrestrial radio access network (E-UTRAN, open RAN (O-RAN)),
or cloud-RAN (C-RAN). In some embodiments, network 104 resides between user equipment 112
(e.g., mobile phone, a computer, or any remotely controlled machine) and one or more core

networks.

[0022] In some embodiments, network 104 is a hierarchical telecommunications network
including one or more intermediate link(s), also referred to as backhaul portions in some
embodiments, between a RAN and one or more core networks. The two main methods of mobile
backhaul implementations are fiber-based backhaul and wireless point-to-point backhaul. Other
methods, such as copper-based wireline, satellite communications and point-to-multipoint wireless
technologies are being phased out as capacity and latency requirements become higher in 4G and
5G networks. Backhaul generally refers to the side of the network that communicates with the
global internet. UE 112 communicating with a base station 108 constitute a local subnetwork. In
some embodiments, a backhaul includes wired, fiber optic, and/or wireless components including
microwave bands and mesh and edge network topologies that use a high-capacity wireless channel

to get packets to the microwave or fiber links.

[0023] In some embodiments, base stations 108 are lattice or self-supported towers, guyed towers,
monopole towers, and concealed towers (e.g., towers designed to resemble trees, cacti, water
towers, signs, light standards, and other types of structures). In some embodiments, a base stations
108 is a cellular-enabled mobile device site where antennas and electronic communications
equipment are placed, typically on a radio mast, tower, or other raised structure to create a cell (or
adjacent cells) in a network. The raised structure typically supports antenna(s) 110 and one or more
sets of transmitter/receivers, transceivers, digital signal processors, control electronics, a remote
radio head (RRH), primary and backup electrical power sources, and sheltering. Base stations are
known by other names such as base transceiver station, mobile phone mast, or cell tower. In some
embodiments, base stations are edge devices configured to wirelessly communicate with UEs. The
edge device provides an entry point into service provider core networks. Examples include routers,
routing switches, integrated access devices (IADs), multiplexers, and a variety of metropolitan area

network (MAN) and wide area network (WAN) access devices.

[0024] In at least one embodiment, an instance of antenna 110 is a sector antenna, e.g., a directional
microwave antenna with a sector-shaped radiation pattern, or a plurality of sector antennae, e.g.,
configured to have a full-circle coverage. In some embodiments, an instance of antenna 110 is a
circular antenna. In some embodiments, an instance of antenna 110 operates at microwave or ultra-

high frequency (UHF) frequencies (300MHz to 3GHz).
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[0025] In some embodiments, an instance of UE 112 is a computer or computing system. In some
embodiments, an instance of UE 112 has a liquid crystal display (LCD), light-emitting diode (LED)
or organic light-emitting diode (OLED) screen interface, such as a graphical user interface
providing a touchscreen interface with digital buttons and keyboard or physical buttons along with
a physical keyboard. In some embodiments, an instance of UE 112 connects to the internet and
interconnects with other devices. In some embodiments, an instance of UE 112 incorporates
integrated cameras, the ability to place and receive voice and video telephone calls, video games,
and Global Positioning System (GPS) capabilities. In some embodiments, an instance of UE 112
performs as a virtual machine or allows third-party apps to run as a container. In some
embodiments, an instance of UE 112 is a computer (such as a tablet computer, netbook, digital
media player, digital assistant, graphing calculator, handheld game console, handheld personal
computer (PC), laptop, mobile internet device (MID), personal digital assistant (PDA), pocket
calculator, portable medial player, or ultra-mobile PC), a mobile phone (such as a camera phone,
feature phone, smartphone, or phablet), a digital camera (such as a digital camcorder, or digital
still camera (DSC), digital video camera (DVC), or front-facing camera), a pager, a personal
navigation device (PND), a wearable computer (such as a calculator watch, smartwatch, head-

mounted display, earphones, or biometric device), or a smart card.

[0026] In various embodiments, a geographic coverage area 114, also referred to as a cell 114 in
some embodiments, is a three-dimensional space having a shape and size based on the
configurations of the corresponding base station 108, e.g., a power level, and antenna 110, e.g., a
number of sectors. In various embodiments, a geographic coverage area 114 has a substantially
spherical, hemispherical, conical, columnar, circular or oval disc, or other shape corresponding to
a base station and antenna configuration. In various embodiments, one or both of the shape or size
of a geographic coverage area 114 varies over time, e.g., based on a variable base station power

level and/or a variable number of activated antenna sectors.

[0027] In some embodiments, a user of network 104, e.g., a user of one of plurality of devices 102,
accesses network 104 through a service provider, a business or organization that sells bandwidth
or network access by providing direct internet backbone access to internet service providers and
usually access to its network access points (NAPs). Service providers are sometimes referred to
as backbone providers or internet providers. Service providers consist of telecommunications
companies, data carriers, wireless communications providers, internet service providers, and cable

television operators offering high-speed internet access.

[0028] Plurality of links 106 include hardware configured to enable electronic communications

between plurality of devices 102 and network 104. In various embodiments, one or more of
5
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plurality of links 106 is a wired link, e.g., fiber optic, shielded, twisted-pair, or other cabling, or a

wireless link type.

[0029] In various embodiments, one or more of plurality of links 106 is configured to communicate
based on code division multiple access (CDMA), wideband CDMA (WCDMA), time division
multiple access (TDMA), frequency division multiple access (FDMA), Orthogonal Frequency
Division Multiplexing (OFDM), time division duplexing (TDD), frequency division duplexing
(FDD), Bluetooth, Infrared (IR), or the like, or other protocols that may be used in a wired or
wireless data communications network. Accordingly, the exemplary illustrations provided herein
are not intended to limit the embodiments of the disclosure and are merely to aid in the description

of aspects of the embodiments of the disclosure.

[0030] In the embodiment depicted in FIGs. 1A and 1B, device 102A including orchestrator 122
is a single instance of plurality of devices 102. In some embodiments, device 102A including

orchestrator 122 includes one or more instances of plurality of devices 102.

[0031] An orchestrator, e.g., orchestrator 122, is one or more sets of instructions configured to
perform automated configuration, coordination, and management of computer systems and
software as related to service-oriented architecture, virtualization, provisioning, converged
infrastructure, and dynamic datacenter topics, e.g., by aligning business-based requests with
applications, data, and infrastructure of the computer systems and software. In the context of cloud
computing, the main difference between workflow automation and orchestration is that workflows
are processed and completed as processes within a single domain for automation purposes, whereas
orchestration includes a workflow and provides a directed action towards larger goals and
objectives. In the cloud computing context, an orchestrator is configured to perform cloud
management solutions encompassing frameworks for workflow mapping and management with an
overall aim of achieving specific goals and objectives, e.g., by meeting application performance
goals using minimized cost and maximized application performance within budget constraints. In
some embodiments, an orchestrator is also referred to as a virtual network function (VNF)
orchestrator, a CNF orchestrator, a network function virtualization (NFV) orchestrator, or a VNF,

CNF, or NFV manager.

[0032] In operation, an orchestrator is configured to manage lifecycles of instances of VNFs and
CNFs driven by the contents of descriptors and templates, files that include instantiation parameter
and operational behavior information, e.g., resource requirements, networking, day zero

configuration, key performance indicator (KPI) monitoring, placement policies, lifecycle stages,
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and scaling rules. Descriptors can include a network function descriptor (NFD) or network service

descriptor (NSD) and templates can include a NST such as template 126 discussed below.

[0033] NST generator 124 is one or more sets of instructions configured to run within orchestrator
122 such that one or more templates 126 are generated and stored in storage device 125 in
accordance with method 200 discussed below. In some embodiments, NST generator 124 is
configured to run as a standalone program or within one or more sets of instructions other than an
orchestrator such as orchestrator 122. In some embodiments, NST generator 124 runs on a device

of plurality of devices 102 other than device 102A on which orchestrator 122 runs.

[0034] Storage device 125 is one or more computer-readable, non-volatile storage devices, e.g., a
memory 404 discussed below with respect to FIG. 4, or a database. In the embodiment depicted
in FIG. 1A, storage device 125 is included in device 102A. In some embodiments, storage device
125 is included in one or more devices other than device 102A, e.g., one or more servers or server

clusters.

[0035] Device 102A includes user interface 130 through which one or more users 140 (represented
collectively as user 140 in FIG. 1B) interact with NST generator 124. In various embodiments, the
interactions include one or more of a user 140 communicating information, uploading files, or
submitting instructions to NST generator 124, or NST generator 124 providing information to the
user 140. In some embodiments, device 102A is configured to operate user interface 130 using a

set of instructions such as a user interface 420 discussed below with respect to FIG. 4.

[0036] In the embodiment depicted in FIG. 1B, user 140 interacts with NST generator 124 through
device 102A and a single instance of user interface 130. In various embodiments, user 140 interacts
with NST generator 124 through one or more of devices 102 instead of or in addition to device

102A, e.g., through multiple instances of user interface 130.

[0037] User 140 interacts with NST generator 124 and user interface 130 through a graphical user
interface (GUI) 128, one or more sets of instructions configured to facilitate the interactions
through user interface 130. In some embodiments, GUI 128 includes one or more of non-limiting

example GUIs 300A-300F discussed below with respect to FIGs. 3A-3F.

[0038] Template 126 is one or more files generated by NST generator 124 based on information
included in the interactions between user 140 and NST generator 124 through GUI 128 and user
interface 130. The one or more files are configured to automatically deploy instances of one or
more cloud-based network services, also referred to as applications in some embodiments, in
accordance with template 126 as configured by NST generator 124 according to method 200

discussed below.
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[0039] In some embodiments, template 126 is configured to be compatible with multiple
orchestrator types. In some embodiments, template 126 is configured to conform to one or more

industry standards.

[0040] Template 126 is configured to deploy the instances on corresponding containers. A
container is one or more sets of instructions configured to run on one or more server clusters and
in turn enable execution of a plurality of virtualized network functions by functioning as a virtual
operating system, also referred to as an image, such that the plurality of virtualized network

functions effectively run on the one or more server clusters.

[0041] By the configuration discussed above, communication system 100 including NST generator
124 1s configured to generate and store template 126 in accordance with method 200 whereby
application instances including the corresponding configuration information are capable of being
automatically deployed. Compared to other approaches, communication system 100 is thereby
capable of operating more efficiently, and the network functions are more fully utilized such that

overall operation of communication system 100 is improved.

[0042] FIG. 2 is a flowchart of network service deployment method 200, in accordance with some
embodiments. Network service deployment method 200, also referred to as method 200 in some
embodiments, is operable on a communication system, e.g., communication system 100 discussed

above with respect to FIGs. 1A and 1B.

[0043] Additional operations may be performed before, during, between, and/or after the
operations of method 200 depicted in FIG. 2, and some other operations may only be briefly
described herein. In some embodiments, other orders of operations of method 200 are within the
scope of the present disclosure. In some embodiments, one or more operations of method 200 are
not performed. In some embodiments, the operations of method 200 are included in another

method, e.g., a method of operating an orchestrator.

[0044] In some embodiments, some or all of the operations of method 200 discussed below are
capable of being performed automatically, e.g., by NST generator 124 discussed above with respect
to FIGs. 1A and 1B and/or by using processing circuitry 402 discussed below with respect to FIG.
4,

[0045] At operation 210, in some embodiments, a NSD is created. Creating the NSD includes
receiving user information from a user interface, e.g., user interface 130 discussed above. In some
embodiments, creating the NSD includes receiving the user information includes using a blank

form or editing an existing NSD retrieved from a storage device.
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[0046] In some embodiments, creating the NSD includes creating the NSD including one or more
of a descriptor name, a descriptor version, a service category, a service type, a domain and/or

technology indicator, or the like.

[0047] At operation 220, initial features of a NST are generated. In some embodiments, generating
the initial features of the NST includes generating at least one initial feature from the NSD, e.g.,
by selecting the NSD from a list. In some embodiments, generating at least one initial feature from
the NSD includes generating one or more of the NSD name or a vendor or domain identifier in the
NST. In some embodiments, generating the initial features of the NST includes receiving a user

selection to initiate a GUI, e.g., GUI 300A depicted in FIG. 3A.

[0048] In some embodiments, generating the initial features of the NST includes receiving user
information including one or more of a template name, a display name, or an identifier of an
orchestrator, e.g., a virtual network function manager. In some embodiments, the orchestrator is
orchestrator is orchestrator 122 discussed above. In some embodiments, receiving the identifier of
the orchestrator includes receiving user information identifying the orchestrator based on the user

making a selection from a list of suitable orchestrators.

[0049] In some embodiments, generating the initial features of the NST includes receiving the user

information through a GUI, e.g., GUI 300B depicted in FIG. 3B.

[0050] At operation 230, a CNF of the NST is integrated with an IP address manager. In some
embodiments, integrating the CNF of the NST with the IP address manager includes receiving user

information identifying the CNF, e.g., a CNF name or a selection from a list.

[0051] In some embodiments, integrating the CNF with the IP address manager includes receiving
user information identifying the IP address manager, e.g., an IP address manager name or a
selection from a list. In some embodiments, integrating the CNF with the IP address manager
includes receiving user information identifying an IP template, e.g., a selection from a list of IP
templates. In some embodiments, integrating the CNF with the IP address manager includes
receiving user information including one or more search terms whereby a search of a database or

other storage medium is performed.

[0052] In some embodiments, integrating the CNF with the IP address manager includes receiving

the user information including an identifier of an IP pool, e.g., a selection from a list of IP pools.

[0053] In some embodiments, integrating the CNF with the IP address manager includes receiving

the user information through a GUI, e.g., GUI 300C depicted in FIG. 3C.
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[0054] At operation 240, the CNF is integrated with a UHN manager. In some embodiments,
integrating the CNF with the UHN manager includes receiving user information identifying the

UHN manager, e.g., a UHN manager name or a selection from a list.

[0055] In some embodiments, integrating the CNF with the UHN manager includes receiving
user information identifying a UHN rule name, e.g., a selection from a list of UHN rule names,

whereby a set of naming rules is used by the UHN manager.

[0056] In some embodiments, integrating the CNF with the UHN manager includes receiving user
information including one or more search terms whereby a search of a database or other storage

medium is performed.

[0057] In some embodiments, integrating the CNF with the UHN manager includes receiving the
user information through a GUI, e.g., GUI 300C depicted in FIG. 3C.

[0058] At operation 250, in some embodiments, the CNF is linked to a server cluster. In some
embodiments, linking the CNF to the server cluster includes receiving the user information

identifying one or both of a location type or a location of the server cluster.

[0059] In some embodiments, linking the CNF to the server cluster includes receiving the user
information including a selection from alist. In some embodiments, receiving the user information
including the selection includes generating a list of recommended server clusters, e.g., based on

one or more server capability parameters.

[0060] In some embodiments, linking the CNF to the server cluster includes receiving the user
information including one or more search terms whereby a search of a database or other storage

medium is performed.

[0061] In some embodiments, linking the CNF to the server cluster includes receiving the user

information through a GUI, e.g., GUI 300D depicted in FIG. 3D.

[0062] At operation 260, in some embodiments, the CNF is linked to a container image. In some
embodiments, linking the CNF to the container image includes the container image corresponding
to the server cluster selected in operation 250. In some embodiments, linking the CNF to the
container image includes receiving the user information identifying one or both of a container

image name or version.

[0063] In some embodiments, linking the CNF to the container image includes receiving the user
information including a selection from a list. In some embodiments, linking the CNF to the
container image includes receiving the user information including one or more search terms

whereby a search of a database or other storage medium is performed.
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[0064] At operation 270, in some embodiments, for each role of the CNF, details are defined. In
some embodiments, defining the details includes receiving user information including one or more

of a parameter name, dynamic value selection, IP address, hostname, or password information, or

the like.

[0065] In some embodiments, defining the details includes receiving user information identifying

a source of the details, e.g., a selection from a list.

[0066] In some embodiments, defining the details for each role includes receiving the user
information identifying each role of multiple roles of the CNF, e.g., a selection from alist. In some
embodiments, defining the details for each role includes receiving the user information through a

GUI, e.g., GUI 300E depicted in FIG. 3E.

[0067] In some embodiments, defining the details includes defining the details including IP pool
and DNS information. In some embodiments, defining the IP pool information includes receiving
the user information identifying one or both of an IP address manager or an IP configuration ID,

e.g., based on a selection from a list.

[0068] In some embodiments, defining the DNS information includes receiving the user
information identifying one or more of a DNS registration, a DNS server type, or a DNS server

zone, e.g., based on a selection from a list.

[0069] In some embodiments, defining the details including the IP pool and DNS information
includes receiving the user information through a GUI, e.g., GUI 300F depicted in FIG. 3F.

[0070] At operation 280, some or all of operations 230-270 are repeated, and the NST is stored in
a storage device. In some embodiments, the CNF identified in operation 230 is a first CNF of a
plurality of CNFs of the NST, and method 200 includes, for each CNF of the plurality of CNFs,

repeating one or more of operations 230-270.

[0071] In some embodiments, storing the NST in a storage device includes storing the NST in

storage device 125 discussed above.

[0072] At operation 290, in some embodiments, an application is deployed using the stored NST.
Deploying the application includes an orchestrator using the information stored in the template to

launch an instance of the application in a communication system, e.g., system 100 discussed above.

[0073] In some embodiments, deploying the application includes using the orchestrator identified

in operation 220.

[0074] By executing some or all of the operations of method 200, an NST is generated by including

initial features, integrating one or more CNFs of the NST with an IP address manager, integrating
11
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the CNF(s) with a UHN manager, defining details of each role of a plurality of roles of the CNF(s),
storing the NST in a storage device, in some embodiments linking the CNF(s) to one or both of a
server cluster or a container image, in some embodiments defining the CNF role details by
including IP pool and DNS information, and in some embodiments using the stored NST to deploy
an application. A communication system, e.g., system 100 discussed above, configured to execute
some or all of method 200 is thereby capable of automated application deployment so as to improve

system efficiency compared to other approaches.

[0075] FIG. 4 is a functional block diagram of a computer or processor-based system 400 upon
which or by which an embodiment is implemented.

[0076] Processor-based system 400 is programmed to facilitate network application
implementation, as described herein, and includes, for example, bus 408, processing circuitry 402,
also referred to a processor 402 in some embodiments, and memory 404 components.

[0077] In some embodiments, processor-based system 400 includes a communication
mechanism such as bus 408 for transferring information and/or instructions among the components
of processor-based system 400. Processing circuitry 402 is connected to bus 408 to obtain
instructions for execution and process information stored in, for example, memory 404. In some
embodiments, processing circuitry 402 is also accompanied with one or more specialized
components to perform certain processing functions and tasks such as one or more digital signal
processors (DSP), or one or more application-specific integrated circuits (ASIC). A DSP typically
is configured to process real-world signals (e.g., sound) in real time independently of processing
circuitry 402. Similarly, an ASIC is configurable to perform specialized functions not easily
performed by a more general-purpose processor. Other specialized components to aid in
performing the functions described herein optionally include one or more field programmable gate
arrays (FPGA), one or more controllers, or one or more other special-purpose computer chips.
[0078] In one or more embodiments, processing circuitry (or multiple processors) 402 performs
a set of operations on information as specified by a set of instructions stored in memory 404 related
to network application implementation. The execution of the instructions causes the processor to
perform specified functions.

[0079] Processing circuitry 402 and accompanying components are connected to memory 404
via bus 408. Memory 404 includes one or more of dynamic memory (e.g., RAM, magnetic disk,
writable optical disk, or the like) and static memory (e.g., ROM, CD-ROM, or the like) for storing
executable instructions that when executed perform the operations described herein to facilitate
automated network configuration. Memory 404 also stores the data associated with or generated

by the execution of the operations.
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[0080] In one or more embodiments, memory 404, such as a random-access memory (RAM) or
any other dynamic storage device, stores information including processor instructions for
facilitating network application implementation. Dynamic memory allows information stored
therein to be changed. RAM allows a unit of information stored at a location called a memory
address to be stored and retrieved independently of information at neighboring addresses. Memory
404 is also used by processing circuitry 402 to store temporary values during execution of
processor instructions. In various embodiments, memory 404 includes a read only memory (ROM)
or any other static storage device coupled to bus 408 for storing static information, including
instructions, that is not capable of being changed by processing circuitry 402. Some memory is
composed of volatile storage that loses the information stored thereon when power is lost. In some
embodiments, memory 404 includes a non-volatile (persistent) storage device, such as a magnetic
disk, optical disk, or flash card, for storing information, including instructions, that persists even
when system 400 is turned off or otherwise loses power.

[0081] The term “computer-readable medium” as used herein refers to any medium that
participates in providing information to processing circuitry 402, including instructions 406 for
execution. Such a medium takes many forms, including, but not limited to computer-readable
storage medium (e.g., non-volatile media, volatile media). Non-volatile media includes, for
example, optical or magnetic disks. Volatile media include, for example, dynamic memory.
Common forms of computer-readable media include, for example, a floppy disk, a flexible disk, a
hard disk, a magnetic tape, another magnetic medium, a CD-ROM, CDRW, DVD, another optical
medium, punch cards, paper tape, optical mark sheets, another physical medium with patterns of
holes or other optically recognizable indicia, a RAM, a PROM, an EPROM, a FLASH-EPROM,
an EEPROM, a flash memory, another memory chip or cartridge, or another medium from which
a computer reads. The term computer-readable storage medium is used herein to refer to a
computer-readable medium.

[0082] Instructions 407 include an orchestrator 416 including a NST generator 418, which
correspond to orchestrator 122 and NST generator 214 discussed above with respect to FIGs. 1-3F
and are therefore not further discussed. Instructions 407 also include a user interface 420, one or
more sets of instructions configured to allow effective operation and control of system 400 by a
user. In some embodiments, user interface 420 is configured to operate though one or more layers,
including a human-machine interface (HMI) that interfaces machines with physical input hardware
such as keyboards, mice, or game pads, and output hardware such as computer monitors, speakers,
printers, and other suitable user interfaces.

[0083] In some embodiments, a computer-implemented method includes generating initial features

of a NST, integrating a CNF of the NST with an IP address manager, integrating the CNF with a
13
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UHN manager, defining details of each role of a plurality of roles of the CNF, and storing the NST

in a storage device.

[0084] In some embodiments, an apparatus includes a user interface, a memory having non-
transitory instructions stored therein, and a processor coupled to the memory, and being configured
to execute the instructions, thereby causing the apparatus to receive user instructions through the
user interface; and in response to the user instructions, generate initial features of a NST, integrate
a CNF of the NST with an IP address manager, integrate the CNF with a UHN manager, define
details of each role of a plurality of roles of the CNF, and store the NST in a storage device.

[0085] In some embodiments, a computer-readable medium includes instructions executable by a
controller of an orchestrator to cause the controller to perform operations including generating
initial features of a NST, integrating a CNF of the NST with an IP address manager, integrating
the CNF with a UHN manager, defining details of each role of a plurality of roles of the CNF, and

storing the NST in a storage device.

[0086] The foregoing outlines features of several embodiments so that those skilled in the art
better understand the aspects of the present disclosure. Those skilled in the art appreciate that they
readily use the present disclosure as a basis for designing or modifying other processes and
structures for carrying out the same purposes and/or achieving the same advantages of the
embodiments introduced herein. Those skilled in the art also realize that such equivalent
constructions do not depart from the spirit and scope of the present disclosure, and that they make
various changes, substitutions, and alterations herein without departing from the spirit and scope

of the present disclosure.
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WHAT IS CLAIMED IS:

1. A method executed by a processor, the method comprising:

generating initial features of a network service template (NST);

integrating a cloud-native network function (CNF) of the NST with an internet protocol
(IP) address manager;

integrating the CNF with a unique host name (UHN) manager;

defining details of each role of a plurality of roles of the CNF; and

storing the NST in a storage device.

2. The method of claim 1, wherein the generating the initial features of the NST comprises

generating at least one initial feature from a network service descriptor (NSD).

3. The method of claim 1, wherein the generating the initial features of the NST comprises

identifying a virtual network function manager.

4. The method of claim 1, further comprising linking the CNF to one or both of a server cluster

or a container image.

5. The method of claim 1, wherein the defining details of each role of the plurality of roles of
the CNF comprises defining the details comprising IP pool and domain name system (DNS)

information.

6. The method of claim 1, wherein

the CNF is a first CNF of a plurality of CNFs of the NST, and

the method further comprises, for each CNF of the plurality of CNFs, repeating each of the
integrating the CNF with the IP address manager, the integrating the CNF with the UHN manager,
and the defining the details of each role of the plurality of roles of the CNF.

7. The method of claim 1, further comprising deploying an application using the stored NST.

8. An apparatus, comprising:
a user interface;
a memory having non-transitory instructions stored therein; and

a processor coupled to the memory, and being configured to execute the instructions,
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thereby causing the apparatus to:
receive user instructions through the user interface; and
in response to the user instructions:
generate initial features of a network service template (NST);,
integrate a cloud-native network function (CNF) of the NST with an internet
protocol (IP) address manager;
integrate the CNF with a unique host name (UHN) manager;
define details of each role of a plurality of roles of the CNF; and

store the NST in a storage device.

0. The apparatus of claim 8, wherein the instructions further cause the apparatus to, in
response to the user instructions:

generate at least one of the initial features from a network service descriptor (NSD).

10. The apparatus of claim 8, wherein the instructions further cause the apparatus to generate

the initial features of the NST comprising an identifier of a virtual network function manager.

11. The apparatus of claim 8, wherein the instructions further cause the apparatus to, in
response to the user instructions:

link the CNF to one or both of a server cluster or a container image.

12.  The apparatus of claim 8, wherein the instructions further cause the apparatus to, in
response to the user instructions:
define the details of each role of the plurality of roles of the CNF by including IP pool and

domain name system (DNS) information.

13.  The apparatus of claim 8, wherein
the CNF is a first CNF of a plurality of CNFs of the NST, and
the instructions further cause the apparatus to, in response to the user instructions:
for each CNF of the plurality of CNFs, repeat each of integrating the CNF with the
IP address manager, integrating the CNF with the UHN manager, and defining the details
of each role of the plurality of roles of the CNF.

14.  The apparatus of claim 8, wherein the instructions further cause the apparatus to, in

response to the user instructions:
16
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deploy an application using the stored NST.

15. A computer-readable medium including instructions executable by a controller of an
orchestrator device to cause the controller to perform operations comprising:

generating initial features of a network service template (NST);

integrating a cloud-native network function (CNF) of the NST with an internet protocol
(IP) address manager;

integrating the CNF with a unique host name (UHN) manager;

defining details of each role of a plurality of roles of the CNF; and

storing the NST in a storage device.

16.  The computer-readable medium of claim 15, wherein the instructions are executable by the
controller of the orchestrator device to cause the controller to generate at least one of the initial

features from a network service descriptor (NSD).

17.  The computer-readable medium of claim 15, wherein the instructions are executable by the
controller of the orchestrator device to cause the controller to generate the initial features of the

NST by identifying a virtual network function manager.

18.  The computer-readable medium of claim 15, wherein the instructions are executable by the
controller of the orchestrator device to cause the controller to link the CNF to one or both of a

server cluster or a container image.

19.  The computer-readable medium of claim 15, wherein the instructions are executable by the
controller of the orchestrator device to cause the controller to define the details of each role of the

plurality of roles of the CNF including IP pool and domain name system (DNS) information.

20. The computer-readable medium of claim 15, wherein

the CNF is a first CNF of a plurality of CNFs of the NST, and

the instructions are executable by the controller of the orchestrator device to cause the
controller to, for each CNF of the plurality of CNFs, repeat each of the integrating the CNF with
the IP address manager, the integrating the CNF with the UHN manager, and the defining the details
of each role of the plurality of roles of the CNF.
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310
210~
Create a network service descriptor
220~ v
Generate initial features of a network service template (NST)
230~

Integrate a cloud-native function (CNF) of the NST with an
|P address manager

240~ v
Integrate the CNF with a UHN manager
250~ Y
Link the CNF to a server cluster
260~ v
Link the CNF to a container image
270~ v

For each CNF role, define details possibly including IP pool
and DNS information

280~ 4

Repeat operations 230-270 as needed and store the NST
in a storage device

290~ v
Deploy an application using the stored NST

FIG. 2




PCT/US2022/038806

WO 2024/025552

4/10

Ve Ol

=

uonduosa(

oleQ payipojy e - 81eq peieaid

J0pUsA OAdN

oje paUlpojy ise ] eleq pejeal]d  uoisio ajejdwisl  sweN ayejdwsl || ABojouyosl ulewoq

= 0 + /2 40 Jz Buikeidsiq|| adA] soimiag Aiobajen soineg
gjejdwal SN J0yduosaq 4N

e@ Ul 8 S [~i01duosaq SN| SWeN YoJeaS | SHERCHNSN Mwﬂg_w%ﬁﬂw%mﬁm =@

N—v00§



PCT/US2022/038806

WO 2024/025552

5/10

g€ "ol

IXaN |aoue)

%m:mm u

uondiiosa(

« ONIN ulewoq

0G1/8) 0G1/8)
I0pUSA awe JoduosaQ . dwen Aeidsig . dWeN ale|dws]
991AI9G YIOMION
mainald(O — uoloun4 yiomsNQ — 991AI3S YI0MISN ©

@o vl: &8s (o550 SN IR ajeidusy ppy A____ggﬁﬁmw %Q%%woz =| g

N-g00¢



PCT/US2022/038806

WO 2024/025552

6/10

J¢€ Ol

IXaN |aoue) Snolnd.d
06l /0
SWENOINY NHNE D (o yoress || (3 J6wyndniu
. OWeN1soH enbiun | ©
(a & JBwipaddniu
O,
0SL /0 +100d d|
o (01603 aue|diasniu
SweN ajeidud) di dniBwpodsuespu
NQO4 Ajsibay JBwojadniu
. 90U3J9Jay 8|pung Axeldpuoodniu / /
oy
« 9dAL LN » OWEN | 4N ECSQEM
Jajaweled oy10adg Jopua),  uoljeuLioyu] diseg @ \ T _

v uonouNy }IoM}oN
MaIABId() — uoIjoun 4 }I0M}IN © — 99IAIAS JIOMPIIN P

" JBISONIYN YA
e@ Ul: 8 @ [~i01duosaq SN| SWeN YoJeaS | e e, py ¢ Hgﬁmﬁmﬁmﬂ%moz =|( B8

N—200¢



PCT/US2022/038806

WO 2024/025552

7110

ag ol

xaN| [jeouen

SNOIABI(

| Jinelop |
0SL/LL * |004 80JN0Say @ LDEF_HOCQDLM
sweNanyNHNEJ [® Yuess || (x
1 , dWe 1SoH anbiun & LmEthQEM
le J
%ﬁ /0 £100d dI | mcm_emmEm
© yosess
sweN ajeidws] d < QEmEtoachtM
| J
NJD4 Ansibay
| J JBwojadniu
. 90UdI9J3y ajpung ©
J818SN|H J099S _ _
- _ 118N
(o x )( H _ou >xE%E8QEm
. UOIJEO0T . 9dA| uoneso
$J9)SN|D) PAPUSWILINdaY O SIASN|) IV @ B ]

piuoodniu

uonoun4 }IomjaN

malAld() — uoljound }I0MJaN © — 39IAI9S JIOMIAN @

[~i01duosaq SN|

SWeN YoJeaS |

We vl: 8o

UEISU] SN 3[eal)) ¢ 9qng gapousy ¢ <1 =| BB

N—qo0¢



PCT/US2022/038806

WO 2024/025552

8/10

3¢ "Old

IXaN ERICR) SnolAa.d
~ _ e JBwyndniu
- 3 +
N AHOLNIANI ® JBwpaddniu
Jabeue|y ssaippy d| O,
ONINVYN aue|diasniu
enue
- _8 so_>_L < dnibwyodsuesu d0-NJ
05 / €2 S @
| Ibwojadniu| e
. OWEN Jolaweled ©
C Axeldpjuoodniu
slajoweled ppy pjuoodniu
(0)1299pIS_(7) Sliod di (y) sIojoureseq ojoy| @ _
uonaun4 JIo0M}aN

malAld() — uoljound }I0MJaN © — 39IAI9S JIOMIAN @

e@ Ul: 8 @ |~10duoseq SN SWEN Y2Ieag |

aiejdui] ppy < EISONIYNYAASN <ioidiosaq SN —

Z\ Jojensayolg —| B

N—300¢



PCT/US2022/038806

WO 2024/025552

9/10

4¢€ 'Ol

xaN| [jeouen

SNOIABI(

a  Jo99S osesld|a 109193 oses|d 0 JBundniu
. OU0Z JaM9S SNO . 9dA] JanasS SNQ .
1 uopensibey SNa [4] || (] JBwpaddniu
|00d d| Juawabeuep [#] o
° aue|diasniu
IV MOYS » 0l uoneinbyuoy dj
a JaBeueyy ssaippy 4l || ¢ QEmEtoachtM d0-NJ
081 /€2 2onoS | .bwojedn.u] e
©
SWEeN Jajouwele
= » SWEN 19} d Axeldpjuoodniu

siejowieled ppy

(0) 1eospiS (2) sllod dI (f) sisrsweled 8|0y @

uonaun4 JI0MjaN

malAld() — uoljound }I0MJaN © — 39IAI9S JIOMIAN @

We vl: 8o

|~i0duoseq SN| SWeN YoJeaS |

aiejdui] ppy < EISONIYNYAASN <ioidiosaq SN —

ZA Jojensayoig =

N—400¢



WO 2024/025552 PCT/US2022/038806

10/10
400~ .
408~ 406~ Memory
e Instructions
/0
416~
402~ 418O\rchestrator
Processor NST Generator
412~ 420~
I[Fl\?et\rq‘lgég User Interface
414~
Network

FIG. 4



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US22/38806

A. CLASSIFICATION OF SUBJECT MATTER

IPC - INV. HO4L 41/342; HO4L 41/0806; HO4L 41/40 (2022.01)
ADD.

CPC - INV. HO4L 41/342; HO4L 41/0806; HO4L 41/40

ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

See Search History document

Minimum documentation searched (classification system followed by classification symbols)

See Search History document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

See Search History document

Electronic database consulted during the international search (name of database and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2019/0238425 A1 (CONVIDA WIRELESS, LLC) 01 August 2019; Paragraphs [0058-0065), | 1-20
[0081], [0170-0176] and [0238-0242]
A US 2018/0139107 A1 (SENARATH, G ET AL.) 17 May 2018; Entire Document 1-20
A US 8,713,184 B2 (WEEKS, R) 29 April 2014; Entire Document 1-20

I:I Further documents are listed in the continuation of Box C.

I:l See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“D”  document cited by the applicant in the international apphcatlon

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on pnonty claim(s) or which
is cited to establish the publication date of another citation or other
special reason (as specified)

“0” documentreferring to an oral disclosure, use, exhibition or other means

“P” document published prior to the international filing date but later than

the priority date claimed

“T" later document published after the international filing date or priority
date and not in conflict with the application but cited to und erstand
the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot
be considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

18 November 2022 (18.11.2022)

Date of mailing of the international search report

DEC 132022

Name and mailing address of the ISA/

Mait Stop PCT, Attn; ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer
Shane Thomas

Telephone No. PCT Helpdesk: 571-272-4300

Form PCT/ISA/210 (second sheet) (July 2022)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - wo-search-report

