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Description

Title of Invention: COMMUNICATION SYSTEM, CONTROL

[0001]

[0002]

[0003]

APPARATUS, CONTROL METHOD, AND PROGRAM

Technical Field

(CROSS-REFERENCE TO RELATED APPLICATIONS)

The present invention is based upon and claims the benefit of the priority of Japanese
Patent Application No. 2012-217853 (filed on September 28, 2012), the disclosure of
which is incorporated herein in its entirety by reference.

The present invention relates to a communication system, a control apparatus, a
control method, and a program. More specifically, the invention relates to a commu-
nication system including a control apparatus configured to concentrically controlling a
communication node, the control apparatus, a control method, and a program.
Background

In recent years, the technology called OpenFlow (OpenFlow) is proposed (refer to
Non Patent Literatures 1 and 2). OpenFlow identifies communications as end-to-end
flows, and performs path control, failure recovery, load distribution, and optimization
on a per-flow basis. An OpenFlow switch specified in Non Patent Literature 2 includes
a secure channel for communication with an OpenFlow controller. The OpenFlow
switch operates according to a flow table in which appropriate adding or rewriting is
instructed by the OpenFlow controller. In the flow table, a set of a matching condition
(Match Fields) to be matched against a packet header, flow statistics information
(Counters), and instructions (Instructions) defining processing content is defined for
each flow (refer to section "4.1 Flow Table" in Non Patent Literature 2).

When the OpenFlow switch receives a packet, for example, the OpenFlow switch
searches the flow table for an entry having a matching condition that matches header
information of the received packet (refer to "4.3 Match Fields" in Non Patent
Literature 2). When an entry that matches the received packet is found as a result of the
search, the OpenFlow switch updates the flow statistics information (one or more
Counters), and executes processing content (i.e., packet handling content, e.g.,
transmission of the packet from a specified port, flooding of the packet, discarding of
the packet, or the like) described in the instruction field of the entry. On the other hand,
when the entry that matches the received packet is not found as a result of the search,
the OpenFlow switch transmits to the OpenFlow controller a request for setting the
entry, or a request (Packet-In message) for transmitting control information for
processing the received packet, through the secure channel. The OpenFlow switch

receives the flow entry in which the processing content is defined, and then updates the
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flow table. In this manner, the OpenFlow switch performs packet forwarding by using

the entry stored in the flow table as the control information.
Patent Literature 1 discloses an optical network system constituted from means for

establishing optical paths, a plurality of optical edge routers configured to connect
external IP networks to an optical network, and a plurality of optical cross-connect ap-
paratuses including switching means for each optical path in order to connect the

optical edge routers by the optical paths.
Citation List

Patent Literature
PTL 1: International Publication No. W(02004/071033
Non Patent Literature

NPL 1: Nick McKeown and seven other authors, "OpenFlow: Enabling Innovation in
Campus Networks", [on line], [Searched on July 13, Heisei 24 (2012)], Internet <URL.:
http://www.openflow.org/documents/openflow-wp-latest.pdf>.

NPL 2: "OpenFlow Switch Specification" Version 1.1.0 Implemented (Wire Protocol
0x02), [online] [Searched on July 13, Heisei 24 (2012)], Internet <URL:
http://www.openflow.org/documents/opentlow-spec-v1.1.0.pdf>.

Summary

Technical Problem

The entire disclosures of the above-listed Patent Literature and Non Patent Lit-
eratures are incorporated herein by reference.

The following analysis has been given by the present invention. By causing each of
the optical cross-connect apparatus and the optical edge router in Patent Literature 1 to
include a function corresponding to that of the OpenFlow switch of Non Patent Lit-
eratures 1 and 2, there can be constructed an optical IP network in which path control
can be performed with a fine granularity.

In this case, it is necessary to grasp a logical network topology between these com-
munication nodes in order for a control apparatus to appropriately execute control over
the communication nodes. The logical network topology can be changed by stopping
due to maintenance and inspection of each optical cross-connect apparatus or the like,
new establishment of a path due to a band shortage, or the like as well.

The OpenFlow controller itself of Non Patent Literatures 1 and 2, however, does not
include a function of detecting a change in the logical network topology. Thus, it is
necessary for a network manager or the like to provide a change in the logical network
topology to the OpenFlow controller for each change in the logical network topology,
which may impose a great burden on management.

There may be conceived another method of grasping the network topology by
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[0013]

[0014]

[0015]

causing an adjacent one of the communication nodes to perform information exchange,
using a routing protocol such as OSPF (Open Shortest Path First) or BGP (Border
Gateway Protocol). There is, however, a problem that this method would generate un-

necessary traffic.
The above-mentioned problems are not specific to the optical IP network, but are

problems common to a network where each of an upper hierarchical network and a
lower hierarchical network is independently managed and controlled.

It is an object of the present invention to provide a communication system, a commu-
nication apparatus, a control apparatus, a control method of the communication
apparatus, and a program capable of contributing to improvement of a path control
function of the control apparatus represented by the OpenFlow controller of Non
Patent Literatures 1 and 2.

Solution to Problem

According to a first aspect, there is provided a communication system, comprising:

a first control unit configured to change setting of at least one of communication
nodes belonging to a first hierarchical network and to change a topology of a second
hierarchical network formed by using the first hierarchical network, in response to a
setting request for the first hierarchical network; and

a second control unit configured to change setting of a communication node(s)
belonging to the second hierarchical network, using the topology of the second hier-
archical network after the change.

According to a second aspect, there is provided a control apparatus, comprising:

a first control unit configured to change setting of at least one of communication
nodes belonging to a first hierarchical network and to change a topology of a second
hierarchical network formed by using the first hierarchical network, in response to a
setting request for the first hierarchical network; and

a second control unit configured to change setting of a communication node(s)
belonging to the second hierarchical network, using the topology of the second hier-
archical network after the change.

According to a third aspect, there is provided a control method of a communication
system comprising:

a first control unit configured to change setting of at least one of communication
nodes belonging to a first hierarchical network and to change a topology of a second
hierarchical network formed by using the first hierarchical network, in response to a
setting request for the first hierarchical network; and

a second control unit configured to change setting of a communication node(s)

belonging to the second hierarchical network, the control method comprising the steps
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[0017]
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of:

changing the setting of the communication node(s) belonging to the first hierarchical
network and changing the topology of the second hierarchical network, in response to
the request from the second control unit or a user; and

changing the setting of the communication node(s) belonging to the second hier-
archical network, using the topology of the second hierarchical network after the
change. This method is associated with a specific machine, which is the control
apparatus that controls the communication nodes belonging to the first and second hi-

erarchical networks.
According to a fourth aspect, there is provided a program for a computer constituting

a control apparatus comprising:

a first control unit configured to change setting of at least one of communication
nodes belonging to a first hierarchical network and to change a topology of a second
hierarchical network formed by using the first hierarchical network, in response to a
setting request for the first hierarchical network; and

a second control unit configured to change setting of a communication node(s)
belonging to the second hierarchical network, the program causing the computer to
execute the processes of:

changing the setting of the communication node(s) belonging to the first hierarchical
network and changing the topology of the second hierarchical network, in response to
the request from the second control unit or a user; and

changing the setting of the communication node(s) belonging to the second hier-
archical network, using the topology of the second hierarchical network after the
change.

This program can be recorded in a computer-readable (non-transient) storage
medium. That is, the present invention can also be embodied as a computer program
product.

Advantageous Effects of Invention

The present invention can contribute to improvement of a path control function of the
control apparatus, in particular, improvement of the path control function in ac-
cordance with a change in a logical network topology.

Brief Description of Drawings

[fig.1]Fig. 1 is a diagram showing a configuration of an exemplary embodiment of the
present disclosure.

[fig.2]Fig. 2 is a diagram for explaining operations of the exemplary embodiment of
the present disclosure.

[fig.3]Fig. 3 is a diagram showing a configuration of a control apparatus in the first
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exemplary embodiment of the present disclosure.

[fig.4]Fig. 4 includes a table and a diagram for explaining a lower layer topology
(physical topology) held in the control apparatus in the first exemplary embodiment of
the present disclosure.

[fig.5]Fig. 5 includes a table and a diagram for explaining an upper layer topology
(logical topology) held in the control apparatus in the first exemplary embodiment of
the present disclosure.

[fig.6]Fig. 6 is a table showing examples of control information set in communication
nodes in a lower layer in the first exemplary embodiment of the present disclosure.
[fig.7]Fig. 7 includes a table and a diagram for explaining packet processing policies
held in the control apparatus in the first exemplary embodiment of the present
disclosure.

[fig.8]Fig. 8 includes a diagram and a table showing examples of control information
set in communication nodes in an upper layer in the first exemplary embodiment of the
present disclosure.

[fig.9]Fig. 9 is a flowchart showing operations of the control apparatus (in response to
a request for stopping an apparatus in the lower layer) in the first exemplary em-
bodiment of the present disclosure.

[fig.10]Fig. 10 is a flowchart showing operations of the control apparatus (for path op-
timization based on the status of the lower layer) in the first exemplary embodiment of
the present disclosure.

[fig.11]Fig. 11 is a diagram for explaining steps S101 and S102 in Fig. 10.

[fig.12]Fig. 12 is a diagram for explaining step S104 in Fig. 10.

Description of Embodiments

First, an outline of an exemplary embodiment of the present disclosure will be
described with reference to drawings. Reference signs in the drawings appended to this
overview are appended to each element for convenience as an example of help under-
standing, and are not intended to limit the present disclosure to any mode that has been
illustrated.

As shown in Fig. 1, the exemplary embodiment of the present disclosure can be im-
plemented by a communication system including a first control unit 12 configured to
control each communication node belonging to a first hierarchical network 91 and a
second control unit 22 configured to control each communication node belonging to a
second hierarchical network 92 formed by using the first hierarchical network by
referring to a network topology (logical topology 30A in Fig. 1) constructed by the
first control unit 12.

More specifically, the first control unit 12 changes setting of the communication
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node belonging to the first hierarchical network 91 in response to a request from the
second control unit 22 or a user through a request receiving unit 11 and changes the
topology (logical topology) of the second hierarchical network formed by using the
first hierarchical network. The second control unit 22 changes setting of the commu-
nication node belonging to the second hierarchical network 92, using the topology
(logical topology) of the second hierarchical network after the change.

When receiving a band addition request from the user, for example, the first control
unit 12 sets control information in the communication node that is in an idle state in
Fig. 1, and adds a new path, as shown in Fig. 2, for example. The second control unit
22 performs replacement of a path between hosts, flow distribution, or like in the
second hierarchical network 92, using the topology of the second hierarchical network
after addition of the new path.

With the above arrangement, improvement in a path control function of the control
apparatus, in particular, in the path control function in accordance with a change in the
logical network topology is implemented.

<First Exemplary Embodiment>

Next, a detailed description will be given about a first exemplary embodiment in
which the present disclosure is applied to an optical IP network, with reference to
drawings. Fig. 3 is a diagram showing a configuration of a control apparatus in the first
exemplary embodiment of the present disclosure. Referring to Fig. 3, the configuration
including a wavelength processing policy analysis unit 111, a lower layer topology
(physical topology) database (database being hereinafter referred to as a "DB") 112, a
wavelength control information generation unit 113, a wavelength control information
DB (optical path DB) 114, a wavelength control information setting unit 115, a lower
layer network status acquisition unit (network being hereinafter also referred to as an
"NW") 116, a lower layer NW status DB 117, a lower layer management unit 118, an
upper layer topology (logical topology) DB 30, a packet processing policy DB 211, a
packet control information generation unit 213, a packet control information DB 214, a
packet control information setting unit 215, an upper layer NW status acquisition unit
216, an upper layer NW status DB 217, and an upper layer management unit 218 is
shown.

The wavelength processing policy analysis unit 111, the lower layer topology DB
112, the wavelength control information generation unit 113, the wavelength control
information DB 114, the wavelength control information setting unit 115, the lower
layer NW status acquisition unit 116, the lower layer NW status DB 117, and the lower
layer management unit 118 on the right side of the configuration in Fig. 3 correspond
to a first control unit. The packet processing policy DB 211, the packet control in-

formation generation unit 213, the packet control information DB 214, the packet
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control information setting unit 215, the upper layer NW status acquisition unit 216,
the upper layer NW status DB 217, and the upper layer management unit 218 on the
left side of the configuration in Fig. 3 correspond to a second control unit.

The wavelength processing policy analysis unit 111 is means for receiving a
wavelength processing policy from a user (network manager). As the wavelength
processing policy supplied from the user, information on an end point of an optical
path, the band of the optical path, a required delay, or the like, for example, may be
pointed out. Besides that information, a request for stopping a communication node
(such as optical cross-connect apparatus) of an optical network that is a lower layer, for
example, is also included. When receiving the wavelength processing policy, the
optical length processing policy analysis unit 111 notifies the wavelength processing
policy to the wavelength control information generation unit 113.

The lower layer topology DB 112 is a database configured to store a physical
topology formed by optical fiber links extended among communication nodes (optical
cross-connect apparatuses or the like) of the optical network that is the lower layer.
Fig. 4 includes a table showing a configuration of the lower layer topology (physical
topology) stored in the lower layer topology DB 112. Examples in Fig. 4 represent
connection relationships of communication nodes 1 to 4 in the lower stage of Fig. 4,
using entries represented by pairs of the respective communication nodes 1 to 4 (input
side nodes/output side nodes) and opposing ports of the respective communication
nodes 1 to 4.

The wavelength control information generation unit 113 is means for generating
wavelength control information to be set in each communication node in the lower
layer network having the physical topology shown in Fig. 4, and then registering the
wavelength control information in the wavelength control information DB (optical path
DB) 114. Specifically, when receiving from the wavelength processing policy analysis
unit 111 a list of optical paths associated with stop of one of the communication nodes,
the wavelength control information generation unit 113 calculates alternative paths
each having the same start and end points as those of each of the optical paths,
generates the wavelength control information for implementing these alternative paths,
and then registers the wavelength control information in the wavelength control in-
formation DB (optical path DB) 114. When receiving from the lower layer
management unit 118 a request for adding a new optical path that specifies start and
end points of the new optical path, the wavelength control information generation unit
113 calculates the new optical path having the start and end points, generates the
wavelength control information for implementing this new optical path, and then
registers the wavelength control information in the wavelength control information DB

(optical path DB) 114. The wavelength control information generation unit 113 also
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updates an upper layer topology (logical topology) stored in the upper layer topology
(logical topology) DB 30 when a change occurs in the upper layer topology (logical
topology) due to the stop of the communication node or setting of the alternative
optical paths/new optical path.

The upper layer topology (logical topology) DB 30 is a database configured to store
the topology (logical topology) of an upper layer network to be maintained and
managed by the wavelength control information generation unit 113. Fig. 5 includes a
table showing a configuration of the upper layer topology (logical topology) stored in
the upper layer topology (logical topology) DB 30. Examples in Fig. 5 represent the
logical topology among the communication nodes 1 to 4 connected by optical paths of
wavelengths lambda n (n = 1,2,3 . . . natural number) in the lower stage of Fig. 5, using
entries represented by sets of the respective communication nodes 1 to 4 (input side
nodes/output side nodes) and opposing ports of the respective communication nodes 1
to 4, and wavelength information.

The wavelength control information DB (optical path DB) 114 is a database
configured to store control information associated with optical paths extended (linked)
among the communication nodes (such as the optical cross-connect apparatuses) in the
optical network that is the lower layer. Fig. 6 is a table showing examples of
wavelength control information held in the wavelength control information DB (optical
path DB) 114. Each example in Fig. 6 shows the wavelength control information that
associates one of the communication nodes where the wavelength control information
is to be set, a matching condition for identifying a flow at the node, and processing
content (action) to be applied to the matching condition. To take an example,
according to an uppermost entry in Fig. 6, the node 2 transfers a process to an upper
layer when the node 2 receives an optical signal of a wavelength lambda 1 from a port
1 of the node 2. Herein, a packet process is executed in the upper layer, based on
packet control information corresponding to a packet destination or the like, which will
be described later. With this arrangement, the process of forwarding a packet having a
destination A to the destination A through a router X is implemented. The packet has
been received from the communication node 1 shown in the lower stage of Fig. 7.

When addition, change, deletion, or the like of an entry held in the wavelength
control information DB (optical path DB) 114 is performed, the wavelength control in-
formation setting unit 115 executes setting, change, or deletion of the wavelength
control information for each corresponding communication node, in synchronization
with the content of addition, change, deletion or the like of the entry.

The lower layer NW status acquisition unit 116 is means for collecting traffic in-
formation from each communication node in the lower layer, a probe apparatus

installed separately, or the like, and then registering the traffic information in the lower
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layer NW status DB 117.

The lower layer NW status DB 117 is a database configured to store the information
for grasping a lower layer network status collected by the lower layer NW status ac-
quisition unit 116. In this exemplary embodiment, the description will be given,
assuming that a band usage rate for each optical path shown in Fig. 5 or the like is held
in the lower layer NW status DB 117. The lower layer NW status DB 117, however,
may be configured to hold the information obtained by execution of other various sta-
tistical processes.

The lower layer management unit 118 notifies an optical path change to the upper
layer management unit 218, instructs the wavelength control information generation
unit 113 to delete the wavelength control information based on notification from the
upper layer management unit 218 about completion of setting of packet control in-
formation, makes a request for selecting a candidate for replacing an upper layer path
to the upper layer management unit 218 based on a result of band usage rate
monitoring, and the like.

The packet processing policy DB 211 is a database configured to store a prede-
termined access policy, information on a path calculated based on the access policy
and so forth, and the like. Fig. 7 includes a table showing examples of packet
processing policies held in the packet processing policy DB 211. Each example in Fig.
7 shows an entry that associates a final output destination in the upper layer network
and a forwarding destination (subsequent forwarding destination) from the output des-
tination, for each destination of a packet.

When receiving notification of updating the upper layer topology from the upper
layer management unit 218, the packet control information generation unit 213
calculates a path for each flow, based on the packet processing policy, the upper layer
topology stored in the upper layer topology DB 30, and update content included in the
notification of updating, and generates control information (packet control in-
formation) to be set in a forwarding node in the upper layer. The packet control in-
formation generation unit 213 also stores the generated control information (packet
control information) in the packet control information DB 214. When receiving from
the upper layer management unit 218 specification of one of the optical paths whose
band usage rate exceeds a predetermined threshold value, the packet control in-
formation generation unit 213 checks the optical path with calculated paths (upper
layer paths), selects one of the upper layer paths that passes through the optical path
and having different start and end points, and then responds the selected upper layer
path to the upper layer management unit 218.

The packet control information DB 214 is a database configured to store the control

information to be set in each communication node in the upper layer. Fig. 8 includes a
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table showing examples of the packet control information held in the packet control in-
formation DB 214. The examples in Fig. 8 show the packet control information each of
which associates the communication node in which the packet control information is to
be set, a matching condition for identifying a flow at the node, and processing content
(action) to be applied to the matching condition. To take an example, according to an
uppermost entry in Fig. 8, when receiving a packet having a destination A set therein,
the node 1 outputs the packet from its port 1 to which the optical path of the
wavelength lambda 1 is connected. With this arrangement, the processing of
forwarding the packet with the destination A to the destination A through the router X
is implemented. The packet has been received from the communication node 1 shown
in the lower stage of Fig. 8.

When addition, change, deletion, or the like of an entry held in the packet control in-
formation DB 214 is performed, the packet control information setting unit 215
executes setting, change, or deletion of the packet control information in each corre-
sponding communication node, in synchronization with the content of addition,
change, deletion or the like of the entry.

The upper layer NW status acquisition unit 116 is means for collecting traffic in-
formation from each communication node in the upper layer, the probe apparatus
installed separately, or the like, and then registering the traffic information in the upper
layer NW status DB 217. The upper layer NW status acquisition unit 216 can also be
implemented by a function of collecting flow statistics information stored in each
OpenFlow switch. This function is included in an OpenFlow controller in Non Patent
Literatures 1 and 2.

The upper layer NW status DB 217 is a database configured to store the information
for grasping an upper layer network status collected by the upper layer NW status ac-
quisition unit 216.

The upper layer management unit 218 receives and responds to the notification of the
optical path change from the lower layer management unit 118, the notification of
completion of setting of the packet control information for the upper layer to the lower
layer management unit 118, the request for selecting the candidate for replacing the
upper layer path from the lower layer management unit 118, and the like.

Each unit (processing means) of the control apparatus shown in Fig. 3 can also be
implemented by a computer program that causes a computer constituting the control
apparatus to execute each process described above.

Next, operations of this exemplary embodiment will be described in detail with
reference to drawings. First, the description will be directed to a cooperative operation
between the upper layer and the lower layer when the control apparatus receives a

request for stopping one of the communication nodes in the lower layer. Fig. 9is a
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flowchart showing operations of the control apparatus when the control apparatus
receives at the wavelength processing policy analysis unit 111 the request for stopping
the communication node in the lower layer.

Referring to Fig. 9, the wavelength processing policy analysis unit 111 notifies to the
wavelength control information generation unit 113 the communication node in the
lower layer for which the request for stopping has been made. The wavelength control
information generation unit 113 refers to the wavelength control information DB 114
to list up the optical paths that pass through the communication node to be stopped (in
step SO01). Each optical path that passes through the communication node to be
stopped can be identified by searching the wavelength control information DB 114 for
the wavelength control information set in the communication node to be stopped and
then searching the upper layer topology DB 30 for the corresponding optical path.

The wavelength control information generation unit 113 selects one of the optical
paths for which alternative path calculation has not been completed from among the
optical paths that have been listed up, and calculates an alternative path having same
start and end points as those of the selected optical path (in step S002). Specifically,
the wavelength control information generation unit 113 excludes the communication
node to be stopped from the physical topology stored in the lower layer topology DB
112 and then performs the path calculation. The alternative path can be thereby
obtained.

Next, the wavelength control information generation unit 113 stores the calculated al-
ternative path in the upper layer topology DB 30 (in step S003).

Then, the wavelength control information generation unit 113 generates wavelength
control information (refer to Fig. 6) for forming the alternative path, and then registers
the wavelength control information in the wavelength control information DB 114. The
wavelength control information setting unit 115 sets a wavelength processing rule
added to the wavelength control information DB 114 in each corresponding commu-
nication node (in step S004).

When calculation of alternative paths for all the optical paths that have been listed up
in step S001 is not completed (No in step S005), the procedure returns to step SO02 to
repeat alternative path calculation. On the other hand, calculation of alternative paths
for all the optical paths that have been listed up in step SO01 is completed (Yes in step
S005), the wavelength control information generation unit 113 notifies all the optical
paths that have been listed up in step SO01 to the upper layer management unit 218
through the lower layer management unit 118 to cause the upper layer management
unit 218 to start path replacement in the upper layer (in step S006).

When receiving the notification, the upper layer management unit 218 notifies to the

packet control information generation unit 213 the optical paths to be stopped that have
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been notified from the lower layer management unit 118, and instructs the path re-
placement in the upper layer. The packet control information generation unit 213
performs recalculation of existent paths, using a topology obtained by excluding the
optical paths notified from the lower layer management unit 118 from the logical
topology stored in the upper layer topology DB 30 (in step S007).

Next, the packet control information generation unit 213 generates the packet control
information for causing packet forwarding along the paths obtained by the recal-
culation to be executed, and then stores the packet control information in the packet
control information DB 214 (in step S008).

Then, the packet control information setting unit 215 refers to the packet control in-
formation DB 214 to set the newly added packet control information in each commu-
nication node on each corresponding path in the upper layer (in step S009).

When the above-mentioned processes are completed, the upper layer management
unit 218 notifies to the lower layer management unit 118 completion of the process of
the path replacement in the upper layer (in step S010).

When receiving from the upper layer management unit 218 the notification of
completion of the path replacement process in the upper layer, the lower layer
management unit 118 instructs the wavelength control information generation unit 113
to delete from the wavelength control information DB 114 the wavelength control in-
formation for forming the optical paths that have been listed up in step SO01. When
deletion of the wavelength control information is performed by the wavelength control
information generation unit 113, the wavelength control information setting unit 115
deletes from the corresponding communication nodes wavelength processing rules that
have been deleted from the wavelength control information DB 114 (in step SO11).

With the above-mentioned arrangement, traffic in the upper layer that uses the optical
paths to be stopped can be rapidly detoured.

Next, a description will be directed to an example where the upper layer and the low
layer perform a cooperative operation, according to the status of traffic or an increase
in processing load. Fig. 10 is a flowchart showing operations of the control apparatus
when performing path optimization based on the status of the lower layer.

Referring to Fig. 10, when one of the optical paths whose band usage rate exceeds a
predetermined threshold value is found as a result of monitoring using the lower layer
NW status DB 117, the lower layer management unit 118 first specifies the optical
path and notifies the upper layer management unit 218 to select a candidate for re-
placement of an upper layer path (in step S101).

The upper layer management unit 218 forwards the notification from the lower layer
management unit 118 to the packet control information generation unit 213. The

packet control information generation unit 213 refers to the packet control information
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DB 214 to select one of the upper layer paths that pass through the notified optical
path, of which at least one of start and end points is different from that of the optical
path, as a target for replacement (in step S102).

Fig. 11 is a diagram for explaining steps S101 and S102. Assume, for example, that,
among optical paths in Fig. 11, the band usage rate of the optical path between a com-
munication node #1 and a communication node #2 is high. Then, the optical path
between the communication node #1 and the communication node #2 is selected in
step S101. In this case, the lower layer management unit 118 specifies the optical path
between the communication node #1 and the communication node #2, and then notifies
the upper layer management unit 218 to select the candidate for replacement of the
upper layer path (in step S101). The packet control information generation unit 213
that has received the notification through the upper layer management unit 218 selects,
from among upper layer paths indicated by broken lines in Fig. 11, the upper layer path
that passes through the communication node #1, the communication node #2, and a
communication node #3, as the target for replacement (in step S102).

The packet control information generation unit 213 notifies the start and end points
of the upper layer path determined in step S102 to the lower layer management unit
118 through the upper layer management unit 218 (in step S103).

The lower layer management unit 118 forwards the notification from the upper layer
management unit 218 to the wavelength control information generation unit 113. The
wavelength control information generation unit 113 calculates a path between the
notified start and end points, using the physical topology stored in the lower layer
topology DB 112, thereby determining the optical path to be newly added (in step
S104).

Next, the wavelength control information generation unit 113 registers the calculated
new optical path in the upper layer topology DB 300 (in step S105). The wavelength
control information generation unit 113 generates the wavelength control information
(refer to Fig. 6) for forming the calculated new optical path, and then registers the
generated wavelength control information in the wavelength control information DB
114. The wavelength control information setting unit 115 sets a wavelength processing
rule added to the wavelength control information DB 114 to each corresponding com-
munication node (in step S106).

Next, the wavelength control information generation unit 113 notifies the optical path
added to the upper layer topology DB 30 in step S105 to the upper layer management
unit 218 through the lower layer management unit 118, thereby causing the upper layer
management unit 218 to start path replacement in the upper layer (in step S107).

When receiving the notification, the upper layer management unit 218 notifies to the

packet control information generation unit 213 the new optical path notified from the
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lower layer management unit 118 and instructs the packet control information
generation unit 213 to perform the path replacement in the upper layer. The packet
control information generation unit 213 performs recalculation of the existent paths,
using the logical topology stored in the upper layer topology DB 30 (in step S108).

Next, the packet control information generation unit 213 generates the packet control
information for causing the communication nodes in the upper layer to perform packet
forwarding along the paths obtained by the recalculation, and then stores the packet
control information in the packet control information DB 214 (in step S109).

Then, the packet control information setting unit 215 refers to the packet control in-
formation DB 214 and then sets the newly added packet control information in each
communication node on the corresponding path in the upper layer (in step S110).

Fig. 12 is a diagram for explaining processes after step S104 in Fig. 10. In the
example in Fig. 12, addition of the new optical path between the communication node
#1 and the communication node #3 that are the notified start and end points is de-
termined. Then, the packet control information generation unit 213 performs recal-
culation of the existent paths in the upper layer, by referring to the logical topology
including the added optical path. In the example in Fig. 12, replacement by an upper
layer path between the communication node #1 and the communication node #3 is
performed to use the optical path between the communication node #1 and the commu-
nication node #3, without passing through the communication node #2.

With the above-mentioned arrangement, addition of the new path in consideration of
traffic in the lower layer and replacement of the upper layer path according to the
addition of the new path is performed. According to this exemplary embodiment, it is
not necessary to perform information exchange between an adjacent one of the com-
munication nodes in order to grasp a change in the upper layer topology.

The above description was given about the exemplary embodiment of the present
invention. The present invention, is not, however, limited to the above-mentioned
exemplary embodiment. Further variations, substitutions, and adjustments may be
added within a scope without departing from the basic technical concept of the present
invention. To take an example, the network configuration and the configurations of
elements shown in each drawing are an example for helping understanding of the
present invention, and the present invention is not limited to those shown in these
drawings.

In the example shown in Fig. 12, for example, the description was given, assuming
that the lower layer management unit 118 selects the optical path with a high band
usage rate by referring to the lower layer NW status DB 117. A configuration can also
be adopted where the upper layer management unit 218 identifies one of the upper

layer paths where congestion or the like has occurred by referring to the upper layer
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NW status DB 217, and requests the lower layer management unit 218 to add an
optical path. Further, other information such as information on a load on each switch
can also be used, in place of the band usage rate. When it is clear that traffic in a
specific segment will increase at a certain specific date based on the statistics in-
formation or the like, the lower layer management unit 118 may voluntarily add an
optical path.

Finally, preferred modes of the present invention are summarized.

<First Mode>

(See the communication system according to the first aspect described above).

<Second Mode>

In the communication system in the first mode,

the first control unit changes the setting of the communication node belonging to the
first hierarchical network and changes the topology of the second hierarchical network,
in response to the request from the second control unit or a user.

<Third Mode>

In the communication system in the first or second mode,

the first control unit further comprises a first management unit configured to notify
the change of the topology of the second hierarchical network to the second control
unit; and

the second control unit further comprises a second management unit configured to
request the first control unit to add a path to the first hierarchical network.

<Fourth Mode>

In the communication system in any one of the first to third modes,

the first control unit adds the new path between start and end points notified from the
second control unit.

<Fifth Mode>

In the communication system in the fourth mode,

the second control unit selects a replacement target path from among upper layer
paths that uses a lower layer path specified from the first control unit, and notifies start
and end points of the replacement target path to the first control unit.

<Sixth Mode>

In the communication system in the fifth mode,

the first control unit further comprises:

a first status acquisition unit configured to obtain a status of the first hierarchical
network; and

the first control unit specifies to the second control unit the lower layer path for
which the replacement target path is demanded, based on the status of the first hier-

archical network.
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<Seventh Mode>

In the communication system in any one of the fourth to sixth modes,

the second control unit further comprises:

a second status acquisition unit configured to obtain a status of the second hierarchical
network; and

the second control unit determines the start and end points to be specified to the first
control unit, based on the status of the second hierarchical network.

<FEighth Mode>

In the communication system in any one of the first to seventh modes,

the first control unit sets an alternative path in the second hierarchical network
according to the request from the user for stopping the communication node belonging
to the first hierarchical network.

<Ninth Mode>

In the communication system in the eighth mode,

the first control unit deletes a path that passes through the communication node for
which the request for stopping the communication node has been made, after
completion of the change in the setting of the communication node belonging to the
second hierarchical network by the second control unit.

<Tenth Mode>

In the communication system in any one of the first to ninth modes,

the communication node(s) belonging to the first hierarchical network comprises
(comprise) optical router(s) and/or optical cross-connect apparatus(es); and

the second hierarchical network performs packet forwarding, using an optical path(s)
set between the optical router(s) or the optical cross-connect apparatus(es).

<Eleventh Mode>

In the communication system in the tenth mode,

the first control unit comprises:

a first control information generation unit configured to generate control information to
be set in each of the optical routers or the optical cross-connect apparatuses and to
update the topology of the second hierarchical network formed by the optical routers
and/or the optical cross-connect apparatuses; and

a first control information setting unit configured to set the control information in the
optical router; and

the second control unit comprises:

a second control information generation unit configured to generate control in-
formation to be set in the communication node(s) belonging to the second hierarchical
network, based on the topology of the second hierarchical network and a prede-

termined packet processing policy; and
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[0072]

a second control information setting unit configured to set the control information in
the communication node(s) belonging to the second hierarchical network.

<Twelfth Mode>

(See the control apparatus according to the second aspect described above).
<Thirteenth Mode>

(See the control method of a communication system according to the third aspect
described above).

<Fourteenth Mode>

(See the program according to the fourth aspect described above).

The twelfth to fourteenth modes described above can be developed into the second to

eleventh modes, like the first mode.
Each disclosure of the above-listed Patent Literature and Non Patent Literatures is in-

corporated herein by reference. Modification and adjustment of each exemplary em-
bodiment and each example are possible within the scope of the overall disclosure
(including the claims) of the present invention and based on the technical concept of
the present invention. Various combinations and selections of various disclosed
elements (including each element in each claim, each element in each exemplary em-
bodiment and each example, and each element in each drawing) are possible within the
scope of the claims of the present invention. That is, the present invention naturally
includes various variations and modifications that could be made by those skilled in
the art according to the overall disclosure including the claims and the technical
concept. In particular, it should be interpreted that an arbitrary numerical value and an
arbitrary small range included in a numerical value range described herein is
specifically described unless otherwise stated herein. In the present disclosure, the
singular form will represent also the plural form as the case is pertinent.
Reference Signs List

11 request receiving unit

12 first control unit

22 second control unit

30 upper layer topology DB (logical topology DB)

30A logical topology

91 first hierarchical network

92 second hierarchical network

111 wavelength processing policy analysis unit

112 lower layer topology (physical topology) DB

113 wavelength control information generation unit

114 wavelength control information DB (optical path DB)
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115 wavelength control information setting unit
116 lower layer NW status acquisition unit

117 lower layer NW status DB

118 lower layer management unit

211 packet processing policy DB

213 packet control information generation unit
214 packet control information DB

215 packet control information setting unit

216 upper layer NW status acquisition unit

217 upper layer NW status DB

218 upper layer management unit
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Claims

A communication system, including:

a first control unit configured to change setting of at least one of com-
munication nodes belonging to a first hierarchical network and to
change a topology of a second hierarchical network formed by using
the first hierarchical network, in response to a setting request for the
first hierarchical network; and

a second control unit configured to change setting of a communication
node(s) belonging to the second hierarchical network, using the
topology of the second hierarchical network after the change.

The communication system according to claim 1, wherein

the first control unit changes the setting of the communication node(s)
belonging to the first hierarchical network and changes the topology of
the second hierarchical network, in response to the request from the
second control unit or a user.

The communication system according to claim 1 or 2, wherein

the first control unit further comprises a first management unit
configured to notify the change of the topology of the second hier-
archical network to the second control unit; and

the second control unit further comprises a second management unit
configured to request the first control unit to add a path to the first hier-
archical network.

The communication system according to any one of claims 1 to 3,
wherein

the first control unit adds the new path between start and end points
notified from the second control unit.

The communication system according to claim 4, wherein

the second control unit selects a replacement target path from among
upper layer paths that uses a lower layer path specified from the first
control unit, and notifies start and end points of the replacement target
path to the first control unit.

The communication system according to claim 5, wherein

the first control unit further comprises:

a first status acquisition unit configured to obtain a status of the first hi-
erarchical network; and

the first control unit specifies to the second control unit the lower layer

path for which the replacement target path is demanded, based on the
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status of the first hierarchical network.

The communication system according to any one of claims 4 to 6,
wherein

the second control unit further comprises:

a second status acquisition unit configured to obtain a status of the
second hierarchical network; and

the second control unit determines the start and end points to be
specified to the first control unit, based on the status of the second hier-
archical network.

The communication system according to any one of claims 2 to 7,
wherein

the first control unit sets an alternative path in the second hierarchical
network according to the request from the user for stopping the com-
munication node belonging to the first hierarchical network.

The communication system according to claim 8, wherein

the first control unit deletes a path that passes through the commu-
nication node for which the request for stopping the communication
node has been made, after completion of the change in the setting of the
communication node belonging to the second hierarchical network by
the second control unit.

The communication system according to any one of claims 1 to 9,
wherein

the communication node(s) belonging to the first hierarchical network
comprises (comprise) optical router(s) and/or optical cross-connect
apparatus(es); and

the second hierarchical network performs packet forwarding, using an
optical path(s) set between the optical router(s) or the optical cross-
connect apparatus(es).

The communication system according to claim 10, wherein

the first control unit comprises:

a first control information generation unit configured to generate
control information to be set in each of the optical routers or the optical
cross-connect apparatuses and to update the topology of the second hi-
erarchical network formed by the optical routers and/or the optical
cross-connect apparatuses; and

a first control information setting unit configured to set the control in-
formation in the optical router; and

the second control unit comprises:
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a second control information generation unit configured to generate
control information to be set in the communication node(s) belonging
to the second hierarchical network, based on the topology of the second
hierarchical network and a predetermined packet processing policy; and
a second control information setting unit configured to set the control
information in the communication node(s) belonging to the second hi-
erarchical network.

A control apparatus, comprising:

a first control unit configured to change setting of at least one of com-
munication nodes belonging to a first hierarchical network and to
change a topology of a second hierarchical network formed by using
the first hierarchical network, in response to a setting request for the
first hierarchical network; and

a second control unit configured to change setting of a communication
node(s) belonging to the second hierarchical network, using the
topology of the second hierarchical network after the change.

The control apparatus according to claim 12, wherein

the first control unit changes the setting of the communication node(s)
belonging to the first hierarchical network and changes the topology of
the second hierarchical network, in response to the request from the
second control unit or a user.

The control apparatus according to claim 12 or 13, wherein

the first control unit further comprises a first management unit
configured to notify the change of the topology of the second hier-
archical network to the second control unit; and

the second control unit further comprises a second management unit
configured to request the first control unit to add a path(s) to the first
hierarchical network.

The control apparatus according to any one of claims 12 to 14, wherein
the first control unit adds the new path(s) between start and end points
notified from the second control unit.

The control apparatus according to claim 15, wherein

the second control unit selects a replacement target path from among
upper layer paths that uses a lower layer path specified from the first
control unit, and notifies start and end points of the replacement target
path to the first control unit.

The control apparatus according to claim 16, wherein

the first control unit further comprises:
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a first status acquisition unit configured to obtain a status of the first hi-
erarchical network; and

the first control unit specifies to the second control unit the lower layer
path for which the replacement target path is demanded, based on the
status of the first hierarchical network.

The control apparatus according to any one of claims 15 to 17, wherein
the second control unit further comprises:

a second status acquisition unit configured to obtain a status of the
second hierarchical network; and

the second control unit determines the start and end points to be
specified to the first control unit, based on the status of the second hier-
archical network.

The control apparatus according to any one of claims 13 to 18, wherein
the first control unit sets an alternative path(s) in the logical network
according to the request from the user for stopping the communication
node belonging to the first hierarchical network.

The control apparatus according to claim 19, wherein

the first control unit deletes a path that passes through the commu-
nication node for which the request for stopping the communication
node has been made, after completion of the change in the setting of the
communication node belonging to the second hierarchical network by
the second control unit.

The control apparatus according to any one of claims 12 to 20, wherein
the communication nodes belonging to the first hierarchical network
comprise optical router(s) and/or optical cross-connect apparatus(es);
and

the second hierarchical network performs packet forwarding, using an
optical path(s) set between the optical router(s) and/or the optical cross-
connect apparatus(es).

The control apparatus according to claim 21, wherein

the first control unit comprises:

a first control information generation unit configured to generate
control information to be set in each of the optical routers or the optical
cross-connect apparatuses and to update the topology of the second hi-
erarchical network formed by the optical routers or the optical cross-
connect apparatuses; and

a first control information setting unit configured to set the control in-

formation in the optical router; and
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the second control unit comprises:

a second control information generation unit configured to generate
control information to be set in the communication node(s) belonging
to the second hierarchical network, based on the topology of the second
hierarchical network and a predetermined packet processing policy; and
a second control information setting unit configured to set the control
information in the communication node(s) belonging to the second hi-
erarchical network.

A control method of a communication system comprising:

a first control unit configured to change setting of at least one of com-
munication nodes belonging to a first hierarchical network and to
change a topology of a second hierarchical network formed by using
the first hierarchical network, in response to a setting request for the
first hierarchical network; and

a second control unit configured to change setting of a communication
node(s) belonging to the second hierarchical network, the control
method comprising the steps of:

changing the setting of the communication node(s) belonging to the
first hierarchical network and changing the topology of the second hier-
archical network, in response to the request from the second control
unit or a user; and

changing the setting of the communication node(s) belonging to the
second hierarchical network, using the topology of the second hier-
archical network after the change.

A program for a computer constituting a control apparatus including:

a first control unit configured to change setting of at least one of com-
munication nodes belonging to a first hierarchical network and to
change a topology of a second hierarchical network formed by using
the first hierarchical network, in response to a setting request for the
first hierarchical network; and

a second control unit configured to change setting of a communication
node(s) belonging to the second hierarchical network, the program
causing the computer to execute the processes of:

changing the setting of the communication node(s) belonging to the
first hierarchical network and changing the topology of the second hier-
archical network, in response to the request from the second control
unit or a user; and

changing the setting of the communication node(s) belonging to the
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second hierarchical network, using the topology of the second hier-

archical network after the change.
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