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PROCESSING PREDICATES INCLUDING 
POINTER INFORMATION 

BACKGROUND 

Static analysis involves analyzing a program without actu 
ally dynamically testing the program through execution. For 
example, static analysis may determine if there are errors in 
the program without run-time testing the program. In other 
cases, static analysis can be combined with run-time testing. 
For example, a dynamic control system can use static analysis 
to direct run-time testing. 

Typically, static analysis involves the symbolic evaluation 
of a set of predicates. Predicates represent relations between 
variables, properties, etc. The predicates may pertain in Vari 
ous ways to the program being analyzed. For example, some 
predicates can be extracted directly from the program, e.g., 
from conditional statements (e.g., “IF statements) in the 
program. Other predicates can be computed using various 
types of transformations applied to program Statements. 

Static analysis may rely on a theorem prover to analyze the 
identified predicates. A theorem prover typically accepts 
input information expressed in a specified format, as deter 
mined by a background theory. The theorem prover performs 
logical analysis on the input information in the symbolic 
domainto produce a conclusion. For example, in one case, the 
theorem prover can determine whether there is a contradic 
tion in a set of predicates; if so, this means that the conjunc 
tion of all predicates yields FALSE for any values for predi 
cate variables. Some theorem provers analyze the input 
information with reference to constraints specified by axi 
oms. Axioms may be regarded as domain-specific predicates 
a priori assumed as yielding TRUE. In general, predicate 
evaluation is a complex task, particularly when dealing with 
a large number of predicates or complex predicates. As a 
result, in designing a physical implementation of Such analy 
sis, it is appropriate to keep in mind temporal and memory 
limitations that may affect performance of the implementa 
tion. 
A predicate that contains pointer information relates some 

term in the predicate to a memory location. To facilitate 
automatic analysis of Such predicates, it is appropriate to 
convert Such pointer information into a form that can be 
readily interpreted by a theorem prover. However, there is 
currently no fully adequate theory for expressing Such pointer 
information. One known approach uses precise axioms that 
reflect a physical memory model of a programming language 
(e.g., by mapping any pointer-based computation to an array 
based computation). While being precise, this method is com 
putationally complex and may not easily scale for large pro 
gram code. Another approach uses pointer axioms that 
attempt to approximate a logical memory model, with the 
core axiom being Dereference(Address(x))==X. This 
approach scales well, but it is not precise, e.g., because it does 
not take into account various scenarios, Such as semantically 
incorrect pointer dereferences (which can result from pro 
grams that are incorrect). To address this shortcoming, the 
approach uses various work-around patches. 
The lack of an adequate theory for pointers can have vari 

ous negative consequences. For example, this deficiency can 
lead to analysis that includes unsound results, such as incor 
rector incomplete results. Further, the deficiency can result in 
poor performance of a program analysis engine, e.g., by con 
Suming too much memory and/or time. Further, the lack of an 
adequate theory can result in poor integration of predicate 
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2 
analysis functionality with other aspects of the program 
analysis engine, which, in turn, may also negatively impact 
accuracy and performance. 

SUMMARY 

A system is described for processing predicates that 
include pointer information based on a general-purpose 
theory of pointers. The system operates by receiving at least 
one predicate that is identified during analysis of a program. 
The predicate includes a location expression associated there 
with, which may include a variable and/or a location term 
(e.g., field-type access term or a dereference term). The sys 
tem uses at least one translation rule to convert the location 
expression into a logical formula that is interpretable by a 
theorem prover module, producing a converted predicate. The 
system then passes the converted predicate to the theorem 
prover module for analysis (along with other converted predi 
cates). 

According to one illustrative aspect, a logical formula 
identifies a location object that has an address object and 
value object associated therewith. In one case, the location 
object comprises an explicitly-specified location object that 
corresponds to a variable in the location expression. 

In another case, the location object comprises a construc 
tor-specified location object that corresponds to a location 
term in the location expression. The constructor-specified 
location object is represented by a constructor function S(X, 
C), where Crefers to a link that relates a parent location object 
X to the constructor-specified location object. In one case, the 
link C can correspond to a dereference link (D), associated 
with a dereference-type term. In another case, the link C can 
correspond to a field index (F), associated with a field-type 
acceSS term. 

According to another illustrative aspect, the system oper 
ates by first determining explicitly-specified location objects, 
also referred to as basic location objects. The system then 
determines constructor-specified location objects in a recur 
sive fashion. 

According to another illustrative aspect, an explicit encod 
ing technique can be used to represent locations associated 
with variables, and field selectors, using integers; an uninter 
preted function can be used to represent other entities (e.g., 
other location objects, address objects, and value objects). 

According to another illustrative aspect, each location 
object is associated with either a normal location object oran 
abnormal location object, the abnormal location object rep 
resenting an invalid location. 

According to another illustrative aspect, the operation of 
the theorem prover module is constrained by a set of axioms 
associated with the theory of pointers. In one case, the theo 
rem prover module receives an explicit set of axioms. In 
another case, the theorem prover module receives converted 
predicates which implicitly incorporate constraints specified 
by a set of axioms. 

According to another illustrative feature, the set of axioms 
represents a relatively small set of core axioms. The theorem 
provider module is operative to infer additional details based 
on the core set of axioms. 

In general, the functionality Summarized above offers 
Sound results and satisfactory performance, even in the course 
of analyzing a large set of predicates and/or complex predi 
cates. The functionality also provides an elegant way of 
encompassing many different pointer scenarios, including 
semantically incorrect pointer dereferences. The functional 
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ity also readily accommodates the integration of predicate 
processing functionality with other aspects of a program 
analysis engine. 
The above functionality can be manifested in various types 

of systems, components, methods, computer readable media, 
data structures, articles of manufacture, and so on. 

This Summary is provided to introduce a selection of con 
cepts in a simplified form; these concepts are further 
described below in the Detailed Description. This Summary 
is not intended to identify key features or essential features of 
the claimed subject matter, nor is it intended to be used to 
limit the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows an overview of a system for analyzing a 
program, including a predicate analysis module for analyzing 
predicates; the predicates are identified in the course of ana 
lyzing the program. 

FIG. 2 shows an example of a conversion performed by a 
conversion module used by the predicate analysis module of 
FIG. 1; here, the conversion module converts location expres 
sions in the predicates into logical formulae that are interpret 
able by a theorem prover module. 

FIG. 3 shows a collection of translation rules used by the 
conversion module to transform location expressions into 
logical formulae. 

FIG. 4 shows taxonomies of syntactic and semantic terms 
used in this explanation. 

FIG.5 shows an overview of a program analysis engine that 
can make use of the predicate analysis module of FIG. 1. 

FIG. 6 is a more detailed depiction of the program analysis 
engine of FIG. 5. 

FIG. 7 is a flowchart which provides an overview of one 
manner of operation of the system of FIG. 1. 

FIG. 8 is a flowchart that describes one manner in which the 
conversion module can convert location expressions into 
logical formulae. 

FIG. 9 is a flowchart that describes on implementation 
specific formulation of the theory of pointers. 

FIG.10 shows illustrative processing functionality that can 
be used to implement any aspect of the features shown in the 
foregoing drawings. 
The same numbers are used throughout the disclosure and 

figures to reference like components and features. Series 100 
numbers refer to features originally found in FIG. 1, series 
200 numbers refer to features originally found in FIG. 2, 
series 300 numbers refer to features originally found in FIG. 
3, and so on. 

DETAILED DESCRIPTION 

This disclosure sets forth functionality for processing loca 
tion expressions in predicates based on a general-purpose 
theory of pointers. Section A of this disclosure describes an 
illustrative system for performing this analysis. Section B 
describes the operation of the system of Section A in flow 
chart form. Section C describes illustrative computing func 
tionality for implementing the features described in Sections 
A and B. 
As a preliminary matter, some of the figures describe con 

cepts in the context of one or more structural components, 
variously referred to as functionality, modules, features, ele 
ments, etc. The various components shown in the figures can 
be implemented in any manner, such as by hardware, Soft 
ware-implemented electrical components, and/or some com 
bination thereof In one case, the illustrated separation of 
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4 
various components in the figures into distinct units may 
reflect the use of corresponding distinct components in an 
actual implementation. Alternatively, or in addition, any 
single component illustrated in the figures may be imple 
mented by plural actual components. Alternatively, or in addi 
tion, the depiction of any two or more separate components in 
the figures may reflect different functions performed by a 
single actual component. FIG. 9, to be discussed in turn, 
provides additional details regarding one illustrative imple 
mentation of the functions shown in the figures. 

Other figures describe the concepts in flowchart form. In 
this form, certain operations are described as constituting 
distinct blocks performed in a certain order. Such implemen 
tations are illustrative and non-limiting. Certain blocks 
described herein can be grouped together and performed in a 
single operation, certain blocks can be broken apart into plu 
ral component blocks, and certain blocks can be performed in 
an order that differs from that which is illustrated herein 
(including a parallel manner of performing the blocks). The 
blocks shown in the flowcharts can be implemented in any 
a. 

As to terminology, the phrase “configured to encom 
passes any way that any kind of functionality can be con 
structed to perform an identified operation. The terms “logic' 
or “logic component' encompass any functionality for per 
forming a task. For instance, each operation illustrated in the 
flowcharts corresponds to a logic component for performing 
that operation. When implemented by a computing system 
(e.g., “computing functionality'), a logic component repre 
sents a physical component that is a physical part of the 
computing system, however implemented. 
The following explanation may identify one or more fea 

tures as "optional.” This type of statement is not to be inter 
preted as an exhaustive indication of features that may be 
considered optional; that is, other features can be considered 
as optional, although not expressly identified in the text. 
Similarly, the explanation may indicate that one or more 
features can be implemented in the plural (that is, by provid 
ing more than one of the features). This statement is not be 
interpreted as an exhaustive indication of features that can be 
duplicated. Finally, the terms “exemplary' or “illustrative' 
refer to one implementation among potentially many imple 
mentations. 

A. Illustrative System 
A.1. Overview of System 
FIG. 1 shows a system for performing analysis on a pro 

gram, and, in the process, for analyzing predicates. As stated 
above, predicates represent relations between variables, prop 
erties, etc. The predicates may pertain in various ways to the 
program being analyzed. For example, Some predicates can 
be extracted directly from the program, e.g., from conditional 
statements (e.g., “IF statements) in the program. Other 
predicates can be computed using various types of transfor 
mations applied to program statements. For example, the 
weakest pre-condition transformation associated with assign 
ment X: y transforms post-conditionX 1 into pre-condition 
y=1. 
The program being analyzed may originate from one or 

more program sources 102 (referred to in the singular below). 
For example, the program source 102 may correspond to 
Source code, binary code, intermediate representation (IR) 
code, execution traces associated with the program, and so 
O. 

A program analysis engine 104 performs static analysis on 
the program, in possible combination with other types of 
analyses. As stated above, static analysis involves analyzing a 
program without actually dynamically testing the program 
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through execution. The static analysis may attempt to dis 
cover a property of the program, Such as, most commonly, 
whether the program includes any errors. FIGS. 5 and 6, to be 
discussed in turn, show one example of a program analysis 
engine that can be used in the system 100 of FIG. 1. 
The evaluation of predicates serves various purposes. 

According to one application, the program analysis engine 
104 evaluates a set of predicates to determine whether there is 
a contradiction in the set. If so, this means that the conjunction 
of all predicates yields FALSE for any values for predicate 
variables. Otherwise, the evaluation may reveal that that the 
set of predicates is VALID. If this is the case, the evaluation 
can also return a model, which provides a set of values of 
predicate variables for which all predicates yield TRUE. In 
another case, the program analysis engine 104 can rely on 
predicate analysis to detect a minimal Subset of predicates 
that exhibits contradiction. The program analysis engine 104 
can rely on predicate analysis for yet other purposes. 
The program analysis engine 104 relies on a predicate 

analysis module 106 to perform the evaluation of predicates. 
The predicate analysis module 106, in turn, includes two 
component modules: a theorem prover module 108 and a 
conversion module 110. 
The theorem prover module 108 represents functionality 

for logically analyzing input information to reach a conclu 
Sion. More specifically, the input information is expressed as 
a formula that can be interpreted by the theorem prover mod 
ule 108. The theorem prover module 108 attempts to find a 
Solution to the formula within a symbolic domain, essentially 
Solving an oftentimes-complex combinatorial problem 
defined by multiple constraints. 

Different types of general-purpose theorem prover mod 
ules are available in the field. For example, the Z3 theorem 
prover, provided by Microsoft Corporation of Redmond, 
Wash., can be used to implement the theorem prover module 
108 of FIG.1. The Z3 theorem solver is described in various 
publications, including: Leonardo de Moura, et al., “Z3: An 
Efficient SMT Solver in Tools and Algorithms for the Con 
struction and Analysis of Systems, Vol. 4963/2008, Apr. 3, 
2008, pp. 337-340. Other theorem prover modules include: 
Alt-Ergo, Ario, Barcelogic, Beaver, Boolector, CVC, CVC 
Lite, CVC3, DPT (Intel), ExtSAT, Harvey, HTP, ICS (SRI), 
Jat, MathSAT, OpenSMT, Sateen, Simplify, Spear, STeP. 
STP, SVC, Sword, TSAT, UCLID, etc. 
The conversion module 110 receives predicates from the 

program analysis engine 104. The predicates have location 
expressions associated therewith, and each location expres 
sion may include one or more expression terms. An expres 
sion term, in turn, can specify either a variable (e.g., X) or a 
so-called location term. A location term may represent a 
direct field type access term (e.g., X, f), an indirect field type 
access term (e.g., X->f), an array-type access term (e.g., Xf. 
a dereference-type term (e.g., *X), etc. In any case, the loca 
tion expression includes or otherwise implicates some type of 
pointer information which relates Some expression term to a 
location. Generally, a legitimate pointer points to a location 
(in which case, the pointer's value is the location address) or 
keeps 0 as its value. A dereference-type term returns the 
current value stored in the location that this pointer points to. 
The conversion module 110 operates by converting the 

location expressions in the predicates to logical formulae that 
are interpretable by the theorem prover module 108. It per 
forms this task by using various translation rules. The trans 
lation rules map different types of expression terms found in 
the location expressions into corresponding logical form. The 
conversion module 110 is said to produce converted predi 
cates according to the terminology used herein. After conver 
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6 
sion, the conversion module 110 passes the converted predi 
cates to the theorem prover module 108 for analysis. 
The theorem prover module 108 processes the converted 

predicates Subject to a set of axioms. Axioms may be regarded 
as domain-specific predicates a priori assumed as yielding 
TRUE. The axioms can be provided to the theorem prover 
module 108 according to different modes. According to mode 
A, the system 100 feeds an explicit set of axioms to the 
theorem prover module 108. The theorem prover module 108 
then takes these axioms into account as it processes the set of 
converted predicates. Effectively, the set of axioms acts as 
constraints which influence the determination of a solution by 
the theorem prover module 108 (if, in fact, a solution can be 
identified). The Z3 theorem prover, for instance, accommo 
dates this mode of operation. According to mode B (also 
referred to as an "eager expansion” mode), the axioms are 
incorporated into the conversion operation performed by the 
conversion module 110. That is, the conversion module 110 
applies the set of axioms when producing the converted predi 
cates, effectively instantiating those axioms in the course of 
its conversion operation. The converted predicates therefore 
implicitly incorporate the constraints associated with the axi 
oms; these constraints also indirectly influence the Solution 
generated by the theorem prover module 108. But in mode B, 
the theorem prover module 108 does not receive and process 
separate axioms. In yet another case, some of the axioms can 
be applied according to mode A and some of the axioms can 
be applied according to mode B. 

According to one particular implementation, the set of 
axioms represents a small (e.g., minimal) set of axioms. The 
theorem prover module 108 can infer additional details based 
on this core set of axioms. For example, the theorem prover 
module 108 can infer the existence of abnormal location 
objects on the basis of the axioms, even though the axioms do 
not explicitly define such objects. This characteristic is 
advantageous, since it reduces the complexity of the design 
and potentially improves it performance, while still providing 
Sound output results. 
The theorem prover module 108 generates predicate analy 

sis results which reflect it conclusions. The program analysis 
engine 104 receives the predicate analysis results and ulti 
mately generates a final analysis conclusion on the basis of 
the results. In one case, after several iterations of analysis, the 
program analysis engine 104 identifies whether or not the 
program being analyzed contains errors. 
The translation rules together with the set of axioms 

express a general theory of pointers. In other words, the 
translation rules and axioms provide a conceptual framework 
for converting location expressions in the predicates into a 
form that is readily interpretable by the theorem prover mod 
ule 108. This conceptual framework is based on a logical 
treatment of pointers and locations, rather than, primarily, a 
physical model of memory. As will be described, the theory of 
pointers presents a uniform and elegant approach to represent 
different types of pointer information presented in the loca 
tion expressions. The theory offers accurate results without 
unduly taxing the system 100, e.g., without consuming unac 
ceptable amounts of memory resources and time. The theory 
also readily allows the predicate analysis module 106 to be 
integrated with the program analysis engine 104, especially in 
those instances in which the program analysis engine 104 also 
relies on a logical treatment of pointers and locations (rather 
than a physical memory model). 

A.2. Illustrative Translation Rules 
Advancing to FIG. 2, this figure shows an example 200 of 

the type of conversion produced by the conversion module 
110 of FIG. 1. A host of terms will be developed to describe 
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FIG. 2. FIG. 4 provides a summary of these terms to facilitate 
the reader's understanding of the ensuing explanation. 

To summarize the explanation above, FIG. 2 shows that a 
collection of predicates 202 can be identified in the course of 
analyzing a program, where the program originates from the 
program source 102. The predicates, in turn, include location 
expressions 204 associated therewith. In general, this expla 
nation uses lower-case letters to denote syntactic entities 
expressed in the predicates, such as variables and location 
terms. The explanation uses upper-case letters to denote 
semantic entities, e.g., abstract objects associated with corre 
sponding syntactic entities. 

Assume, for example, that the location expressions include 
at least three variables: X, y, and Z. The conversion module 
110 first applies a translation rule which explicitly associates 
each of these variables with location objects, denoted by 
location objects X,Y, and Z. The location objects X,Y, and Z 
are referred to as explicitly-specified location objects because 
they are explicitly identified by the conversion module 110. 
These location objects are also referred to as basic location 
objects. 

Next, the conversion module 110 uses a constructor func 
tion S(X, C) to represent location objects associated with 
location terms. To repeat, a location term may represent a 
direct field type access term (e.g., X, f), an indirect field type 
access term (e.g., X->f), an array-type access term (e.g., XIf). 
a dereference-type term (e.g., *X), etc. The location objects 
created thereby are referred to as constructor-specified loca 
tion objects. This is because these locations are specified 
using the constructor function S(X, C). The constructor func 
tion identifies a location object that is linked to a parent 
location objectX via a link C. The link C can be interpreted in 
different ways, as explained below. 

Consider first the case in which a location expression 
includes the location term Z.g. The conversion module 110 
associates a dependent or derived location object for this 
location term, as specified by the constructor function S(Z. 
G). That is, the constructor function specifies that this depen 
dent location object is linked to parent location object Zvia a 
link G, associated with the field index.g. Similarly, a construc 
tor function S(Z. H) specifies that another dependent location 
object is linked to the parent location object Z via a link H. 
associated with a field index h. In these cases, the conversion 
module 110 uses the constructor function S to identify new 
location objects, referred to herein as field-type location 
objects. Intuitively, these new objects can be thought of as 
“child boxes' spawned down from their respective parent 
location “boxes.” 
Now consider a case in which the location expression 

includes a deference-type term, e.g., *x, as in y=x. The 
conversion module 110 associates a dependent or derived 
location object for this location term, as specified by the 
constructor function S(X, D). The constructor function speci 
fies that this dependent location is linked to the parent loca 
tion objectX via a dereference link D. That is, the dereference 
link D represents a location object yielded by pointer deref 
erence x. In this particular case, the conversion module 110 
uses the constructor function S to identify a pre-existing basic 
location object, namely basic location object Y. It is also 
possible for a dereference term to identify an existing depen 
dent location object, such as the object associated with the 
location term Z.g., which is a field-type location object. It is 
also possible for a dereference term to identify neither a basic 
location object nor a field-type location object; in this case, 
the dereference term can be said, informally, to identify an 
implicit location object. This is the case, for example, when a 
predicate includes a function which creates a new memory 
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location, e.g., as is the case with the malloc(t)) dynamic 
memory allocation operation in the C language. In other 
examples of implicit locations, there is some nexus between a 
predicate and a function which creates a new memory loca 
tion, although the predicate may not explicitly include such a 
function; that is, the predicate can indirectly implicate such a 
function. 

Generally, a location object X can be conceptualized, as 
stated above, as a box. The box can store a value object, 
specified by a value function VOX). The value object associ 
ated with a location object can change in the course of pro 
gram’s execution, but not in the course of predicate evalua 
tion. That is, the juncture at which predicate analysis is 
performed can be viewed as a fixed “snapshot' in the execu 
tion of the program. The address of the location object X 
corresponds to an address object, as specified by an address 
function ACX). 

In the above explanation, the various identified entities 
(locations, addresses, values, links, etc.) are described as 
objects. An implementation of the system 100 can represent 
these objects in different ways. For example, as will be 
described in further detail below, one illustrative implemen 
tation of the system 100 can use an explicit encoding tech 
nique to represent (a) locations associated with variables and 
(b) field selectors (described below), using integers; the sys 
tem 100 can use an uninterpreted function to represent other 
entities (e.g., other object locations, address objects, and 
value objects). Generally, it is advantageous to represent 
objects as integers because the theorem prover module 108 is 
adept at interpreting logical formulas expressed in terms of 
integers. In the following discussion, certain aspects of the 
system 100 will be described in the context of objects and 
certain aspects will be described in the context of an imple 
mentation which encodes the objects in an implementation 
specific manner. 
As another point of clarification, the conversion module 

110 treats field structures in the same manner as arrays. The 
conversion module 110 also refers to locations in field struc 
tures and arrays in the same manner, e.g., as field indices or 
field selectors. For example, the conversion module 110 can 
treat a location term of formXIf (associated with an array) the 
same as a term of form X.f Accordingly, in the example of 
FIG. 2, the field-type access terms Z.g. and Z.h may ultimately 
correspond to field names within a field structure, or they may 
refer to locations within an array. In view of this uniform 
treatment, the remainder of this explanation will sometimes 
refer to structure-type access terms and array-type access 
terms in the same manner, e.g., as generic field-type access 
terms which produce field-type location objects. Field-type 
location objects are also referred to as aggregate-type location 
objects. 

In other words, field-type location objects are specified 
when the constructor function includes a field index object F 
as a second parameter, e.g., SOX, F), where F 60...N-1. 
N refers to a maximal number of field (array) indices associ 
ated with aggregate structures in a program. For example, 
assume that a program uses an array having 5 elements (P5) 
and a field structure having 10 fields (P=10); here, N is 10. 
That is, assume that X is the location that represents the entire 
array and Y is the location that represents the entire field 
structure. The field-type locations of this program are S(X, 0) 
through S(X, 4), and S(Y, 0) through S(Y. 9). 
To accommodate this manner of interpretation, the conver 

sion module 110 performs a preliminary conversion opera 
tion on certain types of location terms to convert them into a 
uniform format. For example, the conversion module 110 can 
transform field names in a field structure into integers in an 
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interval 0... P-1; here, as said, P is the number of fields in 
this structure. Further, the conversion module 110 canassume 
that array indices follow the C language convention in that 
they define an integer interval that starts with 0; for other 
programming languages, the conversion module 110 can con 
vert the array index to this C style. 
The system 100 can also represent the dereference link Das 

the value-1 or some other selected value. This means that the 
constructor function S(X, C) is polymorphic on its second 
argument; it can refer to either-1 (for a dereference link D) or 
a range N of non-negative integers 0 . . . N-1 (for a field 
index F). Hence, £0...N-1). 

FIG.3 summarizes the operation of the conversion module 
110 in converting expression terms intological formulae. The 
conversion module 110 performs this operation with refer 
ence to a collection of translation rules. A first translation rule 
converts a variable v to a basic location object, also referred to 
herein as an explicitly-specified location object. A second 
translation rule converts a dereference-type term (x) into the 
constructor function expression S(x', D). Here, x' refers to a 
replacement term that is applied for term X upon each appli 
cation of the translation rule in a recursive series of applica 
tions, and D refers to a dereference link. A third translation 
rule converts a direct field access type term (X, f) into the 
constructor function expression S(X, f). Here, frefers to a 
replacement term for field index f. A fourth translation rule 
converts an indirect field type access term (x->f) into the 
constructor function expression S(S(x", D).f). As will be 
described below, the conversion module 110 can also apply 
additional translation rules. 

These constructor function expressions can also be 
expressed in more abstract form in the context of objects. The 
first translation rule specifies a basic location object, e.g., X. 
The second translation rule identifies a constructor-specified 
location object that is represented by S(X, D). The third 
translation rule identifies a constructor-specified location 
object that is represented by S(X, F), where F is a field index 
object. The fourth translation rule identifies a constructor 
specified location object that is represented by S(SCX, D), F). 

FIG. 4 Summarizes syntactic and semantic terms used 
herein. With reference to the semantic taxonomy, FIG. 4 
illustrates a collection of terms used hereinto refer to location 
objects. In actual practice, the system 100 first creates 
“explicitly-specified location objects based on variables 
found in the location expressions, which can be said to cor 
respond to B basic location objects. The system 100 then 
recursively applies the constructor function S(F,C) to loca 
tion terms to specify “constructor-specified location objects. 
As described above, the link parameter C can correspond to a 
dereference link D (corresponding to integer -1) or a field 
index F (corresponding to a range 0 . . . N-1), where D (f 
0...N-1. 
A constructor-specified location object that is created 

using a field index is referred to as a field-type location object 
(and is also referred to as an aggregate location object). This 
location object originates from a field-type access term that 
ultimately "originates' from either an array or a field struc 
ture. On the semantic level, the system 100 is agnostic as to 
whether a field-type location object “originates' from a field 
structure or an array. 
A constructor-specified location object that is created 

using a dereference link D can be characterized in different 
ways. In one case, Such a constructor-specified location 
object corresponds to a basic location object or a field-type 
location object. For example, in the context of predicate 
x=y, dereference y denotes the same basic location object 
X as denoted by variable X. In this case, this dereference-type 
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10 
term is said to be aliased with the corresponding variable or 
field-type access term. In another case, a constructor-speci 
fied location object corresponds to neither a basic location 
object nor a field-type location in which case it can be 
informally said to correspond to an implicit location object. In 
other words, implicit location objects are those which can 
only be referenced through dereference-type terms. For 
example, in the C language, the malloc()) function produces 
Such implicit location objects. 
More generally considered, an entire domain of location 

objects (L) can be said to include a domain L of normal 
location objects which correspond to valid locations. How 
ever, upon evaluation, a predicate may contain a term that 
cannot yield any normal location. For example, if V(x)=0, 
then S(X, D) cannot yield a normal location upon evaluation. 
As another example, if a data type of the location X is “int.” 
then S(X, F) cannot yield a normal location. To deal with such 
predicates, FIG. 4 informally specifies a domain of location 
objects L, that can be said to be abnormal. Note that detection 
of an abnormal location object could signal an error in a 
program’s execution. In some cases, the theorem prover mod 
ule 108 can detect the presence of abnormal location objects, 
and in other cases, it cannot; in the latter case, other function 
ality in the program analysis engine 104 can detect Such 
locations, e.g., by analyzing data type information. 
As a final point of clarification, the theory of pointers 

described herein does not explicitly identify or define all the 
location objects shown in FIG. 4. Rather it accounts for nor 
mal location objects, and it is based on the creation of explic 
itly-specified location objects (for variables), followed by the 
recursive application of the constructor function S(F, C) to 
create constructor-specified location objects. Various conclu 
sions can be derived based on these core assumptions, such 
that a predicate relates to an abnormal location object, even 
though the theory does not explicitly define Such an entity. In 
other words, the enumeration of location objects in FIG. 4 is 
to be understood as an organization of terms used in this 
explanation to refer to location objects, rather than the 
express dictates of the theory perse. As described above, the 
use of a small set of axioms is advantageous because it 
reduces the complexity of the system 100 and improves its 
performance. 

A.3. Illustrative Axioms 
Having described the translation rules, the explanation 

now advances to the axioms. As explained above, the axioms 
constrain the operation of the theorem prover module 108, 
either directly (as a result of being explicitly supplied to the 
theorem prover module 108) or indirectly (as a result of being 
applied in the conversion stage to produce the converted 
predicates). Generally, any axiom can incorporate the address 
function A(X) and/or the value function VCX). The address 
function expresses an address object of location object X, 
while the value function expresses a value object of location 
object X. 

In the axioms below, X and Y refer to two locations, and F 
and G refer to two field indices. The axioms are specified 
below in both an abstract formulation (in the context of 
objects) and in an implementation-specific formulation (in 
which the entities are represented in a manner that is readily 
interpretable by a theorem prover module). 

In the abstract formulation, X and Y refer to abstract loca 
tion objects within the domain L. More specifically, variables 
represent basic location objects in L. F and G refer to field 
index objects. D refers to the dereference link. 

In the implementation-specific formulation, an explicit 
encoding technique can be used to encode program variables 
and field selectors (including array indices), using integers. 
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Here, there are B program variables. An uninterpreted func 
tion can be used to represent other entities. An uninterpreted 
function is a function that has a name and accepts a number of 
parameters, but otherwise conveys no other information; a 
theorem prover can draw meaningful conclusions from logi 
cal expressions that include Such uninterpreted functions, 
without knowing the definitions of those functions. More 
specifically, other locations (besides locations based on vari 
ables) can be represented as terms (expressions) by using the 
uninterpreted function: S(X, C): intxint->int. Addresses can 
be represented by using the uninterpreted function: ACX): 
int->int. Values can be represented by using the uninterpreted 
function: VCX): int->int. The dereference link can be encoded 
as -1. 
The abstract formulation of the axioms is specified below: 

For all XeL.A(X)>0 Axiom 1. 

For all X, Y.A(X)=A(Y)->X=Y Axiom 2. 

For all XFe/O... N-11:S(X, F) (fL Axiom 3. 

For all X:A(S(X,D))=V(X) Axiom 4. 

For all X, YF70... N-11, Ge/O... N-17:S(X, F)=S 
(YG)->X=Y&F=G Axiom 5. 

The implementation-specific formulation of the above axi 
oms is specified below: 

The following explanation provides an interpretation of the 
axioms specified above. 
Axiom 1 specifies that that normal location objects have 

meaningful addresses. 
Axiom 2 specifies that each location object is identified by 

a respective location address. This axiom allows function 
ACX) to be injective. 
Axiom 3 specifies that constructor function S produces 

only non-basic location objects for field-type access terms. In 
other words, the domain of basic location objects and the 
domain of field-type location objections are disjoint. 
Axiom 4 defines semantics of a pointer's value, specifying 

that a value object of the pointer is equal to the address object 
of the location object obtained through dereference of the 
pointer. In case of the abstract formulation, it also follows 
from this axiom that if the value object of a pointer X is 0, the 
address object of the location object S(X, D) is also 0, which 
means that this is an abnormal location object (which follows 
from axiom 1). 
Axiom 5 specifies that two field-type location objects are 

identical only if they share the same parent location object 
and the same link from it. 
Axiom 6 is a counterpart to axiom 5. It specifies that, if two 

parent location objects have equal value objects, then the two 
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12 
corresponding child location objects (which are spawned 
down from the parent location objects via the same field link) 
also have equal value objects. 
The axioms specified above can also be extended or modi 

fied to produce additional sets of axioms. Such extended sets 
can beformulated to achieve various objectives. For example, 
an extended set of axioms can be produced to improve the 
performance of predicate evaluation, e.g., to provide faster 
evaluation of predicates. Alternatively, or in addition, an 
extended set of axioms can be produced to accommodate 
additional complexity found in the predicates. For example, 
new axioms can be produced to address features of a physical 
memory model. The following explanation provides 
examples of such modified axioms. The explanation explains 
the modified axioms in the context of the implementation 
specific formulation. However, these modifications can be 
expressed in abstract form too. 
A first set of modified axioms can be used to optimize the 

performance of the above-identified axioms 2 and 5. (This is 
because axioms 2 and 5 may markedly contribute to evalua 
tion complexity.) The set of modified axioms varies axiom 2 
by adding an inverse of function A (e.g., to provide function 
A"). The set of modified axioms varies axiom 5 by including 
the inverse of function S, as applied to the first and second 
parameters of the function S (e.g., to provide functions S' 
and Sf, respectively), excluding the dereference link. More 
generally described, the first set of modified axioms provides 
at least one inverse function (A", or S', or S°) which 
specifies an inverse operation with respect to a base function 
(e.g., A or S) that is included in one of the first through sixth 
axioms. An illustrative first set of modified axioms is speci 
fied as follows, where axiom 2a is a modification of axiom 2, 
and axioms. 5a and 5b are modifications of axiom 5. 

For all X:A(A(X))=X Axiom 2a. 

For all XFe0:S(S(X, F))=X Axiom 5a. 

For all XF-0:S (S(XF))=F Axiom 5b. 

A second set of modified axioms specifies that the address 
of a first field in a structure is the same as the address of the 
structure as a whole. In other words, a first field-type location 
object associated with a parent location object has an address 
object which coincides with an address object of the parent 
location object. For example, this set of axioms would specify 
that the address of a first element of an array is the same as the 
entire array. This modification is useful when it is appropriate 
to take this knowledge into account, e.g., depending on the 
programming language in which the program is expressed. To 
implement this modification, axiom 2 (given above) can be 
replaced or supplemented by the following two modified 
axioms: 

Another modified axiom specifies the manner in which one 
element in a structure (such as an array) is related to its 
following element. In this axiom, the function TCX, F) is 
defined on pairs (aggregate location object X, field index F) 
and returns the address shift of the next field F+1 relative to 
the field F. The axioms may not define the function TCX, F), 
but can use Such a function if it is Supplied for a particular 
implementation. Again, this modification is useful when it is 
appropriate to take this kind of alignment knowledge into 
account, e.g., depending on the programming language in 
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which the program is expressed. This axiom can be specified 
as axiom 7, which Supplements the six core axioms described 
above. 

Another modified axiom can account for a scenario in 
which a predicate includes an array-type access term Xk. 
where k is a variable or location term. If k is a variable, k 
refers to an integer that encodes kas a basic location. If k is a 
location term, k is translation of k as defined by appropriate 
translation rules. Then, xk) is translated to S(x'.V(k)). Here, 
it is also assumed that indices belong to the interval 0 . . . 
N-1. Second, a new axiom is added which constrains the 
results of function V; this is appropriate to distinguish the 
encoding of dereference link D from the location values 
(which can now be used as field indices): 

For all X >0. VOX)/D Axiom 8. 

A.4. Illustrative Program Analysis Engine 
FIG. 5 shows a type of program analysis engine 502 which 

can be used in the system 100 of FIG.1. This program analy 
sis engine 502 employs static analysis to determine whether 
an input program satisfies an identified property. FIG. 6 pro 
vides a more detailed description of the program analysis 
engine 502. Copending and commonly assigned U.S. Ser. No. 
12/576.253 (“Program Analysis through Predicate Abstrac 
tion and Refinement'), filed on Oct. 9, 2009, to Thomas J. 
Ball et al., also provides additional details regarding various 
aspects this type of analysis engine. The 253 application is 
incorporated herein by reference in its entirety. 
The program analysis engine 502 may receive an instru 

mented IR program 504. The instrumented IR program 504 
represented an input program that is converted into an inter 
mediate representation (IR) form. The IR program is “instru 
mented in the sense that it is modified to investigate a prop 
erty of interest. In one case, the instrumented IR program 504 
can include one or more abort statements or error labels 
associated with error states in the program, Such as the rep 
resentative error label “E” 
The program analysis engine 502 uses CEGAR loop func 

tionality 506 with the objective of determining whether it is 
possible to reach the error states in the instrumented IR pro 
gram. Hence, the program analysis engine 502 transforms the 
error analysis task into a state-reachability problem. In terms 
of broad outline, the CEGAR loop functionality 506 operates 
by producing an abstraction of the instrumented IR program 
504 with respect to a current set of predicates. The CEGAR 
loop functionality 506 then operates on the abstraction to 
determine whether it is possible to reach the previously 
defined error states. The CEGAR loop functionality 506 may 
fail to find a path that leads to the error states, in which case it 
concludes that the input program obeys the property rule 
under investigation. 

Alternatively, the CEGAR loop functionality 506 can iden 
tify an error trace (also referred to as a counter-example) 
which leads to an error state. FIG. 5 illustrates one such 
illustrative trace 508 in high-level form. The trace 508 
includes program steps which lead to the error state. The trace 
508 may possibly represent an infeasible trace because the 
abstraction typically represents a coarse version of the origi 
nal input program that does not capture the full complexity of 
the input program. Because the trace 508 may or may not 
represent an actual error, it is referred to below as a candidate 
trace, indicating that the trace 508 will be subject to further 
investigation. 
The CEGAR loop functionality 506 next performs valida 

tion to determine whether the candidate trace is a feasible 
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trace (representing a valid error) or an infeasible trace (not 
representing a valid error). Suppose that the verification com 
ponent of the CEGAR loop functionality 506 determines that 
the trace is infeasible because this path leads to a contradic 
tion when analyzed with respect to the instrumented IR pro 
gram 504. In this case, the CEGAR loop functionality 506 
attempts to discover one or more new predicates which 
account for this inconsistency. The CEGAR loop functional 
ity 506 then produces a new abstraction based on the current 
set of predicates (which include the newly discovered predi 
cates), followed by a new round of checking and validation. 
The CEGAR loop functionality 506 performs this behavior 

for any number of iterations until it reaches an answer as to 
whether the input program obeys the property under investi 
gation. Alternatively, in Some cases, this task may be unde 
cidable, in which case the program analysis engine 502 ter 
minates without providing a definitive answer. 

FIG. 6 shows a more detailed depiction of the program 
analysis engine 502 introduced in FIG.5. The program analy 
sis engine 502 includes (or can be conceptualized to include) 
multiple components that implement the CEGAR loop func 
tionality 506 of FIG. 5. 
To begin with, the program analysis engine 502 includes an 

abstract IR (AIR) generating module 602 (AIR-generating 
module'). The AIR-generating module 602 receives the 
instrumented IR program described above. In response, the 
AIR-generating module 602 combines groups of statements 
in the instrumented IR program into respective blocks to 
produce an abstract IR program (an "AIR program”). Each 
block may include any number of statements, including a 
single statement or multiple statements. The remaining parts 
of the program analysis engine 502 may therefore operate on 
the program in units of blocks, rather than individual state 
mentS. 
A Boolean program-generating module 604 performs 

abstraction on the AIR program with respect to a current set of 
predicates. The Boolean program-generating module 604 
creates an abstraction of the AIR program in the form of a 
Boolean program. The Boolean program shares the same 
control flow as the AIR program. But the Boolean program 
includes only Boolean variables and presents a distillation of 
the original input program that narrowly focuses on the inves 
tigative target at hand. More specifically, each Boolean Vari 
able includes a first value which represents True and a second 
value which represents False. 
A model checking module 606 analyzes the Boolean pro 

gram created by the Boolean program-generating module 
604. As summarized above, the model checking module 606 
generally attempts to determine whether or not error states 
(associated with error labels) are reachable within the Bool 
ean program. If the model checking module 606 can conclu 
sively determine that it cannot reach an error, then it indicates 
that the input program is free from defects (with respect to the 
property being checked). The model checking module 606 
may alternatively generate a candidate error trace, which may 
represent a feasible or infeasible path that leads to an error 
State. 

A validation module 608 performs a number of functions. 
First, the validation module 608 operates on the candidate 
trace identified by the model checking module 606 to deter 
mine whether it is feasible or infeasible. More specifically, the 
validation module 608 attempts to identify at least one point 
of inconsistency in the IR data computations along the can 
didate trace. If found, the validation module 608 pronounces 
the trace infeasible. Second, the validation module 608 
attempts to determine actions that can be taken to refute an 
infeasible trace. The validation module 608 can accomplish 
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this task in various ways, e.g., by discovering new predicates 
using various techniques, providing new statements to add to 
the AIR program, providing new constraints that affect the 
Boolean program, etc. 
The CEGAR loop functionality 506 uses the new predi 

cates (if discovered) to improve the precision at which the 
AIR program is abstracted, thus eliminating the spurious 
candidate trace in subsequent iterations of the CEGAR loop. 
The validation module 608 uses a combination of forward 

analysis and backward analysis to analyze the candidate 
trace. A forward analysis module 610 performs the forward 
analysis and a backward analysis module 612 performs the 
backward analysis. Forward analysis refers to analysis per 
formed on the steps in the candidate trace (with respect to the 
AIR program, not the Boolean program), advancing away 
from the initial state of the program. Backward analysis refers 
to analysis performed on the steps in the candidate trace, 
starting from the final state (an error State or an intermediate 
state) and advancing towards the initial state of the program. 
A constrain module 614 generates new constraints to be 

added to the Boolean program in a next CEGAR iteration. A 
constraint refers to any information (besides new predicates 
or program statements) which limits the operation of the 
model checking module 606. In one implementation, the 
validation module 608 calls on the constrain module 614 
when both the forward analysis module 610 and the backward 
analysis module 612 recognize the infeasibility of the trace 
but cannot prove it (by finding new predicates). 
An information store 616 represents one or more reposito 

ries of information that pertains to the operation of the pro 
gram analysis engine 502, and, in particular, the operation of 
the validation module 608. For example, the information 
store 616 can store interim results provided by the forward 
analysis module 610 for use by the backward analysis module 
612 and/or other components of the program analysis engine 
SO2. 
The program analysis engine 502 can call on the predicate 

analysis module 106 at various stages in its processing. For 
example, the Boolean program-generating module 604 and 
the various components of the validation module 608 can rely 
on predicate analysis performed by the predicate analysis 
module 106. In doing so, these components of the program 
analysis engine 502 can pass predicates to the predicate 
analysis module 106, and the predicate analysis module 106 
can process the predicates based on the theory of pointers 
described above. 

For example, as said, the backward analysis module 612 
analyzes the trace in the backwards direction, e.g., moving 
from the terminal step in the trace towards the beginning of 
the trace. In doing so, the backward analysis module 612 
attempts to determine, at each step, whether the trace contains 
a logical contradiction. It performs this task by representing 
the set of states at each step using a vector of state conditions, 
referred to as an aggregate condition, which is associated, in 
turn, with a set of respective predicates. For each step, the 
backward analysis module 612 calls the predicate analysis 
module 106 to determine if the corresponding aggregate con 
dition is satisfiable or unsatisfiable. Two outcomes are pos 
sible. First, assume that the predicate analysis module 106 
determines that the aggregate condition is unsatisfiable. In 
this case, the backward analysis module 612 has effectively 
discovered a logical contradiction, and the current set of 
states cannot possibly lead to the error state. Second, if the 
predicate analysis module 106 finds that the aggregate con 
dition is satisfiable, the backward analysis module 612 con 
tinues with its validation processing, advancing to the next 
step farther up the trace. 
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To repeat, the above description of predicate analysis is one 

example of how a program analysis engine might apply the 
pointer theory principles described herein. The principles 
described herein are not limited to the type of program analy 
sis engine 502 shown in FIGS. 5 and 6: nor are the principles 
limited to CEGAR loop functionality in general. 

B. Illustrative Manner of Operation 
FIGS. 7-9 show procedures that explain one manner of 

operation of the system 100 of FIG. 1. Since the principles 
underlying the operation of the system 100 have already been 
described in Section A, some operations will be addressed in 
Summary fashion in this section. 

FIG. 7 shows a procedure 700 that presents an overview of 
the operation of the system 100. This figure shows a dashed 
line. The conversion module 110 performs the blocks located 
above the dashed line. The theorem prover module 108 per 
forms the blocks located below the dashed line. 

In block 702, the conversion module 110 receives at least 
one predicate that is identified in the course of analyzing a 
program. 

In block 704, the conversion module 110 converts a loca 
tion expression in the predicate into a logical formula, using 
at least one translation rule, to provide a converted predicate. 

In block 706, the conversion module 110 passes the con 
verted predicate to the theorem prover module 108, along 
with other converted predicates. 

In block 708, the theorem prover module 108 analyzes the 
converted predicates, as constrained by a set of axioms. 

In block 710, the theorem prover module 108 generates 
predicate analysis results and Supplies those results to the 
program analysis engine 104. 

Block 712 represents mode A of providing the set of axi 
oms to the theorem prover module 108. Here, explicit axioms 
are supplied to the theorem prover module 108, where these 
axioms constrain the operation of the theorem prover module 
108. Block 714 represents mode B of providing the set of 
axioms to the theorem prover module 108. Here, the axioms 
are applied in the course of generating the converted predi 
cates, and, as such, the converted predicates that are fed to the 
theorem prover module 108 implicitly incorporate the axi 
OS. 

FIG.8 shows a procedure 800 which explains the operation 
of the conversion module 110 in greater detail. 

In block 802, the conversion module 110 provides a set of 
location objects for the respective variables found in the 
predicates. These location objects are referred to as basic 
location objects and are specified in an explicit manner. 

In block 804, the conversion module 110 iteratively uses 
the constructor function S to identify the constructor-speci 
fied location objects. 

FIG. 9 shows a procedure 900 that represents on imple 
mentation-specific formulation of the theory of pointers. 

In block 902, the system 100 uses an explicit encoding 
technique to represent (a) locations associated with variables 
and (b) field selectors (F), using integers. 

In block904, the system 100 uses an uninterpreted function 
to represent other entities, e.g., other locations, addresses, and 
values. 

C. Representative Processing Functionality 
FIG. 10 sets forth illustrative electrical data processing 

functionality 1000 that can be used to implement any aspect 
of the functions described above. With reference to FIG. 1, for 
instance, the type of processing functionality 1000 shown in 
FIG. 10 can be used to implement any aspect of the system 
100, including the program analysis engine 104, the predicate 
analysis module 106, etc. In one case, the processing func 
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tionality 1000 may correspond to any type of computing 
device that includes one or more processing devices. 
The processing functionality 1000 can include volatile and 

non-volatile memory, such as RAM 1002 and ROM 1004, as 
well as one or more processing devices 1006. The processing 
functionality 1000 also optionally includes various media 
devices 1008, such as a hard disk module, an optical disk 
module, and so forth. The processing functionality 1000 can 
perform various operations identified above when the pro 
cessing device(s) 1006 executes instructions that are main 
tained by memory (e.g., RAM 1002, ROM 1004, or else 
where). More generally, instructions and other information 
can be stored on any computer readable medium 1010, 
including, but not limited to, static memory storage devices, 
magnetic storage devices, optical storage devices, and so on. 
The term computer readable medium also encompasses plu 
ral storage devices. 
The processing functionality 1000 also includes an input/ 

output module 1012 for receiving various inputs from a user 
(via input modules 1014), and for providing various outputs 
to the user (via output modules). One particular output 
mechanism may include a presentation module 1016 and an 
associated graphical user interface (GUI) 1018. The process 
ing functionality 1000 can also include one or more network 
interfaces 1020 for exchanging data with other devices via 
one or more communication conduits 1022. One or more 
communication buses 1024 communicatively couple the 
above-described components together. 

Although the subject matter has been described in lan 
guage specific to structural features and/or methodological 
acts, it is to be understood that the subject matter defined in 
the appended claims is not necessarily limited to the specific 
features or acts described above. Rather, the specific features 
and acts described above are disclosed as example forms of 
implementing the claims. 

What is claimed is: 
1. A method comprising: 
receiving, from a program analysis engine, at least one 

predicate that is identified during analysis of a program, 
said at least one predicate having a location expression 
associated therewith that includes pointer information; 

converting, using at least one translation rule, the location 
expression of said at least one predicate to a logical 
formula that is interpretable by a theorem prover mod 
ule, wherein: 
the converting thereby forms at least one converted 

predicate, 
the logical formula identifies a location object that is 

associated with an address object and a value object, 
and 

the address object corresponds to an address of the loca 
tion object and dereferences to obtain the value object 
of the location object; and 

passing said at least one converted predicate, including the 
location object, the address object, and the value object, 
to the theorem prover module for processing, 

wherein at least the converting is performed by a process 
ing device. 

2. The method of claim 1, wherein the location object 
comprises an explicitly-specified location object that corre 
sponds to a variable in the location expression. 

3. The method of claim 1, wherein the location object 
comprises a constructor-specified location object represented 
by a constructor function S(X, C), wherein C refers to a link 
that relates a parent location object X to the constructor 
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specified location object, wherein the constructor-specified 
location object corresponds to a location term in the location 
expression. 

4. The method of claim 3, wherein the location term is a 
dereference-type term, and wherein constructor-specified 
location object is represented by S(X, D), where D refers to a 
dereference link. 

5. The method of claim 3, wherein the location term is a 
direct field type access term, and wherein the constructor 
specified location object is represented by S(X, F), where F 
refers to a field index. 

6. The method of claim 3, wherein the location term is an 
indirect field type access term, and wherein the constructor 
specified location object is represented by S(SCX, D), F), 
where D refers to a dereference link and F refers to a field 
index. 

7. The method of claim 1, further comprising: 
using an explicit encoding technique to represent locations 

associated with variables, and field selectors, as integers; 
and 

using an uninterpreted function to represent other entities. 
8. The method of claim 1, wherein the location object is 

associated with either a normal location object or an abnor 
mal location object, the abnormal location object represent 
ing a invalid location. 

9. The method of claim 1, further comprising providing at 
least one axiom which constrains operation of the theorem 
prover module. 

10. The method of claim 9, wherein said at least one axiom 
includes at least one function selected from among: 

a function ACX) that identifies the address object of the 
location object; and 

a function VCX) that identifies the value object of the loca 
tion object. 

11. The method of claim 9, wherein said providing com 
prises Supplying said at least one axiom to the theorem prover 
module in explicit form, wherein the theorem prover module 
utilizes said at least one axiom in course of processing said at 
least one converted predicate. 

12. The method of claim 9, wherein said providing com 
prises applying said at least one axiom in course of said 
converting of the location expression, wherein said at least 
one converted predicate that is passed to the theorem prover 
module implicitly incorporates at least one constraint speci 
fied by said at least one axiom. 

13. The method of claim 9, wherein said at least one axiom 
applies to multiple different location objects and is selected 
from among: 

a first axiom that states that each of the multiple different 
location objects that is normal has a meaningful corre 
sponding address object; 

a second axiom that states that each of the multiple differ 
ent location objects is identified by a respective address 
object; 

a third axiom that states that a constructor function pro 
duces non-basic location objects for field-type access 
terms: 

a fourth axiom that states that other value objects of point 
ers are equal to other address objects of other location 
objects obtained through dereference of the pointers; 

a fifth axiom that states that two field-type location objects 
are identical when the two field-type location objects 
share a same parent location object and a same link from 
the same parent location object; and 

a sixth axiom that states that, when two respective parent 
location objects have equal value objects, then two cor 
responding child field-type location objects which 
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depend from the two respective parent location objects 
via another same link also have equal value objects. 

14. The method of claim 13, wherein said at least one 
axiom also includes at least one modified axiom that is 
derived from at least one of the first through sixth axioms. 

15. The method of claim 13, wherein said at least one 
modified axiom is further selected from among: 

a seventh axiom which includes an inverse function which 
specifies an inverse operation with respect to a base 
function that is included in one of the first through sixth 
axioms: 

an eighth axiom which specifies that a first field-type loca 
tion object associated with a first parent location object 
has a corresponding address object which coincides with 
a first address object of the first parent location object; 

an ninth axiom which specifies, given an individual address 
object of a first field-type location object, another indi 
vidual address object of a second field-type location 
object; and 

a tenth axiom which accommodates use of an array-type 
access term having an index k that is a variable or a 
location term. 

16. The method of claim 13, wherein the first through sixth 
axioms represent a core set of axioms, and wherein the theo 
rem prover module is operative to infer additional details 
based on the core set of axioms. 

17. A computer readable memory device or storage device 
storing computer readable instructions, the computer read 
able instructions providing a conversion module when 
executed by one or more processing devices, the computer 
readable instructions comprising: 

logic configured to use a set of translation rules to convert 
predicates to converted predicates, wherein the transla 
tion rules convert location expressions associated with 
the predicates to logical formulae of the converted predi 
cates, wherein: 
the logical formulae are interpretable by a theorem 

prover module, 
the logical formulae identify location objects, and 
the location objects are associated with respective 

address objects and value objects, 
the logic being operative to provide a set of explicitly 

specified location objects corresponding to variables in 
the location expressions, and then recursively derefer 
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ence the address objects to identify a set of constructor 
specified location objects associated with location terms 
in the location expressions, 

wherein at least some of the location objects correspond to 
fields of individual variables. 

18. The computer readable memory device or storage 
device of claim 17, further comprising: 

logic configured to use an explicit encoding technique to 
represent locations associated with the individual vari 
ables and field selectors as integers; and 

logic configured to use an uninterpreted function to repre 
sent other entities. 

19. A system for analyzing a program, comprising: 
a program analysis engine configured to analyze a program 

with reference to at least one predicate; 
a conversion module configured to convert, using at least 

one translation rule, a location expression of said at least 
one predicate to thereby form at least one converted 
predicate having a logical formula, the logical formula 
identifying a location object, the location object being 
associated with an address object and a value object; 

a theorem prover module configured to process said at least 
one converted predicate, the theorem prover module 
configured to interpret said at least one predicate with 
reference to at least one axiom, said at least one axiom 
being either explicitly supplied to the theorem prover 
module or implicitly represented by said at least one 
converted predicate; and 

at least one processing device configured to execute at least 
the conversion module, 

wherein said at least one axiom indicates that dereferenc 
ing the address object obtains the value object. 

20. The system of claim 19, wherein the location object 
comprises either: 

an explicitly-specified location object that corresponds to a 
variable in the location expression; or 

a constructor-specified location object that corresponds to 
a location term in the location expression, wherein the 
constructor-specified location object is represented by a 
constructor function S(X, C), wherein C refers to a link 
that relates a parent location objectX to the constructor 
specified location object. 


