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e afA] BE 1S5S FRRES FHE £ oA 449 v gold £fAE A S
31, ZAzte] AfAbs e wrlole BAEL BE, wrlole] 4Fsn i ETAE L gE s #
ste] Apale] wololEe] B U AAES 54T + Atk Y AW Auag Agss 94 s
A7 AR mddlomA AFE 4 i Bl AFAS AET & AT EF, A8 48R =69
omx ARE 7 o mrele] A%0E ASY ek,
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HA(dE 5o, E=m<1(106))2 tnpe]2(100)9] AfrAtel] o8 AfEvlk.  SDM(107)2 ©nko]2(100)el A A
FE= S AUSE F3 tuke]2(100) el 94 AfrA =HQI(101)F FAlgE, FrRA o R SDM(10
NE A Eme A ALEY F Ade A7 B4 AQE0sL, 132, 141, 142)2 T3 HE fupolxE g
THelEY BEAET. B4 AEE(131, 132, 141, 2 142)& oA 4= k. SDM(107)& SDM(107)o] A5
e =H191(106)2] AAES Aldsta, SDM(107)& =HIQ1(106)0] #ate]l 25 Zbate] AHE] 93 tE
HelE(101, 111, 112, 121, 122))9 A& 4T & Jdrt. Fr7EHo =, SIM(107)2 15 ZAke] AAEL
EE, SDMo| sk E=vWile] AA( 54 Tue Afxte] AAA 4 de)d wE e =FdE 7H
Faaes 243 5 o

Az, g Aaeeln, Erle Aquls AgA ol afd 5 Atk dF Bof, tule]=(100)9] =l
: a%E 4 Ao =e(102)L

] tlulo] 2(100)E <l

| A% 74 4

_,d
)
O
o
Iz
)
[>
Lo,
>~
>
oo
>
t
rlr
>
Ho
>
1o
N
s
jines
flo
rO
ol\
_OL
N

SoAY, B 2E
H BE(SIN 7sS T

Aol A 713k SDNe] 715E <o, SDM(107)> &Kol AqMA3kal 7] shvt o]l EdHRlEe] o3t o] &S ¢
g o]§ 715 AYEY Y2ES AT £ k. SIM107)S w3, 94 AFAEd g8 AfEHE EH e
59 Zd(loading) ¥ A HF(maintenance) & 75T 4= QUrt.  SDM(107)> SDM(107)°] &35k tjufe] X~
(100)2] AFgAIEoA 29 7Fsdt =HelEe g2EE AT N1, HF2EH E=HJAE T AR
29 2uels AdgarE e 4 vk, SIS B3 ZHYE £E gulola Ao 2dWi) old] wE 3l
=

-
o] mridlEe w2k Ayl S HFE AdEo]l EAs=AE HHE U

Aol A w3k AF3 upel o], SDM(107)& o714 AJ2El-9lol= Z=w|el AAM(system-wide domain policy;

=
SiP)e2A AAE 4 de 2 A AA(E)S BE, U ZYUded AAN(E), F =dd-54H A
(domain-specific policy; DP)ES Aldst=d] 7Fad 4= vk, SDM(107)2 A2 Edds 2 IAE 37t
g oo st o] e 7IEY EHIEY AAES 18T F Utk dE B0, 944 &AfFFd g3 AhvEHE F
o w=rle] AAL, 54 B{le thE =mle] @do] & w Folzl =mQle] H|EA o] Hre= AS 5AE
g AT, g oA, 4F AFAd 9] AFEHE TR EWle] AL, EAT U Y4 LA e
3 AfEE e Z=dRle] E4go] E wf Foj muQle] HEAgo] Huhe S 5T F k. X OE 4
oA, AA AFAte o AfrEHE Folzl =dHRle] AL, EAE EQle] e wujle]l 4o E w 19
of BEAg WA(E)eR Fozl =Rl w3 AstETE AS 5T ¢ vk, F1 delA, 94 2%
Zboll o3 AfrEHe Folxl Bl A, 5 e 94 ARt i AfrHE thE Eulo] &4
2w Jejo SAT HA(E Hele] o] AgtdAttE S SAE & vk, SDM(107)2 o]

FBE FHET = d= =HAES Y 29 = k. 49
pristine)" AEIEA o714 A A

Helel afdel dds ddd = v

SDM(107)2 &3k 94 AfALES] 359
5 B9, olgg =A<
HE AR A9 4 9om ) SDM(107)E 94 A& o3

=
rO
o
2
=
%
o
Ho
RS
9,
o
%
>
ki
b
do ®
i
N
&2
rlr
g
&
lo
—~

°olE &, SDM(107)2 =wRle] AFHS Aol FAE Agst=t oA 98 2fA7E 18T & e
ARE 94 2FANA A5 & Ak, AEE (1) 2] 2AMEE Bkl FAA8E g5t 4R 4
(i) Al=gle] Holk ghte] & wrRle] FZ24E YdFates AR T Aok shvs 238 & vt AR
= B3, (1) 4 A8l o] 2AEE Zrkle] s4 e 19 AAES o]&st ERF FEAEE
Sake AR 2 (i) A2Ee Hojm shte] b mHgle] Fateles 19 AYES o)&sle FYE ¥4
Ae Ad5ste ARE T & k. TE, HHE fulolxo] dA A #3 ARE I &
oy st Hr=, (i) Al=® Yo t& ZWlEe &5 HAIEHE g (i) A28 e bg& =vdEe ks
2 (summary nature)2 A|FshE AE; 2 (iii) 2FH AAHEE Al=ms Z=dQle] 9 o]&8 93] o
& 7hsd FHE AYES 543 ARE 23T+ Ak, AxFo & ZudlEed #ste] 4RV 944
2FA A AFE= JE(degree)= HIEA Z/ExE B #ste o] b ZHRIES] Zhzte] FHo] =N
=9 5 v

LA AFAF =Wy AFES HAS
control) & A 4= o}, dE 5o, 94 LA/

s /P77 S8 dE Vs, A AR, detg 2 Ad )

_13_



[0029]

[0030]

[0031]

[0032]

H #AE8 ¢ Aok v delA, 94 AFATE Bl ARRE A4S olF, =Mdle 9 AFAERH
a2 =v-54 s #A8 A

A7IA JRAlE A=l R Sl o] de] EHRIES] EE B OHQME AT £ k. oE Eo], EdWdlE
% 3ty ol EHdES e EHRIEERH FYH e bdgr A 9@ AN FAS 23 5 9 o] 2]
3k oA SA4S IS Hall, & 10149 tlubo]2(100)9] ZHE(105)3 Zo], sl o]Atel EH|¢lEo] A
AE = Yulo]xe] EPEFLE 21F FE(root of trust)(103)E 23S 4 vt A¥ FE(103)& =] =
59 g AAE =Y 94 AfAE 23st, E¥Y 183 FEo NMEE X238 F Jorn, &=yl
o] AL Tl 97 AfAE EFEA, tE AEd o 9EE F Uvk. =HJ10D)F 22 &=yl
o FHAZL AF FE(03)el o3 B E= AF ] Al oa) AA" & Adrk. dF 5o, =w1(101)¢]
FAde TEHdle FAAES AFd] A AlE] FE ) o]&H1 AE FE(103) AFE F AE UIE
TAA M EZ (reference integrity metric)ol =mQ1(101)e] Holx e HEUES =H(o] HHL 2
FE(103)e] oz AAE + de)s vugozy AAdE ¢ k. gdHez, vjE FEA4 HE=S 97
2Rt 9d] AFE = Jdon, FAHLE VE FAd WEHDY HuE {3 94 afAe dE5E S vk
TuRle] FAGE Aol 7IE FAd WEHY wAse A AF5E 5 Adrh. A A HRD AAdAA, &
AR AXAE oA ALtd iAl(hash) & 238 F glom, 7E F244 HEZHS AXJE AolA A
Arte i 71 724 WEYe] 2144 (authenticity) o] HAIE Aldshe UAE QJASA7E k= A& X
& vk, TE FEAA WEZE gutolaE I AFAbl Al AY Aol e AlX Al tHfo]zuel] ARd-
TH| (pre-provision)® 4= Aok, 71F FEAAH WEZL T3, tnle]x9 Ax/FTFF o]Fd Al Ad(dE E
of, FF9 T4 4 AE)S Fd 94 AAEHY 19 AFAelA AEEHI AY o]Fof tjulo]AujolA F
HE 4 Aok, 7 724 vEZS ISAdd T85o] tntolze] dedE 4 gk, ol AFA = tnto]
.

zo] QIS A o] Fol ARES 9l AFHASQL Al 3 Aol o HTE = St

2
N,
>
X
>
b
>
N
)
g
4
v
oS
%
ol
finid
[
)

FHES WS U AFE 2 B4 2UE =

00, 110 ¥ 120)3} 22 A|z=Hle] fulo] 252 Y3 JeES AT

T A, dzA, gz ojy3dt A= glo], A|xEIe] tlnjo]Xi S(wir

transmit/receive unit; WIRU), AF8#} #H](user equipment; UE), ErIY ZHo|A, 1A Ei= o|F4] 7Y
3L

H
lo
2
>
)
o,
Au)
sl
=

(o]
[>
il
-

2l(machine-to-machine; M2M) ©lwje]Z~, SIM 7k=, W& FA 3= J}=(Universal Integrated Circuit Card;
UICC), &vtE 7h=, A2]-F4 yulo]X(geo-tracking device), AAM-UIEQA ==, WEY tulo]x(dE
of, &, 7k Ee Y] vED, v FA Es 4 S84 sAE 5 e o] vE B HAHE E
A Hupol2E xS = Q. olojAlE EHE B AR A AE/FA FHWIRD A JRAIS] A

Al R =a Asdn. 2y o] dAldee ©H] dAH ol
714 AR AAEE 2 HEEL o] AAdER oudl ouRE AT A evhE AL oddt. 93] d
HellA 7l=d npeh o], o714 Vled AAdE 2 S wfe g A" 2§ A E00A o) &

2 ool oa

i}

T 2% 97 VEEHE AladE 2 UyEe] FdE e WIRUS o AAAE dAstE E=Holth. EAlE
vie} o], WIRUE UE(200)¢F #Z-2 =Enujd fule]x~E &3 4 vk, UE(200)0&= =Eutd ZH](Mobile
Equipment; ME)(210) 2 218 # ¢l sl=go] 719 R E(Trusted Hardware Subscription Module; THSM)(220)&
23e 4 glrh. wek, THSM(220)S Z=7b& THSM tluto]l2~ A|ZAH(Device Manufacturer; DM) E€1(221),
THSM tJule]2 &fF-AH(Device Owner; DO) E=wl1(222), THSM tfu}o]2~ AF8-ZH(Device User; DU E& U) Z=d|<l
(223), Alz=gl-9tol= Tl T 2F(SDM)(230), =wQl 2+ 42 ##2xH(240) # RO =HIQl A(224), RO9] =
Wl B(225) 2 ROl =Wl C(226)7 22 sl o]de] 94 AfAR0) EWIES 238 4 QUvh. ES
UE(200)+= th9] Hl-oAl== AXUEE: A7, 417, dE7] 2 gQHusE 288 = k. oA7)A 7&
HE Al FEEL £ 20 Bl VedHE A g 2

ol
bl
(Lo
(m
il
o
oY
N
ol
¥ s
30,
oo

2~ HESA 71YgEd g3 sy e 7IsE
THOM-S St=dlof-R3E EE
ghet 4= itk THSM of9] #
A A AHRemote Owner; RO)EF 3
3 HTH e =W ZhAke] RO

THSM= &d4 o= SN 7Ies, USIN 7I5=, ISIM 7I5s, oA
gste AHARJ] 7S] w2 e EE Awshs stEsel-rt
St THSM2: FAlH o= Ade Hel 5d5s dAse sh=d

2~ = 57
T il = -
g wudsg WrdeR A9 £ QU 2 5 Aok melle o) 9
3 o]
o

S
=
[e)

]
=
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i

o

X
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o
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[0033]

[0034]

[0035]

[0036]

[0037]

[0038]
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=HolE F sy o] EHdES A 7} olo]dlE]E]  #2](Trusted Subscription Identity
Management; TSIM)¢} 22 711 #&] 7] S 3y = ). TSIM 75 z2tE v mHelEo] @Y
THSM “gell &A1 4= Qerm 2 THSM-2 th42] RO tigh 719 #AZE A¢YE & Jok. TSIM-71s =HdE

o]% =

o gelel R PPEL

H} A]xaEl-olo]= w9l 2] AH(System-wide Domain Manager; SDM)&} & 3A]+=
wdel #E el o8 FAE ¢ Jdrh. vE FEES JNEAQL EHRl oA e L A JEAeR
#gd 7 3
HE wuld H7]E4 A28 (Universal Mobile Telecommunication System; UMTS) 379 Ax|olA 7<= AR
T @A VA TeE BHE 2 XS] 2 2499 HYE 274F §lo] e FAHE & JHesive
AL QAgd 4= v}, TSIMS "7FY ol Z&]Ao] A (subscription application)"e] thixZel od 4 Ut} 4
& 59, 3G WIS UIEYFoNA T2t WIRU oA FdEE 4S5, TSI 2 759 524, WIS IF
2 7] F<|(authentication and key agreement; AKA) 7]5& ¥ gsle 714 ## 7158 EFE 2dd 4 9
ok TSIMZ UICCSE & 574 st=glofoll FoxA] &S 5 gtk o= UICC ellArt EAE 4= & USINT

zAdolrt,  dial, TSI 714 7|EsE kel Zo] A0 st=go] 719 =& (THSM)

ATk, FAAE A97IA 71EEH= vke 22 THMQ] 7]Eo] UICC e #3 #7184 #F 3 (European
Telecommunications Standards Institute (ETSI)) UICC AL w2+ UICCS 2L FAMSE AnlE 7l= &
2 E49 HHE "o glo] 221 ZHE A5 mEE ~nfE JlEo FFE F duE AE ES UK

2 Aol

ol

¢

WIRU= THSM 2 =u}d &H](mobile equipment; ME)E E&d 4 gvl. MEE 29, oo, A, 2 WITRU
A BAAoR BHANE bge vUE SAES XFE 4 vk, THME &9 st=dol-vvr RES e
= AT THSMLS WIRUe WA= 4= ALY & THMNS 5HZHA 4= Ak, THSMe] WIRU Aol A== 495
THSM: MEZH-E] w=eldom wejd 4 gtk THMS @, A Aujag 3 ofZeAe|dss Awst
7] $13 AfrAre] olelg flE &&FHIL Eule] Xé gk AfAbe 93] 77t AfEE ey oo EHRIES
= Qnk. ZRBEE o E 5o, DM =Wl Tyl =2 FdE 4 L, DO =vQle Thyp=EA Ed

2 4 k. THMS =HQES MEAlA Fasted hdsiAl iAW AeehA s 5 de BHe-UA U
= 2 fEHAeIdES FIE 5 U

29 SHJIEL Sh oo AH[~ AFAE ofF AfEHI #AEE 5 drt. BEhtd dEYT +EAE
(mobile network operator; MNO); A A7 99 UEYA(wireless local area network; WLAN) A|FAE,
EE WiMax ATAET 22 tE B2 HESZ 84%5; =atd 4A, =26 gAY, YUAdE fg A
(digital rights management; DRM), XY TV XX x-7]¥F AMe|AE3 & ofZgAlolAd AMu~
AFAE; == IP HEu| o] #o] YEYT A BA~E(IP Multimedia Core Network Subsystem; IMS) AJH]~

o,

AFAEe] ¢zt & = Stk 7Y #ElE AHla AFAE g8 2fEHE =HdEe o8 AYE = 9l
SEshS &, THSM =Rl AolA FdEE 719 #2] 71552 o8t TSIM 72 #AIE 4 k. TSIM
7150 g AP m=Hcle]l o WAE 4 k. dE 5o, ALEE TSI 7F Y g Ao

]

UICC 7] USIM R ISIM cfZe}AleldEe] o3 AFHe= 7Isd FAE 715 32 & vk THMS

UICCSt frAFSHAL, TSIMell ofsf Alesi= A o]2le 75, <f=ellold B delHs £33 4 it
a

ISINE &TESO] §19 EE by o FelAelad & ek, TSNS X716 AT V=Y

A4} et Y|EQ I (Public Land Mobile Network; PLMN)$} dd3t¥+= I dES zh4 &S 4= vk, TSIM
2 WIS AEE HA~ vEHI g 7Y FZgddE/NEAcldEe] #E F2T F U, A&
Eo], TSIMS UNTS 1% 719} 2 73 wlW(strong secret)(Ki)e] #a]E £ 5= ok, MM 2ol A
TSIMES =3k M2M a4 ofo]dlElE] &) (M2M Connectivity Identity Management; MCIM)E F3a 4= t}.

ZPEZ ZE(trusted platform module; TPM) HE¥ 2yl 218 EE(mobile trusted module;
MTM) & %LL 7&%‘%] tulo] 2o A" = Q= 54 AlF FE(root of trust of measurement; RIM)SF A
3 Z4o] AlZ] Fo] FE(Core Root of Trust(RoT) of Measurement; CRTM))E E&g 4 th. THSMS] CRTM
L JE 5o, THSMC] BE AlZH(boot time)ol] THSM HE =zl FZAXS AT 4 A, FZEAA WHEY
(integrity metric)& o|& So], THSMY FE 3=, BIOS ¥ deidozgl Wd HE, AZEY A, k=

a2~ Aol 722 THME A ZzAe] EX 5o #3te] U35 tolA~E %A (cryptographic digest value
operation)S A&3to gy 4 TS5 Fal AsdE 4 Qv odE 5o, FA4 WEYL SHA-X9 22 ¥

A daelse] WAL ol gl Axd 5 Aok,
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[0039]

[0040]

[0041]

[0042]

[0043]

[0044]

[0045]

[0046]

[0047]
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THSMS B3 H+= 2EgXAd F244 WEHES AAstr] A 4%, TP s MMolA S5 E 2EgAE
3 A1Z] FE(root of trust for storage; RTS)$} AR ~E2]A]9] o] RoT(core RoT of Storage; CRTS)

s 2 4 9ok, THSMS ES THSMe] F24 SAHE 9F AP AE(challenger)d B ELEIEE
TAE, TPM T+ MINelA 2AEE f¥EYHE Y3 A2 FE(root of trust for reporting; RTR)S} FAFSE €
EZ ¥ 310] RoT(Core RoT of Reporting; CRTR) 3L T3 4+ ¢

upeba], THSMS 212 &4, ~2Ex] 2 g2y AX A TP =& MMY H53 FAs AsS Fasii A
T F 2 THSM% el vl AlFE Aol ol AA AW (trusted stakeholder engine)S A&ty 3%
Aes xshs & ok B, THSMS ko] ths-olal @ AR A Al A BEA|~8 (nultiple-stakeholder

trusted subsystem) 52 H@stem 48 F vk, Z2EE, THSMS TCG 2ntd A8t 9% 25 (Mobile
Phone Working Group; MPWG) TFZEel s Aoj== A3t o] A wntd el fatd 5= 3l

THSM ol& 5], ©7]4 7l&ss 3ol RoT Aess ol&stel vl WiF "olsjuAA =rdE (stake-

holder domains)"& TFH3IEE FAHE 4 k. ol #AAE= THM tiufo]2~ A|ZA(Device Manufacturer;
DM), THSM ©¢ufo]l~ AHZHDO), H+= THSM fulo]lx~ AREAHDU)Y 4 Ak, DUE DO 4E &+ IAY, &
= Dot WAY 4= vk, THSM @ 270 olAke] DUZF EAE = 9 ol TA A= 3 Dol ol B8] ¢
HEAY 275 ZvdEe doldt 94 2f2AHROY 4 At "4]~ o], MNO9} 22 Al 3 BEUH ==

E(third generation partnership project; 3GPP) PLMN 8%}, ®]-3GPP HA~ WEHT &4, = H7}
7R e Z Aol A Au| = A FA) ol B#AAYL F U

AR THdEe AAXY 4 dEd, o AF A8 ZHAEL THSME Az Aol AMA-TAE 4 k. o
= S9o], DM ZWole FAAHY = glon, DY EWele APR-FAE g uwlgl RE A7l tFH EE
299 4 k. D09 =wde]l m=3 FAAHA 4 9, D09 =W Abd-FHEE FAAeR FEE 4 9l
o, gerdoz, mHee JLzoyE A wdd ulg) &= 4 9t

Dol Z=HQ] o]9je] EH|JIEL o5 EHRle AfAtdl o] "HF"HI "Af"E = U] ol ¥4 Af
A-F5(Remote Take-Ownership) T ZAzol] Asid o vk, 574 mulQle] RI0 TRAM2E S3et7] o]
H-E54% &Afd g "deje]" =mgle] EAE 5 vk, o] Ag, 2 Zujlel] dis) HFE= 5 &F
Aol EASHA &=

THSM o] Z=rQle THSM-ME QlE|Ho] 25 B ME ARE T4 2 w3dd 5= ). & 59, ZHele RE
-9 = RTO TRA2 5ot MESH B4 4= Jtd. THSM-ME QEI#Ho]A~E Ea) w3y dolHe Wil &
2 4 At

THSM-ME QIEj#o]~5 &3 BT BAl59 F44 Hovt 8949 F v, o& 5o, 744 Hoe <dsd
7] gk Uﬂﬁqﬁféé ol gso 2N WEE = Abd-FHH YA 71E EE VEY B2 4T V5L o8 &
ATk, ET 71ES Ktemp_IT #Zo] i A, = FA4E 93] THM 93] o] &x& &/ Ee 79 7155
A% Kpub/priv_THSM_temp_I % FAAS 9 MESl <& o]&¥E= F/ T 79 7188 9%
Kpub/priv_ME_temp_I¢} zFo] HItHA AL = Ark. <A 7152 QIHF )25 HIE s ol&2 F Ut
& E°], Al 7l(temporary key)= & 7|XH A¥kd = JAY E= @9, EBE vE] AAE S A
|5 4 Urt.

THSM-ME E}S o] 25 T3 BAle njdAde 4o $uS o838l T3 Al3d 4 k. ATH 7] g A
UEES o&stezn wgss Abd-#0l" dA] 718 & 7|80 ol8d F Ut 43 71E2 d5s
(ciphering)E 93l Ktemp_Co} #o] thA® = d53tS 98] THSMel ol o]&xe= 27/ =& 719 7182
93 Kpub/priv_THSM_temp_C % <53t= 9a] MEe]l & ol&dHE /4 T+ AA 7182 93
Kpub/priv_ME_temp_C} o] Mt AU 4 Qr}. 7|4 7= = RI0 HHE 2 FAES deds 93 A
A-FrlE OZA gAl 7159 o]&S xS, iy dHAe tE 7] FEEC] E 49 HeE =294
glo] o]8d F ke AE AAET Ao},

¢

ROEZ #HE3te] THSM-ME AtololA HEFo R HAYE = wAXEd 3k glZ o] &2 (replay attack)E Oﬂ )
sk WA 7F AlFE = drk. THSM-ME QI8 #|o]~E &3l S5 e 242ty WAAE AAl ARgel oA JE #
A (freshness quality)S EHF 4 9l G=3S fE), o7IA 71EEE RI0 T2 EFE-2 ME-THSM OLEbﬂ
o|AE E wIHE BE WARE9 {—E]%Eﬂo B (anti-replay protection)E ¥38Fs 4= AW, FAA}
= uE Qgdelx He FAEC B FH9 HMAE 23 glo] ol8d F Advhe AL AAET Holrt.

(o

Y
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[0048]

[0049]

[0050]

[0051]

[0052]

[0053]

[0054]

SIHE3dl 10-2016-0108600

Aol dAEel A8H # sk, AT Bol, AAES SAX LneBol od) 448 # drh. A
Al 3 A= AFA(Certrsn), Kisrriv 2 Krsnep®F 20] THSMT A3 = S
Ak, AFAHA A 3 A= TS AFA (Certry), Keopriv R Keopw®h 20l MEH IS AFE 7|59 TE HE

JASAEL sld Zrllel wiitd Bs 2EA e #4424 At

i
o
o
2
of\
ot
sk

)

o,
i
o

TN 71 Keopwy) E ROEZH-E Q] MES AF37] 9 T RO S48 HAXES d53lslz] 9] THM Z3E,
TFAA o2 TSINell o) o]&=d 4 k. TN 71 (Kpopriv) = AFR! H-A (signing purpose) &+ f8) Lelal

= 3 71 olgste TSINAl o3 dEstE WAXES HEskshr] fE WEY I o o]8€
ATk, TN 71 A Kisnepws 2 Kisnepeiv) = TSIM 2 ROQ] 3tE0] 29X H = AS AQstH FARE 7+

2 7 % gk BHoE RO W TSN E oA, 9Es % AR @ w4 7] gEe] EA% %

7] BE Keorriv R Kropar 2 Kisireiv R Krsnopwy) = 252, AREAE, e £ el 93] A9 543 WES=A
M| el ok 4= 9tk ROSH &2 A7be] Mul Algabs s AleAbel Aekel THSM el 7 vl
@ 7 A FEE BN A AL A 4+ Tk, AdE Auat 7] A5 AET o] gHEAS

@ 5 oan. 70 A9l 7] Ee] AEE Ay AN AEd 2 T e AvE wujele) o
8 7] 2] Fdol %Zﬂﬁ A %L% T 3)\ : %7H T AL 7] AL Anj2 AlE At

THSM TDp= "M BA|~El-9to]= Z=w|el & A (System-wide Domain Manager)"(SDM)E 4 4 Ar}. SN

"ABA|2E-glo]= el AR (System-wide Domain Policy)"(SDP)S EgHsls AMA-FAE 3dS BT /b5
A A 4= k. SDME SDPoll whel THSMell thadh ROS E=WdlES % T 293 4 =
wuole] e FA E3E S drl. SIMS thE Tdelo] FEEojof X 1l
olok s=AE AA ] Y8 AHHA-TdE SDPE o] &3 3l

hAale] zg]ar RO E=HQdel] ols] A= uw, SDM THM ZE 37 Q2 °F(THSM Platform Environment
Summary; TPES) ™ THSM Z33% HZAA <J=(THSM Platform Integrity Attestation; TPIA)S H] H
g3ttt TPES:= THSMS] 718 H <o) "3A" °ﬂ #ek o ARE Ve )»AT;]' ol g HJH= THSM “dol

A WA 9 el dad el SISl AdEe] oo AL EE Sgan midse) L e

w2 8 24 =rdd Vs E Ee AdE %ﬁ HTHE A o8 7hed 4 = THSM o] deofo]
ALES EFE 4 Ak, TPIAE THSMO =wRlE % SM o] mwlel w3 FAAG AT —g—iﬂ/\d
(collection)s X7+ 4 vk, TPIAE ®g 7] =vIES Adste ZHF Oig 7449 455 =23
& 4= vk, TPIAE THSM “golAl el mwiQle] gk RTO Z2A~E Fash=dl glo] #4le] e, RO 2
L o ATl B m=vdle] AlF] AE E o] EHIES AHdte TRES dFEke ol 8d At
RO = ROS] Z=mU(TDyo)> TPIAE SDMel &3 <= Slvk.  SDM2 SDPol whet 23S SolFAd 71dd
At
SDME B3k FFHEofof sk v =rldl 2 1 wAs FaAgAor Adsty] s THSME, Hﬂlé a3t
< =oHor EAehs trlela AfAet FeAEd & dnk. =, S 7rFE mrdEe] o dF

= <

=
= A2 AT Y9 THOMO EE]d oz EAes AFEAe) A5 A8 E R ALg-7Le] Jﬂ lo @55
t}, o] ARE wujel T TaasdAe ¢lgowa o] & °

- owd m

2 !

THSMe] RO®] Ew|Qlel] tist RI0 Z2A|AES $88 wf, THMS 97 A264d-HE5 Z2EZ] 9y o] 47
o 543 Alxyl AEES 2ASES 7A4E F Ak, THOM Pre Boot A28l el THSMe] "H¥ 5
(powered-on)"= A &EttE AL mAIT S vl THSM_TDp_LOAD_COMPLETE A]Z~®l AejE THSMS HETF
ojFeol Al 1 YAZA THM Aol DMe] Zwele] F&F T ZHIEGE AL FAE F 9tk
THSM_TDpo_LOAD_COMPLETE A|2=¥l  AFel= D02l =m0 (TDy) o] ©]§ 7F5sh-npxe-A (last—configuration-
available) 22 3% T ZHFHAJNTGE AS BAL 4 b, o] "o]§ 7}Ed v FA"L, D0 Zv]
ol 43 ©HOR RI0 ZRAAE T8 oz A "o 7+ B "EAERIO (post-RT0)" T
ATk, DMe] E=wlele Do =WelS & EE 2YE 214. D02l EwQle] Hojw 3}l RT0O Z=2A|
S 5335t7] oA, D0 Z=rdL Yo" Aol IS & , oJw gt 543 pooll M= A AL

)

> 4 o
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[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

SIHE3dl 10-2016-0108600

AR e 5 oAk Qe mee AGshel)' S EFE 5 vk, D09 Erlgle] THHAY 294
L HE AR, 018 bR s (AR s oA AFE) e AR-THE o)A vE
d 5 gk, ojorHom, "whAu F40] RS Erjele] U RI0 Aol 71918 A%, THSM o] 549
EWQe HolE dW 947 AfA-A5 TEEZS EARS £ AN, 97 A4S TS0 ARUE A5
Foanh ol 974 AfW AT AA FRF P TAHNE A AuASRE BAT Ak ol
Aol mgels] o] dol wi 9@ ©, 54 ROE U 4U5E 5

:rL

)

EAE vk "ol g Jhe e mbA 49" ROO| EdRle] AF WEOR RI0 ZEAAE FHE
o D O

e Ae E
A Fahs B9 rAde PHY F dAG EE CEAERD PAY 4 Uk DSl EWe RO u%
5 mE 298 5 Atk D02) mdlele] Holw shbe] RI0 ZzA2E Baals] oldlel, Doe] =gl '3

ol gejel 9 4 9, ome Dol A FTHAG 2FHA ¥e F Atk ggelr mnge @
& ZPL 5 AT RS 7 FEEAG 29uE Fze A, wpR-pAe AA-TAR Sl w2
9 4 9

A3t= 75, THSM d<] &4

tebdom, mpAut t4d2 ROS| DOl thik RTO Z @A 2o 719

RIO T2EZS T4AS 4 AL RO ol &FdS A5 o= RI0 S=Al z
FHol quEY e FAEL. o] A ZEds Altd], EAI ROE U2 FAASS 43
SATF. ROS| TD(TDyo)7F MNOST TDS1 735, o] Al ofafl, MNOS| D= =L Thy “doll A==
Q] ololwlE]E] #e](eventual Trusted Subscription Identity Management; TSIM) 71%5< A& 4= U},

et oz AlxEl-otol= EufQl #2] A (System-wide Domain Manager; SDM)i= D0O¢] TD XHwt, DMe] TDol &
g 5 91‘? Ak 17} dlolElE DM TDol A|¥3k o]%, DO THSM “3e] vhefst 94— TOTZ} ES A4
29 2 & WHow #Auste A9S FAs] 98] Do Dol o AlTF SIS o]&% & Stk o] 78‘—°r
o] THSM Alz=®l FE A|f2 9 RI0 Z2A| 2~ A|A2 AAES o714 7IesHe 33 dold 4 dAw, &
99 M9 el Atk o] Agol tg RE-¢ % R0 ZEAAES B2, D0 Ei= D09 TD7F DMO] Dol 9
3 ATHE SIS o] -&3t= 49, & E9], oW F/FY A7t dHelHzt ATE F UEA
(zE]ar A 0] o Zﬂ%% T AEADE A7IA Tied A AR v dE 50, &uE JtEEA
T = THMNS 7= t LEolEe] #ElE dedte, 22d 9SS 22 %
of o3 EAEE =
[

ot

;_]

()

rr

2

> 9
kit

%
[

rlr

ofr

o

N

>
")
ol
N

9 7
o -
)

=
rO

i #He 2k 715S AYdEte Ves #E vt #EAE X8 § v, gt= ezt
= DM FARE = 91, FhE #EAke SDMY Ve F 4R E 29E atH 2EBER = #AE A DN
wwele] BHEE SN FARE = ok

Al 1 AAeollA], MEE FHe FE 55 ATstes 7449 + 3, THSMS bdg MM A 5E5S Alsst
=5 Y F dnk. JE FFA, MEE oA A HFES 4 9tk o E Eo, MEE &Z E’H}%‘ o Z
213 (open mobile terminal platform; OMIP) AlZ| A<l A3 37 TRO 11""7“01] wz} H-TCG "OJ g RES
g+ = gk, BE Ak, THME WA o2 Eof, Hg- ° 1 (TDpy) &

TE8a 1 T A" THSM D0 Z=wlel(TDy) S T8 gk, DO % DUZF &EElE A, THSMS =3
THSM DU Ewole 53 4= Ur}),
THSM TDpy Z71ell THSMe A RS ¥ il FE Ate] o]§ 7heslA Hv AR-F4E gd=2 754

P~
N
THSM TDpE & Abd-7AE FdE2 FHE 5 AT, RI0 Z2A2E o] &siM%E +5d & vk, THM

_1

Dyt RI0 TREFS T3 + vt o] TREZL R0 =HQl(TDyp) ol ek RI0 TREF} 5U3 F
=AY 7 AW, old ZEEZY 4 vk, THSM TEps RI0 ZRESS S84 ¥v 45, ads 4

Sated 87 Al Ee] Abd-FAE L AR-FHE T, THSM TEp+e DOl 23] 2#2 4 Utk DOE
AA AZF AFERF = A, 7IGAe} 7o 2F, = A9 AH 7]E(Information Technology; I1T) A
T

T A YEYT S8A(Network Operator; NO)Y 4= gt}.

THSM TDyi= THSM TEpell A ®lE] SH| &= APd-FA4d Sd=2 352 5 ok, THMY RO =wld> THSM DO<

Alz=gl-gtol= mH]Ql A (SDP)ol wet "o pger WA pHd & ogdrk. THSMS RO =<l ROSH]
RTO Z2A2E F28 & vk, D09 =wile] S SDPell whe} ROS =d|9le} RTO Z2A~E #Eld &+ 9
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[0061]

[0062]

[0063]

[0064]

SIHS31 10-2016-0108600

b, THSMO] ROZF MNOoloj Al ROS] mwQle]l MNOQ] =wQlel ZA-9-, o]2gh MNOQ| m=meld gk, i) MNOS =v|
o] MNOell &FE= s i) 7FY WA E(dE Eo], USIM B MCIM ¥E 71(KDE 2 =4 28 7
A} olo]ANEJE] (International Mobile Subscriber Identity; IMSI) %)o] MNOS| Ewvid WEIAZHE THM
2ol N0 ErRlo® & @ E(rolled off)E]a 2 ¥ 77|14 #HE= W 2 i) I 7k A dEEol
gr2g =, o AdAES AYstAY o83t VT, B 4AXY kY B 7I5S AlEse =
o] ahite] tjupo] ~RHE] ThE tlulo] ~F o]F(migrate)d I °l e

ok oY% TREFZEL i) 5F TEEF,; (i) AYUE E-2
A14E 4 vk THSME RO Zmele RTO7F ¢h8F o] F 1 ApAle

-

© |- r1r rr

MES] AlZ-FF mjAYFo] Als A7k ebddl BE ZZ A ~(power-up time secure boot process)?] GO &

Agtd 4 = Al 1 AAAAA, ME T4 ME £ T SMOﬂ o F7t2 YF 7heskA S 4 ATk diekH
o2 MEE AA-FZAA AAE $8sa, gAs REES dzd Aozx BAA Zk(integrity value; V)<

el

A 4= k. MEE OTA(over the air) ¥ < 01%—8} UNTS 3.3t
whal vYA W FAAd B35 A (engine) ¥ e %

B0l ROSFY RTO T2A|AE E3 5= o, RO
RTO ZEA|A7E hns= A 8&38h7] fal s=5d & 9= THSMe| =& %6& o] ANG oM E
(assert)gtc}, ROET: RO7} ZA¥FA Q1 THSMO] iZﬂ% THSMS] oF2 EHIJ1ES 5% Fx(building structur
e)ol ZAE T & v 9 uw THM = o] E-F](gate—keep)" AX|3}%
5 749 = duh. mEbA, RI0 Z2A|2~9] FEoZA, RO D09 2HE B "=vd-FF AEE(domain-
building plans)"S 2183s}7] 918] D09 ZWQlE2 SDMIF dF HHE ﬂhﬁ}i, olef &t 7‘7401 Rooﬂ T8 7}
53 Aol RI0 Z2=AA7F fiss A 58T 5 . RO = T3
THSM ] =19] RTO-¢k=¥l ROO =vIQlS 53w Fo]gh o] 5o THSMA *3
ole] WAool FAEIY, e qle]e] WA o] Yol Ex =
7IeE Fd3=s 749 & Aok R0 =WI-54 ZA(0DP)S
MAS) Elole ER 5 9u).

HE 7102

LEEg S A
_‘:_
T

SDM-> o= ROS} AAzhd R 2l 0 Z2ARE AAD 5 vk, of= RO9| mw]lo] "dgen,”
v (unclaim)" el QU wAgsh 4= 9lth, o & B9, RO =WQl2 D02l =wQl 2 Dooll o&] "mw
¢l X"(Tbpzk Aafd & 3 w1 o} A 7Fx] -1 Y A (as-yet-unclaimed shell) H& "Ho" 714
A8E 4 Ao, olel’h B, SN2 RI0 ZEAAE 7RIS o glar, 2ol o8] SDM2 =wQl Dy thal, o=
d ROSF HESHA "ok, I ROZE o] Z=dlel] ik RTO ZE2A|AE Fshd, SN2 ©] 53 Z=wde o
OH T2 RI0 ZEA2E o] ol /AsHA &4 4 k. tial, RO= o] 54T vl dolA & F79 &

A-F5 Z2A2E 222 VAT ¢ . o3 AFE-FHS5 ZEAEE HAAH(former)7t (FhsdtAlE
SDM = D09 =1 x4 stolA) tjute] =9 AfA/AREA} e Huto]s 2o o) FHF o R A
H7] B 974 AfAtd os d4ow AAE F Jdvks HelA AF7HA 5FE RI0 ZEA 29 ol
ATH. DO+ ROS Ld|]le] RTO ZR2AAE FHstar, old wet 2dg Roo| 93] "HF" v "Af"dE olF
Z2%, 499 RO9| EWIS AA|, ], e AdAsAsy] $1g A (authority) S HAE 4 k. 1Y
i, D0 dutdgo g Ro9 =Wl el Agd v (secret)ES AU, T RO Z=WQl WellA F3EH= F

%0,

0

7He] AAtE T V)T ES IA B8 ¢ ).

SDMe] el RO2l Z=w|del Wik RTO Z2A|~5 7fAs7] oo, S =W F+5& 3 o8 7153 A
dee fﬂ*Ea S (look up)& 4 Stk o] FY2EE DY = 1°1°ﬂ od Bif=E 4 vk, S "3l
v (desired domain)E" ZEEE HE3 5JT § rr. Yt ZHClE ZZ2EE D0 Z=HQl Dol =
49 4 Adrk. DML w3 A]2" wweol A (SDP), L DMel w=H|clo R RE o HE Q& ol& 7l =
T JE, EFFY 121 THSMS 7)€ TuRlEe] Al Ae(XF HEHES Xx3HE FAT 5 Ak, o A
Hiz 543 R0O| ZrQlell ik sk RI0 Z2A27F o8 7hedt A=, AF sl 7FedA], dehs =
Hel 2E slollA Q7 EA], odE B, THSMS 7|&9] =dlEe] AF ddet 2 g stolA &= e
A5 AAst7] A8 ol g9 4 ).

getdom AA A =W (TDy) & A2 RI0 ZRAAES AlFetay #gd ¢ vk, ThpE RI0 T2
Az ol el Mgt aL et Aol 1S 4 vk el RS E=rIQI(TDy) 2 FE Al 18] o=
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[0065]

[0066]

[0067]

[0068]

[0069]

SIHS31 10-2016-0108600

H ROl HF3ta R0 L2A2E AgHoz AZels RS 7bssd shs AM-F49 71ss 2338 F
ATk, Ao R RT0 ZEAAE THME] AfAl B AREAZE Thyy THEZE(prompt) S E53 o] % A%
i, 7 % RI0 ZEAEE A7) A8 THSMS] A&fAF e AFEAIREE "nod"& E5E & vt (BA)
AA AFAF RO_targetoll ola] AfEH=S AAGHL =HAAT, RI0 ZRZAEE Fal obx AfHA] @il o
A8l Aol Aefel Ae E=rQl TDE 18t Do arger *2F A E 5 ATt

o2 e R, T 5743 RO Hojx shhe] RT0 Z2A|2~E 33 4 Qi Thee @A RO 93 "
g Ee "aftd g vk D0 B =Rl Ty 2 THSM o] 71o] EF A=A gk F-8lel= RO A
A W/E= SDMe] AP ofFEste] FUd RO EHIlA i thE RT0 ZRA|AE A&StES s18E
ATF. SIS RT09] HAHES A 4 Jx 19 AP Fx 9 3§ 753 585 £ &5
71 z3to], oleldh /‘HET RTO7} R == S LA E 2AT 4 Ak, 94 Alad=™dS &3] RO =+ RO
SZw Ol (TDye) 2 L3 ROSF HEo] =w el tfs] t& RI0 Z2A 25 /A 4= ok, o= ROZF TDy W

, BE A 7ted ZEE HdelolEste s o o 2T 4 vk, ROE
L H]-RTOZ %’511, OTA(over the air) QUHo|E Z2AAZ =3 3

]
H
ASEOIA, RO EE Myt 95 HAE EE BEE Gejel =8 98] thE kIO

Jud

"] D7t T o' RT ANE w, 2R DMY EWold] o8 HEE & 9=, Eho &
= A& o] & 7hed AdE] HAES F6y] fal Shiel oEst=E a2 & Avk. Thee &7

D
Welel ols) ReE 4 b e EuAE" fiE, AsE Bl AASP), D DN Evelo R E
.‘_6;
1

S
&
>l

Aol el ol Jbsd 4 U, THSHS /1ES ErQEe] A FU(NE FHES TFHE FYs] 9
S SO R €EF S gk o FEE 53T RS wHIgle] ¥ Wk RI0 ZeA2L o8 Absd 4
A5, 49 SelA s, fsks mulel P2E SelA aTHEA, 2 TNe] e mdelse) g =

2] 3]

= AF A slelA FHEHEAE AAs= ol &2 4 ).
SDM A &2 Dol tist &£Fd-HS(T0) Z2A| 2= ¢ FA4E & Juh. o] T2 AM|~aes FE T2 42~ 52t
Pu = AAH-EAste 74 TF2E S FAAHoE B4 4 Q. D09 T0v HE3 fAHo R HAE 4 9l
4], o] ZTEAAE H]—E]H}O]/\— 2 44 AR (non-device-owner remote owner)ol| T3k RTO Z 2 A A9
AS-olAet 2 D0o] ZwQlel thd T0 E @A 9o RT02 gt T 3] uigh SN A 2
(invoke) =7 &S F Advhe AL AQstH, o7|A 549 viel o] fufo]~ AfAte] LHQIEe] ofd k&
|2l 4 Fa-F50 AMEslES o EHE RI0 Z2A 29 §AFE = k. SDPE A4 o2 (D07} &4

29} Ao, v 48R 91X H tulolx AfAiete] 94 /‘c};x—}%i xgsh
AE D0 AFA-FHE Z2AH A Foto] HdAdd 4 k. SDPe] %
o
(€]

= U ]
wi BAEe) aselt, ot Ea mulslEe] 24W A5l o

)
=
m

lr

l
o
E
o
—
=
o

2
}

2 Fy& 4 vk, THSMS THSMol| Al-&% &=
F dk. o= 5], MEE THSMOl H(raw) dHlo]EH =

MES} THSM /\}Oloﬂjﬂ obAE Mg B obAD HFA o w THSMNo| ZE wi= l:ﬂ

_.\_4

ME«] "EH: AR § e FES AT 2 g

= T dNE A Yo AFE F vk, o] ZEES %lE Jixﬂﬂ EOP MEOﬂ 29" F .
I ME Abololl Al THSMS 29] st=glo]-7|uk Ho wiAYSFo] 7]Qlste] v A= & e 349 + A
o, THSM MES] A4 #HALE Fdsta MEo didt Z=5 5 d58E A% 2 2Y3e 93

¥ 8 > Horr mﬁ

.ﬂ

A 3 Ao A, THSMZ ME< :“:01] 3t okHS-HE w= FAL-FHA AdHE 7P F vk, o= RO
o diEsiA dsE + A MEE ©de] A% <QlElE]; =Enpd Al 5173 (Mobile Trusted Environment;
MIE)& 233 4 Urt. MTE% ME Wie] =212 o= Wule] AL & lom, NEE & ME Brh g% A=e

t}. MIE= sl=9o] 7|9 A8 FE(hardware based roots of trust; RoT)EI} 72 HHO| =90 7]HF B
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[0070]

[0071]

[0072]

[0073]
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& AYSES &8 4 vk, MEQ] Wo]x FE(base code)’t 2EHE o]F, MEe 29% 4 9lth. MEE
AE AL ARRD 7] (trusted signing key)e] ©]&3 #Zo] Al FHE F ASH A ATt HolA 2=
Al AEEY 4 k. MIEZF A8 #<l MEE AR =, NEE A TPMY A3y 4 T203 359 %74
& 2 FZo] FEE ARF3HA & 7 Ut dEITFEHE tivlol e 22 MEZF THSMe] 543 &+ e "&
AE"E AFskeE 3, MES ME ERFoE2A 7|4 A" ¢ Aok, MEES ME ERE9 72439 $AE +F
shal, Aol& MIE WlellA HSE= AL 719 o] &) o ATH= F24 S oA EX2E-FE SN 2
S THSM W] A#FHZQ Qe o] o] A4S LY ESE FAE = vk, THSMS TCH TPM %=+ NIM-H39 ¥
A4 ER 4 #1F 715E FEE7) wEel, THMS '#(Extend)' 22 F33l7] 93 TCG TPM =& NN
Aed T3 FEE 4 da, aHoERN, dA AZEYA Y ZHEL PREY U M2 #HES AEI
3l X EGole 2d9 ol"d MHE wASeE =HEF A dX2=H(Platform Configuration Register;

53 2. THMS H3 goJAl2E FgE(AXZEYS] HAXWUEES FZAA o =4 3t
= FES, THSMo| i3t ME %%%94 A Z) A (trustworthiness) e PSS 18] o] &=
T4 deolg® WEety] 93 WiAYUSS Fddn. deds 98, ME EHE FA8Y +F

=1 ol (ME Platform Integrity Data; MPID)Z ZAIE 4 v}, THSMS ME %
Hels FASA &S 4 Avk. THMS Abd-74% Fd=Ry =5 DN AAIRE HFe

ME Tl A AES AxEE 9 wEB (certified metric) S 5T 4 9S8 4+ Adrk. MEY
5ol olojd 4 o, wiHo] AAHH= S AFIrt. MET %9 22 RsEY Z2 ME9| "$74", ME
7F ofd F/FY AHAES Fd357] g8 gRHAEA D FTE g AJMAE VIsste HelHE 71
AS F Ak, TS e, o]#E MEel 34 HWe ot ME EHE 4 AMWO](ME Platform

Environment Survey; MPES)Z FA|E -’F 9}5}. THSM DO2] RO =L A1) Lwele EZ2 MES ZEe ¥4
= AT ¢ A olHE e 538 &< WO 2009/092115 (PCT/US2009/031603)el14 5-4€ 313}

o], M2M EWoll A Al 74 (TRE)A MOME 291 7153 fAbsE 4= Qlth. MEE THMOZH-EJ] @3 Alo] &
= A2z 39 HEtE AHES THSM dA&4og g I EZ & 9t}

A 4 AA oA, MES THSM & the A3 MM 7158 33 es A9 4 A, ME & 29 vl
A AL MEo 98] = =il o8 AH dF e 4= Juk. MES] D0 el dALHHor EE QA
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)—]
=
%)
=
o,
:

N

==
o,
N

o] AAjo A, ME= 714 7]&H
I A1E] sk o] ge
THSMell whet A2l AHEEY SAES X838 +
D ARE2HU) E=vds X 4 Qo o] EdYlE
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Q12 SDM wiell st Alz=gl-¢tol= w1l AW (SDP) el
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MEppy) ZA A HE = e Z=HQl ¥ T ATE. MEppy MEw©l A 4 3, Z7]] DMell 2]s)
Aoju = wpel e AH-FAAS M g Ao 27 AL I 53 E V)5 HeA THM de] Tyl %719
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9 A4S fgk A Fo] FE(core root of trust for storage; CRTS)E E&E 4= v}, THSM olA, =
wel 7Fd 715 TSIM 715l of& #eld 4= k. THSMW Q] 3k 2 ME Aol thE shuel 22 279 =d
AE°] U3 RO AS AN A5, THM o Edle 719 75 9 #ld 944 2fAe g 19 a9
2ol v H& HeoF E/EE A PEES 735k RO didk Ve E e AHEES Y5 o)8d & e wk
Hell, ME %] E=wS1S THSM o] Z=mRle2iY 7dixe 7155 2 Aul=E 98 875He ddy) Y3t
A AR EA4% Bl e AlE PGS 4[] 89 ¢ e Y9 R0 tiF VIsE H AHEES 99
olgd F Art. AMH-TAE FUEEFH FHFHA FE EUdES 974 54 FS5RI0) Z2ZAAE S
T2 4 o, MEO sk, FA4FQ ¥4F &FAHRO)e| tigk RTO= THSMe st RTOSF FAFSE 4= ot

ME o EddES 94 AfAEe] g 719 #8E 93 o] &HEE o=HA ek, gl ol&2 A
2, A, A8 AR, EE olEe] oo 3] oldE i AL 2 AA-FHoFH AHES T
Al o] SHES ord F Qrh. dE Eo], o] EHIIES THM 9 FdAHo= Agtd A5 disiA A
g 7tk 28 4 JdE FYES YL 5 vt ME Ao =WELS du AR PAHo R AhAE o
7FA) ME el MREEE thal, o] =HedES M4 (virtualization) 9 BHIEEHAl, FE Ao T AXo] AA
7 ARE S AAEHLL 259 SAT HHE5S A8, dAE, AA-7IN dFow o]gd & dvke FollA
Bt} "4 (ephemeral)" T "IAIA"Y S Ak, ME Ao E=Hde] €7 ARAE UE 9F 2FAE
olg] AfEE ME A thE EWQlE EE THM 9] o8t th& EvdlEe] AedEe] a3 9 1 5249 ¢
Z® Aulo](attested survey) S Q43I E 53l AR|olA s e 548 2 &S 4 )

= R4
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3k RO 93l HTE 4 AE RO Lwoly) e MBEAIAEHS A, pAuE W ol st

oA AFE el o], AMFAHQ =] 7MY EE(THSM)S NS 71 oleo]dlElE] E&(ISIM) T Zo], PLMN
SEAE Y 1] o EZA AL T VT e EFeE BY-AIA 9o HIEXIE ZE(tamper-
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e AANSSAY AA7EA e 4 Jdu. FEE ZYE EFEE £%5E UICC B AntE 7129
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(o]7de] RI0ER Ql&f o8 7Fed = ) =rls !
statement configuration file)E< o] &3 4 3l =(346) 0 A, THSME TDy 7% i (SDMS E3H)o] =
28 5 olon, 7] Thy= Dol ofal] M7 = H7-2 5 Atk E5(350)0A, Ty ME 75
Ak, EF(352)00A4, P DORHFH FAlE 4 vk EF5(354)01M, THSMLE Dy 75 el =2
Aor, o7|M Ty A7EAY w2 5 k. £5(356)004, THSM2 DO = DUZHF-E (o5 &9,

U i gl ofa) D07k FEHE LA sk EeRle] oW A
%(358)0}]}17 TDDO'E‘ RO _T,:_Uﬂ?_‘l_'é7 TDR()E = _T_L_r_%]- 9}3}

TE87] el B AHOEWE A 3k (saved

)4
. Mo
4

i)

I~

iluA

ol Pt
A% 4 9l

i
tlo
4

Qah) 99

E5(362)°14, THSM2 D7t 58 AHlol =dd 4= glor, 7|4 Dy ROl <
3 ATEIAYG mATE £ dok. BES(366)004, SN2 RI0E FHSEE Tyl 23 5 AU, & Ty
= T’k RIOE 4T AHYS SDMell A (s 27)8 4 k. EF(370)elA, DT RI0 ZEA2=E A%
& 4 9tk EE(380)oA, dEAQL 94 2FAERO, ... ,RO)]l EAFTT. ES(384)H, HRIt wg

B
2 5 9grt. e So], 974 AFA9e RI0 ZTEAAe REozA wiy AHAHE: JFE,
2] A

t

okl TRE,
A5, BHE, FPACIIA GRIZA AF8), 71key)E % MoEel e P 3 sht o498 298 & 9
9. Audom, ROE R0 ZeAlx Hok 008 B4 EE Eelel A WY 5 lm, azle] 84/
gol Folsts A9 TRAS} ASHE AS 188 & v

Al 1 AAE FxeH, D0 RT0 o3 Fgw = A =Wl $4 RT0 Ei/‘ﬂ/\gﬁ T FAE o
S WX += t"’2,(st1pulat10n) ¥ 4 vk, RI0 ZTR2EFLS 8]-D0 RO tiaf 2 de = k. =dol-
£ A2 (domain-specific policy; DP) RT0 E# &AM (transaction) &<t U-+=ZHE 4= dt}. DOo| th3k
DP= o] & DP(DPy) 7t THSMOlA A S Afd & e e =rilEs 75 2 FAs87] 93 ol &st=x
L= Alzgl-oto|= Tl FI(SDP)S EFE & Uthk= HellA, ROl digh DPe} el 4= 9tk RT0
ZRA2 S e 2 olddl, =rQle] ROE A1FAQl Al 3 AHTTP)2H-H, THMO| RE =vQlEe] AHAl
EE BFE A3k e e AZEdol A FEA AdEH 2 A dig Ve 72 WEZ R

544 1

TTP - RO: RIMgp = {THSM2| EH QIS X|&IBHs HW/SWe| T
%A, SY/EE CHOIMAE ZHE

B P9EolA, TIPE 2W5S A, ROZF AFshzn] wale] gl THSMS) HY 2 Sie] Apsel vig

RIMpoE AT A =2 5 k. 27 o439 TIPE RiMgsE AlF3IEs 279 = don, RO JAFH 7=

HEHS 8 # I, R0 Z2AAES F¥sk= THME Bl =m1(TDro_targer) <= THSMS]  SDM]

—== T =

o
Qo
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E 4" 4 vk, TPIAE THSM A =wWdlE9 /B4Rl F 44 94559 A7l(concatenation) %/5
TDro_target 2FS] RTO ZZA|2~9] A8 & &-&3t7] o] el Z=w|Qle] ROZF ASshed #4lo] e Hulo]x~

ZRFY T2 45d 5 Ak, THME] B S=mIQ1(TDro_targer )= THSMS] SDMO] E=-o.2, ARQlE THSM &
Z 37 Q9F(THSM Platform Environment Summary; TPES)S =29 RO A& 4 A @ < v}, TPES
THSM Fe] ot =ddEe] & 2 22 9 THMY ZWEY ALEFH 2ol TEwragerd 019
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84 2

TDROftarget 9 RO [TPIA]signed || [TPES]signed

0108600

iAo, 4o BE E=rddEd i3 RE 4SES EFE 5+ AT TPIAE ROl X ES= tiAl, SN
B olgd mrlee] FAAS AARtaL 5ol AFEE g dutal IFEts ARRlE SO ERE (A
Al ZHOIEREY & )5 AT & Adv. o] 4L E=HlEd EHAde FAAY A4 HAe5E ®
FE 5 AT FAQ AFE TN Ao Azel muldle] U@ fE® T4 AAEE LFE 5 AT S
o AKel o3l AllE 4 R TPIAE A4 AF7ld AFE & Atk A¥Ae Ay 9559 4L 1
So) F4 PiE U Ggatt FAHor A AEHEN dFeoE AL 27 F Y. SNe 72
4 245, 24(logging) 2 A7l mellel AAYS FYD IS FASHEE Dad PREC] o 33
S Fa% 4 gt o 345 2 259 $HES 2THE 2vdsd U 9o AN AL 43
71 sl A3 sl o8 &

ATl @4H™, HAE dTEol TAYU= ZHCIEWES A4 HASV|7F sk, $HdE 7] &
(Ksign,verify,privy Ksign,\rerify;pub)gil:fLEi 7 ?_. 7]% O]%—’S}-O% O] Z\__EﬂO‘IEUdE% /\]_?lﬁé]- '/l: 9)\1;}- /\]'?_% TPESQ’]—
AAE = ARE AT 2HCIEWES xdshs WAA = vat Zo] xdE & vk

784 3

TDROftarget - RO: [ 45 ~HO|EHE ]Ksigniveriny)riV || [TPES]signed

TIP(E)ZFE{RIM} (5), R TDro_targe SZFE] ARRIE TPIA B2 ARQIE TPESE FAIAI, RO TDro_targec©] THSM

vlo] #4722 A A= A9, RO7F RI0 ZE2AAE A&l 5938, T areer 2 ROZF FAUNE <

oo the EMdEe AUahs shudo] wi AxEsols}, FAMe] Rool Eoldrhs Aol gloks

2%+ otk

X
:
d

oo WIRUE ol B0}, Dy, "EAE-RIO" My, % "EAE-RT" TE AHES Tashs RI0 ZALE

EE ol HE- =
WTRUE %= 2014 Z=A1E =
olge EHJIEL o] HAHFFHE AM T AHE & A AFAL o) AXE T LA

AN
AYE RI0 TEAZE o8 2ol afAEel os) 59 + Ak,

A1 AAdE i, FARFE] obdstal ARl dEERAM, THSME 2fd-F5 Z2EES Alojsta ME
7b 2719 AHAYL o= AEH deAE AAE 5 sloh AR-EHE 7] K= THSMRME QTEjof|o] =5
Eol FAE wAA e MRS BEshy] fls) ol8d 4 vk SedE f6l, dEskE AR A {A)e] <]
s EAE 4 lar WA AR [AlOl el EAE 4 3L, EAIS(IDg R e ZH7F ME B THSME] A
A-Fuld A IDES deRdt

B3 RIOE el SDMe] ANSHE A EFF & ook, AR M SAFY A9-FF AL

A=-FF Aldll, MEE OMTPell 2l&] AHeol® F-E9 o], Hlo]x =g "H-TCG"¢HHg F-E"S 43
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[K

o, MEE "dgfelB(alive)"7F ©rh. HI-TCG A FE Z2A29] HEOZA, MEQ o]~ IE=E9 ¥
Aol AEHoR dld 4 Q).

A 3 AAE FHxshA, 2etd AF 37 (Mobile Trusted Environment; MIE)2 Ho]2~ IE= BE 2|29
5o &3] 2" vk, ARR] 71E ol &3k, MIE= ME EHE 7489 F4488 458 + Ut
o~ FEES 2Y Fo, M Ha bd Aoz HYHASS ZAStE AEE THSMO F7]4 o2 $41%
T ATt As7F SAEAS uf THSMO] D0 Z=wdQle] o2 FEEX] ekeks o Yor = THSMS] D0 =wl<l
oz7HE Fos ANFE A (back) AT w7kA] MEE Aold #E W A(random nonce) (W DE zZH:= F
a3t AT E FAE F vk, o] Ase e gol idE 4 Uk

+34 4

Def) m31x_1 =“ME Hiola 2= 2€ 22 ” MSG ||¥A_1 || IDyg

ME - THSM Q| TDpo: ®31x_1 || [SHA-X( TH3IX _1 )ktemp 1

Al 3 A E FxEH, A19E-e g Zol xdE & Ak

#2914 5

Defy I KI_1= “MEMIOIA E 2E 242

&MTEZE "MSG || HA_1 || IDuz

ME > THSM®| TDpo: 21 XI_1 || [SHA-X( IH 21 XI_1 )kiemp 1
THSM-2- THSMe] —zo] DMe] wdlQl, "Hfe" D0ol Z=wlol, AFg&xFe] Z=wel & RO 28] o}z AF%A A
T AFHVIE HAYE Hox shue] "dH" EHIE 29 £ JEE "M A" FET £ .
Tk, o] EWRlEe RZH| glolA, EHdEe] IE AHE 7o FAAL EERIE 7] v FAA W)
E=lE(reference integrity metrics; RIME)el tigte] &l=e 4 k. o] &1 TCG MPWG F2A7 22 7
Aol we} FgE 5 9l

tufol 2 AfAle] =wW1(TDy), DOl thEk RI0 ZRAAE ojdo il 2% "Abd-7AE" 74 e
2 E-Z g H| o] ~-RT0(post-previous-RT0))" +4 & T slu=z 29E 4 dot. 2HE o,
el-olol= Tujol HHAH(SDE EeH = Urd. SIMS thE 97 LAFAERIE)N £}
9 g e = £ vl SIMS DMe| EHQlozRE "LudLd] o

=
HE o Jar, T Myt BEshs AlAag-oto]= =vlql AA(SP)& 59

)

H s T
WS digk A4+ IEH o]~ E AT =S MESF FE2H83 4
OFA 3 B E o]Fof THSMO| TDyt "THSM H-E 945" WAIAE MEo] A 4= v}t
g 29¥ ROOl =Wl = 9 wWAHEIF o], EHRIES A AEHe &FAHo 2.9
(externally disclose-able summary)& XEFAIZ = Al Do SN =wQIES] Al o] Qoko] 9)F

o AHgA-54 A7)
A

MAY ARE 24 2 AT 4 iz, olzfst A4 THSM Z/EE ME 4 =
Q FAE X 18 ¥

(DPE) H/XEE SDPell 7128 4= Al e SHA-X FZ24 3l Z= 4
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Aoz o] WAl A 7] A] 19] FAls ANSHT ¢ o, o= v Pol xdd vk

754 6

Def) IHIIXI_2 =“THSM R E &g "MSG | A _2 || IDagym

TDDO — ME: l_lH 9| XI _2 || [SHA—X(EH 9' I|_1 || L.;—I £_1 )]Ktempj

DDyt 22 THSME] IDE DM =w|A(TDp) oA FA12 4= dat, Thyel IDeF F53H 2 4 k. DoY) =
ol TDye 8kl (6)2] H7]1A]_ 25 FAFESE Dy Z5E o2 #HX|(fetch)d 4 YU},

"THSM HF-E &5 25 S@3le], MEE 19 RE Z2A~E
2o &7 o], ME= THSM4 ol B3k o] xdd 5 e mAAE ST

514 7
Def) IIIX_3 = “ME 2E 22 ” [[WdA 3

ME — TDpo: 31 XI_3 || [SHA-X( THI K_3 || =1 A 2 Ykiemp 1

< D02l Ewele] SpMo] &Al "AY" ROl EWele]l thE RTO TEAAE A 2 FEsks P9 H&

—‘av}.

T’} MERFE #7]14] 25 A8 o] F, RI0 Z2A 27 A2 = ek, Ty el Al2s-gol= =l 2
ZAH(SDD = RI0 ZR A28 A A "defo]" B2 R0 Ewl] 1 (TD%g targe) Ol RO EA RI0 ZRA 25
MAE & ok SDME AEA o R Ex QIZF AfAl i ARl o8] Sy W o] ZRAAE AT
SATh.  SDMZ ERZL RO thek RIO Z2AIAE AIFSFES Tl 848 S 4= gtk o] 842 R0 1D
T vED GAA AEANADSE Zo] B ROZF FAAE, 2Ea A4 839 fE VIRbe 23 5
Stk 8o FRorA EE 9] FA]l M s7IA A, SIS 'S8 ROS =wQlEe] Sppe] =
AE"(o]3k SCARDE #]g)e] eAESE wak $AE = v, SDME Hdh o 5gl RI0 Z2AZ2 o] Fol T3]
GRHAE W ol HE "B E=eQl AEE ST S glh o MAAE vt o] dd F gnk:
74 8

Def) T2 Xl_4a=

Request to start RTO || SCARD || Target_Domain_Plan|| YA _4

SDM —> TD*po Targer: M1 XI_4a || [SHA-X(TH 3| XI_4a)]ksien s0M

H71A 42] el S, Do rarger = ©1 L3S o B2 ALY 5 Aok o] 232 RO7F RO =H”]
o] 2fAS FHASskE A 318s7] A "o (offer)"®A HHE F Ak T raes AH-TAHE 7S
e 29¥ R0 =dldl AAe] g ARle] et Wl Zxste] dds WE F AT D targer

Request to start RTO Target Domain Plan , _, A

, SCARD, 3 star, A Bl 94 &Rz
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o] F-AAel o] olelE flel ol#d dehES WHns FAE 4 du. ol ved go] 94

Def) 121 XI_5a = Okay(or Not_Okay) to start RTO || A4 A 53

TD*ROfTarget — SDM:
l_lH '3' II_5a || [SHA—X(EH 9| II_5a) || EI é_4 ]Ksign_TD*RO_Target

"ol B RO El 1 (TD#po targe )= O] ZRAIESE AAD = ATF. TD#po_targer e RTO ZRA 0] B 21

o ! = ] Ag" ] SDME A i(alert)d & vk, SN 84 & 3 4 Stk SDMe] 2%
& ?ﬂﬂ St BT, T RI0 Z2A|2E AlFE 5 glom, o] T ek

784 10
Def) 1l 21 XI_5b = Intend to start RTO || == S0 HE || HA _5b

TD*ROfTarget — SDM: H-H 9' II _5b || [SHA‘X( J_J.H 9' XI _5b ) ]KsigniTD*RoiTarget

H7)1A)_5a = H7|A_5b F F s Falel SHEFd, SDM TD#po targer®l WS RO ZZ2A|2~F £ TDyol
3k RT0 Z2A 20 93 ES5EHAY ARA-FAdE 4 e Al2" =dQl AA(SDP), Al 93 Fa=A
U AMA-TAE = dE "Yeke = E, DM9] =del g3 fFAH A&z JHo|EFE=
"EH S dd o] & JhEe X HSM W] E=ddEe] dA s S99 5+ Ao,
gaf o] g 7Fes 7Y HAl Ag=
(virtual machine thread)*‘ o EH?E]' AFH AYEF 22 APSo] F83] EAS=A], THSM e =&

Sh=A, "YUt =YdE" U e A=

A

SDP 3t 18

;.9

w2
(=}
=
rlo
i
%
=2
i
AC)
[\j‘
v
—
jom]
w2
=
>,
L
v}
¥
lo
H
=)
o
il
tio
- 5
Hy
i
rr
o
N
2L
N

e

Lo
Lo

Ql

3

o)

=4,

ox

Rl

=

lo,

=)

N
(e

i

k]

% Ag J7E 5 9

TD#*go targer©] 018 7Fed A E, THSMQ] 7|9 =wjdEe &) A8 2 SpPol| ulel R0 ZE2A|AE B8

_}l: 9}1\]:]'—’—1 SDMO] @@6}'% 73“?”, SDM% o] @?ﬁ% E}\]é}' (TD*RO largct) TD*RO Target 71 1 Ztﬂ Et}ﬂ *4’] 19]
Zo} i3

H7+e Sl@l RTO JFL/HI RO E=HPE v FAA YTES SHlst=s IAPT = k. o= v

7 o] mddE &

#5411

Def) D21 XI_6 = Okay to go ahead with RTO || A A
SDM — TD*ROiTarget:

IH2I1X_6 || [SHA-X(IIIXI_6 ) || T A_5(a L =b)]ksign spM

SN ol & Eof, 5A Z=dle] it RI0 Z2A 25 7/HAE ALS WIRU el T
S QIRF ARgAelA EAT 5 ek, SME EF RI0 ZRAAE A7) : 2 93
o YAEE A AHEA EE QI 2FAD0) EFAANT o] HTo| $Heel AfA EE AL 545

o
Ll
o,
gﬂ
Ir
M
=
ro2
it
o,
=)
rr
=
S
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[0119]

[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

ZIHSd 10-2016-0108600

= RO9] =MQlEd] thalAwt RI0 ZEAAES MAEEE JaEd = 9l SDMS ol#] st EAYHE o3t
AFE2LE STE ol (VDS A Fshs MBS A3zhed 4= Q.
TD¥#po targer> THSM Z3E F44 U35 (TPIA) 2 THSM ZHE 374 F(TPES) S FASI=E o83 4 A= A

5

S(nateriaD® FWISHES SOl £33 4 vk, ol thgdt ol mAW 4 Aok

T34 12

Def) IHI| KI_7 = Request for TPIA || Request for TPES || A 7
TD*R0 Target — SDM:

l_J.H 9| I|_7 || [SHA—X( E—H 9' I|_7 ) || Lu;—l ﬁ_ 6 ]KsigniTD*RoiTarget

84 13

Def) 1 7| XI_7a = Request_for TPIA || Request for TPES || Request for MPID ||
Request for MPES || YA _7a

TD*RO_Target — SDM:

21X _7a || [SHA-X(I2IXl_7a | U A_6) JKsign TD*RO_Target.

TPIA % TPESel tigk 87 EolA, ROT ROZF TPIA H TPESe] #gh ojw FHo HRE SDMOEPrH &8h=A

S 5T F g, odE 5o, TPIAY 4%, RO= 1 AAEG, ROZF F24E ASstaA ote =vEY
HAE e 9958 EXY £ v, wEUIAE, TPESY A9, ROE 2 AA Bg, HEYa a9 AEAs
(NATE) ) o], mudEe afAtEe] 37 IDES 54 & 3o,

A 3 AAAE Fzsd, B ROE ME ZF] FAAC w3k SH(o)s WPIDE X AF) 2 ME 3Ho) #3h
g2 ARE w3 e 4= glvh. thekE o2 RO MIEZF 295 ar, MPID 2 MPESZF MEol <]&l SDMell <41
Ao g BAAE 24 4 k. MIE, ME Z3Fo| 453 A3 dEE = Shel & drlet 2
o] &8l =E 24" w ZEOWPID € MPES)S +0le 5 Atk ol vy Fo] dEE § Utk

Def) IH 2| XI_7b = Request for MPID || Request for MPES || U A _7b

SDM — MTE:

M3IX_7b || [SHA-X(IH3| XI_7b ) [Ksign SDM

MIEE MEEZHE +4 HolHE no
Qe 9w G584 Juh. o] H5E Azl Al w w
5 3
[e3Ne]

E Aefol] 7%
F Atk dulelEd #EL v L3 E°] ME JH H3Ed ug FAH = 2 o
2, MEE $9& SDMoll 418 4= 9lon | o]z b33 o] mdd 4= gl



[0127]

[0128]
[0129]

[0130]

[0131]

[0132]

[0133]

[0134]

[0135]

SIHS31 10-2016-0108600
[t 14a]
Def) {21 I|_8a = MPID || MPES || CGI‘tMTE
MTE — SDM:

3| XI_8a || [SHA-X(T} I1 XI_8a || 4 A_7b ) ]Ksign MTE

MTE= CAdl <ol AFelE 4= A, 29 I 7] Ky pep) S X8I ASAHE AT & Adok.  ogha], S
CAE Ao HAFES ol &3t o 37 719 ABAES HFeta, 1HOZN K pws ©1-83H] MIEZHE L] A

o] FAXNE Fd = k. SN TPIA ¥ TPESE FH)8ta 30 o] 5S D% targe®l EHF T 5= AT},

PIAS) E0E 918, SDMS "eafe]” el o8 22l 1) #a4g A%, Tyl old) 2ela 29 724 <)
%, Tl €8] el el $AY 9F, el o8l 2eln el FAY AF(Hvkel s AL D0g} ol d
A9, 2 BAdE Q99 gE 12 Myel Rl o8] aelw o) RAY P Pol, FAY YFES

A Z2A o o8, 7o Z=HlEe fjdt

Wetd o R, SIS PREZYEH FA4Y FEL FHE oF, FAH
9 golEe} e A ZaSo] AHH Tl @ A-

PCREZFE O TrolA~E i tate] Z=rls, 2= 2 vl

Ade AT 5 Ark. ol TIP(PCA)7F ZAAFe] ErlS E3tsof dh= 7Hd He] sa=Es dA s X
w $=3E 4= 9, TTPE WIRU Aol A TPM Hi= MMl sl S s& AlKe] Fass AR 718 28T 5 9
ok, TTP= ROZF SDMO.ZF-E TPIAE Hlat7] 98] o]8& = U&= tolAAE mEHH i 7|Eges AT
a7] g8l FAEA 2E S Ak M A Aoz, SDMe] EHQIEe] sl F538k= PR Q185 (quotes)©]
ANAAE, SEA BF AEGe] Dol A2ES AL olES AEH PR G Magons el
g & orh. o] FA A Felo] BEads AL 2HoR dto], SIS 1 F TPIAC] ARQISkal MIE i MES)
o8 o) A& Throrarger R ROtarger®l AEE 5= .

2 UgkllA, -0 AF, AAl s Zol, mvldse] HelAiaEs ¥ 54 258 S| TPIAS] F-
oA AT F vk, ROE HelAREESN @ 2EES F53HM, TIPRYE tolA=ESd dig 7%
HEHEE 958 5 3, 54 RASESFH HoARESS AN 5 i, oAE TIPRFH A% 1
oJAILES] VE MEYHE =&, Tho g ZHH FAT &% PR o] AEEEF} Blud = 9t}

54 2ass glol e 54 2a5S o835k, TPIAL &g PCR ¢1-&o] AT "wA4 Ao %A, F&
J EHIES AT HelAEESC g 859 vd-2® (time-stamping) & EFT F

2
A

St oA EHIEe] PR HolALES Zh7to] SDNel ofsl 5% mpA =k Algke] qloje] wAE AFET
=74 2I7F R0 $A1EA 8= A5, PREQ] B-21H 188 w744 tolAl~ESo] TPIAA &5
3 X3 ARbe], 1% S (attestation verification)ol AoJAl 1719] A& & &al7]o] F3d] FHAIQUA
Z ddats AAA, PIAY BAE 45 AFsy] 98 79 W 2% 2IhHQ JEE Rool AT 5
Sith. olefd BF-2RE S 918 o] ¥ FF(clock) AT & Y FFY F An

3-% Aol Adlste 49, ROE TIP7E RO Hule]ER 71 WEHE £E FAHE 2058 AFIES &
A glen, o7]M ROE fdelER VIE WEYSE £ 545 RI5RREH dde doAiESS AN
& gtk ROE 3N Hes ANED 4 du. o] ATol AEAl A4 RI0= AHHT. o] HFe] A

7

= O
A 39 PFol R0 A o8l aFHE A%, RI0E 49 ok
R==N
[s}

0ol =Hle] FA4 9FS 98, SIS oE Sof, Shuel BAA J%5e Fd ARHow oAL 5w
F utk. FAA dFE doAA, D0 Ewle] AL Astar, SN ZHAle] thE EdlEe] 1 X} Mol zh
kel FAA AFS AL H ARIGIES 84T o k. 8, SN EFH o], SDMo] Z=rQle = HE
FA4 d45S Aty ¥58 HAdE JMHEAE FQdst=n o8 4 9= Ak go ]Ei(authorlzatlon
data) & 2 = Arvt. 84S B7 RO9) 839 2P A (forwarder) A1 SDM 2 AL RO7F =412 vl
o] FAARES AABIET 8T EHE FAA ErRlEY] EHE 74 dAZHECPRE)S HAE o x¢E



[0136]

[0137]

[0138]

[0139]

[0140]

[0141]

[0142]

ZIHSd 10-2016-0108600

Def) 1H2| Xl 8b(i) = Request for Attestation || YA 8b(i), i=1,2,...N
SDM — TDpomain():
IH 91 X_8b(i) || [SHA-X( 10131 KI_8b(i)} Txsign spv

=) (i=1, 2, ..., N, oJ7]4 N2 SDMe] PCR #& k= =vQlee] #)2A FAHE =vidls 722

7)
RequestiforiAttestationgl A% dolgZ Folgw, 11 = Request for Attestation o A

o
2

H uho} o] PRES) W] PR grES MA@t o HAL thedt go wEW 4 AUtk

o
o

3
‘1?1':

4] 16

Def) 12| Xl 8c(i) =
PCREC SXE #9o ZEPCRS || UA 8c(i),i=1,2,., N

TDbomain(i )— SDM:
I 21 X1_8c(i) || [SHA-X( IHI1XI_8c(i) || A _8b(i) Jksien TD Domaingiy

S ol&ste] olA& ARty fls THSM =HE FAA AT

S8} 17

Def) TPIA = G121 { SHCI()Z2EI2 AIRIE PCR 2tS },i=12..N

TPES?] WS 918, SDM2, DMe] =wlozyE 549 4= 9l THSM, HW 2 SW 74 9 W Has, 9%
ol mHdEe HE, wEe o] dA ZHIES 8 ARHE F ZAE AYE, VEY B ARE
ZHEe F7HHQ HE T FFES Jd doldts ZHE AYE, =viclEe HAE, T NAISH 2ol
OE Afzke] B9AE 5 DDEEAY] EH At o8 d&uE= A9, GA/ARE, EBE 99 @4 A
w7 SDMel o) FREQS W Gap/AZre] ol wRE S JFSE Fh(o]Zo] o€ st A9, oo i
v JEel o] SDMel Dy, T R Toomins(n &-E5F-H T8t ARE AAAZ RN TPESE AT =+ 3l

ool 8L vad o] iddE 5 Sk
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[0143]

[0144]

[0145]

[0146]

[0147]

[0148]

ZIHE3 10-2016-0108600
SDM=> TPIA % TPESell AFRISEAL O] 5 TD#pg rargec®ll EHEE 4= ATH.  SDME H3F 2310] SCARDE A 4 ¢l

7S po7y el Ao TD*gro _Target o o) = 5p 1

d (o] % _9_
9lt}.  SCARD® RO7} SCARD, TPIA @ TPESE FA}SE o]F A
wA RS thgy 2ol xddE 4 9tk

° 4

3
‘13':

4] 19

SDM — TDROfTarget:

SCARD || HA 8fb || [SHA-X(SCARD)|| A 8fb)|ksien sDM
TPIA || @ H {H A 8c(i)} [SHA-X(TPIA) || &1 H { & A_8¢(i)} Tksign sDM,

TPES H H ﬁ_ng [SHA'X(TPES || = ﬁ_SD]KsignisDM

cc
an

rr

SCARD || TPIA || TPES || [SHA-X(SCARDJ/TPIA|[TPES|| 21 A 8)] ksign spM

SDMC =] TPIA, TPES, Bl SCARDE FAIAlCl, Dty ragei= SDME] &70 ARRIZIE o] 88lo] o]5S SQIgdor

AW g9 FAAE Feld 4 vk, 1 thS, TPIA, TPES, SCARD, AF&Atel ol8] Q75 E AH|AES ¥A G
= 54 AR dgHEMP), % i A-F5 dAA A g 23 (request_T0)> MEo| $412 & glt}. RI0 L=
Al227b A ZH(full) TSIM A% all - 540101: sz E=lel] tist Al A, TSIM 7|5 g AR1s <l

S 9
A (Certrgm) &= H3F 919 417] ]94' A

TISM 7152 #1a] ol&¥= 27) o o] A Eel =4 = Ak, k= el TSIM 7155 (CERTx#sp) ol o

& Zolal, ymAl= &ds] dqAEAY dHolEs = Asel Wik Aotk die] TSIM 7Isoll Wt M=
DO Z=RES] 7152l DMl digh QIFA Fxo] EEA S Z(modularly) 9HlEE 4 dedl, odF 5o, 2
TSIM 715l g lsA = defel =mlel =274 (plugged)d 4= U,

D7} AFA el Aol sfrhe] RT0E &3 o] F-o ROZF RT0 Z2AIAE FqT o, RO= B o CERTxps &

USRS e 88 F ud, s of 4345 @A Qe wAd deel o gsied Au,
s B ol Aefel welele] obd & 97 wReleh, mebd, o F§ol, ROE QulolEE ¢1FA (CERTr,

= 5L 2~
h=s FAE 4 9o,

Sl == e RO9 71 71(K_Target _RO_pub) & 4ostd 4 Qow | F7) 71(K_Target _RO_pub)+= TD*po targe©ll
ojgk o] & o]dell, B2l ROZF DO TDipoqaree/t R ®WE oW JAAIG= A5, & 50, 54 A
ol o5 = APA-T Al o8] o]& ZhsEtA B 4 vk, TSINS AR I (Ko rsisien) & 01838k ARA-FH]
2 Qdrk. o] i AR 719 FA) 71 ERL ROON ARH-EelE = Atk D MES] IDOIW, TDdgo targec ™
ME IDE ¢t &HAl Rf-3ks THSM DMe] Z=w9l Do 248 53t o] =3 2ol xdEE F Uk

i
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[0149]

[0150]

[0151]

[0152]

[0153]

[0154]

[0155]

[0156]

[0157]

ZIHSd 10-2016-0108600

514 20

Def) Tj7|X| 9=
SCARD || TPIA || TPES || P || Request_TO || Certrsiv || IDme || HA 9

TD*ROfTarget 9 ME:

{7 R| 9}k Target RO Pub || [SHA-X(I{Z| K| 9)]k Tsmv-sioN

Al 3 AAdE xS, BEWPIA 9 MPES)S wiAAe] F7kd 4= gk, MPIA® MIEe] o8] Hod=E 4
o St 4 Q. o] TholAI2E= DN AHAIE B
3 AEEHAY A g ALde] EAsE 85 F9WE W ED (acquired certified metric)¥ Fgak

e % = 3 =

= A%elw 938 4 Atk B7 An % FAge] ojek RO 2ol whel, £314(20)€ Shife] MPID B MPES
g H4FHoR FUSYTHE Ued BAS TTT 5 Uk o)t thgst go] BAW  drk:

7574 21

Def) T§7|X| 9=SCARD || TPIA || TPES || MPIA || MPES || P || Request_TO || Certrsy || IDwz
=

TD*ROfTargel > ME:
{7 | X|_9}k Target RO Pub || [SHA-X(Package 9)Ix Tsiv-sioN
ME= ROOl 919 AA| WAAE A 4 glor, o] vz o] 1d4d 4 Urh:
T2 22
ME - E}Z RO:

{ TN X9}k Target RO Pub || [SHA-X( TH 2|1 X9 )]k TSIM-SIGN

A 3 AAAE

2

Z3shA, AR = MPIA 2 MPESE ¥38 Ao

2 o

ROE= 29 7HQ1 71 Kpargeipopriv) & ©18&3F] H71A_10& EHosstal, MEC] IDE ERlstal wWAAE |
ATk, ROE SCARDE aliAE 4= QlaL RO7F SDPRF-EQ] o5 X "Fo"st=A5 & 5 Atk RO7} SCARD
of Eosh= A, DAY Do targec ZH-E1S] FH(TPIA) S dlE 0], o] A2~ FAEE Ev= 74 Ao
Eo] B ROS =Rl TD#po rargec®ll Al 7] o] ol AWkl 27] TSIM ZElE vebdtta sid=d 5 At

1=

Jo

H(P) AFgAbl o8 8 FE = AH2ES XAIEHE Ao2ZA dME $ Jduh. THM-7F5 TD#po tareer ] 7
of MINOY 4 A& EPA RO 27lo] TIPERH ZHAo=R 53t 7|5 F24 WEZHRIND #ERIM) 2 27

2 WagezA G EARE vel 2& 19 @ile Euse] PA4S 45T & A
=

MNOE= ol & E9], WIRU/THSMS] &aAkell o&) TIPol A& & ASAE S TPIAY o s AR HeS
7H8 4 Ak, Al 3 AAAE FxEH, MPIA 2 MPESS d33tES NIEZ} A& A0l SlEE| (7|4 9] A1F]
d& THSMe 93] d5E)ete ARl 93l 7HsshAl AN e 1S ZEAAE F3 AtRT @ AxE 4
AT},

B RO= FAlE TPESE S 8FaL TD#potargec /b THM AIEE ol Ql=A1E 7k o= Qlem, oF 5o, TPES
El

o vkl o], ] THSM Al~Rle] " AlAE] ShNE AAE RI0 ZRAAE T 7R 2
Pob= A& 383z ROS el L RO "E o) " H T
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[0158]

[0159]

[0160]

[0161]

[0162]

[0163]

ZIHSd 10-2016-0108600

TPIA, TPES, ¥% P, Request_T0, ¥ A 3 AA|dZ Fxsle], WPIA 2 MPESE <13 o] 5 MNOgt @& e

RO TD#po rarger s ETEHE T8-S THMS &2 EFL RO 98] "&/4A 5" H=F 243 e

TD*RO_Targcto]v RTO Ei/‘ﬂi\_% ‘5l:7}i ﬁﬁgé}—ﬂ] 6]'-—'1 EES]' TD*RO 1argct7]' 9] }\]'Zﬂ_x]xé% 7]“5 HH]iE—é%
R P

Aeat7] el B ROSE 3288 E S T rargers S17FSHAl SE7]0l F23] "A#"d 4 dvkar A4S ¢

%

Zuele] %4 715, ¢ &Add AL, duHE 2 23 753 H(executable) 55 UEREEaL o5&
Az)ske] Z]EAQ A" ez} 3%%3}—‘:‘ AR o 7|5He] Ha, T3 el 94 22RO o
TEHAY 2H5 A-HES Fds7] 9, B ROE AF stsd AES %3

MHE B A Thed AES AAde Adg, EAE-EA A A 5 e olEuk RiMgysh EEE
=]
=

TSIMe| thdk RIMS 5A1%HT). RIMTSIM% TD*Ro_Targct/\ol'gl Sikly UﬂEE]Oﬂ ?ﬂ/_g'

AN
F QA F7ke RE A7

TSIMN 7159 FZ2AS Fdssd ogd 4 Ak, gE FA ofFEd EE o]gdE HoF Wi (security
measure) &S 54stE =9l A (DP)> ERAM x3E ¢ Qo).

RO-54 Z=w0 A2 (DP) SDMel| o3l HAses Al~E-oo]l= Tl A (SDP) T} Zolshd THSM A< 574
ROO oJ3l] AfHE sty ol =WdESs 75 ¥ #E ] g AFS veEld & 3 RO-57 DP= 1
B4 TuQle] E4dxE webdd Zdl-u ofEgAeld ¥ Bt WHETS FEste AYE e A¥ES
x4 Q).

f
oF
2

-
O
ﬂlﬂ
o
H
jou )
w2
=
o>
o
S,
M
o
i)
X
i
)
&

2 7o) ROES ol d
W= s eb=Ael

HENT 280NN E, MysE thezd 2 AXe o]%, THSM e
Aol #3l] Tyl 54% =05 5 45771
(TDpoa) o] S Eo], 19 MuAs £ &
S FAY F Ak, dE B, MNOE DPposE 7EE 7 dow, o]&H Thy=, THSM Wiel o & 34s
A (survey) @ o9, FUT THSM ol AR &gl the M09 ZwQlEse] 1 #pxle] &dstd TSIM 7|s
S gE o EAgtE A wEUle 49 19 TSIM 715ES tadeo]lE(disable) Al A eolt}.

D0 rarge > POIATS] @FE Al o] dlgals PR 2x2 P4stes 279 5 vk, dF So, RO
MEO] §9& S 4 Az, of7|A WA BB T 7] Kiseps) S ©183F] B

TD#*pargerpo®l © MIAIAE ADE 4= Itk Certpot= Target_ROS F7 71(K RO, E Z¢E 4= vk, ROE=

of W, TSING] & 7% P2 WELRINDS $4% & k. R0 $He gyt o] gD & ek
814 23

Def)y TIIXI 10=
{ CONFIG, DPro, IDro, RIMtsiv} Krsivpus || Certro || Certrsiv || H A 10

Target RO — ME:
{ T2 X 10}k ro-priv || [SHA-XCIHII X 13| YA 9]k rsiv-siGy
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[0164]

[0165]

[0166]

[0167]

[0168]

[0169]

[0170]

[0171]

ZIHSd 10-2016-0108600

214 24

ME - TD*Target RO:
{ i 21 X|_10}K7RO-Priv || [SHA-X( l_lH al I|_13|| = ﬁ_9] K_TSIM-SIGN

Do targer = MDA 71 (Kpspypriv) 2 ©] WMIAIAE HESst CAR FHske g9l o]
(Ko pup) 2 ©1-&3Fe] RO AHS AEd 4 Advk.  o]AS THM o ZAoldE 93l
RIMpsp) & QFABHAl A48 4= ok, 131 DR F-E ] RO9 IDE <lskal, =1 thd ROS A3 DPpd 21

S CONFIGS) 74 2 AAe] oG AT 5 AEAE 29T 5 Ah. Wi "$E" 912 )

o Certgpy W< 371 71

<
=3
FAE Ve 724 HEY

of =d3l7] 918l CONFIGE &3l ATAHE F3st 2 % 19 TSIM 7159 4% WEZo] RiMgyol FHE
2 HEYA o BAHEE A wjH}=AE Ay s AVHAEEZ Ay ¢ Q. =d9
TDro_targer= ©1Al "E"H O o] "'t ofyn, 1ol wel, ®lolA HEEAI(x)7F AAEL. ol U

3 o] EaE 4 Atk
7914 25
TD* rarget ot DPro 01, RIMrgiv A &, 2 CONFIG & Xl

%
TDTarget RO - RO 9——' T [Hl 9 = " % = "

il

HEE =W (TDrarger ro)> "RIO A 2 =dld]l dugd" Ao wAAE ME $AE & o, o] wA A=

B ROl EATEL. o] WAL et el wAHL:
7014 26
Def) WX _11={* SHOl 2= & 7| IDro Target jk ROPub| HA 11

TDTarget RO - ME :
WMIIX 11| [SHA-X( IH2IX_11]] YA 10)]k tsiv sio

AgHow, M= ASAAA, At AF 5% 2 AAWE E-olge A% Tt G gE WA
FA 5 glom, WIRUS) 2ae] o xEeolHi,

MBS EAE] ATAel 4EAeR ARAAT TSN ALAAES F5F £0)7L Fcke A HNAE Rool
FAYE = A, i targer> "THSM_TDgo_LOAD_COMPLETE" }el& 2/gd3ch. o] wiAA= vh&3} o] 3=
% 9l

S8} 27

ME - Target RO :
21X 11 || [SHA-X( 21X 11| YA 10)]k Tsiv sioN
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[0172]

[0173]

[0174]

[0175]

[0176]

[0177]

[0178]

[0179]

[0180]

[0181]

[0182]

ZIHSd 10-2016-0108600

o] RI0 Z2EFL 7MY Aujx E <% 9 7]

SIR2ESS wdl AT 36 WIS UMEYa &3
o] o
PN —

SOl (AKA) el g Aedde] terd 2 FHE 9%
= ol
A7 ZREZ I ZAMRA qLL

s THSME] AF&A} i 2fARA 7HYAE 53
or, o= & HIE(K) B 7hdAF ool dEIEI(IMST) 9] th-

o
Xy

SA-70Q1 7] AE] et AFMHE(Certrsy E Certyp)S 1E50] o] 5= wAR|dlA Agdd 4 Q). thet
o7 RO =u(TDy) 2 ROE A A A 3 AZKE 25 24219 AFAES 858 4= git}. o] FE&

57 o] xdE 9l
7814 28

TTP — ME — TDgg: Certro
TTP — RO: Certrsmm

o2 gickall A, RO <154 (Certyy) = UEHAZFEH MEZ AEE 4 dar, THME AS5AM (Certrspy) = ©1E°]
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ARS8 AR A#AA F vk, EHEFLS PID_UE o]&3ske] POS(30)o SA4leh uf, POS(30)b WA A&
PID_POSel 9J&f] A¥d 55 LaAxe RFEOoEA e 4 guf, IHER U9 55 ZRAXRELS FA



[0268]
[0269]

[0270]

[0271]

[0272]

[0273]

[0274]

[0275]

[0276]

[0277]

[0278]
[0279]

ZIHS3d 10-2016-0108600

of e 4 vk, PID_POS= Al 2 ZEAA A = gk, 154 (Certmy) 9k H&=0°], POS(30)= & 70
71 (Kmpu-pen) S ©1-8-3F01 SHAX(H71A3) 9] MBS ASE & Jd= 4 k. POS(30):= PID_UE ©]-&-8}o]

PID_POSE TDy(34)oll thA](back) $A1gro 24 A (4)00] A HA|A]

O§7|X| 4=PID U||PID POS| HA 3| HA 4
POS — TDy: PID U || PID_POS || LA 4 || Certpos || [SHA- kA5
X(IHZ| K| 4)IKposPriv

(3= 15A (Certpos) ZH-El B 5% Kpos pvs ©1-83H SHA-X(FH71A_4) 9] A& HE5E + Avk. (3
4)9} POS(30) 7+ BAlS FFow wi QY ARoA wAE 4 9t

A6 A, TD(34) = F 8AE Th(38)el FA1E 4 9ltk. PID_U H PID_POSE TD(38)7F A 4A3k ==
Az Aass FA4ste A4S 7hsshA stes wAA e FRowA FAE k. AR APE(ID) S
TD(38)7F &5 A%E Wt 54 AHEAY] Aulz Zzstdel gk Felowx

Y 4 Ak o) 5YL BA@ melQe) nalel o) ALA $SEe) FAYS AT & Aok,

1
o
o
i)
4
0
fr
=)
>
X
£
2

of7|X| 5. S= Egz|7{||PID_U||PID_POS || IDy | H2 4 |
HA £=StAl 6
TDy — TDro: I7|X|_5 || Certpos || Certrou || [ THZ | K| _5TK tpu-priv

TDRO(38)T‘:’ OJ%H(Certwu)il?—Ei i—!%% %7]1 71(K'1‘1)U_Pub)§ 01%5}0% TD11(34)9] /\1‘351% 7:'[]%%]_’ fy\‘ 9)\% fy\‘

o]
AN

A7) A, TDr(38) & Th-2] WA XAl POS(30)ol EJA 23S 33 4= k. POS(30)& A0 #AIA] 5
ol A TDy(34)o] FAE I WAIA] 6914 TDp(38)ol AEHANY d=4Z s 4= vk, d249k gEo] 7]
62 TR AN (Kispypriv) = ©]R3Fe] Aleld 4= givk. POS(30)E Z2A 2~ ID(PID_U)E o]&3te] whA(4)o) A &

A 52 dolEst o] 3L ABAY £ AL F vk

tio

oj7|X| 6= E|ZI_@HF |PID U|| HX5 ~
TDRO — POS: HH9|X|76 || CertTSIM H [SHA-X( HH9|X|_6 || Irjﬁ 4)]KTSIM—PriV L

POS(30)+= S1E5A (Certspy)E B3l 5T 4 Ae T 71K p) E 01831 WAIX S M-S HSE 4+ 9

ok POS(30)E HIIA_6(REEoR $2458) 2 dx4E o]83le] SHA-XE AYAE 4= Ut

A8 A, &5 (B 23)o] POS(30)o] <& 218 o]F, POS(30)+= RO(40)ZH-E A 418 HNE
25E HAS AAE F vk, POS(30)E ] S =

E7AS oE Eo], THMS T3l TDp(38)ell &A%
A AN EKswer) = EIZLE FEstehs AS =8, ° HAS A ta 24 blindA7]1=d o842 -

ATt

I§Z|X| 7= E|Z || PID POS| HA 5| H26
POS —TDro: {tickety}Krsnvrus || A2 6 || [SHA-X(I§Z|X|_7)]Kpos-priv FSHAl8
(k = ROt AZHE EIZI MEZ2EHS| nHE ¢t )

[

By

Tro(38) = 19 7N 71 (Kispypriv) & ©1-83F EIZLE HESH (293 sta WAIA] 6914 Certpss &3 &



[0280]

[0281]
[0282]

[0283]

[0284]

[0285]

[0286]

[0287]
[0288]

[0289]
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A Kpgs pps ©183F I71A_79 AMEES AT 4 k. o] T2AAE gAY FAAS 95 ¥ AFEE
5 A2 & Stk Mw(38)= PID_POSE o83 Aget Z2Ax~ Axs AT 4 vk dA(¥25)=

TDo(38) 0l 82 4 9o},

AN, Thro(38)ell FALE EJZL 9fell, POS(30)3= H=7F REGDATAE 293 o 3l
& e T WAAE ROU0)O FAIT = . ZEAA dRE fld 2
s, PID_POS % PID_U7} &AlE 4= vk, oli= RO(40)7} o] 555 Il
Al IDES AdA7= AS 7hsed & 5 Ak, o] wAAE 2
-

KR

=

L = s ELs)l A~
Je= ARE XIT 5 QAo

I§7|X] 8 =| REGDATAy || @A 7| PID_POS || PID U
POS — RO: 4=BHAl 9
{EIZU i} Kropw || THZ|X|_8 || [SHA-X( THZ|X]|_8 || E[ZUy || 'H2 DIKpospriv

71 wAA] 21 €] Certgooll A POS(30) el o8l 55D KporwE 188k dastd o= vk, RO(40)= 2
WA 7N Keorri) 5 0188k EJZLE HE8etL S/ 7] (Keosr) S 0183101 271789 M& AT +

< 7 v S 71 (Keorw) = ROM0) O EIZlS BIQIGAI7I= &3 7Hd 5 Qv

=
9

=

32

SA(10)elA4, RO(40)= EIZS 23elA TF AE A& IRIeHE & . 95 59, R0 = v
of HAIAE TDy(34)ol FA1E 4= Ut

I{7|X] 9=ACK(S= HO|& =4I&) | PID_U| PID_RO | HA8 R
RO — TDy: Tj7|X| 9 || Certgo || [SHA-X( T} 7| X|_9)]Kro-puiv T

TDy(34)= GAI(9) oA HAIAE F=218k o]F RO40)ol 93] A=, PID_U ¥ PID_ROS] 413 tjEo] RO(40)
ofo] T2Al~ AHEE FAT F duk. TD(34) = ASA (Certp) ol A FAIE T 71 (Kpopw) B ©1-8310] 7]
A9 dlAe] MEe] fFads gl AT},

A1) oNA, F8H21(10) 7 AFE HAAE F4le o]F, TD(34) = AANEEL 23 tidt AFE-x(32) 3

45 3718t =39 AR (screen message) S AFEAF(32)0] e 4= i),

i)
4

7IX 10 = A2|W 4 Sotee XS 4 Y| WA PID U|Dy |
TDy — AF2AH/A QA 17X 10 || [SHA-X(TZ|X|_10 || H2 o) Kenp 1| T

o WAXE HAA BelA o] §E ARl L HF ERAZG FASAY W) YFOR, M = dolHe] FY
ato] THSM Zdol M HSH s 489 5 s AR K1) 9] 016 , H
Aah= Mu3Hl 3) MER 2R 5 dek. IDE AHEAHE2)E AEHES ME B T3 <13 o)

N
T

g 5 e AL =8, PIDUE @AY &5 2 A2l Z-ob3 AdA7|aL o] ZTeAE RoAds WA
o)
b

& qnh,

AgAE WA B-obed ANE F om, o o, AgAE Y4B AR A5 A9
947 afael A8 5 Ark. @AAENA, ASAEDE BAADNA ALWAS tF 243} Bstol
Agn AAAd SHE # k. ASAEE TH BEIN K F OGS RED 5 Arh. Gt
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[0290]

[0291]

[0292]

[0293]
[0294]

[0295]

[0296]
[0297]

[0298]

[0299]
[0300]

[0301]

ZIHSd 10-2016-0108600

I{7|X| 11= FJ2|EM 2-0}2 @& || WA10|PID U| Dy
AR/ 2 QK — TDy: T§7|X|_11 || { AL E 4 }Kiemp c || [SHA- T=otA 12
XCTHZX_11 || HALEy | A2 9)]Kiemp 1

y(34)= & A28t AES ol&ste] AAf=s Hoststa AYs AT - s + vk, SAADIA
ded wWAA= PIDU, 2 1Dy 299 ol&& dAdd. dias 9 PIDELS AREAH&fAtAl 88 = 3

L H=RIZE FAl AEE S o8] o] gHE=s Al 4 i

SA3)0NA, Th(34)= oAl AdESel] W AHEAE 23S Tho(40)o A& == glar, ol= Th(40)=
Eg Az ROMAOE AF 84S P & 4 ). RO 2 PID_U= B4 AE 53] ZEAA A3
7bFsatAl & 7 Atk TDp(40)+= oAl 3709 Z2A|~ IDES ATAZA F AT

PID RO 2HA 13
TDy — TDro: T{7|X| 12 || Certro || [SHA-X( T} 7| X| 12 )K1py-priv

TH7|X_13 = g-X-2E 0l 24N HE 24 |PID_U | HAmro

—

A
TDgro — SDM: U-H 7' X|_13 || Certrsmv H [SHA—X( HH9|X|_13 )]KTDRO—Priv =

‘ﬂ%’ﬂ(Certmm)—‘E SDM(SG)O] jﬂﬂx]_l?) 8]]}‘]9] /‘1‘351 @%% ? 3H %7H 7](K'1‘Dkofpub)—§‘ Q%E}T‘:‘ Zﬂ\% 3%%5PE§
g 4 o »Lfaxﬂ* ID A¥L& PID_UE ©o]&3te] f#19 4= A}, SDM(36)> PID_U o] Has A&
Fd 4 d=d 2 o] SDM(36)2 €5 dEE, dF S, THSM 959 EEEY T2 F gS F V]
Tolt}.

A (15)0] 4], SDM(36) oS Sof, R0 Z2A|~ o2 HAAS F U= 74 ¥H
= ARE =3 4 Aok, TPIA, TPES, % SCARDE Z ol ulel fulojEdE & glo
Z W(EFZEA AS FHiE 22 = Aok, PIDU 2 IveE ' dA XA TD

(A= gYdE & A

O

=

O§Z|X| 14=1V||PID U| YA spm
SDM — TDro: T{7|X|_14 || Certspym || [SHA-X( T{7|X| 14 || ABHAl 15
H A pro ) Kspm-priv

A2 AZ A (Certg) A B5E FMNI Keporwy) = HSE 5 AT}

A (16) 014, TDpo(38)F RO(40) el dis] A=l F-ofb2o tist 83& AT 4 Aok, DA(16)dA F4ld
WA Kol A AHEAF(IMST)E ©A1(13) 2] wlAIx2] Q154 (Certyy) ol A TDro(40) ol Jall =218 IR (Kyoopup) =

35}04 et o] RO(40)O FA1E = vk A HAV)S

N Az BAS
ZA 2 ID(PID_U)= ©AI(9) 8] wIAAl He] Arste] ZzAlx Axdg 7HeshAl 8

lLl )
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[0302]
[0303]

[0304]

[0305]
[0306]

[0307]

[0308]
[0309]

[0310]

[0311]
[0312]

[0313]

ZIHSd 10-2016-0108600

Of7[X|_15=32|84d E-0t2 2F |[IDy || TV || PID_U|| H2

TDro — RO: 2BHAl 16
{IMSI}Kropus || TZ|X|_15 || Certrpro || [SHA-X( TZ| X|_15 || T
IMSI) K tpro-Priv

RO(40)+= 19 7ML 71 (Kpopriv) E 0183 IMSLLE HE38star A5 A1 (Certmro) ol Al RO(40)9l <3 5% 37

7] Krppo-pun) E ©1-83F AWS HAFS = 9

GAAD A, A AEELS RO40) o3l TDp(38) el FA1E = Aok, ANEES SA(16)9 CertppZi
g g5d M7 KnprwE o183kl st 4 Avk. ol AYWEESS TD(38)el niIEd &+ it
Tro(38)E 29 N 71 Kppopriv) & ©183F] A RWEAES vlIYa Al (unbind) & 4= A}, dA2=(d2=11D)+ &

= =YL £9T + Utk

If7|X| 16=PID RO| =212
RO — TDgo: N
{Credrsiv}Krpropus || THZ|X|_16 || [SHA-X(THZ|X| 16 || H211 || T
Credrsmv) JKro-priv

TDw(38)E SAI(13)¢] #& AN S8 TN (Kpopu) & ©183HA WS AT F Atk o] ZEA=

ID(PID_RO)E A ehet Tza2s gk AlFact

AgE 75 dF 5o, GAUD AN AR vkeh 22 AEES] FA Alo]l SDM(36) A AlTE HE
Ao wel £ BEE Weold AE 5 glvh. AW R0 ZaAx B¢ AL F vk A
(18)ell A, dek F-ofxo] ¢kasw, &g wA A (acknowledgement message)”} RO(40)ol &A1= ? ATt

Ij7|X] 17= Z-0}2 &4& ACK||PID_U| HAI3 N
TDgro — RO: T{7|X|_17 || [SHA-X( THZ[X]|_17 | @2 12 )]K1pRO-Priv T

UA(d212)E geE = glon ZTaAA B3AL PID_UE o] &3te] Wxd 4= v}k, RO(40)E ©HA(16)9)
A 854 %H ](Kwkom) olgale] AEE AT £ IdS F A

SA19) A, Th(38)= Fokx i ASH WIAAES Dol FAE & Aok, (b 2yp(13 3Fx)

[e)
ES
Ay (16 Fx))e 2dd 5 glen, TeAx B5AL2 PID_UE ol&sto] WAE 5 3l

oj7|X| 18=2-0}2 & | PID_U
TDgro — TDu: T{7|X| 18 || Certrpro || [SHA-X( THZ|X| 18 || HAmui || | $=8HA 19
4 A tpu2)JKTDRO-Priv

AL AFA (Certmpo) oA F5E 7M7) Knropwn) T 0183 TDy(34) el o3l AFE 5 AUt

A (20) 0 A, AFEAN32) o= A NEES] FAHIT FAHUSES HEAISHE 237 #HAIX 7L TDy(34) 25-E
ATd 7 k. AFWEEL o)A A} ZH(32)7F A7FE ekdE MujaEd tiE o] sheEtA 2 4 9l
UAa(d210)E g8d = (12 3=
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[0314]
[0315]

[0316]

[0317]
[0318]

[0319]

[0320]

[0321]

[0322]

[0323]
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m7|X|_19= A2|H4 MK E || 1Dy | PID_U | U214
TDy — AFA/A| AL TZIX] 19 || [SHA-X( THZ|X|_19 ||
Llj A1 O)]Ktempil

A AL 3, 11 ¢ 1237 #dEste] 7)sd vke} Zeo] 949 4 itk PIDLU 2 1Dy 29 o8& w1
D3 #dste] 71&d vie)l o] gAE 4
SA (2104, BT} o)Al AFEEH T ThEF EujE x| wolol dttE AL

PN
AE 7 3

=]

A8k AR 7F POS(30) el %

I§7|X| 20 = E|Z « O|X| At || PID_POS || PID_RO || HA15

_ _ ABEAL 21
RO — POS: 7| x| 20 || [SHA-X( 7| x| 20 )KROPriv o
POS(30) & ©AI(2)el A G218l AFA (Certpp) oA B5H TN 71 Kpopw) T €831 MBS HAFS F AS F
ATk, PID_ROE Z2AM2~ A3S 7FsstA & = .
T 8dA dArlE & ZEET BHSIY 9] dxEe] o] EYS FAsE AoR EAHAY. &, o
2, o]5o] WA FAHEYA Wl o]F 9 HAX A FRHA &S 5 k. MY o)y A5 ©A(10) 9
W2y, ©A(15)9 diagy 2 BAI(2D) Y dx(15)e)th. & 55 diyolA FAIHZ AR, 349 U5

R :
gehEn. webA, dE

ZAzol disliA, dxE E3eb= ACKZF FAlAke] o8] tigshs SAAFNA FA(
INAE B8 ROM40)O] =

o], |28L dA10)NA wAA2] FAlol] o]o]A] TDy(34)ol <3t ACK wA]x

gl

GAE 1, 2, 9 2 219 #HEHE HYAXELS thH 9 (out of band)ZA A= 4 AT},

% 9% st o)l AAlE AAldEe]l 7EE F AE dAIAA FA AI2='I(900)9] ZRHoelth FAl Al2F)
(900)2 &4, dlolE], Hlte, wAlA, HRENAE T3 22 ZA=E t5o T4 AREAEAA AlEshs
0% qAlz Al2"Y 5= gk, B4 A =EN(900)S T d9gEE xFEA, AaR AdEY FRE B o]
2gk Zel=o] thare] A ARgAEC] dM ke A TFeEA & Ak CdE Bo], B4 AZ=H(900)S
& B OF AA(CMA), AR ohe AT, T3k 28 tha A2 (FDMA), 23 FDMACOFDMA),
-7 2] o] FDMA(SC-FDMA) §3F #-2 3hit o]do] d A= WHES 088 5 9

= 9ol Z=AlE el o], Bal A]2EI(900)2 FA AE/FA FHUEWIRUIE)(902a, 902b, 902¢, 902d), &F
te A2 YEYA(RAN(904), Fo] UIEYA(906), 70 ndk A3t WIEYA(PSIN)(908), <¢TEU(910), =
g2 UEHA012)E 2T 7 JAR, A HAAdES o9 9 WIRUE, 7IAFE, MEHIE, 2/E
= A =25, AlolEdels, RE A VATwE, A-F ¢ S X2 ojzo R AE A FH)T
= ]EOJEL AYHEES 7|%(contemplate)dttlE= Ao olt}.  WTRUE(902a, 902b, 902c,
902d)2 A FANA TAstL 1Ei/EE FASES AR Yol tufe]~y 4 k. CZA,
WTRU%(902a, 902b, 902¢c, 902d)& FA NZES A% H/TE st 7" 7 3 AR AHI(UE),
Eutds, 1A e o]F2 7}0‘4 5, 7], AE" A3, A9 Fd AR SE(PDA), ~vtEE, F4F,
o)

kel
ar
G, EB3, AN AFE, FA AN, 264 AGAE B2 2FE 5 Aok

>
i
lﬂ
Hil

>
o mﬂ
ool

o

- 1@ o o

> lo

S A 22BH(900) S HE 7125 (914a) E 71AH(914b) & £ 5 k. V1A E(914a, 914b) ZH7He =19
HWEZ(906), AEIHU(910) /e UEYIZE912)F 22 3t o]y B4 vEYIE g AN~E &
o]stA st WIRUE(902a, 902b, 902c, 902d) & Aol shitel FHow QEFo]istes AT, o=
A, ZIATE(914a, 914b)2 H|o]2~ EWAIH 2Ho| M (base transceiver station; BIS), =E=-B, ex=Z= B, &
RE B, & elxE B, AO]E Aloj7], Al ERJAEMNP), FA geE, FA-7bs A-F vt Fd-vbs & A
ojEdel, A =t U F vk VIX=E(0l4a, 914b)o] @] AHERAN 47 =
E(914a, 914b)2 dele] Fo Foddd VAFE HW/EE UMEYT AYUESS LT 5 Adtke 2]

N
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[0324]

[0325]

[0326]

[0327]

[0328]

[0329]

[0330]

[0331]
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ZIA = (914a) > B2 7IA=E B/EE 7IAS AlN)71(BSC), #He HMEAA AZI(RNC), TA =E=F5 52
T HEYA AHES(E=AEA d5)s B 8T 3= RAN O] F2d = vk, 71A1=(914a)
H/EE 7IAF(914b) 2 A(=AHA] Fe) =M AE ¢ e 54 AdAA 99 WelAd 74 Asss dF
R/EE FAlEtES FAE ¢ v A2 A AEER Fte £229E . dE 5o, 7IA=(914a) 3
dad A2 e AEeR £8E g du. webA, o AAfdelA, 71A=(914a)& 37H° EdAME(S,
Aol zh Mg tisl shhe 23S & Ak w2 AAdlAM, 7A=(914a)S de-dE v 5 MIN0) =
oj&d = glal aER Aef 7} MF il v EdANEE 28T 4 ol

71X FE(914a, 914b)S lele] A
(IR), ALLAWV), 7% 5)d &
ool B ¢ gt FF 9

.
4 % vk

Hop FAFo R, oA Ak bkl o], FAl A|AEN(900)2 T AAM|~ Al~ElY 4= 913l CDMA, TDMA,
FDMA, OFDMA, SC-FDMA &3} #2 apu o]/do] Ad oAz~ WAES o] &3 + vk, & £°], RAN(904) 9]
7125 (914a) % WIRUE(902a, 902b, 902¢)> Fthe] CDMACWCDMA)E ©]&3te FF <lElHo]~(916)5 AT
I A=, HE 2ot A7) EA A 2= (Universal Mobile Telecommunications System; UMTS) A4 Zht] o oA
2UTRA) &F 22 gHe 7€ S 78T 4= vk, WMAE g w7 A4 (High-Speed Packet Access; HSPA)
/e o]EH=(Evolved) HSPACHSPAH) 9} 2 &4l ZREZES XS 4 vt. HSPAE 11d thda
71 ol A2~ (High-Speed Downlink Packet Access; HSDPA) H/%+= 1% A=A o7 A4~ (High-Speed Uplink
Packet Access; HSUPA)E 2383t 4= Qlt},

FE FA B GACIE ol dle FaARRD), vhelams, A9
2 0]2(916)% E3 WIRUE(902a, 902b, 902c, 902d) & 3}
o] 2(916) = ele] Hatal ehrle oldz V1E(RATS o] &5to] 1%

4

o2 AAldelA, 71A=(914a) 2 WIRUE(902a, 902b, 902¢)2 & § ol &F4(Long Term Evolution; LTE) %
/B LTE-o] =Wl A= (LTE-Advanced; LTE-A)S ©]838to]l &% <IE#HAA(916)E AT & %=, ol2BE=
UNTS A7 &H e AM2=(E-UTRA) 9} 22 #H L 7|&S 4T &

i

o2 AAdEA, 7]A=(914a) Z  WIRUE(902a, 902b, 902¢)-> IEEE 802.16(=, WiMAX(Worldwide
Interoperability for Microwave Access)), CDMA2000, CDMA2000 1X, CDMA2000 EV-DO, 1S-2000(Interim
Standard 2000), IS-95(Interim Standard 95), I1S-856(Interim Standard 856), GSM(Global System for Mobile
communications), EDGD(Enhanced Data rates for GSM Evolution), GERAN(GSM EDGE) 53 #& #ue 71&%
Tdg + Tt

T 99 A= (914b)2 <& ¢, ¥4 #H9H, & == B, Z erE B, WE AN~ FRIEY 4 glon A}
da, 7H4, 2, A9 s 53 2 AAsE JgoA T A4S %016}711 3t7] 91k Qlele] A3 RATE
288 F Ark. A ArlelA, 7]1A=(914b) B WTRUE(902C, 902d)e A 278 99 WEHANLANE
A73st7) 98] IEEE 802.113 %2 #rle 71&S 383 & . D}E AR, 7)1 A=(914b) =

WIRU(902¢, 902d)E= F-4 719 949 UEYA(WPAN)E A Asl7] 93] IEEE 802.15¢F #<& gr]s
F I, T OE AN, 7]A=(914b) D WIRUE(902¢, 902d)& w4 w= JEAS HAs7

fs8 A
Z¢-7]9F RAT(= S0}, WCDMA, CDMA2000, GSM, LTE, LTE-A 5)2 83 < 9] T 9oA ZAHE uls}

ol 71X =1(914b)2 JAHY910)o.2e Ax A4S 7HE 4 Ark. wEkA, 71X =(914b)S Fo] HIESA
(906) & &3l AEU(910)e HAM =3 EF 2T A &S F ATt
RAN(904)2 24, dlolg, ofZgAolA, /= VolP(voice over internet protocol) A|H]AES WIRUE

(902a, 902b, 902c, 902d) = 3l} o] AZIEE FAE A9 Y UMEYAY F g o] YEYA
(906) 9} B3 4= QIt}. o & Eo], Fo] UEYA(906)E & Ao}, UE Au]A(billing service)E, =yt

Yx-718F MU 2E, APH-AE AsA7)(pre-paid calling), 9EHY 94, ¥ge 28 5% Aed & Idx
agn/EE AEAR AFH e z-gE B NFES F L £ 9 T 9oA EAIEA] ESEAE,
RAN(904), 2/%E o] UIESZ(906)E RAN(905)9 TU3F RAT & “0]61 RATE o] &3l= thE RANEH A
A oEE 1 B8 £ dge Aol QAE Aotk dF Eo], E-URA e 7]&S 8 + Je
RAN(904)°l AZH = A 9o, &o] UEY(906)E GM ]9 7]4S o] &3k UE RAN(EAH A &)=

BA% & e,
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