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SERVER-CONTROLLED HEARTBEATS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority to U.S. Application No. 11/560,084,

entitled "Server-Controlled Heartbeats" filed on November 15, 2006, and which is

incorporated herein by reference. The present application contains subject matter that may

be related to subject matter contained in the following commonly owned co-pending

applications: U.S. Patent Application No. 11/560,040, filed on November 15, 2006 and

entitled "Over-the-Air Device Services and Management"; U.S. Patent Application No.

11/560,045, filed on November 15, 2006 and entitled "Dynamic Resource Management";

U.S. Patent Application No. 11/560,052, filed on November 15, 2006 and entitled "Device-

Side Data De-Duping"; and U.S. Patent Application No. 11/560,048, filed on November 15,

2006 and entitled "Over-the-Air Device Kill Pill and Lock".

BACKGROUND

[0002] A typical client-side computing device, such as a mobile computing and

communications device, relies on various disparate entities for the servicing and

management of the client device. For example, a user of the client device may need a

desktop computer to access a billing website provided by a service provider for the client

device. For data services, the user may have to access a website administered by an

organization to which the client device is assigned. Still for other services, the user may

have to access a website associated with a manufacturer of the client device.

[0003] Moreover, various interface points may have to be available to the user in order

for the user to gain access to a full suite of services and management available for the client

device. For example, certain services may be acquired via the client device. Other services

may have to be acquired using a desktop website. Further still, other particular services may

be available only via calls to a customer service representative. Moreover, certain updates

for the client device may be obtained by accessing a website provided by a manufacturer of

the client device.

[0004] As additional service-providing entities are introduced to a system for

supporting operations and functionality of the client device, the complexity, at least from the

user's perspective, increases commensurately and it accordingly becomes more difficult to



fully service and manage the client device.

SUMMARY

[0005] According to at least one aspect of one or more embodiments disclosed herein,

a system includes: a server side component; and a client side component arranged to send to

the server side component a request for an update, where the server side component is

arranged to send to the client side component a response indicating a condition for the client

side component to send a next request for an update.

[0006] According to at least one other aspect of one or more embodiments disclosed

herein, a method of performing updates includes: from a client device, sending a request for

an update to a server; and from the server, sending a response to the client device, where the

response indicates a condition for the client side component to send a next request for an

update.

[0007] According to at least one other aspect of one or more embodiments disclosed

herein, a mobile computing device includes: a first module arranged to wirelessly send a

request for an update to a server; a second module arranged to wirelessly receive a response

from the server; and a third module arranged to wirelessly send a next request for an update

at a time indicated in the response.

[0008] The features and advantages described herein are not all inclusive, and, in

particular, many additional features and advantages will be apparent to those skilled in the

art in view of the following description. Moreover, it should be noted that the language

used herein has been principally selected for readability and instructional purposes and may

not have been selected to circumscribe the present invention.

BRIEF DESCRIPTION OF DRAWINGS

[0009] Figure 1 shows a high-level diagram of an over-the-air device services and

management system in accordance with an embodiment of the present invention.

[0010] Figure 2 shows a component-level diagram of an over-the-air device services

and management system in accordance with an embodiment of the present invention.

[0011] Figure 3 shows a module-level diagram of an account management server and

a client-side computing device in accordance with an embodiment of the present invention.

- ? -



[0012] Figure 4 shows a state transition diagram in accordance with an embodiment of

the present invention.

[0013] Figure 5 shows a subsystem of an over-the-air device services and management

system in accordance with an embodiment of the present invention.

[0014] Figure 6 shows a module-level diagram of a web applications server and a

client-side computing device in accordance with an embodiment of the present invention.

[0015] Figure 7 shows a subsystem of an over-the-air device services and management

system in accordance with an embodiment of the present invention.

[0016] Figure 8 shows a flow process in accordance with an embodiment of the

present invention.

[0017] Figure 9 shows a subsystem of an over-the-air device services and management

system in accordance with an embodiment of the present invention.

[0018] Figure 10 shows a flow process in accordance with an embodiment of the

present invention.

[0019] Figure 11 shows a module-level diagram of a synchronization server and a

client-side computing device in accordance with an embodiment of the present invention.

[0020] Figure 12 shows a flow process in accordance with an embodiment of the

present invention.

[0021] Figures 13-28 show various screenshots in accordance with one or more

embodiments of the present invention.

[0022] Each of the figures referenced above depict an embodiment of the present

invention for purposes of illustration only. Those skilled in the art will readily recognize

from the following description that one or more other embodiments of the structures,

methods, and systems illustrated herein may be used without departing from the principles

of the present invention.

DETAILED DESCRIPTION

[0023] In the following description of embodiments of the present invention,

numerous specific details are set forth in order to provide a more thorough understanding of

the present invention. However, it will be apparent to one skilled in the art that the present



invention may be practiced without one or more of these specific details. In other instances,

well-known features have not been described in detail to avoid unnecessarily complicating

the description.

[0024] In general, embodiments of the present invention relate to a system for

providing services to and management of client-side computing devices. Particularly, in one

or more embodiments, an over-the-air services and management suite is provided for mobile

computing devices, which include handheld computing devices. Examples of handheld

computing devices include cellular/mobile phones, personal digital assistants (PDAs),

portable e-mail devices, and other computing devices having a form factor suitable for

handheld use. However, it is noted that in other embodiments, one or more of the various

principles described below may equally apply to other types of client-side computing

devices, such as workstation, desktop, and laptop/notebook computers.

[0025] Figure 1 shows an over-the-air device services and management system 100 in

accordance with an embodiment of the present invention. System 100 involves a client-side

computing device (also referred to herein as "client device") 102, such as a cellular/mobile

phone, personal digital assistant, portable e-mail device, desktop computer, or a

laptop/notebook computer. In general, the client device 102 may be any type of device that

is capable of communicating with another device for services and/or data.

[0026] A server side of system 100 includes a web applications server 104, an account

management server 106, and a synchronization server 108. Each of these servers 104, 106,

108 is further described below with reference to Figures 2 - 28.

[0027] The servers 104, 106, 108 may be configured for implementation in hardware

and/or software. For example, the web applications server 104 may be associated with a

physical computer system dedicated for providing services of the web applications server

104. However, in one or more other embodiments, the web applications server 104 may be

associated with software resident on a particular computer system that is not just dedicated

for providing services of the web applications server 104.

[0028] Further, although the web applications server 104, the account management

server 106, and the synchronization server 108 are shown as being separate in Figure 1,

functionality of any one or more of the servers 104, 106, 108 may be combined with that of



another of the servers 104, 106, 108. Moreover, a location of any one or more of the servers

104, 106, 108 may be the same as that of another of the servers 104, 106, 108. For example,

the account management server 106 and the synchronization server 108 may be hosted on

the same machine.

[0029] In one or more embodiments, the servers 104, 106, 108 may be remotely

located from one another. In some such cases, the servers 104, 106, 108 may communicate

with one another over a local area network (LAN). For example, if the servers 104, 106,

108 are resident within or part of a particular organization, the servers 104, 106, 108 may

communicate over an enterprise network and/or via point-to-point interconnect. Further, in

one or more other embodiments, the servers 104, 106, 108 may communicate with one

another over a wide area network (WAN). For example, the servers 104, 106, 108 may

communicate with one another over the Internet using hypertext transport protocol (HTTP)

requests and responses. More specifically, for example, the servers 104, 106, 108 may

communicate with one another using extensible markup language (XML) based messages.

[0030] Moreover, it is noted that each of the servers 104, 106, 108 may be designed,

maintained, managed, and/or delivered by one or more of various entities. For example, the

synchronization server 108 may be managed by the manufacturer of the client device 102.

In another example, the web applications server 104 and/or the account management server

108 may be designed and/or delivered in contract with a manufacturer of the client device

102. Further, in still another example, one or more of the servers 104, 106, 108 may be

designed and/or managed by a service provider arranged to provide voice and/or data

services to a user of the client device 102. In yet another example, one or more of the

servers 104, 106, 108 may be managed by and/or designed for an organization to which a

plurality of client devices 102 belongs or is otherwise associated with.

[0031] Figure 2 shows a component-level diagram of system 100. The client device

102 communicates with the web applications server 104, the account management server

106, and the synchronization server 108 over a network 202. In general, the network 202 is

any medium over which the client device 102 can wirelessly communicate with one or more

of the web applications server 104, the account management server 106, and the

synchronization server 108. In other words, the client device 102 is capable of wirelessly

communicating with the network 202 to which any one or more of the web applications



server 104, the account management server 106, and the synchronization server 108 are

operatively connected. It is this sense that system 100 may be described as an "over-the-air"

system - the services and management features of servers 104, 106, 108 are provided

wirelessly to the client device 102, where the client device 102 represents a central interface

point through which a user of the client device 102 can access such services and

management features (as opposed to the user having to access a system other than the client

device 102).

[0032] Further, it is noted that system 100 may be a "push" network, a "pull" network,

or a combination thereof. In a "push" network, one or more of the servers 104, 106, 108

push out data to the client device 102. In a "pull" network, one or more of the servers 104,

106, 108 send data to the client device 102 upon request for the data by the client device

102.

[0033] In one or more embodiments, the network 202 may be at least in part a cellular

network. In another example, the network 202 may be at least in part a wireless data

network. Moreover, in still another example, the network 202 may be at least in part a radio

network. In yet another example, the network 202 may be at least in part a wireless fidelity

("Wi-Fi") network. Further, in one or more embodiments, the network 202 may be at least

in part an Internet-based network. Still further, information transferred between the client

device 102 and any one or more of the web applications server 104, the account

management server 106, and the synchronization server 108 may be encrypted using

industry-standard data encryption techniques (e.g., 128-bit SSL). Moreover, user-specific

data stored in any one or more of the web applications server 104, the account management

server 106, and the synchronization server 108 may be encrypted using industry-standard

data encryption techniques.

[0034] Still referring to Figure 2, the web applications server 104 includes at least in

part a resource management component 204 and a "kill pill & lock" component 206. The

resource management component 204, as further described below with reference to Figures

7 and 8, may be used to centrally manage resources (e.g., data types) used by applications

218 resident on the client device 102. The kill pill & lock component 206, as further

described below with reference to Figures 9 and 10, may be used to wipe and/or lock data

resident on the client device 102.



[0035] The account management server 106 includes at least in part a "heartbeat

engine" component 212 and a state engine component 214. The state engine component

214, as further described below with reference to Figure 4, may be used to maintain state

information and track state changes of the client device 102. The heartbeat engine

component 212, as further described below with reference to Figure 5, may be used to

control an update protocol followed by the client device 102.

[0036] Still referring to Figure 2, the synchronization server 108 includes at least in

part a backup/restore component 208. The backup/restore component 208, as further

described below with reference to Figure 11, may be used to backup data from and restore

data to the client device 102.

[0037] The client device 102 includes system utilities 216, applications 218, and a

data de-duping component 210. Use and operation of system utilities 216 and applications

218 will apparent from the description herein. The data de-duping component 210, as

further described below with reference to Figure 12, may be used to detect and/or remove

redundant data type instances.

[0038] The web applications server 104, the account management server 106, and the

synchronization server 108 will now be described in further detail. Specifically, the

description below with reference to Figures 3 - 5 relates to the account management server

106, the description below with reference to Figures 6 - 10 relates to the web applications

server 104, and the description below with reference to Figures 11 and 12 relates to the

synchronization server 108. It is noted that although the various functionalities are

described below in association with one of the servers 104, 106, 108, such description is

primarily for purposes of clarity, and as such, does not limit the ways different described

functionalities may be mapped to one or more of the servers 104, 106, 108. Further, the

account management server 106, the web applications server 104, the synchronization server

108, and the client device 102 are described with reference to Figures 3, 6, and 11 as having

modules, where a "module" is any program, logic, and/or functionality implemented in

hardware and/or software.



Account Management Server

[0039] Figure 3 shows a diagram of the account management server 106 and the client

device 102 in accordance with an embodiment of the present invention. In general, the

account management server 106 serves as a central account management point to which one

or more vendors, service providers, device manufacturers, and the like may connect with to

interface with an account associated with the client device 102.

[0040] As shown in Figure 3, the account management server 106 includes an HTTP

transport component 314 and a short message service (SMS) transport component 316. The

client device 102 similarly includes an HTTP transport component 318 and a SMS transport

component 320. The HTTP transport components 314, 318 may be used for HTTP/S

communications. Further, in one or more embodiments, the HTTP transport components

314, 318 may be used to support a simple object access protocol (SOAP), which can be used

to exchange XML based messages. The SMS transport components 316, 320 may be used

to support SMS message communications. It is noted that SMS messages may be

communicated in the form of what are referred to as "text" messages.

[0041] Further, the client device 102 is shown as having a plurality of libraries. A

"library" may be defined as a collection of subroutines and functions stored in one or more

files, usually in compiled form, for linking with other programs. Particularly, in Figure 3,

the client device 102 includes an account management library 322 that may be used to

interface resources and functionality with those provided by the account management server

106. Further, the client device 102 includes a synchronization library 324 that may be used

to interface resources and functionality with those provided by the synchronization server

108 (further described below with reference to Figures 11 and 12).

[0042] The client device 102 also includes a registration library 326, an authentication

library 328, a text library 330, a log library 332, a scheduling library 334, and a heartbeat

library 336. The use and role of the libraries 326, 328, 330, 332, 334, 336 will be clear from

the description below with reference to Figures 3 - 28. Further, one or more of the libraries

326, 328, 330, 332, 334, 336 may be reusable in the sense that they may be used in

connection with functionalities of the web application server 104, the account management

server 106, the synchronization server 108, or any combination thereof.



[0043] At least in one aspect of one or more embodiments described herein, the

account management server 106 facilitates the creation/registration of and login to an

account maintained for the client device 102. Traditionally, to set up an account, a user has

had to call a customer service representative, go through a live setup process with a

representative at a retailer or service provider of the client device, or access the Internet to

go through a setup process available via a website of a retailer, manufacturer, or service

provider. Here, in one or more embodiments, the user of the client device 102 may set up

an account for his/her client device 102 completely (or almost completely) through use of

the client device 102 as described below.

[0044] Turning now to a description of ways the account management server 106 and

the client device 102 may be used, in one aspect, once a user of the client device 102

registers with the account management server 106 (e.g., an account for that user is created),

that user may not have to create another user account again despite replacement of the client

device 102, change in platform of the client device 102, and/or loss or corruption of data in

the client device 102. Thus, such centralized account management may be thought of as a

service provided by system 100.

[0045] Once particular client software has been installed on the client device 102

(download and installation described further below with reference to Figure 6), the client

software may be launched, whereby the user of the client device 102 is presented with the

option to register for a new account or login to an existing account (see, e.g., Figure 13). If

the user chooses to register for a new account, the user is prompted to enter account

registration information. Such information may include, for example, name, home and/or

work address, home and/or work phone number, social security number, driver's license or

identification card number, username, password, and alternate e-mail address (e.g., e-mail

address other than one associated with the client device 102). The user may also be

prompted to specify challenge questions and answers to be used for recovery of a forgotten

username and/or password (see, e.g., Figure 14). The registration information is then

wirelessly submitted over the network 202 (shown in Figure 2) to the account management

server 106. If the account is successfully created, the user may be notified accordingly;

otherwise, if the account is not successfully created, the user may be presented with error



information possibly containing instructions for reentry of part or all of the registration

information.

[0046] If the user has an existing account, he/she may indicate so and is then prompted

for his/her e-mail address and password. The e-mail address, password, and a phone

number of the client device 102 are then communicated over the network 202 (shown in

Figure 2) to the account management server 106. Upon validation of the user's account by

an e-mail verify module 306 and a phone number verify module 310 at the account

management server 106, the user may be prompted to perform a data backup or restore (see,

e.g., Figure 15). As more fully described below with reference to Figure 11, the data backup

service allows the user to wirelessly backup the data on his/her client device 102 to a server

side data store (not shown). Further, as more fully described below with reference to Figure

11, the data restore service allows the user to wirelessly restore data onto his/her client

device 102 from a server side data store (not shown).

[0047] Further, in one or more embodiments, in the case that a phone number of the

client device 102 has been changed by the user (or an administrator), when the user chooses

to login to his/her existing account, the new phone number, along with the e-mail address

and password entered by the user, is wirelessly communicated to the account management

server 106. The account management server 106 then detects the new phone number

associated with the previously known e-mail address and password of the user and updates

the user's account to reflect the new phone number. The user may then be prompted with

data backup and/or restore service options as described above.

[0048] Should the user forget his/her account password, the user accordingly indicates

so using client software. This indication, along with the user's e-mail address (see, e.g.,

Figure 16), are sent to the account management server 106, which in turn retrieves the

challenge questions specified by the user during account registration and wirelessly

communicates them over to the client device 102 for response by the user (see, e.g., Figure

17). If the user's responses to the challenge questions are validated by the account

management server 106, the account management server 106 may then prompt the user to

enter a new password (see, e.g., Figure 18). The account management server 106 then

updates the user's account to reflect the new password.



[0049] If the user cannot answer his/her challenge questions correctly or in a

predetermined number of allowed attempts, the account management server 106, via a

password reset module 304, may notify the user that his/her password must be reset by e-

mail (see, e.g., Figure 19). In this case, the password reset module 304 sends the user a

hyperlink to the user's e-mail address. The user then from either the client device 102 or

another computer system (e.g., desktop or laptop/notebook computer) may click on the

hyperlink, which effectively navigates the user through a password reset process for creating

a new password. The new password is then communicated to the password reset module

304, which in turn resets the user's account password accordingly.

[0050] The above description with respect to how a user of the client device 102 may

register or login to an account on the account management server 106 represents use cases.

One of the client-side software applications 338 that facilitates and supports these use cases

may have certain attributes, requirements, and features as described below. When this client

software application is launched, the client may first make sure that the client device 102 is

a supported device. In other words, the client may check the client device 102 against a list

of devices indicated as being supported by system 100. If the client device 102 is not

supported, the user may be directed to an informational website (hosted by, for example, the

web applications server 104) for further instructions.

[0051] Assuming that the client device 102 is supported, upon launch of the client

software application, an end-user license agreement (EULA) may be displayed to the user.

In one or more embodiments, the client software application ensures that the user can fully

scroll through and read the end-user license agreement. Further, the user may be provided

with an option to accept or decline the end-user license agreement. Still further, the end-

user license agreement may inform the user of billing arrangements and other fees for use of

one or more of the services provided in system 100. In the case that the user declines to

accept the terms of the end-user license agreement, the client software application will exit,

thereby precluding the user from accessing particular services offered in system 100. On

subsequent launches of the client software application, the client software application may

re-display the end-user license agreement and prevent the user from accessing particular

services until the user accepts the terms of the end-user license agreement.



[0052] In the more likely case that the user accepts the terms of the end-user license

agreement, the client software application may proceed to one or more of the login/register

steps described above. It is noted that should the end-user license agreement be accepted,

the end-user license agreement may not be displayed on subsequent launches; however, the

user may still have the option of viewing the end-user license agreement at any time.

[0053] When the client software application is run on the client device 102, and the

user chooses to register a new account, the client provides a registration interface. In the

meantime, the client may verify if an account with the phone number of the client device

102 (noting that this phone number is likely a unique identifier for the account) already

exists on the account management server 106. If an account with the same phone number is

located on the account management server 106, the client may prompt the user to confirm

whether the user wants to login instead of register. If the user selects to login, then the

client presents a login interface; otherwise, if the user selects to register a new account, the

client presents an account registration interface. Additionally, it is noted that in one or more

embodiments, a unique identifier other than the client device's 102 may be used. For

example, the unique identifier may be the client device's 102 serial number or media access

control (MAC) address.

[0054] After the user has successfully completed registration, the client may indicate

that server registration was successful and may provide the user with an option to configure

and/or initiate a data backup. In the case of a successful login, the client may query the

account management server 106 to determine whether the user has existing data backed up

that can be restored to the client device 102. If the user has valid existing backup data, the

client may ask the user if he/she wishes to initiate a data restore. Further, if the user has

backed up data but the data cannot be restored to the client device 102 (due to, for example,

change in operating system (OS) since last data backup), the user may be informed that data

cannot be migrated and that the user needs to "start clean" on the client device 102 for

backups if the user wishes to continue with login. If the user does not have any existing

backup data, the client may require the user to backup his/her data, just as if the user were a

newly-registered user.

[0055] In one or more embodiments, the client should allow a new user to register

with system 100, and more particularly, with the account management server 106. During



registration, the user may be asked for an e-mail address. The client and/or the account

management server 106 may validate that the e-mail address is a standard-formatted e-mail

address - at a minimum, the client may check for the presence of an "@" sign, and the

account management server 106 may perform a more complete validation. Further, the

account management server 106 may validate the registered e-mail address as being unique

in system 100. Still further, the client may inform the user that a validation e-mail will be

sent to the provided e-mail address so as to encourage the user to enter a valid e-mail

address.

[0056] Additionally, during registration, the user may be asked for a password. A

format of the password may be required to have minimum and/or maximum numbers of

characters. Moreover, the user may be asked to enter his/her password to ensure proper

entry of the password. The client may also require that the password contain both letters

and numbers.

[0057] Further, during registration, the user may be asked for the name of the country

in which the user plans to use the client device 102. This may be supported by a drop-down

list of country names.

[0058] Moreover, during registration, the user may be asked whether he/she would

like to receive marketing, advertising, and/or promotional messages. In one or more

embodiments, the default option may be to opt-out of receiving such messages.

[0059] Also, as described above, the user may be prompted for challenge questions.

In one or more embodiments, the user may be required to select at least two challenge

questions and specify answers thereto. For example, challenge questions may be selected

from among the following: name of first school; name of first pet; name of street on which

you grew up on; city of father's birth; city of mother's birth; grandmother's first name;

make/model; and/or name of first employer.

[0060] After the user has finished entering registration information for a new account,

the client may wirelessly communicate the registration information to the account

management server 106. However, in one or more other embodiments, registration

information may be wirelessly communicated as the registration information is entered. If

the client is unable to wirelessly communicate the registration information to the account



management server 106 due to communication or server availability issues, the client may

present a message to the user asking the user to try registration again at a later time. In such

cases, the user may be informed that entered values have been saved and that the user can

try again by, for example, clicking on a "retry" button.

[0061] Further, during account creation/registration, the client device 102 may

additionally send, for example, the following data to the account management server 106:

mobile number; carrier; an International Mobile Equipment Identity (IMEI) and/or

Electronic Serial Number (ESN); firmware version; software version; hardware version;

synchronization identification number ("SyncID"); carrier DB; device serial number; and/or

device model.

[0062] In the case of a login interface, the client may prompt the user to enter an e-

mail and password. After a certain number of failed attempts, the user may be directed to

challenge questions. Further, in one or more embodiments, the user may be provided with

the option to go directly to challenge questions at any time that user is prompted for login

credentials. If login fails, the user may be informed of authentication failure and may be

allowed to try again.

[0063] The e-mail and password entered by the user are sent to the account

management server 106 for account validation. If the e-mail is found on the account

management server 106, the account management server 106 may attempt to use the e-mail

and password for account validation. If the e-mail is found on the account management

server 106 and account validation is unsuccessful based on the password entered by the

user, the client may allow the user to re-enter the password and may additionally provide a

password reset option.

[0064] Further, during the login sequence, the phone number of the client device 102

may be verified against the account's registered phone number. If the phone number taken

from the client device 102 is not the same as the account's registered phone number, the

account management server 106 may update the account with this new phone number. If

the client is unable to retrieve the phone number from the client device 102, the client may

initiate a short message service (SMS) to the account management server 106 and verify

against the account's registered phone number.



[0065] In the case where the user is attempting to transfer an existing account to the

client device 102 with a new phone number (taken from the client device 102), and the

desired new phone number is already associated with an existing active account in system

100, system 100 may attempt to transfer the phone number to the new user using an SMS

confirmation method.

[0066] As described above, when the user is prompted for login credentials, the client

may direct the user for a password reset via challenge questions. To do this, the account

management server 106 may identify the user by phone number or e-mail in order to

accurately determine corresponding challenge questions and answers. The user may be able

to initiate a password reset by answering, for example, at least two challenge questions the

user selected and answering during registration as described above. Further, in one or more

embodiments, the account management server 106 may restrict the number of challenge

question reset attempts that are allowed for a particular user account.

[0067] If the user is able to correctly answer the challenge questions, the user may be

prompted for a new password and then may be asked to confirm the new password. When

this occurs, the account management server 106 updates the user's account password

accordingly.

[0068] If the user is unable to answer the challenge questions successfully, an e-mail

may be sent to user's e-mail address of record with instructions on how to perform a web-

based password reset. The sent e-mail may contain a hyperlink that points to a password

reset website. Additionally, the hyperlink may contain a token that confirms the identity of

the user requesting the password reset. In one or more embodiments, this token may only be

valid for a limited duration and may be only valid for one password reset use. Moreover, it

is noted that the password reset website may be supported by both mobile and desktop web

browsers. If the user is validated via passed-in token, the password reset website may then

prompt user to enter and confirm a new password. The password reset website may allow

the user to reset password and challenge questions as a combined function. Further, the

password reset website may confirm to the user that password has been reset if the password

reset is successful. If the password reset website is accessed from the client device 102,

after the password reset is complete, the client may auto-launch to the login screen. On the

other hand, if the password reset website is accessed from a desktop or notebook/laptop



computer, after the password reset is complete, the user may be directed to re-login on the

client device 102 using the new password. After any password reset or change, the account

management server 106 may send an e-mail to user's email address informing the user that

password was updated and directing the user to contact customer support if the user did not

intend for the password to be changed. Also, after any password reset or change, the

account management server 106 may expire all password reset tokens previously issued for

the client device 102.

[0069] In one or more embodiments, during a login process, the client may resend

device information. The account management server 106 may then log this information. If

the user's phone number has changed, the account management server 106 may notify the

user that their account phone number will be changed and may give user the option to cancel

login.

[0070] After successful registration or login, the client may store in an authentication

library 328 a token that can be used to authenticate the user in future transactions with the

account management server 106. Such a token may not include any identifiable user data.

Further, such a token may not be transferable to another device. Still further, the account

management server 106 may be able to expire the token and force the user to re-login. Still

further, previously existing tokens may be deleted after a successful login or registration

occurs.

[0071] Further, the client may detect if a phone number of the client device 102

changes during on-going usage. If the phone number of the client device 102 changes, the

client may expire a previous login token and consequently require the user to re-login.

[0072] In one or more embodiments, the client may provide the user with the ability to

update user data (e.g., name, e-mail, password). If the user changes his/her e-mail address,

the user may be required to reconfirm the new e-mail address. Further, the user may not be

allowed to change an e-mail address to an e-mail address that is already associated with an

active account.

[0073] Still referring to Figure 3, the account management server 106 includes an

account deletion module 308 that provides for account deletion. Account deletion may

occur by sending an operator- or administrator-initiated e-mail to the user's email address of



record and having the user click a link in the e-mail. After an account has been deleted by

this mechanism, the account management server 106 may send a confirmation e-mail to the

user informing the user that his/her account has been deleted.

[0074] The account management server 106 also includes an account state model 302.

The account state model 302 corresponds to the state engine 214 shown in Figure 2 . In

general, in one or more embodiments, the account management server 106 may associate an

account state with each of a plurality of accounts registered on the account management

server 106.

[0075] Now referring to Figure 4, a "State 0" may be referred to as an "inactive

pending phone # verification" state. When the registered phone number of a newly

registered or logged-in account exists in another active account, the new account may be

placed into State 0 . Further, if the client is unable to retrieve a phone number for a newly

registered account, the new account may be placed into State 0 . Moreover, in one or more

embodiments, the account management server 106 may allow the client to authenticate with

an account that is in State 0, but no other functionality may be allowed until phone number

verification occurs. After successful phone # verification, an account in State 0 may change

to state A (further described below). If a phone # verification process has not been

successfully completed within a predetermined period of time (e.g., 7 days), an account in

State 0 may change to State D (further described below).

[0076] Still referring to Figure 4, a "State A" may be referred to as an "active pending

verification" state. A newly registered account may be in State A if its registered phone

number is not already in another account (i.e., not in State 0). Further, the account

management server 106 may allow the client to authenticate with an account that is in State

A, but certain functionality may not be allowed. For example, an account in State A may be

able to perform a data backup, but it may not be able to perform data restore and kill pill &

lock functionalities (further described below). After successful phone # and e-mail

verification, an account in State A may change to State B (further described below). If a

phone # or e-mail verification process has not been completed within a predetermined

period of time (e.g., 7 days), an account in State A may change to State D (further described

below). Further, if the user contacts an operator, administrator, or customer service agent to



delete their account, an account in State A may change to State E (further described below)

using the account deletion module 308 described above.

[0077] Continuing with reference to the state transition diagram shown in Figure 4, a

"State B" may be referred to as an "active" state. In general, an account in State B has

successfully completed phone # and e-mail verification processes. In one or more

embodiments, the account management server 106 may allow the client to authenticate with

an account that is in State B. Further, the account management server 106 may allow the

client to perform data backup and restore and kill pill & lock functionalities (further

described below) if the account is in State B. An account in State B may change to State C

(further described below) when an associated phone number or e-mail address is changed

(e.g., an account was transferred to a new number, user changed e-mail address on the

account). If the user contacts the operator, administrator, or customer service agent to delete

their account, an account in State B may change to State E (further described below) using

the account deletion module 308 described above.

[0078] Still referring to Figure 4, a "State C" may be referred to as an "active pending

re-verification" state. In one or more embodiments, an account in State C may only come

from State B as shown in Figure 4 . Further, the account management server 106 may allow

the client to authenticate with an account that is in State C. Moreover, the account

management server 106 may allow the client to perform data backup and restore and kill pill

& lock functionalities (further described below) if the account is in State C. After

successful phone # and e-mail verification, an account in State C may change to State B. If

phone # or e-mail verification does not occur within a predetermined period of time (e.g., 7

days), an account in State C may change to State D (further described below). If the user

contacts the operator, administrator, or customer service agent to delete their account, an

account in State C may change to State E (further described below) using the account

deletion module 308 described above.

[0079] Continuing with reference to the state transition diagram shown in Figure 4, a

"State D" may be referred to as a "locked" state. An account that has not completed phone

# and e-mail verification process within a predetermined period of time (e.g., 7 days) may

change to State D. In one or more embodiments, the account management server 106 may

allow the client to authenticate with an account that is in State D, but certain functionality



may not be allowed. For example, an account in State D may not be able to perform data

backup and restore and kill pill & lock functionalities (further described below). Further,

after the user initiates and successfully completes phone # and e-mail verification, an

account in State D may change to State B.

[0080] Still referring to Figure 4, a "State E" may be referred to as a

"disabled/deleted" state. The account management server 106 may change an account to

State E if the user has requested to delete their account using the account deletion module

308 described above. Further, the account management server 106 may not allow the client

to authenticate with an account that is in State E. Moreover, an account in State E may not

be able to perform data backup and restore and kill pill & lock functionalities (further

described below). Additionally, the account management server 106 may remove user

registration information and backup data from an account in State E. In one or more

embodiments, such backed up data may be fully unrecoverable.

[0081] Referring now more generally to Figure 4, the account management server 106

may change an account to State 0 when the user transfers their phone number and that phone

number exists in another account. Further, the account management server 106 may change

an account in the following manner if the user transfers their phone number and that phone

number is not in another account: States 0 and A change to State A; State B changes to State

C; State C remains in State C; and State D remains in State D.

[0082] Further, in one or more embodiments, the account management server 106 may

verify that a newly-submitted e-mail address and/or phone number (noting that a phone

number is taken directly from the client device 102, not entered by the user) is unique across

system 100. If the user is attempting to register an account using an e-mail address that has

been verified before, the user may be informed that the e-mail address is already being used

and may be presented with password reset options (the assumption being that the user

should be logging in, not registering). If the user is attempting to register an account using a

phone number that is already associated with another existing active account (in State A, B,

or C), the account management server 106 may allow the user to register and then may mark

the account as State 0 until the phone number is confirmed. If the phone number is

confirmed via, for example, an SMS message, the phone number may be removed from an

old account and the account may be placed in State 0 . The client may allow the user to



"recover" their account by initiating an SMS verification process as described below. An e-

mail may be sent to the old account notifying the user that the phone number has been

transferred to a new account. If the phone number cannot be confirmed via an SMS

message, the account may be disabled.

[0083] After successful registration, the client may send a confirmation SMS message

to the account management server 106 to verify its phone number. The SMS message may

contain account identification and authentication information sufficient for the account

management server 106 to perform one or more necessary security checks. If the account

management server 106 does not receive the SMS confirmation, the account management

server 106 may notify the client to prompt the user to re-send the SMS message periodically

until the SMS confirmation message is received.

[0084] If the account management server 106 does not receive confirmation for a

particular amount of time after registration, the account management server 106 may change

the account status to State D. If the user's account is disabled because the phone number

cannot be confirmed, the user may be directed by the client to a support website. More

particularly, for example, the client may notify the user via an alert that their account has

been de-activated and may direct the user to a support website.

[0085] After a new e-mail is entered via a new registration or via a user-initiated e-

mail address change, the account management server 106 may validate that e-mail address.

The account management server 106 may send an e-mail message to the new e-mail address

requesting the user to confirm the address. The e-mail message may include a hyperlink

with a token that the user can select to link to an e-mail confirmation website. The e-mail

confirmation website may be supported by both desktop and mobile web browsers. If a

predetermined amount of time elapses and the user has not yet confirmed the e-mail address,

the client may notify the user via an alert that the e-mail address has not been verified. The

client may give the user option to re-enter the e-mail address at this point. Further, the

client may provide the user an option to have a confirmation e-mail resent. Moreover, the

client may advise the user to check spam folders and filters if the e-mail is still not received.

[0086] If another predetermined amount of time elapses and the user has not yet

confirmed the e-mail address, the account management server 106 may change user's

account to State D. In this case, the client may notify the user that the client is disabled until



the e-mail address is verified. Further, the client may give the user option to re-enter the e-

mail address at this point. Further still, the client may provide the user an option to have a

confirmation e-mail resent. Moreover, the client may advise the user to check spam folders

and filters if the e-mail is still not received. If the user is able to complete a password reset

via e-mail as described above before accessing the e-mail verification link, the account

management server 106 may mark the e-mail verification process as completed.

[0087] Referring again to Figure 3, the account management server 106 includes a

heartbeat manager module 312. The heartbeat manager module 312 corresponds to the

heartbeat engine 212 shown in Figure 2 . Figure 5 more particularly shows a subsystem

associated with the heartbeat manager module 312.

[0088] Typically, a client side component sends out what is referred to as a "ping" or

"heartbeat" to a server to let the server know that the client side component is alive and

functioning. Such conventional pings are sent out periodically and regularly by the client

side component. Here, in one or more embodiments, in general, the client device 102 sends

out pings at a frequency and/or format specified and dynamically changeable by the account

management server 106.

[0089] As shown in Figure 5, the client device 102 has an updater module 340 that is

used to retrieve and receive updates from the account management server 106. These

updates may be, for example, operating system updates, security updates, service updates,

application updates, data updates, library updates, driver updates, and/or communication

protocol updates. The updater module 340 checks for updates via the use of what are

referred to as "pings" or "heartbeats" as described above. In one or more embodiments,

such heartbeats may be particularly formatted or they may be simply structured HTTP

requests. In one or more other embodiments, the heartbeats may be communicated via SMS

messages. In still one or more other embodiments, the heartbeats may be communicated via

one or more available data and/or voice channels.

[0090] In general, an application of the client device 102 may attempt to check for

updates from the account management server 106 on some regular or periodic basis (e.g.,

daily) to see if one or more updates are available and to register a "heartbeat" with the

account management server 106. Thus, accordingly, the client device 102 may have a

library (not shown) that manages the schedule for a heartbeat process. As part of its



heartbeat, the client may provide identity information to the account management server

106. Further, for example, the heartbeat may include information regarding a version of

software being used by the client device 102, a last attempted data backup time, an e-mail

verification status, an SMS verification status, account state information, an account identity

token, and/or a next scheduled heartbeat.

[0091] The ping from the client device 102, as packaged dependent on a heartbeat

library 336, is received by the heartbeat manager module 312 resident on the account

management server 106. Should an update be available for the client device 102, the

heartbeat manager module 312 accordingly sends the update to the updater module 340 for

processing/executing by the client device 102.

[0092] The account management server 106 is operatively connected to or has resident

within it a delay times data store 502. The delay times data store 502 includes a collection

of configurable and/or default delay times. These delay times, configurable via a delay

configuration module 504, are used by the heartbeat manager module 312 to indicate to the

client device 102 how and when the client device 102 should send future pings. For

example, the response from the heartbeat manager module 312 may include information in

its response as to how long the client device 102 should wait before attempting a next ping.

If the client is unable to perform a heartbeat at a requested time for some reason, the client

may cancel that heartbeat and retry that heartbeat again on some predetermined basis (e.g.,

daily). Accordingly, by controlling a ping frequency, the account management server 106

may, for example, slow down pings from the client device 102 if the account management

server 106 is experiencing high traffic load (e.g., an increased internal or external demand

for computing resources).

[0093] Further, the response from the heartbeat manager module 312 may include

information in its response as to how a next ping from the client device 102 should be sent.

For example, the heartbeat manager module 312 may indicate to the client device 102 that a

next ping should occur via an SMS message rather than by an HTTP request. In another

example, the heartbeat manager module 312 may indicate to the client device 102 that a next

ping should be sent via a particular voice channel instead of by an HTTP request. In this

manner, for example, heartbeats can be sent from the client device 102 on an alternative

network (e.g., a Wi-Fi network) even if an initially selected network (e.g., a mobile phone



network) is not available. Thus, in general, a server side component (here, the account

management server 106) controls a heartbeat of a client side component (here, the client

device 102). Further, by managing the heartbeats of the client device 102 and knowing

when to expect heartbeats from the client device 102, the account management server 106

may be used to track whether the client device 102 is functioning and "alive" (e.g.,

operational and/or active).

[0094] In one or more embodiments, the delay time specified in a response to the

client device 102 may vary according to carrier, group, device, and/or platform. For

example, a delay time in a response to a client device 102 that is part of a first group may be

longer than a delay time specified in a response to another client device (not shown) that is

part of another group. As described above, delay times may be stored in the delay times

data store 502. One or more of these delay times may have default values, and further, one

or more of these delay times may be dynamically adjusted based on need and/or

performance objectives.

[0095] Further, in one or more embodiments, a response from the heartbeat manager

module 312 may indicate to the client device 102 an event trigger that should cause the

client device 102 to send out a heartbeat. For example, the heartbeat manager module 312

may indicate that when the client device 102 sends an outgoing e-mail, the client device 102

at that time should also send a heartbeat to the account management server 106. In another

example, the heartbeat manager module 312 may indicate that the client device 102 should

send out a heartbeat whenever an SMS message is sent from the client device 102.

[0096] When an update is indicated as being available, the client may ask the user if

he/she wishes to download and install the update. For example, the client may notify the

user via an alert that leads the user to an application dialog. Further, in one or more

embodiments, if an update is detected, the client may disallow attempts to perform

additional server activities until the update is installed. Moreover, if an update is available,

the client may ask the user if he/she wishes to download and install the update immediately

or be reminded to download the update at a later time. If the user chooses to download and

install the update immediately, the client may download and install the update in the

background (e.g., the user may still use a phone functionality of the client device 102

without being interrupted). If the user chooses to be reminded of the update at a later time



(e.g., after a certain number of days have passed), the client may re-prompt the user at that

time. Further, for example, after providing a particular number of reminders, the client may

inform the user that the user will not be reminded again and that the user will need to

download and install the update manually. Moreover, in one or more embodiments, the

client may provide a preference setting to allow future updates to be downloaded without

prompting the user.

Web Applications Server

[0097] Figure 6 shows a diagram of the web applications server 104 and the client

device 102 in accordance with an embodiment of the present invention. The web

applications server 104 may host a desktop website 602 and/or a mobile website 604 for

providing information regarding a product, service, and management suite offered by system

100 to a user of the client device 102. In other words, an entity, such as a service provider,

device manufacturer, and/or retailer, may rely on the desktop website 602 and/or the mobile

website 604 to publicly convey information regarding products and/or services offered by

system 100.

[0098] The web applications server 106 also includes an HTTP/S transport component

614 and an SMS transport component 616 for respectively interfacing with the HTTP/S

transport component 318 and the SMS transport component 320 resident on the client

device 102. These transport components 614, 616, 318, 320 may support, for example, any

one or more of the various communications supported between the client device 102 and the

account management server 106.

[0099] In order for the client device 102 to have the functionality described herein, it

may be necessary for the client device 102 to have appropriate client software installed. In

one or more embodiments, the user may access one of the desktop website 602 and/or the

mobile website 604. The user enters their mobile phone number and carrier and requests the

client software (see, e.g., Figure 20). In turn, the user receives an SMS message on the

client device 102, where the SMS message may include a web link to a mobile download

page (see, e.g., Figure 21), possibly supported by a client download module 606 resident on

the web applications server 104. The user may then click on the web link and the user's

mobile browser is launched. The user may then be taken to a mobile download site that

detects the client device's 102 operating system and begins the download of the appropriate



client installer (see, e.g., Figures 22 and 23). The client installer runs on the client device

102 upon download (see, e.g., Figure 24). Then, the client is initiated after installation and

registration/login as described above begins.

[00100] Further, in one or more embodiments, the client may be installed via a storage

device having stored therein client software available for installation. For example, in one

or more embodiments, the storage device may be a secure digital (SD) card. In such a case,

the user may be provided with a secure digital card that contains a client installer for an

operating system of the client device 102. The user then inserts the secure digital card into

the client device 102, and the client device 102 in turn performs the appropriate installation.

Upon the installation, the client launches and the user may be prompted to perform

registration/login as described above.

[00101] Still further, in one or more embodiments, the client may be downloaded and

installed via a mobile website. In such a case, the user may open a web browser on the

client device 102. The user may then navigate to the appropriate website for downloading

the client. The user may then choose to begin the download of the client. Moreover, in one

or more embodiments, the mobile download page may detect the operating system of the

client device 102 and deliver the appropriate client installer. The client installer may then

run on the client device 102 after download. The client is then accordingly installed and

registration/login as described above begins.

[00102] As described above, the web applications server 104 may convey product

and/or service information regarding system 100. Further, the web applications server 104

may facilitate distribution of a client installer via an SMS message. Further still, the web

applications server 104 may provide an interface for the user to submit the user's mobile

phone number and carrier. Still further, the web applications server 104 may include a

mechanism to prevent malicious users from sending repeated SMS messages.

[00103] As described above, once the user has entered a mobile phone number and

carrier, the web applications server 104 may send an SMS message to the client device 102,

where the SMS message includes a link to a mobile landing site. In one or more

embodiments, the web applications server 104 may utilize an SMS aggregator (not shown)

to send SMS messages. After an SMS message is sent, the web applications server 104 may

provide the user with information about the next steps the user will be taking - receiving the



SMS and performing the client installation process.

[00104] In one or more embodiments, the mobile website 604 may be able to determine

an operating system of the client device 102. The mobile website 604 may provide direct

download of the appropriate client installer for the client device 102 via a mobile download

site. Further, the mobile website 604 may provide a mobile download site to deliver a

mobile download and to serve as the destination for SMS links sent to users from the

desktop website 602. Moreover, in one or more embodiments, the mobile download site

may automatically begin download of an appropriate installer to the client device 102. In

such cases, the mobile download site may detect the operating system of the client device

102.

[00105] Further, in one or more embodiments, the client application and related

component files may be delivered in the form of a self-extracting client installer that can be

executed on the client device 102. More particularly, in one or more embodiments, the

client installer may check for sufficient memory on the client device 102 before performing

installation. Further, the client installer may check to make sure the client device 102 is a

supported device type. Still further, the client installer may detect which components are

already on the client device 102 and may not overwrite any user information or pre-existing

client components unless particular components are being upgraded. Moreover, as

described above, the client installer may be able to run, for example, from either the client

device 102 or from a storage device (e.g., a secure digital card). Additionally, the client

installer may auto-delete itself from the client device 102 (but not from the storage device)

after successful installation.

[00106] Still referring to Figure 6, the web applications server 104 includes a resource

manager module 608. Figure 7 shows a subsystem associated with the resource manager

module 608. In general, resource management, as described below, facilitates one or more

services by which data resources referenced by software applications resident on client

devices served by system 100 may be updated at the server level and broadcasted out to the

client devices based on, for example, device type, carrier, and/or group.

[00107] The web applications server 104 is operatively connected to, or has resident

within it, a resources data store 702. The resources data store 702 includes resources, such

as, for example, text strings, bitmaps, codes, images, character strings, and/or metadata, that



may be used in connection with applications or user interfaces on the client device 102. In

general, a resource is any form of static data.

[00108] During use and operation of the client device 102, particular errors or unknown

situations may occur. When such an error or unknown situation occurs, the user of the

client device 102 may register the error with a server-based component. For example, the

user may access a help desk or provide quality assurance feedback. The user provided

information may then be made available to an administrator (or operator or customer service

agent) having access to the resource configuration module 704 shown in Figure 7 . The

administrator may then make a determination as to whether the error indicated by the user is

a frequently occurring one and/or one that is significant relative to other types of errors. The

administrator may also map the error to a particular resource stored in the resources data

store 702.

[00109] On some regular or periodic basis (e.g., based on some scheduled process), the

resource manager module 608 may auto-generate a resource bundle for deployment to the

client device 102 (and to other client devices). In this way, the resource bundle is auto-

generated to include resources that are frequently referenced. In other words, the resource

bundle may be auto-generated to include "must-have" resources for the client device 102.

The resource file may be sent to the client device 102 over-the-air via, for example, an SMS

message. Those skilled in the art will note that such an auto-generate resource file build and

send mechanism obviates the need for the client device 102 to be shipped or initially

installed with a multitude of resource-consuming resources (generally including text,

graphics, user interface headings, or anything else that may be capable of being displayed),

some of which may not subsequently be needed by the client device 102. Thus, at least in

one aspect, resources get added to the client device 102 on an "as-needed" basis.

[00110] When a resource file from the resource manager module 608 is received over-

the-air at the client device 102, an updater module 340 is triggered to be notified that an

update is available. The updater module 340 then takes the resource file and installs into the

text library 330, so that when the client device 102 subsequently throws an error (of a type

previously experienced), a resource corresponding to that error is available for use in the

text library 330.



[00111] Figure 8 shows a flow process of a resource management process in

accordance with an embodiment of the present invention. The process begins when, at the

client, an error is thrown 850. If a resource is locally available for that error (determined,

for example, via reference to text library 330) 852, then the client operation proceeds with

referencing that resource 854.

[00112] If a resource for a thrown error is not available 852, the occurrence of that error

is notified to the server 856. Such notification may occur via one or more of various

mechanisms. For example, the user may send an e-mail or SMS message notification of the

error. In another example, the user may access a particular web page to register the error

with an administrator.

[00113] Once notification of the occurrence of the error is received at the server level,

the resource(s) mapping to that error is/are identified 858. If the error is one not determined

by the server as frequently occurring 860, those resources mapped to the received error may

be sent to the client 862, whereupon the client installs the received resources 864 and client

operation proceeds with referencing the appropriate resource(s) 854. However, if the error

is determined as frequently occurring 860, the server marks the appropriate resource(s) to be

included in a next resource file build 866. Then, at the appropriately scheduled time, the

resource file is auto-generated 868 and sent to the client, whereupon the client installs the

resource file 870 and client operation proceeds with referencing the appropriate resource(s)

854.

[00114] Referring again to Figure 7, in one or more embodiments, the client device 102

may perform an "on-demand" resource fetch. For example, if there is a continuous or

frequent occurrence of a particular type of error, the client device 102 may, via the resource

manager module 608, retrieve the appropriate resource(s) from the resources data store 702.

In other words, the client device 102 may keep track of how many times a particular type of

error occurs without being in a resource file build sent from the resource manager module

608. Upon reaching some threshold of occurrences of that error, the client device 102

demands and obtains the appropriate resource(s) from the resources data store 702. Further,

when retrieving the resource, that resource may be "marked" as being frequently used, so

that the resource is included in a next auto-generate of a resource file.



[00115] Moreover, in one or more embodiments, the client device 102 may fetch a

resource and not mark the resource as being frequently used. In such a case, that resource

may be monitored for how often it is requested/fetched, and an alert may be sent to an

administrator if a trend of requests for the resource indicates that that resource should be

included in a next resource file build. Further, those skilled in the art will note that in one or

more other embodiments, the process of monitoring resource request trends and determining

whether to include the resource in a resource file build may be automated.

[00116] Further, the resources in the resources data store 702 may be customized

according to, for example, carrier, group, device type, and/or application suite. For

example, should the client device 102 belong to a certain group regarding as having lower

computer proficiency than another group, then a resource associated with an error message

may be adjusted to provide more detailed error instructions as opposed to for the other

group regarded as having higher computer proficiency. Thus, in such a manner, error codes

may be dynamically mapped to particular resources.

[00117] Referring again to Figure 6, the web applications server 104 includes a device

lock module 610 and a device wipe module 612. Figure 9 shows a subsystem associated

with the device lock module 610 and the device wipe module 612. In general, these

modules 610, 612, along with the counterpart modules on the client device 102 further

described below, facilitate "kill pill & lock" services provided by system 100. The

availability of one or more of these services may be helpful, for example, if the user loses,

misplaces, or is otherwise away from the client device 102. There may be user data on the

client device 102 which the user wants to restrict access to in a situation where the user is

not in possession or direct control of the client device 102. Thus, in such cases, the "kill pill

& lock" services further described below allow the user to remotely restrict accessibility to

user data stored on the client device 102 without having to fully deactivate the client device

102 or disable an account associated with the client device 102. Examples of user data

include calendar data, contact data, task data, memo data, browser bookmark data, phone

application shortcut data (e.g., speed dial number data), call log data, application settings

data, and SMS message history data.

[00118] Once the user completes registration as described above, the user may be

informed that the client device 102 is now activated for kill pill & lock service. A remote



device lock may be performed by using the device lock module 610 via a kill pill & lock

user interface 804. To do so, in one or more embodiments, the user (or an administrator)

may access the desktop website 602, enter their phone number and account password, and

choose a device lock option. The user may be provided with an option to send down a

message to the client device 102, where this message may then be displayed whenever

someone tries to access the client device 102. The "lock down" command is sent to client

device 102, and the web applications server 104 waits for a confirmation. When a lock

application 608 on the client device 102 receives the lock down command, the password for

the client device 102 is set to the account password and the client device 102 is then locked.

In other words, for example, when the lock application 608 receives the lock down

command, the command is executed, the result of which is to lock down user data on the

client device 102 from being accessible through use of the client device 102.

[00119] If no confirmation that a lock down command has been successfully executed

is received by the web application server 104 after a certain time period, the lock down

command may be resent. If still not successful after a number of retries, an e-mail is sent to

the user indicating failure to lock down the client device 102. On the other hand, if

successful, the user receives a confirmation e-mail.

[00120] Moreover, in one or more embodiments, if a confirmation of successful lock

down command execution is not received by the web applications server 104, the web

applications server 104 may request the account management server 106 to continuously

broadcast messages to the client device 102 to increase a ping frequency of the client device

102 (as described above). When the client device 102 receives these signals from the

account management server 106 and a next ping is received from the client device 102, the

lock down command may then be immediately sent to the client device 102 for execution.

In such a manner, as soon as the client device 102 is visible to the network, a lock down

command may be sent to the client device 102. Thus, even if the client device 102 is "off

line" for period of time, a lock down functionality may still be invoked as soon as the client

device 102 goes "on-line".

[00121] Further, a remote kill pill may be sent using the device wipe module 612 via

the kill pill & lock user interface 804. In this case, the user (or an administrator) goes to the

desktop website 602, enters their phone number and account password, and chooses a kill



pill option. The user may be asked to confirm his/her decision to send the kill pill and may

be provided with an option to initiate a remote data backup before the kill pill is sent. The

kill pill is sent to the client device 102, and then a wipe application 808 on the client device

102 erases all (or at least a portion of) the user data on the client device 102 and returns the

client device 102 to factory settings even if, for example, a requested data backup is not

successful as per user preferences. Further, for example, once a kill pill command is

received by the wipe application 808, the user data may then be erased regardless of whether

the client device 102 is connected to a service network. In this manner, once a kill pill is

received, kill pill execution may not be stopped by disconnecting the client device 102 from

the network (e.g., network 202 in Figure 2).

[00122] If no confirmation that a sent kill pill command has been successfully executed

is received by the web applications server 104 after a certain time period, the kill pill may be

resent. If still not successful after a number of retries, an e-mail may be sent to the user

indicating a failure to successfully deploy the kill pill. On the other hand, if successful, the

user receives a confirmation e-mail.

[00123] Further, in one or more embodiments, if a confirmation of successful kill pill

command execution is not received by the web applications server 104, the web applications

server 104 may request the account management server 106 to continuously broadcast

messages to the client device 102 to increase a ping frequency of the client device 102 (as

described above). When the client device 102 receives these signals from the account

management server 106 and a next ping is received from the client device 102, the kill pill

command may then be immediately sent to the client device 102 for execution. In such a

manner, as soon as the client device 102 is visible via the network, a kill pill may be sent to

the client device 102. Thus, even if the client device 102 is "off-line" for period of time, a

kill pill functionality may still be invoked as soon as the client device 102 goes "on-line".

[00124] In one or more embodiments, the lock down command and/or the kill pill

described above may be sent to the client device 102 in accordance with a configuration of

the client device 102. For example, the lock down command and/or the kill pill may be sent

in accordance with an operating system of the client device 102. In another example, the

lock down command and/or the kill pill may be sent in accordance with a type of the client

device 102. By generating the lock down command and/or the kill pill according to one or



more particulars of the client device 102, proper recognition and execution of the lock down

command and/or the kill pill may be achieved.

[00125] As to the device lock module 610 and the device wipe module 612 hosted on

the web applications server 104, the corresponding desktop website 602 may only allow the

user to perform a kill pill & lock function if the user's account is active (in State B or C). If

the user's account is not in State B or C, the desktop website 602 may display a login error

message and not allow the user to perform a kill pill & lock function.

[00126] Further, the desktop website 602 may provide a user interface 804 for issuing

kill pill & lock commands. As described above, to do so, the desktop website 602 may

require the user to enter an account phone number and password. The desktop website 602

may authenticate the user's phone number and account password before sending out a lock

down command or kill pill.

[00127] Moreover, in one or more embodiments, the desktop website 602 may allow

"re-locking" of the client device 102 with a new password (if device is already locked, the

user may be able to reset the password via e-mail and then re-lock the client device 102 with

the new password).

[00128] As apparent from the description above, the desktop website 602 may allow

the user to choose between a kill pill or lock down command to send to the client device

102. For security purposes, in one or more embodiments, the desktop website 602 may not

allow the user to issue if a kill pill if the user's password has been reset within a

predetermined period of time (e.g., 24 hours). Further, in one or more embodiments, device

locking may always be allowed regardless of a time of a last password change.

[00129] In one or more embodiments, the kill pill or lock down command may be sent

as an (encrypted) SMS message propagated through an SMS aggregator gateway (not

shown). The desktop website 602 may include information in the SMS message sent to the

client that allows the client to authenticate the request. Further, the desktop website 602

may require the user to confirm before sending a kill pill and may remind the user of the

effects of the kill pill.

[00130] When the user requests a device lock, the desktop website 602 may allow the

user to enter a message to be displayed on the client device's 102 lock screen. When the



user requests a device lock, the desktop website 602 may allow the user to enter a phone

number to be transmitted to the client device 102, whereupon that phone number may be

displayed on the device lock screen in an effort to instruct an individual accessing the client

device 102 to call that phone number (see, e.g., Figure 28).

[00131] As described above, the web applications server 104 may resend lock down

commands and kill pills to the client device 102 if the web applications server 104 does not

receive a success message from the client device 102. In one or more embodiments, the

web applications server 104 may, for example, have the following retry schedule: 1st retry -

1 minute; 2nd retry - 5 minutes; 3rd retry - 30 minutes; 4th retry - 2 hours; 5th retry - 6

hours; 6th retry - 12 hours; and 7th retry - 24 hours. If all retries fail, the web applications

server 104 may notify the user by sending an e-mail to the user's account e-mail address.

[00132] Further, in one or more embodiments, when requesting a kill pill, the user may

have the option to request a data backup before execution of the kill pill. The user may be

provided with an option to specify if the kill pill should continue even if the data backup is

not initially successful. When requesting a device lock, the user may be provided with an

option to request device backup as part of the lock down command. For example, the client

device 102 may be locked down and user data on the client device 102 may then be

wirelessly transmitted to a remote data store. Thereafter, the client device 102 may also be

"killed" (e.g., user data erased as described above) while in the locked state. In this manner,

locking the client device 102 prevents an individual in possession of the client device 102

from trying to circumvent or prevent a lock down, data backup, and/or kill pill operation.

Upon receiving confirmation from the client device 102 of a successful device lock or kill

pill, the web applications server 104 may send an e-mail to notify the user of the specific

action(s) taken.

[00133] If an SMS message is confirmed delivered but no confirmation message is

received from the client device 102 after a certain period of time, the web applications

server 104 may notify the user via e-mail that the SMS message was received but no device

confirmation was received.

[00134] In regard to a kill pill as used in one or more embodiments, the wipe

application 808 may be able to receive and process a specially-formatted SMS message to

initiate kill pill activity. Further, the wipe application 808 may authenticate the kill pill



using information provided by the web applications server 104 in the SMS message.

Moreover, upon receiving the SMS message, the client may initiate a data backup if the user

has chosen to do so. During the backup process, if the backup fails due to any errors or is

canceled manually, the client may still execute the kill pill command. When performing a

kill pill function, the client may delete applications and data on the client device 102 by, for

example, writing over the contents in memory and then doing a hard reset back to factory

default settings. After the kill pill has been executed and the client device 102 has been

hard-reset, the client may re-lock the client device 102 with his/her account password. Also,

the client may notify its status to the web applications server 104 before the final kill pill

procedure begins. If the client is unable to contact the web applications server 104, the

client may continue with the kill pill process if the user has indicated such a preference

when sending the kill pill.

[00135] In regard to device locking, the client may be able to receive and process a

specially-formatted SMS message to initiate a device lock function. The lock application

806 may authenticate the device lock request using information provided by the web

applications server 104 in the SMS message. Upon receiving the SMS message, the client

may initiate a data backup if the user has chosen to do so. Further, upon receiving the SMS

message, the client locks the client device 102. Moreover, the lock application 806 may

render on a display of the client device 102 a message indicating that the client device 102 is

locked. The client may not allow a user to bypass the display screen without entering the

correct password (see, e.g., Figure 28). Particularly, the client may allow a user to enter an

account password to unlock the client device 102. Further, if the web applications server

104 has transmitted a user-specified custom message, the client displays that message on the

lock display screen. Still further, if the web applications server 104 has transmitted a user-

specified phone number, the client may allow the user to call that phone number with the

client device 102 (see, e.g., Figure 28). More particularly, in one or more embodiments, that

phone number may not actually be displayed to the caller. Moreover, the client may allow

the client device 102 to be used to dial emergency services (see, e.g., Figure 28).

[00136] Figure 10 shows a flow process in accordance with an embodiment of the

present invention. Particularly, a flow process for exemplar kill pill & lock services is

shown. On a server side (e.g., web applications server 104), a user requests a lock down or



kill pill command be sent to his/her client device (e.g., client device 102) 950. Along with

the request, the user may specify particular instructions. Examples of additional instructions

that may be requested include whether to perform a data backup before a kill pill operation

is executed, whether to perform a data backup before a lock down operation is executed, a

phone number to call should an individual attempt to use a phone functionality of the client

device, and whether to remove a lock on user data on the client device after a predetermined

amount of time.

[00137] As or after the request and instructions from the user are received, the server

side attempts to authenticate the user using credentials provided by the user 952. Such

authentication may involve locating a user account for the client device. Assuming that the

requesting user is authenticated, the server side accordingly generates a lock down

command or a kill pill command 954. The command may be generated in accordance with

a specification of the client device as referenced in the user account located via

authentication of the user. In other words, the command may be generated particularly for

the intended client device.

[00138] The lock down or kill pill command is then wirelessly transmitted from the

server side to an address of the client device 956. Upon wireless reception at the client

device, the client device decrypts the command and makes a determination as to whether the

command is a lock down command 960. If a lock down command has been received 960,

the client device determines whether an instruction has been provided to perform a data

backup prior to locking down the client device 962. It is noted that in one or more other

embodiments, a data backup may be invoked systematically without particular request from

the user. If data backup is required or requested, the user data on the client device is

wirelessly backed up to a remote data store 964. Thereafter, the client device locks down

the client device so that user data on the client device is restricted from being accessible

using the client device 966.

[00139] Should the client device receive a kill pill command 968, the client device may

automatically lock itself as described above (noting that should the received command not

be a lock down command or kill pill command, the command is processed otherwise 982).

The client device determines whether an instruction has been provided to perform a data

backup prior to erasing user date on the client device 970. It is noted that in one or more



other embodiments, a data backup may be invoked systematically without particular request

from the user. If data backup is required or requested, the user data on the client device is

wirelessly backed up to a remote data store 972. Thereafter, the client device erases user

data on the client device 974.

[00140] It is important to note that in one or more embodiments, a kill pill or lock

command may be sent to a client device from web applications server 104 even though that

client device may not synchronize data via the web application server 104. In other words,

the ability to send a kill pill or lock command is not limited by the synchronization engine(s)

used by the client device 102 to synchronize data. For example, in one or more

embodiments, kill pill and lock command functionalities may be supported, specific, and/or

dependent on a device maker as opposed to a third party vendor offering data

synchronization solutions for the device.

[00141] Further, in one or more embodiments, the user may choose what data is to be

locked or killed. For example, the user may request that only critical data be erased as

opposed to all user data. In another example, the user may allow certain types of data to

remain unlocked while specifying other types of data to be locked as part of the user-

initiated lock operation.

[00142] If the lock down or kill pill operation is successful 976, the client device

wirelessly sends a success indication to the server side 980. Otherwise, the client device

wireless sends a failure indication to the server side 978. The server side then notifies the

user accordingly 958. Notification to the user may be provided, for example, via e-mail,

automated message to a stored home or work phone number, postal mail, or a website

accessible to the user.

Synchronization Server

[00143] Figure 11 shows a diagram of the synchronization server 108 and the client

device 102 in accordance with an embodiment of the present invention. The

synchronization server 108 includes a data backup module 902, a data restore module 904,

and a data store 906, each of which is further described below.

[00144] The synchronization server 106 also includes an HTTP/S transport component

914 and an SMS transport component 916 for respectively interfacing with the HTTP/S



transport component 318 and the SMS transport component 320 resident on the client

device 102. These transport components 914, 916, 318, 320 may support, for example, any

one or more of the various communications supported between the client device 102 and the

account management server 106 (or web applications server 104). Further, for example,

data backup and restore operations between the client device 102 and the synchronization

server 108 may occur using synchronization markup language (SyncML) messages sent over

HTTP/S. Moreover, in one or more embodiments, data backup and restore operations

between the client device 102 and the synchronization server 108 may occur using a Public

and Private Information (PAPI) based protocol over HTTP/S.

[00145] The data backup module 902, the data restore module 904, and the data store

module 906 support data backup and restore services provided by system 100. As described

above, upon the user completing registration, the user is presented with an option to do a

backup of data on his/her client device 102. If the user chooses to initiate a data backup, the

user may be informed how long the data backup will take and how much data traffic will be

incurred. If the user approves, the data backup is initiated and a data backup progress

indicator may be displayed with a cancel option (see, e.g., Figure 25). The particular data

that is backed up may vary. Upon successful completion of the data backup, the user is

informed accordingly (see, e.g., Figure 26).

[00146] Further, in one or more embodiments, the user data may be automatically

backed up according to a particular schedule. Further still, in one or more embodiments, the

user data may be backed up on "as-needed" basis. Moreover, the user may manually initiate

a data backup. In such cases, the user may make changes to particular data on the client

device 102 and choose to perform a data backup on the changed data. In other words, in one

or more embodiments, incremental changes in user data may be backed up instead of all of

the user data resident on the client device 102.

[00147] In some cases, the user may restore data to a clean client device (e.g., a new

device) with data backed up from a previously used client device. This occurs by the user

logging in to an existing account on their new client device. The synchronization server 108

may then detect that the user has previously backed up data to the synchronization server

108. The client then offers the user the option to initiate a restore. The user may then

initiate the restore, whereupon the user is informed of the time and data usage before restore



begins. Restore is then initiated, and a restore progress indicator may be shown. Target data

is then restored to the client device 102. Moreover, in one or more embodiments, data

existing locally on the client device 102 is merged with the data stored on the

synchronization server 108. After the restore is completed, the user is informed of the

successful data restore.

[00148] In some cases, the user may migrate to a newer generation client device having

the same operating system as the previously used client device. Here, the user performs a

data backup on the old device. The user may then acquire and install client software on the

new client device as described above. The data backed up may then be restored to the new

device.

[00149] The types of data that may be backed up and then subsequently restored

include, for example: a calendar; contacts; tasks; memos; browser bookmarks; phone

application shortcuts, including speed dial numbers; call logs; application settings; and SMS

message history.

[00150] Figure 27 shows an example of a data backup screenshot in accordance with an

embodiment of the present invention. The client may display a time and date of a last

successful backup and any error condition if necessary. When the user elects to perform a

data backup, if the user has not performed a restore to the client device 102 (because the

client was last newly registered or logged in), the client may before a purge then perform a

data backup (a "clean backup"). When the client performs the clean backup, the previously

backed up data on the synchronization server 108 may be purged and replaced by the more

recently backed up data. Further, if data exists on the synchronization server 108, the client

may warn the user that existing data will be overwritten.

[00151] Further, as described above, the client may perform incremental backups. If

the user has already performed a backup or restore on the client device 102 (since the client

was last newly registered or logged in), the client may perform an incremental backup.

During the incremental backup, the client may only backup data that has been changed since

it was last backed up to or restored from the synchronization server 108. Further, the client

may backup data changes at the field level, rather than at a record or database/file level.



[00152] Moreover, in one or more embodiments, user-initiated backups may disable

other device activities that may interrupt the data backup. If a data backup times out, an

error message may be displayed other device previously stopped activities may be (re-)

enabled. Further, the user may be prevented from leaving a backup application. The user

may be offered a cancel option that provides instant cancellation of an on-going backup and

(re-) enables other previously stopped device activities.

[00153] In one or more embodiments, an automated backup may be performed after the

client device 102 has been dormant for some amount of time. If a data backup is

interrupted, the data backup may auto-cancel instantly and hand over control to a requesting

application or a default application (if there is no requesting application). If the data backup

is auto-canceled, the client may re-attempt background backups.

[00154] Further, in one or more embodiments, data backups may be performed in a

non-blocking thread. If the client is the active application during a data backup, the client

may display progress information to the user including the type of data currently being

backed up and an overall completion percentage. Moreover, the client may be able to

continue a data backup even if target data is changed by the user during the data backup.

Still further, in one or more embodiments, the user may be able to initiate an outbound

phone call or receive an inbound phone call when a data backup is being performed. Also,

the user may be able to initiate data activity when a data backup is being performed. In such

cases, the data backup may be canceled and the client may retry the data backup at a later

time. Additionally, the user may be able to cancel a data backup process from within the

client.

[00155] As described above, the user may initiate a manual data backup. For example,

the client may inform the user of a projected time and data usage for backup activity before

activity begins and may give the user an option to cancel. If the client is performing a

manually-initiated initial backup (i.e., the user did not do a data backup when first

registering), the client may present the user with a backup schedule configuration screen.

[00156] Further, in one or more embodiments, the client may be able to initiate

automated backups. Automated backups may be performed based on a user-configurable

schedule. If the user has not already performed an initial backup, an automated backup may

not be performed. Moreover, automated backups may be performed, for example, "after any



change", daily, weekly, monthly, or never as specified by the user. If the user selects "after

any change", the client may attempt to perform an automated backup whenever particular

data is changed. Additionally, the client may wait until the client device 102 is inactive

before attempting an "after any change" data backup. Such data backups may not be

performed more than once in a particular time period. Data changes performed during this

waiting period may be batched and performed when the waiting period is over. If the user

does not select "after any change" or "manual", the client may attempt to perform automated

backups during a random time (based on local device time) within a time frame specified by

the user's "time of day" preference: "morning" is 6am - 12pm; "afternoon" is 12pm - 6pm;

"evening" is 6pm - 12am; and "overnight" is 12am - 6am. Further, automated backups

may be attempted on a schedule regardless of whether the user has performed additional

manual backups. Moreover, automated backups may only be performed when the client

device 102 has gone into a sleep mode and has been sleeping for a particular amount of

time.

[00157] Moreover, in one or more embodiments, the client may provide the user with

one or more of the following user-configurable settings for automated backup: "after any

change"; "once per day"; "once per week"; "once per month"; and "manual". If the user has

never performed a data backup, a "manual" selection may be the default setting. Further,

the user may be prompted during an initial backup with an option to set a backup schedule

to "automated" - the default automated value may be set to "daily". When automated

backup schedule is set to "daily", "weekly", or "monthly", an additional "time of day"

preference may be made available. Possible values may include, for example, "morning",

"afternoon", "evening", and "overnight", where a default setting may be set to "overnight".

Additionally, preference options may include a "do not backup when roaming" option,

where the default setting may be set to leave this option unchecked. Further, this preference

may only be applicable for an automated backup and not a manual backup.

[00158] Further, in one or more embodiments, the client may indicate a general data

backup state on a main screen using a visual characteristic (e.g., a colored icon). For

example, the client may use a green icon to indicate the user's data has been successfully

backed up within a certain time since a last scheduled automated backup time. If the user

performs backup manually, the client may show a green icon if the user has backed up



within a last specified period of time. Further still, the client may use, for example, a yellow

icon to indicate that the user's data has never been backed up or has not been backup up

recently. Further still, for example, the client may use a red icon to indicate that the last

attempted backup resulted in a fatal error.

[00159] In one or more embodiments, the client may perform one or more of the

following checks before a data backup process. The synchronization server 108 may allow

the client to perform a data backup if the user's account is provisional or active. Further, if

the user's account is disabled, the client may display a login error message and cancel

backup activity. Moreover, the client may validate a token with the synchronization server

108 to authenticate the user before performing data backup activity. If validation fails and

the application is running in the foreground, the client may show a login retry dialog, which

may present the user with the ability to reset his/her password or authenticate with account

management server 106. If the user is able to authenticate via the login retry dialog, the

client may continue with the data backup process. If the user is not able to authenticate via

the login retry dialog, the client may treat the data backup as canceled. Moreover, if

validation fails and an application is running in the background, the client may notify the

user via a system notification that the authentication has failed. When the user successfully

authenticates with the system, pending system notifications may be deleted. If validation

fails, the client may not attempt another automated backup until the error condition is fixed.

[00160] Further, in one or more embodiments, the client may confirm that a radio is

turned on. If the radio is not on and the client is running in the foreground, the client may

prompt the user if he/she wants to turn on the radio. If the user selects "yes", the client turns

the radio on and proceeds. If the selection is "no", the client may cancel the data backup

process display an error message. If the radio is not on and the client is running in the

background, the client may cancel the data backup process and notify the user of the failure.

In this case, the client may start a data backup automatically when the radio is next turned

on and the client device 102 goes into sleep mode. The client may then not start another

automated backup until the radio is turned on.

[00161] Moreover, in one or more embodiments, the client may confirm that the client

device 102 is in range of data coverage. If the client device 102 is out of data coverage

range and the client is running in the foreground, the client may cancel the data backup



process and display an error message. If the client device 102 is out of data coverage range

and the client is running in the background, the client may cancel the data backup process

and accordingly notify the user. The client may start a data backup process automatically

when the condition is fixed. Further, the client may not start another automated backup

until the condition is fixed.

[00162] Additionally, in one or more embodiments, the client may determine if the

client device 102 is in a roaming mode. If a "do not backup when roaming" preference is

set to "true" and the client is running in the background, the client may cancel the data

backup process. The client may start a data backup process automatically when the

condition is fixed. Further, the client may not start another automated backup until the

condition is fixed.

[00163] Further, in one or more embodiments, the client may confirm that a battery is

at a sufficient level to complete a data backup. If the battery level is not sufficient and the

client is running in the foreground, the client may cancel the data backup process and

display an error message. If the battery level is not sufficient and client is running in the

background, the client may cancel the data backup process and notify the user accordingly.

Further, the client may start a data backup automatically when the battery level is sufficient.

Moreover, the client may not start another automated backup until the battery level is

sufficient. If the client is running in the foreground and backup activity fails for some

reason, the client may notify the user that the data backup has failed. If the client is running

in the background and the data backup process fails for some reason, the client may not

immediately notify the user.

[00164] Moreover, in one or more embodiments, the client may perform, for example,

the following retry schedule after encountering an unknown data backup failure: 1st retry -

1 minute; 2nd retry - 5 minutes; 3rd retry - 30 minutes; 4th retry - 2 hours; 5th retry - 6

hours; 6th retry - 12 hours; and 7th retry - 24 hours. If all retries fail, the client may notify

the user accordingly.

[00165] Further, in one or more embodiments, the client may clear alerts generated by

system notifications if the data backup becomes successful. Moreover, if the client is in the

process of a retry schedule, other automated backups may be disallowed. Further still, if a

successful data backup is performed, pending retries may be cancelled. Still further, the



client may display information about the retry cycle including the number of failures, time

of last failure, scheduled time of next attempt, and reason for failure.

[00166] Additionally, in one or more embodiments, the client application main screen

may indicate device data signal strength and battery level.

[00167] Further, in one or more embodiments, the synchronization server 108 may be

able to detect inactive backup accounts. When the synchronization server 108 detects an

inactive backup account, the synchronization server 108 may notify an account holder via e-

mail that their backup account is inactive and that backed up user data will be deleted after a

certain period of time if no additional backup or restore activities are performed by the user.

If no additional backup or restore activities are performed on the inactive account within the

certain period of time, backed up user data may be deleted from the synchronization server

108. In this case, the synchronization server 108 may send an e-mail to the user indicating

that their user data has been deleted from the synchronization server 108 and informing the

user that the user can re-login and perform a new initial backup if the user wishes to

continue using the service. When the user's backup data is deleted due to inactivity, the

user's account is not necessarily deleted.

[00168] When a restore activity is initiated, the client may retrieve target data and

restore all that data to the client device 102. In one or more embodiments, the restore may

actually be a bi-directional synchronization operation. Further, the restore operation may be

performed in the background.

[00169] During a restore operation, if the client is active, the client may display status

to the user including type of data currently being restored and an overall completion

percentage. Moreover, during a restore operation, the client may prevent an automated

backup from being initiated until the restore process is completed.

[00170] Still further, in one or more embodiments, during a restore operation, the client

may provide the user the ability to pause the restore operation. When paused, the restore

activities may be put on hold. Further, when paused, the client may provide user with the

ability to restart the restore operation. Additionally, when paused, the client may suspend an

automated backup and disable a manual data backup until the restore operation is

completed.



[00171] Moreover, in one or more embodiments, before a restore operation begins, the

client may inform the user of the following. The user may be informed that local data and

settings will be restored to the client device 102. Further, the user may be presented with an

estimate of time and data usage required to perform the restore. Moreover, the user may be

informed of the time and date that the last successful backup was performed. Also, the user

may be given the opportunity to cancel the restore operation at this point.

[00172] Additionally, in one or more embodiments, the client may be able to perform a

restore operation after an initial device login. After the user has logged in to the client

device 102 for the first time, the client may offer the user the ability to do a restore operation

if the user has existing backup data on the synchronization server 108 that can be restored to

the client device 102. If the user does not have data backed up on the synchronization

server 108, the client does not offer user the option to perform a restore operation. If the

client is unable to determine whether the user has data backed up on the synchronization

server 108, the client operates as if there is data available on the synchronization server 108

to restore. If the user chooses to restore and no data is backed up on the synchronization

server 108, the client may inform the user that no data was restored to the client device 102.

[00173] In one or more embodiments, the client may perform the following checks

before a restore operation. The synchronization server 108 may only allow the client to

perform a restore operation if the user's account is in State B or C. If the user's account is

not in State B or C, the client may display a login error message and cancel restore activity.

[00174] Further, in one or more embodiments, the client may confirm that a radio is

turned on. If the radio is not on, the client must ask the user if he/she wants to turn on the

radio. If the user selects "yes", the client turns the radio on and proceeds with a restore

operation. If the user selects "no", the client may cancel the restore activity and display an

error message. The client may offer the user the option to retry the restore operation later.

[00175] Moreover, in one or more embodiments, the client may confirm that the client

device 102 is in range of data coverage. If the client device 102 is out of data coverage

range, the client may cancel restore activity and display an error message. The client may

then offer the user the option to retry the restore operation later.

[00176] Still further, in one or more embodiments, the client may confirm that the



battery is at a sufficient level to complete a restore operation. If the battery level is not

sufficient, the client may cancel the restore activity and display an error message

accordingly. The client may then offer the user the option to retry the restore operation

later.

[00177] Additionally, in one or more embodiments, the client may confirm that the

client device 102 has enough memory available to complete the restore operation. If there is

not enough memory available, the client may cancel the restore activity and display an error

message accordingly. The client may then offer the user the option to retry the restore

operation later.

[00178] In one or more embodiments, if the client fails to start a restore process for

some reason, the client may notify the user that the restore has failed. The client may then

offer the user the option to retry the restore operation later.

[00179] Further, in one or more embodiments, during a restore operation, if the restore

activity fails for some reason, the client may pause the restore operation and follow a retry

schedule. When paused, the client may provide the user with the ability to restart the restore

operation. Further, when paused, the client may suspend an automated backup and disable a

manual backup until the restore process is completed.

[00180] Moreover, in one or more embodiments, the client may perform, for example,

the following retry schedule after encountering an unknown restore failure: 1st retry - 1

minute; 2nd retry - 5 minutes; 3rd retry - 30 minutes; 4th retry - 2 hours; 5th retry - 6

hours; 6th retry - 12 hours; and 7th retry - 24 hours. If all retries fail, the client may notify

the user accordingly.

[00181] Additionally, in one or more embodiments, the client may support migration

(backup from one device, restore to another) from a supported client device to a different

client device running the same operating system. Further, the client may convert a format of

backed-up data as is necessary so that when it is restored, it is in the proper format for the

target device. Moreover, in one or more embodiments, the client may not allow the user to

restore data from one operating system to a different operating system. Still further, the

client may not restore non-applicable settings when migrating to a different type of device.

[00182] Additionally, in one or more embodiments, the client may restore data in such



a manner so that regularly ongoing synchronization activities by the user are not negatively

impacted and duplicates are not created on the client. If the user has performed an initial

synchronization operation and is attempting to perform a restore, the client may ask the user

if server data or device data should win in case of a conflict.

[00183] After a successful restore operation, the client may inform the user that the

restore operation was successful via an alert. Further, after successful restore, the client may

proceed with scheduled automated backups.

[00184] Further, during a restore operation, the client may merge existing data on the

client device 102 with retrieved data. In such a manner, via use of a data de-duping module

908, the restore process does not create duplicates. Typically, duplicative data may be

detected and removed at the server level. Here, in one or more embodiments, and possibly

under control of the synchronization server 108, data de-duping occurs at the client device

102. In other words, the de-duping module 908, upon wirelessly receiving previously

backed up user data, can detect and remove redundant data items so that only one instance

of a particular data item remains. Examples of user data that may be processed by the de-

duping module 908 include calendar data, contact data, task data, memo data, browser

bookmark data, phone application shortcut data (e.g., speed dial number data), call log data,

application settings data, and SMS message history data.

[00185] Further, in one or more embodiments, it may not be necessary that two data

items be exactly identical in order for one of the items to be removed by the de-duping

module 908. For example, if a first phone number data item is "800-123-4567", and a

second phone number data item is "8001234567" or "(800) 123-4567", the de-duping

module 908 may recognize the data items as being identical for purposes of phone number

contact data, in which case one of the phone number data items is removed. Moreover, in

one or more embodiments, the de-duping module 908, and the de-duping functionality of

system 100 in general, may occur automatically. In other words, differences among user

data may be resolved automatically and without query to a user.

[00186] Moreover, in one or more embodiments, the de-duping module 908 may be

capable of detecting duplicate data items that are received via different synchronization

mechanisms. For example, those skilled in the art will note that various vendors offer

synchronization engines. In general, such synchronization engines synchronize data of



different types. For example, one particular synchronization engine may be used to

synchronize contact, calendar, and memo data items, while another synchronization engine

may be used to synchronize call history, browser bookmarks, phone favorites, contact,

calendar, and memo data items. Thus, the client device 102 may have duplicate data items

received in response to synchronization operations performed with different synchronization

engines. In one or more embodiments, the de-duping module 908 is capable of detecting

duplicate data items even in view of the use of different synchronization engines.

[00187] Figure 15 shows a flow process of a client-side de-duping operation in

accordance with an embodiment of the present invention. Initially, in a particular database,

an nth record is read 750. If the end of the database has been reached 752, the de-duping

operation ends 754. Otherwise, if the end of the database has not been reached 752, a

determination is made as to whether the nth record has been deleted 756. If the record has

been deleted, n is incremented 770, and the process goes back and reads the new nth record

750.

[00188] If the nth record has not been deleted 756, a next record is read 758. If the next

record marks the end of the database 760, n is incremented 770, and the process goes back

and reads the new nth record 750. Otherwise, if the end of the database has not been

reached 760, a determination is made as to whether the nth record and the next record are of

the same size 762. If these records are not of the same size 762, then a new next record is

read 758 for subsequent comparison with the nth record. However, if the nth record and the

next record are of the same size 762, a binary compare is performed on the nth record and

the next record 764. If the binary compare indicates that the records are not identical 766,

then a new next record is read 758 for subsequent comparison with the nth record.

However, if the binary compare indicates that the nth record and the next record are

identical 766, the next record is deleted 768, and a new next record is read 758 for

subsequent comparison with the nth record. Further, those skilled in the art will note that in

the manner described above, a binary compare operation may be performed only when it is

needed (e.g., after comparison of sizes and other checks), so as to prevent unnecessary

binary compare operations.

[00189] In one or more embodiments, the set of databases subject to de-duping as

described above may be specified in a list of user or administrator preferences. Moreover,



preferences may indicate what types of data are desired to be de-duped. Different types of

databases may correspond to different synchronization engines used by the client device 102

to perform data synchronization.

[00190] While the invention has been described with respect to a limited number of

embodiments, those skilled in the art, having benefit of the above description, will

appreciate that other embodiments may be devised which do not depart from the scope of

the present invention as described herein. Accordingly, the scope of the present invention

should be limited only by the appended claims.



WHAT IS CLAIMED IS:

1. A system, comprising:

a server side component; and

a client side component arranged to send to the server side component a

request for an update,

wherein the server side component is arranged to send to the client side

component a response indicating a condition for the client side component to send a next

request for an update.

2 . The system of claim 1, wherein the condition comprises at least one of a

predetermined time interval, a predetermined time, and an event trigger for sending the next

request.

3 . The system of claim 1 or 2, further comprising:

a store of delay times, wherein the response indicates to the client side

component at least one of the stored delay times.

4 . The system of claim 3, wherein at least one of the stored delay times is

configurable.

5 . The system of claim 4, wherein at least one of the stored delay times is

adjustable based on a load condition of the server side component.

6 . The system of any of claims 3 to 5, wherein the at least one of the stored

delay times indicated to the client side component is dependent on at least one of a type of

the client side component, a group associated with the client side component, and a carrier

of a service provided to the client side component.

7 . The system of any preceding claim, wherein the request is sent wirelessly

from the client side component.

8. The system of any preceding claim, wherein the response is received

wirelessly by the client side component.



9 . The system of any preceding claim, wherein the request is in a form of at

least one of an HTTP request and an SMS message.

10. The system of any preceding claim, wherein the server side component is

further arranged to send to the client side component a response indicating a communication

protocol by which the client side component is to send the next request.

11. The system of any preceding claim, wherein the client side component is any

one of a mobile phone, a personal digital assistant, a portable e-mail device, a desktop

computer, and a notebook computer.

12. The system of any preceding claim, wherein the update is at least one of an

operating system update, a security update, a service update, an application update, a data

update, a communication protocol update, a library update, and a driver update.

13. The system of any preceding claim, wherein the response is in a form of at

least one of an HTTP request and an SMS message.

14. A method of performing updates, comprising:

from a client device, sending a request for an update to a server; and

from the server, sending a response to the client device, wherein the response

indicates a condition for the client side component to send a next request for an update.

15. The method of claim 14, wherein the request is sent wirelessly from the

client device, and wherein the response is received wirelessly by the client device.

16. The method of claim 13 or 14, wherein the client device is any one of a

mobile phone, a personal digital assistant, a portable e-mail device, a desktop computer, and

a notebook computer.

17. The method of any of claims 14 to 16, wherein the response comprises a

specified delay time.

18. The method of any of claims 14 to 17, wherein at least one of the request and

the response is sent in a form of at least one of an HTTP message and an SMS message.



19. The method of any of claims 14 to 18, wherein the update is at least one of

an operating system update, a security update, a service update, an application update, a data

update, a communication protocol update, a library update, and a driver update.

20. The method of any of claims 14 to 19, further comprising:

from the server, sending a response to the client device, wherein the response

indicates a communication protocol by which the client device is to send the next request.

21. The method of any of claims 14 to 20, wherein the condition comprises at

least one of a predetermined time interval, a predetermined time, and an event trigger for

sending the next request.

22. A mobile computing device, comprising:

a first module arranged to wirelessly send a request for an update to a server;

a second module arranged to wirelessly receive a response from the server;

and

a third module arranged to wirelessly send a next request for an update at a

time indicated in the response.

23. The mobile computing device of claim 22, wherein the request is in a form of

at least one of an HTTP message and an SMS message.

24. The mobile computing device of claim 22 or 23, wherein the response is in a

form of at least one of an HTTP message and an SMS message.

25 . The mobile computing device of any of claims 22 to 24, wherein the third

module is further arranged to wirelessly send the next request according to a communication

protocol specified in the response.

26. The mobile computing device of any of claims 22 to 25, wherein the mobile

computing device is any one of a mobile phone, a personal digital assistant, and a portable

e-mail device.

27. The mobile computing device of any of claims 22 to 26, wherein the update

is at least one of an operating system update, a security update, a service update, an



application update, a data update, a communication protocol update, a library update, and a

driver update.

28. A computer program comprising computer or machine-readable program

elements operative to implement the system of any of claims 1 to 13; implement the mobile

computing device of any of claims 22 to 27; and implement the method of any of claims 14

to 21.

29. A computer program carrier medium carrying a computer program according

to claim 28.
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