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SECURE INSTANT MESSAGING SYSTEM

BACKGROUND OF THE INVENTION
[0001] 1. Technical Field

[0002] The invention relates to instant messaging services
across the Internet. More particularly, the invention relates
to the secure transmission and reception of messages and
files via an instant messaging service across the Internet.

[0003] 2. Description of the Prior Art

[0004] Instant Messaging has changed a large population
of Internet users’ lives over the few years that such a service
has been available. Users have the ability to conduct real-
time conversations with other users. Friends and family keep
in contact through group chatrooms and one-on-one chats.
An entire culture has been created based upon Instant
Messaging.

[0005] Users have the option to create lists of usernames
that the user can monitor. The Instant Messaging programs
notify the user when any of the users in the username lists
are active and online.

[0006] Referring to FIG. 1, User 1101 communicates to
User 2102 through the Internet 103. Messages sent between
User 1101 and user 2102 are received and forwarded by the
Instant Messaging Service 104. For example, the Instant
Messaging Service 104 receives a message sent from User
1101 and forwards the message to User 2102 and vice versa.
The Instant Messaging Service 104 also tells the users which
users on their username lists are logged on.

[0007] With respect to FIG. 2, of the instant messaging
services currently available from America Online, Incorpo-
rated, Microsoft Corporation, Hotmail, and Yahoo, Incorpo-
rated, America Online, Incorporated’s AOL Instant Messen-
ger (AIM) 201 service is the most popular and is on the
forefront of instant messaging technology. AIM has been
very successful in the home and consumer market, allowing
people to communicate with friends and relatives immedi-
ately all over the United States and the world. AIM is so
prolific that the phrases “buddy list” (a feature of AIM) and
“I-M me” have become part of the current Pop culture.

[0008] Instant Messaging has operated in a unsecure envi-
ronment. Typical consumers do not have any use for secure
communications with other users. However, a growing num-
ber of people use AIM in the business environment to
communicate with co-workers, and with people they do
business with at other companies.

[0009] While business users find the convenience of AIM
very useful for business purposes, they quite often have a
nagging worry over the privacy of the information that is
sent through this service. These “enterprise” users would
like to have assurance that their data cannot be viewed by
outside parties such as ISPs, network routers and the AIM
service itself. America Online, Incorporated announced in
May of 2002 that it would be providing a secure AIM service
that would allow users to transmit and receive messages in
a secure environment. A non-public Beta test program of the
secure AIM product was conducted in May of 2002.

[0010] 1t would be advantageous to provide a secure
instant messaging system that provides secure messaging
and file transfer between users. It would further be advan-
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tageous to provide a secure instant messaging system that
operates within the current instant messaging architecture.

SUMMARY OF THE INVENTION

[0011] The invention provides a secure instant messaging
system. The system provides secure instant message and file
transfer between users and peer publication of user security
certificates. In addition, the invention operates within the
current instant messaging architecture.

[0012] A preferred embodiment of the invention integrates
secure text instant messaging and secure file transfers into
existing instant messaging systems. At least one certificate
authority (CA) is provided that issues a security certificate to
auser that binds the user’s instant messaging screen name to
a public key. The public key is used by other users to encrypt
messages and files sent to the user and by the user to decrypt
the received messages and files.

[0013] A subscriber database is used by the CA to keep
track of valid users and their associated information, such as:
user screen names, user subscription expiration dates, and
enrollment agent information.

[0014] A user sends his certificate to the invention’s
instant messaging server which publishes the user’s certifi-
cate to other users that have the user on their preferred user
list. Other users that are listed on the user’s preferred user
list can be optionally automatically notified when the user’s
certificate changes. The instant messaging server creates a
hash value of the user’s certificate and passes this fingerprint
to the listed users. The hash value allows the recipients to
decide if they need to update their caches with a new copy
of the user’s certificate. The recipient compares the received
hash value with one that exists in their cache. If the hash
values do not match or the cache hash value does not exist,
then the recipient requests the user’s certificate and hash
value from the instant messaging server. The user can also
send his certificate status information for publication to the
recipients.

[0015] The user can sign instant messages using his pri-
vate signing key. Recipients verify the sender’s signature by
using the sender’s public signing key.

[0016] Instant messages and files are encrypted by a
sending user using an encryption algorithm and the recipi-
ent’s certificate. The encryption algorithm can be attached to
the encrypted message or file for use by the recipient to
decrypt the message or file. The message or file is sent to the
instant messaging server which forwards it to the receiving
user if the user is logged on. The security status of each
received instant message is displayed to the user.

[0017] The sending user can also wrap the encrypted
instant message or file using a wrapping algorithm and
wrapping key. The wrapping algorithm and key are attached
to the encrypted instant message or file. The wrapping
algorithm and key are extracted by the recipient and used to
unwrap the encrypted instant message or file.

[0018] Other aspects and advantages of the invention will
become apparent from the following detailed description in
combination with the accompanying drawings, illustrating,
by way of example, the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 is a diagram of a prior art approach of an
instant messaging service across the Internet according to
the invention;
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[0020] FIG. 2 is a diagram of a login screen for AOL
Instant Messenger (AIM) according to the invention;

[0021] FIG. 3 is a block schematic diagram of a secure
AIM system integrated into an AIM system with secure AIM
clients according to the invention;

[0022] FIG. 4 is a block schematic diagram showing
communications flow between secure AIM modules during
a user enrollment process according to the invention;

[0023] FIG. 5 is a block schematic diagram showing
communications flow between secure AIM modules for
publishing a user certificate according to the invention; and

[0024] FIG. 6 is a block schematic diagram showing
communications flow between secure AIM modules for
publishing a user certificate and revocation information
according to the invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0025] The invention is embodied in a secure instant
messaging system. A system according to the invention
provides secure instant message and file transfer between
users and peer publication of user security certificates. In
addition, the invention operates within the current instant
messaging architecture.

[0026] The invention provides a secure instant messaging
system that provides users with a secure end-to-end message
and file transfer service. The invention uses the same basic
infrastructure as existing instant messaging services. Secure
messaging and file transfers occur between any client using
the instant messaging service, e.g., desktop computers,
laptop computers, portable devices, and wireless devices
users have the same basic user interface (UI) that they are
used to such as adding other user’s screen names to their
buddy lists, being notified when users on their buddy lists
are logged on, chat Ul windows, etc.

[0027] Data transferred using the invention’s message and
file transfer protocol are encrypted while transmitted over
the network. Encryption is typically only required during the
transfer. The data are stored at each end in normal (plaintext)
form.

[0028] The data transferred are protected against alteration
while transmitted over the network. A cryptographic signa-
ture on a file or document can be used to verify the data in
the file and the identity of the signer. The protocol also
ensures that the correct data are received for an entire file or
document, even when only parts of the file are transmitted
because portions of the file were already on the recipient’s
system (partial transfer mode).

[0029] When a portion of a file is already present on the
recipient’s system, the invention tries to optimize the data
bandwidth by sending only the remainder of the file. Current
file transfer protocols use a “checksum” value to check that
the data that is already available is correct. This is not secure.
The invention modifies the protocol to include a new
(optional) value that is a SHA-1 hash of the portion of the
file that is already available. The algorithm used to compute
the hash is also sent in the message to allow changes in the
future. The sending client checks this value to determine
whether to send the entire file, or just the remainder.
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[0030] The sending client sends the entire file if the hash
does not match, or it does not recognize the algorithm used
for the hash. The transfer never fails when the hash does not
match—instead the entire file is resent.

[0031] The invention provides a means to identify both the
sender and the recipient of a data transfer. In particular, the
identity of a user that is requesting a file must be securely
established so that access control decisions can be made
based on that identity. The identity of the user transmitting
the file needs to be securely established so that the recipient
can be sure he is receiving the information from the source
he expected. If multiple steps are used in the data transfer,
the invention ensures that the same identity is used for the
entire transfer.

[0032] The invention also generates a receipt that indicates
that a file or document was received and will be processed.
Receipts can contain a date, the name of the file and
(optionally) a value computed from the contents of the file.
Receipts acknowledge that the data was received and will be
processed, not that the data is correct.

[0033] The file sending client is able to request a receipt by
setting a predefined bit in one of the protocol header fields
being currently used in instant messaging systems. When the
transfer is complete, the recipient constructs the receipt and
sends it in a predefined protocol record before the normal
completion record.

[0034] The invention generates a cryptographic signature
on a file or document that can be used to verify the data in
the file and the identity of the signer. Signatures are typically
stored separately from the contents of the file so application
programs can use the transferred file without needing to
process signature values. The invention can transmit the
signatures as an additional file associated with the primary
file.

[0035] Signatures are generated by a signature generation
tool and stored in a separate file with a related file name. For
example, a document called “expenses.xls” would be
“signed” by the tool, creating a new file called “expenses.x-
Is.sig”.

[0036] Clients that support secure file transfer recognize
the related signature file and can, for example, transfer the
two files together, or offer to transfer the signature in
addition to the data file itself. Clients can create these
signature files on the fly by creating the contents in a
temporary location, or in memory, and transmitting them to
the recipient by specifying the related file name. This
operation can be invoked by checking a box in the file
transfer Ul

[0037] The invention is compatible with clients that do not
support the secure mode. Secure clients are able to perform
file transfers without the security features and display the
status of the transfer to the user.

[0038] If both clients in the file transfer are capable of
secure mode, the peer-to-peer connection made between
them will be established using SSL. The ability to use the
secure channel will be indicated in the proposal offered by
the client initiating the request and must be also be indicated
in the acceptance to the proposal.

[0039] The SSL channel is authenticated at both ends by
using certificates issued for screen names such as AOL
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Instant Messenger (AIM) screen names. The AIM client
accepting the connection (listener) will use an “encryption”
certificate to perform the role of an SSL server. The AIM
client establishing the connection will use a “signature”
certificate to perform the role of an SSL client.

[0040] The clients use the existing file transfer protocol of
the instant messaging system (with some modifications)
over the SSL channel. The SSL channel provides security for
protocol records (headers etc). This provides privacy for the
file names being transferred, and prevents modifications to
the requests and responses in the protocol. In addition, the
identities established by SSL are used to make access control
decisions.

[0041] The invention provides for instant messaging, but
is not limited to, the following:

[0042] 1. Transmits messages confidentially (using
encryption) from the sender all the way to the
recipient (peer-to-peer).

[0043] 2. Signs messages to prove the identity of the
sender.

[0044] 3. Ties the keys used for encryption and
signing to Instant Messaging screen names.

[0045] 4. Extends to all instances of Instant Messag-
ing services such as AIM, including stand-alone
client, and mobile clients such as PocketPC devices
that have capabilities near to desktop systems.

[0046] 5. Minimizes new demands on the Instant
Messaging service to prevent scaling problems as the
number of secure users increases.

[0047] 6. Performs cryptographic operations in a
FIPS validated module (Level 1 or 2).

[0048] 7. Provides basic protection against message
replay attacks.

[0049] 8. Supports applications of Instant Messaging
that may be developed in the future. This includes
alert services, forwarding to email, and storage of
messages to offline subscribers.

[0050] For file transfers, the invention provides, but is not
limited to:

[0051] 1. Authenticating the users at each end of the
file transfer connection.

[0052] 2. Secure restart.
[0053] 3. Signatures and receipts.

[0054] Messages that are encrypted on the device or
desktop are not decrypted until they arrive at the intended
destination. Designs for instant messaging that encrypt the
data on a hop-by-hop basis (such as SSL protected channels)
are not sufficient since the data is “in the clear” at each host
that forwards the message content.

[0055] In many cases the origin of the message is impor-
tant. This is particularly true of messages that ask the
recipient to take some action, such as stock market orders
sent from an account holder to a broker. The recipient must
be able to verify the authenticity of the instant message.
Again, solutions that use hop-by-hop protection of the
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message do not meet this requirement. A design that allows
saving a persistent record of the authenticity of the message
is also desirable.

[0056] The keys used to encrypt messages, and to verify
signatures on received messages are tied to a particular AIM
screen name. A certificate authority (CA) at the AIM service
issues a certificate that binds the AIM screen name to a
public key (RSA key). A certificate links a single screen
name with a key. If an AIM user has more than one screen
name, he may enroll each additional screen name to get a
certificate based on that name.

[0057] In addition, AIM users may acquire a different
certificate to use at different locations (such as home or work
locations) where they will use AIM. Issuing certificates for
each location is one implementation. Location independent
certificates (one per screen name) are also provided. The
AIM service deploys several instances of these certificate
authorities to support a large number of secure AIM users.

[0058] Each of the CAs that issues certificates for screen
names will itself be issued a certificate that indicates its role
in the secure AIM system. These certificates are issued by a
“primary” secure AIM CA. The primary will in turn be
issued a certificate by the AOL “root” CA (described below).

[0059] The instant messaging client includes a certificate
(and therefore the public key) for the root CA. This root CA
is used as the starting point for checking the validity of a
certificate that claims to associate a key with an AIM screen
name.

[0060] The instant messaging client generates public/pri-
vate key pairs, and requests and installs certificates that
associate its screen name with the key that it possesses.

[0061] The design of the secure messaging system is
intended to add as little state management and processing
requirements as possible to the AIM service itself.

[0062] Instead, the additional burden is placed on the
client applications. In particular, the design will minimize
the impact on the AIM servers for:

[0063] bandwidth (size of messages)
[0064] number of messages

[0065] processing of messages
[0066] storage

[0067] There will be some need for additional storage for
each connected client, but any additional storage or process-
ing for instant message conversations is kept to a minimum.

[0068] The invention’s secure messaging system protects
against common attacks by keeping data secret, preventing
modification of the data, and identifying the source of the
data. The application also prevents some level of “replay”
attack, where previously sent data is captured (somewhere in
the network) and resent to the recipient at a later time by
including timestamp information in the messages.

[0069] Secure messages within AIM are based on the
existing secure email technology (sometimes called
S/MIME). At the current time, this method is used instead of
SSL connections to the AIM servers for the following
reasons:
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[0070] End-to-end protection—SSL connections to
the secure service leave the message in the clear as
it is routed to the eventual recipient, meaning that
instant messaging servers could easily observe (or
modify) the contents of messages.

[0071] Store-and-forward—when the recipient is not
immediately available, secure messages can be
stored in the service for delivery at a later time. SSL
requires an existing connection to the destination.

[0072] Compatibility with email—in the future,
secure AIM messages can be delivered by email to
applications that use the existing secure email for-
mat.

[0073] Reduced overhead—SSL connections require
state to be maintained in the clients and the service.
Also, the load on the servers would increase due to
the computational requirements of SSL handshakes.

[0074] Compatible with alert services—the source of
the alert can encrypt a message using S/MIME
without a direct connection to the recipient.

[0075] SSL may offer advantages over the S/MIME
approach in the future. This means that the invention can
take advantage of SSL at that time. Although S/MIME and
SSL are specifically mentioned in the text, one skilled in the
art will readily appreciate that other secure communication
protocols may be used in place of S/MIME and SSL.

[0076] System Overview

[0077] Referring to FIG. 3, the components of the inven-
tion’s secure Instant Messaging system (or Secure AIM) are:

[0078] The AOL Root Certificate Authority 301
[0079] The Secure AIM (S/AIM) CA 308
[0080] The S/AIM Subscriber Database 309
[0081] Enrollment Hosting Service (EHS) 304
[0082] The AIM Service 307

[0083] AIM Clients 305, 306

[0084] The AOL Root CA 301 and the Secure AIM CA
308 provide the certificate issuing and management portion
of the infrastructure. The S/AIM Subscriber Database 309
and EHS service 304 provide enrollment of users. The
existing AIM Service 307 and clients are modified to support
publishing S/AIM certificates and handling secure mes-
sages.

[0085] Publishing refers to a user’s ability to have a
fingerprint of his S/AIM certificate distributed to those users
on his buddy list (list of preferred users) or users that have
him on their buddy list. The fingerprint is sent to the users
on his buddy list and/or the users that have him on their
buddy list which enables the users to decide if they need to
update their caches with a new copy of his certificate.

[0086] The AOL Root CA 301 provides the trusted anchor
for validating certificates used for Secure AIM 302. A
self-signed certificate from the Root CA 301 is built into the
clients 320 for Secure AIM. The Root CA 301 does not take
part in day-to-day operations.

[0087] The Secure AIM CA 308 provides certificates that
link an AIM screen name with a public key value. To provide

Aug. 26, 2004

the scalability to support a large number of secure AIM
users, the Secure AIM CA 308 will be implemented as a
“cloned” CA, with additional clone instances 310, 311, 312
added as required by the number of subscribers. The AOL
Root CA 301 issues a certificate to the set of clones 310, 311,
312.

[0088] The S/AIM Subscriber Database 309 maintains
information about current subscribers. It receives subscrip-
tion information from “enrollment agents” and provides this
information to the S/AIM CA 308, 310, 311, 312.

[0089] The Enrollment Hosting Service (EHS) 304 serves
as an “enrollment agent” for Secure AIM. As users are added
to EHS 304, some of them (depending on the type of
account) are added as subscribers for Secure AIM 302. Other
“enrollment agents” can be added to the system. In particu-
lar, an individual subscription service may provide access to
Secure AIM 303 by allowing customers to pay for the
service using a credit card, or other online payment method.

[0090] The AIM Service 307 itself is modified to provide
a method for publishing certificates and revocation status
information for Secure AIM 302 and to allow marking
particular instant messages as secure, so that the recipient
will perform the correct processing. The AIM service 307
also controls access to the Secure AIM features by providing
the publishing and secure message delivery only to users
listed in the S/AIM Subscriber Database 309.

[0091] AIM clients 305 support enrolling in Secure AIM
302 by requesting and managing certificates for the user’s
screen name. The clients send and receive secure instant
messages, validate the certificates associated with those
messages, and display information about the security of an
instant message conversation to the user.

[0092] Secure AIM Subscriber Database 309

[0093] The subscriber database for Secure AIM 309
includes the following data:

[0094] 1. Screen Name (key)
[0095] 2. Expiration date
[0096] 3. Enrollment agent information

[0097] The screen name (in canonical form) is used to
search the database and is the key for updating the subscrip-
tion information. The expiration date indicates when the
subscription ends. The Secure AIM CA 308 (or other CA)
uses this value to determine whether a subscriber is still
enrolled and to compute the validity period for certificates
that it issues.

[0098] Subscriber Database Service

[0099] The subscriber database is part of the AIM Master
File or a closely related database file.

[0100] There are three types of users of the subscription
database: instant messaging servers, enrollment agents, and
certificate issuers.

[0101] The instant messaging servers connect to the
S/AIM subscription database 309 to determine whether a
user should be allowed to use the Secure AIM functions of
the service. In particular, only subscribers are allowed to
publish security data (certificates etc.) and send or receive
secure messages.
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[0102] Enrollment agents add and update entries in the
S/AIM subscriber database 309 as screen names are added
to the Secure AIM subscriber list or the length of the
subscription changes. The agents represent services like
EHS 304, which may provide secure AIM as part of the
enterprise package or a Secure AIM business, which may
charge individual users by credit card.

[0103] Certificate issuers (the Secure AIM CAs 308, 310,
311, 312) consult the S/AIM subscriber database 309 to
determine whether a subscription exists for a particular
screen name and the length of time it is valid. This infor-
mation is used to decide whether to issue a certificate and
calculate the validity period for the certificate.

[0104] Enrollment agents and certificate issuers access the
S/AIM subscriber database 309 using SSL with an account
name and password. An administrator for the Secure AIM
Subscriber Database 309 assigns and distributes account
names and passwords for the enrollment agents and certifi-
cate issuers.

[0105] Secure AIM Subscription

[0106] The Secure AIM feature is optional. Users of this
capability need to subscribe to use the service. A list of
screen names that have subscribed and associated data about
them are maintained in a directory or other similar database
(the S/AIM subscriber database 309). The Secure AIM CA
309, 310, 311, 312 uses the S/AIM subscriber database 309
to determine whether the user has subscribed to the optional
service.

[0107] Consumer Enrollment

[0108] A regular AIM user can upgrade his account to a
secure AIM account by enrolling using the S/AIM service
303. The user will go to an enrollment web page (using a
normal Web browser), authenticate using his screen name
and password, and provide payment data. Once the enroll-
ment application 314 verifies the payment information 315,
an entry is made in the S/AIM subscriber database 309 to
indicate the new status The S/AIM service 303 is an “enroll-
ment agent”. An administrator for S/AIM must contact an
administrator for the Secure AIM subscriber database 309 to
obtain an account name and password to use for updating
subscription information. Data that is used only by the
S/AIM service (the subscriber’s credit card data, email, and
other security data) is maintained separately by the S/AIM
service 303. This separate data is used to bill the subscriber,
and to support help desk operations.

[0109] EHS Enrollment

[0110] The EHS service 304 provides AIM screen names
317 for each of its user accounts (or may provide this as an
optional feature). When a new EHS user account is created,
the EHS service 304, 316 assigns a screen name, and inserts
a record into the S/AIM subscriber database 309.

[0111] The administrator for the EHS service 304 contacts
the S/AIM subscriber database administrator to receive an
“enrollment agent” account name and password. The EHS
administrator configures the EHS user management system
316 using this information.
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[0112] Enrollment Agent Example: Certificate Issuing
Service

[0113] A Certificate Issuing Service is a partner for selling
secure AIM subscriptions and issuing certificates that can be
used for secure AIM. the Certificate Issuing Service is also
an enrollment agent and has the ability to create AOL screen
names for customers and to add the customer to the S/AIM
subscriber database 309. Accounts that are managed by the
Certificate Issuing Service are indicated in the subscription
database. The Secure AIM RA (see below) uses the infor-
mation to forward certificate requests from the Certificate
Issuing Service customers to the Certificate Issuing Service
CA.

[0114] Activating Secure AIM

[0115] Once a user has subscribed to Secure AIM service
302, he needs to create the public key pairs and certificates
that will be used to provide security for the messages. The
AIM service 307 notifies the client 305 that the user has
subscribed to the Secure AIM premium service. If the client
does not have certificates and keys 319 stored to use for
Secure AIM, it will activate the premium service by gener-
ating keys 320 and requesting the certificates for them 323.
This operation happens automatically, without any action by
the user.

[0116] Subscribers to the Secure AIM service are managed
by one of the enrollment agents. There are currently three
agents defined: premium services, EHS and third party (e.g.,
VeriSign). For the first two, certificate requests are sent to
the AOL Secure AIM CA 308,310, 311, 312. For the last, the
request is sent to the third party. The S/AIM subscriber
database 309 can be used to indicate which CA should
receive the request 308, 310, 311, 312.

[0117] One embodiment of the invention’s approach to
routing the request is to tell the AIM client 305 which CA
308, 310, 311, 312 it should use (as part of the subscription
data). There is a possible security problem with this
approach. It is very important to send the certificate request
to a trusted CA, since the request includes the screen name
password.

[0118] To resolve this security problem, the client 305 has
a single location for sending certificate requests (the Secure
AIM RA 313). The RA’s 313 function is to consult the
S/AIM subscriber database 309 and route the request to the
appropriate CA 308, 310, 311, 312.

[0119] An S/AIM client 305 performs the following steps
during activation:

[0120] 1. Generates two new public key pairs (RSA key,
1024 bits), one for signing and one for key establish-
ment (encryption) or generates one new public key pair
(RSA key, 1024 bits), for both signing and key estab-
lishment (encryption).

[0121] 2. Generates a certificate request, including the
AIM screen name and the new public key.

[0122] 3. Generates authentication data from the cer-
tificate request and the user’s screen name password.

[0123] 4. Combines the requests and the authentication
data into a certificate enrollment message using CMC
(an IETF standard).
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[0124] 5. Transmits the enrollment message to the
Secure AIM RA 313. The message is sent over an SSL
channel (to protect the screen name password) using an
HTTP POST method.

[0125] The Secure AIM RA 313 performs the following
steps:

[0126] 1. Looks up the record for the requested
screen name in the secure AIM subscriber database
309.

[0127] 2. Checks that a subscription record was
found, and that the expiration time for the subscrip-
tion has not passed.

[0128] 3. Uses the user’s screen name password to
verify the authentication data in the certificate
request.

[0129] 4. Forwards the request to the CA 310, 311,
312 that is listed in the subscription database record
for the user.

[0130] 5. The CA creates and signs a certificate that
contains the screen name and the public key. The
certificate has a validity period beginning at the
current time and ending at the expiration time of the
Secure AIM subscription.

[0131] 6. The CA transmits the certificates that were
created (along with certificates needed to create a
valid certificate chain to the AOL Root CA 301) to
the subscriber via the RA 313.

[0132] When the S/AIM client 305 receives the newly
created certificates, it stores them in a local database 319
(using the NSS library APIs) and sets preferences for the
AIM account to indicate which certificate should be used.

[0133] This activation step takes place at each location
where the user connects using the subscribed screen name.
Activation happens only once at each location.

[0134] With respect to FIG. 4, a communication diagram
showing interaction between modules of the invention dur-
ing an enrollment sequence is shown. The steps that occur
are:

[0135] 1. The IM client 401 sends a connection request
406 to the IM service 403. The request includes a
screen name and password to authenticate the user and
requests subscription information.

[0136] 2. The IM service 403 sends a request 407 to an
S/AIM subscriber database 405 to verity the password
and retrieve a list of subscriptions.

[0137] 3. The S/AIM subscriber database 405 returns
the results of verifying the password and the list of
subscriptions for the user 408 to the IM service 403.

[0138] 4. The IM service 403 completes the connection
and notifies the IM client 401 whether the secure
capability is available 409.

[0139] 5. If the response from the IM service 403
indicates that secure IM is enabled, the IM client 401
attempts to locate a certificate 410 in a certificate store
402. This can be a local file or in another location on the
network.
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[0140] 6. The certificate store 402 returns the certificate
411 to the IM client 401 if one is found.

[0141] 7. If secure IM is enabled, but no certificate is
found, the IM client 401 creates a certificate request
412 (including a newly generated public key) and sends
it to a registration authority 404 along with a screen
name and password.

[0142] 8. The registration authority 404 sends a request
413 to the S/AIM subscriber database 405 to verify that
the correct password has been sent in the certificate
request.

[0143] 9. The S/AIM subscriber database 405 indicates
whether the password was correct and provides sub-
scription information 414.

[0144] 10. If the account information is correct and the
user has subscribed to secure IMs, the registration
authority 404 returns a new certificate 415 (containing
the key) to the IM client 401.

[0145] 11. The IM client 401 stores the certificate 416
in the certificate store 402 so it can be used during the
next IM session.

[0146] Using Secure AIM

[0147] This section describes an example of the steps that
the AIM client performs to send and receive secure instant
messages. Both activities can be broken into two parts: an
encryption (decryption) step and a signing (verification)
step.

[0148] Sending a Secure Message
[0149] Signing Steps

[0150] 1. Locate the signing key and associated certifi-
cate

[0151] 2. Extract the signing identity from the certifi-
cate

[0152] 3. Create the signature on the data using the

signing key (RSA)

[0153] 4. Encode the outgoing message (ASN.1 Signed-
Data)

[0154] Encryption Steps

[0155] 1. Use the desired recipient name to locate a
certificate containing the public key for encryption.

[0156] 2. Validate the certificate according to local
rules. (Gives level of certainty)

[0157] 3. Generate an AES key to encrypt the message.
(AES Key Generation)

[0158] 4. Wrap the AES key in the user’s public key
(RSA-OAEP)

[0159] 5. Extract identity information from recipient’s
certificate that will be used to specify the public key
used to encrypt the message.

[0160] 6. Generate an IM and encrypt the outgoing data
[0161] 7. Encode the outgoing message (ASN.1)

[0162] The encryption steps can be divided into two
portions. First, a valid key for the user is identified and used
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to wrap a newly generated AES key (steps 1-4). The
wrapped key value can be associated with the recipient
name. In the following steps (5-7), this wrapped value and
the AES key is used to generate the outgoing message. See
the discussion on session establishment (below) for a way to
reuse the value from the first portion of the process to
improve performance.

[0163] Receiving a Secure Message

[0164] A CMS Enveloped message contains the following
data:

[0165] Identity of the wrapping key (usually issuer
and serial number from a certificate, but key id is
allowed).

[0166] Wrapping algorithm and parameters (usually
RSA which has no parameters).

[0167] A wrapped key value.

0168] The encryption algorithm and parameters
yp g p
(usually AES, which has an IV).

[0169] The encrypted data.
[0170] Decryption Steps

[0171] 1. Parse the incoming message, and recover the
identity of the key.

[0172] 2. Check that the identity of the key matches the
one being used by the device or, if more that one key
can be active, locate the correct private key from its
related certificate. The identity value from the certifi-
cate can be preconfigured on the device, so no certifi-
cate processing is required here.

[0173] 3. Unwrap the encryption key. This uses RSA
private key operations. For example, for AES, the
OAEP padding scheme may be requiredand for 3DES,
standard PKCS #1 padding may be required.

[0174] 4. Decrypt the data using the unwrapped key.
[0175] Decryption Summary

[0176] ASN.1 Parsing for a limited set of the CMS
(RFC 2630).

[0177] Look up key by Issuer & Serial Number
(comparison code).

[0178] RSA unwrap operation, generating an AES
key (RSA-OAEP).

[0179] AES decryption.
[0180] Publishing Certificates

[0181] The invention provides the ability to publish digital
certificates for a user, as well as basic MIME awareness for
the IM message body. This allows for several interesting
possibilities, including S/MIME secure IMs and secure
peer-peer sessions.

[0182] For S/MIME secure IMs, the sending client can
request the encryption certificate for a buddy. This certificate
can be cached. After validating the certificate against the
buddy’s screenname, the sending client then takes the IM
plaintext, encrypts it according to PKCS #7, marks the
message as a PKCS #7 encrypted message, and sends it over
the normal IM channel. Upon receipt, the receiving client
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notes that the message is an encrypted message and decrypts
the message to get the IM plaintext. If the sender signed the
message, the recipient can then request the sender’s signing
certificate and use it to verify the signature.

[0183] Certificates are of nontrivial size, and so requesting
certificates for every message would be very inefficient. As
aresult, when a user publishes a certificate, users who buddy
list this person will receive an hash of the user’s certificate
info. Therefore, when certificates are received, they can be
cached and, as long as the hash of the cached certificates
matches the hash received in the buddy updates, there is no
need to re-request the user’s certificates.

USE EXAMPLES

[0184] The complete S/MIME secure IM use case looks
like this:

0185] 1. User A signs on, has user B in buddylist,
g y
publishes secure IM capability and certificates.

[0186] 2. B signs on, has A in buddylist, publishes
secure IM capability and certificates.

[0187] 3. A receives B’s certificates hash.
[0188] 4. A creates plaintext IM.

[0189] 5. A gets B’s certificates from cache, if present,
or from S/AIM server.

[0190] 6. A verifies B’s encryption certificate.
[0191] 7. A applies MIME headers to plaintext IM.

[0192] 8. A generates signature of MIME IM using A’s
private signing key.

[0193] 9. A encrypts MIME IM using B’s public
encryption key.

[0194] 10. A generates new IM according to PKCS #7
from result of encryption/signature.

[0195] 11. A tags new IM as application/pkcs7-mime.
[0196] 12. A sends new IM to B.

[0197] 13. IM server checks that B has secure IM
capability and can therefore understand secure IMs.

[0198] 14. B receives IM from A.

[0199] 15. B notes that IM is of type application/pkes7-
mime, and is signed.

[0200] 16. B gets A’s certificates from cache, if present,
or from server.

[0201] 17. B decrypts IM with B’s private encryption
key.

[0202] 18. B verifies signature using A’s public signing
key.

[0203] 19. B generates new plaintext IM from result of
decryption.

[0204] 20. B displays plaintext IM.

[0205] Steps 7-11 and 17-19 can also be performed auto-
matically by the S/AIM client.

[0206] When a user is sending a message to someone not
on his buddylist, he will not have the other user’s certificate



US 2004/0168055 Al

hash, so the caching strategy has to be different. For
example, one approach can be to get the certificates when
sending the first message and then discard the cache when
closing the window. In the rare event that the sending user
changes certificates in the middle of a message, the message
sent to the recipient will fail in the decryption stage; the
recipient can then send a client-error back to the sender to
indicate that the sender should refetch the certificates and
send again.

[0207] Referring to FIG. 5, a communication diagram
showing interaction between modules of the invention dur-
ing the publishing of a user’s certificate sequence is shown.
The steps that occur are:

[0208] 1.IM client 1501 attempts to locate a certificate
506 in certificate store 1502.

[0209] 2. Certificate store 1502 returns the certificate
507 to IM client 1501.

[0210] 3. IM client 1501 sends (publishes) the certifi-
cate 508 to the IM service 505, which the IM service
505 stores.

[0211] 4. IM client 1501 sends a request 509 to the IM
service 505 to receive updated information on another
user (buddy) in the IM service 505. The IM service 505
records the request.

[0212] 5, 6, 7. IM client 2503 locates a certificate 510,
511 for Secure IM and publishes it 512 in the IM
Service 505.

[0213] 8. The IM Service 505 sends updated buddy
information 513 about IM client 2503 to IM client
1501. This information includes online status and an
abbreviated value (hash/digest) computed from the
published certificate.

[0214] 9. IM client 1501 compares the abbreviated
value of the certificate with the certificate it has for the
buddy, if any. If the values do not match, IM client 1501
sends a request to the IM Service 505 to deliver the new
data 514.

[0215] 10. IM Service 505 sends the current certificate
for the buddy 515 to IM client 1501.

[0216] The certificate data that is published can include
other information such: as separate certificates for opera-
tions such as signing or encryption; additional certificates
for creating “chains”; or updated revocation status informa-
tion.

[0217] AIM Screen Names

[0218] Screen names on the AIM service are a sequence of
alphanumeric characters. Upper and lower case are equiva-
lent for screen names. The service allows the user to
“format” the name by choosing upper and lower case, or by
inserting spaces into the name.

[0219] When screen names are stored in the S/AIM sub-
scriber database or included in a certificate, the name will be
canonicalized by converting all characters to lower case, and
removing all spaces. For example, the screen name “Aim
User 17 will be converted to the standard “aimuserl” in the
database and in certificates.
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[0220] When comparisons are made between screen
names (for equality), each input value must be converted to
the standard form. For example, when the AIM client
verifies that a certificate belongs to a particular screen name,
it must convert the screen name received in the IM to the
canonical form before comparing it to the name found in the
certificate (which is already converted).

[0221] Friendly Names

[0222] Because of the number of screen names in use on
the AIM service, names chosen by the EHS service during
provisioning will usually be only loosely based on the
identity of the user within the EHS service. For example,
“user@coke.com” might be given a name like
“UserC73960”. The screen name assigned to an EHS cus-
tomer might not be familiar to another person that is trying
to communicate with them.

[0223] The enterprise version of the AIM client is able to
use a directory to translate ordinary screen names into
“friendly” names, which will be recognized more readily.
For example, “UserC73960” might be displayed as
“user(@coke.com”, or even “John Q. User, Coke Inc.” The
address book portion of the AIM client will perform this
translation. This is additional processing beyond the normal
work for S/AIM. The security components of S/AIM (cer-
tificates, encrypted messages) use the assigned AIM screen
name.

[0224] Cell phones currently have a feature that is like
this. Cell phones will display the phone number of an
arriving call and allow the user to enter a phone number to
make a call. However, the address book portion of the cell
phone software can be used to display a friendly name when
a call arrives or use a friendly name to locate a telephone
number.

[0225] The AIM service supports screen names that look
more like email addresses. Even if this is done, the enterprise
client can use the “friendly name” lookup to display the first
and last name of the other user instead of an email address.

[0226] Certificate Contents and Policies

[0227] The AIM client is configured with a private key and
a certificate generated by a portion of the AIM service. The
S/AIM client has the key of the S/AIM CA built in. This
built-in certificate is used to determine the validity of a
screen name certificate.

[0228] Certificates

[0229] The certificates generated by the S/AIM CAs are
intended to bind an RSA public key to a particular screen
name. RSA public keys are used because the RSA public key
algorithms directly support both encryption (for setting up
encryption keys) and signatures (for signing messages).
Using a single key for both operations simplifies the man-
agement of keys and certificates, and reduces the data that
needs to be published on the AIM service.

[0230] Multiple certificates may be issued and be valid
simultaneously for a single screen name. A user may want to
have access to S/AIM features from multiple locations, such
as the office or at home. The user can enroll for a separate
key and certificate at each location using the enrollment PIN
that is created during account setup.
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[0231] Certificates will be generated using RSA signatures
only.

[0232] Certificate Contents

[0233] The S/AIM certificate will contain the following
fields:

[0234]
[0235]
[0236]
[0237]
[0238]
[0239]
[0240]

[0241] Certificate Subject Alternative Name

[0242] If a certificate is issued to a user with a known AOL
Screen Name, the screen name will appear in the “Other
Name” field of a Subject Alternative Name extension. The
“Other Name” field is a pair of values: a name type (Object
ID) and a name value. AIM screen names will be identified
with an OID taken from the Netscape OID space.

X.509 version number (v3)
Issuer Name

Serial Number

Validity Time

Subject Name

RSA Public Key

S/AIM Policy extension

[0243] The data stored in this extension will be the canoni-
cal AIM screen name possibly encoded using the UTF-8
character set.

[0244] Certificate Validation

[0245] Prior to using a key contained in an S/AIM cer-
tificate to encrypt an IM, the client verifies that the certificate
correctly ties the key to the screen name of the other end of
the conversation (the peer). To be valid for use in S/AIM, the
certificate should chain to a trusted root certificate.

[0246] In addition, the subject name in the certificate
should have the correct form (as defined above) and the
common name (CN) component of the name should match
the screen name of the peer.

[0247] 1If these requirements are met, the key can be used
to validate a signature on a message from the screen name
or to encrypt a message to the screen name.

[0248] Certificate Revocation

[0249] Certificates need to be revoked for two distinct
reasons:

[0250] 1. The name contained in the certificate is no
longer valid. This can occur when the user changes
names, or an account is terminated.

[0251] 2. The key that is certified has been compro-
mised (or suspected to be compromised).

[0252] The AIM CA will not revoke certificates solely
because of changes in the account status (termination).
There are likely to be a large number of changes in account
status, which would cause large numbers of certificates to be
listed on a CRL. Instead, only keys (actually certificates
corresponding to keys) that are compromised will be listed.

[0253] Since the AIM service prevents screen names from
being reused for some period of time, we can prevent a
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situation where two certificates for the same screen name are
valid for different users by requiring the certificate to expire
within the reuse interval.

[0254] Compromise of a key corresponding to a screen
name will require that the user stop using the screen name
for secure messages until the certificate for that key expires.
The user should create a new screen name, and transfer the
subscription to that account. The old screen name should be
deactivated.

[0255] Online Certificate Status Protocol (OCSP) Services

[0256] Secure AIM will use OCSP to request and distrib-
ute revocation status for certificates. CAs that issue certifi-
cates for S/AIM will provide an OCSP responder that is
publicly available. The certificates that are issued for S/AIM
include the location of the OCSP responder in the Authority
Information Access extension.

[0257] To improve the scaling of the OCSP operations,
OCSP requests will be performed by the AIM clients once
per login, or every 24 hours on their own certificates. The
results of this OCSP request (the signed status response) will
be published in the AIM service as part of the certificate data
record.

[0258] AIM clients download the certificate data record
prior to verifying the signature on a message they receive, or
sending an encrypted message to a buddy. The client will
verify that a recent OCSP status response (once issued in the
last 24 hours) is present in the data record.

[0259] With respect to FIG. 6, a communication diagram
showing interaction between modules of the invention dur-
ing the publication of a user’s certificate and revocation
information sequence is shown. The steps that occur are:

[0260] 1. 1IM client 1601 attempts to locate a certificate
606 in certificate store 602.

[0261] 2. Certificate store 602 returns the certificate 607
to IM client 1601.

[0262] 3.IM client 1601 creates and sends a request for
revocation information about the certificate 608 to the
revocation service 605. Online Certificate Status Pro-
tocol (OCSP) is one possible revocation service.

[0263] 4. Revocation service 605 creates revocation
information 609 for the certificate that is valid at the
current time and will be valid for some specified time
period.

[0264] 5. IM client 1601 publishes the certificate and
revocation information 610 to the IM service 604.

[0265] 6. IM client 2603 sends a request 611 to the IM
service 604 to retrieve the certificate and revocation
information for a buddy.

[0266] 7.IM service 604 returns the information 612 to
IM client 2603. IM client 2603 check that the revoca-
tion information is sufficiently current and that it shows
the validity of the certificate.

[0267] More than one certificate may be published to the
IM service. The revocation information can contain data
about all of the certificates or separate revocation informa-
tion may be published for each certificate used. The IM
client may store revocation information (possibly in the
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certificate store) and reuse it during a later session if the
validity time period requirements are met.

[0268] Certificate Validity Period

[0269] As discussed in the section on certificate revoca-
tion, the validity period of AIM certificates needs to be tied
to the policy that is in place for reuse of an abandoned screen
name. The validity time for certificates will be set to the
reuse time period less a safety factor.

[0270] Other Certificate Contents

[0271] In addition to the basic certificate data fields (Issuer
Name, Serial Number, Subject Name, Validity and Key),
S/AIM certificates contain the following extension:

[0272] Certificate Policy—contains a new policy
OID to identify S/AIM certificates.

[0273] Secure Session Establishment

[0274] This section discusses a way to improve the pro-
cessing time for individual messages by precomputing a set
of session keys that will be used for each message in a
“conversation”. This adds complexity to the application.
Also, the format that it generates will probably be incom-
patible with the standard S/MIME PKCS #7 format, which
might prevent forwarding the message to the recipient by
email.

[0275] Normal use of the CMS protocols requires two
public key operations for each message: one for wrapping
the key (enveloping) and one for signing. On desktop
systems these operations are reasonable. On slower devices
like the Mobile Communicator (MC), the private key opera-
tion is very slow (8 sec).

[0276] The major factor in performing the decryption
operation is the private key step required to recover the
encryption key (using RSA). This step can be saved if the
remote party reuses the previous encryption key value in
subsequent messages. Note that reusing the key requires that
a block cipher with varying IVs, or a stream cipher that has
an additional key derivation step built in (using a salt value).

[0277] Similarly, the major factor in sending messages is
the signature, which requires a private key operation. This
step can also be saved on individual messages by creating an
integrity key. This key is signed (with the RSA key) once,
and then re-used in following messages in the “conversa-
tion”.

[0278] Algorithm Negotiation

[0279] Another preferred embodiment of the invention
provides a method to allow various devices to participate in
the secure IM environment and to allow migration to future
algorithms. The invention allows the algorithms used for
encryption, integrity, key management and signing to be
negotiable.

[0280] Since there is no direct communication between the
parties of the conversation (user and buddy) during session
establishment, information about each participant’s prefer-
ences for algorithms must be available in a different way.
This information is security sensitive, since a negotiation
that results in a weaker set of algorithms that may have been
chosen otherwise is undesirable (rollback attacks).
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[0281] A set of default algorithms is defined that will be
used in the initial deployment of the secure messaging
application. However, the protocol allows other (more
recent or locally preferred) algorithms to be used.

[0282] Default Algorithms

[0283] There are three points where cryptography is used
in this secure messaging protocol.

[0284] The (optional) message signature

[0285] Bulk encryption of the (possibly signed) mes-
sage

[0286] Establishment of the bulk encryption key
[0287] Notification of Certificate Change

[0288] The invention provides a notification service for
changes to the published certificate field. This service is used
by AIM clients to update the certificate information for their
buddies or for people they are conversing with. Without this
service, a client would be forced to poll the service for
updated information or rely on the information that was
current when a conversation is started.

[0289] When the value of the certificate field changes
(either due to a new value being stored by the user, or a
sign-on/sign-off event), the service delivers the screen name
of the buddy together with the new version value in the
certificate field. The recipient of this message can decide
whether the new certificate value is different than the pre-
vious version, or locally cached version, and if needed,
request the entire certificate.

[0290] AIM Client UI

[0291] The client UI for secure messaging clearly displays
the status of the data that is received. In addition, it indicates
the level of security that will be applied (or was applied) to
outgoing messages. This information is indicated by using
icons in the general portion of a conversation window, and
on each message that is displayed.

[0292] Creation of Conversation Window

[0293] A conversation window is established in two cases:
1) the user initiates a message addressed to a particular
buddy; and 2) an incoming message is received from a
buddy. In both of these cases, a conversation window is
established for communication between the user and the
specific buddy.

[0294] For secure IM, a client will attempt to establish a
secure session key during creation of the conversation
window. If this operation succeeds, the window is created
with U1 elements that indicate that the window is secure. If
no session can be established, then the U1 indicates a normal
conversation. Notice that the window will display the status
of outgoing messages. It may still be possible to receive and
display secure incoming messages. Also, the security status
of a conversation window may change if the buddy changes
devices or locations.

[0295] Display of Conversation Messages

[0296] The conversation window displays both incoming
and outgoing messages. The display area for these messages
has an area reserved for displaying the security status of each
message individually. Outgoing messages have an indicator
that shows whether the message was encrypted when it was
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sent. Incoming messages have icons for the encryption and
the signature status of the incoming message.

[0297] Note that over time, the status of the conversation
may change. For example, the buddy may send a message
using a desktop client that does not have secure IM capa-
bilities. This message would not have the security icons
displayed with it. Later, the buddy may start using his
Mobile Communicator. Messages sent from this device that
are encrypted would display the indicators for an encrypted
and/or signed message, as appropriate.

[0298] Session Key Management

[0299] The conversation window is also the center of the
session key management. A conversation window is estab-
lished for communicating with a particular buddy. The
session key established for that conversation is kept in a
context associated with the conversation window. If the
window is closed or deleted, the key will be lost. If a new
conversation is established, a new key will be generated,
signed, and wrapped for transfer to the buddy.

[0300] Secure File Transfer

[0301] This section describes an exemplary high level
design for adding security features to the AIM File Transfer
feature.

[0302] Confidentiality

[0303] Data transferred using the file transfer protocol is
encrypted while it is transmitted over the network. Encryp-
tion is only required during the transfer. The data will be
stored at each end in the normal (plaintext) form.

[0304]

[0305] The data transferred using the file transfer protocol
is protected against alteration while it is transmitted over the
network. The protocol ensures that the correct data has been
received for an entire file or document, even when only parts
of the file are transmitted because portions of the file were
already on the recipient’s system (partial transfer mode).

[0306]

[0307] The protocol provides a way to identify both the
sender and the recipient of a data transfer. In particular, the
identity of a user that is requesting a file must be securely
established so that access control decisions can be made
based on that identity. The identity of the user transmitting
the file needs to be securely established so that the recipient
can be sure it is receiving the information from the source it
expected.

[0308] Receipts

Integrity

Identity

[0309] The secure file transfer system provides a method
to generate a receipt that indicates that a file or document
was received and will be processed. Receipts contain a date,
the name of the file and (possibly) a value computed from
the contents of the file. Receipts are represented as PKCS #7
Signed Data values.

[0310] Receipts are different in meaning from “signa-
tures”. That is, even though the syntax (the format) of the
receipt is the same as a signature, the semantics (meaning)
is different. Receipts acknowledge that the data was received
and will be processed while signatures are a way for the
signer to assert the correctness of the data.
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[0311] Signatures

[0312] The secure file transfer system provides a method
to generate a cryptographic signature on a file or document
that can be used to verify the data in the file and the identity
of the signer. Signatures can be stored separately from the
contents of the file, so that applications can use the trans-
ferred file without needing to process signature values.

[0313] The file transfer protocol could transmit signatures
as an additional file associated with the primary file.

[0314] Compatibility

[0315] The secure file transfer protocol is compatible with
clients that do not support the secure mode. Secure clients
are able to perform file transfers without the security fea-
tures, and display the status of the transfer to the user.

[0316] Design
[0317] Peer-to-peer SSL Channel

[0318] Secure file transfer uses SSL to secure the peer-to-
peer connection that is used to transfer messages in the file
transfer protocol (including the file contents). SSL is used
for this component instead of S/MIME for several reasons:

[0319] SSL provides integrity for the protocol mes-
sages in addition to the file contents. This protects
against changes to values in the messages such as the
name of the file being transferred.

[0320] SSL (together with certificates) identifies the
user at each end of the connection. This information
may be used by the user to decided whether to accept
an incoming request to send or receive a file.

[0321] SSL provides encryption while the file data is
being transferred.

[0322] S/MIME technology is used to provide signatures
on the data. In particular, the client provides digital signa-
tures on files by using the “detached signature” data format
from the Cryptographic Message Syntax (CMS).

[0323] Establishing the SSL. Channel

[0324] If both clients in the file transfer are capable of
secure mode, the peer-to-peer connection made between
them is established using SSL. The ability to use the secure
channel will be indicated in the proposal offered by the client
initiating the request, and must also be indicated in the
acceptance to the proposal.

[0325] The SSL channel is authenticated at both ends by
using certificates issued for AIM screen names. The AIM
client accepting the connection (listener) uses an “encryp-
tion” certificate to perform the role of an SSL server. The
AIM client establishing the connection uses a “signature”
certificate to perform the role of an SSL client.

[0326] The clients use the existing file transfer protocol
(with some modifications) over the SSL channel. The SSL
channel will provide security for protocol records (headers
etc). This provides privacy for the file names being trans-
ferred, and prevents modifications to the requests and
responses in the protocol. In addition, the identities estab-
lished by SSL are used to make access control decisions.
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[0327] Partial File Transfer Hash

[0328] When a portion of a file is already present on the
recipient’s system, the file transfer protocol tries to optimize
the data bandwidth by sending only the remainder of the file.
The protocol includes an (optional) value that is a SHA-1
hash of the portion of the file that is already available. The
algorithm used to compute the hash will also be sent in the
message to allow changes in the future. The sender checks
this value to determine whether to send the entire file, or just
the remainder.

[0329] The sender sends the entire file if the hash does not
match or it does not recognize the algorithm used for the
hash. The transfer never fails when the hash does not
match—instead the entire file is resent.

[0330] Receipts

[0331] The file sender is able to request a receipt by setting
a bit in one of the protocol header fields. When the transfer
is complete, the recipient constructs the receipt and sends it
in a protocol record before the normal completion record.

[0332] Signatures

[0333] Signatures are generated by a signature generation
tool and can be stored in a separate file with a related file
name. For example, a document called “expenses.xls”
would be “signed” by the tool, creating a new file called
“expenses.xis.sig”.

[0334] Clients that support secure file transfer recognize
the related signature file and transfer the two files together
or offer to transfer the signature in addition to the data file
itself.

[0335] Clients that support secure file transfer can create
these signature files “on the fly” by creating the contents in
a temporary location (or in memory) and transmitting them
to the recipient by specifying the related file name. This
operation might be invoked by checking a box in the file
transfer Ul

[0336] Secure Chat

[0337] Providing security for chat sessions is more diffi-
cult than peer-to-peer conversations, since keys must be
distributed among several parties. In addition, the require-
ments on the type of signature may change, since more than
two parties are participating.

[0338] Encryption

[0339] Include each party as a recipient in each
message.

[0340] Generate a single chat room key, which is
distributed in chat “invitations™.

[0341] Including each party as a recipient is just like the
current secure email deployments. Each message contains
multiple “recipient information” sections, which transfer the
message key to a single participant in the chat.

[0342] An alternative is to create a single key for encrypt-
ing the chat messages (the chat room creator might do that),
and distribute that key in the messages that are used to invite
people to the chat room. This approach changes the form of
the encrypted message (the message is addressed to all
participants in the room as one party).
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[0343] Location Independence

[0344] Instead of allowing the user to certify multiple keys
for a screen name (to support several locations), a Location
Independence service can be provided that downloads the
keys to the AIM client when the user logs on.

[0345] Multiple Certificate Policies

[0346] Additional certificate policy values can be defined
that indicate different levels of authentication of the sub-
scriber. For example, a “Bronze” level certificate might
indicate that the certificate was issued directly by the AIM
service (OSCAR) itself during login, while “Gold” might
indicate a carefully validated EHS account.

[0347] Audited Instant Messages and Escrowed Keys

[0348] Some companies have a requirement to log all
communications between their employees and others. To
provide this service, three additions to this design are
necessary.

[0349] 1. Escrowed encryption keys. This allows
company officials to recover the contents of mes-
sages when required.

[0350] 2. Encrypting instant messages to the
escrowed key, in addition to the primary recipient.
This feature should be optional since it puts addi-
tional computational requirements on the client.

[0351] 3. An audit log proxy that records messages.
The proxy might also enforce the audit/escrow
policy by blocking messages that are not encrypted
using an escrowed key. In addition, it might also strip
off the additional encryption information to reduce
the size of the message on the way to the primary
recipient.

[0352] Although the invention is described herein with
reference to the preferred embodiment, one skilled in the art
will readily appreciate that other applications may be sub-
stituted for those set forth herein without departing from the
spirit and scope of the present invention. Accordingly, the
invention should only be limited by the claims included
below.

1. A process for the secure transmission and reception of
data files and text messages via an instant messaging system
across a computer network, comprising the steps of:

providing an instant messaging server;
providing at least one certificate authority;

wherein said at least one certificate authority issues a
certificate to a user that links a user’s screen name with
a public key value;

providing a first instant messaging client;

wherein said first instant messaging client is associated
with a first user;

wherein the first user has an associated screen name; and

wherein the first user obtains a certificate from said at
least one certificate authority.
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2. The process of claim 1, further comprising the step of:
providing a subscriber database; and

wherein said subscriber database includes, but is not
limited to: user screen names, user subscription expi-
ration dates, and enrollment agent information for
users.

3. The process of claim 1, wherein said first instant
messaging client sends the first user’s certificate to said
instant messaging server for publishing, and wherein said
instant messaging server makes the first user’s certificate
available to any of: the first user’s list of preferred users and
users that have the first user on their list of preferred users.

4. The process of claim 3, wherein said first instant
messaging client sends the first user’s status information for
his certificate along with his certificate to said instant
messaging server, and wherein said instant messaging server
makes the first user’s status information available to any of:
the first user’s list of preferred users and users that have the
first user on their list of preferred users.

5. The process of claim 3, further comprising the step of:

providing a second instant messaging client;

wherein said second instant messaging client is associated
with a second user; and

wherein the second user has an associated screen name.
6. The process of claim 5, further comprising the steps of:

providing publishing means on said instant messaging
server for calculating a hash value for the first user’s
certificate and sending said hash value to any of: the
users in the first user’s list of preferred users and users
that have the first user on their list of preferred users;

wherein the second user is on the first user’s list of
preferred users and/or has the first user on his list of
preferred users;

wherein said second instant messaging client receives said
hash value;

providing hash comparison means on said second instant
messaging client for comparing said hash value with a
hash value for the first user’s certificate stored in a
cache; and

wherein if said hash comparison means finds that said
hash value does not match said cached hash value or
said cached hash value does not exist, then said second
instant messaging client requests the first user’s cer-
tificate from said instant messaging server.

7. The process of claim 6, wherein said instant messenger
server sends the first user’s certificate and said hash value in
response to said second instant messaging client’s request,
and wherein said second instant messaging client stores the
first user’s certificate and said hash value in said cache.

8. The process of claim 6, wherein said second instant
messaging client uses the first user’s certificate to encrypt an
instant text message to the first user; wherein said second
instant messaging client sends said encrypted instant text
message to said instant messaging server, and wherein said
instant messaging server forwards said encrypted instant text
message to said first instant messaging client if the first user
is logged on.

9. The process of claim &, wherein said first instant
messaging client receives said encrypted instant text mes-
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sage from said instant messaging server and decrypts said
encrypted instant text message using the first user’s certifi-
cate.

10. The process of claim 9, wherein said first instant
messaging client reuses an encryption key value obtained
from decrypting said encrypted instant text message in
subsequent messages during an instant message conversa-
tion with said second instant messaging client.

11. The process of claim 1, wherein said first instant
messaging client displays instant messages received and
their security status.

12. The process of claim 9, wherein said second instant
messaging client attaches an encryption algorithm that was
used to encrypt said encrypted instant text message to said
encrypted instant text message, and wherein said first instant
messaging client uses said encryption algorithm to decrypt
said encrypted instant text message.

13. The process of claim 9, wherein said second instant
messaging client wraps said encrypted instant text message
using a wrapping algorithm and wrapping key, wherein said
second instant messaging client attaches said wrapping
algorithm and said wrapping key to said encrypted instant
text message, and wherein said first instant messaging client
extracts said wrapping key from said encrypted instant text
message and uses said wrapping algorithm and said wrap-
ping key to unwrap said encrypted instant text message.

14. The process of claim 6, wherein said second instant
messaging client uses the first user’s certificate to encrypt a
data file to the first user; wherein said second instant
messaging client sends said encrypted file to said instant
messaging server, and wherein said instant messaging server
forwards said encrypted file to said first instant messaging
client if the first user is logged on.

15. The process of claim 14, wherein said first instant
messaging client receives said encrypted file from said
instant messaging server and decrypts said encrypted file
using the first user’s certificate.

16. The process of claim 14, wherein if a file transfer to
said first instant messaging client has been terminated before
an encrypted file has been fully transferred, then said first
instant messaging client requests any remaining portions of
an encrypted file from said second instant messaging client,
wherein said second instant messaging client sends remain-
ing portions of said encrypted file to said instant messaging
server, and wherein said instant messaging server forwards
said encrypted file portions to said first instant messaging
client.

17. The process of claim 14, wherein said second instant
messaging client attaches an encryption algorithm that was
used to encrypt said encrypted file to said encrypted file, and
wherein said first instant messaging client uses said encryp-
tion algorithm to decrypt said encrypted file.

18. The process of claim 14, wherein said second instant
messaging client wraps said encrypted file using a wrapping
algorithm and wrapping key, wherein said second instant
messaging client attaches said wrapping algorithm and said
wrapping key to said encrypted file, and wherein said first
instant messaging client extracts said wrapping key from
said encrypted file and uses said wrapping algorithm and
said wrapping key to unwrap said encrypted file.

19. The process of claim 6, wherein said first instant
messaging client uses the first user’s certificate to sign an
instant text message to the second user; wherein said first
instant messaging client sends said signed instant text mes-
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sage to said instant messaging server, and wherein said
instant messaging server forwards said signed instant text
message to said second instant messaging client if the first
user is logged on.

20. The process of claim 19, wherein said second instant
messaging client receives said signed instant text message
from said instant messaging server and verifies said signed
instant text message using the first user’s certificate.

21. The process of claim 20, wherein said first instant
messaging client reuses a signature value in subsequent
messages during an instant message conversation with said
second instant messaging client.

22. The process of claim 5, further comprising the step of:

escrowing a set of encryption keys;

wherein instant messaging clients belonging to a company
encrypt instant messages to the escrowed keys to
enable recovery; and

wherein said escrowed encryption keys allows said com-
pany’s officials to recover the contents of messages
when required.
23. The process of claim 22, further comprising the step
of:

providing an audit log proxy; and

wherein said audit log proxy records messages sent in and

out of said company.

24. The process of claim 22, wherein said audit log proxy
enforces an audit/escrow policy by blocking messages that
are not encrypted using an escrowed key.

25. An apparatus for the secure transmission and recep-
tion of data files and text messages via an instant messaging
system across a computer network, comprising:

an instant messaging server;
at least one certificate authority;

wherein said at least one certificate authority issues a
certificate to a user that links a user’s screen name with
a public key value;

a first instant messaging client;

wherein said first instant messaging client is associated
with a first user;

wherein the first user has an associated screen name; and

wherein the first user obtains a certificate from said at
least one certificate authority.
26. The apparatus of claim 25, further comprising:

a subscriber database; and

wherein said subscriber database includes, but is not
limited to: user screen names, user subscription expi-
ration dates, and enrollment agent information for
users.

27. The apparatus of claim 25, wherein said first instant
messaging client sends the first user’s certificate to said
instant messaging server for publishing, and wherein said
instant messaging server makes the first user’s certificate
available to any of: the first user’s list of preferred users and
users that have the first user on their list of preferred users.

28. The apparatus of claim 27, wherein said first instant
messaging client sends the first user’s status information for
his certificate along with his certificate to said instant
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messaging server, and wherein said instant messaging server
makes the first user’s status information available to any of:
the first user’s list of preferred users and users that have the
first user on their list of preferred users.

29. The apparatus of claim 27, further comprising:

a second instant messaging client;

wherein said second instant messaging client is associated
with a second user; and

wherein the second user has an associated screen name.
30. The apparatus of claim 29, further comprising:

publishing means on said instant messaging server for
calculating a hash value for the first user’s certificate
and sending said hash value to any of: the users in the
first user’s list of preferred users and users that have the
first user on their list of preferred users;

wherein the second user is on the first user’s list of
preferred users and/or has the first user on his list of
preferred users;

wherein said second instant messaging client receives said
hash value;

hash comparison means on said second instant messaging
client for comparing said hash value with a hash value
for the first user’s certificate stored in a cache; and

wherein if said hash comparison means finds that said
hash value does not match said cached hash value or
said cached hash value does not exist, then said second
instant messaging client requests the first user’s cer-
tificate from said instant messaging server.

31. The apparatus of claim 30, wherein said instant
messenger server sends the first user’s certificate and said
hash value in response to said second instant messaging
client’s request, and wherein said second instant messaging
client stores the first user’s certificate and said hash value in
said cache.

32. The apparatus of claim 30, wherein said second instant
messaging client uses the first user’s certificate to encrypt an
instant text message to the first user; wherein said second
instant messaging client sends said encrypted instant text
message to said instant messaging server, and wherein said
instant messaging server forwards said encrypted instant text
message to said first instant messaging client if the first user
is logged on.

33. The apparatus of claim 32, wherein said first instant
messaging client receives said encrypted instant text mes-
sage from said instant messaging server and decrypts said
encrypted instant text message using the first user’s certifi-
cate.

34. The apparatus of claim 33, wherein said first instant
messaging client reuses an encryption key value obtained
from decrypting said encrypted instant text message in
subsequent messages during an instant message conversa-
tion with said second instant messaging client.

35. The apparatus of claim 25, wherein said first instant
messaging client displays instant messages received and
their security status.

36. The apparatus of claim 33, wherein said second instant
messaging client attaches an encryption algorithm that was
used to encrypt said encrypted instant text message to said
encrypted instant text message, and wherein said first instant
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messaging client uses said encryption algorithm to decrypt
said encrypted instant text message.

37. The apparatus of claim 33, wherein said second instant
messaging client wraps said encrypted instant text message
using a wrapping algorithm and wrapping key, wherein said
second instant messaging client attaches said wrapping
algorithm and said wrapping key to said encrypted instant
text message, and wherein said first instant messaging client
extracts said wrapping key from said encrypted instant text
message and uses said wrapping algorithm and said wrap-
ping key to unwrap said encrypted instant text message.

38. The apparatus of claim 30, wherein said second instant
messaging client uses the first user’s certificate to encrypt a
data file to the first user; wherein said second instant
messaging client sends said encrypted file to said instant
messaging server, and wherein said instant messaging server
forwards said encrypted file to said first instant messaging
client if the first user is logged on.

39. The apparatus of claim 38, wherein said first instant
messaging client receives said encrypted file from said
instant messaging server and decrypts said encrypted file
using the first user’s certificate.

40. The apparatus of claim 38, wherein if a file transfer to
said first instant messaging client has been terminated before
an encrypted file has been fully transferred, then said first
instant messaging client requests any remaining portions of
an encrypted file from said second instant messaging client,
wherein said second instant messaging client sends remain-
ing portions of said encrypted file to said instant messaging
server, and wherein said instant messaging server forwards
said encrypted file portions to said first instant messaging
client.

41. The apparatus of claim 38, wherein said second instant
messaging client attaches an encryption algorithm that was
used to encrypt said encrypted file to said encrypted file, and
wherein said first instant messaging client uses said encryp-
tion algorithm to decrypt said encrypted file.

42. The apparatus of claim 38, wherein said second instant
messaging client wraps said encrypted file using a wrapping
algorithm and wrapping key, wherein said second instant
messaging client attaches said wrapping algorithm and said
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wrapping key to said encrypted file, and wherein said first
instant messaging client extracts said wrapping key from
said encrypted file and uses said wrapping algorithm and
said wrapping key to unwrap said encrypted file.

43. The apparatus of claim 30, wherein said first instant
messaging client uses the first user’s certificate to sign an
instant text message to the second user; wherein said first
instant messaging client sends said signed instant text mes-
sage to said instant messaging server, and wherein said
instant messaging server forwards said signed instant text
message to said second instant messaging client if the first
user is logged on.

44. The apparatus of claim 43, wherein said second instant
messaging client receives said signed instant text message
from said instant messaging server and verifies said signed
instant text message using the first user’s certificate.

45. The apparatus of claim 44, wherein said first instant
messaging client reuses a signature value in subsequent
messages during an instant message conversation with said
second instant messaging client.

46. The apparatus of claim 27, further comprising the step
of:

escrowing a set of encryption keys;

wherein instant messaging clients belonging to a company
encrypt instant messages to the escrowed keys to
enable recovery; and

wherein said escrowed encryption keys allows said com-
pany’s officials to recover the contents of messages
when required.
47. The apparatus of claim 46, further comprising the step
of:

providing an audit log proxy; and

wherein said audit log proxy records messages sent in and
out of said company.
48. The apparatus of claim 46, wherein said audit log
proxy enforces an audit/escrow policy by blocking messages
that are not encrypted using an escrowed key.
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