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(57) Abstract: One embodiment of the invention disclosed herein
provides techniques for detecting and remediating an outlier server in
a distributed computer system. A control server retrieves a group of
time-series data sets associated with a first time period, where each
time-series data set represents a performance metric for a different
server in a group of servers. The control server generates a cluster
that includes two or more of the time-series data sets, where the per-
formance metric for each server that is associated with one of the
time-series data sets in the cluster is within a threshold distance from
the performance metric for the servers that are associated with the
other time-series data sets in the cluster. The control server determ-
ines that a particular time-series data set corresponds to a server in-
cluded in the group of servers and is not included in the cluster, and
marks the server as an outlier server.
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SERVER OUTLIER DETECTION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of United States provisional patent
application titled, “SERVER OUTLIER DETECTION,” filed on July 14, 2015, and
having serial number 62/192,523, and claims the benefit of United States patent
application titled, “SERVER OUTLIER DETECTION,” filed on February 11, 2016, and
having serial number 15/042,116. The subject matter of these related applications is

hereby incorporated herein by reference.

BACKGROUND OF THE INVENTION

Field of the Invention
[0002] Embodiments of the present invention relate generally to computers and

computer networks and, more specifically, to server outlier detection.

Description of the Related Art

[0003] A variety of online computer services are provided by a group of two or
more servers, where any server in the group can respond to incoming service
requests received from a client (also referred to herein as an “endpoint device”). A
system that provides computer services via multiple servers is typically considered to
be a distributed computer system. A distributed computer system could deploy any
number of two or more servers for servicing requests, typically ranging from as few as
two servers to tens of thousands of servers. Further, the number of servers may
increase or decrease dynamically based on demand. In such distributed computer
systems, during normal operation, a particular client transmits a request to the
computer service via a distributed computer network. Any server in the group of
servers that is capable of servicing the request may receive the request and respond
to the request by transmitting a corresponding response message to the client. The
servers within a distributed computer system may be configured to service any one or

more types of service requests.

[0004] In one example, a distributed computer system could be deployed to
stream media content from one or more servers to requesting clients. A client could
request a set of recommended media titles for viewing. A cluster of servers equipped

to respond to the recommendation request would respond with a set of recommended
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media titles based on various factors, such as one or more preferences specified by
the requesting client, the viewing history of the requesting client, and the viewing
history of clients with similar characteristics of the requesting client. Based on the
recommendations, the client could then request that a particular media title be
streamed to the client. A cluster of servers equipped to respond to streaming
requests would then respond to such a request by streaming the requested media title
to the client. The client could further request that one or more attributes be changed
in a profile associated with the client, such as a user name, password, preference
settings, or payment information. A cluster of servers equipped to respond to profile
update requests would respond with a message indicating whether the requested

profile changes were successfully implemented.

[0005] Over time, one or more servers in a distributed computer system may
encounter various problems, such as complications arising from hardware or software
defects. In more extreme cases, such complications can cause the affected server(s)
to fail completely. A system operator who is monitoring the performance of the
different servers within a distributed computer system may be able to detect the
complete failure of a particular server and may respond by terminating operation of
the server or taking the server offline for further analysis. In less extreme cases, the
above complications can cause the affected server(s) to behave in an uncharacteristic
manner, such as servicing requests with increased latency, increasing error rates
when servicing requests, and/or consuming an atypical amount of processing,

memory, or system disk resources for routine tasks and operations.

[0006] A system operator who is monitoring the performance of the different
servers with a distributed computer system may fail to detect a server that is behaving
in an uncharacteristic manner, particularly when the change in behavior is subtle or
when the number of deployed servers in the distributed system is large. In particular,
in such less extreme cases, a defective server may respond to “health checks” and
show normal system-level metrics but nonetheless may be operating in a sub-optimal
manner relative to other servers. As a result, clients being serviced by the defective
server(s) may experience reduced overall system performance, leading to user

dissatisfaction with respect to the relevant computer service(s) being offered.

[0007] As the foregoing illustrates, what is needed in the art are more effective

ways to detect and remediate defective servers in a distributed computer system.
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SUMMARY OF THE INVENTION

[0008] One embodiment of the present application sets forth a method for
detecting and remediating an outlier server in a distributed computer system. The
method includes retrieving a first plurality of time-series data sets associated with a
first time period, wherein each time-series data set included in the first plurality of
time-series data sets represents a performance metric for a different server included
in a plurality of servers. The method further includes generating a first cluster that
includes two or more of the time-series data sets included in the first plurality of time-
series data sets, wherein the performance metric for each server included in the
plurality of servers that is associated with one of the time-series data sets included in
the first cluster is within a threshold distance from the performance metric for the
servers included in the plurality of servers that are associated with the other time-
series data sets included in the first cluster. The method further includes determining
that a first time-series data set included in the first plurality of time-series data sets
corresponds to a first server included in the plurality of servers and is not included in
the first cluster. The method further includes marking the first server as an outlier

server.

[0009] Other embodiments of the present invention include, without limitation, a
computer-readable medium including instructions for performing one or more aspects
of the disclosed techniques, as well as a computing device for performing one or

more aspects of the disclosed techniques.

[0010] At least one advantage of the disclosed techniques is that the control server
automatically detects outlier servers based on one or more user-specified metrics and
either takes the outlier server offline or terminates the outlier server after detection.
The control server detects and remediates such outlier servers faster relative to prior
techniques. As a result, the offline or terminated outlier server is typically replaced
automatically with a new, and presumably healthy, server. As a result, clients
experience improved performance for computer services delivered via a distributed

computer system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] So that the manner in which the above recited features of the invention can

be understood in detail, a more particular description of the invention, briefly
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summarized above, may be had by reference to embodiments, some of which are
illustrated in the appended drawings. It is to be noted, however, that the appended
drawings illustrate only typical embodiments of this invention and are therefore not to
be considered limiting of its scope, for the invention may admit to other equally

effective embodiments.

[0012] Figure 1 illustrates a distributed computer system configured to implement

one or more aspects of the present invention;

[0013] Figure 2 is a more detailed block diagram of the content server of Figure 1,

according to various embodiments of the present invention;

[0014] Figure 3 is a more detailed block diagram of the control server of Figure 1,

according to various embodiments of the present invention;

[0015] Figure 4 is a more detailed block diagram of the endpoint device of Figure

1, according to various embodiments of the present invention;

[0016] Figures 5A-5B are graphs depicting the behavior over time of various
performance metrics associated with a group of servers within a distributed computer

system, according to various embodiments of the present invention; and

[0017] Figure 6 is a flow diagram of method steps for detecting and remediating an
outlier server in a distributed computer system, according to various embodiments of

the present invention.

DETAILED DESCRIPTION

[0018] In the following description, numerous specific details are set forth to
provide a more thorough understanding of the embodiments of the present invention.
However, it will be apparent to one of skill in the art that the embodiments of the

present invention may be practiced without one or more of these specific details.

System Overview

[0019] Figure 1 illustrates a distributed computer system 100 configured to
implement one or more aspects of the present invention. As shown, the distributed

computer system 100 includes, without limitation, content servers 110, control server
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120, and endpoint devices 115, each of which are connected via a communications
network 105.

[0020] Each endpoint device 115 communicates with one or more content servers
110 (also referred to as “caches” or “nodes”) via the network 105 to download
content, such as textual data, graphical data, audio data, video data, and other types
of data. The downloadable content, also referred to herein as a “file,” is then
presented to a user of one or more endpoint devices 115. In various embodiments,
the endpoint devices 115 may include computer systems, set top boxes, mobile
computer, smartphones, tablets, console and handheld video game systems, digital
video recorders (DVRs), DVD players, connected digital TVs, dedicated media
streaming devices, (e.g., the Roku® set-top box), and/or any other technically feasible
computing platform that has network connectivity and is capable of presenting

content, such as text, images, video, and/or audio content, to a user.

[0021] Each content server 110 may include a web-server, database, and server
application 217 configured to communicate with the control server 120 to determine
the location and availability of various files that are tracked and managed by the
control server 120. Each content server 110 may further communicate with a fill
source 130 and one or more other content servers 110 in order “fill” each content
server 110 with copies of various files. In addition, content servers 110 may respond
to requests for files received from endpoint devices 115. The files may then be
distributed from the content server 110 or via a broader content distribution network.
In some embodiments, the content servers 110 enable users to authenticate (e.g.,
using a username and password) in order to access files stored on the content
servers 110. Although only a single control server 120 is shown in Figure 1, in
various embodiments multiple control servers 120 may be implemented to track and

manage files.

[0022] In various embodiments, the fill source 130 may include an online storage
service (e.g., Amazon® Simple Storage Service, Google® Cloud Storage, etc.) in
which a catalog of files, including thousands or millions of files, is stored and
accessed in order to fill the content servers 110. Although only a single fill source 130
is shown in Figure 1, in various embodiments multiple fill sources 130 may be

implemented to service requests for files.
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[0023] Figure 2 is a more detailed block diagram of the content server 110 of
Figure 1, according to various embodiments of the present invention. As shown, the
content server 110 includes, without limitation, a processor 204, a system disk 206,
an input/output (I/0O) devices interface 208, a network interface 210, an interconnect

212, and a system memory 214.

[0024] The processor 204 may be any technically feasible form of processing
device configured process data and execute program code. Processor 204 could be,
for example, a central processing unit (CPU), a graphics processing unit (GPU), an
application-specific integrated circuit (ASIC), a field-programmable gate array
(FPGA), and so forth. The processor 204 is configured to retrieve and execute
programming instructions, such as server application 217, stored in the system
memory 214. Similarly, the processor 204 is configured to store application data
(e.g., software libraries) and retrieve application data from the system memory 214.
The interconnect 212 is configured to facilitate transmission of data, such as
programming instructions and application data, between the processor 204, the
system disk 2086, I/0O devices interface 208, the network interface 210, and the system
memory 214. The I/O devices interface 208 is configured to receive input data from
I/0 devices 216 and transmit the input data to the processor 204 via the interconnect
212. For example, I/O devices 216 may include one or more buttons, a keyboard, a
mouse, and/or other input devices. The I/O devices interface 208 is further
configured to receive output data from the processor 204 via the interconnect 212 and

transmit the output data to the I/O devices 216.

[0025] The system disk 206 may include one or more hard disk drives, solid state
storage devices, or similar storage devices. The system disk 206 is configured to
store non-volatile data such as files 218 (e.g., audio files, video files, subtitles,
application files, software libraries, etc.). The files 218 can then be retrieved by one
or more endpoint devices 115 via the network 105. In some embodiments, the
network interface 210 is configured to operate in compliance with the Ethernet

standard.

[0026] The system memory 214 includes a server application 217 configured to
service requests for files 218 received from endpoint device 115 and other content
servers 110. When the server application 217 receives a request for a file 218, the

server application 217 retrieves the corresponding file 218 from the system disk 206
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and transmits the file 218 to an endpoint device 115 or a content server 110 via the
network 105.

[0027] Figure 3 is a more detailed block diagram of the control server 120 of
Figure 1, according to various embodiments of the present invention. As shown, the
control server 120 includes, without limitation, a processor 304, a system disk 306, an
input/output (1/0) devices interface 308, a network interface 310, an interconnect 312,

and a system memory 314.

[0028] The processor 304 may be any technically feasible form of processing
device configured process data and execute program code. Processor 304 could be,
for example, a central processing unit (CPU), a graphics processing unit (GPU), an
application-specific integrated circuit (ASIC), a field-programmable gate array
(FPGA), and so forth. The processor 304 is configured to retrieve and execute
programming instructions, such as control application 317, stored in the system
memory 314. Similarly, the processor 304 is configured to store application data
(e.q., software libraries) and retrieve application data from the system memory 314
and a database 318 stored in the system disk 306. The interconnect 312 is
configured to facilitate transmission of data between the processor 304, the system
disk 306, I/0 devices interface 308, the network interface 310, and the system
memory 314. The I/O devices interface 308 is configured to transmit input data and
output data between the I/0 devices 316 and the processor 304 via the interconnect
312. The system disk 306 may include one or more hard disk drives, solid state
storage devices, and the like. The system disk 206 is configured to store a database
318 of information associated with the content servers 110, the fill source(s) 130, and
the files 218.

[0029] The system memory 314 includes a control application 317 configured to
access information stored in the database 318 and process the information to
determine the manner in which specific files 218 will be replicated across content
servers 110 included in the distributed computer system 100. The control application
317 may further be configured to receive and analyze performance characteristics
associated with one or more of the content servers 110 and/or endpoint devices 115.
More specifically, the control application 317 includes an aggregation engine 322 and

an analytics engine 324, as now described.
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[0030] The aggregation engine 322 retrieves raw data from the database 318,
where the raw data in the database 318 includes time-stamped values for various
performance metrics, also referred to herein as “metrics,” measured for each content
server 110 in the group of content servers. The time-stamped metrics include any
relevant metrics related to server performance, including, without limitation, response
latency, error rate, processor utilization, memory utilization, and system disk
utilization. The aggregation engine 322 forms time-series data sets from the retrieved
data by sorting the raw data by metric and by content server 110, and then arranges
the raw data in time order. In this manner, the aggregation engine 322 creates a
time-series data set for each metric and for each content server 110 represented in
the raw data stored in the database 318. The aggregation engine 322 makes the

aggregated time-series data available for retrieval by the analytics engine 324.

[0031] The analytics engine 324 retrieves aggregated time-series data created by
the aggregation engine 322. The analytics engine 324 processes the aggregated

time-series data by receiving input data in a configuration phase and then performing
analysis on the aggregated time-series data, based on the received input data, in an

analysis phase.

[0032] In the configuration phase, the analytics engine 324 receives a selection of
one or more relevant metrics for analysis. The selection of the relevant metrics may
be determined via any technically feasible technique, including, without limitation,
receiving a user selection of the metrics, and retrieving the selection of the metrics
from a configuration file. The analytics engine 324 retrieves aggregated time-series
data for the one or more metrics for at least a portion of the content servers 110. The
analytics engine 324 formats the retrieved aggregated time-series data for display on
a display device. In some embodiments, if more than one metric is selected, the
analytics engine 324 creates a time series of a composite metric for each content
server 110 in the portion of content servers 110. The analytics engine 324 computes
the composite metric via any technically feasible technique, including, without
limitation, a sum of the individual metrics, a simple average of the individual metrics,
and a weighted sum of the individual metrics. The analytics engine 324 causes the

aggregated time-series data to be displayed on the display device.

[0033] The analytics engine 324 receives a quantity of outlier servers present in

the retrieved aggregated time-series data. For example, a user, such as a system
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operator, could view the displayed aggregated time-series data and could specify that
the displayed data shows that there are no outlier servers represented by the
displayed data. Alternatively, the user could view the displayed aggregated time-
series data and could specify that the displayed data shows that there are one, two,
or more outlier servers represented by the displayed data. The user could also
specify that one or more outlier servers are expected outlier servers. A particular
server may be specified as an expected outlier server for various reasons, including,
without limitation, the server is performing maintenance operations, the server is
executing a test version of an application program that is different from a
corresponding application program executed by other servers in the group of servers,
and the server is known to have a hardware configuration that is different from other
servers in the group of servers. In some embodiments, the user may further specify a
minimum duration before a content server 110 is considered to be an outlier server.
For example, the user could specify that a content server 110 is considered to be an
outlier server when the time series for the content server 110 fails to be included in a
cluster for a given number of analysis periods in a row. That is, a content server 110
could be considered as an outlier server if the time series for the content server 110
fails to be included in a cluster for three consecutive analysis periods. Alternatively,
the user could specify that a content server 110 is considered to be an outlier server
when the time series for the content server 110 fails to be included in a cluster for a
given number of analysis periods out of a specified number of analysis periods. That
is, a content server 110 could be considered as an outlier server if the time series for
the content server 110 fails to be included in a cluster for three of the last five analysis

periods.

[0034] After completing the configuration phase, the analytics engine 324 enters
the analysis phase. The analytics engine 324 performs clustering analysis on the
time-series data for the group of content servers 110. More specifically, the analytics
engine 324 clusters time-series data for the content servers 110 into one or more
clusters, based on the aggregated metrics and the specified quantity of outlier
servers. In some embodiments, the analytics engine 324 may normalize the time-
series data prior to clustering such that all metric values included in the time-series
data fall between specified limits. For example, the analytics engine 324 could
normalize the time-series data such that all metric values included in the time-series

data fall between 0.0 and 1.0 inclusive. The analytics engine 324 may cluster the
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time series via any technically feasible approach, including, without limitation, density-
based spatial clustering of applications with noise (DBSCAN), k-means clustering,
and Gaussian-mixture-based models. In general, cluster analysis is an unsupervised
machine learning technique that groups time series into clusters without the need to
create training data sets that include one or more outliers. That is, the analytics
engine 324 performs cluster analysis on time-series data without user intervention or
prior training. The analytics engine 324 creates clusters, where each cluster includes
time series that represent a subset of the content servers 110 that, with respect to the
specified metrics, are more similar to each other than to other content servers 110 not

represented by the time series in the cluster.

[0035] In some embodiments, the analytics engine 324 may automatically
calculate the relevant parameters for the relevant clustering approach, including,
without limitation, DBSCAN clustering, k-means clustering, and Gaussian-mixture-
based models. With particular regard to DBSCAN clustering, the analytics engine
324 may automatically calculate the relevant parameters for DBSCAN from the time-
series data with relative ease, as compared with Gaussian-mixture-based models.
Further, DBSCAN more readily determines which time series belong to a particular
cluster and which time series do not belong to the cluster, relative to k-means
clustering which typically only determines which time series are furthest from the

center of a particular cluster.

[0036] Using DBSCAN, the analytics engine 324 determines two parameters
based on the aggregated time-series data and on the data received during the
configuration phase. These two parameters are a distance measure, also referred to
herein as epsilon or €, and a minimum cluster size. In some embodiments, the
distance measure may indicate the maximum Euclidean distance that the time-series
data for a particular content server 110 may be from the center of a cluster and still be
considered as part of the cluster. The minimum cluster size indicates the minimum
number of content servers 110 that may be considered a cluster. The minimum
cluster size may be specified as an absolute number or as a percentage of the total.
For example, if the minimum cluster size is 5, then a cluster would not be formed with
4 or fewer time series corresponding to content servers 110 exhibiting similar
behavior but would be formed with 5 or more time series. if the minimum cluster size

is 10% and the current number of cluster servers is 100, then a cluster would not be
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formed with 9 or fewer time series corresponding to content servers 110 exhibiting

similar behavior but would be formed with 10 or more time series.

[0037] In some embodiments, the value of € and the minimum cluster size may be
determined via a calibration process referred to herein as simulated annealing. Via
simulated annealing, the analytics engine 324 may set an initial value of € and a
minimum cluster size. Then, the analytics engine 324 may gradually reduce the value
of € over a series of steps until the number of detected outlier servers is one greater
than the number of outlier servers identified during the configuration phase. The
analytics engine 324 may gradually increase the value of € over a series of steps until
the number of detected outlier servers is equal to the number of outlier servers
identified during the configuration phase. At that value of €, the analytics engine 324
identifies the correct number of outlier servers. In some embodiments, the amount by
which to increase the value of € at each step may be based on the number of steps
over which € was decreased. For example, the analytics engine 324 could gradually
increase the value of € over a series of “x” steps until the number of detected outlier
servers is equal to the number of outlier servers identified during the configuration
phase. The analytics engine 324 could then gradually increase the value of € by
‘log(x)” per step over a series of steps until the number of detected outlier servers is

equal to the number of outlier servers identified during the configuration phase.

[0038] Once the value of € and the minimum cluster size are determined, the
analytics engine 324 gathers time-series data for the specified metrics for each
content server 110 for an incremental duration of time, referred to as an incremental
analysis period. The analytics engine 324 clusters the time series for the content
servers 110 based on the time-series data for the incremental period of time. In some
embodiments, the analytics engine 324 may normalize the time-series data prior to
clustering such that all metric values included in the time-series data fall between
specified limits. For example, the analytics engine 324 could normalize the time-
series data such that all metric values included in the time-series data fall between
0.0 and 1.0 inclusive. The analytics engine 324 then determines if any one or more
content servers 110 is a new outlier server. For example, the analytics engine 324
could determine that a content server 110, not previously identified as an outlier

server, is represented by a time series that has failed to be included in a cluster for
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three consecutive analysis periods or for three of the most recent five analysis

periods.

[0039] If the analytics engine 324 identifies one or more new outlier servers, then
the analytics engine 324 performs one or more corresponding actions or operations to
remediate the new outlier server. Such responsive actions include, without limitation,
transmitting an email or a page to a system operator, collecting forensic data with
respect to the outlier server for further analysis, taking the outlier server offline,
rebooting the server, or terminating operation of the outlier server. In the case of
taking an outlier server offline, such an outlier server continues to operate, but no
longer receives requests from clients. In this manner, the outlier server can be
subjected to further analysis to determine why the outlier server deviated from an
expected operating behavior. In some embodiments, the analytics engine 324 may
receive an indication that the new outlier server should be considered as an expected
outlier server. In such embodiments, the analytics engine 324 identifies the new
outlier server as an additional expected outlier server. In some embodiments, if a
previously identified outlier server changes behavior such that the time series
corresponding to the outlier server can be clustered with other time series for a
threshold number of analysis periods, then the analytics engine 324 may identify the

server as no longer being an outlier server.

[0040] It will be appreciated that the system shown herein is illustrative and that
variations and modifications are possible. For example, the system described herein
performs analysis during discrete durations of time, referred to herein as analysis
periods. The duration of the analysis period could be varied so long as the duration is
sufficiently long to prevent short aberrations or “noise” in the relevant metrics is not
interpreted as indicative of an outlier server. Similarly, the duration of the analysis
period should be sufficiently short to avoid long delays in detecting and remediating
new outlier servers. Alternatively, the analytics engine 324 analyzes the relevant
metrics for the content servers 110 in real time, thereby continuously analyzing metric
data as the data are collected. Further, existing data could be used as training data in
parallel with the approaches described herein. That is, although DBSCAN does not
require a previously analyzed training data set, such a training data set could provide
improved performance when used in conjunction with DBSCAN. That is, the analytics

engine 324 may combine the data from one or more training data sets with the
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aggregated time-series data from the data aggregation engine 322 to provide
improved outlier server detection, relative to either of these techniques when used

alone.

[0041] Figure 4 is a more detailed block diagram of the endpoint device 115 of
Figure 1, according to various embodiments of the present invention. As shown, the
endpoint device 115 includes, without limitation, a processor 410, a graphics
subsystem 412, an I/O device interface (I/F) 414, a mass storage unit 416, a network

interface 418, an interconnect 422, and a memory subsystem 430.

[0042] The processor 410 may be any technically feasible form of processing
device configured process data and execute program code. Processor 410 could be,
for example, a central processing unit (CPU), a graphics processing unit (GPU), an
application-specific integrated circuit (ASIC), a field-programmable gate array
(FPGA), and so forth. In some embodiments, the processor 410 is configured to
retrieve and execute programming instructions stored in the memory subsystem 430.
Similarly, the processor 410 is configured to store and retrieve application data (e.g.,
software libraries) residing in the memory subsystem 430. The interconnect 422 is
configured to facilitate transmission of data, such as programming instructions and
application data, between the processor 410, graphics subsystem 412, 1/0 devices

interface 414, mass storage 416, network interface 418, and memory subsystem 430.

[0043] In some embodiments, the graphics subsystem 412 is configured to
generate frames of video data and transmit the frames of video data to display device
450. In some embodiments, the graphics subsystem 412 may be integrated into an
integrated circuit, along with the processor 410. The display device 450 may
comprise any technically feasible means for generating an image for display. For
example, the display device 450 may be fabricated using liquid crystal display (LCD)
technology, cathode-ray technology, and light-emitting diode (LED) display
technology. An input/output (1/0) device interface 414 is configured to receive input
data from user I/0O devices 452 and transmit the input data to the processor 410 via
the interconnect 422. For example, user I/O devices 452 may comprise one of more
buttons, a keyboard, and a mouse or other pointing device. The I/O device interface
414 also includes an audio output unit configured to generate an electrical audio
output signal. User I/O devices 452 includes a speaker configured to generate an

acoustic output in response to the electrical audio output signal. In alternative
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embodiments, the display device 450 may include the speaker. A television is an
example of a device known in the art that can display video frames and generate an

acoustic output.

[0044] A mass storage unit 416, such as a hard disk drive or flash memory storage
drive, is configured to store non-volatile data. A network interface 418 is configured to
transmit and receive packets of data via the network 105. In some embodiments, the
network interface 418 is configured to communicate using the well-known Ethernet
standard. The network interface 418 is coupled to the processor 410 via the

interconnect 422.

[0045] In some embodiments, the memory subsystem 430 includes programming
instructions and application data that comprise an operating system 432, a user
interface 434, and a playback application 436. The operating system 432 performs
system management functions such as managing hardware devices including the
network interface 418, mass storage unit 416, 1/0 device interface 414, and graphics
subsystem 412. The operating system 432 also provides process and memory
management models for the user interface 434 and the playback application 436.
The user interface 434, such as a window and object metaphor, provides a
mechanism for user interaction with endpoint device 108. Persons skilled in the art
will recognize the various operating systems and user interfaces that are well-known

in the art and suitable for incorporation into the endpoint device 108.

[0046] In some embodiments, the playback application 436 is configured to
request and receive content from the content server 105 via the network interface
418. Further, the playback application 436 is configured to interpret the content and

present the content via display device 450 and/or user I/O devices 452.
Server Outlier Detection

[0047] Figures 5A-5B are graphs depicting the behavior over time of various
performance metrics associated with a group of servers within a distributed computer

system, according to various embodiments of the present invention.

[0048] As shown in Figure 5A, the graph includes, without limitation, a first cluster
520 of time series. Each time series in the cluster 520 represents a metric under
analysis for a different server in a group of servers. The x-axis 510 of the graph

represents time, while the y-axis 515 of the graph represents the metric under
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analysis. In some embodiments, the metric is a composite metric that represents a
combination of one or more metrics. At time 550, the analysis engine 324 causes the
time-series data between time 540 and time 550 to be displayed on a display device.
During the time periods from time 540 to time 542 and from time 542 to time 544, the
analysis engine 324 determines that there are four time series included in the first
cluster 520, corresponding to four different servers in the group of servers. During the
next three time periods from time 544 to time 546, from time 546 to time 548, and
from time 548 to time 550, the analysis engine 324 determines that the time series
530 for one of the servers represented by cluster 520 has a metric value that is
significantly higher than the metric value for the other three time series in the first
cluster 520. If the analysis engine 324 receives an indication that one outlier server is
present during the time period from time 540 to time 550, then the analysis engine
324 identifies the server corresponding to time series 530 as an outlier server. During
each incremental analysis period after time 550, the analysis engine 324 continues to
identify time series 530 as corresponding to an outlier server and the other three time

series as part of the first cluster 520.

[0049] As shown in Figure 5B, the graph includes, without limitation, a first cluster
520 of time series and a second cluster 535 of time series. Each time series in the
cluster 520 represents a metric under analysis for a different server in a first group of
servers. Correspondingly, each time series in the cluster 525 represents the metric
under analysis for a different server in a second group of servers. The x-axis 510 and
the y-axis 515 of the graph are describes in conjunction with Figure 5A. At time 550,
the analysis engine 324 causes the data between time 540 and time 550 to be
displayed on a display device. During the time periods from time 540 to time 542 and
from time 542 to time 544, the analysis engine 324 determines that there are four time
series included in the first cluster 520, corresponding to four different servers in the
first group of servers. Likewise, during the time periods from time 540 to time 542
and from time 542 to time 544, the analysis engine 324 determines that there are four
time series included in the second cluster 525, corresponding to four different servers
in the second group of servers. During the time period from time 540 to time 550, the
analytics engine 324 determines that time series 530 corresponds to an outlier server,

as described in conjunction with Figure 5A.
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[0050] After time 550, the analytics engine 324 clusters the time series during
each incremental analysis period to determine whether additional outlier servers are
found. During the incremental analysis period from time 552 to time 554, the
analytics engine 324 determines that the metric value for time series 535,
corresponding to one of the servers represented by the second cluster 525, is
significantly lower than the metric value for the other three servers represented by the
second server cluster 525. During each of the following incremental analysis periods
from time 554 to time 556, time 556 to time 558, and time 558 to time 560, the
analytics engine 324 likewise determines that the metric value for time series 535 is
significantly lower than the metric value for the other three time series in the second
cluster 525. When the analytics engine 324 determines that the metric value for time
series 535 is significantly lower for a threshold number of analysis periods, the
analytics engine 324 determines that the server corresponding to time series 535 is
an outlier server. For example, if the threshold number of analysis periods is three,
then, at time 558, the analytics engine 324 determines that the server corresponding
to time series 535 is an outlier server. The analytics engine 324 then remediates the
identified outlier server by performing one or more remedial actions or operations, as

further described herein.

[0051] Figure 6 is a flow diagram of method steps for detecting and remediating an
outlier server in a distributed computer system, according to various embodiments of
the present invention. Although the method steps are described in conjunction with
the systems of Figures 1-4, persons skilled in the art will understand that any system
configured to perform the method steps, in any order, is within the scope of the

present invention.

[0052] As shown, a method 600 begins at step 602, where the aggregation engine
322 aggregates one or more metrics for a group of servers over a specified duration.
In some embodiments, the one or more metrics may be specified by a user, such as a
system operator. The one or more metrics include any relevant metrics related to
server performance, including, without limitation, response latency, error rate,
processor utilization, memory utilization, and system disk utilization. At step 604, the
analytics engine 324 formats the aggregated time-series data of the one or more
metrics for display on a display device. In some embodiments, the analytics engine

324 may combine multiple metrics into a single composite metric for display. The
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analytics engine 324 computes the composite metric via any technically feasible
technique, including, without limitation, a sum of the individual metrics, a simple

average of the individual metrics, and a weighted sum of the individual metrics.

[0053] At step 606, the analytics engine 324 receives information regarding a
specific quantity of outlier servers present in the group of servers based on the
aggregated time-series data formatted for display. In some embodiments, a user,
such as a system operator, may identify that the aggregated metrics, as displayed,
includes data for a specific quantity of outlier servers, such as zero, one, or two outlier
servers. At step 608, the analytics engine 324 clusters the time series corresponding
to a group of servers into one or more clusters, based on the aggregated time-series
data for the metrics and the specified quantity of outlier servers. In some
embodiments, the analytics engine 324 may normalize the time-series data prior to
clustering such that all metric values included in the time-series data fall between
specified limits. For example, the analytics engine 324 could normalize the time-
series data such that all metric values included in the time-series data fall between
0.0 and 1.0 inclusive. The analytics engine 324 may cluster time-series data
corresponding to the group of servers via any technically feasible approach, including,
without limitation, DBSCAN, k-means clustering, and Gaussian-based models. The
analytics engine 324 clusters the time-series data by varying parameters, such as the
distance among the time series corresponding to the servers within a cluster and the
minimum number of time series to be considered a cluster. The analytics engine 324
varies such parameters until the quantity of detected outlier servers is equal to the
specified quantity of outlier servers. In some embodiments, the analytics engine 324
may perform the clustering and detection technique, as described in conjunction with
steps 606-608, prior to formatting the aggregated time-series data of the one or more

metrics for display on a display device, as described in conjunction with steps 604.

[0054] At step 610, the analytics engine 324 identifies any servers that are
expected to be outlier servers. In some embodiments, the expected outlier servers
may be specified by a user, such as a system operator. A particular server may be
specified as an expected outlier server for various reasons, including, without
limitation, the server is performing maintenance operations, the server is executing a
test version of an application program that is different from a corresponding

application program executed by other servers in the group of servers, and the server
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is known to have a hardware configuration that is different from other servers in the
group of servers. At step 612, the aggregation engine 322 aggregates the one or

more metrics for the group of servers over an incremental analysis period.

[0055] At step 614, the aggregation engine 322 determines whether a new outlier
server is detected. In some embodiments, the aggregation engine 322 may detect a
new outlier server by clustering the time-series data corresponding to the group of
servers over the incremental analysis period. In some embodiments, the analytics
engine 324 may normalize the time-series data prior to clustering such that all metric
values included in the time-series data fall between specified limits. For example, the
analytics engine 324 could normalize the time-series data such that all metric values
included in the time-series data fall between 0.0 and 1.0 inclusive. If the aggregation
engine 322 detects a new outlier server, then the aggregation engine 322 compares
the outlier servers detected for the incremental analysis period versus the outlier
servers detected during the cluster operation of step 608 and any expected outlier
servers identified in step 610. If all outlier servers detected over the incremental
analysis period were previously detected or already identified as outlier servers, then
the aggregation engine 322 concludes that no new outlier servers are detected. The

method 600 then proceeds to step 612, described above.

[0056] If, however, at step 614, the aggregation engine 322 determines that at
least one outlier server detected during the incremental analysis period was not
previously detected as an outlier server and was not identified as an expected outlier
server, then the aggregation engine 322 concludes that a new outlier server has been
detected. The method 600 then proceeds to step 616, where the aggregation engine
322 performs one or more responsive actions or operations to remediate the new
outlier server. Such responsive actions include, without limitation, transmitting an
email or a page to a system operator, collecting forensic data with respect to the
outlier server for further analysis, taking the outlier server offline, rebooting the server,
or terminating operation of the outlier server. In some embodiments, the aggregation
engine 322 may receive an indication that the new outlier server should be
considered as an expected outlier server. In such embodiments, the aggregation
engine 322 identifies the new outlier server as an additional expected outlier server.

The method 600 then proceeds to step 612, described above.
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[0057] In sum, a control server in a distributed computer system detects and
remediates servers in a group of servers that are behaving in an uncharacteristic
manner. The control server aggregates data for each server in the group of servers,
where the aggregated data measures one or more relevant metrics over a period of
time. The control server analyzes the aggregated data in order to cluster the time-
series data corresponding to the servers in the group of servers into one or more
clusters, where the servers corresponding to the time series in a particular cluster
behave similarly with respect to the one or more relevant metrics. The control server
detects whether one or more time series are not included in any of the clusters and
identifies the servers corresponding to such time series as outlier servers. If the
control server detects an outlier server, and the outlier server has not been previously
identified as an expected outlier server, then the control server performs one or more
corresponding actions or operations to remediate the outlier server. The
corresponding actions or operations include transmitting an email or a page to a
system operator, collecting forensic data with respect to the outlier server for further
analysis, taking the outlier server offline, rebooting the server, or terminating

operation of the outlier server.

[0058] At least one advantage of the disclosed techniques is that the control server
automatically detects outlier servers based on one or more user-specified metrics and
either takes the outlier server offline or terminates the outlier server after detection.
The control server detects and remediates such outlier servers faster relative to prior
techniques. As a result, clients experience improved performance for computer
services delivered via a distributed computer system. Another advantage of the
disclosed techniques is that, because the control server automatically detects and
remediates outlier servers, less human interaction is needed to find and fix outlier

servers, leading to reduced operating costs.

[0059] The descriptions of the various embodiments have been presented for
purposes of illustration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations will be apparent to those
of ordinary skill in the art without departing from the scope and spirit of the described

embodiments.

[0060] Aspects of the present embodiments may be embodied as a system,

method or computer program product. Accordingly, aspects of the present disclosure
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may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program product embodied in
one or more computer readable medium(s) having computer readable program code

embodied thereon.

[0061] Any combination of one or more computer readable medium(s) may be
utilized. The computer readable medium may be a computer readable signal medium
or a computer readable storage medium. A computer readable storage medium may
be, for example, but not limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, or device, or any suitable combination
of the foregoing. More specific examples (a non-exhaustive list) of the computer
readable storage medium would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a portable compact disc read-
only memory (CD-ROM), an optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this document, a computer
readable storage medium may be any tangible medium that can contain, or store a
program for use by or in connection with an instruction execution system, apparatus,

or device.

[0062] Aspects of the present disclosure are described above with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems) and
computer program products according to embodiments of the disclosure. It will be
understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special
purpose computer, or other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the processor of the computer
or other programmable data processing apparatus, enable the implementation of the

functions/acts specified in the flowchart and/or block diagram block or blocks. Such
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processors may be, without limitation, general purpose processors, special-purpose
processors, application-specific processors, or field-programmable processors or gate

arrays.

[0063] The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present
disclosure. In this regard, each block in the flowchart or block diagrams may
represent a module, segment, or portion of code, which comprises one or more
executable instructions for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the functions noted in the
block may occur out of the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hardware-based systems that
perform the specified functions or acts, or combinations of special purpose hardware

and computer instructions.

[0064] While the preceding is directed to embodiments of the present disclosure,
other and further embodiments of the disclosure may be devised without departing
from the basic scope thereof, and the scope thereof is determined by the claims that

follow.
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WHAT IS CLAIMED IS:

1. A method, comprising:

retrieving a first plurality of time-series data sets associated with a first time
period, wherein each time-series data set included in the first plurality of
time-series data sets represents a performance metric for a different
server included in a plurality of servers;

generating a first cluster that includes two or more of the time-series data sets
included in the first plurality of time-series data sets, wherein the
performance metric for each server included in the plurality of servers
that is associated with one of the time-series data sets included in the
first cluster is within a threshold distance from the performance metric
for the servers included in the plurality of servers that are associated
with the other time-series data sets included in the first cluster;

determining that a first time-series data set included in the first plurality of time-
series data sets corresponds to a first server included in the plurality of
servers and is not included in the first cluster; and

marking the first server as an outlier server.

2. The method of claim 1, further comprising:
receiving an indication that the first server is expected to be an outlier server;

marking the first server as an expected outlier server.

3. The method of claim 2, wherein the indication indicates that the first server is

performing a maintenance operation.

4. The method of claim 1, further comprising:
retrieving a second plurality of time-series data sets for a second time period,
each time-series data set included in the second plurality of time-series
data sets representing the metric for a different server in the plurality of
servers; and
clustering a least a portion of the time-series data sets included in the second
plurality of time-series data sets into a second cluster, wherein the

metric for each time-series data set in the second cluster is within a
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threshold distance from the metric for the other time-series data sets

included in the second cluster.

. The method of claim 4, further comprising:
determining that a second time-series data set included in the second plurality
of time-series data sets corresponds to the first server and is included in
the second cluster; and

marking the first server as no longer an outlier server.

6. The method of claim 1, further comprising performing one or more remedial

operations associated with the first server.

7. The method of claim 1, wherein the one or more remedial operations include at
least one of:
transmitting a message to a second server that identifies the first server as an
outlier server;
preventing the first server from receiving additional requests from an endpoint
device;
terminating operation of the first server,;
rebooting the first server; and

gathering forensic data associated with the first machine for further analysis.

8. The method of claim 1, wherein the performance metric comprises a response
latency, an error rate, a processor utilization, a memory utilization, or a system disk

utilization.

9. A non-transitory computer-readable storage medium including instructions that,
when executed by a processor, cause the processor to perform the steps of:
retrieving a first plurality of time-series data sets associated with a first time
period, wherein each time-series data set included in the first plurality of
time-series data sets represents a composite performance metric of two
or more performance metrics for a different server included in a plurality

of servers;
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receiving an indication that one server included in the plurality of servers is a
first outlier server;

generating a first cluster that includes two or more of the time-series data sets
included in the first plurality of time-series data sets, wherein the
composite performance metric for each server included in the plurality of
servers that is associated with one of the time-series data sets included
in the first cluster is within a threshold distance from the composite
performance metric for the servers included in the plurality of servers
that are associated with the other time-series data sets included in the
first cluster:;

determining that a first time-series data set included in the first plurality of time-
series data sets corresponds to a first server included in the plurality of
servers and is not included in the first cluster; and

marking the first server as the first outlier server.

10.  The non-transitory computer-readable storage medium of claim 9, further
comprising:
receiving an indication that the first server is expected to be an outlier server;

marking the first server as an expected outlier server.

11.  The non-transitory computer-readable storage medium of claim 10, wherein

the indication indicates that the first server is performing a maintenance operation.

12.  The non-transitory computer-readable storage medium of claim 9, further
comprising:
retrieving a second plurality of time-series data sets for a second time period,
each time-series data set included in the second plurality of time-series
data sets representing the metric for a different server in the plurality of
servers; and
clustering a least a portion of the time-series data sets included in the second
plurality of time-series data sets into a second cluster, wherein the
metric for each time-series data set in the second cluster is within a
threshold distance from the metric for the other time-series data sets

included in the second cluster.

24



10

15

20

25

30

WO 2017/011593 PCT/US2016/042158

13.  The non-transitory computer-readable storage medium of claim 12, further
comprising:
determining that a second time-series data set included in the second plurality
of time-series data sets corresponds to the first server and is included in
the second cluster; and

marking the first server as no longer an outlier server.

14.  The non-transitory computer-readable storage medium of claim 9, wherein
generating a first cluster that includes two or more of the time-series data sets
included in the first plurality of time-series data sets comprises performing a density-
based spatial clustering of applications with noise (DBSCAN) analysis on the first

plurality of time-series data sets based on the threshold distance.

15.  The non-transitory computer-readable storage medium of claim 14, further
comprising determining a minimum cluster size for the DBSCAN analysis based at

least in part on the two or more performance metrics.

16.  The non-transitory computer-readable storage medium of claim 9, wherein the
composite performance metric is based on two or more of a response latency, an

error rate, a processor utilization, a memory utilization, and a system disk utilization.

17. A system, comprising:
a memory that includes a control application; and
a processor that is coupled to the memory and, upon executing the control
application, is configured to:
retrieving a first plurality of time-series data sets associated with a first
time period, wherein each time-series data set included in the
first plurality of time-series data sets represents a performance
metric for a different server included in a plurality of servers;
calculating a first threshold distance associated with the first plurality of
time-series data sets based on the performance metric;
generating a first cluster that includes two or more of the time-series

data sets included in the first plurality of time-series data sets,
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18.

19.

20.

wherein the performance metric for each server included in the
plurality of servers that is associated with one of the time-series
data sets included in the first cluster is within the first threshold
distance from the performance metric for the servers included in
the plurality of servers that are associated with the other time-
series data sets included in the first cluster; and

identifying a first subset of one or more time-series data sets included in
the first plurality of time-series data sets that are not included in

the first cluster.

The system of claim 17, further comprising:

identifying a first subset of one or more servers included in the first plurality of
servers, wherein each server included in the first subset of one or more
servers corresponds to a different time-series data set included in the
first subset of one or more time-series data sets; and

marking each server included in the first subset of one or more servers as an

outlier server.

The system of claim 17, further comprising:

receiving a value representing a quantity of servers included in the plurality of
servers that are outlier servers;

determining that a quantity of time-series data sets included in the first subset
of one or more time-series data sets exceeds the value; and

calculating a second threshold distance associated with the first plurality of
time-series data sets; wherein the second threshold distance is greater

than the first threshold distance.

The system of claim 19, further comprising:

generating a second cluster that includes two or more of the time-series data
sets included in the first plurality of time-series data sets, wherein the
performance metric for each server included in the plurality of servers
that is associated with one of the time-series data sets included in the
second cluster is within the second threshold distance from the

performance metric for the servers included in the plurality of servers
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that are associated with the other time-series data sets included in the
second cluster;

identifying a second subset of one or more time-series data sets included in
the first plurality of time-series data sets that are not included in the
second cluster; and

determining that a quantity of time-series data sets included in the second

subset of one or more time-series data sets is equal to the value.
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