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METHOD AND SYSTEM FOR PASSWORD SETTING AND AUTHENTICATION

CROSS-REFERENCE TO RELATED APPLICATION

{001} This application is based upon and claims priority to Chinese Patent Application
No. 201410344946 X, filed on July 18, 2014, the entirs contents of which are incorporated

herein by reference,

TECHNICAL FIELD
{002} The present disclosure generally relates to the field of information security
technologies and, more particularly, to a method and system for password setting and

guthentication.

BACKGROUND

{0031 In daily life, information security of individuals, enterprises, and other objects is
often ensured by setting passwords. For example, power-on passwords are set for devices such as
personal computers (PC) and smarnt phones, and login passwords are set for accounts such as an
online bask account and a social network accourt. After a password is set, password
authentication needs 1o be performed before any user uses a related device or logs onto a
website by using a related account. When information input by the user matches the preset
password, & permission to use the related device or to log on to the website using the related
account may be granted.

{004] A conventional password aathentication method inclades acquiring an
authentication password input by a user and comparing the input authentication password with a
preset password, If the number of characters in the authentication password is the same as the

number of characters in the preset password, and character values in the authentication password

1
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are the same as those at the same positions in the preset password, it may be determined that the
input authentication password is the same as the preset password, and that the password
authentication is successful.

{003]  Since the conventionad password authentication method is based on the number of
characters and character values, the preset password can be cracked by means of exhaustion. For
exampie, a number of character strings of different lengths with different characters may be
generated through a manual operation or by a corresponiding automatic program and be used as
authentication passwords for password anthentication. As 8 result, a character string that

successfully passes the authentication may be identified as the preset password.

SUMMARY

{006] The present disclosure provides a method for password setting and authentication.
Consistent with some embodiments, the method includes receiving a password setting reguest
and acquiring a reference character string and reference input duration information. The
reference input duration information may be associated with a character at a position of the
reference character string. The method may further include storing the reference character string
and the reference input duration information, receiving a password authentication reguest, and
acquiring an authentication character string input by a user and authentication input duration
information. The authentication input duration information may be associated with a character st
the position of the authentication character string. The method may further include determining
whether password authentication is successful based on the authentication character string, the
authentication input duration information, the reference character string, and the reference input
duration information.

{007] Consistent with some embodiments, this disclosure provides a password setting
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and authentication system. The password setting and authentication system includes a first
acquiring unit configured to receive a password seiting request and acquire a reference character
string input by a user and reference input duration information. The reference input duration
snformation may be associated with a character at a position of the reference character string.
The password setting and authentication system may further include a password storage unit
configured to store the reference character string and the reference input duration information.
The password sctting and authentication system may further inclade 2 second acquiring unit
configured to receive a password authentication request and acquire an authentication character
string input by a user and authentication input duration information. The authentication input
duration information may be associated with a character at the position of the authentication
character string. The password setting and authentication system may further include an
authentication unit configured to determine whether password authentication is suceessful based
on the aythentication character string, the authentication input duration information, the
reference character string, and the reference input duration information.

{008] Additional objects and advantages of the disclosed embodiments will be set forth
in part in the following description, and in part will be apparent from the description, or may be
learned by practice of the embodiments. The objects and advantages of the disclosed
embodiments may be realized and attained by the elements and combinations set forth in the
claims.

{009] 1t is to be understood that both the foregoing general description and the
following detailed description are exemiplary and explanatory only and are not restrictive of the

disclosed embodiments, as claimed.
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BRIEF DESCRIPTION OF THE DRAWINGS

{010] The accompanying drawings, which are incorporated in and constitute a part of
this specification, illustrate embodiments consistent with the invention and, together with the
description, serve to explain the principles of the invention.

{011} FIG. 1 is a flowchart of an exemplary method for password setting and
agthentication, consistent with some embodiments of this disclosure.

{012} FIG. 2 is a schematic diagram of a display interface, consistent with some
embodiments of this disclosure.

{013] FIG. 3 is a flowchart of another exemplary method for password setting and
authentication, consistent with some embodiments of this disclosurs.

[014] FIG. 4 is a flowchart of still another exemplary method for password setting and
authentication, consistent with some embodiments of this disclosure.

{015] FIG. 3 is a schematic diagram of a password input interface, consistent with some
embodiments of this disclosure.

{016] FIG. 6 is a schematic diagram of another password input interface, consistent with
some embodiments of this disclosure,

10171 PFIG. 7 1s a block diagran: of an exemplary password setting and authentication
system, consistent with some embodiments of this disclosure.

{018] FUG. 8 is a block diagram of another exemplary password setting and
authentication system, consistent with some embodiments of this disclosure,

{0191 FIG. 9is a block diagram of still another exemplary password setting and
authentication system, consistent with some embodiments of this disclosure.

{020} FIG. 10 1s a block diagram of still another exemplary system for password setting

4
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and authentication, consistent with some embodiments of this disclosure,
[0211 FIG. 11 is a block diagram of an exemplary apparatus for password setting and

authentication, consistent with some embodiments of this disclosure.

DESCRIPTION OF THE EMBODIMENTS

{022] Reference will now be made in detail to exemplary embodimenits, examples of
which are iHustrated in the accompanying drawings, The following description refers to the
accompanying drawings in which the same numbers in different drawings represent the same or
similar elements unless otherwise represented. The implementations sct forth in the following
deseription of exemplary embodiments do not represent all implementations consistent with the
invention, Instead, they arc merely examples of apparatuses and methods consistent with aspects
rejated to the invention as recited in the appended claims.

{023] FIG. 1 is a flowchart of an exemplary method 100 for password setting and
authentication, consistent with some embodiments of this disclosure. The method 100 may be
performed by a password setting and authentication system. Referring to FIG, 1, the exemplary
method 100 includes the following steps.

{024} In step S110, when receiving a password setting request, the system acquires s
reference character siring input by a user and reference input duration information of a character
at a position of the reference character string. In the stage of password setting, the system
acquires not oply the character string input by the user, but also the input duration information
generated when the character at a position of the character string is input. In some embodiments,
the position of the charzcter may be 4 preset position set by the system or by the user before the
user inputs the reference character string.

{025] FIG. 2 is a schematic diagram of 3 display interface 200, consistent with some
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embodiments of this disclosure. For example, when the user registers as a member of a website,
in addition to setting a user name, the user also needs to set a corresponding password, and the
position is the first position of the character string. As shown in FIG. 2, in a member registration
display interface displayed on the client device, when the cursor moves to a password input area
201, the client device generates a password setting request. When receiving the password setting
request, a processing unit controls the chient device to receive characters input by the user in the
password input ares 201 to obtain the reference character string. Moreover, while receiving the
first character of the reference character string, the system acquires information about the time
duration it takes for the user to input the first character, that is, the reference input duration
information. It should be understood that the first character is used for iHlustration in this
example, and the reference input duration information may be associated with a character at any
position of the reference character string.

{026] in this embodiment, the reference character string input by the user and the
corresponding reference input duration information may be acquired by a device such as an input
keyboard connected to a PC, a touch screen of a smart phone, a touch screen of a tablet
computet, or the like.

{027} Referring to FIG. 1, in step S120, the system stores the reference character string
and the corresponding reference input duration information.

{028] In this embodiment, a reference password includes a combination of the reference
character string and the corresponding reference input duration information. For example, if the
acquired reference character string is “password”, und the reference input duration information is
3 seconds {i.e., duration that it takes to input the character at the positon of the reference

character string, such as first character "p”). the system may store the “password” and “3” in two
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corresponding storage units. Alternatively, the system may combine the “password” and “3” into
one character string, such as "password3” or “3password”, and store it in a storage unit.

{029 The reference character string and the corresponding reference input duration
information may be stored in a corresponding device, such as a server or a terminal device. Tn
some embodiments, the device may store multiple reference character strings and corresponding
reference input duration information. When the password authentication process is performed,
the device may search for the reference password that serves as an authentication criterion based
on information such as a user name.

[030] In step S130, when receiving a password suthentication request, the system
acquires an authentication character string input by a user and authentication input duration
information of a character at the position of the authentication character steing.

{031} For example, when a user logs on to the website, in addition to inputting a user
name, the user further needs to input a corresponding password, that ig, the authentication
password, Similar to step S$110, when receiving the password authentication request, a
processing unit controls the client device to receive characters input by the user, thereby
obtaining the authentication character string. While receiving the first character of the
authentication character string, the system also acquires information about the time duration it
takes to input a character at the position of the authentication character string, e.g., the fisst
character.

{032} Instep 5140, the system determines whether the password authentication is
successful based on the authentication character string, the authentication input duration
information, and the corresponding reference character string and reference input duration

information.
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{033] I the following two sub-conditions are met, i.e., the authentication character
string is the same as the reference character string, and the authentication input duration
information is the same as the reference input duration information, the system may determine
that the password authentication is successful, Otherwise, if cither of the sub~conditions is not
met or both the sub-conditions are not met, the system may determine that the password
authentication fails.

{0341 In the method 100, to achieve successful password authentication, the user not
only needs to ensure that the characters and the number of the characters in the input
authentication character string are the same as those in the reference character string input in the
stage of password setting, but also needs to ensure that the input duration information of the
character at the position is the same as the reference input duration information generated in the
stage of password setting. Therefore, the method 100 reduces the chance of password cracking
and enhances the security of the password when an attempt is made to crack the refercnce
password by means of exhaustion. Moreover, the method 100 is user friendly as it does not
require increasing the length of the password or adding a verification code in the password
authentication process.

{035] In some embodiments, the position of the character string may be set based on
actual application requirements. For exaraple, the position may be one position in the character
string (such as the first position of the character string). As another example, the position may
include multiple positions 1 the character string.

{036] When multiple positions are set, the system needs to determine that, for each
position, if corresponding reference input duration information and authentication input duration

information are the same. For example, when the positions are the first position and the second
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position of the character string, in addition to determining if authentication input duration
information corresponding to the first character of the suthentication character string is the same
as reference input duration information corresponding to the first character of the reference
character string, itis also necessary to determine if authentication input duration information
corresponding (o the second character of the authentication character string is the same as the
reference input duration information corresponding to the second character of the reference
character string. The system may determine that the authentication input duration information in
the carrent authentication process is the same as the preset reference input duration information
when the suthentication input duration information matches the corresponding reference input
duration information for both positions. By including more positions, it is more difficult to crack
the reference password by means of exhaustion, and thus, the password is more secure.

{037] In some embodiments, the reference input duration information and the
agthentication input duration information (which are collectively referred to as input duration
information below) may be an input time it takes to input a character at a position of a
corresponding character string, for example, a holding time dusing which a corresponding key
signal i in a triggered state. The input duration information may also be an identifier
corresponding to the input time. For example, input times may be differentiated by using
different attributes sssociated with the identifiers, such as different identifier patierns or different
numbers of identifiers.

{038] In some embodiments, in setting password of some client devices or stand-alone
software, for example, setting of an on/off password or unlocking password of a PC or a terminal
device, the input duration information may be counted starting from the moment when a user

presses & corresponding key of an extornal keyboard so that the key sends a communication
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signal, till the moment when the user releases the corresponding key of the external keyboard so
that the key stops sending the communication signal. Jn some embodiments, the input duration
information may also be counted starting from the moment when a user touches a corresponding
position of a touch screen of a terminal device, til the moment when the user stops touching the
corresponding position of the touch screen of the terminal device,

{0391 In setting password of some network devices or network application software, a
client device often needs 1o transmit data information to a server through a network, and the
process of transmitting the data information takes a certain period of time. In this scenario, the
duration of the process of transmitting data through the network may be excluded when the input
duration information is determined. Alternatively, the clent device may first acquire the input
duration information, and then transiit the input duration information to the network server.

{040] FIG. 3 is a flowchart of another exemplary method 300 for password setting and
authentication, consistent with some embodiments of this disclosure. In the method 300, an
identifier is used to represent the input duration information, the reference input durstion
information is represented by a reference duration level, and the authentication input duration
information is represented by an authentication duration level. The method 300 may be
performed by 2 password setting and authentication system. Referring to FIG. 3, the method 300
includes the following steps.

[041] Instep 5310, when receiving a password setting request, the system aoquires a
reference character siring input by a user.

{042] In step 8320, when acquiring the reference character string, the system detects a
first bolding time during which a first key signal corresponding to a character at a position of the

reference character string is in a triggered state. In some embodiments, the position may be a

Hi
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preset position set by the system or by the aser before the user inputs the reference character
string.

{043] For example, a key signal may be tiggered when a key of an external keyboard is
pressed, or a key signal may be triggered when a touch screen key of a terminal device is
touched. When the key of the external keyboard is released, the triggering of the key signal may
be stopped, or when the touch screen key of the terminal device is no longer being touched, the
triggering of the key signal may be stopped.

{044] When the key signal is in the triggered state, it indicates that the corresponding
physical key is being pressed, or the corresponding virtual key is being touched. The status of the
key signal further includes a to-be-triggered state, When the key signal is in the to-be-triggered
state, it indicates that the corresponding physical key is not being pressed, or the corresponding
virtual key is not being touched. The input duration information represents a time interval
between the moment when the key signal switches from the to-be-triggered state to the triggered
state and the moment when the key signal switches from the triggered state to the to-be-triggered
state. This time interval represents a holding time during which the key signal is in the triggered
state.

[045] In step S330, the system determines a reference duration level corresponding to
the first holding time according to a proset mapping relation.

{046] The mapping relation between the holding time and the duration level may be set
in advance. For example, the mapping relation may be set according to Table 1 below:

Table 1: Preset mapping relation between holding time and duration level

Holding time i to 3 seconds 4 to 6 seconds 7 to0 9 seconds
Dusation lovel | A B C

i
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{0471 According to Table 1, when the holding time is 1 second, 2 seconds, or 3 seconds,
the corresponding duration level is level A; when the holding time is 4 seconds, 5 seconds, or 6
seconds, the comesponding duration level is level B, and the rest may be deduced by analogy. I
the mput duration needs to meet a higher precision requivement, the time span covered by each
level may be reduced properly, For example, it may be set that the corresponding duration level
is level A only when the holding time is 1 second or 2 seconds, and the holding time of 3
seconds corresponds to the next level B, The security of the password may be enhanced by
reducing the tirme span i each dumﬁﬁn level. On the other hand, if a lower precision is desired in
the input duration, the time span covered by cach level may be increased properly. For example,
it may be set that when the holding time is 1 second, 2 seconds, 3 seconds, or 4 seconds, the
corresponding duration level is level A, Correspondingly, the security of the password is
lowered.

{(48] The duration level in this embodiment may be expressed in other forms without
departing from the scope and the spirit of the present disclosure, For example, in addition to the
letters A, B, C, and the like as described above, the duration level may also be expressed in the
form of numbers such as 1, 2, 3, and the like, or in the form of other characters, which are not
described in detail herein.

{049] In step 5340, the systern stores the reference character string and the
corresponding referenge duration level.

[050] In some emboduments, the reference character string and the reference duration
level may be combined according to a preset combining rule, to obtain a reference password, and
the reference password may be stored in a server or a terminal device. For example, if the

reference character string input by the user is “pass”, and the corresponding reference duration

12
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level is A, “pass” and level A may be combined according to & preset combining rale of
“character string + duration level™, and the resulting reference password is “passA”. As another
example, “pass” and level A may also be combined according to a preset combining rule of
“duration level + character siring”, and the resulting reference password is “Apass”™.

{051] In other embodiments, the reference character string and the corresponding
refercnce duration level may be separately stored in two associated storage units in a server or a
terminal device instead of being combined,

{052] In step 8350, when receiving a password authentication request, the system
acquires an authentication character string input by a user,

{053} In step 8360, when acquiring the authentication character string, the system
detects a second holding time during which a second key signal corresponding to a character at
the position of the authentication character string is in a triggered state. As previously described,
the position may preset by the system or by the user before the user inputs the reference
character string.

{054] In step 8370, the system determines an authentication duration level
corresponding to the second holding time according to the presst mapping relation.

{035} The same preset mapping relation may be used in the stage of password setting
and the stage of password authentication.

{056] In step 8380, the system determines whether the password auvthentication is
successful based on the authentication character string, the authentication duration level, and the
corresponding reference character string and reference duration level.

[057] In the method 300, a condition for successful password authentication includes

the following two sub-conditions: the authentication character string is the same as the

13
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corresponding reference character string (i.e., the two character strings have the same number of
characters, and have the same characters at the same positions), and the suthentication duration
level is the same as the corresponding reference duration level.

{058} In some embodiments, after the authentication character string and the
authentication duration level are obtained, the system may determine separately if the above two
sub-conditions are satisfied. When the above two sub-conditions are both satisfied, the system
may determine that the password authentication is successful. Otherwise, when cither of the
above two sub-conditions is not satisfied or none of the two sub-conditions is satisfied, the
system may determine that the password authentication fails.

f038]  In other embodiments, after the authentication character string and the
authentication duration level are obtained, the anthentication character string and the
authentication duration level may be combined first according to the preset combining rule
described above, to obtain an authentication password, and then, the authentication password, as
a whole, is compared with the corresponding reference password, If the authentication password
is the same as the corresponding reference password, it indicates that the above two
sub-conditions are both satisfied, and therefore, the systemn may determine that the password
authentication is successful. If the authentication password is not the same as the corresponding
reference pasaword, i indicates that at least one of the above two sub-conditions is not satisfied,
and therefore, the system may determine that the password authentication fails.

{060} FIG. 4 15 a flowchart of another exemplary method 400 for password setting and
authentication, consistent with some embodiments of this disclosure. In the method 400, an
identifier 1s used to represent the input duration information, the reference input duration

mnformation is represented by a reference identifier string, and the authentication input duraticn

14
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miormation is represented by an authentication identifier string. The method 400 may be
performed by a password setting and authentication system, Referring to FIG. 4, the ﬁethod 400
includes the following steps.

{061} In step S410, when receiving a password setting request, the system acquires a
reference character string input by g user.

{062] In step S420, after a first key signal corresponding to a character at a position of
the reference character string is triggered, the system cyclically detects the state of the first key
signal by using a preset peried as a cycle period. In some embodiments, the position may be a
preset position set by the system or by the user before the user inputs the reference character
string.

1063} In step 8430, in each cycle period, if the first key signal is in a triggered state, the
system stores a reference duration identifier, If the first key signad is in a to-be-triggered state,
the system stops the cyclic detection, and determines an identifier string formed by the reference
duration idenufiers stored during the cyclic detection as the reference identifier string.

{064] In this embodiment, a product of the number n of reference duration identifiers in
the reference identifier string and the cycle period 7is equal to an input time ¢ of the character at
the position, that is, r=Txa. Therefore, a greater number of reference duration identifiers
indicates a longer time during which the first key signal stays in the iriggered state, that is, 2
longer input time of the character at the position of the reference character string.

{063] The reference duration identifier may be a preset fixed character, and may also be
a character actually input at the position. For example, when the character actually input at the
position is “1%, "1" may be used as the reference duration identifier. Assuming that in the first to

fourth cycle periods, the first key signal is constantly in the triggered state, and it is detected in
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the fifth cycle period that the first key signal is in the to-be-triggered state, the reference
identifier string obtained in the current cyclic detection process may then be setas "1111%

{066} In step 8440, the system stores the reference character string and the
corresponding reference input duration information.

{067] In step S430, when receiving a password suthentication request, the system
acguires an authentication character string input by a user.

[068] In step 8460, after a second key signal corresponding to a character st the position
of the authentication character string is triggered, the system cyclically detects the state of the
second key signal by using the preset peried as a cvele period.

{068} In step 8470, in each cycle period, if the second key signal is in a triggered state,
the system stores an authentication duration identifier. If the second key signal isina
to-be-triggered state, the system stops the ¢yclic detection, and determines an identifier string
formed by the authentication duration identifiers stored during the cyclic detection as the
authentication identifier string,

[070] In the method 400, the same preset cycle period is used in the stage of password
setting and the stage of password authentication,

[0T1] In step S480, the system determinegs whether the password authentication is
successful based on the authentication character string, the authentication identifier string, and
the corresponding reference character string and reference identifier string.

{072] In the method 400, a condition for successful password authentication includes
the following two sub-conditions: the suthentication character string is the same as the
corresponding reference character string (i.e., the two character strings have the same number of

characters, and have the same charactors at the same positions), and the authentication identifier
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string is the same as the corresponding reference identifier string. The system determines that the
password authentication is successful when the above two sub-conditions are hoth satisfied.
Otherwise, when either of the above two sub-conditions is not satisfied or none of the two
sub-conditions is satisfiad, the system determines that the password authenticatian fails.

{073] In some embodiments, the system may display prompt information corresponding
to the reference input duration information when the reference input duration information is
acquired. The system may further display prompt information corresponding to the
authentication input duration information when the suthentication input duration information is
acquired.

[074] The prompt information is used for informing a user of current input duration
information when the user inputs the character at the position, so that the user may input the
pussword correctly. The step of displaying the corresponding prompt information enables the
gser to know the set reference input duration information precisely in the stage of password
setting. Further, in the stage of password authentication, the user may determine whentoend a
key pressing or totich operation according to the change of the prompt information, thereby
avoiding imcorrect input of the password because of incorrect estimation of the actual input
duration by the user.

{075] The prompt information may be duration for which the user presses or touches the
key corresponding to the character, the duration fevel described above in connection with FIG. 3,
or the number of stored duration identifiers described above in connection with FIG. 4. The
prompt information may be displayed in the form of letters, numbers, or graphics.

{976} FIG. 5 is a schematic diagram of a password input interface 500, consistent with

some embodiments of this disclosure. 1n this example, the position is the first position of the
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corresponding character string, and the preset mapping relation between the holding time and the
duration level is the same as the mapping relation shown in Table 1. The prompt information in
FIG. 5 is a duration level expressed in the form of letters.

[077] Referring to FIG. §, in the stage of password setting, a key corresponding to the
first character (using “p” as an example, namely, the first character is p) is pressed or touched,
and the key is continuousty pressed or touched to stay in the pressed or touched state. When the
holding duration reaches | second, and the corresponding duration level is level A, the display
interface displays prompt fnformation “A”, as shown in the upper diagram of FIG. 5. When the
holding time reaches 4 seconds, and the corresponding duration level turns to B, the prompt
information displayed on the display interface changes from “A" to “B”, as shown in the lower
diagram of PIG. 3. The displayed prompt information may continue changing until the user stops
pressing {or touching) the key “p” and the setting of the duration level of the first character is
completed. Assuming that the obtained prompt information at the end of password setting stage
is "B”, the user may memorize the character “B” as the password input duration level.
Subsequently in the stage of password authentication, when the user inputs the first character
“p”. the user observes the change of the prompt information after pressing {or touching) the key
“p for certain period of time, and can stop pressing (or touching) the key “p” when the prompt
information "B is displayed.

{078] FIG. 6 is a schematic diagram of a password input interface 600, consistent with
sorne embadiments of this disclosure. In this example, the position is the first position of the
corresponding character string, and the preset mapping relation between the holding time and the
duration level is the same as the mapping relation shown in Table 1. The prompt information in

FIG. 6 1s the number of duration identifiers expressed in the form of graphics.
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{078} Referring 1o FEG. 6, in the stage of password setting, the key “p” corresponding to
the first character is pressed {or touched) and is maintained to be in the pressed {or touched)
state. When the holding time reaches 1 second, the first segment of the rectangle in FIG. 6 turns
from white to black, as shown in the upper diagram of FIG. 6. When the holding time reaches 4
seconds, the second segment of the rectangle shown in FIG, 6 also turns from white to black, and
at this time, both the first segment and the sccond segment are black, as shown in the lower
diagram of FIG. 6. The displayed prompt information may continue changing until the user stops
pressing (or touching) the key “p" and the setting of the duration lgvel of the first character is
completed. Assuming that the finally obtained prompt information is that only the first segment
and second segment in the rectangle are black, the user may memorize the form of graphics with
two black segments in the rectangle as the password duration Jevel. Subsequently in the stage of
password authentication, when the user inputs the first character “p”, the user observes the
change of the prompt information after pressing {or touching) the key “p”, and can stop pressing
{or touching) the key “'p” when the first segment and the second segment are both black.

{08G] FIG. 7 is a block diagram of an exemplary password setting and authentication
system 700, consistent with some embodiments of this disclosure. Referring to FIG. 7, the
password setting and authentication system 700 includes a first acquiring unit 710, a password
storage unit 720, a second acquiring unit 730, and an authentication unit 740,

{0811 The first acquiring unit 710 is configured to when receiving a password setting
request, aequire a reference character string input by a user and reference input duration
information of a character at a position of the reference character string. In some embuodiments,
the position of the character may be a preset position set by the system or by the user before the

user inputs the reference character string.
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{082} The password storage unit 720 is configured to store the reference character siring
and the corresponding reference mput duration information.

{083] The second acquiring unit 730 is configured to when receiving a password
authentication request, acquire an authentication character string input by a user and
authentication Input duration information of a character at the position of the authentication
character string.

{084} The authentication unit 740 is configured to determine whether the password
authentication is successful based un the authentication character string, the authentication input
duration information, the corresponding reference character string, and reference input duration
information,

{383] In the password sefting and authentication system 700, the password storage anit
720 may store a combination of the reference character string and the corresponding reference
input duration information acquired by the first acquiring unit 710 as an authentication criterion
for the password authentication. Correspondingly, the authentication unit 740 may use a
combination of the authentication character string and the authentication input duration
information acquired by the second acquiring unit 730 as an authentication password to be
authenticated. The condition for successful password authentication includes the following two
sub-conditions: the authentication character string is the same as the reference character string,
and the anthentication input duration information is the same as the reference input duration
mformation. The password authentication is determined as successful only when the above two
sub-conditions are both satisfied. Otherwise, if either of the sub-conditions is not satisfied or
both the sub-conditions are not satsfied, the authentication unit 740 determines that the

password authentication fails.
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{086} In this embodiment of the present application, the reference input duration
information acquired by the first acquiring unit 710 and the authentication input duration
information acquired by the second acquiring unit 720 {which are collectively referred 1o as input
duration information below) may be an input time it takes to input a churacter at a position of a
corresponding character string, for example, a holding time during which a corresponding key
signal is in a triggered state, The input duration information may also be an identifier
corresponding to the input time, such ag different identifier patterns or different numbers of
identifiers.

[0871 FIG. 8 is a block diagram of another exemplary password setting and
authentication system 800, consistent with some embodiments of this disclosure. In password
setting and apthentication system 800, an identifier is used to represent the input duration
information, and the reference input daration information is represented by a reference duration
level. Referring to FIG, 8, the password setting and authentication system 800 includes a first
acquiring anit 710, a password storage unit 720, 2 second acquiring unit 730, and an
authentication unit 740. As shown in FIG, B, the first acquiring unit 710 may include a first time
detecting unit 711 and a first determining anit 712, and the second acquiring unit 730 may
include a second time detecting unit 731 and a second determining unit 732,

[088] The first time detecting unit 711 is configured to deteet a first holding time during
which a first key signal corresponding to the character at the position of the reference character
string is in a tniggered state. For example, the position may be preset by the sysiem or by the user
before the user inputs the reference character string.

{0891 The fust determimning unit 712 is configured to determing a reference duration

level corresponding to the first holding time according to a preset mapping relation.
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{090] The second time detecting unit 731 is configured to detect a second holding time
during which a second key signal corresponding to the character at the position of the
authentication character string is in a triggered state.

{0911 The second determining unit 732 is configured to determine an authentication
duration level corresponding to the second holding time according to the preset mapping relation,

{092} In the password setling and authentication system 800, the authentication unit 740
determines that the password authentication is successtul based on the following two
sub-conditions: the authentication character string is the same as the corresponding reference
character string (i.¢., the two character strings have the same number of characters, and have the
same characters at the same positions), and the authentication duration level is the same as the
corresponding reference duration level. Otherwise, if cither of the sub-conditions is not satisfied,
or both the sub-conditions are not satisfied, the authentication unit 740 determines that the
password authentication fails,

{093} FIG. 9 is a block diagram of still another exemplary password setting and
authentication system 900, consistent with some embodiments of this disclosure. In password
setting and authentication system 900, an identifier is used to represent the input duration
information, and the reference input duration information is represented by a reference identifier
string. Referring to FIG. 9, the password sctting and authentication system 900 includes a first
acquiring unit 710, a password storage unit 720, a second acquiring unit 730, and an
authentication unit 740. As shown in FIG. 9, the first acquiring unit 7310 may include a first state
detecting unit 713 and a reference identifier string acquiring unit 714, and the second acquiting
unit 730 may include a second state detecting unit 733 and an authentication identifier string

goquiring unit 734,
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{0941 The first state detecting unit 713 is configured to cyclically detect the state of the
first key signal by using a preset period as a cycle period, after a first key signal corresponding to
the character at the position of the reference character string is triggered. In some embodiments,
the position may be a preset position set by the system or by a user hefore the reference character
string is input,

{093] The reference identifier string acquiring unit 714 is configured to store a reference
duration identifier in each cycle period, if the first key signal is in a triggered state. If the first
key signal is in a to-be-triggered state, the reference identifier string acquiring unit 714 is
configured to stop the cyclic detection, and determine an identifier string formed by the reference
duration identifiers stored during the cvelic detection ag the reference identifier string.

[096] The second state detecting unit 733 is configured to cyclically detect the state of
the second key signal by using the preset period as a cycle period, after a second key signal
carresponding to the character at the position of the authentication character string Is triggered.

{0971 The authentication identifier string acquiring unit 734 is configured to store an
authentication duration identifier in sach cycle period, if the second key signal is in a triggered
state. If the second key signal is in a to-be-triggered state, the authentication identifier string
acquiring unit 734 is configured o stop the cyclic detection, and determine an identifier string
formed by the authentication duration identificrs stored during the cyclic detection as the
authentication identifier string.

{098] In the password setting and authentication system 900, the authentication unit 740
determines that the password anthentication is successful comprises based on the following two
sub-conditions: the authentication character string is the same ss the corresponding reference

character string (i.e., the two character strings have the same number of characters, and have the
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same characters at the same positions), and the authentication identifier string is the same as the
corresponding reference identifier string. That is, the authentication unit 740 determines that the
password authentication is successful when the above two sub-conditions are both satisfied.
Otherwise, if either of the ahove two sub-conditions is not satisfied, or none of the
sub-conditions is satisfied, the authentication unit 740 determines that the password
authentication fails.

[099] FIG. 10is a block diagram of still another exemplary system for password setting
and authentication 1000, consistent with some embodiments of this disclosure. As shown in FIG.
10, the password setting and authentication system 1000 may further include a prompt control
unit 730, The prompt control unit 750 is configured to display prompt information corresponding
to the reference input duration information when the reference input duration information is
acquired in the paéswurd setting stage. The prompt control unit 750 is further configured to
display prompt information corresponding to the asthentication input duration information when
the authentication input duration information is acquired in the suthentication stage.

{0100} The prompt information is used for informing a user of current input duration
information when the user inputs the character at the position, so that the user may input the
password correctly. By displaying the corresponding prompt information, the passx#ard setting
and authentication 1000 enables the user to know the set reference input duration information
precisely in the stage of password setting. Subsequently in the stage of password authentication,
the user may determine when to end a key pressing or touch operation according to the change of
the prompt information, thereby avoiding an incorrect input of the password resulting from
rsestimating the actual input duration.

{0101} FIG. 11 s a block diagram of an exemplary apparatus 1 1() for password setting
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and authentication, consistent with some embodiments of this disclosure, The apparatus 1100
may be a server, a PC, a smart phone, 1 tablet computer, or the like. Referring to FIG. 11, the
apparatus 1100 includes a processing component 1122 that further includes one or more
processors, and a memory 1132, The memory 1132 is used for storing instructions, such as an
application program, that can be executed by the processing component 1122, The application
program stored in the memory 1132 may include one or more modules, each of which
corresponds (o 8 group of instructions. In addition, the processing component 1122 may be
configured to execute instructions for performing the above deseribed methods for password
setting and aothentication.

{01021 The password setting and authentication apparatus 1100 may further include a
power supply component 1126 configured to perform power mansgement on the apparatus 1100,
2 wired or wireless network interface 1150 configured to connect the apparatus 1100+t 3
network, and an inputfoutput (FO) interface 1138, The apparatus 1100 may operate based on an
operating system stored in the memory 1132, for example, Windows Server, Mac OS X, Unix,
Linux, FreeBSD, or the like.

{0103} In exemplary embodiments, a non-transitory computer-readable storage medium
including instructions is also provided, sach as the memory 1132 including instructions, and the
instructions may be executed by the proceasing component 1122 of the apparatus 1100, for
pertorming the above-described methods. For example, the non-transitory computer-readable
storage medium may be read-only memory (ROM), random access memory {RAM), CD-ROM,
magnetic tape, floppy disk and optical data storage device, ete.

f0104] It should be noted that, the relational teros herein such as “RArst™ and “second” are

used only to differentiate an entity or operation from another entity or operation, and do not
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require or imply any actual relationship or sequence between these entitics or operations.
Moreover, the words “comprising,” “having,” “containing,” and “including,” and other similar
forms are intended to be equivalent in meaning and be open ended in that an item or items
following any one of these words is not meant to be an exhanstive listing of such item or items,
or meant to be limited to only the Hsted item or items.

{0105} One of ordinary skill in the art will understand that the above described
embodiments can be tmplemented by hardware, or software (program codes), or a combination
of hardware and software. If implemented by software, it may be stored in the above-described
computer-readable media. The software, when executed by the processor can performs the
disclosed methods. The computing units and the other functional units described in this
disclosure can be implemented by hardware, or software, or a combination of hardware and
software. One of ordinary skill in the art will also undersiand that multiple ones of the above
described modules/anits may be combined as ons module/unit, and each of the above described
modules/units may be further divided into a plurality of sub-modules/sub-units.

{0106] Other embodiments of the invention will be apparent to those skilled in the art
from consideration of the specification and practice of the invention disclosed here, This
application is intended to cover any variations, uses, or adaptations of the invention following the
general principles thereof and including such departures from the present disclosure as come
within known or customary practice in the art. It is intended that the specification and examples
be considered as exemplary only, with a true scope and spirit of the invention being indicated by
the following clatms.

{01071 It will be appreciated that the present invention is not limited w the exact

construction that has been described above and iflustrated in the accompanying drawings, and
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that various modifications and changes can be made without departing from the scope thereof. It

is intended that the scope of the invention should only be limited by the appended claims.
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WHAT IS CLAIMED 1S:

1. A methed for password setting and authentication, comprising:

receiving a password setting request;

acquiring a reference character string and reference input duration information, wherein the
reference input duration information is associated with a character at a position of the reference
character string;

storing the reference character string and the reference input duration information,

receiving a password suthentication request;

acquiring an authentication character string input by a user and authentication input duration
information, wherein the authentication input duration information is associated with a character
at the position of the authentication character string; and

determining whether password authentication is successful based on the authentication
character string, the authentication input duration information, the reference character string, and

the reference input duration information,

2. The method of claim 1, wherein the reference input duration information comprises a
reference duration level, and wherein acquiring the reference input duration information
comprises:

detecting a first time duration during which a first key signal corresponding to the character
at the position of the reference character siring is in a triggered state; and

determining the reference duration level based on the first time duration and a preset

mapping relation.
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3. The method of claim 2, wherein the authentication input duration information comprises
an authentication duration level, and wherein acquiring the authentication input duration
information comprises:

detecting a second time duration during which a second key signal corresponding to the
character at the position of the authentication character string is in the triggered state; and

determining the avthentication duration level based on the second time duration and the

preset mapping relation.

4. The method of claim 1, wherein the reference input duration information comprises a
reference identfier string, and wherein acquiring the reference input duration information
cornprises;

after a first key signal corresponding to the character at the position of the reference
character string is triggered, cyclically detecting a state of the first key signal based on a cycle
period;

during each cycle period, if the first key signal is in 3 triggered state, storing a reference
duration identificr, and if the first key signal is in 2 to-be-triggered state in the cycle period,
stopping the cyclic detection, and determining an identifier string formed by the reference

duration wentifier stored during the cyclic detection as the reference identifier string.

5. The method of claim 4, wherein the authentication input duration information comprises
an authentication identifier string, and wherein acquiring the authentication inpat duration
information comprizses:

after 4 second key signal corresponding o the character at the position of the authentication

29



WO 2016/010643 PCT/US2015/034017

character string is triggered, cychcally detecting a state of the second key signal based on the
cycle period;

during each cycle period, if the second key signal is in the triggered state, storing an
authentication duration identifier; and

if the second key signal is in the to-be-triggered state, stopping the cyclic detection, and
determining an identifier string formed by the authentication duration identifier stored during the

cyclic detection as the authentication identificr string.

6. The method of claim 4, wherein the first key signal is in the triggered state when a key
corresponding to the character at the position of the reference character string is pressed or
touched, and the first key signal is in the 1o-he-triggered state when the key corresponding to the

charscter at the position of the reference character string is not being pressed or touched.

7. The method of claum 1, further comprising:
determining that the password authentication is successful if the authentication character
string matches the reference character string, and the authentication input duration information

matches the reference input duration information.

8. The method of claim 1, wherein storing the reference character string and the reference
input duration information comprises:

combining the reference character string and the reference input duration information into a
reference password; and

storing the reference password,
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9. The method of claim 1, wherein the reference input duration infonmation is associated
with a plurality of characters at a plurality of positions of the reference character string, and the
authentication input duration information is associated with a plurality of characters at a plurality

of positions of the authentication character string,

16, The method of claim 1, further comprising:

displaying prompt information corresponding to the reference input duration information
when acquiring the reference input duration information; and

displaying prompt information corresponding to the authentication input duration

information when acquiring the agthentication input duration information.

11, The method of claim I, wherein the position is set before the reference input duration

information is input by the aser.

12, A password setting and authentication system, comprising:

a first acquiring unit configured to receive a password setting request and acquire a
reference character string input by & user and reference input duration information, wherein the
reference input duration information is associated with a character at a position of the reference
character string;

a password storage unit configured to store the reference character string and the reference
input duration information;

a second acquiring unit configured o receive a password authentication request and acquire

an authentication character string input by  wser and authentication input duration information,
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wherein the authentication input duration information is associated with a character at the
position of the awthentication character string; and

an authentication unit configured to determine whether password suthentication is
successful based on the authentication character string, the authentication input duration

information, the reference character string, and the reference input duration information.

13. The password setting and authentication system of claim 12, wherein the refercnce input
duration information comprises a reference duration level, and wherein the first acquiring unit
COMPTIses:

a first time detecting unit configured to detect a first time duration during which the first
key signal corresponding to the character at the position of the reference character string is in a
triggered state; and

a first determining unit configured to determine the reference duration level based on the

first time duration and a prese! mapping relation,

14. The password setting and suthentication system of claim 13, wherein the avthentication
input duration information comprises an authentication duration level, and wherein the second
acguiring unit comprises:

a second time detecting unit configured to detect 2 second helding time during which the
second key signal corresponding to the character at the position of the authentication character
string is in 8 triggered state; and

4 second determining unit configured to determine the authentication duration level based

on the second time duration and the preset mapping relation,
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15. The password setting and authentication system of claim {2, wherein the reference input
duration information comprises a reference identifier string, and wherein the first acquiring unit
COMpPTISeS:

a first state detecting unit configured to, after the first key signal corresponding to the
character at the position of the reference character string is wiggered, cyclically detect a state of
the first key signal based on a cycle perind; and

a reference identifier string acquiring unit configured to:

during each cycle period, if the first key signal is in a triggered state, store a reference
duration identifier, and if the first key signal is in a to-be-triggered state, stop the cyclic
detection, and determine an identifier string formed by the reference duration identifier

stored during the cyclic detection as the reference identifier string,

15, The password setting and authentication systern of claim 15, wherein the authentication
input duration information comprises an authentication identifier string, and wherein the second
acquiring unif comprises:

a second state detecting unit configured to, after the second key signal corresponding to the
character at the position of the authentication character string is triggered, cyclically detect a
state of the second key signal based on the cycle period; and

an authentication idemtifier string acquiring wnit configured to, during each cycle period, if
the second key signal is in the triggered state, store an authentication duration identifier, and if
the second key signal is in the to-be-triggered state, stop the cyclic detection, and determine an
wdentifier string formed by the authentication duration idemtifier stored during the cyelic

detection as the authentication identifier string,
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17, The password selting and authentication system of claim 15, wherein the first key signal
is in the triggered state when a key corresponding to the character at the position of the reference
character string is pressed or touched, and the first key signal is in the to-be-triggered state when
the key corresponding to the character at the position of the reference character siring is not

heing pressed or touched.

18, The password setting and suthentication system of claim 12, wherein the authentication
unit is configured to determine that the password authentication is successful if the
authentication character string matches the reference character string, and the authentication

input duration information matches the reference input duration information,

19. The password setting and authentication system of claim 12, wherein the password
storage unit is configured to:

c:omtsinc the reference character string and the reference input duration information into a
reference password; and

store the reference password.

20. The password seiting and authentication system of claim 12, wherein the reference input
duration information is associated with a plurality of characters at a plurality of positions of the
reference character string, and the authentication input duration information is associated with a

plurality of characters at a plurality of positions of the authentication character string.
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21. The password setting and authentication system of claim 12, further comprising a
prompt control unit configored to;

display prompt inforraation coreesponding to the reference input duration information when
the reference input duration information is acquired; and

display prompt information corresponding to the authentication input duration information

when the suthentication input duration information is acquired.

22. The password setting and authentication systern of claim 12, wherein the position is set

before the reference input duration information is input by the user.
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