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AUTHENTICATION VECTOR GENERATION 
DEVICE, SUBSCRIBER IDENTITY MODULE, 
WIRELESS COMMUNICATION SYSTEM, 

AUTHENTICATION VECTOR GENERATION 
METHOD, CALCULATION METHOD, AND 
SUBSCRIBER AUTHENTCATION METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a divisional of U.S. application 
Ser. No. 1 1/332,534, filed Jan. 17, 2006, the entire contents of 
which is incorporated herein by reference, and is based upon 
and claims the benefit of priority from prior Japanese Patent 
Application No. 2005-025440, filed Feb. 1, 2005. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to an authentication 
vector generation device, a Subscriber identity module, a 
wireless communication system, an authentication vector 
generation method, a calculation method, and a Subscriber 
authentication method. 

0004 2. Related Background of the Invention 
0005. In IMT-2000 (International Mobile Telecommuni 
cation 2000), which is a third generation mobile communi 
cation system, and GSM (Global System for Mobile Com 
munications), which is a second generation mobile 
communication system that is compatible with IMT-2000, 
authentication has been standardized in the following man 
ner. A subscriber identity module (USIM: Universal Sub 
scriber Identity Module, or SIM: Subscriber Identity Mod 
ule), issued by a network operator, a service provider or the 
like to which a subscriber of a mobile communication net 
work is contracted, is mounted on Subscriber side terminal 
equipment (ME: Mobile Equipment, for example a mobile 
telephone, cellular phone or other wireless terminal), thereby 
realizing mutual authentication between the mobile commu 
nication network (to be referred to as the “home network” 
hereafter) that is serviced by the network operator, a service 
provider or the like to which the subscriber is contracted, and 
the subscriber identity module of the home network, during 
outgoing-call, incoming-call, and so on. 
0006. In IMT-2000 and GSM, the mobile communication 
network comprises the following network nodes for perform 
ing authentication: an authentication vector generation 
device (HLR: Home Location Register) for generating an 
authentication vector (AV) used to authenticate the subscriber 
identity module, and an authentication device (VLR: Visitor 
Location Register) for performing authentication processing 
with the subscriber identity module. In IMT-2000 and GSM, 
Subscriber identity module authentication processing is per 
formed in the following manner. First, an authentication 
device transmits to the subscriber identity module predeter 
mined data included in an authentication vector generated by 
the authentication vector generation device. A calculation is 
then performed in the subscriber identity module using the 
predetermined data. The calculation result is transmitted to 
the authentication device, and verified in the authentication 
device using the predetermined data included in the authen 
tication vector. This is described in 3GPP TS 33. 102 V3. 13. 
0 (2002-12): “3rd Generation Partnership Project (3GPP): 
Technical Specification Group Services and System Aspects: 
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3G Security; Security Architecture (Release 1999)” (Non 
patent Document 1), for example. 
0007. In IMT-2000 and GSM, authentication using the 
authentication vector described above has been standardized 
for use in a wireless local area network (LAN) connected to 
the mobile communication network produced by IMT-2000 
and GSM. This is described in “3GPP TS 23. 234 V6. O. O 
(2004-03): “3rd Generation Partnership Project: Technical 
Specification Group Services and System Aspects; 3GPP 
System to Wireless Local Area Network (WLAN) interwork 
ing: System description (Release 6)” (Non-patent Document 
2), for example. 

SUMMARY OF THE INVENTION 

0008. In the specification described the above Non-patent 
Document 1, there are two types of authentication vector, 
namely a quintet and a triplet. The quintet comprises five 
fields: RAND, XRES, CK, IK, and AUTN. The above speci 
fication cites an example in which the AUTN field includes 
information specifying an algorithm, selected from a plural 
ity of algorithms stored in the subscriber identity module, for 
use in the authentication calculation. In the Subscriber iden 
tity module, the algorithm to be used in the authentication 
calculation is specified from among the plurality of algo 
rithms on the basis of this information, whereupon the calcu 
lation is performed. As a result, the confidentiality of the 
calculation processing is increased, enabling highly secure 
authentication. Further, using a similar method to that 
described above, in which information specifying an algo 
rithm is included in the AUTN field, secret information for 
use in the calculation may also be specified from among a 
plurality of information in the subscriber identity module 
with the aim of improving the confidentiality of the calcula 
tion processing and the security of the authentication. 
0009 Meanwhile, the triplet comprises three fields: 
RAND, RES, and K. Here, the RAND field includes random 
number information used in the calculation performed in the 
subscriber identity module, the RES field includes informa 
tion for verifying the result of the calculation performed in the 
subscriber identity module, and the K field includes infor 
mation for making the wireless communication path confi 
dential, information for checking the content of the wireless 
communication, and so on. In the specification of Non-patent 
Document 1, there is no indication that the triplet includes 
information specifying an algorithm for use in the authenti 
cation calculation. The type of authentication vector to be 
used, of the two types of authentication vectors, i.e. the quin 
tet or the triplet, depends on the system employed by the 
mobile communication network that is connected to the wire 
less local area network. 

0010 Hence, with the processing described in the speci 
fication of Non-patent Document 1, calculation specifying an 
algorithm from among a plurality of algorithms cannot be 
performed during authentication of a subscriber identity 
module within a wireless local area network when a mobile 
communication network that performs authentication using 
the quintet described in Non-patent Document 2 is set as the 
home network. This leads to a decrease in the confidentiality 
of the calculation processing. Furthermore, this problem, 
whereby calculation using an algorithm specified from 
among a plurality of algorithms cannot be performed, occurs 
similarly in the secret information, known only to the authen 
tication vector generation device of the home network and the 
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subscriber identity module, used in the calculation performed 
to improve the confidentiality of the authentication process. 
0011. It is therefore an object of the present invention to 
provide an authentication vector generation device, a Sub 
scriberidentity module, a wireless communication system, an 
authentication vector generation method, a calculation 
method, and a subscriber authentication method, with which 
subscriber identity module authentication can be performed 
with no decrease in the confidentiality of the calculation 
processing, even when the Subscriber identity module is 
located within a wireless local area network and the home 
network uses a triplet as an authentication vector. 
0012. A wireless communication system of the present 
invention is constituted by an authentication vector genera 
tion device and a subscriber identity module mounted on 
Subscriber side terminal equipment that is capable of connect 
ing to a wireless local area network. The authentication vector 
generation device comprises: authentication vector generat 
ing means for generating an authentication vector used to 
authenticate the subscriber identity module in the wireless 
local area network, which is connected to a mobile commu 
nication network, the authentication vector having a random 
number field for storing random numbers used in an authen 
tication calculation performed in the subscriber identity mod 
ule; and attaching means for attaching, to the random number 
field of the generated authentication vector, information 
specifying calculation information that is constituted by at 
least one of an algorithm and secret information for use in the 
calculation. The subscriber identity module comprises: cal 
culation information storage means storing in advance a plu 
rality of calculation information for use in the calculation to 
authenticate the Subscriber identity module; reception means 
for receiving data for use in the calculation, transmitted from 
the Subscriber side terminal equipment and including at least 
data in the random number field of the authentication vector 
used to authenticate the subscriber identity module in the 
wireless local area network; specifying means for specifying 
the calculation information to be used in the calculation from 
the plurality of calculation information stored in the calcula 
tion information storage means by referring to the informa 
tion specifying the calculation information in the data of the 
random number field, included in the received data; calculat 
ing means for performing the calculation on the basis of the 
specified calculation information using the received data; and 
transmitting means for transmitting information regarding a 
calculated result of the calculation to the subscriber side 
terminal equipment. 
0013 An authentication vector generation device of the 
present invention comprises: authentication vector generat 
ing means for generating an authentication vector used to 
authenticate a subscriber identity module in a wireless local 
area network that is connected to a mobile communication 
network, the authentication vector having a random number 
field for storing random numbers used in an authentication 
calculation performed in the subscriber identity module; and 
attaching means for attaching, to the random number field of 
the generated authentication vector, information specifying 
calculation information that is constituted by at least one of an 
algorithm and secret information for use in the calculation. 
0014. A subscriber identity module of the present inven 
tion is mounted on Subscriber side terminal equipment that is 
capable of connecting to a wireless local area network, and 
comprises: calculation information storage means storing in 
advance a plurality of calculation information constituted by 
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at least one of an algorithm and secret information for use in 
a calculation to authenticate the subscriber identity module: 
reception means for receiving data for use in the calculation, 
transmitted from the Subscriber side terminal equipment and 
including at least data in a random number field storing ran 
dom numbers for use in the calculation, the random number 
field being provided in an authentication vector used to 
authenticate the subscriber identity module in the wireless 
local area network, which is connected to a mobile commu 
nication network; specifying means for specifying calcula 
tion information to be used in the calculation from the plu 
rality of calculation information stored in the calculation 
information storage means by referring to information speci 
fying the calculation information in the data of the random 
number field, included in the received data; calculating means 
for performing the calculation on the basis of the specified 
calculation information using the received data; and transmit 
ting means for transmitting information regarding a calcu 
lated result of the calculation to the subscriber side terminal 
equipment. 
0015. During the authentication processing performed in 
this wireless communication system, first the information 
specifying the calculation information, which is constituted 
by at least one of an algorithm and secret information, is 
included by the authentication vector generation device in the 
random number field including the data transmitted to the 
subscriber identity module. The data in the random number 
field are transmitted to the subscriberidentity module for use 
in the calculation, and therefore even when the authentication 
vector is a triplet, the data including the information specify 
ing the calculation information can be received by the Sub 
scriber identity module. As a result, the authentication calcu 
lation is performed with specified calculation information. 
Thus a subscriber identity module in a wireless local area 
network can be authenticated using an authentication vector 
with no decrease in the confidentiality of the calculation 
processing, even when a triplet is employed as the authenti 
cation vector. Moreover, the authentication vector generation 
device provided in the system, and particularly the attaching 
means thereof, has a novel constitution. Also, the Subscriber 
identity module provided in the system, and particularly the 
specifying means and calculating means thereof, has a novel 
constitution. 

0016 Incidentally, the present invention may be described 
not only as a wireless communication system, an authentica 
tion vector generation device, and a Subscriber identity mod 
ule, as described above, but also as an authentication vector 
generation method, a calculation method, and a Subscriber 
authentication method, as described below. These are merely 
different ways of categorizing the present invention, and the 
present invention remains Substantially the same, exhibiting 
similar actions and effects. 

0017. An authentication vector generation method of the 
present invention is executed in an authentication vector gen 
eration device, and comprises the steps of generating an 
authentication vector used to authenticate a Subscriber iden 
tity module in a wireless local area network that is connected 
to a mobile communication network, the authentication vec 
tor having a random number field for storing random numbers 
used in an authentication calculation performed in the Sub 
scriber identity module; and attaching, to the random number 
field of the generated authentication vector, information 
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specifying calculation information that is constituted by at 
least one of an algorithm and secret information for use in the 
calculation. 

0018. A calculation method of the present invention is 
executed in a subscriber identity module that is mounted on 
Subscriber side terminal equipment which is capable of con 
necting to a wireless local area network, the Subscriber iden 
tity module storing in advance a plurality of calculation infor 
mation constituted by at least one of an algorithm and secret 
information to be used in a calculation to authenticate the 
subscriber identity module. The calculation method com 
prises the steps of receiving data for use in the calculation, 
transmitted from the Subscriber side terminal equipment and 
including at least data in a random number field storing ran 
dom numbers for use in the calculation, the random number 
field being provided in an authentication vector used to 
authenticate the subscriber identity module in the wireless 
local area network, which is connected to a mobile commu 
nication network; specifying calculation information to be 
used in the calculation from the plurality of calculation infor 
mation by referring to information specifying the calculation 
information in the data of the random number field, included 
in the received data; performing the calculation on the basis of 
the specified calculation information using the received data; 
and transmitting information regarding a calculated result of 
the calculation to the Subscriber side terminal equipment. 
0019. A subscriber authentication method of the present 
invention is performed in a wireless communication system 
comprising an authentication vector generation device, and a 
subscriber identity module mounted on subscriber side ter 
minal equipment that is capable of connecting to a wireless 
local area network, the Subscriber identity module storing in 
advance a plurality of calculation information that is consti 
tuted by at least one of an algorithm and secret information 
used in a calculation to authenticate the subscriber identity 
module. In the authentication vector generation device, the 
Subscriberauthentication method comprises the steps of gen 
erating an authentication vector used to authenticate the Sub 
scriber identity module in the wireless local area network 
connected to a mobile communication network, the authen 
tication vector having a random number field for storing 
random numbers used in the authentication calculation per 
formed in the Subscriber identity module; and attaching, to 
the random number field of the generated authentication vec 
tor, information specifying calculation information to be used 
in the calculation. In the subscriber identity module, which 
comprises calculation information storage means storing in 
advance a plurality of the calculation information for use in 
the calculation to authenticate the subscriberidentity module, 
the subscriber authentication method comprises the steps of: 
receiving data for use in the calculation, transmitted from the 
Subscriber side terminal equipment and including at least data 
in the random number field of the authentication vector used 
to authenticate the subscriber identity module in the wireless 
local area network; specifying the calculation information to 
be used in the calculation from the plurality of calculation 
information by referring to the information specifying the 
calculation information in the data of the random number 
field, included in the received data; performing the calcula 
tion on the basis of the specified calculation information 
using the received data; and transmitting information regard 
ing a calculated result of the calculation to the subscriber side 
terminal equipment. 
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0020. According to the present invention, information 
specifying the calculation information, which is constituted 
by at least one of an algorithm and secret information, is 
included by the authentication vector generation device in the 
random number field including the data transmitted to the 
subscriber identity module. As a result, the authentication 
calculation is performed in the subscriber identity module 
with specified calculation information. Therefore, a sub 
scriberidentity module in a wireless local area network can be 
authenticated using an authentication vector with no decrease 
in the confidentiality of the calculation processing, even when 
a triplet is employed as the authentication vector. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is a view showing the constitution of a wire 
less communication system according to an embodiment of 
the present invention; 
0022 FIG. 2 is a view showing the constitution of a triplet; 
0023 FIG. 3 is a sequence diagram showing processing 
executed by the wireless communication system in this 
embodiment; and 
0024 FIG. 4 is a view showing another example of a 
RAND field in an authentication vector. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0025. The present invention can be understood easily by 
means of the following detailed description, which is pro 
vided with reference to the attached drawings illustrating 
examples thereof. An embodiment of the present invention 
will now be described with reference to these attached draw 
ings. Wherever possible, identical parts have been allocated 
identical reference symbols, and duplicate description 
thereof has been omitted. 
0026 FIG. 1 shows the constitution of a wireless commu 
nication system 1 comprising an HLR 10 (authentication 
vector generation device) and an SIM 40 (subscriber identity 
module) according to this embodiment. As shown in FIG. 1, 
the wireless communication system 1 comprises mobile com 
munication networks 2a, 2b, a wireless local area network 20, 
a wireless LAN terminal 30 (subscriber side terminal equip 
ment), and the SIM 40. In the wireless communication system 
1, the wireless LAN terminal 30 may be connected to the 
wireless local area network 20 by a wireless LAN protocol. 
The wireless local area network 20 controls connection of the 
wireless LAN terminal 30 to the wireless local area network 
20 by performing authentication of the SIM 40 mounted on 
the wireless LAN terminal 30. This authentication is per 
formed using the functions of the mobile communication 
networks 2a, 2b and the SIM 40. 
0027. Here, the mobile communication network 2a is the 
home network of the SIM40 (in other words, when the SIM 
40 is mounted on a mobile communication terminal, it is 
capable of communicating with the mobile communication 
network 2a). The mobile communication network 2b is a 
mobile communication network of another network operator 
(this mobile communication network will be referred to as the 
“transit network 2b'hereafter). Note, however, that the transit 
network 2b is included in the wireless communication system 
1 only when the home network 2a is not directly connected to 
the wireless local area network 20. The home network 2a and 
transit network 2b are produced by one of IMT-2000 and 
GSM. Note that the home network 2a may authenticate the 
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Subscriber identity module using an authentication vector 
with a system other than IMT-2000 and GSM. Further, the 
transit network 2b may be any network that is capable of 
relaying data between the home network 2a and the wireless 
local area network 20. The wireless communication system 1 
will now be described in detail. First, each constitutional 
element of the wireless communication system 1 will be 
described. 
0028. As shown in FIG. 1, the mobile communication 
network 2 comprises the HLR 10, an AAA (Authentication, 
Authorization, Accounting) server (a so-called RADIUS (Re 
mote Authentication Dial-InUser Services) server) 15, and an 
AAA proxy 17. 
0029. The HLR 10 is a device for generating an authenti 
cation vector (AV) used to authenticate the subscriberidentity 
module of the mobile communication network, and exists in 
each mobile communication network 2. The authentication 
vector is also used to authenticate the SIM 40 in the wireless 
local area network 20. Specifically, the HLR 10 is preferably 
realized by an information processing device (server device) 
constituted by a CPU, memory, and so on. As shown in FIG. 
1, the HLR 10 comprises an authentication vector generation 
unit 11 (authentication vector generating means), an attach 
ment unit 12 (attaching means), and an authentication vector 
transmission unit 13. 
0030 The authentication vector generation unit 11 gener 
ates an authentication vector used to authenticate the Sub 
scriber identity module. Authentication vector generation is 
triggered upon reception of an authentication vector issuance 
request transmitted from the AAA server 15. The authentica 
tion vector is generated by generating electronic data com 
prising a plurality of fields. The generated authentication 
vector will be described in detail below. 

0031. The attachment unit 12 reads the authentication vec 
tor generated by the authentication vector generation unit 11, 
and includes in the RAND field of the authentication vector 
information specifying calculation information to be used in 
the authentication calculation performed in the SIM 40. Here, 
the calculation information includes at least one of an algo 
rithm and secret information to be used in the authentication 
calculation in the SIM 40. To improve the confidentiality of 
the calculation processing, a plurality of the calculation infor 
mation is stored in the SIM40 inadvance, and the information 
to be used is specified at the time of calculation processing. 
The authentication vector generated by the authentication 
vector generation unit 11 and attached with information 
specifying the calculation information by the attachment unit 
12 is transmitted to the authentication vector transmission 
unit 13. 
0032. The authentication vector transmission unit 13 
transmits the generated authentication vector to the AAA 
server 15. Note that the information specifying the calcula 
tion information is preferably determined upon reception of 
an instruction from a control terminal (not shown) known as 
a console that is connected to the HLR 10. 
0033. The authentication vector generated by an HLR 10a 
of the home network 2a, or in other words the authentication 
vector generated to authenticate the SIM 40, will now be 
described. The authentication vector generated by the HLR 
10a of the home network 2a is a triplet such as that shown in 
FIG. 2, comprising three fields, namely RAND, RES, and Kc. 
0034. Here, the RAND field is a random number field for 
storing random numbers to be used in the calculation per 
formed in the SIM 40. Appropriate values are selected in the 
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HLR 10a to serve as this random number information. The 
RES field includes information for verifying the result of the 
calculation performed in the SIM 40. This information is 
typically determined from the Secret information and algo 
rithm that are known only to the HLR 10a and the authenti 
cation subject SIM 40. Information for making the wireless 
communication path confidential, information for checking 
the wireless communication content, and so on is included in 
the Kc field. Note that in the specification of Non-patent 
Document 1 described above, there is no indication that infor 
mation specifying the algorithm and Secret information to be 
used in the authentication calculation is included in the triplet. 
The calculation information included in the authentication 
vector by the attachment unit 12 is included in a field having 
a preset location and data length within the RAND field. As 
shown in FIG. 2, for example, an Algorithm field having an 
appropriate data length is provided in the RAND field for 
specifying an algorithm, and a character string specifying an 
algorithm is included in the Algorithm field. 
0035. The AAA server 15 is a device for performing actual 
authentication processing when the wireless LAN terminal 
30 is connected to the wireless local area network 20, using 
the authentication vector generated by the HLR10. The AAA 
server 15 exists in each of the mobile communication net 
works 2 that perform authentication for the wireless local area 
network 20, is connected to the HLR 10 of these mobile 
communication networks 2, and is thus capable of transmit 
ting and receiving information. The AAA server 15 is also 
connected to the wireless local area network 20 within the 
communication area of the mobile communication network 2 
and the AAA proxy 17 of the other mobile communication 
network 2 by a telephone line, computer network, or the like 
So as to be capable of exchanging information with the wire 
less LAN terminal 30. The authentication processing per 
formed in the AAA server 15 will be described in detail 
below. 

0036. The AAA proxy 17 is a device for relaying data used 
in the authentication process. As shown in FIG. 1, when the 
wireless local area network 20, which is the connection target 
of the wireless LAN terminal 30, is unable to exchange infor 
mation with the home network 2a directly, the AAA proxy 17 
of the transit network 2b that is connected directly to the 
wireless local area network 20 relays data between the wire 
less local area network 20 and the AAA server 15 of the home 
network 2a. Here, data is relayed between the AAA proxy 17 
and AAA server 15 using the RADIUS (Remote Authentica 
tion Dial-In User Services (defined in RFC2138 and 
RFC2139)) protocol, for example. Note that when the home 
network 2a and wireless local area network 20 are connected 
directly, the transit network 2b is redundant, and therefore the 
AAA proxy 17 may be omitted. 
0037. The wireless local area network 20 is the connection 
target of the wireless LAN terminal 30 through the wireless 
LAN protocol. As shown in FIG. 1, the wireless local area 
network 20 is connected to another network 50 such as the 
Intranet or Internet, and hence the wireless LAN terminal 30 
that is connected to the wireless local area network 20 is 
capable of accessing the another network 50 via the wireless 
local area network 20. The wireless local area network 20 
performs authentication of the wireless LAN terminal 30 
using the authentication function of the mobile communica 
tion network 2 described above. For this purpose, the wireless 
local area network 20 is capable of communicating with the 
AAA server 15 and AAA proxy 17 of the mobile communi 
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cation network. Specifically, the wireless local area network 
20 comprises an access point for exchanging wireless signals 
with the wireless LAN terminal 30, and so on, for example. 
Note that in this embodiment, the wireless local area network 
20 serving as the connection target of the wireless LAN 
terminal 30 is not connected directly to the home network 2a, 
but instead is disposed in a position so as to be connected 
directly to the transit network 2b, and not connected directly 
to the home network 2a. 

0038. The wireless LAN terminal 30 is a device used by a 
user (a subscriber to the mobile communication network) to 
perform wireless LAN communication. As shown in FIG. 1, 
the wireless LAN terminal 30 comprises a communication 
unit 31 having a wireless LAN communication function, and 
an interface unit 32 for exchanging information with the SIM 
40. Specifically, the wireless LAN terminal 30 is connected to 
DTE (Data Terminal Equipment) such as a PC (Personal 
Computer) or PDA (Personal Digital Assistant) via an inter 
face such as a USB (Universal Serial Bus) interface or PCM 
CIA (Personal Computer Memory Card Internal Association) 
interface, for example, and is used together with the PC, PDA, 
or the like. 

0039. The SIM 40 is a device that is mounted on the 
wireless LAN terminal 30 to perform the calculations 
required for the AAA server 15 to authenticate the SIM 40. 
Specifically, for example, the SIM40 is preferably realized by 
a contact-type IC card that can be mounted on the wireless 
LAN terminal 30, which stores a home network identification 
number of the subscriber and information relating to the 
home network, and stores various information for improving 
subscriber convenience, such as the telephone number of the 
subscriber. As shown in FIG. 1, the SIM 40 comprises a 
calculation information storage unit 41 (calculation informa 
tion storage means), a reception unit 42 (receiving means), a 
specification unit 43 (specifying means), a calculation unit 
44(calculating means), and a transmission unit 45 (transmit 
ting means). 
0040. The calculation information storage unit 41 stores in 
advance a plurality of calculation information that is used in 
the authentication calculation. As described above, the calcu 
lation information is constituted by at least one of an algo 
rithm and secret information for use in the calculation. The 
calculation information is typically known only to the HLR 
10 and SIM 40. The algorithm stored as a method of calcu 
lation is preferably an algorithm that is suitable for use in an 
authentication calculation, such as 3DES (Data Encryption 
Standard), Milenage, or AES (Advanced Encryption Stan 
dard), for example. 
0041. The secret information stored as calculation infor 
mation is known only to the HLR 10a and SIM 40, and used 
to improve the confidentiality of the authentication process. 
For example, the Secret information corresponds to a secret 
key shared by the HLR 10a and SIM 40, or information 
relating to an auxiliary key constituting apart of the secret key 
used during the calculation in the HLR 10a and SIM 40 (the 
information relating to this auxiliary key serves as a consti 
tutional element of the secret key at the time of calculation in 
the HLR 10a or SIM 40). More specifically, the secret infor 
mation is preferably data having a predetermined information 
length, the information length of which is set differently for 
each algorithm used in the calculation. Note that the plurality 
of secret information stored in the calculation information 
storage unit 41 as calculation information does not have to 
have fixed data lengths. In this case, application rules are set 
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between the HLR 10a and SIM 40 in advance to set an 
appropriate data length for each algorithm. Further, when 
only one of the algorithm and secret information is used as the 
calculation information, the other information for use in the 
calculation is also stored. 
0042. The reception unit 42 receives the data to be used in 
the calculation from the interface unit 32 of the wireless LAN 
terminal 30. The data transmitted from the wireless LAN 
terminal 30 include at least information in the RAND field of 
the authentication vector. The received data are transmitted to 
the specification unit 43. The specification unit 43 refers to the 
information specifying the calculation information that is 
included in the RAND field of the authentication vector 
within the received data, and specifies the calculation infor 
mation to be used in the calculation from the plurality of 
calculation information stored in the calculation information 
storage unit 41. Information relating to the specified calcula 
tion information is transmitted to the calculation unit 44. 
0043. The calculation unit 44 performs an authentication 
calculation using the received data on the basis of the speci 
fied calculation information. Information regarding the result 
of the calculation is transmitted to the transmission unit 45 for 
transmission to the wireless LAN terminal 30. The transmis 
sion unit 45 transmits the calculated calculation result infor 
mation to the wireless LAN terminal 30. 
0044) The processing that is executed by the wireless com 
munication system 1 of this embodiment will now be 
described using the sequence diagram in FIG. 3. This pro 
cessing is performed to authenticate the SIM 40 when the 
wireless LAN terminal 30 connects to the wireless local area 
network 20. 
0045 First, the user performs an operation or the like to 
connect the wireless LAN terminal 30 to the wireless local 
area network 20 using the wireless LAN protocol (S01). At 
the time of this connection, the SIM 40 transmits identifica 
tion information specifying the SIM 40 to the wireless local 
area network 20 via the wireless LAN terminal 30. Specifi 
cally, an IMSI (International Mobile Subscriber Identity) or 
the like is used as an identifier. 

0046) Next, the wireless local area network 20 refers to the 
transmitted identification information to specify the AAA 
server 15 which employs an authentication processing func 
tion during authentication of the SIM 40 (S02). The AAA 
server 15 in the home network 2a of the SIM 40 is specified. 
0047 Next, the wireless local area network 20 transmits 
an authentication processing request to the AAA server 15 of 
the home network 2a to authenticate the SIM 40 (S03). At the 
time of this transmission, the identifier of the SIM40 which is 
the authentication subject is also transmitted. Note that when 
the wireless local area network 20 is not connected directly to 
the home network 2a, this transmission is performed via the 
AAA proxy 17 in the transit network 2b. When the wireless 
local area network 20 is positioned within the communication 
area of the home network 2a So that direct communication is 
possible, transmission is performed directly from the wireless 
local area network 20 to the AAA server 15 without passing 
through the AAA proxy 17. 
0048 Having received the authentication processing 
request, the AAA server 15 issues the HLR 10a of the home 
network 2a with an authentication vector issuance request to 
authenticate the SIM40 (S04). At the time of this request, the 
identification information of the SIM 40 is also transmitted to 
ensure that the HLR 10a is able to specify the authentication 
subject SIM 40. 
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0049. In the HLR 10a which receives the issuance request, 
the authentication vector generation unit 11 generates an 
authentication vector corresponding to the SIM 40 on the 
basis of the identification information for the SIM 40 (S05). 
As described above, the authentication vector generated by 
the HLR 10a is a triplet. Typically, the information in the RES 
field of the generated authentication vector is calculated on 
the basis of a predetermined algorithm from the random num 
ber information included in the RAND field and the secret 
information corresponding to the SIM 40, which is stored in 
advance by the HLR 10a. The predetermined algorithm is an 
algorithm for use in the authentication calculation in the SIM 
40. When an algorithm is included in the calculation infor 
mation, the algorithm is selected from a plurality of algo 
rithms stored in the SIM 40. Likewise, when secret informa 
tion is included in the calculation information, the secret 
information is selected from a plurality of secret information 
Stored in the SIM 40. 

0050. Next, the attachment unit 12 of the HLR 10a 
includes information specifying the calculation information 
in the RAND field of the generated authentication vector 
(S06). More specifically, as shown in FIG. 2, when the cal 
culation information is an algorithm, an Algorithm field hav 
ing an appropriate data length is preferably provided in the 
RAND field for specifying the algorithm, for example, and a 
character string specifying the algorithm is included in the 
Algorithm field. In this case, character strings are associated 
with the algorithms in advance Such that the character string 
"01h” corresponds to 3DES, the character string "02h” cor 
responds to Milenage, the character string “03h corresponds 
to AES, and so on, for example. 
0051. When the calculation information is secret informa 
tion, a Key field specifying the secret information is prefer 
ably provided in the RAND field, as shown in FIG. 4A, and a 
character string specifying the secret information is included 
in the Key field. In this case, character strings are associated 
with the secret information in advance such that the character 
string "01h corresponds to secret information Key-1, the 
character string "02h corresponds to secret information Key 
2, and so on, for example. 
0052 Both an algorithm and secret information may be 
used as the calculation information. In this case, the attach 
ment unit 12 includes information specifying the calculation 
information constituted by both. More specifically, as shown 
in FIG. 4B, an Algorithm field specifying the algorithm and a 
Key field specifying the secret information are preferably 
provided in the RAND field. A character string specifying the 
algorithm and a character string specifying the secret infor 
mation are included in the Algorithm field and the Key field, 
respectively. Here, the length of the Algorithm field and the 
length of the Key field are each set to one octet length, for 
example, to produce a total length of two bytes when com 
bined. Further, algorithm specification and secret information 
specification may be performed independently, or the algo 
rithm and secret information may be specified in combina 
tion. 

0053. The RAND field has to include the random number 
information that is originally included in this field, and there 
fore the field including the information which specifies the 
calculation information should be as Small as possible. Fur 
thermore, the information specifying the calculation informa 
tion may either be encrypted using any method, or left in plain 
text. In this embodiment, authentication vector generation 
(S05) and attachment of the information specifying the cal 

Jan. 14, 2010 

culation information (S06) are described as being separate 
processes, but authentication vector generation and attach 
ment of the information specifying the calculation informa 
tion may be performed in a single process. 
0054 The generated authentication vector is transmitted 
to the authentication vector transmission unit 13 and issued. 
In other words, the authentication vector transmission unit 13 
transmits the authentication vector to the AAA server 15 
which issued the authentication vector issuance request 
(S07). The AAA server 15 receives the transmitted authenti 
cation vector. 

0055 Having received the authentication vector, the AAA 
server 15 transmits authentication information to the SIM 40 
(S08). The authentication information includes at least the 
information in the RAND field. This transmission is per 
formed via the AAA proxy 17 of the transit network 2b, the 
wireless local area network 20, and the communication unit 
31 and interface unit 32 of the wireless LAN terminal 30. 
0056. Next, the reception unit 42 of the SIM 40 receives 
authentication information transmitted from the wireless 
LAN terminal 30, or in other words the data for use in the 
authentication calculation. After the data are received, the 
specification unit 43 reads the data, refers to the information 
specifying the calculation information in the RAND field, and 
specifies calculation information from the plurality of calcu 
lation information stored in the calculation information Stor 
age unit 41 (S09). More specifically, the character strings 
indicating the calculation information in the Algorithm field 
and Key field are read, and specification of the calculation 
information is performed using these character strings 
together with information regarding the associations between 
the character strings and calculation information. 
0057 Next, the calculation unit 44 performs the authenti 
cation calculation using the random number information 
included in the RAND field, on the basis of the calculation 
information specified by the specification unit 43 (S10). The 
calculation result is transmitted to the transmission unit 45. 
and the transmission unit 45 transmits the calculation result to 
the wireless LAN terminal 30. The transmitted calculation 
result is transmitted to the AAA server 15 via the communi 
cation unit 31 of the wireless LAN terminal 30, the wireless 
local area network 20, and so on (S.11). Having received the 
calculation result, the AAA server 15 uses the verification 
information included in the RES field of the authentication 
vector to verify that the calculation result is correct, and thus 
authenticates the SIM 40 (S12). More specifically, this veri 
fication is performed by determining whether or not the value 
included in the RES field and the value of the calculation 
result are identical. 

0058 Next, the AAA server 15 transmits information 
regarding the result of verification of the SIM 40 to the wire 
less local area network 20 (S13). The verification result infor 
mation is used to control connection of the wireless LAN 
terminal 30 to the wireless local area network 20, for 
example. More specifically, when it is determined, as a result 
of the authentication, that the SIM 40 (and wireless LAN 
terminal 30) is not authorized to connect to the wireless local 
area network 20, the wireless local area network 20 takes 
measures Such as cutting the connection. 
0059. According to the embodiment described above, an 
authentication calculation is performed with specified calcu 
lation information even when a triplet is employed as the 
authentication vector used in the authentication. As a result, 
the SIM 40 can be authenticated with no decrease in the 
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confidentiality of the calculation processing. Accordingly, the 
lifetime of the SIM 40 can be extended in terms of security. 
The fact that the confidentiality of the calculation processing 
does not decrease can also be used as a measure to prevent 
cloning of the SIM 40. 
0060 Moreover, the parts of this embodiment that must be 
modified from a conventional wireless communication sys 
tem are only the authentication vector generation process of 
the HLR 10a (S05 and S06 in FIG. 3), and the process to 
authenticate the SIM 40 (S09 and S10 in FIG. 3). No modi 
fications need to be made to the AAA server 15 and wireless 
local area network 20, and therefore this embodiment can be 
realized easily. 
0061. Note that in this embodiment, the wireless local area 
network 20 and AAA server 15 exchange data via the AAA 
proxy 17, but when the wireless local area network 20 is 
located within the communication area of the home network 
2a, data may be exchanged between the wireless local area 
network 20 and AAA server 15 directly. 
0062. Further, in this embodiment the subscriber identity 
module is an SIM, but a USIM may be used. Also, in this 
embodiment the authentication vector generation device are 
an HLR, but an HSS (Home Subscriber Server) may be used. 

What is claimed is: 
1. An authentication vector generation device comprising: 
authentication vector generating means for generating an 

authentication vector used to authenticate a Subscriber 
identity module in a wireless local area network con 
nected to a mobile communication network, said 
authentication vector having a random number field for 
storing random numbers used in an authentication cal 
culation performed in said subscriber identity module: 

attaching means for attaching, to said random number field 
of said generated authentication vector, information 
specifying a calculation information element that is con 
stituted by at least one of an algorithm and Secret infor 
mation for use in said calculation; and 

transmitting means for transmitting to said mobile commu 
nication network said random number field which 
includes said information specifying said calculation 
information element. 

2. A subscriberidentity module mounted on subscriber side 
terminal equipment that is capable of connecting to a wireless 
local area network, comprising: 

calculation information storage means storing in advance a 
plurality of calculation information elements consti 
tuted by at least one of an algorithm and secret informa 
tion for use in a calculation to authenticate said Sub 
scriber identity module: 

reception means for receiving data including information 
specifying a calculation information element for use in 
said calculation, which are transmitted from said Sub 
scriber side terminal equipment and include at least data 
in a random number field storing random numbers for 
use in said calculation, said field being provided in an 
authentication vector used to authenticate said Sub 
scriber identity module in said wireless local area net 
work connected to a mobile communication network; 

specifying means for specifying a calculation information 
element to be used in said calculation from said plurality 
of calculation information elements stored in said cal 
culation information storage means by referring to said 
information specifying said calculation information ele 
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ment attached to said data of said random number field, 
included in said received data; 

calculating means for performing said calculation on the 
basis of said specified calculation information element 
using said received data; and 

transmitting means for transmitting information regarding 
a calculated result of said calculation to said subscriber 
side terminal equipment. 

3. A wireless communication system constituted by an 
authentication vector generation device and a Subscriber 
identity module mounted on Subscriber side terminal equip 
ment which is capable of connecting to a wireless local area 
network, wherein said authentication vector generation 
device comprises: 

authentication vector generating means for generating an 
authentication vector used to authenticate said Sub 
scriber identity module in said wireless local area net 
work connected to a mobile communication network, 
said authentication vector having a random number field 
for storing random numbers used in an authentication 
calculation performed in said subscriber identity mod 
ule: 

attaching means for attaching, to said random number field 
of said generated authentication vector, information 
specifying a calculation information element that is con 
stituted by at least one of an algorithm and Secret infor 
mation for use in said calculation; and 

transmitting means for transmitting to said mobile commu 
nication network said random number field which 
includes said information specifying said calculation 
information element, and 

said Subscriber identity module comprises: 
calculation information storage means storing in advance a 

plurality of calculation information elements for use in 
said calculation to authenticate said Subscriber identity 
module; 

reception means for receiving data including said informa 
tion specifying said calculation information element for 
use in said calculation, transmitted from said Subscriber 
side terminal equipment and including at least data in 
said random number field of said authentication vector 
used to authenticate said subscriber identity module in 
said wireless local area network; 

specifying means for specifying said calculation informa 
tion element to be used in said calculation from said 
plurality of calculation information elements stored in 
said calculation information storage means by referring 
to said information specifying said calculation informa 
tion element in said data of said random number field, 
included in said received data; 

calculating means for performing said calculation on the 
basis of said specified calculation information element 
using said received data; and 

transmitting means for transmitting information regarding 
a calculated result of said calculation to said subscriber 
side terminal equipment. 

4. An authentication vector generation method in an 
authentication vector generation device, comprising: 

generating an authentication vector used to authenticate a 
subscriber identity module in a wireless local area net 
work connected to a mobile communication network, 
said authentication vector having a random number field 
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for storing random numbers used in an authentication 
calculation performed in said subscriber identity mod 
ule: 

attaching, to said random number field of said generated 
authentication vector, information specifying a calcula 
tion information element that is constituted by at least 
one of analgorithm and secret information for use in said 
calculation; and 

transmitting to said mobile communication network said 
random number field which includes said information 
specifying said calculation information element. 

5. A calculation method in a subscriber identity module 
which is mounted on Subscriber side terminal equipment that 
is capable of connecting to a wireless local area network, and 
which stores inadvance a plurality of calculation information 
elements constituted by at least one of analgorithm and secret 
information to be used in a calculation to authenticate said 
Subscriberidentity module, said calculation method compris 
ing: 

receiving data including information specifying a calcula 
tion information element for use in said calculation, 
transmitted from said Subscriber side terminal equip 
ment and including at least data in a random number 
field storing random numbers for use in said calculation, 
said field being provided in an authentication vector 
used to authenticate said subscriber identity module in 
said wireless local area network connected to a mobile 
communication network; 

specifying a calculation information element to be used in 
said calculation from said plurality of calculation infor 
mation elements by referring to said information speci 
fying said calculation information element attached to 
said data of said random number field, included in said 
received data; 

performing said calculation on the basis of said specified 
calculation information element using said received 
data; and 

transmitting information regarding a calculated result of 
said calculation to said Subscriber side terminal equip 
ment. 

6. A subscriber authentication method in a wireless com 
munication system comprising an authentication vector gen 
eration device, and a Subscriber identity module mounted on 
Subscriber side terminal equipment that is capable of connect 
ing to a wireless local area network, said Subscriber identity 
module storing in advance a plurality of calculation informa 
tion elements that is constituted by at least one of an algorithm 
and secret information used in a calculation to authenticate 
said Subscriber identity module, wherein, in said authentica 
tion vector generation device, said Subscriber authentication 
method comprises: 

generating an authentication vector used to authenticate 
said subscriber identity module in said wireless local 
area network connected to a mobile communication net 
work, said authentication vector having a random num 
ber field for storing random numbers used in said 
authentication calculation performed in said Subscriber 
identity module; and 

attaching, to said random number field of said generated 
authentication vector, information specifying a calcula 
tion information element to be used in said calculation, 
and 

in said Subscriber identity module, comprising calculation 
information storage means storing in advance a plurality 
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of said calculation information elements for use in said 
calculation to authenticate said Subscriber identity mod 
ule, said Subscriber authentication method comprises: 

receiving data for use in said calculation, transmitted from 
said Subscriber side terminal equipment and including at 
least data in said random number field of said authenti 
cation vector used to authenticate said Subscriber iden 
tity module in said wireless local area network; 

specifying said calculation information element to be used 
in said calculation from said plurality of calculation 
information elements by referring to said information 
specifying said calculation information element in said 
data of said random number field, included in said 
received data; 

performing said calculation on the basis of said specified 
calculation information element using said received 
data; and 

transmitting information regarding a calculated result of 
said calculation to said Subscriber side terminal equip 
ment. 

7. An authentication vector generation device comprising: 
an authentication vector generating device configured to 

generate an authentication vector used to authenticate a 
subscriber identity module in a wireless local area net 
work connected to a mobile communication network, 
said authentication vector having a random number field 
for storing random numbers used in an authentication 
calculation performed in said subscriber identity mod 
ule: 

an attaching device configured to attach to said random 
number field of said generated authentication vector, 
information specifying a calculation information ele 
ment that is constituted by at least one of an algorithm 
and secret information for use in said calculation; and 

a transmitting means for transmitting to said mobile com 
munication network said random number field which 
includes said information specifying said calculation 
information element. 

8. A subscriberidentity module mounted on subscriber side 
terminal equipment that is capable of connecting to a wireless 
local area network, comprising: 

a calculation information storage device configured to 
store in advance a plurality of calculation information 
elements constituted by at least one of an algorithm and 
Secret information for use in a calculation to authenticate 
said subscriber identity module: 

a reception device configured to receive data including 
information specifying a calculation information ele 
ment for use in said calculation, which are transmitted 
from said Subscriber side terminal equipment and 
include at least data in a random number field storing 
random numbers for use in said calculation, said field 
being provided in an authentication vector used to 
authenticate said subscriber identity module in said 
wireless local area network connected to a mobile com 
munication network; 

a specifying device configured to specify a calculation 
information element to be used in said calculation from 
said plurality of calculation information elements stored 
in said calculation information storage device by refer 
ring to information specifying said calculation informa 
tion element attached to said data of said random num 
ber field, included in said received data; 
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a calculating device configured to perform said calculation 
on the basis of said specified calculation information 
element using said received data; and 

a transmitting device configured to transmit information 
regarding a calculated result of said calculation to said 
Subscriber side terminal equipment. 

9. A wireless communication system constituted by an 
authentication vector generation device and a Subscriber 
identity module mounted on Subscriber side terminal equip 
ment which is capable of connecting to a wireless local area 
network, wherein said authentication vector generation 
device comprises: 

an authentication vector generating device configured to 
generate an authentication vector used to authenticate 
said subscriber identity module in said wireless local 
area network connected to a mobile communication net 
work, said authentication vector having a random num 
ber field for storing random numbers used in an authen 
tication calculation performed in said subscriberidentity 
module; 

an attaching device configured to attach to said random 
number field of said generated authentication vector, 
information specifying a calculation information ele 
ment that is constituted by at least one of an algorithm 
and secret information for use in said calculation; and 

a transmitting device for transmitting to said mobile com 
munication network said random number field which 
includes said information specifying said calculation 
information element, and 
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said Subscriber identity module comprises: 
a calculation information storage device configured to 

store in advance a plurality of calculation information 
elements for use in said calculation to authenticate said 
subscriber identity module: 

a reception device configured to receive data including said 
information specifying said calculation information ele 
ment for use in said calculation, transmitted from said 
Subscriber side terminal equipment and including at 
least data in said random number field of said authenti 
cation vector used to authenticate said Subscriber iden 
tity module in said wireless local area network; 

a specifying device configured to specify said calculation 
information element to be used in said calculation from 
said plurality of calculation information elements stored 
in said calculation information storage device by refer 
ring to said information specifying said calculation 
information element in said data of said random number 
field, included in said received data; 

a calculating device configured to perform said calculation 
on the basis of said specified calculation information 
element using said received data; and 

a transmitting device configured to transmit information 
regarding a calculated result of said calculation to said 
Subscriber side terminal equipment. 

c c c c c 


