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ELECTRONIC TRANSACTION NOTIFICATION SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of U.S. Patent Application Serial No.

13/471,297, entitled, "ELECTRONIC TRANSACTION NOTIFICATION SYSTEM

AND METHOD", filed on 14 May 2012, which is hereby expressly incorporated

herein by reference in its entirety.

Field:

[0002] The following relates to electronic transactions and more specifically relates

to systems and methods for generating notifications in response to electronic

transactions.

Background:

[0003] Year after year, the number of electronic transactions performed via

computing devices continues to increase. Additionally, the number of computing

devices associated with a single user has also continued to increase over time. For

example, it is not uncommon for a user to possess a personal computer and at least

one of smartphone device or a tablet device. Further, many users utilize these

multiple computing devices for performing electronic transactions with a same

electronic entity or service. For example, many financial institutions and digital

content providers offer access to their system via desktop or mobile devices to

perform substantially the same types of electronic transactions. In another example,

these devices may access a same storefront for downloading digital content to the

various devices. Moreover, there are many instances in which the user may utilize

someone else's computing device to perform such electronic transactions.

[0004] In general, such devices are allowed to complete transactions with an

electronic entity based on verification of a username/password combination. That is,

upon accessing a portal of the electronic entity, the user will typically be requested to

supply a valid username/password combination to gain access or complete a

transaction. Thereafter, the electronic entity's authentication systems can determine

whether or not the combination is valid and allow access by the user if the

combination is valid.



[0005] For some types of electronic entities, there can be additional safeguards

implemented to protect the user from fraud or identity theft. In one example, an

electronic entity can require the user to generate a user profile during a previous visit

and the user can be required to answer additional questions associated with the user

profile when performing certain tasks. Successfully answering such questions can

result not only in providing user access, but can result in placement of a cookie or

other piece of software on the device to "mark" the device as a known or trusted

device during a future visit to avoid the need for such questions. Alternatively, the

user can also adjust the user profile to specifically add the device to the account

associated with the electronic entity to allow the electronic entity's authentication

system to automatically recognize the device.

[0006] In general, when the above-mentioned authentication is successful, no

further action is taken by the electronic entity's authentication systems. Some

electronic entities do offer the option of providing an alert when a new device is

added to the list of known or trusted devices in a user profile or when there are other

changes in a user profile. This generally occurs via the directing of a pre-defined

message via contact information retrieved from the user profile. However, this type

of notification generally fails to consider how the user has been utilizing the

authentication information. Accordingly, in many instances, authentication systems

fail to detect fraudulent access by third parties in possession of the user's

authentication information. Worst yet, the user may not be notified of such access by

these third parties.

SUMMARY

[0007] As an alternative or to supplement to existing authentication systems and

methods, the present technology provides systems and methods for generating

notifications based on past transactions involving user authentication information.

Specifically, the present technology involves obtaining, responsive to a request for at

a user device to complete a transaction based on authentication information, a device

identifier associated with the user device. This device identifier can be a unique

identifier and be at least partially unrelated to a network identifier for the user device.

[0008] This device identifier can then be compared known device identifiers

associated with the authentication information. In the absence of a match, a

notification can be generated, where a format and contact information for the



notification is based on the format and contact information for transactions meeting

some type of selection criteria.

[0009] The selection criteria can include, for example, selecting known identifiers

associated with particular past transactions. Alternatively, the known identifiers can

be those associated with transactions occurring within a pre-defined time window,

specific locations. Further, the known identifiers can be those associated with

particular type of transactions. In addition to the foregoing, various other selection

criteria can applied in order to select transactions for determining the known

identifiers.

[0010] As noted above, based on the selected transactions, a format of the

notifications can be selected. For example, this can include selection of a language

based on the identified transactions. As also noted above, the contact information for

the notification can also be selected from the transactions. For example, an email,

text message, or other messaging address associated with the identified transactions

can be used.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 illustrates an example computing device;

[0012] FIG. 2 illustrates an exemplary system configuration, wherein electronic

devices communicate via a network for purposes of exchanging content and other data

for carryout methods in accordance with the present technology;

[0013] FIG. 3 is a schematic illustration of some exemplary concepts for generating

notifications in accordance with the present technology; and

[0014] FIG. 4 is a flow chart of steps in an exemplary method for generating

notifications in accordance with the present technology.

DESCRIPTION

[0015] The present technology is described with reference to the attached figures,

wherein like reference numerals are used throughout the figures to designate similar

or equivalent elements. The figures are not drawn to scale and they are provided

merely to illustrate the present technology. Several aspects of the present technology

are described below with reference to example applications for illustration. It should

be understood that numerous specific details, relationships, and methods are set forth

to provide a full understanding of the present technology. One having ordinary skill

in the relevant art, however, will readily recognize that the present technology can be



practiced without one or more of the specific details or with other methods. In other

instances, well-known structures or operations are not shown in detail to avoid

obscuring the present technology. The present technology is not limited by the

illustrated ordering of acts or events, as some acts may occur in different orders

and/or concurrently with other acts or events. Furthermore, not all illustrated acts or

events are required to implement a methodology in accordance with the present

technology.

[0016] FIG. 1 illustrates an exemplary system 100 that includes a general-purpose

computing device 100, including a processing unit (CPU or processor) 120 and a

system bus 110 that couples various system components including the system

memory 130, such as read only memory (ROM) 140, and random access memory

(RAM) 150 to the processor 120. The system 100 can include a cache 122 of high

speed memory connected directly with, in close proximity to, or integrated as part of

the processor 120. The system 100 copies data from the memory 130 and/or the

storage device 160 to the cache 122 for quick access by the processor 120. In this

way, the cache 122 provides a performance boost that avoids processor 120 delays

while waiting for data. These and other modules can control or be configured to

control the processor 120 to perform various actions. Other system memory 130 may

be available for use as well. The memory 130 can include multiple different types of

memory with different performance characteristics. It can be appreciated that the

disclosure may operate on a computing device 100 with more than one processor 120

or on a group or cluster of computing devices networked together to provide greater

processing capability. The processor 120 can include any general purpose processor

and a hardware module or software module, such as module 1 162, module 2 164, and

module 3 166 stored in storage device 160, configured to control the processor 120 as

well as a special-purpose processor where software instructions are incorporated into

the actual processor design. The processor 120 may essentially be a completely self-

contained computing system, containing multiple cores or processors, a bus, memory

controller, cache, etc. A multi-core processor may be symmetric or asymmetric.

[0017] The system bus 110 may be any of several types of bus structures including

a memory bus or memory controller, a peripheral bus, and a local bus using any of a

variety of bus architectures. A basic input/output (BIOS) stored in ROM 140 or the

like, may provide the basic routine that helps to transfer information between

elements within the computing device 100, such as during start-up. The computing



device 100 further includes storage devices 160 such as a hard disk drive, a magnetic

disk drive, an optical disk drive, tape drive or the like. The storage device 160 can

include software modules 162, 164, 166 for controlling the processor 120. Other

hardware or software modules are contemplated. The storage device 160 is connected

to the system bus 110 by a drive interface. The drives and the associated computer-

readable storage media provide nonvolatile storage of computer readable instructions,

data structures, program modules and other data for the computing device 100. In one

aspect, a hardware module that performs a particular function includes the software

component stored in a non-transitory computer-readable medium in connection with

the necessary hardware components, such as the processor 120, bus 110, display 170,

and so forth, to carry out the function. The basic components are known to those of

skill in the art and appropriate variations are contemplated depending on the type of

device, such as whether the device 100 is a small, handheld computing device, a

desktop computer, or a computer server.

[0018] Although the exemplary embodiment described herein employs a hard disk

as storage device 160, it should be appreciated by those skilled in the art that other

types of computer-readable media which can store data that are accessible by a

computer, such as magnetic cassettes, flash memory cards, digital versatile disks,

cartridges, random access memories (RAMs) 150, read only memory (ROM) 140, a

cable or wireless signal containing a bit stream and the like, may also be used in the

exemplary operating environment. Non-transitory computer-readable storage media

expressly exclude media such as energy, carrier signals, electromagnetic waves, and

signals per se.

[0019] To enable user interaction with the computing device 100, an input device

190 represents any number of input mechanisms, such as a microphone for speech, a

touch-sensitive screen for gesture or graphical input, keyboard, mouse, motion input,

speech and so forth. An output device 170 can also be one or more of a number of

output mechanisms known to those of skill in the art. In some instances, multimodal

systems enable a user to provide multiple types of input to communicate with the

computing device 100. The communications interface 180 generally governs and

manages the user input and system output. There is no restriction on operating on any

particular hardware arrangement and therefore the basic features here may easily be

substituted for improved hardware or firmware arrangements as they are developed.



[0020] For clarity of explanation, the illustrative system embodiment is presented as

including individual functional blocks including functional blocks labeled as a

"processor" or processor 120. The functions these blocks represent may be provided

through the use of either shared or dedicated hardware, including, but not limited to,

hardware capable of executing software and hardware, such as a processor 120, that is

purpose-built to operate as an equivalent to software executing on a general purpose

processor. For example, the functions of one or more processors presented in FIG. 1

may be provided by a single shared processor or multiple processors. (Use of the

term "processor" should not be construed to refer exclusively to hardware capable of

executing software.) Illustrative embodiments may include microprocessor and/or

digital signal processor (DSP) hardware, read-only memory (ROM) 140 for storing

software performing the operations discussed below, and random access memory

(RAM) 150 for storing results. Very large scale integration (VLSI) hardware

embodiments, as well as custom VLSI circuitry in combination with a general

purpose DSP circuit, may also be provided.

[0021] The logical operations of the various embodiments are implemented as: (1) a

sequence of computer implemented steps, operations, or procedures running on a

programmable circuit within a general use computer, (2) a sequence of computer

implemented steps, operations, or procedures running on a specific-use programmable

circuit; and/or (3) interconnected machine modules or program engines within the

programmable circuits. The system 100 shown in FIG. 1 can practice all or part of the

recited methods, can be a part of the recited systems, and/or can operate according to

instructions in the recited non-transitory computer-readable storage media. Such

logical operations can be implemented as modules configured to control the processor

120 to perform particular functions according to the programming of the module. For

example, FIG. 1 illustrates three modules MODI 162, MOD2 164 and MOD3 166,

which are modules configured to control the processor 120. These modules may be

stored on the storage device 160 and loaded into RAM 150 or memory 130 at runtime

or may be stored as would be known in the art in other computer-readable memory

locations.

[0022] Having disclosed some components of a computing system, the disclosure

now turns to FIG. 2, which illustrates an exemplary system configuration 200,

wherein electronic devices communicate via a network for purposes of exchanging

content and other data. The system 200 can be configured for use on a network as



that illustrated in FIG. 2 . However, the present principles are applicable to a wide

variety of network configurations that facilitate the intercommunication of electronic

devices. For example, each of the components of system 200 in FIG. 2 can be

implemented in a localized or distributed fashion in a network.

[0023] System 200 is configured for allowing transactions to be performed between

different parties or entities connected to a network 202 by direct and/or indirect

communications with transaction server 204. In the present technology, a transaction

can occur between different users at user terminals 206^.-206 (collectively "206"),

between different entities associated with entity systems or entity servers 208 1...208

(collectively "208"), or between a user at one of user terminals 206 and entities

associated with one or more of servers 208. For ease of illustration, the configuration

and operation of system 200 will be primarily described with respect to transactions

between one of user terminals 206 and an entity associated with one or more of

servers 208. However, the various embodiments are not limited in this regard and the

present technology can be used with any type of transaction.

[0024] In operation, the transaction server 204 receives a request for completing a

transaction between one of user terminals 206 and one of servers 206. As used

herein, the term "transaction" refers to any type of interaction between parties that

results in exchange of monies, goods, services, and information. For example,

transactions not only include purchases of items by a user, but also encompass

providing access to a user to a particular resource, such as an email or other

information portal. Further, it should be noted that the transactions discussed herein

are not limited solely to electronic exchanges of monies, goods, services, and

information. Rather, the present technology is equally useful for monitoring

exchanges of physical representations of monies, goods, services, and information.

[0025] Upon the transaction server 204 verifying the identity of the user at the

requesting one of user terminals 206, the transaction server 204 can be configured to

oversee the completion of the transaction by the associated parties. For example, the

transaction server can grant access to resources at one of servers 206 or cause one of

servers 208 to complete a transaction, such as a transfer of monies and/or goods.

[0026] In the various embodiments, the transaction server 204 is shown as being

separate from servers 208. However the present technology is not limited in this

regard. That is, the transaction server 204 can be incorporated into one or more of

servers 208. Further, it is worth noting that the transaction server 204 can be



controlled by a same or different entity as that controlling a one of servers 208

associated with the requested transaction. For example, the transaction server 204 can

be the payment processing system for an electronic store associated with one or more

of servers 208. Alternatively, the transaction server can provide a third party payment

processing system configured to operate with the different entities associated with

unrelated one of servers 208.

[0027] In the present technology, the transaction server 204 not only operates to

process and manage transactions between parities, but also operates to provide a

notification system for users associated with user terminals 206. In particular, the

transaction server 204 can be used to provide notifications to users regarding use of

their authentication information. However, unlike conventional systems that rely

solely on user information stored in an account profile associated with the user, the

present technology relies instead on an analysis of previous transactions associated

with the user to determine how to provide notifications to users. This is schematically

illustrated with respect to FIG. 3 .

[0028] FIG. 3 is a schematic illustration of some exemplary concepts for generating

notifications in accordance with the present technology. FIG. 3 shows a series of

transactions T(i) associated with a user over a period of time. In a conventional

system, as previously described, the occurrence of transaction T(n) at a previously

unknown device using authentication information associated with a particular user

might result in a transaction server accessing a user profile, extracting the contact

information from the user profile, and sending a message notifying the user regarding

the transaction using the extracted contact information. However, such a

methodology ignores previous transactions, which may be a better indicator of how

the user should be contacted.

[0029] Accordingly, the present technology provides for analyzing the prior

transactions associated with the user (i.e., associated with the user's authentication

information) and determining the appropriate contact information based on such

transactions. In particular, the present technology relies on identifying valid

transactions, based on selection criteria, and thereafter using contact information

associated with these valid transactions to provide any needed notifications.

[0030] The selection criteria for identifying the valid transactions can be configured

in a variety of ways. A first exemplary selection criterion is one that considers

transactions associated with a specific period of time. For example, as shown in FIG.



3, a time window TW can be specified as being associated with valid transactions.

Thus, only transactions occurring within TW (e.g., T(n-l), T(n-2), T(n-3), T(n-4), and

T(n-5)) would be considered to be valid transactions. Thereafter, contact information

for a notification associated with transaction T(n) would be limited solely to contact

information associated with these identified transactions.

[0031] It is worth noting that the present technology is not limited to a single time

window. Rather, the selection criteria can specify any number of time windows as

including valid transactions. The present disclosure also contemplates that time

windows can be specified in any number of ways. In one method, a time window can

be specified to be a function of the date of the transaction being analyzed. For

example, the time window can look at transactions that have occurred within 5 days

of the transaction in question. However, any other measure of time can be used. For

example, the present disclosure also contemplates that time windows associated with

valid transactions can be predefined and fixed.

[0032] Additionally, the time windows can also be dependent on the type of

transaction. For example, if a particular type of transaction has occurred, it may be

more desirable to evaluate similar or related transactions. Further, the time windows

can also be dependent on the type of device or any other conditions or characteristics

regarding the transaction. Further, the present disclosure also contemplates that one

or more of the time windows can be obtained using a combination of different

methods. These methods of obtaining time windows solely for exemplary purposes.

Thus, the present disclosure contemplate that selection of a time window can be

performed based on any type of selection criteria pertinent to the user, the entity, or

both.

[0033] A second exemplary selection criteria is one that considers transactions

associated with a specific device or device type. For example, a device "window" can

be specified in which only transactions associated with a particular device are

considered valid. Alternatively, if the transaction T(n) occurs using a particular type

of device, it may be desirable to evaluate transactions use a same or similar type of

device. Thus, the device "window" would only include transactions performed on

such devices.

[0034] Referring back to FIG. 3, for a device "window" DW associated with a first

device Dl, only transactions associated with DW (e.g., T(n-l) and T(n-4)) would be

considered to be valid transactions. Accordingly, contact information for a



notification would be limited solely to contact information associated with these

transactions. It is worth noting that the present technology is not limited to a single

device for purposes of a device "window". Rather, the selection criteria can specify

any number of devices as being associated with valid transactions. Further, the

present disclosure contemplates that the device "window" can be associated with

particular types or classes of devices or devices having specific characteristics. Such

characteristics can specify type of device, the type of communications link for the

device, or any other characteristic of interest for a device. Additionally, the present

disclosure contemplates that any combination of characteristics can be used to define

the device "window". Also, the present disclosure contemplates that different sets of

characteristics, regardless of their degree of overlap, can be utilize to define a device

"window". However, the present technology is not limited to these exemplary

methods and any other methods can be used without limitation.

[0035] A third exemplary selection criteria is one that considers transactions

associated with a specific location. For example, a location "window" can be

specified in which only transactions associated with a particular location are

considered valid. Alternatively, if the transaction T(n) occurs at a particular location

or type of location, it may be desirable to evaluate transactions use a same or similar

type of locations. Thus, the location "window" would only include transactions

performed at such locations.

[0036] Referring back to FIG. 3, for a location "window" LW associated with a

second location LI, only transactions associated with LW (e.g., T(n-3), T(n-4), and

T(n-6)) would be considered to be valid transactions. Accordingly, contact

information for a notification would be limited solely to contact information

associated with these transactions. It is worth noting that the present technology is

not limited to a single location for purposes of a location "window". Rather, the

selection criteria can specify any number of locations as being associated with valid

transactions. Further, the present disclosure contemplates that the location "window"

can be associated with particular types of locations or locations having specific

characteristics. Additionally, the present disclosure contemplates that any

combination of locations can be used to define location "window". However, the

present technology is not limited to these exemplary methods and any other methods

can be used without limitation.



[0037] Although the discussion above has focused primarily on location, time, and

device types, the present disclosure contemplates that other type of classifications can

also be used to define which transactions are valid and invalid. Other examples of

transaction selection criteria include a reviewing a pre-defined number of previous

transactions, transaction type, an entity associated with the transaction, a location of

the entity associated with the transaction, an amount of the transaction (if monies are

exchanged), or any combinations thereof, to name a few. However, the present

technology is not limited in this regard.

[0038] Further, the present disclosure also contemplates that a combination of such

features can be used to identify valid transactions. For example, the valid transactions

can be identified on the basis of time, device type, and location, or any sub

combination thereof. Further, valid transactions can also be identified on the basis of

any other feature, separately or in combination with any of time, device, and location.

[0039] Moreover, the present disclosure also contemplates that the user, an entity

associated with the authentication system, or a combination of both, can control the

establishment of selection criteria. Thus, a user can potentially create customized

selection criteria to provide an additional layer of security for the user's authentication

information.

[0040] Referring back to FIG. 2, an exemplary arrangement for the transaction

server 204 is illustrated. The transaction server 204 can include a communications

interface 210 for managing communications with any of user terminals 206 and

servers 208. The conventional aspects of the transaction server 204, such as user

authentication of requests from user terminals 206 and signaling servers 208 to

complete the transaction, can be handled by providing a transaction engine 220. In

operation, responsive to a request from one of user terminals 206 to engage in a

transaction with one of servers 208, the transaction engine 220 can cause the

transaction server 204 to request authentication information from the one of user

terminals 206. Thereafter, the transaction engine 220 can consult a user profile

database 222 to verify that the authentication information is valid.

[0041] If the authentication information is not valid, the transaction engine 220 can

deny access to the one of user terminals, request re-entry of the authentication

information, request additional authentication information to verify the identity of the

user at the one of user terminals, or perform any other actions necessary to ensure

only authorized users are permitted to complete a transaction.



[0042] In contrast, if the authentication information is valid, the transaction engine

220 permits the requested transaction to be completed. The present disclosure

contemplates that the requirements for authenticating a user can vary. Thus, in some

configurations, the transaction engine 220 can obtain such requirements from servers

208 or any other location at which these are specified.

[0043] As noted above, the present technology relies on previous transactions in

order to determine when and how to generate notifications. Accordingly, the present

disclosure contemplates that responsive to the user terminals 206 and server 208

engaging in various transactions, a transaction database (DB) 224 can be generated to

store information associated with these transactions. The transaction DB 224 can be

configured to store various types of information associated with the transaction, the

requesting one of user terminals 206, and the associated server 208. For example, a

device identifier, a date and time, a location, a requesting device type, language

information, or any other information can be stored for each transaction, as noted

above. The transaction DB 224 can also be configured to store the contact

information associated with the user at the time of the transaction. Alternatively, the

transaction DB 224 can include a link or pointed to part or all of the above-identified

information. The present disclosure contemplates that in some instances, the

transaction DB 224 can also be configured to store information associated with both

successful and unsuccessful attempts at completing a transaction. In one exemplary

configuration, the transaction engine 220 can be utilized to populate the transaction

DB 224. However, the present technology is not limited in this regard. That is, the

transaction DB 224 can be stored elsewhere, such as at one of server 208 or at another

location.

[0044] For purposes of generating notifications, the transaction server 204 of FIG. 2

provides, in one exemplary configuration, a transaction analysis module 226, a

notification module 228, and a message DB 230.

[0045] The transaction analysis module 226 can be configured for determining if a

notification needs to be generated and how the notification should be generated. That

is, responsive to a transaction engine 220 managing a requested transaction between

one of user terminals 206 and one of servers 208, the transaction analysis module 226

can determine whether a notification is needed and begin the process of identifying

valid transactions for purposes of generating the notification.



[0046] As noted above, the process begins with the transaction analysis module 226

determining whether or not a notification is needed. The transaction module 226 can

be prompted to begin this process in several ways. For example, in some

configurations the transaction engine 220 can communicate directly with the

transaction analysis module 226, upon receipt of a request user, to begin its analysis.

In other configurations, the transaction analysis module 226 can be configured to

monitor transactions being managed by the transaction engine 220 and take action

independently as requests are received.

[0047] The transaction analysis module 226 determines whether or not a

notification is required based on device identifier information associated with the

authentication information being provided to the transaction engine 220. For

example, the transaction analysis module 226 can compare device identifier

information associated with a requesting one or user terminal 206 to a list of device

identifiers previously associated with the user (i.e., associated with the authentication

information). For example, the transaction analysis module 220 can access a user

profile stored in the user profile DB 220 to determine whether the device identifier

associated with the current transaction is associated with the user. However, the

present technology is not limited in this regard and the list of device identifiers can be

stored elsewhere.

[0048] The present disclosure contemplates that the device identifier information

utilized in the present technology contains at least one portion is that is generated via

processes that guarantee device identifiers that are unique or practically unique. For

example, the device identifier information can include a portion generated using

methods for assembling a universally unique identifier (UUID), a globally unique

identifier (GUID), or any variants thereof. In some configuration, the device

identifiers can be those explicitly associated with the device. That is, a UUID or

GUID may be pre-assigned to the device and transmitted by the device as part of a

request. However, the present disclosure also contemplates that it may desirable, for

privacy concerns to prevent storage of the actual UUID or GUID of the device.

Accordingly, in some configurations, the UUID or GUID used can assigned to each

user terminals 206 by the transaction server 204, an entity associated with servers

208, or a third party system.

[0049] The present disclosure recognizes that in the methods described herein can

result in the collection of transaction data that may contain personal data. The present



disclosure contemplates that the entities responsible for the collection, analysis,

disclosure, transfer, storage, or other use of UUID data and other transaction data

should implement and consistently use privacy policies and practices that are

generally recognized as meeting or exceeding industry or governmental requirements

for maintaining personal information data private and secure.

[0050] For example, transaction data should be collected for legitimate and

reasonable uses of the entity and not shared or sold outside of those legitimate uses.

Further, such collection should occur only after the informed consent of the users.

Additionally, such entities would take any needed steps for safeguarding and securing

access to such transaction information data and ensuring that others with access to the

transaction data adhere to their privacy and security policies and procedures. Further,

such entities can subject themselves to evaluation by third parties to certify their

adherence to widely accepted privacy policies and practices.

[0051] Despite the foregoing, the present disclosure also contemplates embodiments

in which users selectively block the use of, or access to, personal information data.

That is, the present disclosure contemplates that hardware and/or software elements

can be provided to prevent or block access to such personal information data. For

example, the present technology can be configured to allow users to select to "opt in"

or "opt out" of participation in the collection of one or more portions of transaction

data during registration for services. In another example, users can select not to

provide location information. The present disclosure also contemplates that other

methods or technologies may exist for blocking access to their personal information

data.

[0052] Referring back to FIG. 2, if the transaction analysis module 226 finds a

matching device identifier already associated with the authentication information, no

further analysis is needed as the request is coming from a trusted or valid device.

However, in the case that no such match is found, the transaction analysis module 226

can then begin the process of causing a notification to be forwarded to the user

associated with the authentication information.

[0053] It is worth noting that the present disclosure is primarily directed to a

"passive" notification system. That is, a transaction is generally allowed to proceed,

even if from an unknown device, and the notification is intended merely to alert the

user in order to afford the user the opportunity to act accordingly if the unknown

device is fraudulently using his authentication information.



[0054] In the present technology, the transaction analysis module 226 is primarily

tasked with: (1) determining the correct contact information for the user and (2)

determining a proper format and/or content for the message.

[0055] With respect to determining the correct contact information, the present

disclosure contemplates that one or more previous transactions will be associated with

the correct contact information for the user. The determination of correct contact

information is necessary since the currently stored information in the user profile

database 220, which is typically used in conventional notification systems, may be

incorrect, outdated, or the user may not currently have access to the communications

means associated with the stored information. Worse yet, the user's account may

have been co-opted by a third party and thus the reliability of the information

presently stored therein may be questionable for purposes of alerting the user about

possible fraudulent activity using his authentication information.

[0056] Accordingly, the transaction analysis module 226 is configured for using

selection criteria for identifying valid transactions, as discussed above with respect to

FIG. 3 . In some configurations, the transaction analysis module 204 can be pre-

configured with a set of selection criteria and performs its analysis based on these

criteria. However, the present disclosure also contemplates that the selection criteria

can vary. For example, for different circumstances associated with the transaction,

different sets of selection criteria can be used. For example, based on the type of

transaction, the one of servers 208 involved, or any conditions, the set of criteria to be

used to analyze a requested transaction can vary. Further, the selection criteria can be

stored in various locations in system 200. For example, in some configurations, the

selection criteria can be stored within the transaction server 204 itself or even within

transaction analysis module 226. However, in other configurations, the selection

criteria can also be stored at the one of servers 208 associated with the requested

transactions or at a third party location. Further, the present disclosure contemplates

that a set of selection criteria can be assembled from criteria obtained from a number

of different sources. In such configurations, each source can specify which criteria

apply under different circumstances.

[0057] Once transaction analysis module 226 obtains the necessary selection

criteria, the transaction analysis module 226 can proceed with the identification of

valid transactions. For example, referring back to FIG. 2, the transaction analysis

module can access the transaction DB 224 to retrieve transactions associated with the



authentication information and filter out transactions based on the selection criteria.

This filtering can be performed as previously described with respect to FIG. 3 .

[0058] The present disclosure also contemplates that in some instances the

transaction analysis module 226 may consider failed attempts at authentication for

purposes of identifying valid transactions. That is, if a particular device identifier was

previously associated with a large number of failures to authenticate, transactions

associated with this device identifier can be excluded from the valid transactions as

the usage of this device may be questionable. For example, if half or more of the

transactions associated with a particular device identifier result in authentication

failures.

[0059] After the transaction analysis module 226 identifies valid transactions, these

identified transactions are analyzed further to determine contact information. As

described above, the present disclosure contemplates that part of the information

stored in the transaction DB 224 for a transaction includes an indication of the contact

information associated with the user authentication at the time of this previous

transaction. This contact information can be explicitly identified in the transaction

DB 224. However, the present technology contemplates that the information in the

transaction DB 224 can alternatively provide a location elsewhere in system 200 from

which to obtain such information.

[0060] In many cases, the contact information associated with two or more valid

transactions will be the same. However, the present disclosure also contemplates that

for various reasons the contact information can vary among the identified valid

transactions. In such cases, the transaction analysis module can be configured to

incorporate a set of rules for selecting from among different sets of contact

information. In one example, the rules can specify a preference to utilize contact

information associated with a majority of the identified transactions. In another

example, the rules can specify a preference to utilize contact information associated

with transactions at particular locations, at particular times, or using particular

devices. In still another example, the rules can specify a preference for particular

types of communications. Other rules can be specified as well. Further, rules can be

global or localized. That is, a same set of rules can be specified at the transaction

analysis module 226 for all transactions. Alternatively, a different set of rules can

apply, depending on the parties to the transaction, the types of transactions, or any

other criteria.



[0061] Regardless of the rules being applied, the transaction analysis module 226

selects a set of contact information for the notification. Additionally, as described

above, a format for the notification can also be selected by the transaction analysis

module 226 based on the identified transactions. The present disclosure recognizes

that to some extent, the format for the notification will be dependent on the contact

information. For example, a notification sent by text messaging may need to be

different to a notification sent by email. However, the present disclosure also

contemplates that some additional formatting of the notification can be required for a

user.

[0062] In one exemplary configuration, the formatting can specify a language

needed for the notification. In such configurations, the language can be determined

by an analysis of the valid transactions. For example, the language used to conduct

the valid transactions can be identified. In the case where more than one language

was used to conduct the valid transactions, rules can be specified for selecting from

among the various languages. These rules can be specified in manner substantially

similar to that described above for selecting between different contact information. In

some instances, it is possible that the communications means associated with the

contact information may be incompatible with a particular language. Therefore, in

some instances, an alternate language can be selected either by the specification of

additional rules or the specifying of a default language at the transaction analysis

module 226. For example, an alternative language could be selected based on the

location of the one of user terminals 206, an associated one of servers 208, or a

combination thereof.

[0063] Notification module 228 of transaction server 228 can then use the contact

information and the formatting identified by the transaction analysis module 226 to

generate the notification. In some configurations, the content for the notification can

be retrieved from a message database (DB) 230. That is, based on the formatting

identified at the transaction analysis module, an appropriate message can be selected

from a collection of pre-defined messages. Alternatively, the message DB 230 can

simply provide rules for generating messages. Thus, the notification module 226 can

access the message DB 230 to determine how to assemble the message based on the

information from the transaction analysis module 226. The assembled notification

can then be forwarded through communications interface 210 to the appropriate

destination.



[0064] Although the exemplary configuration is directed to the selection of a

language, the present technology is not limited in this regard. Rather, the present

disclosure contemplates that other types of formatting can be selected based on the

valid transactions.

[0065] The configuration illustrated in FIG. 2 is presented solely to describe an

exemplary architecture for a system in accordance with the present technology.

However, the present technology is not limited in this regard. Rather, the present

disclosure contemplates that other architectures are possible for performing the

various methods described herein. Further, such architectures may include more or

less components than those illustrated in FIG. 3 . Additionally, such architectures may

also be implemented in a localized or distributed fashion over one or more networks.

[0066] The present disclosure now turns to FIG. 4, which illustrates a method 400

for generating notifications in accordance with the present technology. The method

begins at step 402 and continues at step 404. At step 404 a request is received for

performing a new transaction. For example, a request can be received at transaction

server 204 from one of user terminals 206 to engage in a transaction with one of

servers 208. The method 400 can then proceed to step 406, where authentication

information for the user is received. Step 406 can involve the transaction engine 220

challenging a requesting one of user terminals for authentication information.

However, the present disclosure contemplates that the user terminal may prompt the

user for the authentication information prior to communicating with the transaction

server 204. For example, the user may be utilizing an application at the requesting

one of user terminals 206 that automatically prompts the user for authentication

information upon startup, when access to one of servers 208 is required, or when a

transaction between different entities is required prior to proceed with operation of the

application.

[0067] Once the authentication information is received at step 406, the transaction

server 204 can proceed with completion of the transaction request at step 408. Step

408 can involve the operations of the transaction engine 220 to determine whether the

authentication information is valid, as previously described.

[0068] Concurrently or following steps 402-408, the transaction server 204 can

proceed with ascertaining a device identifier associated with the request at step 410.

This can involve the transaction analysis module 226 analyzing information in

transaction DB 224, information being provided by the one of user terminals 206 to



transaction server 204, or any combination thereof, as previous described.

Afterwards, at step 412, the transaction analysis module 226 can compare the device

identifier associated with the request to known or trusted device identifier associated

with the authentication information. For example, this can involve the transaction

analysis module 226 accessing the user profile DB 220 or other source of known

device identifiers.

[0069] At step 414, if the device identifier is known, the method can proceed to step

416 and resume previous processing. That is, if the device identifier is known, there

is no need to generate the notification. However, if the device identifier is unknown

at 414, the method can proceed to steps 418 and 420 to generate the necessary

notification.

[0070] First, at step 418, selection criteria are utilized to identify valid transactions.

For example, the transaction analysis module 226 can apply one or more selection

criteria against the transactions in transaction DB 224 to identify those associated with

the user authentication information and meeting the selection criteria. Thereafter, at

step 420, a notification is generated based on these identified known device

identifiers. Step 420 can involve identifying, at the transaction analysis module 226,

contact information and formatting for the notification, as described above. Step 420

can also involve the notification module 228 assembling the notification, as also

described above. Once the notification is generated at step 420, the method can

proceed to step 416 and resume previous processing.

[0071] The present disclosure contemplates that in some instances a notification can

be generated based on previously known devices. That is, if a device has not been

utilized with the authentication information for an extended period of time, it is

possible that the device is no longer in use by the user, but by a third party. However,

the user may still have the device associated with his user profile. Accordingly, if the

device identifier does match a known identifier, the method can optionally proceed to

step 422. At step 422, a history of transactions associated with the device identifier is

retrieved. Thereafter, at step 424, the time of the last transaction is evaluated to

determine whether a pre-defined expiry period has elapsed. If the period has elapsed,

the device identified is treated as unknown and the method 400 proceeds to step 418

to generate a notification as described above. Otherwise, the method 400 proceeds to

step 416 to resume previous processing.



[0072] The present disclosure also contemplates that in some circumstances, based

on the transaction or transaction type, a notification may not be generated at all. In

particular, if the transaction does not include accessing or modifying secure

information or the exchange or transfer of funds, the generation of a notification can

be aborted. For example, if the authentication information is utilized to download

software free of charge, there is no impact to the legitimate user. Thus, in the absence

of a negative effect, the need for a notification is reduced. Accordingly, the present

technology can be configured to allow certain types of transaction to occur without

notification, even though they are performed on unknown device. The present

disclosure also contemplates that a user or an entity can specify the types of

transactions that would trigger a notification.

[0073] As noted above, the present disclosure primarily contemplates that the

process of generating notifications provides a "passive" security system. However,

the present disclosure contemplates that under certain circumstances additional

actions can be carried out to provide an additional layer of security for a user. For

example, as notifications are being generated, the transaction server 204 can maintain

a log or record of the generated notifications. This log can then be analyzed at the

transaction server 204 by comparing the notifications therein to some criteria for

identifying fraud. For example, if a large number of notifications occur within a short

period of time, ongoing fraud is likely. However, other criteria can also be specified.

Once such criteria are met, whatever it may be, the transaction server 204 can act to

safeguard the user. For example, the transaction server 204 can cause an additional

notification to be sent to the user with stronger or more alarming language than the

prior notifications. In another example, the transaction server 204 can notify an entity

associated with the notifications and allow the entity to take action. In still another

example, the transaction server 204 can simply prevent the user's authentication

information to be utilized. Further, a combination of such methods can also be

utilized.

[0074] The present disclosure additionally contemplates that the device identifiers

can be eventually added to any list of known or trusted identifiers for the user. For

example, the transaction server 204 can be configured to monitor user behavior with

respect to the notifications. For example, the notification can be configured to ask the

user to perform certain acts if the transaction is not valid and the transaction server

204 can be configured to receive a notification of such acts. Thus, if the user does not



explicitly act upon receipt of one or more notifications, the transaction server 204 can

assume the transactions are valid and automatically add them to the user profile.

Accordingly, in response to a future transaction from the same device identifier, no

notification would be generated.

[0075] Other implementations according to these examples include computer-

readable media for carrying or having computer-executable instructions or data

structures stored thereon. Such computer-readable media can be any available media

that can be accessed by a general purpose or special purpose computer. By way of

example, and not limitation, such tangible computer-readable media can include

RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk

storage or other magnetic storage devices, or any other medium which can be used to

carry or store desired program code means in the form of computer-executable

instructions or data structures.

[0076] Computer-executable instructions include, for example, instructions and data

which cause a general purpose computer, special purpose computer, or special

purpose processing device to perform a certain function or group of functions.

Computer-executable instructions also include program modules that are executed by

computers in stand-alone or network environments. Generally, program modules

include routines, programs, objects, components, and data structures that perform

particular tasks or implement particular abstract data types. Computer-executable

instructions, associated data structures, and program modules represent examples of

the program code means for executing steps of the methods disclosed herein. The

particular sequence of such executable instructions or associated data structures

represent examples of corresponding acts for implementing the functions described in

such steps.

[0077] Those of skill in the art will appreciate that other embodiments of the

invention may be practiced in network computing environments with many types of

computer system configurations, including personal computers, hand-held devices,

multi-processor systems, microprocessor-based or programmable consumer

electronics, network PCs, minicomputers, mainframe computers, and the like.

Embodiments may also be practiced in distributed computing environments where

tasks are performed by local and remote processing devices that are linked (either by

hardwired links, wireless links, or by a combination thereof) through a



communications network. In a distributed computing environment, program modules

may be located in both local and remote memory storage devices.

[0078] Communication at various stages of the described system can be performed

through a local area network, a token ring network, the Internet, a corporate intranet,

802.11 series wireless signals, fiber-optic network, radio or microwave transmission,

etc. Although the underlying communication technology may change, the

fundamental principles described herein are still applicable.

[0079] The various embodiments described above are provided by way of

illustration only and should not be construed as limiting. Those skilled in the art may

recognize various modifications and changes that may be made while following the

example embodiments and applications illustrated and described herein, and without

departing from the true spirit and scope of the present disclosure.



CLAIMS:

1. A system, comprising:

a transaction database for storing information associated with a plurality of

known device identifiers;

a transaction analysis module for ascertaining a device identifier associated

with a request received from a user device to engage in a transaction using

authentication information and comparing the device identifier associated with the

request to a plurality of known device identifiers previously associated with the

authentication information; and

a notification module for delivering a notification for a user associated with

the authentication information,

wherein the transaction analysis module causes the notification module to

deliver the notification if the device identifier is not among the plurality of known

device identifiers, and wherein contact information for delivering the notification is

based on contact information for at least one previous transaction that meets a

selection criteria and that is associated with the authentication information.

2 . The system of claim 1, wherein the transaction analysis selects the contact

information, wherein the selecting comprises selecting the contact information from at

least one set of contact information associated with the at least one previous

transaction based on at least one contact information selection rule.

3 . The system of any one of claims 1-2, wherein the transaction analysis module

causes the notification module to deliver the notification if the transaction comprises a

transaction involving at least one of a transfer of funds, access to secure information,

or an exchange of secure information.

4 . The system of any one of claims 1-3, wherein the transaction analysis module

adds the device identifier to the plurality of known device identifiers in the absence of

action to exclude the device identifier.

5 . The system of any one of claims 1-4, wherein the transaction analysis module

causes the notification module to deliver a notification for a user associated with the

authentication information, if the device identifier is among the plurality of known

device identifiers and a pre-defined period of time has elapsed since a last transaction

associated with the device identifier was performed, wherein contact information for

delivering the notification is based on contact information for at least one previous



transaction that meets a selection criteria and that is associated with the authentication

information.

6 . A method comprising:

identifying a universal unique identifier (UUID) associated with a user device

providing user authentication information for performing an transaction; and

determining whether the UUID for the user device is one of one or more

known UUIDs previously used with the user authentication information; and

if the UUID for the user device is not one of the known UUIDs, generating a

notification for a user associated with at least one recent transaction associated with at

least one of the known UUIDs, wherein a communications channel and a language for

the notification is selected based on the at least one recent transaction.

7 . The method of claim 6, wherein the communications channel and the language

for the notification is selected based on a selection criteria comprising at least one of a

time criteria, a device criteria, and a location criteria.

8. The method of any one of claims 6-7, wherein the generating further

comprises:

adapting the notification to deliver a message in the language; and

delivering the notification using the communications channel.

wherein the language is selected based on at least one language selection rule,

and the communications channel based on at least one communications channel

selection rule.

9 . The method of any one of claims 6-8, further comprising:

adding the UUID to the one or more known UUIDs based on inclusion

criteria.

10. A computer-readable medium having stored thereon a plurality of instructions

for performing a method comprising:

identifying a device identifier associated with a user device providing user

authentication information for performing an transaction; and

determining whether the device identifier for the user device is one of a

plurality of known device identifier previously used with the user authentication

information; and

if the device identified is not among the plurality of known identifiers,

delivering a notification to a user associated with at least one recent transaction

associated with at least one of the plurality of known device identifiers, wherein



contact information and a language for the notification are selected based on the at

least one recent transaction.

11. The computer-readable medium of claim 10, further comprising:

adding the notification to a notification log;

comparing the notification log to predefined criteria; and

responsive to the comparison indicating a positive result, generating at least

one secondary notification for at least one of the user or an entity associated with the

transaction.

12. The computer-readable medium of any one of claims 10-11, further

comprising instructions for:

selecting the contact information from at least one set of contact information

associated with the at least one transaction based on at least one contact information

selection rule.

13. The computer-readable medium of any one of claims 10-12, further

comprising instructions for:

preventing delivery of the notification unless the transaction comprises a

transaction involving at least one of a transfer of funds, access to secure information,

or an exchange of secure information.

14. The computer-readable medium of any one of claims 10-13, further

comprising instructions for:

adding the device identifier to the plurality of known device identifiers in the

absence of action to exclude the device identifier.

15. The computer-readable medium of any one of claims 10-14, further

comprising instructions for:

delivering a notification for a user associated with the authentication

information, if the device identifier is among the plurality of known device identifiers

and pre-defined period of time has elapsed since a transaction associated with the

device identifier was performed, wherein contact information for delivering the

notification is based on contact information for at least one previous transaction that

meets a selection criteria and that is associated with the authentication information.
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