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(57) Abstract: Examples relate to monitoring server response times. In some examples, a metric interface is used to obtain perform-
ance metrics, where the metric interface provides access to a measuring module configured to monitor the performance metrics of a
computing device. At this stage, response times are determined for the computing device based on the performance metrics.
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SERVER RESPONSE TIME MONITORING

BACKGROUND
(00011  Response time is the amount of time that passes bafore a sysiem is
able o respond to a request. Server response times can be measured based on
communication belween a client device and a server. For example, timestamps of
a request from the dlient and a response from the server can be comparsd fo

determine the response time for the request.

Brier DESCRIPTION OF THE DRAWINGS

[0002]  The following detailed description references the drawings, wherein:

[0003]  FIG. 1is a block diagram of an example computing device for providing

monitoring of server response times;

[0004]  FHG. 2 is a block diagram of an example computing device in
communication with a client computing device for providing monitoring of server

response times;

[0005] FIG. 3 is a block diagram of an example compuling device in
communication with a transactional computing device for providing monitoring of

server response times;

100083 FiG. 4A is a flowchart of an example method for execution by a
computing device for providing monitoring of server response times using a

subsystem interface; and

00071 FIG. 4B iz a flowchar of an example method for execution by a
computing device for providing monitoring of server response times using a

communication interface.

DeTaiLeED DESCRIPTION
[0008] As described above, server response times can be determined based
on moniforing of network activity of a server. On the server-side, response times

can also be monitored using customized code that is embedded in a server
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application. For example, debugging code can be used during the execution of
the server application to determine response tmes for server-side operatlions.
However, such fechniques are applicalion spedific and have limited acoess o

system activities.

[0009] Examples herein describe a generic tool for capluring response imes of
single threaded servers, including response times per transaction type. Further,
the generic tool is capable of being implemenied in existing applications. In
addition to capturing response times, the examples include a data storage sysiem
and presentation system for graphical and tabular presentation of data. Various
server meirics such as system wide response times as well as various other
measure eniities such as structured query language (SQL), file, disk, central

processing unit (CPU), device, and conlroller statistics.

{0107 In some examples, a metric interfacs is used o oblain performance
metrics, where the metric interface provides access to a measuring module
{e.g., external measuring module, internal measuring module, elc.} configured
io monitor the performance metrics of a8 compuling device. At this stage,
response times are delermined for the computing device based on the

performance metrics

[G011]  Referring now to the drawings, FIG. 1 is a block diagram of an exampie
computing device 100 for providing monitoring of server response times.
Computiing device 100 may be any computing device {e.g., server, deskiop
computer, etc.} with access to other computing devices such as user devices and
server devices. In the embodiment of FiG. 1, compuling device 100 includes a
processor 110, subsystem interface(s) 112, a network inerface 115, and a

machine-readable storage medium 120,

{00121 Processor 110 may be one or more central processing units {CPUs),
microprocassors, and/or other hardware devices suilable for refrieval and
execution of instructions slored in machine-readable siorage medium 120
Processor 110 may feich, decode, and execute instructions 122, 124, 126 to
enable providing monitoring of server response times, as described below. As an

alternative or in addition {o retrieving and execuling instructions, processor 110
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may include one or more electronic circuits comprising a number of elecironic
componenis for performing the functionality of one or more of instructions 122,
124, 126.

[0013] Subsystem interface(s} 112 provides access {o extermnal measuring
modules that are configured to measure performance metrics of subsystems of
computing device 100. Examples of subsysiems include a slorage subsystem, 3
processor subsystem, an inpul/output subsystem, a networking subsysiem, efc.
Subsystem interface 112 provides an application programiming interface (APH) for
accessing various metrics of s corresponding subsystem.  For example, a
subsystem interface 112 for a file system provides access {o siorage metrics such
as access imes, daia transfer rates, sfc. An extemnal measuring moduie may be
implemented in, for example, a controller (nol shown) of a comesponding

subsystam,

{00141  Network interface 115 may include a number of electronic components
for communicating with cloud devices. For example, network interface 115 may
be an Ethemet interface, a Universal Serial Bus (USB) interface, an IEEE 1304
{Firewire) interface, an exiernal Serial Advanced Technology Attachment (eSATA)
imterface, or any other physical connection interface suitable for communication
with other computing devices. Allernatively, network interface 115 may be s
wireless interface, such as a wireless local area network (WLAN) interface or a
neardfield communication (NFC) interface. In operation, as detailed below,
network inferface 115 may be used o send and receive data to and from 3

corresponding interface of a client computing device,

[00158] Machine-readable slorage medium 120 may be any electronic,
magnetic, optical, or other physical storage device that slores executable
instructions.  Thus, machine-readable siorage medium 120 may be, for
example, Random Access Memory (RAM), an Electrically-Erasable
Programmable Read-Only Memory (EEFROM), a storage drive, an optical disg,
and the like. As described in delail below, machine-readable siorage medium 120
may be encoded with executable instructions Tor providing monitoring of server

response times.
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(0161  File metrics determining instructions 122 dstermine file metrics of
computing device 100 during a monitoring interval. The duration and/or fiming of
the monitoring interval may be preconfigured by an administrator of compuiing
device 100, File metrics may describe file operations {(eg., creale, modify
atiributes, open, read, write, close, sic.} and include characteristics such as
timestamps, target files, storage address, efc. The file metrics can be lbgged by
computing device 100 as the file operations are performed. In one exampls, the
file metrics can be determined by accessing the log files. In another example, the

file metrics can be determined in realtime using subsystem interface 112.

(00171 Processor ufilization determining instructions 124 determine processor
ulilization metrics of computing device 100 during the monitoring interval.
Processor utilization metrics describe the performance of processor 110 and can
he detarmined for mulliple cores, processors, efc. in a multi-processor system.
Specifically, processor utilization describes the percentage of processing oycles of
processor 110 that are being used to perform tasks. Further, processor utilization
melrics can also describe processor ulilization of particular processes being
executed by compuiing device 100. Similar to file melrics, processor utilization
metrics can be determined by accessing a log file and/or determining processing

utilization in real-time using subsystem interface 112.

[0018]  Average response determining insiructions 126 determine average
response times of computiing device 100 for the monitoring interval based on the
file melrics and the processor utilization melrcs.  Specifically, portions of the
processor utilization metrics can be associated with a file operation and then used
to determing a response time of the file operation. The associated portions
excludes processor ulllization that can be atlribuled o gqueuing and idle time;
therefore, the associated portions are more relevant (o the file opsration (Le.,
processor utilization related o handling a request for the file operation, waiting on
inputouiput, management of computing device 100, efc.). idie time includes
processor cycles that are not being used by any program thereby allowing for
optimizations such as reducsd powsr consumption. ldie time is excluded from the
average response lime because the idle time is irrelevant to the processing of

requests by computing device 100. In this exampls, response fimes for sach of



WO 2016/114758 PCT/US2015/011108

3

the file operations can be determined as described above, where the individual
response fimes can then be used fo determing an average response iime of

computing device 100.

[0019] FIG. 2 is a block diagram of an example computing device 200 in
communication via a nelwork 245 with a client computing device 250. As
flustrgted in FIG. 2 and described below, computing device 200 may
communicale with client computing device 250 o provide monitoring of server

response imes.

(00207 As illustrated, computing device 200 may include a number of modules
202-224, while client computing device 250 may include a number of modules
254-258. Each of the modules may include a series of instructions encoded on a
machine-readable slorage medium and executable by a processor of the
respective device 200, 250. In addition or as an allernative, each module may
include one or more hardware devices including electronic circuitry for

implementing the functionality described below.

[0021]  As with computing device 100 of FIG. 1, computing device 200 may be
any computing device with access {o client computing devices over a network 245
that is suitable for executing the funclionality described below. As detailed below,
computing device 200 may include a series of modules 202-224 for providing

monitoring of server response times.

[0022)  Network interface 202 may initiate and manage connections with client
computing device 250, Specifically, the network interface 202 may receive client
requests from the transactional compuling device 250 for processing as described

below,

[0023]  Operating system (08} 224 may manage hardware and software
resources of computing device 200. 0OS 224 may also provide common services
for programs/applications such as performance monitor 210 described below. For
example, 05 224 may provide performance moniior 210 with access o a
subsystem (not shown) of computing device 200. Specifically, 08 224 may

provide funclions that can be used to access subsystem interfaces 220, which in
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trn us external measuring module 222 1o access subsystem performance matrics

of computing device 200,

(00241  Performance monifor 210 may monitor the performance of server
computing devices. In this example, computing device 200 comresponds o the
server compuling device being monitored.  In other examples, performance
monitor 210 may be implemeniad into a separale compuling device that is
configured fo monilor remote server computing devices.  Although  the
components of performance monitor 210 are described in detail below, additional
details regarding an example implementation of performance monitor 210 are

provided above in connection with instructions 122, 124, and 126 of FIG. 1.

[00258] Subsystem module 212 is configured to interact with subsystem
intaerface 220. Specifically, subsystern module 212 can interact with subsysiem
interface 220 to obtain performance metrics of computing device 200,
Performance melrics may include, but are not limited o, file performance metrics
and processor utilization metrics similar to as described above with respect to FiG.
1. in some cases, subsysiem module 212 is configured to poll subsystemn
interface 220 to continuously monifor the performance metrics of compuiing
device 200. For example, performance metrics can be obtained in a staggered
fashion such that subsequent requests for metrics are submitied before previous
resulis are received, allowing for more continuous coverage of the melrics.
Subsystem module 212 may also be configured to obtain performance matrics
using subsystem interface 220 in response o system evenis of computing device
200 {e.g., initiation of file operation, receipt of network request, efc.). In some
cases, subsysiem interfaces 220 comespond o O8 funclion calls that are
accessible to subsystem module 212, In this case, the OS5 function calls may
access counters that are managed by external measuring module 222, which is

describad below.

[0026]  Analysis module 216 is configured fo analyze performance metrics to
genergte summary dala. Analysis module 216 may generate reports that display
the summary data. Examples of summary data include, but are not limited 1o,

average response time of file operations and average response time for requests
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made by a client computing device {e.g., dlient computing device 250). For
example, analysis module 216 may analyze processor utilization data that is
associated with file operations o determine a portion of the processor utllization
data that is relevant fo average response times of compuiing device 200, In this
example, the relevant processor utilization data can be used along with the
guantily of requests from client computing devices {e.g., dclient computing device
250) to determine an average response lime for computing device 200, In some
cases, the summary data can be grouped by volume in the case thal computing

device 200 includes a drive array {not shown) with mulliple volumes.

[0027]  Subsystem interface(s) 220 (i.e., melric interfaces) are configured to
provide access to performance metrics of various subsystems of computing
device 200. Specificaily, subsysiemn interface(s} 220 may provide access fo
external measuring module 222, which in tum obtains the subsystern metrics from

the subsysiem as described below.

[0028] Exiernal measuring module 222 (i.e., measuring module} is configured
o update counters in memory or other storage based on performance melrics that
are obtained from the subsystem of computing device 200, Extemal measuring
module 222 may manage any number of counters for monitoring performance
metrics such as processor utilization, file operation time stamps and statistics, efc.
For example, a file open count counter can be managed to monitor the number of

fiie open operations that have been initiated by computing device 200.

[0028] Computing device 200 includes siorage devices {not shown), which
may be any hardware siorage device for maintaining data accessible {o compuiing
device 200. For example, storage devices may include one or more hard disk
drives, solid stale drives, tape drives, and/or any other siorage devices. The
storage devices may be located in computing device 200 and/or in ancther device

in communication with computing device 200,
[0030] Client computing device 250 may be a server compuling device, a
notebook, deskiop, tablet, workstation, mobile device, or any other device suitable

for executing the functionalily described below. As detailed below, dlient
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computing device 250 may include a series of modules 254-256 for accessing

services provided by computing device 200.

(00311 Chent compuling device 250 may use services of the computing device
200 to perform transactions. For example, client computing device 250 may be a
banking device thal processes money fransfers or a commerce device that
processes sales.  Device inferface 254 may initigte and manage connections with
computing device 200. Specifically, the device interface 254 may send client

requests to the computing device 20G for processing as described above.

(00321  Application module 256 is an application that performs transactions on
behalf of users interacting with dlient computing device 250, For example,
application module 256 may be banking web page thal provides access o
hanking services via the Internel.  In another example, application module 256

may manage online sales of merchandise via a commerces site.

{00331 Display device 270 may be a server compuling device, a nolebook,
deskiop, tablet, workstation, mobile device, or any other device suilable for
executing the funclionality described below. As detailed below, display device 270
may include a display module 272 for displaying summary data generaled by
analysis module 216, Specifically, display module 272 can coliect summary data
from mulliple server computing devices so that reports including data from multiple
systems {2.g., a distributed system including any number of server computing
devices} can be shown. For example, a report showing the average response
time for each server computing device can be generated based on data from

muitiple server computing devices.

[0034] FIG. 3 is a block diagram of an example computing device 300 in
communication via a network 345 with a transactional computing device 350. As
flustrated in FIG. 3 and described below, computing device 300 may
communicate with transactional computing device 350 to provide monitoring of

server response times.

[0035]  As illustrated, computing device 300 may include a number of modules
302-324, while transactional computing device 350 may include a number of

modules 354-356. Each of the modules may include a series of instructions
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encoded on a machine-readable storage medium and exsculable by a processor
of the respective device 300, 350. In addition or as an allernative, each moduie
may include one or more hardware devices including eleclronic circuitry for

implementing the functionality described below,

[00368]  As with computing device 100 of FIG. 1 and compuling device 200 of
FiG. 2, computing device 300 may be any computing device with access (o
clientiransactional computing devices over a network 345 that is suitable for
execuling the funclionality described below. As detailed below, computing device
300 may include a series of modules 302-324 for providing rmonitoring of server

response times,

[0037] Nebwork interface 302, performance monitor 310, operating systern 324,
and analysis module 316 may be substantially similar fo corresponding

components describad above with respect fo FIG. 2.

{00387 Communication module 312 Is  configured to  interact  with
communication interface 318 {iL.e., metric interface).  Spedifically, communication
module 312 can interact with communication interface 318 {o oblain performance
metrics of computling device 300. Performance melrics may include, but are not
fimited fo, communication melrics related 1o messages processed by computing
device 300 on behalf of fransactional computing device 350. In some casss,
communication module 312 is triggered o use communication interface 318 in
response (o messaging events {e.g., receiving a transaction request, initiating a
fransgelion, completing a transaction, sending a ifransaclion response, elfc.).
Communication module 312 may alse be configured fo poll communication

ifterface 318 for communication metrics at regular time intervals.

[0038]  Transactional module 314 is configured io track transactions (e,
requests and subsequent responses) as they are processed by computing device
306G, For example, mulliple file operations and a portion of processor utilization
can be atiributed to a transaction as a request from fransactional compuling
device 350 is processed. In this example, the response time for a reguest may be
determined based on the relevant file operations and processor utilization.

Because non-relevant delays in the fransaction are ignored, fransactional module
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314 is able to more accurately defermine the response times of fransactions. In
ancther example, transactional module 314 may track transactions thal are
independent of transactional computing device 350 {i.e., transactions that originate

from internal components of computing device 300).

{00407 Transaclional module 314 is also configured o use communication
interface 318 lo intercept ransactions initigted by transactional computing device
350. The intercepted transactions can be analyzed when incoming and oulgoing
to determine when each transaction is received and then handlad with a responss.
These transactional metrice can then be used by analysis module 316 to

determine minimum and maxdmum response times for each fransaction fype.

[0041]  Analysis module 318 is configured to analvze performance meilrics and
transactional data to generate summary data. Analysis module 316 may generate
reports that display the summary data. Examples of summary data include, but
are not fimited to, average response time for fransactions and average response
times for transactions of particular transaction types (e.g., banking transactions,
purchass fransactions, data query transactions, elc.). In some cases, the
summary daia can be grouped by volume in the case that computing device 300

includes a drive array (not shown} with muliiple volumes.

[0042] Communication inferface(s) 318 are configured o provide access 1o
communication melrics of various subsystems of computing device 300,
Specifically, communication interface{s} 318 interrupt communication protocols as
they ocour on computing device fo provide the communication metrics.  For
example, when a ransaction is initiated, communication interface 318 can receive
a start timestamp and transaction identifier for the fransaction. In this example,
when the lransaction is completed, communication interface 318 can receive an
end timesiamp and the fransaction identifier for the fransaction. in this example,
the start fimestamp and the end timestamp are communication metrics that can be
used by the analysis module o delermine a response time for the transaction.
Further, communication interface 318 also receives a transaction type for the

fransaction so that response time siatistics can be grouped by transaction type.
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[0043]  In some cases, communication interface(s) 318 may be implemented as
hooks of OS5 324 that are triggered by messaging events. The O8 hooks may
interrupt profocol functions 1o provide communication metrics to performances
moniior 310. In other cases, communication interface(s) 318 can be implemented
as replacement functions of the protocol functions that include specialized code 1o

capture the communication metrics.

[0044]  Intermnal measuring module 322 (i.e., measuring module) is configured 1o
exiract the communication metrics from messages processed by operating sysiem
324, For example, the various timestamps as described above can be exiracled
from messages as the messages are processed. Communication interface(s) 318
use internal measuring module 322 fo access the communication metrics in real-

time or as historical datla.

[0045] Computing device 300 includes storage devices {nol shown), which
may be any hardware siorage device for maintaining data accessible to computing
device 300. For example, slorage devices may include one or more hard disk
drives, solid state drives, tape drives, andfor any other storage devices. The
storage devices may be localed in computing device 300 and/or in another device

i communication with computing device 300.

[0048]  Transactional computing device 350 may be a server computing device,
a notebook, deskiop, tablet, workstation, mobile devics, or any other device
suitable for executing the functionality described below. As detailed below,
transaclional compuling device 350 may include a series of modules 354-356 for

accessing services provided by computing device 300.

[0047]  Transaclional computing device 350 may use services of the computing
device 300 to perform fransactions. For example, fransactional computing device
350 may be a banking device that processes money fransfers or a commerce
device that processes sales. Device interface 354 may initigte and manage
conneciions with computing device 300. Specifically, the device interface 354
may send client requests o the computing device 300 for processing as described

above.
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[0048]  Application module 356 is an application that performs transactions on
behalf of users interacting with ransactional computing device 350. For example,
application module 356 may be banking web page that provides access to
banking services via the Internel.  In another example, application module 356

may manage online sales of merchandise via a commerce site.

(00497  Display device 370 may be a server compuling device, a nolebook,
deskiop, iablet, worksiation, mobile device, or any other device suitable for
executing the functionality described below. As detailed below, display device 370
may include a display module 372 for displaving summary dala generated by
analysis module 316. Specifically, display module 372 can coliect summary data
fromt multiple server computing devices so that reports including data from muitiple
systems {e.g., a8 distributed system including any number of server computing
devices} can be shown. For example, a report showing the average response
time for each iransaction type can be generated based on data from ong or more

server computing devices.

[00507 FiG. 4A is & flowchart of an example method 400 for execution by a
computing device 100 for providing moniioring of server response times using a
subsystem interface. Although execution of method 400 is described below with
referance o computing device 100 of FIG. 1, other suitable devices for execution
of method 400 may be used, such as computing device 200 of FIG. 2. Method
430G may be implemenied in the form of execuiable instructions stored on a
maching-readable siorage medium, such as storage medium 120, andior in the
form of electronic circuilry.

(00517 Method 400 may start in block 405 and continue {o block 410, where
computing device 100 uses a subsystem inferface o determine file melrics of
computing device 100 during a monitoring interval. The file metrics can be logged
by computing device 100 as the file operations are performed. In block 415,
computing device 100 uses the subsysiem interface to determine processor
uiiization melrics of compuling device 100 during the monitoring inferval.
Processor utilization metrics describe the performance of multiple cores or

processors in a mulli-processor system.
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(0521 At block 420, computing device 100 determines average response
times for the monitoring interval based on the file metrics and the processor
utilization metrics. Specifically, portions of the procassor utiization metrics can be
associated with a file operation and then used {o determine a response time of the
fite operstion. For example, FILE and PROCESS performance matrixes can be

used io calculate response fimes as shown below:

Response time = SUM of {file-busy-time) of each file opened by the
process — FILE-BUSY-TIME of the SRECEIVE file + CPU-BUSY-TIME

Where $RECEIVE is a special file used by processing units o receive and

respond to messages.

(00531 in another example, the FILE measure entity is used to calculate the

response time as shown below:

Response time = FILE-OPEN time of SRECEIVE file - FILE-BUSY time of
SRECEIVE file

{0547  The average response times can then be used io create reposts for
review by an administrator.  Based on the reports, the administrator may
reconfigure computing device 100 in order fo minimize fulure average response

times. Method 400 may then proceed 1o block 425, where msthod 400 may stop.

(05571  FIG. 4B is a flowchart of an example method 450 for execution by a
computing device 300 for providing monitoring of server response times using a
network interface. Although execution of method 450 is described below with
reference to computing device 300 of FIG. 3, other suiiable devices for exsculion
of method 450 may be used. Method 450 may be implemented in the form of
executable instructions stored on a machine-readable slorage medium, such as

storage medium 120, and/or in the form of electronic circuitry.

{00561  Method 450 may start in block 455 and continue to block 480, whers
computing device 300 uses a communication inferface o intercept messages
inftiated by a fransactional computing device. Specifically, requests from the

fransactional computing device may be intercepted so that the requests can be
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examined as the requests are processed by computing device 300, Similarly,
responses from computing device 300 to the transactional computiing device may
also be interceptad so that the responses can be examined before the responsss

are sent to the fransactional computing device.

{00577  In Dlock 465, minimum and maximum response times are delermined
for each message received from the iransaclional compuling device. For
example, if computing device 300 provides a web sile, minimum and maximum
response times can be determined for each web pags. The minimum and
maximum response times are determined based on the amount of lime that
elapses between the receipt of the request from the fransactional computing
device and the return of the response from computing device 300, For example, a

response time of a message can be calculated as shown below:

Response Time = TIMESTAMP of the RESPOND — TIMESTAMP of the
RECEWED message

Time timestamps may be recordad in real time by intercepting the functions of the
communication inferface used by the process that is being measured o receive
and respond o & message. Communication interface functions are typicaily part
of the operating system, but a communication interface may also be supplied by 3
separate entity that did not develop the operating system. in the second case, the

communication interface usually depends on similar operating system functions.

[0058]  The related operating system {O8) funclions can be infercepted in a
variely of manners. For example, the OS5 funclions can be replaced with
replacement functions, which each has identical interface as the OS function but
once called exscutes the OS function and records the time {(either before or afer
the OF function call). In another example, the vendor of the 08 function provides
an interface and calls an extemnal function to record the time and forward the time
to memory accessible o a performance monitor. I yet another example, an
intercept library is provided {o infercept the OS funclion from within the object of
the calling program. In this example, an intercept library is attached to each

program to be monitored.
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[0058] Because the response times are delermined basad on interaclions with
a comwnunication interface, compuling device 300 can perform the calculalion
regardiess of the operating system thatl is installed on computing device 300.

Method 450 may then proceed 1o block 475, where method 400 may stop.

(00607 In some cases, the minimum and maximum response limes of each
transaction type can be used io further determine average response limes for
each fransaction type, as shown in block 470, The minimum and maximum
response fimes along with the average times can then be displayed in a report for

review by an adminisirator of computing device 300.

[0061]  The foregoing disclosure describes a number of example embodiments
for providing monitoring of server response times.  In this manner, the
embodiments  disclosed herein improve delermining response types by a
subsystem or communication inferface o obtain performance melrics independent

of the implementation of the operating system of the computing device.
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CLAIMS
We claim;
1. A computing device for monitoring server response times, the computing

device comprising:
a measuring module {o monitor performance metrics;
a metric interface o provide access o the measuring module;
a plurality of processors o perform a pluralily of messages; and
a performance monitor for execution by at least one of the plurality of
processors to;
use the metric interface o obiain the performance metrics; and
determine a plurality of response times for the computing device

basad on the performance melrics.

2. The compuiing device of claim 1, wherein the metric inferface is a
subsystem interface and the performance metrics comprise a plurality of file
metrics for a plurality of file operations and processor utilization for the plurality
of processors, and wherein the performancs monitor is further to determine an
average response time for the compuling device based on the plurality of

response times.

3. The computing device of claim 2, wherein the plurality of file operations
are monitored in paralle! such that the plurality of file metrics are staggered 1o

provide continuous coverage.

4. The compuiing device of claim 2, wherein idle time of the plurality of

processors is excluded from the determination of the plurality of response times.

5. The computing device of claim 2, wherein the subsystem interface
comprises operating system (03} function calls that can access a plurality of
counters, wherein each of the plurality of counters is associated with one of the

plurality of file metrics or the processor utilization.
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8. The computing device of claim 1, wherein the melrc interface is a
communication inferface and the performance melrics correspond 1o a plurality
of communication metrics, and wherein the communication inferface is used o
interrupt the plurality of messages initiated by a plurality of transactional devices

to obtain the plurality of communication metrics.

7. The computing device of claim 8, wherein the plurality of response times
comprises a minimum response time and a maximum response time for each of
the plurality of messages, and wherein the performance monitor is further to use
the minimum response time and the maximum response time to delermine the

average response time for each transaction type of the plurality of messages.

8. The computing device of claim 1, wherain the performance monilor is
further to send the plurality of response times o a display device that is
configured to display a performance report based on the plurality of response

fimes.

8. A method for monitoring server response fimes, the method comprising:

using a subsystem inferface to defermine a plurality of file metrics for a
plurality of file operations of a computing device during a monitoring inferval,
wherein the subsystem interface provides access o an extemnal measuring
module configured o monitor performance metrics;

using the subsystem inlerface o determine processor ulilization during
the plurality of file operations o delermine a plurality of processor melrics,
wherein the plurality of processor metrics are associaled with a plurality of
processors of the computing device; and

delermining an average response time for the compuling device during
the monitoring interval based on the plurality of file metrics and the plurality of
processor metrics, wherein idie time of the plurality of processors is excluded

from the determination of the average response time.
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10. The method of claim 9, wherein the plurality of file operations are
monitored in paraliel such that the plurality of file melrics are staggered o

provide continuous coverage.

11.  The method of claim 9, wherein monitoring of each of the plurality of file

metrics is initiated in response o a file open command.

12, The method of claim 9, wherein the subsystem interface uses operating
system {05} function calis 1o access a plurality of counters o determine the
plurality of file metrics and the processor utilization, and wherein the plurality of

courters are managed by the extternal measuring module,

13, A non-fransitory machine-readable siorage medium  encoded  with
instructions executable by a processor for monitoring server response times, the
machine-readable sforage medium comprising instructions {o:

use a communication interface to determine a plurality of communication
meirics for a plurality of messages of a computing device, wherein the
communication interface provides access (o an internal measuring module
configured o monitor the plurality of messages; and

use the plurality of communication metrics to delermine a minimum
response time and a maximum response time for each of the plurglity of

messages.

14. The non-ransitory machine-readable storage medium of claim 13,
whereain the instructions are further o use the minimum response time and the
maximum response time o determine an average response time for each

transaction type of the plurality of messages.

15. The non-iransitory machine-readable storage medium of claim 13,
wherein the communication interface uses a plurality of hooks to intercept the
plurality of messages during messaging evenis to determine the plurality of

communication metrics.
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