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CO-MANAGING FIRMWARE
CONFIGURATION AND UPDATES

FIELD OF THE DISCLOSURE

The present disclosure generally relates to information
handling systems, and more particularly relates to system
and method for co-managing managed resources with a
remote management system.

BACKGROUND

As the value and use of information continues to increase,
individuals and businesses seek additional ways to process
and store information. One option is an information han-
dling system. An information handling system generally
processes, compiles, stores, or communicates information or
data for business, personal, or other purposes. Technology
and information handling needs and requirements can vary
between different applications. Thus, information handling
systems can also vary regarding what information is
handled, how the information is handled, how much infor-
mation is processed, stored, or communicated, and how
quickly and efficiently the information can be processed,
stored, or communicated. The variations in information
handling systems allow information handling systems to be
general or configured for a specific user or specific use such
as financial transaction processing, airline reservations,
enterprise data storage, or global communications. In addi-
tion, information handling systems can include a variety of
hardware and software resources that can be configured to
process, store, and communicate information and can
include one or more computer systems, graphics interface
systems, data storage systems, networking systems, and
mobile communication systems. Information handling sys-
tems can also implement various virtualized architectures.
Data and voice communications among information han-
dling systems may be via networks that are wired, wireless,
or some combination.

SUMMARY

An information handling system is configured to remotely
monitor a managed resource that includes managing an
entitlement for access to a secured component of the man-
aged resource. The information handling system is config-
ured to determine whether a function to be performed on the
managed resource requires access to the secured component
of the managed resource. The information handling system
is further configured to transmit an application programming
request to perform the function on the managed resource,
wherein the application programming request includes a
data object with the entitlement to access the secured
component. In response to a verification of the authenticity
of the data object is successful, then to process the data
object that includes to invoke a plugin that is associated with
the application and to execute the application with the
entitlement as an argument.

BRIEF DESCRIPTION OF THE DRAWINGS

It will be appreciated that for simplicity and clarity of
illustration, elements illustrated in the Figures are not nec-
essarily drawn to scale. For example, the dimensions of
some elements may be exaggerated relative to other ele-
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ments. Embodiments incorporating teachings of the present
disclosure are shown and described with respect to the
drawings herein, in which:

FIG. 1 is a block diagram illustrating an example of a
system for co-managing managed resources with a remote
management system, according to an embodiment of the
present disclosure;

FIG. 2 is a block diagram illustrating an example of a
system for co-managing managed resources with a remote
management system, according to an embodiment of the
present disclosure;

FIG. 3 is a flowchart illustrating an example of a method
for enabling access of an application to a component of a
managed resource via a remote management system, accord-
ing to an embodiment of the present disclosure;

FIG. 4 is a flowchart illustrating an example of a method
for co-managing managed resources with a remote manage-
ment system, according to an embodiment of the present
disclosure; and

FIG. 5 is a block diagram illustrating an information
handling system according to an embodiment of the present
disclosure.

The use of the same reference symbols in different draw-
ings indicates similar or identical items.

DETAILED DESCRIPTION OF THE DRAWINGS

The following description in combination with the Fig-
ures is provided to assist in understanding the teachings
disclosed herein. The description is focused on specific
implementations and embodiments of the teachings and is
provided to assist in describing the teachings. This focus
should not be interpreted as a limitation on the scope or
applicability of the teachings.

Management systems are typically configured to orches-
trate business processes by automating information technol-
ogy processes to secure the enterprise and optimize user
productivity. These management services generally do not
have to be connected to a corporate network for monitoring
and/or management processes such as firmware/software
update or compliance, inventory status collection, etc. of its
managed resources. However, when the managed resource is
enrolled these management services may take over the
lifecycle management and/or control of the basic input and
output system/unified extensible firmware interface (BIOS/
UEFI) settings, administrator password, or entitlement.
Typically, the management systems use the same BIOS
administrator password across their entire fleet of managed
resources which may be a security concern. As used herein
a password may also refer to other verification mechanisms
such as secure keys or certificates.

Because software and/or firmware update are typically
system/platform specific, information technology adminis-
trators typically use an update application such as Dell
Command UpdateR to help identify, download, and/or
install specific updates instead of performing the above
manually. However, the update application may not function
because it does not have visibility to the BIOS administrator
password. Other operations such as information technology
operations and cloud services used by the information
technology administrator to perform other functions in man-
aging the managed resources may also be affected because
of their lack of visibility to the BIOS administrator pass-
word. To address these and other concerns, the present
disclosure allows the capability to remotely manage each of
the managed resources using a unique BIOS administrator
password.
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FIG. 1 shows an example of a managed system 100 where
systems and methods for co-managing firmware configura-
tion and updates with an endpoint management system may
be implemented as depicted. The managed system 100
includes a management system 105 which is communica-
tively coupled with a plurality of managed resources 115a-
115# and cloud services 120 via a network 110. Communi-
cation between the management system 105 and the
managed devices may be secured such as using a hypertext
transfer protocol secure (HTTPS) with transport layer secu-
rity (TLS). Each of these components can be implemented
with hardware and/or software, including virtual machines.
Management system 105 may be implemented as a single
management server or a plurality of virtual or physical
servers which may or may not be geographically co-located.
For example, management system 105 may be hosted in a
cloud-based hosting service, such as cloud services 120.

Management system 105 may be configured to provide
administrative support for physical, virtualized, container-
ized, or other types of managed resources 115a-1157n. Man-
agement system 105 may be configured to centrally manage,
secure, and/or control managed resources 1154¢-115z and
applications and/or firmware therein. For example, the man-
agement system 105 may provide firmware configuration
and updates for managed resource 115a using a particular
BIOS administrator password. The management system 105
may also perform firmware configuration and update for the
managed resource 11556 using a different BIOS administrator
password. Examples of management system 105 include
Microsoft Intune® and Workspace ONE®.

Cloud services 120 may include various network-acces-
sible distributed systems or services. Cloud services 120
may include access to cloud-based servers or other virtual
machines. Cloud services 120 may be configured to build,
manage, and share catalogs of the BIOS, firmware, driver,
and application updates. In addition, cloud services 120 may
be configured to generate an update package which may be
used by an information technology administrator to down-
load and install the updates. For example, cloud services 120
may be an original equipment manufacturer (OEM) support
site which can provide drivers, application, and/or firmware
updates to managed resources 115a-115z. Cloud services
120 may also include Software as a Service (SaaS) and
information technology operations as a service for providing
cloud-based applications and cloud operations respectively.

Network 110 may be implemented as or maybe a part of,
a personal area network (PAN), a local area network (LAN),
a metropolitan area network (MAN), a wide area network
(WAN), a wireless local area network (WLAN), a virtual
private network (VPN), an intranet, the Internet, or any other
appropriate architecture or system that facilitates the com-
munication of signals, data and/or messages. Network 110
may transmit data using any communication protocol,
including without limitation, Fibre Channel, Frame Relay,
Asynchronous Transfer Mode (ATM), Internet Protocol (IP),
other packet-based protocol. Network 110 and its various
components may be implemented using hardware, software,
or any combination thereof. These components may be
configured to facilitate communication between manage-
ment system 105, managed resources 115a-115%, and cloud
service 120.

Managed resources 115a-115# include computing devices
and/or information handling systems similar to information
handling system 500 of FIG. 5. The managed resources
1154-115% may include physical, virtualized, containerized,
or other types of information handling systems. For
example, managed resources 1154-1157 may be a laptop, a
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desktop, a server, a mobile device, etc. that can be managed
centrally. Each of managed resources 115a-1152 may be a
server device such as an enterprise service, application
server, email server, web server, content server, application
server, etc. Management resources 115a-115z may also be
client devices such as a desktop computer, a tablet, a
smartphone, etc. In some arrangements, managed resources
1154-11572 may include both server devices and client
devices. Managed resources 1154-1157 may also include
Internet-of-things (IoT) devices, such as household IoT
devices, commercial IoT devices, industrial IoT devices,
medical IoT devices, etc. Further, each of the managed
resources 115a-1157 may include a network interface with
the capability of sending and receiving information. Man-
aged resources 115¢-115z may also include cloud-hosted
applications or services.

FIG. 2 shows an example of a managed system 200,
which is similar to managed system 100 in greater detail.
Management system 200 includes a management system
105, a cloud services 120, a network 110, and a managed
resource 220 which is similar to one of managed resources
1154-1151. Managed resource 220 includes a configuration
manager 225, a management system agent 230, a file system
235, an update manager 255, and a BIOS 260 which is
similar to a basic input and output system/extensible firm-
ware interface (BIOS/EFI) module 542 of FIG. 5. The
components of managed system 200 may be implemented in
hardware, software, firmware, or any combination thereof.
The components shown are not drawn to scale and managed
system 200 may include additional or fewer components. In
addition, connections between components may be omitted
for descriptive clarity.

Management system 105 may be configured to manage
and/or monitor managed resource 220. For example, man-
agement system 105, which may be located remotely, man-
ages software and/or firmware updates of various compo-
nents of managed resource 220.

Management system 205 also allows information tech-
nology administrators to manage BIOS configurations of the
managed resource 220. In addition, management system 105
may be configured to handle lifecycle management and/or
control of the BIOS settings and administrator password. In
addition, password manager 210, which may be referred to
as an entitlement manager, may be configured to manage
entitlements for one or more managed resources and/or their
components and applications. In particular, password man-
ager 210 may be configured to manage other security
credentials such as an entitlement which may include a
password, authentication certificate, a secured key, or simi-
lar that is used to access or consume an application or a
resource. For example, instead of having the entitlement
across managed resource 220, management system 105, via
a password manager 210, may be configured to generate
and/or manage a unique entitlement for each one of the
managed resources such as managed resource 220. Refer-
ring to FIG. 1, in one example, the management system 105
may provide firmware configuration and updates for man-
aged resource 115a of using a particular entitlement, such as
a secure key. The management system 105 may also perform
firmware configuration and update for managed resource
11556 using a BIOS administrator password or a different
secure key.

Update manager 255 may be configured to provide soft-
ware and/or firmware updates to managed resource 220.
Update manager 255 may be configured to download,
import catalogs, applications, and/or updates for the man-
aged resource 220. For example, update manager 255 may
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provide BIOS, firmware, driver, and/or application updates.
The update plugin 245 may be configured to communicate
with the update manager 255 and install one or more
targeted updates on-demand with the BIOS administrator
password as an argument. In one embodiment, before per-
forming the software and/or firmware update, update man-
ager 255 may submit a request to management system 105
or password manager 210 for the BIOS administrator pass-
word to grant update manager 255 access to BIOS 260. In
another embodiment, update manager 255 may submit a
request to cloud services 120 for the BIOS administrator
password. Cloud services 120 in turn submits the request to
management system 105 or password manager 210 which
then sends a response with the BIOS administrator password
to update manager 255.

Data 215 also referred herein as a data object may be a
container that includes one or more data binary large objects
(BLOB) and metadata file transmitted to managed resource
220 from management system 105 or vice versa. The BLOB
may be a set of unstructured data such as text and binary data
stored as a single entity or object. The BLOB may include
audio, video, email messages, archived files, zip files, or a
word processing document. The metadata file may be name,
value pairs with data associated with the BLOB, and/or
managed resource 220. For example, the name, value pair
may include “command type” for the name with a value of
“update.” Another name, value pair may include “target” for
the name with a value of “BIOS.”

The data 215 or a portion thereof may be created or
generated by a user such as an information technology
administrator as part of managing and/or monitoring man-
aged resource 220. The information technology administra-
tor may use management system 105, a local application, a
remote streaming application, or a web application/service
such as cloud services 120 to generate the data 215. In
another embodiment, the data 215 may be automatically
generated by management system 105. In yet another
embodiment, the information technology administrator may
use cloud services 120 to send an application programming
interface (API) request to management system 105 with a
BLOB as the payload and information associated with a
target endpoint, such as managed resource 220. By sending
the API request with the BLOB as the payload, the cloud
services 120 may perform various functions on the target
endpoint without knowledge or duplicate management of the
BIOS administrator password. The API request may be a
representational state transfer (REST)ful web API that
allows access to management system 105. Further, data 215
may be encrypted and/or signed prior to its transmission to
the managed resource 220. In one example, the information
technology administrator may generate the BLOB and trans-
mit the BLOB to the management system 105 which then
generates metadata and wraps the BLOB with the metadata.

The management system 105 may transmit a RESTful
API request to perform a function on one of the managed
resources such as the managed resource 220. However, the
RESTf{ul API request may require an entitlement to perform
the function on a secured component of the managed
resource 220. The entitlement to access the secured com-
ponent of the managed resource may also managed by the
management system 105. For example, the management
system 105 may update a BIOS firmware in which it may
require a BIOS administrator password. The management
system 105 may determine whether the function requires
access the secured component to perform the function or
requires an entitlement to perform the function itself. The
management system 105 may include the entitlement in the
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RESTful API request as part of a data object, in response to
a determination that the function requires access to the
secured component. The managed resource 220 may execute
the function with the entitlement as an argument subsequent
to a verification of the authenticity of the data object and
processing thereof.

The data 215 may include information, metadata, execut-
able code, or command associated with managed resource
220. The data 215 may also include the BIOS administrator
password for authentication and/or authorization. In one
example, the data 215 may include a command or a set of
program instructions instead of an update package, wherein
the command is used to instruct configuration manager 225
to perform a BIOS configuration update. Because the data
215 does not include the update package which is typically
specific to a particular platform but instead includes a
generic update command, the data 215 may be used to
update a wide range of managed resources with different
platforms. The data 215 may be transmitted to the manage-
ment system agent 230 which may drop or store the data 215
at a non-volatile memory as part of a file system 235. The
data 215 may be transmitted to management system agent
230 which may pre-process and/or store data 215 as a file
with an access control list like as part of a file system 235
which may include one or more methods and/or data struc-
ture to control how data 215 is stored and retrieved. In
another embodiment, the management system agent 230
may transmit a signal to the configuration manager 225 to
notify the configuration manager 225 that the data 215 is
stored in a memory.

Configuration manager 225 may be configured to provide
a secure interface to enable a user such as an information
technology administrator of managed resource to securely
access and/or receive data and/or functions associated with
management system 105. A secure interface may include a
secure web browser interface such as a hypertext transfer
protocol secure (HTTPS) interface with a secure socket
layer (SSL) or a secure shell (SSH), a user/password log-in
authentication, an encrypted interface such as a public key
infrastructure (PKI) interface, an interface secured by a
virtual area network (VLAN), another secure interface, or a
combination thereof.

Configuration manager 225 may be configured to deter-
mine and/or detect the data 215 in the file system 235 via a
secure interface. The configuration manager 225 includes
one or more plugins to communicate with other components,
devices, or applications of managed resource 220. For
example, the configuration manager 225 may include a
management system plugin 240, an update plugin 245, a
BIOS plugin 250, and an application plugin 270. Each
plugin may be associated with a device and/or application
that can execute the command or function included in the
data 215. In another embodiment, a plugin may be associ-
ated with more than one component, device, application, or
a combination thereof. In this example, update plugin 245
may be configured to facilitate communication between the
update manager 255 and the configuration manager 225.
Similarly, the BIOS plugin 250 may be associated with the
BIOS 260 while the management system plugin 240 may be
associated with the management system agent 230. In addi-
tion, an application plugin 270 is associated with application
265.

The configuration manager 225 may process the data 215
and based on the information and/or data included, the
configuration manager 225 may determine which plugin to
invoke. The plugin then invokes one of the components or
processing devices, wherein the component or the process-
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ing device may be configured to perform the command
and/or function in the data 215. For example, when the
configuration manager 225 determines that data 215
includes BIOS firmware and/or configuration settings
update, then the configuration manager 225 may invoke
BIOS plugin 250 to update the BIOS firmware and/or
configuration settings of the BIOS 260 and/or an embedded
controller. In another example, when the configuration man-
ager 225 determines that data 215 includes software and/or
application updates, and then the configuration manager 225
may use the update plugin 245 to invoke the update manager
255. In yet another example, when the configuration man-
ager 225 determines that data 215 includes a BIOS admin-
istrator password for application 265, then the configuration
manager 225 may invoke application plugin 270.

The update manager 255 may be configured to manage
software and/or firmware updates to managed resource 220
such as to download, import catalogs, and/or updates for the
various components and/or applications of managed
resource 220. For example, update manager 255 may pro-
vide BIOS, firmware, driver, and/or application updates.
Based on the command, the update manager 255 may
download a particular update package from an update ser-
vice such as cloud services 120 and apply it to the managed
resource 220. During the above processes, configuration
manager 225 may also provide the current BIOS adminis-
trator password, which may have been included in the data
215, to the BIOS 260 and/or update manager 255 . . . . For
example, when the configuration manager 225 invoke the
update manager 255 via update plugin 245 to install one or
more targeted updates on-demand with the BIOS adminis-
trator password as an argument. The configuration manager
225 may also update or rotate the BIOS administrator
password after successfully performing the process based on
the information in the data 215 and transmit the status of the
process and/or a new BIOS administrator password to
management system 105 via management system plugin
240. The update and/or rotation of the BIOS administrator
password may be performed on subsequent boot, such as
after successfully processing data 215

Configuration manager 225 may be configured to include
one or more plugins to communicate with other components
of managed resource 220. For example, the configuration
manager 225 may include a management system plugin 240,
an update plugin 245, and a BIOS plugin 250. Management
system plugin 240 may be configured to communicate with
management system agent 230. Update plugin 245 may be
configured to communicate with update manager 255,
wherein update plugin 245 may transmit a command for a
software or application update to update manager 255.
Based on the command, update manager 255 may download
an update package from an update service such as cloud
services 120 and apply it to managed resource 220. BIOS
plugin 250 may be configured to communicate with BIOS
260 and/or an embedded controller, wherein BIOS plugin
250 may be configured to apply BIOS configuration changes
and/or firmware updates. Also, application plugin 270 may
be configured to communicate with application 265.

Application 265 may be a protected application that runs
locally on managed resource 220. The access protection may
also prevent application 265 to access secured components
such as a secure storage device without credentials. Prior to
the access of a secured component, application 265 may
request for an entitlement that allows it the right to use or
access the secured component and/or its content. At or
before execution of application 265, delivery of the entitle-
ment which may be included in data 215 may be triggered.
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For example, before the execution of a set of program
instructions, application 265 may determine it needs security
credentials. Accordingly, application 265 may transmit a
request for the entitlement to cloud service 120, manage-
ment system 105, or password manager 210 in particular.
Password manager 210 may then transmit a response that
includes a package such as data 215. Although data 215 may
include a BLOB and a metadata file as discussed above, data
215 may include other contents such as an update package.
In another example, data 215 may not have other contents
except for the entitlement which is transmitted to manage-
ment system agent 230 which may drop it in non-volatile
storage or cache. The entitlement may then be transmitted to
configuration manager 225 which triggers a plugin associ-
ated with application 265. The plugin may then hand over
the data 215, the entitlement, or a location where data 215
was dropped to the application. Upon receipt, the entitle-
ment goes through security checks, assuming the entitlement
passed accorded security checks, application 265 may pro-
ceed with its execution of the set of program instructions as
it now has access to the secured component and/or its
contents, wherein application 265 didn’t have access before.
Otherwise, data 215 may be deleted from its dropped
location. In addition, application 265 may stop its execution
and/or log an error or status.

FIG. 3 shows a flowchart of an example method 300 for
enabling access of an application to a component of an
information handling system via a remote management
system. Method 300 may be performed by an application
that is installed locally at the information handling system,
such as application 265 of FIG. 2, wherein the information
handling system is managed by the remote management
system. While the embodiments of the present disclosure are
described in terms of management system 200 of FIG. 2, it
should be recognized that other systems may be utilized to
perform the described method. In addition, one of skill in the
art will appreciate that this flowchart explains a typical
example, which can be extended to advanced applications or
services in practice.

Method 300 typically starts at block 310 wherein the
application determines access rights to a secured component
and/or its contents. The application may make the determi-
nation prior to or during the execution of a set of program
instructions in the application. For example, the application
may be an application to update the BIOS/UEFI firmware.
However, the application does not have access rights to
update and/or change a BIOS/UEFI setting. The method
proceeds to decision block 320, where if the application has
access rights to the secured component and/or its contents,
then the “YES” branch is taken and the method proceeds to
block 350 where the application executes. The application
may be executed with the entitlement as an argument. After
execution, the application may transmit a status to a con-
figuration manager or management system agent. If the
application does not have access rights to the secured
component and/or its contents, then the “NO” branch is
taken and the method proceeds to block 330 where the
method transmits or triggers a request for entitlement or
access rights to the secured component and/or its contents.
The request may be transmitted to the remote management
system that manages the information handling system. The
method proceeds to block 340, where the method receives
and processes a response from the remote management
system such as executing method 400 of FIG. 4, wherein the
response includes the entitlement. In addition, the response
may also include a new entitlement for rotation. The method
then proceeds to block 350.
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FIG. 4 shows a flowchart of an example method 400 for
co-managing firmware configuration and updates with an
endpoint or a resource management system. While embodi-
ments of the present disclosure are described in terms of
management system 200 of FIG. 2, it should be recognized
that other systems may be utilized to perform the described
method. In this example, management system agent 230
performs blocks 410, 415, 435, and 440. While configura-
tion manager 225 performs block 420, block 425, and
decision block 430. One of skill in the art will appreciate that
this flowchart explains a typical example, which can be
extended to advanced applications or services in practice.

Method 400 typically starts at block 410 where a data
object, which may be signed and/or encrypted and includes
a BLOB that may be accompanied by a metadata file may be
received at a managed resource, wherein the data object is
from a management system such as management system 105
of FIG. 1. The BLOB may include information associated
with the managed resource, such as a command to be
performed on the managed resource. The metadata file may
include current and new entitlements such as current and
new BIOS administrator passwords as applicable.

At block 415, the management system agent 230 may
apply security settings and may drop or store the data object
in a non-volatile memory or cache in a secure file system.
For example, the file system may be implemented with an
access control list to limit access and to authorized users or
a group of users. The access control list also limits what can
be done with the data object.

At block 420, the configuration manager 225 determines
or detects the data object in the file system. In one example,
the configuration agent monitors the file system continu-
ously or periodically to detect whether a new data object has
been added to the file system. In another example, the
management system agent informs the configuration agent
that the data object has been added to the file system.

At block 425, a configuration agent may verify the
authenticity of the data object such as by performing cer-
tificate and/or security checks. The configuration agent may
verify the identity of the sender of the data object and ensure
that it has not been altered in transit. The management
system agent may also verify the authority of the function
and/or command associated with the data object by checking
the entitlement such as the BIOS administrator password
associated with the data object and/or the digital signature of
the data object. Additionally, communication between the
management system and the managed device may be
secured such as using a hypertext transfer protocol secure
(HTTPS) such as by using transport layer security (TLS). At
decision block 430, the configuration manager 225 may
determine whether the authentication and/or authorization
are successful. If the data object is successfully verified, then
the “YES” branch is taken and the method may proceed to
block 435. If the data object fails verification, then the “NO”
branch is taken and the method may proceed to block 440.
In another embodiment, if the authentication and/or autho-
rization fail, then the data object may be deleted from the
non-volatile memory by the management system agent 230
or configuration manager 225. The data object may be
deleted before or after block 440.

At block 435, the configuration agent processes the data
object and determines which plugin to use for the data
object. For example, if the information in the BLOB
included in the data object is to update the BIOS configu-
ration setting, update the BIOS firmware, and/or update the
firmware of an embedded controller then the configuration
agent may use the BIOS plugin to perform the above. In
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another example, if the information in the BLOB included in
the data object is to perform software and/or application
update, then the configuration may use the update plugin to
invoke the update manager to perform the update. During
the processing, the configuration manager 225 may also
rotate the current entitlement with a new entitlement. For
example, the configuration manager 225 may rotate current
BIOS administrator password with a new BIOS administra-
tor password on reboot. At block 440, the management
system agent 230 may transmit status to the management
system. For example, the configuration manager 225 may
transmit the status of the data object and/or the processing,
such as pending,” “successful,” or “failure” to the manage-
ment system agent 230.

FIG. 5 illustrates an embodiment of an information han-
dling system 500 including processors 502 and 504, a
chipset 510, a memory 520, a graphics adapter 530 con-
nected to a video display 534, a non-volatile RAM (NV-
RAM) 540 that includes a basic input and output system/
extensible firmware interface (BIOS/EFI) module 542, a
disk controller 550, a hard disk drive (HDD) 554, an optical
disk drive 556, a disk emulator 560 connected to a solid-
state drive (SSD) 564, an input/output (I/O) interface 570
connected to an add-on resource 574 and a trusted platform
module (TPM) 576, a network interface 580, and a base-
board management controller (BMC) 590. Processor 502 is
connected to chipset 510 via processor interface 506, and
processor 504 is connected to the chipset via processor
interface 508. In a particular embodiment, processors 502
and 504 are connected together via a high-capacity coherent
fabric, such as a HyperTransport link, a QuickPath Inter-
connect, or the like. Chipset 510 represents an integrated
circuit or group of integrated circuits that manage the data
flow between processors 502 and 504 and the other elements
of information handling system 500. In a particular embodi-
ment, chipset 510 represents a pair of integrated circuits,
such as a northbridge component and a southbridge com-
ponent. In another embodiment, some or all of the functions
and features of chipset 510 are integrated with one or more
of processors 502 and 504.

Memory 520 is connected to chipset 510 via a memory
interface 522. An example of memory interface 522 includes
a Double Data Rate (DDR) memory channel and memory
520 represents one or more DDR Dual In-Line Memory
Modules (DIMMs). In a particular embodiment, memory
interface 522 represents two or more DDR channels. In
another embodiment, one or more of processors 502 and 504
include a memory interface that provides a dedicated
memory for the processors. A DDR channel and the con-
nected DDR DIMMs can be in accordance with a particular
DDR standard, such as a DDR3 standard, a DDR4 standard,
a DDRS standard, or the like.

Memory 520 may further represent various combinations
of memory types, such as Dynamic Random Access
Memory (DRAM) DIMMs, Static Random Access Memory
(SRAM) DIMMs, non-volatile DIMMs (NV-DIMMs), stor-
age class memory devices, Read-Only Memory (ROM)
devices, or the like. Graphics adapter 530 is connected to
chipset 510 via a graphics interface 532 and provides a video
display output 536 to a video display 534. An example of a
graphics interface 532 includes a Peripheral Component
Interconnect-Express (PCle) interface and graphics adapter
530 can include a four-lane (x4) PCle adapter, an eight-lane
(x8) PCle adapter, a 16-lane (x16) PCle adapter, or another
configuration, as needed or desired. In a particular embodi-
ment, graphics adapter 530 is provided down on a system
printed circuit board (PCB). Video display output 536 can
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include a Digital Video Interface (DVI), a High-Definition
Multimedia Interface (HDMI), a DisplayPort interface, or
the like, and video display 534 can include a monitor, a
smart television, an embedded display such as a laptop
computer display, or the like.

NV-RAM 540, disk controller 550, and I/O interface 570
are connected to chipset 510 via an 1/O channel 512. An
example of I/O channel 512 includes one or more point-to-
point PCle links between chipset 510 and each of NV-RAM
540, disk controller 550, and I/O interface 570. Chipset 510
can also include one or more other I/O interfaces, including
a PCle interface, an Industry Standard Architecture (ISA)
interface, a Small Computer Serial Interface (SCSI) inter-
face, an Inter-Integrated Circuit (I12C) interface, a System
Packet Interface (SPI), a Universal Serial Bus (USB),
another interface, or a combination thereof. NV-RAM 540
includes BIOS/EFI module 542 that stores machine-execut-
able code (BIOS/EFI code) that operates to detect the
resources of information handling system 500, to provide
drivers for the resources, to initialize the resources, and to
provide common access mechanisms for the resources. The
functions and features of BIOS/EFI module 442 will be
further described below.

Disk controller 550 includes a disk interface 552 that
connects the disc controller to a hard disk drive (HDD) 554,
to an optical disk drive (ODD) 556, and to disk emulator
560. An example of disk interface 552 includes an Integrated
Drive Electronics (IDE) interface, an Advanced Technology
Attachment (ATA) such as a parallel ATA (PATA) interface
or a serial ATA (SATA) interface, a SCSI interface, a USB
interface, a proprietary interface, or a combination thereof.
Disk emulator 560 permits SSD 564 to be connected to
information handling system 500 via an external interface
562. An example of external interface 562 includes a USB
interface, an institute of electrical and electronics engineers
(IEEE) 1394 (Firewire) interface, a proprietary interface, or
a combination thereof. Alternatively, SSD 564 can be dis-
posed within information handling system 500.

1/O interface 570 includes a peripheral interface 572 that
connects the 1/O interface to add-on resource 574, to TPM
576, and to network interface 580. Peripheral interface 572
can be the same type of interface as I/O channel 512 or can
be a different type of interface. As such, I/O interface 570
extends the capacity of I/O channel 512 when peripheral
interface 572 and the 1/O channel are of the same type, and
the I/O interface translates information from a format suit-
able to the I/O channel to a format suitable to the peripheral
interface 572 when they are of a different type. Add-on
resource 574 can include a data storage system, an additional
graphics interface, a network interface card (NIC), a sound/
video processing card, another add-on resource, or a com-
bination thereof. Add-on resource 574 can be on a main
circuit board, on a separate circuit board or add-in card
disposed within information handling system 500, a device
that is external to the information handling system, or a
combination thereof.

Network interface 580 represents a network communica-
tion device disposed within information handling system
500, on a main circuit board of the information handling
system, integrated onto another component such as chipset
510, in another suitable location, or a combination thereof.
Network interface 580 includes a network channel 582 that
provides an interface to devices that are external to infor-
mation handling system 500. In a particular embodiment,
network channel 582 is of a different type than peripheral
interface 572, and network interface 580 translates informa-
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tion from a format suitable to the peripheral channel to a
format suitable to external devices.

In a particular embodiment, network interface 580
includes a NIC or host bus adapter (HBA), and an example
of network channel 582 includes an InfiniBand channel, a
Fibre Channel, a Gigabit Ethernet channel, a proprietary
channel architecture, or a combination thereof. In another
embodiment, network interface 580 includes a wireless
communication interface, and network channel 582 includes
a Wi-Fi channel, a near-field communication (NFC) channel,
a Bluetooth® or Bluetooth-Low-Energy (BLE) channel, a
cellular based interface such as a Global System for Mobile
(GSM) interface, a Code-Division Multiple Access (CDMA)
interface, a Universal Mobile Telecommunications System
(UMTY) interface, a Long-Term Evolution (LTE) interface,
or another cellular based interface, or a combination thereof.
Network channel 582 can be connected to an external
network resource (not illustrated). The network resource can
include another information handling system, a data storage
system, another network, a grid management system,
another suitable resource, or a combination thereof.

BMC 590 is connected to multiple elements of informa-
tion handling system 500 via one or more management
interface 592 to provide out-of-band monitoring, mainte-
nance, and control of the elements of the information
handling system. As such, BMC 590 represents a processing
device different from processor 502 and processor 504,
which provides various management functions for informa-
tion handling system 500. For example, BMC 590 may be
responsible for power management, cooling management,
and the like. The term BMC is often used in the context of
server systems, while in a consumer-level device a BMC
may be referred to as an embedded controller (EC). A BMC
included at a data storage system can be referred to as a
storage enclosure processor. A BMC included at a chassis of
a blade server can be referred to as a chassis management
controller and embedded controllers included at the blades
of the blade server can be referred to as blade management
controllers. Capabilities and functions provided by BMC
590 can vary considerably based on the type of information
handling system. BMC 590 can operate in accordance with
an Intelligent Platform Management Interface (IPMI).
Examples of BMC 590 include an Integrated Dell R Remote
Access Controller (iDRAC).

Management interface 592 represents one or more out-
of-band communication interfaces between BMC 590 and
the elements of information handling system 500, and can
include an Inter-Integrated Circuit (I2C) bus, a System
Management Bus (SMBUS), a Power Management Bus
(PMBUS), a Low Pin Count (LPC) interface, a serial bus
such as a Universal Serial Bus (USB) or a Serial Peripheral
Interface (SPI), a network interface such as an Ethernet
interface, a high-speed serial data link such as a PCle
interface, a Network Controller Sideband Interface (NC-SI),
or the like. As used herein, out-of-band access refers to
operations performed apart from a BIOS/operating system
execution environment on information handling system 500,
that is apart from the execution of code by processors 502
and 504 and procedures that are implemented on the infor-
mation handling system in response to the executed code.

BMC 590 operates to monitor and maintain system firm-
ware, such as code stored in BIOS/EFI module 542, option
ROMs for graphics adapter 530, disk controller 550, add-on
resource 574, network interface 580, or other elements of
information handling system 500, as needed or desired. In
particular, BMC 590 includes a network interface 594 that
can be connected to a remote management system to receive
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firmware updates, as needed or desired. Here, BMC 590
receives the firmware updates, stores the updates to a data
storage device associated with the BMC, transfers the firm-
ware updates to NV-RAM of the device or system that is the
subject of the firmware update, thereby replacing the cur-
rently operating firmware associated with the device or
system, and reboots information handling system, where-
upon the device or system utilizes the updated firmware
image.

BMC 590 utilizes various protocols and APIs to direct and
control the processes for monitoring and maintaining the
system firmware. An example of a protocol or API for
monitoring and maintaining the system firmware includes a
graphical user interface (GUI) associated with BMC 590, an
interface defined by the Distributed Management Taskforce
(DMTF) (such as a Web Services Management (WSMan)
interface, a Management Component Transport Protocol
(MCTP) or, a RedfishR interface), various vendor-defined
interfaces (such as a Dell EMC Remote Access Controller
Administrator (RACADM) utility, a Dell EMC OpenMan-
age Enterprise, a Dell EMC OpenManage Server Adminis-
trator (OMSS) utility, a Dell EMC OpenManage Storage
Services (OMSS) utility, or a Dell EMC OpenManage
Deployment Toolkit (DTK) suite), a BIOS setup utility such
as invoked by a “F2” boot option, or another protocol or
API, as needed or desired.

In a particular embodiment, BMC 590 is included on a
main circuit board (such as a baseboard, a motherboard, or
any combination thereof) of information handling system
500 or is integrated onto another element of the information
handling system such as chipset 510, or another suitable
element, as needed or desired. As such, BMC 590 can be part
of an integrated circuit or a chipset within information
handling system 500. An example of BMC 590 includes an
iDRAC or the like. BMC 590 may operate on a separate
power plane from other resources in information handling
system 500. Thus BMC 590 can communicate with the
management system via network interface 594 while the
resources of information handling system 500 are powered
off. Here, information can be sent from the management
system to BMC 490 and the information can be stored in a
RAM or NV-RAM associated with the BMC. Information
stored in the RAM may be lost after power-down of the
power plane for BMC 590, while information stored in the
NV-RAM may be saved through a power-down/power-up
cycle of the power plane for the BMC.

Information handling system 500 can include additional
components and additional busses, not shown for clarity. For
example, information handling system 500 can include
multiple processor cores, audio devices, and the like. While
a particular arrangement of bus technologies and intercon-
nections is illustrated for the purpose of example, one of
skill will appreciate that the techniques disclosed herein are
applicable to other system architectures. Information han-
dling system 500 can include multiple central processing
units (CPUs) and redundant bus controllers. One or more
components can be integrated together. Information han-
dling system 500 can include additional buses and bus
protocols, for example, 12C and the like. Additional com-
ponents of information handling system 500 can include one
or more storage devices that can store machine-executable
code, one or more communications ports for communicating
with external devices, and various input and output (I/O)
devices, such as a keyboard, a mouse, and a video display.

For purpose of this disclosure information handling sys-
tem 500 can include any instrumentality or aggregate of
instrumentalities operable to compute, classify, process,
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transmit, receive, retrieve, originate, switch, store, display,
manifest, detect, record, reproduce, handle, or utilize any
form of information, intelligence, or data for business,
scientific, control, entertainment, or other purposes. For
example, information handling system 500 can be a personal
computer, a laptop computer, a smartphone, a tablet device
or other consumer electronic device, a network server, a
network storage device, a switch, a router, or another net-
work communication device, or any other suitable device
and may vary in size, shape, performance, functionality, and
price. Further, information handling system 500 can include
processing resources for executing machine-executable
code, such as processor 502, a programmable logic array
(PLA), an embedded device such as a System-on-a-Chip
(SoC), or other control logic hardware. Information handling
system 500 can also include one or more computer-readable
media for storing machine-executable code, such as soft-
ware or data.

Those of ordinary skill in the art will appreciate that the
configuration, hardware, and/or software components of
management system 200 depicted in FIG. 2 may vary. For
example, the illustrative components within management
system 200 are not intended to be exhaustive, but rather are
representative to highlight components that can be utilized
to implement aspects of the present disclosure. For example,
other devices and/or components may be used in addition to
or in place of the devices/components depicted. The
depicted example does not convey or imply any architectural
or other limitations with respect to the presently described
embodiments and/or the general disclosure. In the discus-
sion of the figures, reference may also be made to compo-
nents illustrated in other figures for continuity of the descrip-
tion.

Although FIG. 3 and FIG. 4 show example blocks of
method 300 and method 400 in some implementation,
method 300 and method 400 may include additional blocks,
fewer blocks, different blocks, or differently arranged blocks
than those depicted in FIG. 3 and FIG. 4. Those skilled in the
art will understand that the principles presented herein may
be implemented in any suitably arranged processing system.
Additionally, or alternatively, two or more of the blocks of
method 300 and/or method 400 may be performed in par-
allel. For example, block 435 and block 440 may be per-
formed in parallel.

In accordance with various embodiments of the present
disclosure, the methods described herein may be imple-
mented by software programs executable by a computer
system. Further, in an exemplary, non-limited embodiment,
implementations can include distributed processing, com-
ponent/object distributed processing, and parallel process-
ing. Alternatively, virtual computer system processing can
be constructed to implement one or more of the methods or
functionalities as described herein.

The term “user” in this context should be understood to
encompass, by way of example and without limitation, a
user device, a person utilizing or otherwise associated with
the device, or a combination of both. An operation described
herein as being performed by a user may therefore be
performed by a user device, or by a combination of both the
person and the device.

When referred to as a “device,” a “module,” a “unit,” a
“controller,” or the like, the embodiments described herein
can be configured as hardware. For example, a portion of an
information handling system device may be hardware such
as, for example, an integrated circuit (such as an Application
Specific Integrated Circuit (ASIC), a Field Programmable
Gate Array (FPGA), a structured ASIC, or a device embed-
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ded on a larger chip), a card (such as a Peripheral Compo-
nent Interface (PCI) card, a PCl-express card, a Personal
Computer Memory Card International Association (PCM-
CIA) card, or other such expansion card), or a system (such
as a motherboard, a system-on-a-chip (SoC), or a stand-
alone device).

The present disclosure contemplates a computer-readable
medium that includes instructions or receives and executes
instructions responsive to a propagated signal; so that a
device connected to a network can communicate voice,
video, or data over the network. Further, the instructions
may be transmitted or received over the network via the
network interface device.

While the computer-readable medium is shown to be a
single medium, the term “computer-readable medium”
includes a single medium or multiple media, such as a
centralized or distributed database, and/or associated caches
and servers that store one or more sets of instructions. The
term “computer-readable medium” shall also include any
medium that is capable of storing, encoding, or carrying a set
of instructions for execution by a processor or that cause a
computer system to perform any one or more of the methods
or operations disclosed herein.

In a particular non-limiting, exemplary embodiment, the
computer-readable medium can include a solid-state
memory such as a memory card or other package that houses
one or more non-volatile read-only memories. Further, the
computer-readable medium can be a random-access memory
or other volatile re-writable memory. Additionally, the com-
puter-readable medium can include a magneto-optical or
optical medium, such as a disk or tapes or another storage
device to store information received via carrier wave signals
such as a signal communicated over a transmission medium.
A digital file attachment to an e-mail or other self-contained
information archive or set of archives may be considered a
distribution medium that is equivalent to a tangible storage
medium. Accordingly, the disclosure is considered to
include any one or more of a computer-readable medium or
a distribution medium and other equivalents and successor
media, in which data or instructions may be stored.

Although only a few exemplary embodiments have been
described in detail above, those skilled in the art will readily
appreciate that many modifications are possible in the exem-
plary embodiments without materially departing from the
novel teachings and advantages of the embodiments of the
present disclosure. Accordingly, all such modifications are
intended to be included within the scope of the embodiments
of the present disclosure as defined in the following claims.
In the claims, means-plus-function clauses are intended to
cover the structures described herein as performing the
recited function and not only structural equivalents but also
equivalent structures.

What is claimed is:

1. An information handling system, comprising:

a processor; and

a memory storing instructions which, when executed by

the processor causes the processor to:

receive a data object that includes a binary large object

and a metadata file, wherein the binary large object
includes a set of program instructions wherein the
metadata file includes a current basic input/output
system (BIOS) administrator password;

verify authenticity of the data object; and

when the verification of the authenticity of the data object

is successful, then processing the data object that
includes invoking a plugin based on the set of program
instructions in the binary large object, wherein the set
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of program instructions is executable by at least the
processor, and wherein the plugin invokes the proces-
sor to execute the set of program instructions with the
current BIOS administrator password as an argument.

2. The information handling system of claim 1, wherein
the binary large object includes a command that instructs an
update manager to perform a software update.

3. The information handling system of claim 1, further
comprising subsequent to executing the set of program
instructions, receiving status code.

4. The information handling system of claim 1, wherein a
remote management system manages an entitlement for the
information handling system.

5. The information handling system of claim 4, wherein
the entitlement is a secure key.

6. A method comprising:

receiving a data object that includes a binary large object

and a metadata file, wherein the binary large object
includes a set of program instructions wherein the
metadata file includes a current basic input/output
system (BIOS) administrator password;

verifying authenticity of the data object; and

when the verifying the authenticity of the data object is

successful, then processing the data object that includes
invoking a plugin based on the set of program instruc-
tions in the binary large object, wherein the set of
program instructions is executable by at least a pro-
cessing device, and wherein the plugin invokes the
processing device to execute the set of program instruc-
tions with the current BIOS administrator password as
an argument.

7. The method of claim 6, wherein the binary large object
includes a command that instructs an update manager to
perform a software update.

8. The method of claim 6, further comprising subsequent
to executing the set of program instructions, receiving status
code from the processing device.

9. The method of claim 6, further comprising subsequent
to executing the set of program instructions, rotating the
current BIOS administrator password to a new BIOS admin-
istrator password on reboot.

10. The method of claim 6, wherein the data object
includes a command to perform a BIOS update.

11. The method of claim 6, wherein the data object
includes a BIOS configuration change with the current BIOS
administrator password as the argument.

12. The method of claim 6, wherein the data object is
created via an application programming interface request
from a cloud service associated with a managed resource.

13. The method of claim 12, wherein the application
programming interface request includes the binary large
object as a payload.

14. A non-transitory computer-readable medium to store
instructions that are executable to perform operations com-
prising:

receiving a data object that includes a binary large object

and a metadata file, wherein the binary large object
includes a set of program instructions wherein the
metadata file includes a current basic input/output
system (BIOS) administrator password;

verifying authenticity of the data object; and

when the verifying the authenticity of the data object is

successful, then processing the data object that includes
invoking a plugin based on the set of program instruc-
tions in the binary large object, wherein the set of
program instructions is executable by at least a pro-
cessing device, and wherein the plugin invokes the
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processing device to execute the set of program instruc-
tions with the current BIOS administrator password as
an argument.

15. The non-transitory computer-readable medium of
claim 14, wherein the binary large object includes a com-
mand that instructs an update manager to perform a software
update.

16. The non-transitory computer-readable medium of
claim 14, the operations further comprising subsequent to
executing the set of program instructions, receiving status
code from the processing device.

17. The non-transitory computer-readable medium of
claim 14, the operations further comprising subsequent to
executing the set of program instructions, rotating the cur-
rent BIOS administrator password to a new BIOS adminis-
trator password on reboot.

18. The non-transitory computer-readable medium of
claim 14, wherein the data object includes a command to
perform a BIOS update.

19. The non-transitory computer-readable medium of
claim 14, wherein the data object includes a BIOS configu-
ration change with the current BIOS administrator password
as the argument.

20. The non-transitory computer-readable medium of
claim 14, wherein the data object is created via an applica-
tion programming interface request from a cloud service
associated with a managed resource.
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