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SYSTEM AND METHOD OF FRAUD AND MISUSE DETECTION

FIELD OF THE INVENTION
[0001] The invention relates to a system and method of detecting fraud and/or misuse in a
computer environment based on analyzing data such as in log files, or other similar records,
including user identifier data. More particularly, the invention relates to a system and method
of detecting fraud and/or misuse in a computer environment based on analyzing application

layer data such as in log files, including user identifier data.

BACKGROUND OF THE INVENTION

[0002] Conventional systems for detecting fraud or misuse by users are deficient at least
because conventional systems have limited abilities to recognize log file formats and access
the log files. This is especially difficult when a system accesses file logs that are generated

by different applications, since each application may generate a different log file format.

[0003] Other problems with conventional systems include that users may have several
different ways of accessing company (or other similar organizations) systems. For example,
in many instances, users may usc several different user-ids and passwords to access different
applications or data stores of an organization. Fraud or misuse detection systems may have
no way to correlate the activity of the user across the various applications. Likewise, in some
instances, evaluating the behavior of a user based on one application may not provide enough
information to discern a pattern of behavior that may be indicative of fraud or misuse of a

company's system or information.

[0004] Some of the prior art systems related to detecting fraud and misuse of a system are
described in U.S. Patent Nos. 5,557,742 (Method and System for Detecting Intrusion Into and
Misuse of a Data Processing System), 6,347,374 (Event Detection), 6,405,318 (Intrusion
Detection System), and 6,549.208 (Information Security Analysis System). Various other

drawbacks exits with these systems and with other systems known in the art.
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SUMMARY OF THE INVENTION

[0005] Various aspects of the invention overcome at least some.of these and other drawbacks
of existing systems. According to one embodiment, a system and method are provided for
tracking a user across logs at an application layer of various applications that a user may

access.

[0006] According to one embodiment, event log files may be accessed by a monitoring
system, wherein the event log files are associated with known users or users whose identity
the system can derive. The event logs may be compilations of recorded transactions and/or
activities that are recorded by applications and access layer devices. According to one
embodiment, the events contained in the event logs may be extracted by the monitoring
system. The extracted events may be normalized into records that are suitable for analysis,
storage and/or reporting. The normalized events may be analyzed against fraud scenarios that
are defined for a given environment. According to one embodiment, the cvents may be
correlated to users of the systems and the event records may contain identifiers that correlate

to known users.

{0007} According to one embodiment, the normalized and correlated events may be analyzed
for user specific fraud monitoring scenarios that are. modeled based on a user's specific

identity or role/relationship with an organization.

[0008] According to one embodiment, a method of detecting fraud or misuse of data in a
computer environment is provided. The method comprises generating a rule for monitoring
at least one of transactions and activities that are. associated with the data, with the rule
comprising at least one criteria related to the at least one of the transactions and the activities
that is indicative of fraud or misuse of the data; applying the rule to the at least one of the
transactions and the activities to determine if an event has occurred, with the event occurring
if the at least one criteria has been met; storing a hit if the event has occurred; providing

notification if the event has occurred; and providing a compilation of hits related to the rule.

[0009] According to one embodiment, a system for detecting fraud or misuse of data in a
computer environment is provided. The system comprises a user interface for selection of at

least one criteria related to at least one of transactions and activities associated with the data
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that is indicative of fraud or misuse of the data and for selection of a schedule for application
of a rule for monitoring the at least one of the transactions and the activities; and a
microprocessor in communication with the user interface and having access to the
transactions and the activities of the data. The microprocessor generates the rule based at
least in part on the at least one criteria selected and applies the rule to the at least one of the
transactions and the activities according t0.the schedule selectéd to determine if an event has
occurred. The event occurs if the, at least one criteria has been met. The microprocessor
stores a hit if the event has.occurred and provides notification if the event has occurred. The

microprocessor generates a.compilation of hits related to the rule.

[0010] According to one embodiment, a computer readable program embodied in an article
of manufacture comprising computer readable program instructions for detecting fraud or
misuse of data in a computer environment is provided. The program comprises program
instructions for causing the computer to provide a selection of at Icast one criteria related to at
least one of transactions and activities associated with the data that is indicative of fraud or
misuse of the data; program instructions for causing the computer to generate a rule based at
least in part on the at least one criteria for monitoring the at least one of the transactions and
the activities; program instructions for causing thc computer to provide a selection for a
schedule for application of the rule to the at least one of the transactions and the activities;
program instructions for causing the computer to apply the rule according to the schedule
selected to the at least one of the transactions and the activities to determine if an event has
occurred, with the cvent occurring if the at least. one criteria has been met; program
instructions for causing the computer to store a hit if the event has ‘occurred; program
instructions for causing the computer to provide notification if the event has occurred; and
program instructions for causing the computer to provide a compilation of hits related to the

rulc.

[0011] The invention has numerous advantages over and avoids many drawbacks of prior
systems. These and other objects, features and advantages of the invention will be apparent
through the detailed description of the embodiments and the drawings attached thereto. It is
also to be understood that both the foregoing general description and the following detailed
description are exemplary and not restrictive of the scope of the invention. Numerous other

objects, features and advantages of the invention should now become apparent upon a reading
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of the following detailed description when taken in conjunction with the accompanying

drawings, a brief description of which is included below.

BRIEF DESCRIPTION OF THE DRAWINGS

|0012] Figures 1A and 1B illustrate a flow chart of a process flow according to one

embodiment of the invention.

[0013] Figure 2 iilustrates one process of correlating events to known users according to one

embodiment of the invéention.

{0014] Figure 3 illustrates exemplary XML definitions according to one embodiment of the

invention that may be used for event parsing.

[0015] Figure 4 illustrates a flow diagram of fraud detection according to one embodiment of

the invention.

[0016] Figure 5 illustrates a general purpose computing system that is connected to-a network

that may be used to implement one or more aspects of the monitoring system.

[0017] Figure 6 illustrates a flow diagram of fraud or misuse detection process according to

another embodiment of the invention.

[0018] Figure 7 illustrates a user interface for a system that utilizes the process of FIG. 6.

[0019] Figure 8 illustrates a flow chart for detection of various fraud or misuse scenarios

based upon audit logs in another embodiment of the invention.

[0020] Figure 9 illustrates a flow chart for detection of various fraud or misuse scenarios

based upon audit logs and select patient data in another embodiment of the invention.

[0021] Figure 10 illustrates a flow chart for detection of various fraud or misuse scenarios

based upon audit logs and select user data in another embodiment of the invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0022] Figures 1A and 1B together form a flow chart that illustrate some of the processes in
one embodiment of the invention. In step 100, event log files (hereinafter event logs) are
accessed by a monitoring system that is provided by the invention. According to one
embodiment, event logs are data stores containing events, associated with known users, that
are accessed by the system from servers and devices on a network. According to an
alternative embodiment of the invention, event logs may include temporary storage devices.
According to another embodiment, event logs may be sent to the monitoring system via
protocols and message sets. Whéther accessed on servers or received via messages, the
monitoring system accesses event logs associated with known users or users whose identity

the system can derive.

[0023] According to one embodiment, the event logs may be compilations of recorded
transactions and/or activities that are recorded by applications and access layer devices.
According to one embodiment, these may include servers and applications such as VPN
devices, third party applications, in-house applications, web servers, single sign on servers,
databases, e-mail servers, print servers, fax servers, phone systems and any other device or
server that contains or generates event information based on a known user's use or interaction
with an organization's information systems. The collection of data from the event logs is
scheduled by the monitoring system to be conducted periodically or performed in real-time as

the events are generated.

10024} According to one embodiment, in operation 105, the events that are contained in the
event logs may be extracted by the monitoring system using, for example, a parsing engine.
According to one embodiment, the parsing engine may be an application that is configurable,
for example, by using XML templates. According to one embodiment, the parsing engine
maintains XML templates (as an example of standard format for a known event) of known
event logs and events. The XML templates also may contain information that identifies
correlations between events and event logs and may further contain information on what is to
be extracted from the event for subsequent analysis, storage and reporting. For example, the
XML template may contain the format of the data contained in an event log so that the data in
the cvent log may be easily correlated to known fields based on the XML template

information. One skilled in the art would recognize that XML templates are one embodiment
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of such a template and other similar templates or mapping techniques could also be used as
would be recognized by those skilled in the art. For never previously encountered event data
formats, the parsing engine may be configured via manual definition and manipulation of a
default XML template to create a suitable XML template, or configured via a tool with a
graphical user interface to define the event format as would be within the. abilities of one

skilled in the art.

[0025] According to one embodiment, in operation 110, the extracted events may be
normalized (using, for example, the above described templates) into records that are suitable
for analysis, storage and reporting. As part of the normalization process, an event source
identifier (or event log identifier), date/time, source network address, destination network
address, text associated with the event, and transaction code may be placed into the record.
Based on the source identifier, additional information may be stored in the record that may
not be part of a standard normalized record. For example, the record may include
information correlating the events to the event source identifiers. One skilled in the art would
recognize that the fields listed here are exemplary only and those skilled in the art would
recognize various altematives and modifications all-of which are considered as a part of the

invention.

[0026] According to one embodiment, in operation |15, the normalized events may be
analyzed against fraud scenarios that are defined for a given organizational environment.
Examples of such analysis include monitoring for access to a specific type of record in a
healthcare, financial service or mortgage environment, or monitoring for a volume of
transactions over a specified time period. Alerting and off-line reports may be generated by
the system. This stage of analysis is characterized by analyzing for scenarios that benefit
from being detected rapidly. The analysis of fraud scenarios is discussed in greater detail

further herein.

[0027] According to one embodiment, in operation 120, events may be correlated to users of
the organization's systems. According to one embodiment, the event records may contain
identifier(s) that correlate to known users. The listing of identifiers that identify a user may be
stored or accessible in a data repository 122, as will be discussed in further detail further
herein. These correlation identifiers (found in the event records) may include e-mail address,

userid(s), database ids, phone number, session id, TCP/IP address, MAC address, single sign
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on id, or any other id (identifier) that may correlate uniquely to users in a given organization's
environment. According to one embodiment, these identifiers may be placed into the
normalized record, such that the normalized records are associated with known users. Using
the identifier, the monitoring system may correlate the normalized events using a database,
directory or general repository 122 of known users. According to one embodiment, cvents
that can not be matched against known users (for example, users that cannot be identified
based on the known users in the repository 122) may be-maintained in a separate records list.
According to another embodiment, ‘attempts to match the records to known users may be
performed in an ‘off-line process which may be performed later in time or which may be
initiated in near real-time by the monitoring system sending a message to initiate the
matching of the unknown record. According to one embodiment, the monitoring system is
capable of maintaining its own user repository 122. According to another émbodiment, the
monitoring. system is capable of interfacing with an identity management repository, a single
sign ‘on repository, a human fesource repository, a ERP or any other repository of known
users. Alternatively, the monitoring system may use a combined approach in which it first
checks it own repository 122 before interfacing the other repositories of user information in

an organization.

[0028] According to one embodiment, in operation 125, the normalized and correlated events
may be analyzed using, for example, rules, algorithms, databasc queries, or other methods,
~for user specific fraud monitoring scenarios that are modeled based on a user's specific
identity or role/ relationship with an organization. According to one embodiment, the fraud
scenarios may be modeled and stored in XML templates. For example, monitoring system
may include a template that is matched to determine whether a fraud or misuse scenario has

arisen. Examples of fraudulent and misuse scenarios are discussed further herein.

[0029} According to one embodiment, in operation 132, the normalized and correlated events
may be stored in a database 132 for subsequent analysis and reporting. According to one
embodiment, events that are non-correlated with users may be maintained in a separate
records list and attempts to match the records to known users may be performed in an off-line

process.

[0030] According to one embodiment, in operation 135, the monitoring system may analyze

the off-line database of normalized and correlated events 132 for fraud scenarios that can not
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be detected in real time due to data, time, or pcrfbrmance limitations. The monitoring system
may produce alerts 137 if its off line analysis uncovers fraudulent scenarios. These alerts
may be in the form of a report or message, which alerts a responsible person to investigate the
fraud or misuse scenario. According to another embodiment, the monitoring system may
initiate preventive action, for example, by suspending the access of a known user whose
activitics have triggered the alert. According to another embodiment, in operation 140, the
system may produce generalized security reporting based on transactions and access by
authenticated users. Such reports may be used to track the security of an organization's
systems or may be used for subsequent investigations, once a fraud or misuse scenario has

been uncovered.

[0031] The following description provides specific embodiments for some of the operations
discussed above. While specific embodiments of the invention are discussed herein and are
illustrated in the drawings appended hereto, the invention encompasses a broader spectrum
than the specific subject matter described and illustrated. As would be appreciated by those
skilled in the art, the embodiments described herein provide but a few examples of the broad
scope of the invention. There is no intention to limit the scope of the invention only to the

embodiments described herein.

[0032] 1. Accessing Events.  According to one embodiment, the monitoring system is
flexible in its ability to read events. According to one embodiment, an application layer
protocol such as Simple Network Management Protocol (SNMP) may be used to facilitate the
exchange of management information between network devices. The monitoring system
simply needs programmatic input (or read) access to a given event source such as a log file.
In the case of a log file, the log file may be accessible via a local hard drive, a network hard
drive, and/or may be transferred locally via a file transfer protocol such as fip. According to
one embodiment, the monitoring system is also flexible enough to read from a local or remote
database via protocols, such as ODBC, in order to access relevant events. Alternatively, a log
file may be generated through the systematic extraction from one or more databases, and the
generated log file(s) then transported via fip to the local drive of the monitoring system.
According to another embodiment, the monitoring system may provide a web service
interface in order to receive events using a message protocol, such as Simple Object Access
Protocol (SOAP). As previously stated, the monitoring system generally is flexible and uses

programmatic (read) access to event sources.
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j0033] 2. Event Contents and Format. According to one embodiment, while the monitoring
system is capable of processing any log event, it has the ability to process events that were
directly or indirectly generated by known users (known, for example, to an organization) and
then correlate those events to the known users. For user associated events, one general
format of the event data that is tracked is outlined below. Of course, it should be recognized
that this format is exemplary only and those skilled in the art would recognize various
modifications and alternatives all of which are considered as a part of the present invention.
One general format may include: [Date and Time Stamp] [User identifier] [Transaction Type]
[Event Text] [Request Address] [Target Address] [Status Code] [Other Data]. Other formats

are contemplated.

[0034] As would be recognized by one skilled. in the art, the number of lines per event, ficld
order, delimiters, ficld format, etc. may vary between applications, access servers, databases,
etc. The monitoring system is sufficiently configurable to handle various events. The "User
identifier" field may be a user-id, an e-mail address, a phone number, a database-id, a single
sign on id, a TCP/IP addfess, a MAC address, a session id or any other identifier that ties the
event to a known user. The applicability of the identifier may be dependent on the
organization's environment, including user-id policies, application environments, nctwork
layouts, etc. The monitoring system is sufficiently configurable to allow for these variables in

correlating the events to known users.

[0035] 3. Event Definitions. According to one embodiment, the monitoring system may be
flexible in its ability to process the above described events. According to one embodiment,
the system may include a XML based description language that is used to specify the
variables of a given event type such as fields, field order, field delimiters, number of lines per
event, number of characters, field type and spoken language type. Multiple event types in a
given event source (such as a log file) can also be similarly described. According to one
embodiment, the definition of event types may be maintained in a directory that is known to
the monitoring system so that they may be used whenever a given event type (which has a

definition in the directory) is processed.

[0036] 4. System Database Schemas. According to one embodiment, the monitoring system

may maintain a set of schemas that correspond to the event types being processed. These
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schemas may be used 1o generate database tables. For example, "http common log format"
has a pre-defined schema that the monitoring system maintains and can generally re-use
whenever the events of a "http common log format" type are processed. According to
another embodiment, the monitoring system may provide the ability to use a schema that
associates fields that are unique to a specific event type to the storage format of an event. In
other words, the system may be sufficiently configurable to handle event fields that are not
part of a standard format as described above. For example, program logic based on keywords
or certain alphanumeric sequences may be used to identify fields in an event data record and

may correlate them to the standardized storage format of the normalized records.

10037] According to one embodiment, the monitoring. system may normalize events by
mapping .as many fields available as described above to the schema and table defined herein
as well as mapping the event specific fields to the table and field as described in the event
_ type's specific schema. According to another embodiment, the monitoring system may
generate a unique idéntifier for every event processed and ‘stored in the system's database(s),
which may be used for subsequent indexing, correlation and reporting. According to one
embodiment, suitable indexed fields may be part of the schema definition that allows for
increased efficiency in accessing the stored data, generating reports and in processing events.
The normalized event generally may contain the same data as contained in an event record,

but it may be formatted and indexed for a database.

[0038] According to one embodiment, the monitoring system may maintain tables (in a
database 132) that correspond to known users and associated identifiers for an organization.
According to one embodiment, the monitoring system may be sufficiently flexible to leverage
cxisting identity management systems for the maintenance of the users and identifiers. These
systems may include directories such as Active Directory or Identity Management systems
from vendors such as Computer Associates, BMC, Sun, IBM, Novell. Generally, the system
is flexible enough to leverage existing identity sources of all kinds or to maintain the

identities itself in a repository.

[0039] 5. Known User Correlation. According to one embodiment, the monitoring system
may be flexible in that, depending on the processing environment and application of the
system, it may correlate events to known users in real-time as the events are processed.

According to another embodiment, the system may correlate the events to known users

10
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during off-line processing. In both cases, the result is-that events processed by the system are
correlated to the known users of an organization and used for security reporting, fraud

detection, monitoring, etc., as discussed herein.

[0040] According to one embodiment of the invention, Figure 2 illustrates a diagram of a
process for correlating events 210 to. records of known users 205. The monitoring system
may produce the normalized event 210 by the general process outlined carlier herein.
According to one embodiment, the normalized event 210 may contain one or more User
identifier(s), examples of which include: e-mail address, userid(s), database ids, phone
number, TCP/IP addréss, MAC address, single sign on id, session id or any other id that may

correlate uniquely to a user given an organization's environment.

[0041] According to one embodiment, the system may access a directory, database or other
repository of users 122 and associated identifiers, examples of which are shown in the
records of known users 205. Therefore, as shown in Figure 2, particular users may be
associated with a wide variety of identifiers. Some of these identifiers may be maintained on
a permanent basis while other identifiers, such as session ids, may only be maintained for a
short duration, while a particular session of the user is current or has been recently created.
Likewise, different variants of a particular type of identifier may also be maintained, for
example, if a user has multiple e-mail addresses or multiple telephone numbers, all of these

may be stored in user repository 122.

0042} According to one embodiment of the invention, the monitoring system may correlate
an event 210 to records of a known users 205 based on matching identifier(s). According to
one embodiment of the invention, event 210 and user record 205 may be linked together in a
repository 132 that contains normalized and correlated events. Session ids, and similar
temporary identifiers may be captured from event records and maintained so that events 210
may be correlated to a record of known users 205 even though the event 210 may not have an
identifier that directly links the event 210 to the record of known users 205. Such temporary
identifiers may be maintained in the usér repository 122 or as a record in some other
repository which may be linked back to the known user's record in the user repository 122. At
some point in this flow, the session id (as an -example of a temporary id) should have been
linked to the user within some log event. For example, a VPN typically generates a session

id in association with a user login event, then subsequently only "logs" session id in cvents
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associated with that user. However, the monitoring system may track the session id based on
the initial user login event so that activities of the user, identified only by the session id in

event logs, can also be tracked back to the specific known user.

[0043] According to another embodiment of the invention, events for which there are no
correlating user records may be stored in the database. under special tables that allow

reporting and additional processing.

]0044] According to one embodiment of the invention, Figure 3 provides exemplary XML

definitions 301 that may be used for event parsing.

[0045] According to one embodiment of the invention, fraud and/or misuse detection may be
performed through analysis of uncorrelated events. Some fraud and misuse scenarios may be
detected prior to the correlation of an event to a user. This enables the monitoring system to
monitor resources of an organization and generally detect behaviors that are considered high
risk, before a particular user has been identified as suspicious. For example, the monitoring
system may generate an alert and alert record using any of the following techniques:
e When any uscr, or user in a particular category, performs a certain volume of
transactions or activities over a specified time interval;
e When any use, or user in a particular category, performs a pre-defined sequence of
transactions or activities;
* When any user, or user in a particular category, accesses resources outside of pre-
defined hours of the day;
e When any user, or user in a particular category, changes or accesses a pre-identified
resource such as a database field, file, application field; and/or
* When any user, or user in a particular category, changes or accesses resources
associated with a pre-identified entity such as records associated with a famous person
who checked into a hospital or records that correspond to particular customers or

partner.

[0046] According to another embodiment of the invention, fraud and/or misuse detection

may be performed through analysis correlated events. Some fraud and misuse scenarios may
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be detected when events have been correlated to users. For example, the monitoring system
may generate an alert and generate an alert record using any of the following techniques:

e When any user carries out activities or transactions that are outside of pre-defined
characteristics of that their relationship to the organization (job function, supplier
relationship, customer relationship, etc.);

e When a user carries out activities or transactions that are inconsistent with the
historically established behavior of that user (or a category of users to which the user
belongs);

e When a pre-identified user performs pre-defined activities, transactions or gains
access to system;

* When a user accesses resourccé from an address (TCP/IP, MAC, domain, other) that
is inconsistent with the past accesses; and/or

» When a user conducts activities or transactions that link the user to previously

established suspicious users.

Examples of the Fraudulent of Business Information Systems

[0047] The fraudulent use of business information systems may take many forms, may
involve variously sophisticated participants and techniques. According to one embodiment,
the monitoring system may be applied to specific forms of fraud or may be used as a more
general platform against more sophisticated forms of frand. According to one embodiment,
the monitoring system may perform monitoring, reporting, and/or incident research relating
to fraud conducted in conjunction with known users (or user identifiers) of an organization.
These fraudulent scenarios may go undetected by using the current art of firewall, intrusion
detection and prevention, authentication/authorization techniques. It should be noted that
these scenarios are exemplary only and one skilled in the art would recognize various

alternatives and modifications all of which are considered as a part of the invention.

[0048] 1. Sale of Customer Records. For many industrics, knowledge of customers represents
lucrative information. Long-term healthcare, mortgage, high value financial services are all
example industries in which employees, partners, suppliers and other known entities may
gain access to applications, databases, etc. via known user ids. Unscrupulous users may sell
this information to competitors or other parties. According to one embodiment of the

invention, the monitoring system may track which users are accessing which customer data to
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determine in advance if any misuse situation arises, for example, if a sales person is accessing.

information unrelated to any of his sales clients.

[0049] 2. Unauthorized Disclosure to Protected Health Information. Within the healthcare
field, access to Protected Health Information (PHI) is protected by law. Persons with general
access to systems, which have access to PHI, may act in collaboration with a third party to
obtain PHI about a ﬁeighbor, a relative, a coworker, a famous person or a person of power in
order to black-mail the victim or to view confidential information that is protected by law.
Medicare fraud is also common practice and may include a ring of conspirators that act
together to submit false or inflated claims. This scheme may require known/trusted users to
falsify the: systems within a care provider. According to one embodiment of the-invention, the
monitoring system may closely track which user is accessing data.about a famous patient or
track whether a group of users afe accessing relevant data about one or more patients in such

a manner that the combined data accessed may be misused.

[0050] 3. Changing the Ship-to Address on an Order. Organizations that process orders
electronically may have the "ship-to" address changed by an existing user, such as an
employce. In this case, the employee may change the address to a destination where the
employee may capture the order and sells the order on the open market. Typically, this act of
fraud goes undetected until the original purchaser refuses to pay an invoice or complains that
the order never arrived. According to one embodiment, the monitoring system may track
which user's are changing the ship-to address or if a user is changing ship-to addresses on a
regular basis. Correlating the events around the transaction takes many man hours using the

current state of the art.

[0051] 4. Departing Employee Capturing the. Customer Database. Departing sales persons
are well-known for obtaining an electronic or printed copy of the customer database and
prospect pipeline. They may use this data in a new position which may be with a competitive
firm. According to one embodiment of the invention, the system may provide reporting and
general detection capabilities and may correlate application and database activity to the user
in question for review. According to one embodiment of the invention, the monitoring
system may track to see if a sales person is accessing a relatively large number of sales
records or if a sales person is accessing the records of customers with whom the sales person

has no relationship.
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10052] 5. Exploiting Weak Authentication via the Corporate Extranet or VPN. Corporate
Extranets and VPN's are most typically authenticated via userid and password. As a partner to
the company, a known user may have access to sensitive information such as pricing,
inventory levels, inventory warehouse locations, promotions, etc. If the user leaves the
"partner”" firm and moves to a competitive firm, the user may still use the same userid and
password to gain competitive access to the sensitive information. According to one
embodiment of the invention, the monitoring system may associate the userid with a
particular IP address (or domain) and raise an alert if the 1P address or domain is that of

competitor or an entity that is not a partner firm.

[0053] 6. Non-repudiation for Bond Traders. Bond traders often speculatively purchase these
securities in anticipation of market movements. In the event the markets take unexpected
moves, the bond traders may deny the characteristics of their electronic order. According to
onc embodiment of the invention, characteristics and stages of an electronic transaction may
be correlated to the known user (the trader) in order to negate any such fraudulent claim by

the trader.

[0054) 7. Financial Insider Trading Rings. Insider trading rings may comprise many
collaborators using various electronic systems including applications, e-mail, phone, and/or
fax. According to one embodiment of the invention, the monitoring system may be used to
detect suspicious behaviors or may be used in incident investigations to identify all
conspirators. A typical scenario is for one party to receive "inside information" from an
outside source via some clectronic means. The first source then collaborates with others to
conduct trades that generate fraudulent profits based on the ill-gotten information. According
to one embodiment of the invention, the monitoring system may detect such activitics at a
much earlier stage than might be possible using conventional insider trading detection

methods.

[0055] 8. Web Services. Business information systems are often published as web services.
While authentication and authorization standards are established, the same rogue users that
plague traditional systems often take advantage of a published web service. According to one

embodiment of the invention, the system may provide reporting and general detection
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capabilities and may correlate application and database activity to the user in question for

review.

[0056] According to, one embodiment of the invention, Figure 4 illustrates operations in the
use of the monitoring system to detect misuse based on the actions of a departing employee.
According to one exemplary scenario, a sales person who is an employee of the Organization
has accepted a comparable position with a competitive firm. The employee has not notified
the- Organization of their intent to leave and is continuing to work in a business as usual
appearance. The employee has decided to accumulate as many information resources as

possible that may help with new business at their next position.

[0057] 1. Customer and Prospect Record Access. As part of their job, the Employee has
access to detailed information on the Organization's customer and prospects. Customer and
prospect records are maintained in a CRM (Customer Relationship Management) application,
which is available through the Organization's VPN and Extranet. The CRM application has a
privilege management system for limiting access to records to the "owner of the record" only.
However, due to the collaborative nature of the sales and support process, this feature is

rarely used, so that all employees have access to all records.

[0058] 2. Remote Data Capture. Knowing specifics on customers and prospects who are
actively engaged with the Organization could be valuable in saving time and generating new
busincss at their next position. In operation 405, the Employee decides to access the CRM
application through the corporatc VPN and to capture prospects and customers of the
Organization in operation 410. The Employee's work location is in a remote office, away
from the Organization's headquarters, so the Employee is comfortably able to take an entire
morning accessing the CRM system to electronically capture over 125 customer and prospect
records. The electronically captured customer and prospect records are then forwarded to a
personal "hotmail" e-mail account. The Employee intended to access another 200 records at.

later times.
[0059] 3. Detection. According to one embodiment of the invention, the monitoring system

may be configured to monitor access to CRM, VPN and Internet proxy logs. The monitoring

system may be configured to alert the security team in the event that more than 50 customer
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or prospect records are accessed in a specific (for example, four hour) time period. Thus,

actions of the departing Employee may trigger a security alert in operation 415.

[0060] 4. Investigation. According to one embodiment of the invention, in operations 420
and 4235, the monitoring system may facilitate a forensic investigation once an alert has been
generated. Once the security team had been alerted of a potential incident, they can run a
report from the monitoring system which has captured. events: from the VPN, CRM and
Internet proxy from the. last 30 days. According to one embodiment, from this report, the
security team may be able to determinc that the cmployee had remotely accessed 125
customer and prospect records through the corporate’ VPN and that the employee had also
sent a series of e-mails to a hotmail account during the same time period. According to one
embodiment, this analysis may be performed using automated rules to determine that a

fraud/misuse situation has been detected.

[0061] According to one embodiment of the invention, the security team can then forward
this information or an automated alert can be forwarded to the Human Resources department
of the Organization. In operation 430, the Organization may then be able to confront the
Employee with the facts, limiting future damages and cnable the Organization to work
through the Employee Separation in an informed manner. Alternatively, the monitoring
system may automatically disable or suspend the access of the Employee to the
Organization's system, so that further damage can be prevented before the situation with the

Employee can be further evaluated.

[0062] According to one embodiment of the invention, Figure 5 illustrates the components of
a computing system connected through a general purpose electronic network 10, such as a
computer network. The computer network 10 may be a virtual private network or a public
network, such as the Internet. As illustrated in Figure 5, the computer system 12 may include
a central processing unit (CPU) 14 that is connected to a system memory 18. System
memory 18 may include an operating system 16, a BIOS driver 22, and application programs
20. In addition, computer system 12 may include input devices 24, such as a mouse or a
keyboard 32, and output devices such as a printer 30 and a display monitor 28, and a
permanent data store, such as a database 21. Computer system 12 may include a
communications interface 26, such as an Ethernet card, to communicate to the electronic

network 10. Other computer systems 13 and 13A may also be connected to the electronic
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network 10, which can be implemented as a Wide Area Network (WAN) or as an inter-

network, such as the Intemet.

10063] According to one embodiment, computer system 12 may include a monitoring server
50 that implements the monitoring system or its parts discussed herein, including
programmed code that implements the logic and modules discussed herein with respect to
Figures 1-4. One skilled in the art would recognize that such a computing system may be
logically configured and programmed to perform the processes discussed herein with respect
to Figures 1-4. It should be appreciated that many other similar configurations are within the
abilities of one skilled in the art and it is contemplated that all of these configurations could
be used with the methods and systems of the invention. Furthermore, it should be appreciated
that it is within the abilities of one skilled in the art to program and configure a networked
computer system to implement the method steps of certain embodiments of the invention,

discussed herein.

[0064] According to one embodiment, monitoring server 50 may include a user identifier
module 51 that provides data corresponding to computer users, a modeled data providing
module 52 that provides fraud detection information and misuse detection information, a data
capturing module 53 that provides application layer data and data corresponding to
transactions and activities that are associated with computer users, a parsing engine 54 that
extracts application layer data and data corresponding to transactions and activities that are
associated with the computer users, a normalizing engine 55 that normalizes the data
extracted by the parsing engine, a comrelating module 56 that correlates the normalized data,
an analyzing module 57 that analyzes the correlated information and the modeled data, a
determining module 58 that determines whether the correlated information corresponds to at
least one of the fraud detection information and misuse detection information, a user specific
analyzing module 59 that analyzes the correlated information for user specific fraud detection
information based on the computer users identity, a pre-defined role associated with each
computer user, and/or a pre-defined relationship that is defined for the computer users, and an
alert generating module 60 that gencrates alerts. It should be readily appreciated that a
greater number or lesser number of modules may be used. ‘One skilled in the art will readily
appreciate that the invention may be implemented using individual modules, a single module
that incorporates the features of two or more scparately described modules, individual

software programs, and/or a single software program.
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[0065] According to one embodiment of the invention, FIG. 6 illustrates a rule engine or
process 600 that enables automatic detection of incidents which may be related to fraud or
misuse of data, such as violations of the Health Insurance Portability and Accountability Act
(HIPAA), identity theft and medical identity thefi. The rule can monitor transactions and/or
activities that are associated with the data, for example, accessing of the data by a user or
non-user of the system storing the data. Process 600 can utilize one or more of the
components described above with respect to system 12, including the various modules for
capturing, parsing, correlating, normalizing, analyzing and determining incidents that arise
from the transactions and/or activities associated with.the data of the computer environment,
including the one or more databases having the data. The rule.engine 600 is not intended to
be limited to any particular type of computer environment or data or any particular type of
fraud or misuse of the data. However, the type of data and type of fraud or misuse of the data
can be a basis, at least in part, for one or more criteria of a rule for monitoring the

transactions and/or activities associated with the data or computer environment.

[0066] In step 605, arule is created by the user and/or a third party, such as a consuitant with
particular knowledge as to fraud or misuse of the particular type of data. The rule can include
algorithms, database querics and/or data analysis methods to define and/or detect fraud
incidents and misuse incidents. Various criteria can be used for generating or creating the
rule. The criteria can be related to the transactions and/or activities that are indicative of
fraud or misuse of the data. For example, process 600 can create or generate a rule based on

one or more of the following parameters:

e Timeframe criteria can be utilized, such as a date range or a user-fricndly time
concept, e.g., yesterday, last month, last quarter.

® Volume threshold criteria can be utilized based on the number of events found. The
volume threshold criteria could be used in conjunction with the timeframe criteria.

e Field value matching criteria can be utilized which allows a user to select an event
source, and then allows a user to select a field and a value for that field.

o Categorized field value matching criteria can be utilized which allows a user to

choose a category and a pattern to match.



WO 2008/115864 PCT/US2008/057220

¢ Common user name matching criteria can be. utilized which allows a user to select a
common user name to be searched across all supported applications. The common
user name matching criteria can be implemented where the user data for each

application is imported.

[0067] Step 605 also allows a user to designate the criteria related to the notice or alert that
can be used when a rule is triggered. In orie embodiment, an email address of the entity to be
notificd of the triggering of the rule can be designated. Process 600 can use the email address
of rule creator as a default for the alert. In one embodiment, the type of notice can be
designated such as text to be sent in an email so the user will know which rule was tripped

and any specific information that can be provided.

[0068] The scope of the rule can include a single event source, such as finding matches in a
single system. For example, single event source rules can accept pattern matches with
timeframe and/or volume threshold criteria. As another examiple, a rule could determine
when access has been gained to a pre-determined number of medical records over a pre-
determined time interval. Such behavior can be indicative of medical identity theft. The
scope of the rule can include multiple event source rules, such as finding matches across
multiple systems. For example, multiple event source rules-could monitor for common user

names or access to particular data categories.

[0069] In step 610, it can be determined whether real-time incident detection is being
implemented by process 600. Real-time incident detection processes the rule as each event is
read and before insertion into a database. Process 600.can apply real-time incident detection

to some, most or all of the rules that have been created in step 600.

[0070] In step 615, any rule that is not subject to. real-time incident detection can be
scheduled for processing. The schedule can be time-based and/or can utilize other factors for
determining the schedule, such as system activity. The particular schedule can be related to
the criteria of the rule. For example, a rule that monitors access to a pre-determined volume
of medical records over a pre-determined time period may be scheduled to be processed at
intervals of the pre-determined time period. An example of an application that can be used to

schedule the rule is Quartz.
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[0071] The present disclosure also contemplates adjustable or dynamic scheduling of the
rule. A user can designate one or more criteria for scheduling the rule-and the schedule can
be built and thereafter automatically adjusted based upon the one or more criteria. For
example, a time interval between processing of the same rule can be adjusted based upon

such factors as system activity or the amount of accessible data.

[0072] In step 620, the rule can be implemented or processed. Any rule that finds one or
morc matches can create a database entry, such as in a database of system 12 described above
with respect to FIG. 5, indicating a hit or triggering of the rule. The hit also can cause the

notice or alert to be gencrated and sent to the designatéd recipient as in step 625.

[0073] Based upon the receipt. of the alert or notice, a user can access system [2 for
additional information pertaining to the rule or plurality of rules that has been triggered as in
step 630. The additional information can provide the specific time of triggering the rule, as
well as all other times the rule was triggered. A specific link can be provided in the notice or
alert so that the user is brought directly to the relevant information pertaining to the hit when

accessing system 12.

[0074] In one embodiment of the invention, FIG. 7 illustrates a user interface 700 for the
rules process 600. A rule management page or window 705 can indicate to a user all of the
defined rules. The rule management page 705 can also be used by the user for creating,
modifying or deleting rules. A rule definition page or window 710 can also be used for
inputting information to define a new rule. A rule scheduling management page or window
can indicate to a user all of the schedules of the rules. The rule scheduling management page
715 can also be used to create new schedules, modify existing schedules, and/or delete
schedules. A rule schedule definition page or window 720 can be used to define the schedule

for the rule to run.

|0075] A rule hit management page or window 725 can indicate to a user all rules that have
had matches and the number of matches per rule. A rule hit summary screen or window 730
can indicate to a user all the entries in the database for hits for a particular rule. The rule hit
summary screen 730 can show the date that the rule was triggered and the actual events that

caused the rule to trigger. A rule hit event screen or window 735 can indicate to a user the
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one or more cvents that caused the rule to trigger. Manipulation between the pages or
windows and between information on those pages or windows can occur by various
techniques including drill-down menus and new- windows. The present disclosure

contemplates use of the same window for each of the functions described above.

[0076] Referring to FIG. 8, the system 12 or a module thereof can be used in combination
with audit logs 1100 for detection of various. fraud or misuse scenarios. For example, the
audit logs 1100 can be analyzed based upon various criteria as described above to detect
cmployee self-examination, family member snooping, VIP snooping, snooping on co-workers
who are patients, snooping whole other family (néighbors, etc). The criteria can include a
high volume of billing/contact modifications, a high volume of downloading/printing
functions, “Break-the-glass” functions, high activity levels for patients or users in a
timeframe and/or unusual login activity. One of ordinary skill in the art can use other criteria

and other combinations of criteria for detecting fraud and misuse based upon the audit logs.

|0077] Referring to FIG. 9, the system 12 or a module thereof can be used in combination
with audit logs 1100 and select patient data 1200 for detection of various fraud or misuse
scenarios. For example, the audit logs 1100 and select patient data 1200 can be analyzed
based upon criteria including accessing patients who were discharged over a year ago or other
specified time period or a patient who normally goes to the doctor once a year and suddenly

goes 25 times in a year or some. other unusual number of times.

[0078] Referring to FIG. 10, the system 12 or a module thereof can be used in combination
with audit logs 1100 and select user data 1300 for detection of various fraud or misuse
scenarios. For example, the audit logs 1100 and select user data 1300 can be analyzed based
upon criteria including remote physician staff accessing patients that aren’t under their
physician’s care, accessing patients outside of their normal work area, accessing patients
outside of their normal work shift or non-payroll user accessing payroll functions. Other
criteria can also be used including patients with highest activity levels in a timeframe, users
with highest activity levels in a timeframe, users with unusually long login sessions, users

with high numbers of login failures and specific functions like blood type modifications.

[0079] As noted above, embodiments within the scope of the invention include program

products comprising computer-readable media for carrying or having computer-exccutable
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instructions or data structures stored thereon. Such computer-readable media can be any
available media which can be accessed by a general purpose or special purpose computer. By
way of example, such computer-readable media can comprise RAM, ROM, EPROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to carry or store desired program code
in the form of computer-executable instructions or data. structures and which can be accessed
by a general purpose or special purpose computer. When information is transferred or
provided over a network or another communications connection (either hardwired, wireless,
or a combination of hardwired or wireless) to a computer, the computer properly views the
connection as a computer-readable medium. Thus, any such connection may be properly
termed a computer-readable medium. Combinations of the above are also be included within
the scope of computer-readable media. Computer-executable instructions may include, for
example, instructions and data which cause a general purpose computer, special purpose
computer, or special purpose processing device to perform a certain function or group of

functions.

[10080] The invention is described in the general context of operational steps which may be
implemented in one embodiment by a program product including computer-cxecutable
instructions, such as program code, executed by computers in networked environments.
Generally, program code may include routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement particular abstract data types.
Computer-executable instructions, associated data structures, and program modules represent
examples of program code for executing steps of the methods disclosed herein. The particular
sequence of such executable instructions or associated data structures represent examples of

corresponding acts for implementing the functions described in such steps.

[0081] The present invention in some embodiments, may be operated in a networked
environment using logical connections to one or more remote computers having processors.
Logical connections may includé a local arca network (LAN) and a wide area network
(WAN) that arc presented here by way of example and not limitation. Such networking
environments are commonplace in office-wide or enterprise-wide computer networks,
intranets and the Internet. Those skilled in the art will appreciate that such network
computing environments will typically encompass many types of computer system

configurations, including personal computers, hand-held devices, multi-processor systems,
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microprocessor-based or programmable consumer electronics, network PCs, minicomputers,
mainframe computers, and the like. The invention may also be practiced in distributed
computing environments where tasks are performed by local and remote processing devices
that are linked (either by hardwired links, wireless links, or by a combination of hardwired or
wireless links) through a communications network, In a distributed computing environment,

program modules may be located in both local and remote memory storage devices.

[0082] Other embodiments of the invention will be apparent to those skilled in the art from a
consideration of the specification and the practice of the invention disclosed herein. It is
intended that the specification be considered as exemplary only, with the true scope and spirit

of the invention also being indicated by the disclosure herein and equivalents thereof.
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What is claimed is:

1. A method of detecting fraud or misuse of data in a computer environment, the method
comprising:

generating a rule for monitoring at least one of transactions and activities that are
associated with the data, the rule comprising at least one criteria related to the at least one of
the transactions and the activities that is indicative of fraud or misuse of the data;

applying the rule to the at least one of the transactions and the activities to determine
if an event has occurred, the évent occurring if the-at least one criteria has been met;

storing a hit if the event has occurred;

providing notification if the event has occurred; and

providing a compilation of hits related to the rule.

2. The method of claim 1, further comprising scheduling application of the rule to the at

least one of the transactions and the activities.

3. The method of claim |, further comprising:

determining if the rule is to be applied to the at Icast one of the transactions and the
activities in real time; and
scheduling the application of the rule to the at least one of the transactions and the

activities if the rule is not to be applied in real time.

4. The method of claim 1, further comprising designating a recipient of the notification

and generating a message to be sent with the notification.

5. The method of claim 1, further comprising choosing the at least one criteria for the
rule based at least in part on at least one of a time parameter, a volume parameter and a user

parameter.

6. The method of claim 1, further comprising applying the rule to the at least one of the

transactions and the activities associated with the data from a plurality of databases.
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7. The method of claim |, further comprising choosing the at least one criteria for the

rule based at least in part on a time parameter and a volume parameter.

8. The. method of claim 1, further comprising providing a rule management page for
selection of the at least one criteria and generating the rule based at least in part on the at least

one criteria selected.

9. The method of claim 8, further comprising:

providing a rule scheduling page for selection of a schedule for application of the rule
lo the at least one of the transactions and the activities; and

applying the rule to the at least one of the transactions and the activities according to

the schedule to determine if the event has occurred.

10.  The method of claim 1, further comprising scheduling the application of the rule in
real time.
1. The method of claim 1, further comprising designating an electronic mail address for

receipt of the notification.
12. A system for detecting fraud or misuse of data in a computer environment, the system
comprising:

a user interface for selection of at least one criteria related to at least one of
transactions and activities associated with the data that is indicative of fraud or misuse of the
data and for selection of a schedule for application of a rule for monitoring the at least one of
the transactions and the activities; and

a microprocessor in communication with the user interface and having access to the
transactions and the activities of the data, the microprocessor generating the rule based at
least in part on the at least one criteria selected and applying the rule to the at least one of the
transactions and the activities according to the schedule selected to determine if an event has
occurred, wherein the event occurs if the at least one criteria has been met, wherein the
microprocessor stores a hit if the event has occurred, wherein the microprocessor provides
notification if the event has occurred, and wherein the microprocessor generates a

compilation of hits related to the rule.
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13.  The system-of claim 12, wherein the microprocessor determines if the rule is to be

applied to the at least one of the transactions and the activities in real time.

14.  The system of claim 12, wherein the microprocessor generates a message to be sent

with the notification.

15.  The system of claim 12, wherein the microprocessor generates the rule based at least

in part on at least-one of a time parameter, a volume parameter and a user parameter.

16.  The system of claim 12, wherein the microprocessor applies the rule to the at least one

of the transactions and the activities associated with-the data from a plurality of databases.

17. A computer readable program embodied in an-article of manufacture comprising
computer readable program instructions for detecting fraud or misuse of data in a computer
environment, said program comprising:

program instructions for causing the computer to provide a selection of at least one
criteria related to at least one of transactions and activities associated with the data that is
indicative of fraud or misuse of the data;

program instructions for causing the computer to gencrate a rule based at least in part
on the at least one criteria for monitoring the at least one of the transactions and the activities;

program instructions for causing the computer to provide a selection for a schedule
for application of the rule to the at least one of the transactions and the activities;

program instructions for causing the computer to apply the rule according to the
schedule selected to the at least one of the transactions and the activities to determine if an
event has occurred, the event occurring if the at least one criteria has been met;

program instructions for causing the computer to store a hit if the event has occurred;

program instructions for causing the computer to provide notification if the event has
occurred; and

program instructions for causing the computer to provide a compilation of hits related

to the rule.

18.  The program of claim 17, further comprising program instructions for causing the
computer to apply the rule to the at least one of the transactions and the activities associated

with the data from a plurality of databases.
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19.  The program of claim 17, further comprising program instructions for causing the

computer to apply the rule to the at least one of the transactions and the activities in real time.

20.  The program of claim 17, further comprising program instructions for causing the
computer to generate the rule based at least.in part on at least-one of a time parameter, a

volume parameter and a user parameter.
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- <1— constrelnt values: statsWihth, endsWith, contains —=
= szarchString texr~"commeont lino'>#</scarchStaing>
- <l— jgrons lines thor start with # because they ey comment lineg —>
=frule=>
- <lpm-e.R_ulw>
- <80ld feld Name~"dale™ puuseT yvpe~"dalimited >
- <lew parseT ype values: delinsited, bounded, indexed —>
<delirmniter /> )
~<delimitedindex>O</deliim ited indoe>
<JHeld>>
-~ <field BeidNamem™ “timet pm"’r)-pa*'dclimftvd“>-
<declimites />
<clelimitedindex> 1 <ldc1xmitcdmdm<>
</ S et 3z
- <Held BeldNamno~"serverip™ pmc’l ypeTdelimitedr >
~<civlirniter />~
=<dolimitedindex>2</delim itedind o>
</Beld> -
- <ficld SeldName="method” parseTy pe~"delimited' >
<delimiter />
- =cde) imitedindex>3</ded im tecd Bnd exs
</fiejds>
- <XNeld ficldName=*"uri" paxse'rypc"-“delimlted">
<d-c!imxu:r > .
Tl im tedIndex>g</deliraitexibidex>,
</Gold> 301
- <feld SeldName="query™ parseType~"daimited”>
<gdelimiter >
=delimitedindex>S </delimitadIndex>
sHeld> .
- <ficlid ficldNuame<"usemnxna’ parse’!‘yw"dcllmxtcd":»
<delimiter />
~delimitedndex>7</delimitedIndei>
“/ficld>
- <ficld RaldNarnes~-" ch(a:t)p" pargeT ypae= dalinxited >
<dalimites />
<dalimitedindex>8</delimited indesc>
</Held>
- <f2id feldNambt="hatpstatas™ parseT ype="delimitod >
T <=dslimiter />
<dadimitedindex>10</delimitcdind e
<Eelid>
- <field SeldNarmme " 's-port” pasceY ypa="delimited >
=<delinirer /> °
<Qelimitadlndoxc-S<s/delim lredIndeocs
</Scld>
- =<Beld fisldName=""cs{Uscr-Agent)” parseType—"dclimited >
<dclimiter />
<delimitedhndex>2</3elimitedindess>
~=/fclds-
</feverits>
</lLoyFormmatDeficition>
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