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Method and device for temperature-based data refresh

in non-volatile memories

The present invention relates to a method and a device for performing data refresh operations

in non-volatile memories based on temperature-related conditions.

New memory components (e.g. the data retention of NAND-type memory devices) are
sensitive for temperature increase. In high temperature environments such memory devices or
the data stored 'gherein, respectively, may become corrupted permanently in relatively short
time. High temperatures will also decrease the amount of allowed memory program/erase
(P/E) (or write/erase (W/E)) cycles over the lifetime of the memory. As the NAND process
development continues to proceed towards smaller and smaller Structural widths (today 56
nm, soon 43 nm and developed towards 32 nm) the reliability will become an even bigger
issue. This applies to the maximum program/erase (P/E) cycle count, data retention,
read/program disturbance etc. Reading an address very frequently may corrupt addresses
nearby, which is referred to as read disturbance. Among these parameters especially the data

retention is affected by the temperature.

Being subjected to high temperatures can occur in mobile devices, depending on the type of

device, the ambient temperature, and the usage conditions.

Data corruption can be avoided by refreshing stored data. However, with common non-
volatile memories, e.g. NAND-type memories, this will involve re-writing stored data to a
different location inside the memory or by re-writing it to same location after an erase of the
location. As the total number of writing/erasing operations before the memory will fail is
usually limited for non-volatile memories, every data (re)writing/erasing operation shortens

the lifetime of the memory. Thus such refreshing can only be performed at the cost of
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reducing the lifetime of the memory. It is therefore not possible to simply perform regular
data refresh operations that are suitable for maintaining data integrity under all
circumstances, as the frequency of such refreshes would severely reduce the memories

lifetime.

Volatile memories like DRAM (Dynamic Random Access Memory) and the like have a
practically infinite number of possible read/write (or program)/erase cycles. Such memories
rely on rather frequent regular refresh cycles in order to retain data stored therein, because
otherwise they lose their data content. The time between such refresh cycles is comparatively

short.

In contrast non-volatile memories do not rely on frequent refresh cycles, but on the other
hand they have a somehow limited write/erase (or program/erase) count. That is, each cell of
a memory of this type, e.g. flash memory, only supports a finite number of write/erase
operations before the cell will fail. After that, data integrity of the cell cannot be ensured
anymore. This is usually referred to as wear of the memory. Worn cells can be replaced in a
transparent manner by fresh or at least still intact cells, for example by the memory controller

performing a corresponding re-routing operation. This is referred to as defect handling.

To make this possible non-volatile memories usually have a certain amount of surplus cells
exceeding the nominal capacity of the memory. As long as there are still surplus cells left the
memory is still functional, even when a certain amount of cells have already failed. The
number of write/erase operations to a non-volatile memory may be within the range of some
thousands cycles to some ten thousand cycles, depending on the type of memory, the amount

of surplus cells and the defect handling algorithm.

In order to distribute write/erase operations as equal to all cells as possible, additionally so-
called wear-levelling techniques are employed. These techniques shall ensure that the
number of remaining write/erase cycles for memory cells is as equal as possible, so that re-

routing to fresh auxiliary memory cells can be postponed as long as possible.
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In non-volatile memories the data retention time, i.e. the time interval for which stored data
will maintain its integrity, is not per se infinite. The data retention time depends, among other
things, on the temperature of the memory. Higher temperatures can significantly decrease the
data retention time and finally lead to data corruption because a cell cannot hold its data

integrity. This will require actions to ensure data integrity in the volatile memory.

In DRAM and like memories the problem of decreasing data retention time can easily be
handled by performing a data refresh cycle before the data cannot be retained anymore. The
only drawback connected therewith is increased power consumption, as each refresh cycle
requires electrical power. This refresh is a low-level refresh, meaning that a complete
memory, e.2. DRAM module, is provided with a refresh pulse. The refresh is not data-
dependent, that is, it is performed independent of the actual data content of the DRAM
module, and for all cells of the DRAM module.

A similar approach would cause a problem in non-volatile memories like flash memory,
because the number of write/erase cycles is more strictly limited compared to DRAM.
Performing a simple temperature-dependent complete refresh would — due to the properties
of non-volatile memory — require a complete reading, erasing and re-writing of the complete
content. As each write/erase access and with respect to read disturbance also read access to
non-volatile memory decreases the remaining access cycles this would reduce the remaining

number of write/erase cycles for the memory.

Therefore, although the short time data integrity could be ensured in such a manner, the
volatile memory would rather soon approach a state where the memory cells fail due to
exceeding of their maximum write/erase cycles. However, long time data integrity will suffer

sufficiently.

Thus the invention proposes a method of handling data integrity in non-volatile memories
that can minimize or even avoid temperature-dependent degradation of the memory due to
required data refresh, while at the same time maintaining data integrity as high as possible. In

high temperature environments where the data corruption risk is the highest and the data
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retention time is the shortest the memory refresh can be performed so that the minimum
amount of write/erase cycles is spent while still keeping stored data valid without high

corruption risk.

According to a first aspect of the invention a method is provided, comprising

- measuring the temperature of at least one location of a non-volatile memory;

- determining if said temperature measurement indicates that the data retention time of
data stored at said at least one location is reduced below a threshold; and

- re-writing said data to said non-volatile memory in response to a positive

determination.

Due to the decreasing data retention time at high temperatures the data refreshing is needed
to keep stored data intact. At higher temperatures the data refreshing is needed more often
and the refresh rate needs to be increased. On the other hand amount of the write/erase cycles
are limited over the lifetime of the memory and thus cause wear of the memory. By using the
temperature based refresh of the invention all data can be kept safe. Also a longer lifetime is

ensured as the data refresh is done only when needed.

It should be noted that in the context of the invention the term “measuring the temperature” is
not limited to the direct measurement, e.g. at a temperature sensor, but is intended to also
include obtaining an indication allowing to determine the temperature, e.g. receiving an
output/temperature indication from the temperature sensor or evaluating another property of
the memory that allows to determine the temperature thereof. In the same sense “temperature
measurement” is intended to also include an evaluation of such a temperature indication,
which could for example be understood as an indirect temperature measurement. In this
manner “measurement” of a temperature is intended to include direct as well as indirect
temperature measurement or determination, respectively. Depending on the hardware
implementation it may also be necessary to take into account appropriate offset values for the
temperature, for example if a temperature sensor is located in the close vicinity of the

memory compared to the even closer location within the memory die itself.
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According to an exemplary embodiment a positive determination is made if

- said temperature exceeds a temperature threshold Ty,.s a pre-determined number of
times;

- said temperature exceeds a temperature threshold T, a pre-determined number of

times per pre-determined time interval; or

- if ZAT,, exceeds a pre-determined threshold;
1

wherein AT, =T, — Tinres if T, > Tipes 5 and
{AT,, =0 if Ty < Tinres s
wherein
n is an integer value indicating the number of temperature measurements;
Tinres 1S @ temperature threshold; and

T, is the temperature measured in the n™ temperature measurement.

In this embodiment it can be taken into account not only if, but also how a temperature
threshold is exceeded. Different parameters can be considered to judge if data retention time

is degraded.

In a first example the number of times a temperature threshold is exceeded is used to
determine that data retention time is below a threshold. While a single occurrence of a high
temperature may not be harmful a higher number thereof, for example ten occurrences, may

indicate degraded data retention time.

Further, the frequency of high temperature events may be considered. Using this embodiment
a single exceeding event per day, week, month or similar relatively long time interval may be
regarded to be irrelevant. However, if the temperature exceeds the threshold a couple of time
within an hour, quarter hour, minute or like relatively short time interval this should be

considered to indicate degraded data retention time.

Still further not only the number and frequency may be taken into account, but also how

much the temperature threshold is exceeded. For example, three temperatures exceeding the
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temperature threshold by one degree Celsius each may be considered to be irrelevant or at
least less harmful than a single temperature measurement that exceeds the threshold by as
much as ten or more degrees Celsius. Therefore according to an example embodiment the
sum of AT, over all measurements n is considered. In order to consider only temperatures
exceeding the threshold AT, is defined as the difference between measured temperature T,
and temperature threshold Tyyes if Ty > Tires and defined as 0 if T, < Typyes. In this manner the
number of temperature events exceeding the threshold is considered together with the amount

the threshold is exceeded.

It should be noted that these three decision parameters may be combined with one another,
possibly with different thresholds for each. For example, a total number of ten temperatures
exceeding a first threshold Ty, Will cause a positive determination that data retention time
is degraded below the desired value. At the same time a total number of three temperatures
exceeding a second threshold Tieso (Wherein Ty,es; may be, but is not necessarily equal to

Tirest) Within the time interval of five minutes will also lead to a positive determination. Still

further, if ZAT,, as defined above exceeds a third threshold (which may be different from
1

both Tines1 and Tyyes because it is a sum of temperature differences) it will also be derived
that data retention time has been degraded beyond tolerable values. That is, in this example a
positive determination is made if any of these events occurs. Other combinations are possible

as well.

According to an exemplary embodiment the method further comprises

- maintaining information about the number of write and erase operations performed on
one or more locations of said non-volatile memory including said at least one location;
wherein said temperature threshold Ty,.s is dependent on the number of write and erase
operations on a single location and/or a local or global peak number of write and erase
operations on a plurality of locations and/or the average number of write and erase operations

on a plurality of locations.
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In non-volatile memories, for example of the NAND-type, the data retention time may be
influenced not only by the temperature alone, but additionally also by the number of
write/erase operations already performed on a particular memory cell or generally location.
For example, a temperature of 85 C° may not be alarming if the program/erase count of a
particular location of the memory is 10, but may be alarming of it has a value of 1000.
Therefore, according to this embodiment the temperature threshold is not constant, but takes
into account the program/erase count, in such a manner that generally higher program/erase
counts will decrease the temperature threshold. For example, the threshold may be lowered
per write/erase operation by a small constant amount, i.e. linearly, or even by a progressively

increasing value.

According to embodiments of the invention, for the temperature threshold one or more
parameters can be taken into account, either alone or in any possible combination. These
parameters include the number of write and erase operations on one or more single locations,
local or global peaks of the number of write and erase operations on a plurality of locations,
and an average value of the number of write and erase operations on a plurality of locations.
To put it another way, according to this embodiment for each temperature measurement value
T, the corresponding temperature threshold Ty,s" is a function of the program/erase count

P/E: Tires' (P/E). Generally Ty, decreases with increasing P/E value(s).

Depending on Ty, the same temperature may be considered not to exceed the threshold for

low P/E values, while it is considered to exceed the threshold for higher P/E values.

A reason for taken into account the above mentioned different variations of the P/E count
(e.g. local/global peak value(s), single location value(s), average value) is that the used wear
levelling mechanism can play a role. For example, considering the wear levelling mechanism
has a relatively poor efficiency then very high peak P/E values compared to the average P/E
value may occur. In this case considering only the P/E count(s) of (a) single location(s) can

achieve good results, as only the memory blocks with high P/E value will be refreshed.
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However, if the wear levelling mechanism is instead rather efficient A P/E may be very low,
e.g. all blocks being within 100 P/E cycles while the maximum specified value is around
5000, it might be disadvantageous to perform refresh only based on peak values. This could
possibly lead to unjustified re-writing actions that may substantially decrease the remaining
P/E cycles while not offering a corresponding increase in temperature-dependent data
retention time. In this case it might therefore be better, if there is an indication that the
temperature has been high for a long enough period, to consider the average P/E count for the
temperature threshold instead. Then the assumption can be made that all blocks are in similar

condition and it makes more sense to refresh all of them is A P/E is small enough.

Furthermore this embodiment allows providing a safety mechanism. If the P/E count of
certain memory locations exceeds a safety limit these memory locations can be locked, i.e.
set to read-only, or even be forbidden from any further use. Of course data will be relocated
before locking such locations. According to another exemplary embodiment a location can be
set to read-only status if and for as long as the temperature is considered too high, and be re-

set to read/write status if the temperature has lowered below safe limits again.

According to an exemplary embodiment said re-writing comprises
- reading data stored in said at least one location of said non-volatile memory; and

- writing said data to a different location of said non-volatile memory.

This embodiment allows writing data that is considered to be endangered by degraded data
retention time into another location of the non-volatile memory. Such an embodiment may
take advantage of a property of many non-volatile memory types, namely that each location
may only be written to after a previous erase operation (the first initial write may be done
without preceding erase operation). Erase operations take time during which the memory is
not ready for read or write operations, i.e. the latency of memory accesses is influenced by
the required erase operation. However, erase operations may be done in the background

while no other accesses are performed.
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If due to the background erasing at least one other location of the memory large enough to
receive the data to be relocated is already in an erased/programmable state, this embodiment
is particularly advantageous, because the data can be relocated by performing only a single
operation which is data write (wherein the mandatory read operation is not counted). The
original location of the relocated data can then again be erased in the background, i.e. without

performance loss with respect to access time of the memory.

This embodiment also can be used if no continuous erased/programmable location is
available, but if the total amount of erased/programmable memory locations is sufficient for
receiving the data to be relocated. This will still allow performing erase operations in the

background, but it achieves this at the cost of increasing fragmentation of the data.

It should be noted that the term “re-writing” does not necessarily mean that a read operation
is immediately followed by a writing operation. Further steps or operations can be performed
between the read and the write operation, including but not limited to a buffering operation as
explained later on. The time interval between these operations can be short, but can also be
substantially longer, including but not limited to a time delay to allow the temperature to

decrease below a safety limit.

According to an exemplary embodiment said different location is selected based on
information about the number of write and erase operations performed on said different

location.

In order to provide optimal wear-levelling of the non-volatile memory, the number of write
and erase operations of locations of the memory should be considered when selecting a new
memory location for relocating data. That is, locations having a lower number of write and

erase operations will be favoured.

According to an exemplary embodiment said re-writing comprises
- buffering data stored in said at least one location of said non-volatile memory;

- erasing said at least one location; and
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- re-writing said buffered data to said at least one erased location.

This embodiment is advantageous particularly in implementations where an additional buffer
memory is available for buffering data to be relocated, for example a volatile memory like a
DRAM memory or like. If the data to be relocated can not be simply relocated to another
memory location — for example as the remaining free memory space is insufficient — it will
be required to re-write the data to the same location again. Due to the properties of non-
volatile memories this requires a preceding erase operation. During this erase operation the
data thus have to be buffered. As the erase time is comparatively short, this may be
accomplished by using an additional buffer memory, for example a DRAM memory found in

many electronic devices.

It should be noted that the two previously described embodiments may be combined as well.
For example, if the free memory space is insufficient to accommodate the complete data to be
relocated, the free memory space may still be used to relocate a first part of the data to be
relocated, while the remaining second part will be buffered and then be rewritten to its
original location. In this manner the time lost due to required erase operations is at least
minimized compared to a complete buffering, erasing and rewriting operation. That is, at
least the memory amount connected to the first part of the data will not have to be erased

immediately.

According to exemplary embodiments said data retention time threshold is a pre-defined
and/or freely programmable threshold. For example the data retention time threshold can be
implemented as a value that is initially pre-defined, and that can optionally be re-
programmed during operation. The threshold value can also be freely programmable at all

times, i.e. also initially.

According to a second aspect of the invention a computer program product is provided,
comprising code sections for instructing a device to perform the method described above
when said computer program product is running on said device. According to an exemplary

embodiment said code sections are stored on a computer-readable medium.
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According to a third aspect of the invention a module is provided, comprising

- a non-volatile memory;

- a data interface configured for accessing said non-volatile memory;

- a temperature sensor configured for measuring the temperature of at least one location
of said non-volatile memory;

- a controller connected to said non-volatile memory and said temperature sensor, said
controller being configured for determining if said temperature measurement indicates that
the data retention time of data stored at said at least one location is reduced below a threshold
and for re-writing said data to said non-volatile memory in response to a positive

determination.

It should be noted that the term “memory module” in the context of the invention can refer to
an external, i.e. removable memory module, but as well to an internal or embedded memory

module that is not removable, but mounted within an electronic device.

According to an exemplary embodiment a positive determination is made if

- said temperature exceeds a temperature threshold Ty a pre-determined number of
times;

- said temperature exceeds a temperature threshold Ty, a pre-determined number of
times per pre-determined time interval;

or

- if )" AT, exceeds a pre-determined threshold;
1

wherein AT, =T, — Tinres if T, > Tipres ; and
{AT,, =0 i T < Toes
wherein
n is an integer value indicating the number of temperature measurements;
Thinres is @ temperature threshold; and

T, is the temperature measured in the n™ temperature measurement.
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According to an exemplary embodiment

- said controller is further configured for maintaining information about the number of
write and erase operations performed on one or more locations of said non-volatile memory
including said at least one location; and

- said temperature threshold Ty,.s is dependent on the number of write and erase
operations on a single location and/or a local or global peak number of write and erase
operations on a plurality of locations and/or the average number of write and erase operations

on a plurality of locations.

According to an exemplary embodiment said re-writing comprises
- reading data stored in said at least one location of said non-volatile memory; and

- writing said data to a different location of said non-volatile memory.

According to an exemplary embodiment said controller is configured for selecting said
different location based on information about the number of write and erase operations

performed on said different location.

According to an exemplary embodiment said apparatus further comprises

- a buffer interface configured to write data to and read data from a buffer memory;
wherein said re-writing comprises

- buffering data stored in said at least one location of said non-volatile memory in said
buffer memory;

- erasing said at least one location; and

- re-writing said buffered data to said at least one erased location.

According to an exemplary embodiment said apparatus further comprises

- a buffer memory connected to said buffer interface.

According to an exemplary embodiment said buffer memory is a volatile memory.

According to an exemplary embodiment said temperature sensor is implemented
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- in said non-volatile memory;
- in said controller; or

- in said module separate from said non-volatile memory and said controller.

For example, the temperature sensor can be implemented within the memory die, within the

controller or inside the module but neither within memory die or controller.

Depending on the actual location of the temperature sensor it may be required to take into
account an appropriate temperature offset. For example, a temperature sensor which forms
part of the memory die may be considered to measure the temperature of the memory quite
accurately, such that a low or even zero offset is required to obtain the “real” temperature of
the memory from the temperature measurement. A temperature sensor in the controller or
somewhere else in the memory module separate from the non-volatile memory and the
controller, however, may provide a slightly offset temperature measurement, compared to the
“real” memory temperature. In order to compensate for this, a corresponding corrective offset

may be taken into account.

In other embodiments this could be compensated by corresponding adaptation of the
temperature threshold. For example, if the “real” memory temperature is known to be offset
by ~ +5°C compared to the measured temperature value, the temperature threshold could be

lowered by a similar amount to compensate.

According to exemplary embodiments said data retention time threshold is a pre-defined
and/or freely programmable threshold. The threshold value can for example be initially pre-
defined or initially freely programmable, and optionally additionally freely re-programmable

during operation.

According to a third aspect of the invention an apparatus is provided, comprising a module as
described above, and a host controller configured for accessing said non-volatile memory via

said data interface.
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According to a fourth aspect of the invention an apparatus is provided, comprising

- means for measuring the temperature of at least one location of a non-volatile
memory;

- means for determining if said temperature measurement indicates that the data
retention time of data stored at said at least one location is reduced below a threshold; and

- means for re-writing said data to said non-volatile memory in response to a positive
determination.

Brief description of the drawings

The invention can be more fully understood by referring to the following detailed description
of exemplary embodiments, when also referring to the drawings, which are provided in an
exemplary manner only and are not intended to limit the invention to any particular
embodiment illustrated therein. In the drawings

Fig. 1 is a flow diagram illustrating an embodiment of the m ethod of the invention;

Fig. 2 illustrates criteria for determining a degradation of data retention time;

Fig. 3 illustrates still further criteria for determining a degradation of data retention time;

Fig. 4 is a diagram illustrating the qualitative re lation of temperature and data retention time;
Fig. 5 is a schematic view of an embodiment of a memory controller of the invention;

Fig. 6 is a schematic view of an embodiment of a memory module of the invention;

Fig. 7 is a schematic view of an other embodiment of a memory module of the invention; and

Fig. 8 is a schematic view of an embodiment of an electronic device of the invention.
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Detailed description

Fig. 1 illustrates an embodiment of the method of the invention in form of a flow diagram. In
step 102 the temperature of a non-volatile memory is measured. It should be noted that the
temperature of the whole memory, e.g. a flash memory module can be measured by a single
value, but that also the temperatures of different regions or locations of the memory module
can be measured as a plurality of values. In case more than one temperature value is
measured for a non-volatile memory, only the location belonging to the measured
temperature is checked for possible data corruption in the following steps. In case of only a

single temperature value it is assumed that this temperature is valid for the whole memory.

In step 104 it is checked if the measured temperature indicates that the data retention time of
the non-volatile memory is below a pre-determined threshold. If not, that is, if the data
retention time is determined to be sufficient to ensure data integrity, the process is restarted
in step 102. If the data retention time is considered to be degraded below acceptable values,
the process is continued in step 106. In step 106 data stored on the non-volatile memory is
rewritten in order to refresh it. It is to be noted that this step can be performed data-sensitive,

i.e. only for actual user data stored on the non-volatile memory.

According to the invention there are different alternatives for performing this rewriting
procedure of data (not illustrated in this figure). If there is sufficient un-used memory space
available on the non-volatile memory to accommodate the data to be rewritten, then this data
can be relocated in step 106 to another, un-used memory location. For memories like flash
memory “un-used” is to be understood as erased but not yet programmed. This relocation
procedure may involve that the data to be rewritten is fragmented, i.e. split up into two or
more smaller parts to be written to separate locations of the memory. However, it is preferred
that fragmentation is avoided or at least kept as low as possible. This will mean that data to
be rewritten is preferably rewritten to a continuous available memory location, or at least be

split up into as few parts as possible.
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This alternative is preferred because it can avoid additional erase operations which increase
the memory access latency. However, on the one hand this requires enough free memory

space, and on the other hand it may cause fragmentation of the data.

In case of temperature measurement for two or more locations of the memory, the above
described relocation should preferably be handled such that data is relocated to parts of the
memory that have the lowest temperature, if possible. On the other hand it should of course
be avoided as much as possible to relocate data to memory areas having a high temperature.
Depending on the temperature of different memory areas it may even be advantageous to use
the rewrite alternative described in the following part instead of the data relocation, if there
are only memory areas having a higher temperature than the one currently holding the data to

be relocated.

If there is not enough available memory space for accommodating the data to be rewritten,
step 106 may involve buffering this data, erasing the memory location previously occupied
thereby, and then rewriting the buffered data back to the now erased original location. This
will require that sufficient buffer memory is available to buffer the data during the erase
procedure. An artisan will acknowledge that the minimum required buffer space is
determined by the size of the smallest erasable unit of the non-volatile memory. The data can
so be buffered and rewritten in small portions one by one, while only the smallest possible

part of the data to be rewritten is buffered at one time.

It should be noted that these two alternatives can be combined as well. Let’s assume that
there is some available memory space which is smaller than the complete size of the data to
be rewritten. In this case it would be ‘possible to relocate a portion of this data corresponding
to the available memory space in a first stage according to the first alternative. The remaining
portion of the data to be rewritten can then be buffered and rewritten in a second state
according to the second alternative. In this combined manner the optimum compromise
between minimized erase operations and latency can be achieved for memories that do not
have enough available free space to enable single-step relocation of comparatively large

amounts of data. However, it achieves this at the cost of possible data fragmentation.
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Fig. 1 further illustrates three parameters for determining that data retention time has
degraded in step 104, in the dashed box also referred to as 104. A first criterion is a check
that the measured temperature exceeds a threshold temperature Ty, for a pre-determined
(absolute) number of times X. In a simple embodiment the number X could be 1, in other
embodiments 3 or more. In case the number X is exceeded by high temperature events the

process continues in step 106 as described above.

Another criterion is the frequency of high temperature events, i.e. the occurrence of a
measured temperature above Ty, Within a certain time interval. For example, a single high
temperature event within a week might be considered harmless, while three high temperature
events within five minutes indicate that data retention time has degraded below acceptable
values and requires action. In case the frequency is above a threshold the process also

continues in step 106.

Yet another criterion that could indicate degraded data retention time is the sum over AT, of
temperatures exceeding the threshold. That is, for temperatures exceeding T, the difference
between Ty, and the measured temperature T, is summed up. If this sum exceeds a pre-
determined threshold, the data retention time is considered to be below acceptable values,
and the process continues in step 106. Using this formula not only the number of high
temperature events is taken into account, but also by how much the temperature threshold is
surpassed each time. In this manner a single event with a very high temperature, e.g. 20 C°
above the Tyyes, could be handled the same as the occurrence of five high temperature events
with a temperature of only 4 C° above Ty, as the sum is identical in these two cases: 1 x 20

=5x4.

These three exemplary criteria can also be combined in any manner, or applied in parallel.
For example the above described sum could also take into account the frequency or time-
related distribution of high temperature events. In the above example a single occurrence of a

temperature of AT=20 C° (i.e. in one base time interval) would then indicate a higher rate of
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data retention degradation than four occurrences of AT=5 C° (i.e. in four base time intervals),
because the latter events have a wider distribution in time than the single high temperature

event.

Some of the above mentioned criteria are illustrated in fig. 2. In the diagram the measured
temperature of the memory is shown over time. A temperature threshold of 75C° is also
shown as a dashed line. It is to be noted that this threshold is shown here as a constant
threshold, while other embodiments may have a variable threshold, e.g. dependent on the
program/erase or write/erase count. In this example a first activation of data rewrite takes
place upon exceeding of the temperature threshold. Also a counter is activated, which is
provided to count the number of times the temperature threshold is exceeded. A second
activation of data rewrite takes place upon exceeding of the temperature threshold for the
second time, while the counter is incremented by one. In an alternative embodiment the
counter would allow activating data rewrite not already at the first high temperature event as

shown here, but at the second (or some later) event.

Still other criteria for determined data retention time degradation are illustrated in fig. 3.
Again the memory temperature is shown over time. It is to be noted that there are only
discrete temperature measurement points, while the temperature curve is shown as a
continuous curve to improve intelligibility. Also, different from fig. 3 the dashed threshold
line is not at a constant value, but represents a decreasing threshold starting from about 90C°
and reaching about 80C° at the right of the diagram. This may for example result from a
dependency of the threshold from the program/erase count which is assumed to increase over

time.

In the left of the diagram a single event of a measured temperature exceeding the threshold is
shown. Depending on the actual implementation this may lead to an immediate data rewrite
action, or may be recorded as a threshold exceeding event for later action, e.g. taking data

rewrite action upon the third such event.
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In the middle of the diagram three very frequent events of temperature measurements
exceeding threshold are shown. That is, at three successive measurement points the
temperature is considered too high. In an embodiment this could lead to immediate data
rewrite action, as this is a strong indication for degraded data retention time. If these three
events had not occurred successively or in a comparatively short time interval, but rather
distributed over a week or month, this would not be a strong indication of data retention
degradation and thus not necessarily require immediate action. In other exemplary
embodiments the re-writing can also be performed in a delayed fashion after the temperature

has settled below safety limits again.

Finally, in the right of the diagram the criterion of the summing up of high temperature
events is illustrated. This criterion takes into account the number as well as the amount a
temperature exceeds the threshold. For example, while each of the four temperature peaks
might not be considered to indicate harmful data retention time degradation by its own, the
summing up of these events as described above may very well indicate critical data retention

time degradation requiring immediate action.

The sum could also consider the time interval of the sum. For example, if the four peaks were
not measured in a time interval of seven base time units as shown here (each peak being
separated from the successive one by one temperature value below the threshold), but during
a much larger time interval of e.g. fifty time units (i.e. each peak being separated from the
next one by a much longer time below the threshold), this could indicate a lower data

retention time degradation and be handled accordingly.

Fig. 4 illustrates that the data retention time does not necessarily depend only on the
temperature of a memory, but may also depend on the program/erase count thereof. That is,
for a particular memory area the data retention time at a temperature of +25C° may initially
be as high as 10 years. However, this data retention time will degrade even at constant
temperature with every further program/erase operation. After 1000 program/erase operations
it might have reached a value of about 2 years already. This is illustrated by the upper line in

this diagram, referred to as “+25C°”.
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Another line referred to “+85C°” illustrates the behaviour of the data retention time at a
(assumed to be constant) temperature of 85C°. The data retention time does not only start at a
smaller initial value, but also shows a higher degree of degradation with increasing

program/erase count.

It is to be noted that this linear behaviour of the data retention time assumes a substantially
constant temperature. Therefore, in practice where the temperature will have larger non-
linear variations the data retention time will behave accordingly, i.e. non-linear as well. Also,
the degradation of the data retention time must not be linear with linear progression of the
program/erase count, but may be progressive or have another more complex non-linear
dependency. Therefore this diagram shall only illustrate a qualitative gradient of the data

retention time as a function of temperature and program/erase count.

What is important is that the data retention time will be degraded by both factors, i.e.
temperature and program/erase count, independently. Thus the temperature threshold which
is related to the data retention time is not a constant threshold, but depends on the
program/erase count and the temperature. To put it another way, while a temperature of 75C°
may not be considered critical at a low program/erase count, a temperature of 70C° might be

considered to be very critical at a substantially higher program/erase count.

Thus the temperature threshold Ty, is a function of both temperature and program/erase
count: Tyes (Ty, P/E). This also means that the threshold Ty,.s may be different for different
locations or areas of the non-volatile memory, depending on the respective temperature and
program/erase count taken into account therefor. For example, regions on the memory with
lower temperature and/or program/erase count may so have a higher temperature threshold

than regions with higher temperature and/or program/erase count.

It should be noted that, according to exemplary embodiments, the P/E count taken into
account for determining the temperature threshold of a particular memory location may

include but is not limited to the P/E count of that particular memory location itself, but can be



10

15

20

25

30

WO 2010/054670 PCT/EP2008/009511

21

e.g. the P/E count of one or more single location(s) of the non-volatile memory, a local or
global peak P/E value of a plurality of memory locations or an average P/E value of a
plurality of memory locations. Combinations of these parameters can also be taken into

account.

It is to be noted that temperature and program/erase count may be measured in different
magnitudes of diversification. For example, the temperature could be measured for a
complete non-volatile memory, while the program/erase count could be measured for each
erasable unit. Or the temperature could be measured for a plurality of memory regions, while
as the program/erase count only the highest program/erase count of all erasable units is

considered. Further combination possibilities should be apparent to an artisan.

In fig. 5 an embodiment of a memory controller according to the invention is shown. The
memory controller 2 is adapted for read/write/erase access to a non-volatile memory (not
shown), in the example shown here via a data interface 4. It further comprises a temperature
interface 6 adapted for receiving information about the temperature of the non-volatile
memory. For example a temperature sensor can provide this information, the sensor being
integrated into the non-volatile memory or being an external temperature sensor separate
from the memory but capable of measuring the temperature thereof. The memory controller 2
operates as described above, i.e. it performs data rewrite operations via the data interface 4 if
the temperature information received via the temperature interface 6 indicates harmful

degradation of the data retention time of data stored in the non-volatile memory.

In fig. 6 an embodiment of a memory module according to the invention is shown. The
memory module 10 comprises a memory controller 2 as shown in fig. 5, wherein the function
of the memory controller 2 is as described above. Furthermore the memory module 10
includes a non-volatile memory 12, e.g. a flash memory of the NAND-type. The non-volatile
memory 12 is connected to the memory controller 2. A temperature sensor 8 is provided to
measure the temperature of the non-volatile memory 12, and is connected to the memory

controller.
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The temperature sensor 8 can be integrated into the memory die (e.g. NAND die), the
memory package (e.g. NAND) or the memory module (e.g. eMMC). In alternative
embodiments it can be a discrete/integrated solution outside of the memory. The temperature
sensor 8 can be of any type of temperature sensor, including but not limited to diode, NTC

(negative temperature coefficient) resistor, digital temperature sensor, transistor etc.

Fig. 7 shows a further embodiment of a memory module 10 according to the invention. The
memory module 10 is similar to the one depicted in fig. 6, however, the temperature sensor 8
is not integrated in the memory module 10. The temperature sensor 8 is an external sensor
configured for measuring the temperature of the non-volatile memory 12 of the memory
module 10. Accordingly the temperature interface of the memory controller 2 has an external
input that can connect to the external temperature sensor 8. For example the temperature
sensor 8 could be part of a slot for receiving the memory module 10, in an electronic device
like a mobile phone, computer or like. In this manner the temperature sensor 8 could be
provided e.g. in the system board (like mobile phone baseband). Again, the temperature
sensor can be any type (diode, NTC resistor, digital temperature sensor, transistor,

contactless infra-red sensor etc.).

Fig. 8 shows an embodiment of an electronic device 20 according to the invention. The
electronic device 20 may comprise a slot 16 for receiving a removable memory module 10
including a non-volatile memory 12 and a data interface 14. Alternatively, a memory module
10 including a non-volatile memory 12 and a data interface 14 may be embedded into the
electronic device 20. The electronic device 20 comprises a memory controller as e.g.
depicted in fig. 5, comprising a data interface 4 and a temperature interface 8. The data
interface 4 is adapted to communicate with the corresponding data interface 14 of the
memory module 10. The temperature interface 6 is adapted to connect to the temperature
sensor 8, which is adapted for measuring the temperature of the non-volatile memory 12 in

the memory module 10. The memory controller 2 operates as described above.

An advantage of this embodiment is that with this electronic device 20 a conventional

memory module 10, e.g. an SD (Secure Digital) card, compact flash card or any other type of
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non-volatile memory card or module, memory package type, package/die stack combination
etc. can be used, while still being able to ensure data integrity based on the inventive method
for temperature-based data refresh. No provisions have to be made in the conventional

memory module to allow the invention to work.

The invention provides an advantageous way of ensuring data integrity in non-volatile
memories, while at the same time keeping the program/erase (P/E) count and thus the wear of
the memory at the lowest possible value. The data refreshing is done only when needed at
high temperatures to keep stored data intact and save P/E cycles over lifetime. The refreshing
is done by re-writing data to a new position inside of the memory space, or by re-writing the
data to the initial position after a preceding erase operation, or by combining both

alternatives.

By using (a) temperature sensor(s) and predefined critical temperature limit(s) the need for
the data refresh can be controlled. In cases where the temperature sensor(s) indicate(s) too
high temperature for the memory (exceeding predefined temperature limit) the automatic
memory refresh function may be activated. The refresh function is only performed when

needed.

The predefined temperature limit can be a fixed temperature or set of limit temperatures with
different functions. The temperature limit(s) can depend on the program/erase count of

memory regions.

Memory refresh functions can be controlled internally by the memory/memory module or
control can be done by an entity external to the memory device, for example by a mobile

phone or other electronic device the memory is connected to or integrated therein.

The time above critical temperature can have different functions. For example a short time
above critical temperature can be stored and refreshing is done when several times of
exceeding are registered or a total time above the limit is exceeded. If an occurrence of a

temperature above the critical temperature is considered long enough, the refreshing can be
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done several times during the exceeding time. Temperature limits, refresh rates and
exceeding time can be optimized depending on the needs and technology. Different
additional parameters affecting the refresh timing/rules could also be in the memory/memory
module itself (like program/erase cycle count) or in the system (like total usage time of the

device).

For a fully occupied memory also external memory can be used as a temporary storage
during refreshing or space for swapping can be reserved within the memory device for this
purpose. The temporary storage space or buffer memory can be a volatile memory like

DRAM.

While the foregoing specification is provided to draw attention to those features of the
invention believed to be of particular importance it should be understood that protection is
claimed with respect to any patentable feature or combination of features referred to and/or
shown in the drawings, whether or not particular emphasis has been put thereon. It should be
appreciated that those skilled in the art, upon consideration of the present disclosure, may
make modifications and/or improvements on the method and device hereof and yet remain

within the scope and spirit of the invention as set forth in the appended claims.
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Claims
1. A method comprising

- measuring the temperature of at least one location of a non-volatile memory;

- determining if said temperature measurement indicates that the data retention
time of data stored at said at least one location is reduced below a threshold;
and

- re-writing said data to said non-volatile memory in response to a positive
determination.

2. Method according to claim 1, wherein a positive determination is made if

- said temperature exceeds a temperature threshold Ty, a pre-determined
number of times;

- said temperature exceeds a temperature threshold Ty, a pre-determined
number of times per pre-determined time interval; or

- if ZAT,, exceeds a pre-determined threshold;

1
wherein AT, =T, — Tihres if T, > Tipres ; @and
ATn =0 if Tn =< Tthres >
wherein
n is an integer value indicating the number of temperature measurements;
Tinres 1S @ temperature threshold; and
T, is the temperature measured in the n"™ temperature measurement.
3. Method according to claim 2, further comprising

- maintaining information about the number of write and erase operations
performed on one or more locations of said non-volatile memory including said
at least one location;

wherein said temperature threshold Ty, is dependent on the number of write and

erase operations on a single location and/or a local or global peak number of write and
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erase operations on a plurality of locations and/or the average number of write and

erase operations on a plurality of locations.

Method according to anyone of claims 1 to 3, wherein said re-writing comprises
- reading data stored in said at least one location of said non-volatile memory;
and

- writing said data to a different location of said non-volatile memory.

Method according to claim 4, wherein said different location is selected based on
information about the number of write and erase operations performed on said

different location.

Method according to anyone of claims 1 to 3, wherein said re-writing comprises
- buffering data stored in said at least one location of said non-volatile memory;
- erasing said at least one location; and

- rewriting said buffered data to said at least one erased location.

Method according to anyone of claims 1 to 6, wherein said data retention time

threshold is a pre-defined and/or freely programmable threshold.

Computer program product, comprising code sections for instructing a device to
perform the method of anyone of claims 1 to 7 when said computer program product

is running on said device.

Computer program product according to claim 8, wherein said code sections are

stored on a computer-readable medium.

A module comprising
- a non-volatile memory;
- a data interface configured for accessing said non-volatile memory;

- a temperature sensor configured for measuring the temperature of at least one
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location of said non-volatile memory;

a controller connected to said non-volatile memory and said temperature
sensor, said controller being configured for determining if said temperature
measurement indicates that the data retention time of data stored at said at least
one location is reduced below a threshold and for re-writing said data to said

non-volatile memory in response to a positive determination.

Module according to claim 10, wherein a positive determination is made if

said temperature exceeds a temperature threshold Ty, a pre-determined
number of times;
said temperature exceeds a temperature threshold Ty.s a pre-determined

number of times per pre-determined time interval; or

if ZAT,, exceeds a pre-determined threshold;
1

wherein AT, =Ty — Tinges if T, > Tipres ; and
{ AT, =0 if T < Tihres >
wherein
n is an integer value indicating the number of temperature measurements;
Tinres is @ temperature threshold; and

T, is the temperature measured in the n"™ temperature measurement.

Module according to claim 11, wherein

said controller is further configured for maintaining information about the
number of write and erase operations performed on one or more locations of
said non-volatile memory including said at least one location; and

said temperature threshold T, is dependent on the number of write and erase
operations on a single location and/or a local or global peak number of write
and erase operations on a plurality of locations and/or the average number of

write and erase operations on a plurality of locations.

Module according to anyone of claims 10 to 12, wherein said re-writing comprises
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- reading data stored in said at least one location of said non-volatile memory;
and

- writing said data to a different location of said non-volatile memory.

Module according to claim 13, wherein said controller is configured for selecting said
different location based on information about the number of write and erase

operations performed on said different location.

Module according to anyone of claims 10 to 12, further comprising

- a buffer interface configured to write data to and read data from a buffer
memory;

wherein said re-writing comprises

- buffering data stored in said at least one location of said non-volatile memory
in said buffer memory;

- erasing said at least one location; and

- re-writing said buffered data to said at least one erased location.

Module according to claim 15, further comprising

- a buffer memory connected to said buffer interface.

Module according to claim 16, wherein said buffer memory is a volatile memory.

Module according to anyone of claims 10 to 17, wherein said temperature sensor is
implemented

- in said non-volatile memory;

- in said controller; or

- in said module separate from said non-volatile memory and said controller.

Module according to anyone of claims 10 to 18, wherein said data retention time

threshold is a pre-defined and/or freely programmable threshold.
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Apparatus, comprising a module according to anyone of claims 10 to 19, and a host

controller configured for accessing said non-volatile memory via said data interface.

Apparatus, comprising

- means for measuring the temperature of at least one location of a non-volatile
memory;

- means for determining if said temperature measurement indicates that the data
retention time of data stored at said at least one location is reduced below a
threshold; and

- means for re-writing said data to said non-volatile memory in response to a

positive determination.
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