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web-based virtual desktop protocol are provided. The method of providing
content by the apparatus of using a web-based virtual desktop protocol in-
cludes monitoring a network status of a client, adjusting encoding quality of
content based on the network status of the client, and providing the content
of the adjusted encoding quality to the client, wherein the content of the ad-
1 justed encoding quality is applied through a web browser of the client.
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Description
Title of Invention: APPARATUS AND METHOD FOR
PROVIDING CONTENTS USING WEB-BASED VIRTUAL

DESKTOP PROTOCOL
Technical Field

The present invention relates to a virtual desktop protocol suitable for a web en-

vironment, and a method and apparatus using the same.

Background Art

Virtual Desktop Infrastructure (VDI) provides a user with a virtual desktop that can
be used anywhere and anytime. To enable the user at a remote area to experience as if
he or she uses a local desktop, performance of a remote desktop protocol is important.
However, the remote desktop protocol is not designed in consideration of a web en-
vironment, and thus it needs a proxy server to perform communication between a client
and a web browser.

For example, Korean Patent Application Publication No. 10-2014-0036220
(Publication Date: March 25, 2014) titled "WEB BROWSER BASED DESKTOP
AND APPLICATION REMOTING SOLUTION" discloses that a proxy server exists
between a remote presentation server and a client and establishes a remote presentation
session comprising a hypertext transfer protocol (HTTP) session with the client, that
the proxy server generates graphics encoded by the remote presentation protocol and
transmits the graphics to the proxy server, that the proxy server encodes the graphics
into a video and transmits the encoded video to the client to be displayed through a
web browser, and that a web browser implemented on the client renders a web page
including the video and displays the result on a display device of the client. However,
rendering is performed at the client side degrades graphic processing performance,
compared to the case of using a negative application, and thus it is not an adequate
method.

Meanwhile, the existing remote desktop protocols use various formats, such as Raw,
Copyrect, and QUIC, to transmit a virtual desktop screen, but a web browser supports
only a limited number of formats, such as Joint Photographic Coding Experts Group
(JPEQG) and Portable Network Graphics (PNG). If a non-supported format is used, a
client needs to use an additional decoder which is not optimized for a web en-
vironment, thus degrading decoding performance.

In addition, websocket needs to be used for real-time data transmission to a web
browser. For websocket communication, the existing technologies utilize a proxy

server which causes network delay.
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Disclosure of Invention

Technical Problem

An object of the present invention is to provide an apparatus and method of using a
web-based virtual desktop protocol which enhances user accessibility and provides
improved user experience.

Another object of the present invention is to provide an apparatus and method of
using a web-based desktop protocol which is capable of reducing network traffic, re-
gardless of rendering operation performed at a host side.

Another object of the present invention is to provide an apparatus and method of
using a web-based virtual desktop protocol of using a protocol which is capable of con-
trolling a virtual desktop at a client side.

Another object of the present invention is to provide an apparatus and method of
using a web-based virtual desktop protocol which is capable of removing network
delay.

Solution to Problem

In one general aspect of the present invention, there is provided a method of
providing content by an apparatus of using a web-based virtual desktop protocol, the
method including: monitoring a network status of a client, adjusting encoding quality
of the content based on the network status of the client, and providing the content of
the adjusted encoding quality to the client, wherein the content of the adjusted
encoding quality is displayed through a web browser of the client.

The method may further include, before the adjusting of encoding quality, capturing
a screen of a virtual desktop allocated to the client.

The method may further include calculating an entropy value of the captured screen,
and determining a compression format for the captured screen based on the calculated
entropy value.

The captured screen may be compressed into one of Joint Photographic Coding
Experts Group (JPEG) and Portable Network Graphics (PNG).

The determining may include classifying the captured screen using an equation
which is derived based on a PNG filter and Shannon Entropy Algorithm.

The network status of the client may be acquired by monitoring a transmission buffer
of the apparatus and acquiring a network bandwidth of the client.

The adjusting may include monitoring resolution of the web browser of the client,
and adjusting size of the content according to the resolution of the web browser.

The adjusting may include adjusting a frame of the content based on the network
status.

The method may further include performing direct communication with the web
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browser of the client based on websocket.
The performing of direction communication may include receiving control in-

formation on at least one of a mouse, a keyboard, and a screen of the virtual desktop
from the client, and controlling the mouse, the keyboard, and the screen based on the
received control information.

In another general aspect of the present invention, there is provided an apparatus of
using a web-based virtual desktop protocol, the apparatus including: a monitor
configured to monitor a network status of a client, a control unit configured to control
encoding quality of content based on the network status of the client, an encoder
configured to encode the content by control of the control unit, and a connection
managing unit configured to manage connection with the client, wherein the encoded

content is provided to the client and displayed through a web browser of the client.

Advantageous Effects of Invention

By providing a web-based virtual desktop, it is possible to enhance user accessibility
and provide improved user experience.

A server is able to adaptively perform encoding based on the network status of a
client, so that network traffic may be reduced even when a host performs rendering.

A user is able to control a screen, a keyboard, and a mouse of a virtual desktop via a
client.

Websocket-based connection management enables direct communication between a
server and a client, so that network delay due to a proxy server may be removed.
Brief Description of Drawings

FIG. 1 is a flowchart illustrating a method of providing content using a web-based
virtual desktop protocol according to an embodiment of the present invention.

FIG. 2 is a block diagram illustrating a server and a client, both of which utilize a
web-based virtual desktop protocol according to an embodiment of the present
invention.

FIG. 3 is a graph for comparison of CPU usage between a virtual desktop server
according to the present invention and virtual desktop servers according to existing
technologies.

FIG. 4 is a graph for comparison of CPU usage between a client according to the
present invention and clients according to existing technologies.

FIG. 5 is a graph for comparison between network traffic between the present
invention and network traffic according to existing technologies.

FIG. 6 is a graph for comparison of a frame rate according to the present invention

and a frame rate according to existing technologies.

Mode for the Invention
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Hereinafter, with reference to accompanying drawings, embodiments of the present
invention are described in detail to allow those skilled in the art to easily implement
the embodiments. The present invention may, however, be embodied in many different
forms and should not be construed as being limited to the embodiments set forth
herein. In addition, some portions unrelated to the descriptions are omitted for clarity
of the descriptions, and like reference numerals generally denote like elements in the
description of each drawing.

Throughout the specification, an expression such as "comprising" or "including" is
intended to designate a characteristic, a number, a step, an operation, an element, a part
or combinations thereof, and shall not be construed to preclude any presence or pos-
sibility of one or more other characteristics, numbers, steps, operations, elements, parts
or combinations thereof. In addition, an expression such as "unit" indicates a unit of
performing at least one function or operation, and it may be implemented as hardware,
software, or a combination of hardware and software.

FIG. 1 is a flowchart illustrating a method of providing content by use of a web-
based virtual desktop protocol according to an embodiment of the present invention.
Hereinafter, with reference to FIG. 1, there is provided description about a method or
providing content by an apparatus of using a virtual desktop protocol (hereinafter,
referred to as a virtual desktop server) according to the present invention.

A virtual desktop server may provide at least one virtual desktop to a client. To this
end, the virtual desktop server may allocate at least one virtual desktop to each client.

In order to provide a screen of a virtual desktop to a client, the virtual desktop server
may capture the screen of the virtual desktop allocated to the client in S110. Then, the
virtual desktop server may classify the captured screen.

According to an embodiment, based on the above classification, the virtual desktop
server may compress the captured screen into a specific image format. The specific
image format may include, for example, Joint Photographic Coding Experts Group
(JPEQG) and Portable Network Graphics (PNG). In this case, the virtual desktop server
may compress the captured screen into the most suitable format between JPEG and
PNG based on the above classification. Of course, JPEG and PNG are merely
exemplary, and the specific image format in this embodiment may include other
various image formats, apart from JPEG and PNG.

To this end, the virtual desktop server may calculate an entropy value of the captured
screen, and determine a compression format suitable for the captured screen or image
among various image formats (e.g., JPEG and PNG) according to the entropy value.
That is, network traffic may be reduced by use of a multi-codec. For example, the
virtual desktop server may calculate an entropy value of the captured screen based on

the following Equation 1.
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[39] wherein E denotes an entropy value of an image, h denotes height of the image, w
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denotes width of the image, and Pi denotes a probability or frequency distribution for
all pixels at the i-th row (scanline) of the image. The above Equation 1 may be derived
based on an PNG filter and Shannon Entropy Algorithm.

In another embodiment, the virtual desktop server is able to adjust encoding quality
and/or frame of content to be provided to a client. The encoding quality and/or frame
of content may be adjusted based on a network status of the client. For example, the
virtual desktop server may determine encoding quality by monitoring a network status
of the client in S130. To this end, the virtual desktop server may monitor the network
status of the client periodically or at a time when a compression format is determined.
Here, information on the network status of the client may be acquired by monitoring a
transmission buffer of the virtual desktop and calculating a network bandwidth of the
client. It is because the client is not capable of monitoring the network status by itself.
If it is determined that the network quality is bad, the virtual desktop server may
encode a corresponding screen with low-quality for the purpose of seamlessly
provision of a service. On contrary, if it is determined that the network quality is good,
the virtual desktop server may encode the corresponding screen with high-quality.

In addition, the virtual desktop server may determine size of the content and adjust
size (or resolution) of the corresponding screen (or image) in S140. The virtual desktop
server may further reduce network traffic by compressing the content into size suitable
for a user device. For example, the virtual desktop server may perform operation S140
based on resolution of a web browser of the client, which is acquired by monitoring of
the user device. For example, if the resolution of the web browser is lower than
resolution of the virtual desktop server, the virtual desktop server may adjust the size
of the corresponding screen in order to reduce network traffic.

The virtual desktop server may adaptively encode the content in the above-described
procedures in S150 and provide the encoded content to the client in S160, and the
client may display the content, received from the virtual desktop server, through the
web browser.

In yet another embodiment, the virtual desktop serer may perform direct commu-
nication with the web browser of the client based on websocket. To this end, each of
the virtual desktop server and the client may include a connection managing unit. By
using the connection managing unit, the client may transmit, to the virtual desktop

server, control information on at least one of a mouse, a keyboard, and a screen of the
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virtual desktop. Based on the control information received from the client, the virtual
desktop server may control an input/output operation and a mapping operation of the
mouse, the keyboard, and the screen.

FIG. 2 is a block diagram illustrating a server and a client, both of which utilize a
web-based virtual desktop protocol according to an embodiment of the present
invention.

Referring to FIG. 2, a virtual desktop server 200 includes a control unit 201, a
monitor 202, an encoder 203, and a connection managing unit 204, and a client 250
includes a control unit 251 and a connection managing unit 252. Although not il-
lustrated in the drawings, the client 250 according to another embodiment may further
include a monitor in addition to the control unit 251 and the connection managing unit
252, the monitor which is used to output a video or image received from the virtual
desktop server 200.

The control unit 201, which controls overall operation of the virtual desktop server
200, may perform the following operations: allocating at least one virtual desktop to
the client 250, capturing a screen of the virtual desktop; and controlling encoding
quality of content based on a network status of the client 250.

To this end, a monitor 202 includes a buffer monitor and a network analyzer so as to
monitor information on the network status of the client 250 and information on a web
browser of the client. For example, the monitor 202 may acquires information on the
network status of the client by monitoring a transmission buffer of the virtual desktop
server 200 and calculating a network bandwidth of the client. In addition, the monitor
202 may monitor resolution of the web browser of the client 250.

The control unit 201 may control encoding quality, a frame, and size of content based
on information monitored by the monitor 202. Specifically, the control unit 201 may
calculate an entropy value of the captured screen of the virtual desktop screen, and
determine a compression format for the captured screen based on the entropy value. At
this point, the control unit 201 may classify the captured screen, so that the captured
screen is compressed into one format between JPEG and PNG based on an equation
which is derived based on a PNG filter or Shannon Entropy Algorithm. Thus, the
control unit 201 provides the content in a format supported by the web browser and
therefore the client 250 does not need an additional decoder.

The encoder 203 adaptively encodes the content by control of the control unit 201.
To this end, the encoder 203 may include a JPEG encoder and a PNG encoder.

The connection managing unit 204 manages connection to the client 250, and may
perform direct communication with the web browser of the client 250 based on the
websocket. Thus, network delay due to a proxy server may be removed.

When the control information on at least one of the mouse, the keyboard, and the
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screen of the virtual desktop is received from the client 250 through the connection
managing unit 205, the control unit 201 may control the mouse, the keyboard, and the
screen based on the received control information. To this end, the control unit 210 may
include a screen capture, a mouse handler, and a keyboard handler.

Meanwhile, as the control unit 251 of the client 250 includes a canvas control unit, a
mouse receiver, and a keyboard receiver, the control unit 251 may receive a keyboard
input, a mouse input, etc. from a user and may display content, which is received from
the virtual desktop server 200, on a canvas by controlling the web browser.

The connection managing unit 252 may manage connection to the connection
managing unit 204 of the virtual desktop server 200.

FIG. 3 is a graph for comparison of CPU usage between a virtual desktop server
according to the present invention and virtual desktop servers according to existing
technologies, FIG. 4 is a graph for comparison of CPU usage between a client
according to the present invention and clients according to existing technologies, FIG.
5 is a graph for comparison between network traffic between the present invention and
network traffic according to existing technologies, and FIG. 6 is a graph for
comparison of a frame rate according to the present invention and a frame rate
according to existing technologies.

Referring to FIGS. 3 to 6, the present invention and perform the existing tech-
nologies are compared based on four scenarios (DOCUMENT, INTERNET, 320p
VIDEO, 720p VIDEO).

FIGS. 3 and 4 are results of comparison of CPU usage of a virtual desktop server and
a client. First, referring to FIG 3, the graphic processing procedure of the present
invention (WARP) is performed largely by a server, and thus the average CPU usage is
increased by 15 % on average, compared with the existing methods (noVNC and
SPICE-HTMLYS). On the other hand, referring to FIG. 4, the CPU usage of a client (a
web browser) is decreased by 38% on average.

Referring to FIG. 5, the present invention utilizes an adaptive encoder to reduce
network traffic and thus it shows an average of 52 % reduction in network traffic
compared with the existing technologies. Lastly, referring to FIG. 6, the frame rate
measurement of the prevent invention is increased by 9 frames on average, compared
with the existing technologies, and therefore, it is proved that the web-based virtual
desktop protocol according to the present invention exhibits excellent performance.

The virtual desktop server according to the present invention may include at least one
of a processor, a storage device, an output interface for outputting a result of the
processor, an input interface for receiving information from a user, and a commu-
nication module for transmitting and receiving data over a wired or wireless network.

Here, the processor may include application-specific integrated circuit (ASIC), a
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different chip set, a logical circuit, and/or a data processing device. The storage device
may include a disk drive, a read-only memory (ROM), a random access memory
(RAM), a flash memory, a memory card, and a storage medium. The communication
module may be configured as a Radio Frequency (RF) antenna or modem, and it may
especially include a baseband circuit for processing a wireless signal.

When the above-described embodiments are implemented as software, operations of
the virtual desktop server according to the specification may be implemented by the
above processor, storage device, output interface, input interface, and communication
module. The web-based virtual desktop protocol according to the specification may be
stored in a memory and implemented by a processor. The memory may be located
inside or outside the processor, and may be connected to the processor through various

well-known means.
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Claims

A method of providing content by an apparatus of using a web-based
virtual desktop protocol, the method comprising:

monitoring a network status of a client;

adjusting encoding quality of the content based on the network status of
the client; and

providing the content of the adjusted encoding quality to the client,
wherein the content of the adjusted encoding quality is displayed
through a web browser of the client.

The method of claim 1, further comprising, before the adjusting of
encoding quality, capturing a screen of a virtual desktop allocated to
the client.

The method of claim 2, further comprising:

calculating an entropy value of the captured screen; and

determining a compression format for the captured screen based on the
calculated entropy value.

The method of claim 3, wherein the captured screen is compressed into
one of Joint Photographic Coding Experts Group (JPEG) and Portable
Network Graphics (PNG).

The method of claim 4, wherein the determining comprising classifying
the captured screen using an equation which is derived based on a PNG
filter and Shannon Entropy Algorithm.

The method of claim 1, wherein the network status of the client is
acquired by monitoring a transmission buffer of the apparatus and
acquiring a network bandwidth of the client.

The method of claim 1, wherein the adjusting comprises:

monitoring resolution of the web browser of the client; and

adjusting size of the content according to the resolution of the web
browser.

The method of claim 1, wherein the adjusting comprises adjusting a
frame of the content based on the network status.

The method of claim 1, further comprising performing direct commu-
nication with the web browser of the client based on websocket.

The method of claim 9, wherein the performing of direction commu-
nication comprises:

receiving control information on at least one of a mouse, a keyboard,

and a screen of the virtual desktop from the client; and
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[Claim 20]

10
PCT/KR2016/014706

controlling the mouse, the keyboard, and the screen based on the
received control information.

An apparatus of using a web-based virtual desktop protocol,
comprising:

a monitor configured to monitor a network status of a client;

a control unit configured to control encoding quality of content based
on the network status of the client;

an encoder configured to encode the content by control of the control
unit; and

a connection managing unit configured to manage connection with the
client,

wherein the encoded content is provided to the client and displayed
through a web browser of the client.

The apparatus of claim 11, wherein the control unit allocates at least
one virtual desktop to the client, and captures a screen of the virtual
desktop.

The apparatus of claim 12, wherein the control unit calculates an
entropy value of the captured screen, and determines a compression
format for the captured screen based on the calculated entropy value.
The apparatus of claim 13, wherein the control unit determines one of
Joint Photographic Coding Experts Group (JPEG) and Portable
Network Graphics (PNG) to be the compression format for the captured
screen.

The apparatus of claim 14, wherein the control unit classifies the
captured screen using an equation which is derived based on an PNG
filter and Shannon Entropy Algorithm.

The apparatus of claim 11, wherein the monitor acquires information
on the network status of the client by monitoring a transmission buffer
of the apparatus and calculating a network bandwidth of the client.
The apparatus of claim 11, wherein the monitor monitors resolution of
the web browser of the client, and the control unit controls size of the
content according to the resolution of the web browser.

The apparatus of claim 11, wherein the control unit controls a frame of
the content based on the network status.

The apparatus of claim 11, wherein the connection managing unit
performs direct communication with the web browser of the client
based on websocket.

The apparatus of claim 19, wherein, when control information on at



11

WO 2017/150792 PCT/KR2016/014706

least one of a mouse, a keyboard, and a screen of the virtual desktop is
received from the client through the connection managing unit, the
control unit controls the mouse, the keyboard, and the screen based on

the received control information.
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