
US 20140089526A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2014/0089526 A1 

Schmidt (43) Pub. Date: Mar. 27, 2014 

(54) COMMUNICATING DATA AMONG (52) U.S. Cl. 
PERSONAL CLOUDS USPC .......................................................... 709/249 

(71) Applicant: RESEARCH IN MOTION LIMITED, 
Waterloo (CA) (57) ABSTRACT 

72). I tor: David Schmidt, Cambridge (CA (72) Inventor avid Schmidt, Cambridge (CA) A gateway device performs authentication with an intercon 
(73) Assignee: RESEARCH IN MOTION LIMITED, nect system that coordinates communication of data among a 

Waterloo (CA) plurality of personal clouds. The gateway device is part of a 
first personal cloud that includes electronic devices. Data is 

(21) Appl. No.: 13/628,527 communicated between the first personal cloud and at least a 
(22) Filed: Sep. 27, 2012 second personal cloud based on information in the intercon 

9 nect system, wherein the communication is performed 
Publication Classification according to at least one rule provided at the gateway device, 

wherein the at least one rule includes at least one criterion 
(51) Int. Cl. relating to data to be shared among the plurality of personal 

G06F 15/16 (2006.01) clouds. 

PERSONAL CLOUD 

10 

GATEWAY 
DEVICE 

102 

PERSONAL CLOUD 
INTERCONNECT 

SYSTEM 

102 
PERSONAL CLOUD 

106 

GATEWAY 
DEVICE 

110 PERSONAL CLOUD 

106 

    

  



Patent Application Publication Mar. 27, 2014 Sheet 1 of 5 US 2014/008.9526 A1 

PERSONAL CLOUD 

10 

GATEWAY 
DEVICE 

102 
6 

PERSONAL CLOUD 
INTERCONNECT 

SYSTEM 

102 
PERSONAL CLOUD 

106 

DEVICE 
104 

110 PERSONAL CLOUD 

GATEWAY 
DEVICE 

FIG. 1 

  

    

  

  

  



Patent Application Publication Mar. 27, 2014 Sheet 2 of 5 US 2014/008.9526 A1 

PERSONAL 

EXPOSED 
VIRTUAL IP 
ADDRESS 

SHARING 
RULES 

PERSONAL CLOUD 
INTERCONNECT SYSTEM 

AUTHENTICATION 
SERVER 

ROUTING MODULE 

VIRTUAL IP ADDRESS 
CONTACT NAME 

DIRECTORY 

210 

216 FIG. 2 

218 

  

  

  

  

    

  



Patent Application Publication Mar. 27, 2014 Sheet 3 of 5 US 2014/008.9526 A1 

302 300 

USER INTERFACE 
MODULE 

304 310 

DATA MANAGER 

306 PROCESSOR 

DATA SYNCHRONIZER 

30 / 
M 

GATEWAY DEVICE 
MODULES 

322 324 

VIDEO DISPLAY 
ADAPTER DEVICE 

RAM 314 

316 
NVMEM 

SECONDARY 318 
STORAGE 

312 

NETWORK 320 
INTERFACE 

F G. 3 



Patent Application Publication Mar. 27, 2014 Sheet 4 of 5 US 2014/008.9526 A1 

210 108 

AUTHENTICATION 
SERVER 

216 402 

ROUTING MODULE 

PROCESSOR 

RAM 406 

NVMEM 4.08 
404 410 

SECONDARY STORAGE 

VIRTUAL IP ADDRESS- 218 
CONTACT NAME 

DIRECTORY 

FIG. 4 

  



Patent Application Publication Mar. 27, 2014 Sheet 5 of 5 US 2014/008.9526 A1 

START 
502 

PERFORM AUTHENTICATION WITH A PERSONAL 
CLOUD INTERCONNECT SYSTEM 

COMMUNICATE CONTENT BETWEEN A PARTICULAR 
PERSONAL CLOUD AND AT LEAST A SECOND PERSONAL 

CLOUD ACCORDING TO AT LEAST ONE SHARING 
RULE AT THE GATEWAY DEVICE 

FIG. 5 

START 

AUTHENTICATE USERS OF PERSONAL CLOUDS 
THAT ARE CAPABLE OF SHARING CONTENT 

WITH EACH OTHER 

ROUTE CONTENT AMONG THE PERSONAL CLOUDS 

FIG. 6 

  

  



US 2014/008.9526 A1 

COMMUNICATING DATA AMONG 
PERSONAL CLOUDS 

TECHNICAL FIELD 

0001. The present disclosure relates generally to commu 
nicating data, including but not limited to communicating 
data among electronic devices in a cloud environment. 

BACKGROUND 

0002. A user may be associated with multiple different 
electronic devices. The multiple electronic devices of a user 
may be considered to be part of a personal cloud of the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003 FIG. 1 is a block diagram of an example arrange 
ment that includes personal clouds that are interconnected by 
a personal cloud interconnect system in accordance with the 
disclosure. 
0004 FIG. 2 is a block diagram of a personal cloud and a 
personal cloud interconnect system in accordance with the 
disclosure. 
0005 FIG.3 is a block diagram of a personal cloud device 
in accordance with the disclosure. 
0006 FIG. 4 is a block diagram of a personal cloud inter 
connect system in accordance with the disclosure. 
0007 FIG. 5 is a flow diagram of a method performed by 
a gateway device in accordance with the disclosure. 
0008 FIG. 6 is a flow diagram of a method performed by 
a personal cloud interconnect system in accordance with the 
disclosure. 

DETAILED DESCRIPTION 

0009. A user may utilize any of multiple electronic devices 
associated with the user's personal cloud to perform commu 
nications and other tasks. Examples of electronic devices 
include a desktop computer, notebook computer, tablet com 
puter, personal digital assistant, Smartphone, mobile internet 
device, electronic navigation device, organizer, handheld 
electronic game, digital photograph album, digital camera, 
media player, e-book reader, and so forth. Collectively, the 
multiple electronic devices that are associated with a user 
may be referred to as a personal cloud. A peer relationship 
may be formed among two or more of the electronic devices 
in the personal cloud. The peer relationship may include, for 
example, a peer-to-peer networking protocol, a common user 
profile, synchronized user credentials, a personal cloud iden 
tification configuration, or other methods that allow for the 
electronic devices to form a personal cloud associated with a 
USC. 

0010. In a personal cloud, an electronic device may 
receive or create respective data, which may be shared among 
the electronic devices within the personal cloud. Data among 
the electronic devices of the personal cloud may be synchro 
nized with respect to each other such that each electronic 
device maintains a copy of the synchronized data. Such syn 
chronization is referred to as symmetric replication of data 
among the electronic devices of the personal cloud. Asym 
metric replication may be performed, wherein one of the 
electronic devices acts as a data server for the remaining 
electronic devices of the personal cloud. The data server 
contains a copy of all data associated with the personal cloud. 
As yet another example, data is not replicated among the 
electronic devices of the personal cloud; nevertheless, data 
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located at each electronic device in the personal cloud is 
accessible or shared by another electronic device in the per 
sonal cloud. As discussed further below, another variation 
involves Zero replication of data in a personal cloud. 
0011 Users may use electronic devices to exchange data 
with each other for various purposes. For example, users may 
exchange data as part of social networking. Users may 
exchange data in other contexts, such as in the context of 
Submitting reviews of products, hotels, airlines, and so forth. 
In the latter examples, users may access third party websites 
to which reviews and other data, e.g., pictures, videos, and so 
forth, may be uploaded for sharing. 
0012 Traditional social networking sites or product/ser 
vice review sites, such as sites provided by Facebook, Twitter, 
Tripadvisor, and so forth, employ a centralized communica 
tion topology wherein users log into a central site, e.g., a 
website, to Submit data for sharing, e.g., by typing a message, 
uploading files Such as image files, video files, and so forth. 
The data submitted by a user may be shared with specific 
identified users, such as on-line friends of the user, followers 
of the user, users who share common interests with the user, 
and so forth. 
0013 Instead of a centralized communication topology 
utilized by traditional data sharing sites, a decentralized com 
munication topology may be used instead, in which data 
located at various personal clouds may be shared with other 
personal clouds based on predefined sharing rules that control 
sharing of data. The personal clouds associated with different 
users may be considered basic building blocks from which 
data may be served for sharing with other personal clouds. 
Agents may be deployed in the personal clouds to control the 
sharing of data among personal clouds according to the pre 
defined sharing rules. 
0014. The predefined sharing rules reflect relationships 
among different users. For example, in the Social networking 
context, the relationships may include online friends, follow 
ers, and so forth. In the review site context, the relationships 
may include users who share an interest in a particular item, 
Such as a specific product, a specific hotel, a specific airline, 
and so forth. The predefined sharing rules also specify the 
permissions that govern the sharing of data among the users. 
0015 FIG. 1 depicts an example arrangement that 
includes various personal clouds 102. A personal cloud 
includes a number of electronic devices 104. A personal cloud 
further includes a gateway device 106, which may be one of 
the electronic devices of the corresponding personal cloud, or 
may be a device that is separate from the electronic devices. 
0016 A personal cloud interconnect system 108 is pro 
vided that includes infrastructure that Supports communica 
tion among the personal clouds 102. The personal cloud inter 
connect system 108 may be implemented with a computing 
system or a collection of computing systems, which may be 
provided at one or multiple geographic locations. 
0017. The personal cloud interconnect system 108 per 
forms authentication and routing tasks, but may not actually 
create or persistently store data that is to be shared among 
users. In contrast, centralized data sharing services generate 
data or upload data to a central site, before the data may be 
shared among users. The personal cloud interconnect system 
108 may pass user data between personal clouds, but does not 
process the data that is communicated, for example, in a 
payload of data packets routed through the personal cloud 
interconnect system 108. For example, the personal cloud 
interconnect system 108 does not decode, interpret, or other 



US 2014/008.9526 A1 

wise convert the data. The personal cloud interconnect system 
108 may be unable to process the data for security and privacy 
reasons. Because the personal cloud interconnect system 108 
does not process the communicated data that pass through the 
personal cloud interconnect system 108, the personal cloud 
interconnect system 108 is unable to perform data mining of 
user data for various purposes, which enhances user privacy. 
Because shared data is served from personal clouds, adver 
tising may be eliminated or reduced in user interfaces utilized 
to view and share data. 
0018. The personal cloud interconnect system 108 may 
actually also store user data from a particular personal cloud 
that is to be shared with other personal cloud(s). The storage 
space of the personal cloud interconnect system 108 that is 
provided to store user data from the particular personal cloud 
may be considered to also be part of the particular personal 
cloud. The storage space of the personal cloud interconnect 
system 108 may be implemented with storage device(s) in the 
personal cloud interconnect system 108, or with storage 
device(s) accessible by the personal cloud interconnect sys 
tem 108. 

0019. In the distributed arrangement of FIG. 1, sharing of 
data among personal clouds 102 is controlled by agents in 
respective gateway devices 106. In this manner, storage and 
control of data remains with devices associated with respec 
tive users. 
0020. A personal cloud may also include a sensor that is 
separate from the electronic devices of the user. The sensor is 
able to measure certain information, and to communicate the 
measurement information to an aggregator device for further 
communication to another destination. FIG. 1 depicts an 
example sensor 110, which may measure information and 
communicate the measured information to an electronic 
device 104, or alternatively to the gateway device 106, to 
facilitate communication of the measured information to 
another device. For example, the sensor 110 may be a heart 
rate monitor, which may collect heart rate information of a 
user to communicate with a personal cloud of the user's 
physician. The measured information from the Smart sensor 
110 may be communicated to another personal cloud through 
the gateway device 106. Although one sensor 110 is depicted 
in FIG. 1, additional sensors may be provided in one or more 
personal clouds 102. 
0021 FIG. 2 depicts components of a personal cloud 102, 
and components of the personal cloud interconnect system 
108. In the example of FIG. 2, several personal cloud devices 
are depicted in the personal cloud 102. Any suitable number 
of personal cloud devices may operate within the personal 
cloud 102. 
0022. The personal cloud devices in the personal cloud 
102 may include electronic devices 104 and a gateway device 
106. The gateway device 106 may actually be an electronic 
device that also includes functionalities of the gateway device 
106 as discussed below. 
0023 The personal cloud devices 104 and 106 may be 
interconnected in a mesharrangement such that each personal 
cloud device is interconnected to each other personal cloud 
device. Different interconnect arrangements may be 
employed, wherein at least one of the personal cloud devices 
104, 106 may be interconnected to another personal cloud 
device through an intermediate personal cloud device. The 
personal cloud devices 104 and 106 may communicate with 
each other in a peer-to-peer fashion, Such as via a peer rela 
tionship as described previously. 
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0024 Communications by personal cloud devices in the 
personal cloud 102 with an external network, including net 
work 202, occur through the gateway device 106. In the 
example of FIG. 2, the gateway device 106 includes an 
authentication client 204, an inbound agent 206, and an out 
bound agent 208. The authentication client 204 is to perform 
an authentication procedure with an authentication server 210 
that is part of the personal cloud interconnect system 108. To 
perform authentication, the authentication client 204 submits 
a user credential to the authentication server 210, which may 
authenticate the user. The authentication procedure is per 
formed to ensure that users that are attempting to access the 
data sharing services of the distributed arrangement may be 
trusted and are authorized to access Such services. The 
authentication functionality offered by the authentication 
server 210 allows users who desire to share data with each 
other peace of mind in knowing that each of the users has been 
authenticated by the personal cloud interconnect system 108. 
0025. The inbound agent 206 of the gateway device 106 
may actively access remote personal clouds through the per 
sonal cloud interconnect service 108 to identify data of inter 
est that the inbound agent 206 may pull from a remote per 
sonal cloud. Additionally, the inbound agent 206 may receive 
incoming pushed data from a remote personal cloud. The 
inbound agent 206 may operate according to sharing rules 
212, which are either stored in the gateway device 106 or are 
accessible by the gateway device 106. The sharing rules 212 
specify criteria associated with sharing of data in two differ 
ent directions, including a first direction in which data is 
provided from the personal cloud 102 to another personal 
cloud, and a second direction in which data is provided from 
another personal cloud to the personal cloud 102. Thus, when 
the inbound agent 206 crawls for data of remote personal 
clouds, the inbound agent 206 may utilize one or more criteria 
in the sharing rules 212 to determine what types of data to 
retrieve, time intervals during which data is to be pulled, and 
So forth. Similarly, when a push attempt is made from a 
remote personal cloud to push data to the personal cloud 102. 
the one or more criteria of the sharing rules 212 may be 
utilized to determine whether the push attempt is to be 
allowed or denied. 

0026. The outbound agent 208 in the gateway device 106 
may push data from the personal cloud 102 to a remote 
personal cloud, according to one or more criteria of the shar 
ing rules 212. Additionally, the outbound agent 208 may 
determine whether or not pull requests from a remote per 
Sonal cloud is to be permitted or refused, according to one or 
more criteria of the sharing rules 212. 
0027. The gateway device 106 exposes an identifier to the 
personal cloud interconnect system 108 that may be utilized 
by the personal cloud interconnect system 108 to communi 
cate with the personal cloud 102. In specific examples, the 
exposed identifier may include a virtual Internet Protocol (IP) 
address 214. A virtual IP address is an IP address within a 
predefined IP address space that may be utilized by the per 
sonal cloud interconnect system 108 to route data packets 
among the personal clouds. The virtual IP addresses within 
the predefined IP address space may be utilized for traditional 
routing over an IP network. Alternatively, the virtual IP 
address may be an IP address allocated from a non-routable 
reserved address space. The virtual IP address may represent 
the personal cloud as a single IP address even though the 
various electronic devices of the personal cloud have separate 
and distinct IP addresses. 
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0028. Instead of utilizing virtual IP addresses to perform 
routing of data units, other types of identifiers may be 
employed, including real IP addresses, other types of network 
addresses, or other identifiers. 
0029. The personal cloud interconnect system 108 
includes a routing module 216 that is able to route data pack 
ets among personal clouds. The routing module 216 is able to 
access a virtual IP address-contact name directory 218, which 
maps contact names to respective virtual IP addresses. A 
“contact name may refer to any name or label that may be 
assigned to a user. The gateway device 106 in the personal 
cloud 102 may send data packets to a specific contact name 
(name of a target user, for example). The routing module 216 
in the personal cloud interconnect system 108 may utilize the 
virtual IP address-contact name directory 218 to map the 
contact name to a corresponding virtual IP address. This 
mapped virtual IP address may be utilized by the routing 
module 216 to route the data packet to the destination per 
Sonal cloud. 

0030. Instead of routing data packets to contact names, the 
gateway device 106 may include the destination virtual IP 
address or real IP address in the data packet, which may be 
utilized by the routing module 216 to route the data packet to 
a destination personal cloud. Although reference is made to 
routing a data packet to a destination personal cloud, a data 
packet may be routed to multiple destination personal clouds. 
0031. The routing module 216 supports secure tunneling 
of data among personal clouds over the network 202, which 
may be an un-secured network Such as the Internet. Tunneling 
data through a network refers to communicating the data in a 
communication session that is protected by Some privacy 
control. For example, the tunneled data may be encrypted. 
Virtual private networks (VPNs) may be created between 
gateway devices of personal clouds to allow data to be 
securely communicated, such as utilizing peer-to-peer tech 
nology, among the personal clouds through the VPNs. 
0032 Data between personal clouds may be passed 
through the personal cloud interconnect system 108. Alterna 
tively, data between personal clouds is not passed through the 
personal cloud interconnect system 108. In the latter 
examples, the personal cloud interconnect system 108 may 
direct a source personal cloud to one or more destination 
personal clouds, such as by providing routing information, 
for example, IP address or addresses, to the Source personal 
cloud. More generally, the routing of data between personal 
clouds by the personal cloud interconnect system 108 may 
include communicating the data through the personal cloud 
interconnect system 108 from a source personal cloud to 
destination personal cloud(s). Alternatively, the routing of 
data between personal clouds by the personal cloud intercon 
nect system 108 may include the personal cloud interconnect 
system 108 directing the source personal cloud to the desti 
nation personal cloud(s). Such that data may be communi 
cated between the personal clouds but the data does not pass 
through the personal cloud interconnect system 108. The 
communication of data between personal clouds may be over 
a link between gateway devices 106 of the corresponding 
personal clouds. Examples of the transport link may include 
a Bluetooth link, a WiFi link, or other type of link. In such a 
latter arrangement, the personal cloud interconnect system 
108 may provide control functions for directing the personal 
clouds to communicate, but the data does not pass through the 
personal cloud interconnect system 108. 
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0033 FIG. 3 is a block diagram of an example personal 
cloud device 300. The personal cloud device 300 may be an 
electronic device 104 or a gateway device 106. The gateway 
device 106 may be an electronic device configured with the 
modules of the gateway device 106 described in FIG. 2. The 
gateway device 106 may act as a server device without any 
user device capabilities. 
0034. The personal cloud device 300 includes a user inter 
face module 302, which may provide a user interface, includ 
ing a graphical user interface, to allow for a user of the 
personal cloud device 300 to view data that belongs to the user 
or data shared from another device. Such as data communi 
cated from another device either in the same personal cloud of 
the user or from a remote personal cloud associated with 
another user. The user interface provided by the user interface 
module 302 may also be utilized to input, select, modify, and 
so forth, sharing rules, such as the sharing rules 212 of FIG.2. 
0035. The personal cloud device 300 also includes a data 
manager 304, which is utilized to manage the storage and 
access of data at the personal cloud device 300. The data 
manager 304 may manage the storage of data belonging to the 
user of the personal cloud device 300. The data manager 304 
may also manage the storage of data received from another 
device. 
0036. The personal cloud device 300 may include a data 
synchronizer 306, which is able to synchronize data of the 
personal cloud device 300 with another personal cloud device 
of the personal cloud 102 in which the personal cloud device 
300 is part of. The data synchronizer 306 may perform sym 
metric replication of data among the personal cloud devices 
of a personal cloud 102. Symmetric replication refers to rep 
lication of data wherein each of the personal cloud devices of 
a personal cloud maintains a copy of the synchronized data. 
Alternatively, the data synchronizer 306 may perform asym 
metric replication, wherein data of the personal cloud device 
300 may be replicated to a specific data server of the personal 
cloud. The data server may be provided by the gateway device 
106, for example, or alternatively, the data server may be 
another device in the personal cloud. 
0037. The data synchronizer 306 is able to detect changes 
to data at the personal cloud device 300. In the symmetric 
replication context, in response to detecting a data change, the 
data synchronizer 306 may update the data of each other 
personal cloud device in the personal cloud. In the asymmet 
ric replication context, in response to detecting a data change, 
the data synchronizer 306 may update data at the data server 
in the personal cloud. 
0038 Although the personal cloud device 300 is described 
as having a data synchronizer 306 to synchronize data of the 
personal cloud device 300 with other personal cloud devices 
or a data server of a personal cloud, data replication may not 
be performed in the personal cloud. Without data replication, 
each personal cloud device of the personal cloud maintains a 
respective subset of data, which may be different from data 
residing on another personal cloud device of the personal 
cloud. The respective subset of data at each personal cloud 
device may be shared with any other personal cloud device in 
a personal cloud. 
0039. A Zero-replication arrangement may be utilized in a 
personal cloud. In such an arrangement, one of the personal 
cloud devices of the personal cloud may be configured as a 
universal computing module, which may act as a processing 
and storage server on behalf of other devices in the personal 
cloud. In such an arrangement, the other personal cloud 
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devices of the personal cloud may include human machine 
interface (HMI) shells. An HMI shell may be similar to a thin 
terminal. An HMI shell has reduced processing and storage 
capabilities, and would rely upon the universal computing 
module for general processing and computing functions, and 
for data storage. Note that the HMI shell would not persis 
tently store data, as that would be performed at the universal 
computing module. The HMI shells may be utilized to view 
the data, to set sharing rules associated with the data, and to 
view data retrieved from a remote personal cloud. 
0040. When the personal cloud device 300 is configured as 
the gateway device 106 of FIG. 2, the personal cloud device 
300 may also include gateway device modules 308, which 
may include the authentication client 204, inbound agent 206, 
and outbound agent 208, for example. 
0041. The user interface module 302, data manager 304, 
data synchronizer 306, and gateway device modules 308 may 
be implemented as machine-readable instructions that are 
executable on a processor or processors 310. A processor may 
include a microprocessor, microcontroller, processor module 
or Subsystem, programmable integrated circuit, program 
mable gate array, or another control or computing device. 
0042. The processor 310 may be coupled over an intercon 
nect bus 312, which may include one or more buses, with 
various other components, including various storage media. 
The various storage media may include random access 
memory (RAM) 314, which may be dynamic RAM or static 
RAM, non-volatile memory 316, which may be flash 
memory, electrically erasable and programmable read-only 
memory, or face change memory, and a secondary storage 
318, Such as disk-based storage devices such as an optical 
disk storage device or a magnetic disk storage device, and so 
forth. 
0043. A network interface 320 may also be coupled to the 
interconnect bus 312. The network interface 320 may provide 
a wired network interface to allow the personal cloud device 
300 to communicate over a wired network, or a wireless 
network interface to allow the personal cloud device 300 to 
communicate over a wireless network, such as a WiFi link, a 
Bluetooth link, a cellular wireless link, and so forth. The 
network interface 320 may be both a wired and wireless 
network interface. 
0044. In addition, the personal cloud device 300 has a 
video adapter 322 that is coupled to the interconnect bus 312. 
The video adapter is connected to a display device 324, which 
may display various data, including the user interface pro 
vided by the user interface module 302. 
0045 FIG. 4 depicts an example of a personal cloud inter 
connect system 108. The personal cloud interconnect system 
108 includes the authentication server 210 and the routing 
module 216, which may be implemented as machine-read 
able instructions that are executable on one or multiple pro 
cessors 402. The processor(s) 402 may be connected to an 
interconnect bus 404, which may further be connected to an 
RAM 406, a non-volatile memory 408, and a secondary stor 
age 410. The virtual IP address-contact name directory 218 
may be stored in the secondary storage 410. The virtual IP 
address-contact name directory 218 may at least be partially 
Stored in the RAM 406. 
004.6 Flowcharts illustrating various methods are shown 
in FIG.5 and FIG. 6. A method may be carried out by software 
executed, for example, by the processor 310 or 402. Coding of 
Software for carrying out a method is within the scope of a 
person of ordinary skill in the art given the present descrip 
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tion. The method may contain additional or fewer processes 
than shown and/or described, and may be performed in a 
different order. Computer-readable code executable by at 
least one processor of the portable electronic device to per 
form the method may be stored in a computer-readable 
medium, device, or apparatus, which may be a non-transitory 
or tangible storage medium. FIG. 5 is an example of a flow 
diagram of a method performed by a gateway device 106. The 
gateway device performs 502 authentication with the per 
Sonal cloud interconnect system 108 that coordinates routing 
of data among multiple personal clouds. The gateway device 
is part of a personal cloud. 
0047. The gateway device further communicates 504 data 
between the personal cloud and at least a second of the plu 
rality of personal clouds. The communication of data is 
according to sharing rules 212 including criteria relating to 
data to be shared among the plurality of personal clouds. 
0048 FIG. 6 is a flow diagram of a method performed by 
the personal cloud interconnect system 108. The method may 
include the authentication server 210 authenticating 602 
users of personal clouds that are configured to share data with 
each other. The authenticating is based on interaction 
between the authentication server 210 and the gateway 
devices 106 of the personal clouds. 
0049. In addition, the routing module 216 of the personal 
cloud interconnect system 108 may route 604 data among 
personal clouds. Communication among the personal clouds 
is according to sharing rules provided at respective gateway 
devices in the corresponding personal clouds. As noted 
above, the routing of data may involve a communication in 
which the data is passed through the personal cloud intercon 
nect system 108, or alternatively, a communication in which 
the personal cloud interconnect system 108 provides infor 
mation to the Source personal cloud to allow a communication 
to be established with destination personal cloud(s). 
0050. In the foregoing description, numerous details are 
set forth to provide an understanding of the subject disclosed 
herein. Implementations may be practiced without some orall 
of these details. Other implementations may include modifi 
cations and variations from the details discussed above. The 
appended claims cover Such modifications and variations. 
What is claimed is: 
1. A method comprising: 
performing, by a gateway device, authentication with an 

interconnect system that coordinates communication of 
data among a plurality of personal clouds, wherein the 
gateway device is part of a first personal cloud that 
includes electronic devices; 

communicating data between the first personal cloud and at 
least a second personal cloud based on information in 
the interconnect system, wherein the communication is 
performed according to at least one rule provided at the 
gateway device, wherein the at least one rule includes at 
least one criterion relating to data to be shared among the 
plurality of personal clouds. 

2. The method of claim 1, wherein communicating the data 
comprises securely tunneling the data among the personal 
clouds through a network. 

3. The method of claim 1, wherein communicating the data 
comprises pulling the data from at least the second personal 
cloud according to the at least one rule. 

4. The method of claim 1, wherein communicating the data 
comprises pushing the data to at least the second personal 
cloud according to the at least one rule. 
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5. The method of claim 1, wherein communicating the data 
comprises accepting a pull attempt from at least the second 
personal cloud according to the at least one rule. 

6. The method of claim 1, wherein communicating the data 
comprises accepting a push attempt from at least the second 
personal cloud according to the at least one rule. 

7. The method of claim 1, wherein communicating the data 
comprises communicating the data through the interconnect 
system. 

8. The method of claim 7, wherein the interconnect system 
does not process the communicated data. 

9. The method of claim 1, further comprising storing data 
to be shared between personal clouds at a storage device 
accessible by the interconnect system. 

10. The method of claim 1, wherein the electronic devices 
and the gateway device of the first personal cloud are part of 
an arrangement in which the electronic devices include 
human machine interface shells. 

11. The method of claim 1, wherein the communication of 
data is in a distributed data sharing arrangement wherein data 
is served from the personal clouds. 

12. The method of claim 1, wherein the communication of 
data comprises communicating measurement information of 
a sensor in the first personal cloud. 

13. A computer-readable storage device having computer 
readable code executable by at least one processor of a gate 
way device to perform the method of claim 1. 
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14. A system comprising: 
an authentication server configured to authenticate per 

Sonal clouds that are configured to share data, wherein 
the authentication server authenticates a first personal 
cloud by interacting with a gateway device of the first 
personal cloud that includes electronic devices; 

at least one processor configured to route data among the 
personal clouds according to rules provided at gateway 
devices in the personal clouds. 

15. The system of claim 14, wherein the personal cloud 
interconnect system does not process the data. 

16. The system of claim 14, further configured to support 
data sharing that includes communication of the data that is 
stored in a distributed manner at personal cloud devices in the 
personal clouds. 

17. The system of claim 14, further configured to support 
Social networking interaction that includes communication of 
the data that is stored in a distributed manner at personal cloud 
devices in the personal clouds. 

18. The system of claim 14, further comprising a storage 
system configured to store a data structure that maps contact 
names to corresponding network addresses, wherein data 
packets are routed among the personal clouds with the net 
work addresses. 


