wo 2017/172992 A1 [N P00 O 0O OO 0

(43) International Publication Date

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

S October 2017 (05.10.2017)

WIPOIPCT

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(10) International Publication Number

WO 2017/172992 Al

(51

eay)

(22)

(25)
(26)
(30)

1

(72

74

International Patent Classification:
HO4L 12/24 (2006.01) H04B 17/318 (2014.01)

International Application Number:
PCT/US2017/024855

International Filing Date:
29 March 2017 (29.03.2017)

(8D

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN,
KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG,

Filing Language: English NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
Publication Language: English RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY,
TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
Priority Data: ZA, M, ZW.
15/089,194 1 April 2016 (01.04.2016) us
(84) Designated States (uniess otherwise indicated, for every
Applicant: INTEL CORPORATION [US/US]; 2200 kind of regional protection available). ARIPO (BW, GH,
Mission College Boulevard, Santa Clara, California 95054 GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(US). TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Inventors: WEIZMAN, Raz, Hosharon 46, 43352 TJ, T™), Furopean (AL, AT, BE, BG, CI1, CY, CZ, DE,
Raanana (IL). BROUSARD, Noam; 41 Anatot Street DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
69080 Tel Aviv (IL). ’ ? LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BI, CF, CG, CIL, CM, GA, GN, GQ,
Agent: DYER, Richard A.; Kacvinsky Daisak Blunl GW, KM, ML, MR, NE, SN, TD, TG).
PLLC, 430 Davis Drive, Suite 150, Morrisville, North Car- Published:

olina 27560 (US).

with international search report (Art. 21(3))

(54) Title: TECHNIQUES AND SYSTEMS FOR LOGICAL MESH NETWORK CONTROL

System 100

Addressing Logic 112 Addressing Logic 122
Current LMN Address 116 Current LMN Address 126
Master Slave Master Slave
Interface Interface Interface Interface
113 114 123 124
Logical Connection Manager 111 Logicel Connection Maneger 121
Device 110 Device 120

FIG. 1

Addressing Logic 152
Current LMN Address 156

Master Slave
Interface Interface
153 154

Logical Connection Manager 151

Device 150

(57) Abstract: Various embodiments are described wherein a set of devices are configured to be a logical mesh network. Each
device has a logical mesh network address. Further, the set of logical mesh network addresses form a sequence from a first address to
a last address, and intermediate addresses having both a preceding and a next address. The devices store forwarding information
used to determine how to forward a received logical mesh network packet. Other embodiments are described and claimed.



10

15

20

25

30

WO 2017/172992 PCT/US2017/024855

TECHNIQUES AND SYSTEMS FOR LOGICAL MESH NETWORK CONTROL
CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims the benefit of and priority to previously filed United States Patent
Application Serial Number 15/089,194, filed April 1, 2016, the subject matter of which is

incorporated herein by reference in its entirety.
TECHNICAL FIELD
Embodiments are disclosed directed to logical mesh networks based on wireless links.
BACKGROUND

Network specifications (or network protocols) may set forth various requirements for

devices to meet in order to achieve particular functionality on a network. For example, a
particular network specification may require a certain message exchange sequence in order for
two devices to connect. Another example would be a network protocol that required a particular
format for network addressing.

While network specifications enable certain functionality, they may limit other
functionality. For example, if a network protocol requires a particular message exchange
sequence to establish a connection, then using a different sequence may result in devices being
unable to connect. Similarly if a particular network addressing format is required, then using a
network address with a different format may have disable network functionality.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an embodiment of devices configured to be in a logical mesh network.

FIG. 2 depicts an embodiment of devices configured to be in a logical mesh network.

FIG. 3 depicts an embodiment of a device.

FIG. 4A depicts an embodiment of an aspect of network traffic flow in a device.

FIG. 4B depicts an embodiment of an aspect of network traffic flow in a device.

FIG. 5A depicts an embodiment of an aspect of network traffic flow in a device.

FIG. 5B depicts an embodiment of an aspect of network traffic flow in a device.

FIG. 6 depicts an embodiment of a device with a host.

FIG. 7 depicts an embodiment of forwarding information in a device.

FIG. 8 depicts an embodiment of an aspect of network traffic flow in a source and
destination device.

FIG. 9 depicts an embodiment of aspects of multicast and broadcast traffic flows.

FIG. 10 depicts an embodiment of devices transferring information.

FIG. 11 depicts an embodiment of a device with a unicast, multicast and broadcast

address.
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FIG. 12 depicts a computer-readable medium.

FIG. 13 depicts an embodiment of a first logic flow.

FIG. 14 depicts an embodiment of a second logic flow.

FIG. 15A depicts an embodiment of a third logic flow.

FIG. 15B depicts an embodiment of a fourth logic flow.

FIG. 16 depicts an embodiment of a fifth logic flow.

FIG. 17 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 18 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 19 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 20 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 21 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 22 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 23 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 24 depicts an embodiment of an aspect of the configuration of a logical mesh
network.

FIG. 25 an embodiment of a device.

FIG. 26 an embodiment of a wireless network.

DETAILED DESCRIPTION

Embodiments are generally directed to wireless communication networks. Some
embodiments are particularly directed to enhanced techniques to improve management and
communications between a set of wireless devices, such as wireless mobile devices, for example.
The wireless mobile devices may be arranged to communicate in accordance with one or more
wireless communication protocols. In one embodiment, for example, the wireless mobile
devices may communicate using a wireless communication protocol defined by the Bluetooth
Special Interest Group (BT-SIG), such as the standard defined in the Bluetooth Specification 4.2,

December 9, 2014, including its predecessors, revisions and progeny (the “Bluetooth Protocol”).
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Several embodiments are directed to the Low Energy (LE) form of the Bluetooth Protocol, which
may be referred to as Bluetooth Low Energy (BLE).

Although techniques for certain embodiments are described with respect to the Bluetooth
Protocol and BLE, it may be appreciated that the same or similar techniques may be applied to
other wireless communications protocols as well. Embodiments are not limited in this context.

In general, network protocols may include definitions and requirements for network
interfaces. For example, a network protocol may define a master interface and a slave interface
and the way they interoperate. A device which operates with or as a master interface may be
termed a master device, and a device which operates with or as a slave interface may be termed a
slave device.

BLE uses a master/slave model. BLE devices may form a structure called a piconet, in
which there may be one master, and up to seven slaves. The master controls the parameters of
the connection and communication between the master and each slave. The slaves do not
connect or communicate directly with one another. However, pursuant to one of the recent
major changes in the BLE, a single BLE device may be both a master and a slave, so long as it
operates in these different roles in different networks. Still, the slaves, in their role as slaves,
cannot connect directly to each other.

Conventional techniques for forming a piconet using a master/slave model have significant
disadvantages. For example, if one slave device wants to send information to another slave
device, it may be that the only way to accomplish this is for the slave to send a message to the
master requesting that a message be sent to the other slave device. This may at least double the
amount of network traffic required compared to a slave device being able to send a message
directly to another slave device. Moreover, it could cause significant increases in power
consumption. It would be advantageous if the source slave device could indicate a destination
device and have a message delivered cither directly, with either no processing, or a only a
minimal amount of processing, by other devices in the network. Technical advantages include,
but are not limited to, bandwidth usage and power consumption. Other advantages are noted
below.

Moreover, the conventional techniques described above may impose distance restrictions
between devices connected by a piconet. That is, the maximum physical distance between a
source and destination device may be limited by the wireless range between the two devices. For
example, the maximum distance between a master and a slave may limit the potential size of
piconet with a central master and slaves that cannot communicate with each other.

Communication between devices that are located more than maximum distances from each other
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may not be possible using such a piconet structure. However, a significant technical advantage
could be achieved if slave devices were able to be intermediate devices so that they could bridge
that gap by relaying data.

Attempts to address these issues by a master that receives data from one slave at an
application layer, and sends it to a second slave also at the application layer could create a
significant communication and processing overload on the master which could cause, for
example, degraded performance of the master, latency in communication between the source and
destination devices, and limited communication ranges. Other challenges and limitations may be
overcome by the subject matter and principles disclosed herein.

Embodiments attempt to solve these and other problems by implementing, among other
features, a unique addressing scheme for a piconet. In one embodiment, for example, a network
or system may comprise a set of devices including a first device, where the first device may
include a logical connection manager. The logical connection manager is to manage connections
with the set of devices, and may include addressing logic. The addressing logic may determine a
network address in a set of network addresses for a corresponding set of devices. In one
embodiment, for example, the addressing logic may determine a sequential current logical mesh
network (LMN) address in a set of sequential LMN addresses corresponding to the set of
devices. Furthermore, the logical connection manager may include a master interface and a
slave interface. The master interface may connect to a slave interface of a second device within
the set of devices, the second device having a sequentially next LMN address. The slave
interface may connect to a master interface of a third device within the set of devices, the third
device having a sequentially previous LMN address. Other embodiments are described and
claimed.

Other embodiments include a network that is formed by devices that advertise to and scan
for information from other devices in a set of devices. These devices may stop advertising and
scanning after connecting to another device. Each device may accumulate network information
about other devices in the set of devices, and pass this information to peer devices. The network
may be operative after determining that forwarding information has been collected from all
devices in a set of devices.

Embodiments provide significant technical advantages over conventional solutions. Some
embodiments, for example, may provide technical advantages such as avoiding degraded
performance of the master, which could occur if slave devices tried to communicate with each
other by passing messages through their master. Other embodiments might provide technical

advantages such as avoiding additional latency, which could occur in the above and other
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situations. A further technical advantage may be increasing the maximum effective distance
between network devices. For example, a distant sensor can be connected to a sensor network
by providing a backbone of intermediate devices according to the principles disclosed.
Furthermore, some embodiments might enjoy all of the technical advantages described, in
addition to others.

FIG. 1 illustrates a system 100 comprising a set of devices, including a device 110, device
120, and device 150. These devices are configurable to be in a logical mesh network. While
FIG. 1 illustrates only three devices for purposes of clarity and understanding, it may be
appreciated that the system 100 may comprise more or less devices as desired for a given
implementation. For example, one embodiment may include devices 130, 140 (not shown).
Embodiments are not limited to a particular number of devices for the system 100.

In one embodiment, each device includes a logical connection manager, a portion of which
may be implemented in hardware or firmware. For example, device 110 includes logical
connection manager 111, device 120 includes logical connection manager 121, and device 150
includes logical connection manager 151. The logical connection manager is for each device to
manage logical connections with the set of devices within the system 100, which in this
embodiment includes devices 110-150 as noted above.

Each device may further include, in the embodiment shown in FIG. 1, addressing logic.
Device 110 includes addressing logic 112, device 120 includes addressing logic 122, and device
150 includes addressing logic 152.

The addressing logic may be generally arranged to determine a set of network addresses
for the set of devices within the system 100. In general, a network address is an identifier for a
device or network interface of a telecommunications network, such as the system 100. Network
addresses are often designed to be unique across the system 100, although some networks allow
for relative or local addresses that may not be unique. A network address may be used by a
device or network interface to connect and route information to a particular device or network
interface in the system 100. In one embodiment, for example, the network address may be for a
peer device, such as between two or more of the devices 110, 120, 130, 140 and/or 150. In such
cases, the network address may be used for peer-to-peer communications, forming a mesh
configuration or logical mesh network.

In one embodiment, for example, the addressing logic may determine a sequential current
logical mesh network address in a set of sequential LMN addresses corresponding to the set of
devices. As used herein, the term “sequential” refers to an ordered set of network addresses in

which repetitions are not allowed. By way of example, system 100 may use a set of sequential
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addresses that include a network address for each device in the system 100, including a first
address, a last address, and three intermediate addresses. For example, device 110 has current
LMN address 116, device 120 has current LMN address 126 and device 150 has current LMN
address 156. Further, each sequential address, except the initial and last sequential address, will
have a previous address and a next address. The first address will have only a current next
address and no current previous address, while the last address will have only a current previous
address and no current next address.

The sequential addresses correspond to the set of devices, so that corresponding to the
initial address is the initial device (hereinafter "the initial device"), corresponding to the last
address is the last device (hereinafter "the last device"), and corresponding to the intermediate
addresses are intermediate devices (hereinafter "intermediate devices”). Similarly, the device
corresponding to the "next address" of a device will be the device with the sequentially next
address, and the device corresponding to the "previous address" of a device will be the device
with the sequentially previous address.

Each device in the embodiment shown in FIG. 1 has a master interface and a slave
interface. In some embodiments, the master interface and slave interface are interfaces that
operate in accordance with the Bluetooth Protocol. In other embodiments, a device need not be
in full or even partial compliance with the Bluetooth Protocol in order to operate in accordance
with the principles set forth herein. The master and slave interfaces will be discussed in further
detail below.

As shown in FIG. 1, device 110 has master interface 113 and slave interface 114, device
120 has master interface 123 and slave interface 124, and device 150 has master interface 153
and slave interface 154. When operating in a logical mesh network according to the principles of
this disclosure, the master interface of a first device will be connected to the slave interface of
the next device, and the slave interface of the first device will be connected to the master
interface of the previous device. As noted above, the initial device will be connected by its
master interface to the slave interface of the next device, but will not be connected by its slave
interface to any other device in the set of devices. Similarly, the last device will be connected by
its slave interface to the master interface of the previous device, but will not be connected by its
slave interface to any other device in the set of devices.

By way of example, assume the system 100 forms a three device logical mesh network
between devices 110, 120 and 150, where the device 110 is an initial device, the device 120 is an
intermediate device, and the device 150 is a last device. To form a connection between the

devices 110, 120, the master interface 113 of the device 110 connects to the slave interface 124
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of the device 120. As the device 110 is the initial device, the slave interface 114 of the device
110 is not connected to any other devices in the system 100. To form a connection between the
devices 120, 150, the master interface 123 of the device 120 connects to the slave interface 154
of the device 150. As the device 150 is the last device, the master interface 153 is not connected
to any other devices in the system 100.

FIG. 2 illustrates additional aspects of system 100. In particular, FIG. 2 illustrates a
protocol stack for each of the devices 110, 120 and 150, and a flow of information or data
between the various protocol stacks and/or devices 110, 120 and 150. Communication between
devices is typically implemented using multiple protocols, where each protocol implemented in
software and/or hardware or firmware within a layer of a stack of protocols, often referred to as a
“protocol stack.” In one embodiment, a protocol stack may include an application layer, a
network layer, and a Bluetooth media access control (MAC) layer.

As shown in FIG. 2, devices 110, 120 and 150 are connected, respectively, by their master
and slave interfaces as described above. Endpoint 204a and endpoint 204b illustrate,
respectively, the sending and receiving applications 110a and 150a. Endpoint 205a and endpoint
205b represent the endpoints of the network connection extending from the network layer 110b
to the network layer 150b, through the network layer 120b, according to the principles set out in
this disclosure and described below.

In an embodiment, dataflow 206 represents how data may flow in the LMN of system 100,
comprising devices 110, 120, and 150. Dataflow 206 depicts an example of the flow of data
from the application layer 110a of device 110 to the application layer 150a of device 150.
Dataflow 206 is shown illustratively, beginning to the left of application 110a, moving down
through network layer 110b to the MAC layer 110c and then to device 120. The data enters the
device 120 at the MAC layer 120c, flows to the network layer 120b, and then back to the MAC
layer 120c before being transferred to device 150. The data enters device 150 through the MAC
layer 150c, is passed to the network layer 150b and then to application 150a. Applications 120a
and 150a may be applications such as sensor data applications, instant messaging applications,
notification applications, image sharing applications, or any other applications that may use
network services. In this embodiment, application 110a initiates the sending of data from device
110 to application 150a of device 150. Dataflow 206 represents the flow of that data in the LMN
of system 100.

FIG. 3 illustrates one example of a logical connection manager 121 of device 120 shown
in FIG. 1. In the dataflow 206 described above in connection with FIG. 2, device 120 is an

intermediate device. In this example, logical connection manager 121 manager includes current
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LMN address 126 and packet processing logic 125. Current LMN address 126 is one of a set of
sequential LMN addresses and may be stored in any of a variety of storage media, which will be
described in more detail below. Logical connection manager 121 may determine the current
LMN address 126 according to a method described below in connection with further
embodiments.

Packet processing logic 125, part of logical connection manager 121 may be implemented
in whole or in part in hardware or firmware, or in whole or in part in software. In the
embodiment shown in FIG. 3, packet processing logic 125 may be operative to act upon a
received network packet 301. For example, FIG. 3 may depict an aspect of the operation of
packet processing logic 125 in a portion of the dataflow 206 described above with reference to
FIG. 2. In particular, during operation of a logical mesh network of a set of devices such as
devices 110-150 shown in FIG. 2, an application 110a in device 110 may send a network packet
301 to an application 150a in device 150. On route to device 150, the network packet will be
received by intermediate device 120, as shown in FIG. 3. After device 120 receives network
packet 301, packet processing logic 125 may act upon network packet 301 to determine its
network destination address 302. As shown in FIG. 3, the network destination address 302 may
be contained within received network packet 301. Embodiments illustrating the operation of
packet processing logic on a received packet are further described below.

FIGS. 4A and 4B illustrate an exemplary operating environment to further describe the
dataflow 206 of FIG. 2. FIGS. 4A and 4B illustrate two examples of the flow of network packet
301 when the network packet destination address 302 is the same as the current LMN address
156 of device 150. FIG. 4A is a block diagram of device 140 and FIG. 4B shows the network
protocol stack of device 140. In some embodiments, logical connection manager 151 may be
implemented in network layer 150b.

In the first example, the received network packet 301 is received through the slave
interface 154 of device 150. In the second example, the received network packet is received
through the master interface 153 of device 150. In both examples, the received network packet
may next flow to logical connection manager 151, and, in particular, to packet processing logic
155. Packet processing logic 155, as described above, may determine destination address 302 of
the received network packet 301. In the examples shown in FIG. 4, the destination address of
the received network packet 301 is the same as the current LMN address 156 of device 150. As
discussed above, in the context of networking, the destination address of a packet may indicate
the device to which the packet is intended to be sent. For example, the packet may be sensor

data or a portion of sensor data, being sent to device 150. This is merely an example and not
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meant to be limiting. There are a myriad of networking applications and many more are being
created everyday, and any of these may be used in the context of this disclosure. Packet
processing logic 155 may pass the received network packet to the network layer 150b of device
150 because the network packet is addressed to device 150. In various embodiments, the
availability of the received network packet 301 at the network layer 150b enables the packet to
be processed according to the intended application 150a and the configuration of device 150.

FIGS. 5A and 5B illustrate an exemplary operating environment to still further describe
the dataflow 206 of FIG. 2. FIGS. 5A and 5B show examples of the flow of a received network
packet 301 when network packet destination address 302 is different from the current LMN
address of device 120. FIG. 5A is a block diagram of device 120 and FIG. 5B shows the
network protocol stack of device 120. In one example, the received network packet 301 is
received through slave interface 124 of device 120, and in another example, it is received
through master interface 123. In both examples, received packet 301 may flow to logical
connection manager 121, and in particular, packet processing logic 125. Packet processing logic
125, as described above, may determine the destination address of received network packet 301.
As previously mentioned, for the examples depicted in FIGS. 5A and 5B, the destination address
302 of received network packet 301 is different from the current LMN address of device 126.
This may indicate that the network packet is meant to be received by a different device in the set
of devices comprising the logical mesh network, and that device 120 is an intermediate device
meant to forward the received packet towards the device corresponding to the destination address
of the received packet. In this situation, packet processing logic may forward the received
network packet 301. Packet processing logic 125 may forward received network packet 301
through either slave interface 124 or master interface 123. The forwarding process will be
described in more detail below.

FIG. 6 illustrates an embodiment in which device 120 has a host 128.
The term “host” as used herein refers to the host portion of the device, at least a portion of which
may be implemented in hardware or firmware. In the context of wireless networking, the term
host may refer to the host layers of the protocol stack, which may include all the layers above the
MAC layer. For example, in the context of the the Bluetooth Protocol and BLE, the Bluetooth
host may to all of the protocol layers above the host-controller interface layer. As such, the host
may include applications and portions of the operating system of the device including power
control. In addition to an on-state and an off-state, network devices may include other power
states such as standby, sleep, or low-power. The control of these power states may be used to

control the power consumption and efficiency of devices. The host may be in a lowered power
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state while the host-controller interface layer and the layers below remains operative, thereby
saving power but still being operative to receive and process network traffic by the latter.

FIG. 6 depicts device 120 as including a host with three power states, sleep, standby, and
on. When the host is in sleep or standby mode, less power is consumed than when it is on.
According to the principles set forth in this disclosure, a network packet may be received,
processed, and forwarded by a device in a set of devices comprising a logical mesh network,
without requiring the host to be in the on-state, or to undergo any power changes. That is, the
processing required to receive and forward a network packet by the packet processing logic 125
and the logical connection manager 121 may occur without causing the host to change power
state. These embodiments can provide power savings by enabling processing of received
network packets without having to change the power state of the host 128. When there are many
network packets and many devices, the power savings may be increased.

As described, host 118 may have various power states such as sleep, standby, or on. It is
worthy to note that there may be other host power states other than those mentioned without
departing from the principles of this disclosure, for example hibernate or deep sleep. That is, the
network packet is received, its destination address is determined to be different from current
LMN address of device 610, the received packet is forwarded to another device in the set of
devices comprising a logical mesh network, without causing a change in the power state of host
128, whatever the various power states of host 128 may be.

FIG. 7 illustrates an example of forwarding information 110d for device 110. Forwarding
information is used by the device to determine which interface to use to forward a received
network packet to a device with a particular destination address other than the current LMN
address of device 110. Generally, forwarding information comprises a set of entries, where each
entry corresponds to an LMN address in the set of LMN addresses that correspond to the set of
devices comprising a logical mesh network. Forwarding information may be stored in any
variety of storage media, as will be discussed in detail below.

In some embodiments, a device such as device 110 may belong to more than one logical
mesh network. In these embodiments, forwarding information 110d for each entry will include a
network identifier, also known as a group identifier. For example, the first entry or row in
forwarding information 110d has group identifier G and the third entry or row has group
identifier H, indicating that device 110 is a member of two logical mesh networks, one with
group identifier G, the other with group identifier H. This is not limiting in any way; a device

may be a member of one or more logical mesh networks within the principles of this disclosure.
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Each entry in forwarding information 110d comprises, in addition to the network or group
identifier, and a sequential LMN address of another device in the set of devices comprising that
LMN, identification of which interface, the master interface or the slave interface, should be
used to forward a packet with destination address of that entry. For example, the first row of
forwarding information 110d indicates that in network G, a received packet with destination
address 0x0001 should be forwarded through the master interface 113 of device 110. Similarly,
the third row of forwarding information 110d indicates that in network H, a received packet with
destination address 0x0011 should be forwarded through slave interface 114.

FIG. 8 depicts an example of packet flow 810 through source device 110 and packet flow
820 through destination device 120. The flows 810 and 820 are depicted with the protocol layers
of devices 110 and 120, and the frame format 803 at corresponding protocol layers. Itis worthy
to note that in the context of this disclosure, the terms "frame" and "packet” are used
interchangeably.

Frame format 803, as shown on the left side of the diagram in FIG. &, has three parts. The
first part is application layer packet 804. Application layer packet 804 is a packet formed by an
application running on a device such as device 110 or 120, such as a sensor data application, or
any other application that uses network services. An application may cause a packet to be
formed to transfer information to another application running on a different device. For
example, application 110a running on device 110 may form packet 804 to transfer information to
application 150a running on device 110.

After packet 804 is formed at the application layer to be transferred to another device, it
may be passed to a network layer. For example, packet 804 is passed from application layer
810a to network layer 810b. At network layer 810b, the information in packet 804 may be
encapsulated as payload 805 as indicated by arrow 801, and then preceded by information 806
which comprises the LMN destination address and identifier. The information 806 in FIG. 8 is
0x0011 for the LMN destination address and G for the network or group identifier. Examples
for information 806 may include a header or header information.

The packet 804 formed at application layer will next pass to the MAC layer 110c and be
encapsulated to become MAC frame 807. As indicated by arrow 802, the payload of the MAC
layer frame 807 will be formed from the combination of payload 805 and information 806 of
network packet 860. For the example depicted in FIG. 8, the MAC layer frame 870 will be
formed according to the Bluetooth Specification to prepare for transmission by a Bluetooth radio
(not shown). Additional information included in the encapsulated frame is derived from

forwarding information 110d in device 110. For example, which of the master interface 113 or
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slave interface 114 to use to forward the MAC frame 807 is derived from the forwarding
information 110d. For example, using information 806 as an index into forwarding information
110d, the third row is indicated, which identifies the master interface. Thus, information
indicating master interface 113 will be included in the encapsulated packet.

After being transmitted to and received by appropriate intermediate devices, MAC frame
870 will be received by device 150. As discussed above, the destination address of packet 870
will be determined to be the same as the current LMN address of device 150, and the packet will
be passed from MAC layer 850c up the protocol stack of device 150 to network layer 150b, and
then to application layer 150a. Forwarding information 150b of device 150 is not necessary for
passing a received packet up the protocol stack of the destination device.

FIG. 9 depicts example packet flows 911 and 921 through intermediate devices 910 and
920. Packet flow 911 is illustrated with unicast packet 912, and packet flow 910 is illustrated
with multicast packet 922. Each flow is depicted with the protocol layers of the corresponding
devices, and a portion of the frame format 915 for packet 912 and a portion of frame format 925
for packet 922 are illustrated at corresponding protocol layers. As stated above, in the context of
this disclosure, the terms "frame" and "packet” are used interchangeably.

In this embodiment, the flow of unicast packet 912 through intermediate device 910
proceeds as follows. Device 910 receives Bluetooth Low Energy (BLE) frame 906 including
payload 907. As shown by arrow 901, payload 907 is passed to network layer 910b where it is
unpacked into information 9031 and payload 905. Information 903i indicates that the destination
LMN address is determined to be 0x0011 and the LMN group identifier to be G. Based on the
forwarding information in network layer 910b, master interface 913 is indicated to be the egress
interface for forwarding. The network layer 910b will pass payload 905 and information back to
BLE layer 910c for encapsulation as a BLE layer frame to be transmitted over the physical
network through master interface 913.

The flow of multicast packet 922 through intermediate device 922 proceeds as follows. In
this example, device 920 receives BLE frame 909 including payload 910. As shown by arrow
902, the payload 910 is passed to the network layer 920b where the MAC payload 910 is parsed
into information 904i and payload 908. Information 904i indicates that LMN destination address
of packet 922 is determined to be multicast address 0x1001 and the LMN group identifier to be
G. Based on the forwarding information in network layer 920b, and the device address
information, it may be determined that packet 922 is a multicast packet with a LMN destination
multicast address 0x1001. Multicast address is shared at least by intermediate device 920 that

has received the packet in addition to other devices in the set of devices comprising the LMN.
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This is indicated by the second row of the forwarding information indicating that a packet with
destination address 0x1001 in network G is to be forwarded through master interface 923 of
intermediate device 920, as shown by flow 926.

FIG. 10 depicts an embodiment which illustrates example BLE messages to exchange
information between adjacent devices in a logical mesh network. For example, if it is
determined that device 120 is to send a network message over slave interface 124 to master
interface 133 of device 130, slave interface 124 may send an BLE indication or notification
message to master interface 123. On the other hand, if it is determined to send a message from
master interface 123 to slave interface 124, master interface 123 may use a BLE write operation.
As mentioned earlier, BLE messages are used in some embodiments according to the principles
disclosed herein, but this is not limiting in any way. Other wireless network protocols may be
used within the spirit and principles of the subject matter of this disclosure.

FIG. 11 shows an alternate embodiment of device 110 of FIG. 1. In the alternate
embodiment shown in FIG. 9, device 110 has three network addresses - each of a different kind -
rather than one network address as in the embodiment shown in FIG. 1. The three kinds of
network addresses are a unicast network address or unicast address, a multicast network address
or multicast address, and a broadcast network address, or broadcast address. A unicast address is
a network address that belongs to one device only. The embodiments described above may be
understood in terms of the LMN addresses being a unicast addresses. A broadcast network
address is an address shared by all devices in a particular network. For example, in system 100
of FIG. 1, a broadcast address would be shared by, and the same for each of the three comprising
devices. When a network message or packet is sent with a broadcast address, it goes to each
device with that address, i.e. all the devices in that network. A multicast address corresponds to
a group of devices in a network. A group of devices or a group of addresses may be selected and
defined as a multicast group. Each device which gets assigned that multicast address will then
receive network messages or packets addressed to that multicast address. Other devices that
comprise the network but do not include that multicast network address may still receive
messages or packets at the MAC and network layers, but will not receive those packets at the
application layer. There may be one or several, or no, multicast groups within any particular
network. In FIG. 9, device 110 is depicted as having unicast address 0x0010, multicast address
0x1001 and broadcast address 0x1111.

FIG. 12 illustrates an embodiment of a storage medium 1100. Storage medium 1100 may
comprise any non-transitory computer-readable storage medium or machine-readable storage

medium, such as an optical, magnetic or semiconductor storage medium. In various
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embodiments, storage medium 1100 may comprise an article of manufacture. In some
embodiments, storage medium 1100 may store computer-executable instructions, such as
computer-executable instructions to implement one or more of logic flow 1300 of FIG. 13, logic
flow 1400 of FIG. 14, logic flows 1500, 1510 and 1520 of FIGS. 15A and 15B, and logic flow
1600 of FIG. 16. Examples of a computer-readable storage medium or machine-readable storage
medium may include any tangible media capable of storing electronic data, including volatile
memory or non-volatile memory, removable or non-removable memory, erasable or non-
crasable memory, writeable or re-writeable memory, and so forth. Examples of computer-
executable instructions may include any suitable type of code, such as source code, compiled
code, interpreted code, executable code, static code, dynamic code, object-oriented code, visual
code, and the like. The embodiments are not limited in this context.

Operations for the above embodiments may be further described with reference to the
following figures and accompanying examples. Some of the figures may include a logic flow.
Although such figures presented herein may include a particular logic flow, it can be appreciated
that the logic flow merely provides an example of how the general functionality as described
herein can be implemented. Further, the given logic flow does not necessarily have to be
executed in the order presented unless otherwise indicated. In addition, the given logic flow may
be implemented by a hardware or firmware element, a software element executed by a processor,
or any combination thereof. The embodiments are not limited in this context.

FIG. 13 illustrates an example a logic flow that may be representative of some
embodiments. More particularly, logic flow 1300 may be representative of operations that may
be performed in various embodiments by devices such as device 110, 120, and 150 of system
100 comprising a LMN as shown in FIG. 1. As shown in FIG. 13 at 1301, a logical mesh
network (LMN) address in a set of sequential LMN addresses, corresponding to a set of devices,
may be determined for a device in the set of devices.

For example, in FIG. 3, device 110 has current LMN address 116, device 120 has current
LMN address 126, and device 150 has current LMN address 156. Current LMN addresses 116,
126, and 156 are sequential and correspond to the set of devices 110, 120 and 150.

At 1302, a first device connects by its master interface to a slave interface of a second
device where the second device has the sequentially next LMN address. For example, in FIG. 1
device 120 connects by its master interface 123 to the slave interface 154 of device 150, which
has the sequentially next LMN address.

At 1303, a first device connects by its slave interface to a master interface of a third device

where third device has the sequentially previous LMN address. For example, in FIG. 1, device
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120 connects by its slave interface 124 to the master interface 113 of device 110, which has a
sequentially previous LMN address.

FIG. 14 illustrates an example a logic flow that may be representative of some
embodiments. More particularly, logic flow 1400 may be representative of operations that may
be performed in various embodiments by a device in a set of devices comprising an LMN such
as device 120 and device 150 in FIGS. 3, 4A-4B and 5A-5B. As shown in FIG. 14 at 1401, a
LMN packet is received by a device which determines the LMN destination address of the
received LMN packet. For example, in FIG. 3, LMN packet 301 is received by device 120 and
packet processing logic 115 determines the LMN destination address of received packet 301.

At 1402, the receiving device determines whether the destination address of the received
packet the same as the current LMN address of the device. For example, in FIGS. 4A and 5A,
packet processing logic 125 determines whether the destination address 302 of received packet
301 is the same as current LMN address 126 of device 120. If it is determined that the
destination address 301 is the same as current LMN address 126, then the flow moves to 1403.
If it is determined that the destination address 301 is different from the current LMN address
126, then the flow moves to 1404.

At 1403, the received LMN packet is passed to the network layer of the receiving device
because the packet’s destination address is the same as the first device. For example, in FIG. 4B,
the received LMN packet 301 is passed to the network layer 120b of device 120.

At 1404, the received LMN packet is forwarded because the packet’s destination address is
different from the receiving devices network address. For example, in FIG. 5B, the received
LMN packet 301 is forwarded through either the slave interface 124 or the master interface 123
of device 120.

FIG. 15A illustrates an example a logic flow that may be representative of some
embodiments. More particularly, logic flow 1500 may be representative of operations that may
be performed in various embodiments by device 120 of FIG. 3 and device 110 of FIG. 7. As
shown in FIG. 15A at 1501, a device determines the destination address of a received network
packet. For example, in FIG. 3, device 120 determines the destination address 302 of received
packet 301.

At 1502, the destination address is looked up in the comprising entries of the forwarding
information. For example, as shown in FIG. 7, forwarding information 110d includes rows of
entries for other devices in the set of devices comprising a LMN. Each entry is indexed by the

LMN address corresponding to one of the devices in the set of devices comprising the LMN.
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At 1503, the entry in the forwarding information indexed with the destination address of
the received network packet determines which interface to use to forward the received network
packet 302. For example, in FIG. 7, a packet 301 with LMN destination address 0x0010
indicates the master interface 123.

FIG. 15B illustrates two examples of logic flows 1510 and 1520 that may be
representative of some embodiments. More particularly, logic flows 1510 and 1520 may be
representative of operations that may be performed in various embodiments by devices such as
device 110 of FIG. 7 and devices 1020 and 1030 of FIG. 10. As shown in FIG. 15B at 1511, the
destination address of a received packet is looked up in a forwarding information. For example,
in FIG. 7, the destination address is looked up in forwarding information 110d.

At 1512, the forwarding information indicates that the received packet should be
forwarded via the master interface. For example, in FIG. 7, device 110 may determine by
consulting the forwarding information 110d that the received packet should be forwarded over
the slave interface 114. At 1513, a device uses a Attribute Profile (ATT) indication or
notification to forward the received packet from the slave interface of the current device to the
master interface of the previous device. For example, in FIG. 10, device 1010 uses a ATT
indication or notification to forward the received packet from slave interface 1014 to the master
interface 1023 of device 1020.

As shown in FIG. 15B at 1521, the destination address of a received packet is looked up in
a forwarding information. For example, in FIG. 7, the destination address is looked up in
forwarding information 110d. At 1522, the forwarding information indicates that the received
packet should be forwarded via the slave interface. For example, in FIG. 7, device 110 may
determine that the received packet should be forwarded over the master interface 113. At 1523,
a device uses a Attribute Profile (ATT) write operation to forward the received packet from the
master interface of the current device to the slave interface of the previous device. For example,
in FIG. 10, device 1020 uses a ATT write operation to forward the received packet from master
interface 1023 to the slave interface 1014 of device 1010.

FIG. 16 illustrates an example for establishing a logical mesh network (LMN). This is
just an example and meant to be illustrative. Logical mesh networks as described in this
disclosure are not limited to being configured as described in the following example.

In an embodiment, there are two preconfiguration operations. First, a unique network
identifier may be assigned to each device. In some embodiments, this device unique identifier
(DUD) could be a number or a letter within a service in the GATT layer. In addition, since

several groups of BT devices can create different networks a group unique identifier (GUI) may
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be assigned. The group identifier may be common to all devices in the group, but unique only to
this group. These two identifiers, which may be preconfigured, will be advertised by each
participating BT device.

Dynamically forming a connection. In 1650, as discussed above, each device in the set of
devices may be a master device and a slave device. Therefore, in the initial phase of LMN
formation, each device will (a) scan for advertisements with the same GUI; and (b) advertise its
own GUI, DUI and Tx power.

A device which hasn't yet formed a connection will continue to scan for advertisements
with the same GUI as its own, and in some embodiments, save the average RSSI of the last 3
received advertisements from a particular device, with the Tx power. After receiving
advertisements from devices within its Rx range, or after a timeout in the case of receiving less
than a certain number of advertisements, the seeking participating BT device would determine
which advertising participating BT device had the best average RSSI relative to the Tx power,
and attempt to establish a connection with that advertising device. If the advertising device has
not yet formed a connection with a different seeking device, then the seeking device will
establish a connection. If the determined advertising device has already formed a connection
with a different secking device, then the seeking device may go to advertising device with the
next best average RSSI and attempt to connect. This process will continue iteratively until the
secking device has established a connection with an advertising device. In some embodiments
this may increase the probability that the connections which form will be for devices that are
physically closest to one anothetr.

After this connection is formed, the connected master will stop scanning and the connected
slave will stop advertising. This will result in an open ring topology of participating BT devices,
where each device will have a maximum of one connection to the master interface and one
connection to the slave interface.

Creating and updating forwarding information. In 1651, as discussed above, each

participating BT device will have LMN forwarding information for all the devices in its chain.
In some embodiments the LMN forwarding information may be indexed by DUI of other
participating BT devices and the egress interface to get to it.

After the BT connections are established, the next phase begins, which in some
embodiments may be referred to as "neighbor sharing.” In this phase, each participating BT
device will exchange forwarding information with its BT peers. Each device will update its
forwarding information for all of the participating BT devices. In some embodiments, this may

be done by ATT notifications or indications from the slave to the master interfaces of
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participating BT devices, and with ATT write operations from the master to the slave interfaces.
For example, after a particular BT connection is formed, the device connecting with its master
interface will have a new entry in its forwarding information with the slave device DUI and
master interface egress. Similarly, the slave device will have a new entry in its forwarding
information with the master device DUI and the slave interface egress

Passing forwarding information knowledge. In 1652, there are various circumstances in

which a participating BT device may receive a forwarding information update on one of its
interfaces. For example, the participating BT device may receive an explicit message from a
new peer, ot the identification of a lost link somewhere in the chain of BT devices forming the
LMN. These are merely examples and illustrative, and are not limiting within the principles
disclosed herein.

For a new connection, it associates the new peer plus all the entries this peer has reported
to the interface from which it had received the report. For a broken connection, it deletes the
entries it had for this interface. Then it will send this updated information out the opposite
interface (slave, if received on master; master if received on slave). In this manner, an added or
removed connection will be propagated from the link itself towards one of the edges of the open
ring, updating all the devices on the way, so that each device will build its own forwarding
information for all of the BT devices in the open ring. A new connection will trigger a
corresponding process which will propagate through all the devices to the other edge of the open
ring so that each device on the way will receive the updates and build its own updated
forwarding information. Thus, after a new BT connection is formed, each participating BT
device in the LMN will have updated forwarding information for each egress interface.

Keeping the chain open. In 1653, after the open ring topology forms from the connection

phase described above, it is theoretically possible that a connection could form between ends of
the open ring resulting in a closed ring. This possibility is undesirable and steps may be taken to
prevent its occurrence. There are two primary reasons it is undesirable. First, it creates a
master-slave loop, which is not recommended by the BT specification because of the creation of
timing configuration loops. Second, it would make the process of a new device joining an
existing LMN much more complex.

To prevent the closing of the ring, some embodiments provide the following configuration.
During the connection phase, if a scanning device receives an advertisement from a device which
is already identified in its forwarding information by GUI and DUI, then it will not request a
connection. This will ensure that the ring stays open. All devices form both master and slave

connections except for a device at the "head" of the chain for which connection is established on
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its slave connection and the "tail" of the chain which does not establish a master connection.
When the head of the chain can't create a slave connection for a defined time period T, it would
send a message to all devices that the network is established and all devices move to the
established phase.

Sending messages. In 1654, in the established phase, the open ring topology is formed

between the participating BT devices. Each device that wants to send a message to another
device located in the ring may look for either of the slave or master interface of the DUI in the
forwarding information, and send the message formed with the DUI out through that interface.
Each participating BT device that receives this message will include logic as described above to
decode the address, and either pass the packet up after recognizing the destination address as its
own, or forward the packet out an egress interface identified by consulting the forwarding
information.

Dynamically adding BT devices to the open ring. In 1655, in some embodiments where

the participating BT devices are either relatively crowded in terms of location, and/or some of
the devices are moving, a new device may join the ring in the following way. The new device
could connect to either the network's "tail" device as a slave to this device or the network's
"head" device a master to this device. The device would advertise the group's GUI and scan for
it. By doing so, it would either receive an advertisement of the only device still advertising in
the group (one pole of the open ring) or the only scanning device (second pole of the open ring)
would receive its advertisements. The first to occur would connect it with the open ring group.
Both operations would not occur simultancously because the after one connection was
established, the other pole device would know that the newly added device already exists in its
open ring. It would have this knowledge as the updated forwarding information propagated to
cach participating BT device as described above, and respective forwarding information updated.
If due to race conditions such a connection did happen to occur, it would be eventually
diconnected using the connection timestampof each connection and disconnecting the latest one
which caused the loop.

In other embodiments where the participating BT devices are geographically sparse, or
typically fixed in position, the new device could advertise the group's GUI and scan for it. In
these embodiments, a participating BT device may identify such an advertising message, and
then send a "reset” message to all the devices in the network. The devices will propagate the
message so that all participating BT devices receive the message and terminate existing

connections so that the network will reestablish according to the description above. This would
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allow the joining device to be positioned in the best geographic position in terms of the RSSI to
other devices in the network.

Opening the ring. In 1656, in some embodiments, a connection between two participating
BT devices might be distrupted. The device which is no longer a master would resume scanning
and the device which is no longer a slave would resume advertising the same information as
when it was joining the network. This would operationally be similar to a stage described above
in connection with establishing the open ring.

FIGS. 17-20 illustrate a configuration of a logical mesh network comprising a set of six
devices 1701 - 1706. FIG. 17 shows a set of 6 devices, 1701-1706 to be configured to create an
example LMN. Each of the devices is on a grid to represent approximate relative distance. For
example, device 1701 is located at (2,2) on the grid and device 2 is located at (1,4) on the grid.
Each of the other devices 1703-1706 is similarly labeled with its coordinates on the grid. In
some embodiments, cach of the devices will operate according to the process described above in
connection with the formation of a LMN. Each device will broadcast its GUI, DUI, and Tx
power, and each device will scan and hear broadcasts from the other devices. In response, as
shown in FIG. 18, each device will form a vector of average RSSI representing the other BT
devices.

Next, as shown in FIG. 19, each device will request a connection to the BT advertising
device with the best RSSI. In this embodiment, there is no synchronization between non-
connected devices, so it is possible that two connection requests to the same device are sent at
the same time. However, each device will accept only one connection and refuse all others.
Moreover, each device will be the master of only one slave. The times of the connection
requests are represented by designations T1-T6. As shown in FIG. 19, the connection request of
device 1703 to device 1704 at TS, which is later than the connection request of device 1706 to
device 1704, is refused at T6. Therefore device 1704 connects with device 1706, and device
1703 ends up with no connection at its master interface.

FIG. 20 shows the established phase where each device has eventually received a positive
connection reply (other than the master interface of the tail device 1703 and the slave interface of
the head device 1705) and the overall topology formed is a chain from device 1705 to device
1706 via connection 1705, from device 1706 to device 1704 via connection 2004, from device
1704 to device 1701 via connection 2003, from device 1701 to device 1702 via connection 2002,
and finally from device 1702 to device 1703 via connection 2001. In this embodiment, the

connection topology is geographically close to optimal because the RSSI strength is used as a
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criteria for which device to initiate contact. Once the topology is established, the devices will
cach send a message that the chain is ready to work and pass data from one device to another.

FIG. 21 shows an example similar to FIG. 17, with the difference being that the location of
device 1702 is changed from coordinates (1,4) to (4,4). As discussed below, this will result in a
different configuration of the LMN, so the set of devices 1701-1706 will be referred to as
devices 2101-2106. The coordinate positions of the other devices is the same as in FIG. 17.
FIG 22 shows the new RSSI vector formed by each device 2101-2106 based on the changed
relative device positions. The new RSSI vectors cause a change in the connection flows shown
in FIG. 23 as compared to FIG. 19. A double request occurs again, but with different devices.
At TO, devices 2101 and 2104 each send a connection request to device 2102. Device 2102
replies with a positive response only to device 2101 and a negative response (or no response) to
device 2104. That will cause device 2104 to try to connect to a different device as a master,
which in this example is device 2101. Accordingly, the topology shown in FIG. 24 will form.

Again, the connection topology is geographically close to optimal because the RSSI
strength is used as a criteria for which device to initiate contact. Once the topology is
established, the devices will each send a message that the chain is ready to work and pass data
information from one device to another.

FIG. 25 illustrates an embodiment of a communications device 2500 that may implement
one or more of devices 110-150 of FIGS. 1-3, logic flow 1300 of FIG. 13, logic flow 1400 of
FIG. 14, logic flows 1500, 1510 and 1520 of FIGS. 15A and 15B, and logic flow 1600 of FIG.
16. In various embodiments, device 2500 may comprise a logic circuit 2528. The logic circuit
2528 may include physical circuits to perform operations described for one or more of devices
110-150 of FIGS. 1-3, logic flow 1300 of FIG. 13, logic flow 1400 of FIG. 14, logic flows 1500,
1510 and 1520 of FIGS. 15A and 15B, and logic flow 1600 of FIG. 16, for example. As shown
in FIG. 25, device 2500 may include a radio interface 2510, baseband circuitry 2520, and
computing platform 2530, although the embodiments are not limited to this configuration.

The device 2500 may implement some or all of the structure and/or operations for one or
more of devices 110-150 of FIGS. 1-3, logic flow 1300 of FIG. 13, logic flow 1400 of FIG. 14,
logic flows 1500, 1510 and 1520 of FIGS. 15A and 15B, and logic flow 1600 of FIG. 16, and
logic circuit 2528 in a single computing entity, such as entirely within a single device.
Alternatively, the device 2500 may distribute portions of the structure and/or operations for one
or more of one or more of devices 110-150 of FIGS. 1-3, logic flow 1300 of FIG. 13, logic flow
1400 of FIG. 14, logic flows 1500, 1510 and 1520 of FIGS. 15A and 15B, and logic flow 1600

of FIG. 16 across multiple computing entities using a distributed system architecture, such as a
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client-server architecture, a 3-tier architecture, an N-tier architecture, a tightly-coupled or
clustered architecture, a peer-to-peer architecture, a master-slave architecture, a shared database
architecture, and other types of distributed systems. The embodiments are not limited in this
context.

In one embodiment, radio interface 2510 may include a component or combination of
components adapted for transmitting and/or receiving single-carrier or multi-carrier modulated
signals (e.g., including complementary code keying (CCK), orthogonal frequency division
multiplexing (OFDM), and/or single-carrier frequency division multiple access (SC-FDMA)
symbols) although the embodiments are not limited to any specific over-the-air interface or
modulation scheme. Radio interface 2510 may include, for example, a receiver 2512, a
frequency synthesizer 2514, and/or a transmitter 2516. Radio interface 2510 may include bias
controls, a crystal oscillator and/or one or more antennas 2518-f. In another embodiment, radio
interface 2510 may use external voltage-controlled oscillators (VCOs), surface acoustic wave
filters, intermediate frequency (IF) filters and/or RF filters, as desired. Due to the variety of
potential RF interface designs an expansive description thereof is omitted.

Baseband circuitry 2520 may communicate with radio interface 2510 to process receive
and/or transmit signals and may include, for example, a mixer for down-converting received RF
signals, an analog-to-digital converter 2522 for converting analog signals to digital form, a
digital-to-analog converter 2524 for converting digital signals to analog form, and a mixer for
up-converting signals for transmission. Further, baseband circuitry 2520 may include a
baseband or physical layer (PHY) processing circuit 2526 for PHY link layer processing of
respective receive/transmit signals. Baseband circuitry 2520 may include, for example, a
medium access control (MAC) processing circuit 2527 for MAC/data link layer processing.
Baseband circuitry 2520 may include a memory controller 1232 for communicating with MAC
processing circuit 2527 and/or a computing platform 2530, for example, via one or more
interfaces 2534.

In some embodiments, PHY processing circuit 2526 may include a frame construction
and/or detection module, in combination with additional circuitry such as a buffer memory, to
construct and/or deconstruct communication frames. Alternatively, or in addition, MAC
processing circuit 2527 may share processing for certain of these functions or perform these
processes independent of PHY processing circuit 2526. In some embodiments, MAC and PHY
processing may be integrated into a single circuit.

The computing platform 2530 may provide computing functionality for the device 2500.

As shown, the computing platform 2530 may include a processing component 2540. In addition
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to, or alternatively of, the baseband circuitry 2520, the device 2500 may execute processing
operations or logic for one or more of devices 110-150 of FIGS. 1-3, logic flow 1300 of FIG. 13,
logic flow 1400 of FIG. 14, logic flows 1500, 1510 and 1520 of FIGS. 15A and 15B, and logic
flow 1600 of FIG. 16, using the processing component 1240. The processing component 2540
(and/or PHY 2526 and/or MAC 2527) may comprise various hardware elements, software
clements, or a combination of both. Examples of hardware elements may include devices, logic
devices, components, processors, miCroprocessors, circuits, processor circuits, circuit elements
(e.g., transistors, resistors, capacitors, inductors, and so forth), integrated circuits, application
specific integrated circuits (ASIC), programmable logic devices (PLD), digital signal processors
(DSP), field programmable gate array (FPGA), memory units, logic gates, registers,
semiconductor device, chips, microchips, chip sets, and so forth. Examples of software elements
may include software components, programs, applications, computer programs, application
programs, system programs, software development programs, machine programs, operating
system software, middleware, firmware, software modules, routines, subroutines, functions,
methods, procedures, software interfaces, application program interfaces (API), instruction sets,
computing code, computer code, code segments, computer code segments, words, values,
symbols, or any combination thereof. Determining whether an embodiment is implemented
using hardware elements and/or software elements may vary in accordance with any number of
factors, such as desired computational rate, power levels, heat tolerances, processing cycle
budget, input data rates, output data rates, memory resources, data bus speeds and other design or
performance constraints, as desired for a given implementation.

The computing platform 2530 may further include other platform components 2550. Other
platform components 2550 include common computing elements, such as one or more
processors, multi-core processors, Co-processors, memory units, chipsets, controllers,
peripherals, interfaces, oscillators, timing devices, video cards, audio cards, multimedia
input/output (I/0) components (e.g., digital displays), power supplies, and so forth. Examples of
memory units may include without limitation various types of computer readable and machine
readable storage media in the form of one or more higher speed memory units, such as read-only
memory (ROM), random-access memory (RAM), dynamic RAM (DRAM), Double-Data-Rate
DRAM (DDRAM), synchronous DRAM (SDRAM), static RAM (SRAM), programmable ROM
(PROM), erasable programmable ROM (EPROM), electrically erasable programmable ROM
(EEPROM), flash memory, polymer memory such as ferroelectric polymer memory, ovonic
memory, phase change or ferroelectric memory, silicon-oxide-nitride-oxide-silicon (SONOS)

memory, magnetic or optical cards, an array of devices such as Redundant Array of Independent
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Disks (RAID) drives, solid state memory devices (e.g., USB memory, solid state drives (SSD)
and any other type of storage media suitable for storing information.

Device 2500 may be, for example, an ultra-mobile device, a mobile device, a fixed device,
a machine-to-machine (M2M) device, a personal digital assistant (PDA), a mobile computing
device, a smart phone, a telephone, a digital telephone, a cellular telephone, user equipment,
cBook readers, a handset, a one-way pager, a two-way pager, a messaging device, a computer, a
personal computer (PC), a desktop computer, a laptop computer, a notebook computer, a netbook
computer, a handheld computer, a tablet computer, a server, a server array or server farm, a web
server, a network server, an Internet server, a work station, a mini-computer, a main frame
computer, a supercomputer, a network appliance, a web appliance, a distributed computing
system, multiprocessor systems, processor-based systems, consumer electronics, programmable
consumer electronics, game devices, display, television, digital television, set top box, wireless
access point, base station, node B, subscriber station, mobile subscriber center, radio network
controller, router, hub, gateway, bridge, switch, machine, or combination thereof. Accordingly,
functions and/or specific configurations of device 2500 described herein, may be included or
omitted in various embodiments of device 2500, as suitably desired.

Embodiments of device 2500 may be implemented using single input single output (SISO)
architectures. However, certain implementations may include multiple antennas (e.g., antennas
1225-f) for transmission and/or reception using adaptive antenna techniques for beamforming or
spatial division multiple access (SDMA) and/or using MIMO communication techniques.

The components and features of device 2500 may be implemented using any combination
of discrete circuitry, application specific integrated circuits (ASICs), logic gates and/or single
chip architectures. Further, the features of device 2500 may be implemented using
microcontrollers, programmable logic arrays and/or microprocessors or any combination of the
foregoing where suitably appropriate. It is noted that hardware, firmware and/or software
clements may be collectively or individually referred to herein as “logic” or “circuit.”

It should be appreciated that the exemplary device 2500 shown in the block diagram of
FIG. 25 may represent one functionally descriptive example of many potential implementations.
Accordingly, division, omission or inclusion of block functions depicted in the accompanying
figures does not infer that the hardware components, circuits, software and/or elements for
implementing these functions would necessarily be divided, omitted, or included in
embodiments.

FIG. 26 illustrates an embodiment of a broadband wireless access system 2600. As shown

in FIG. 26, broadband wireless access system 2600 may be an internet protocol (IP) type
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network comprising an internet 2610 type network or the like that is capable of supporting
mobile wireless access and/or fixed wireless access to internet 2610. In one or more
embodiments, broadband wireless access system 1300 may comprise any type of orthogonal
frequency division multiple access (OFDMA)-based or single-carrier frequency division multiple
access (SC-FDMA)-based wireless network, such as a system compliant with one or more of the
3GPP LTE Specifications and/or IEEE 802.16 Standards, and the scope of the claimed subject
matter is not limited in these respects.

In the exemplary broadband wireless access system 2600, radio access networks (RANSs)
1312 and 1318 are capable of coupling with evolved node Bs (eNBs) 1314 and 1320,
respectively, to provide wireless communication between one or more fixed devices 2616 and
internet 2610 and/or between or one or more mobile devices 2622 and Internet 2610. One
example of a fixed device 2616 and a mobile device 2622 is device 2500 of FIG. 25, with the
fixed device 2616 comprising a stationary version of device 2500 and the mobile device 2622
comprising a mobile version of device 2500. RANs 2612 and 2618 may implement profiles that
are capable of defining the mapping of network functions to one or more physical entities on
broadband wireless access system 2600. eNBs 2614 and 2620 may comprise radio equipment to
provide RF communication with fixed device 2616 and/or mobile device 2622, such as described
with reference to device 2500, and may comprise, for example, the PHY and MAC layer
equipment in compliance with a 3GPP LTE Specification or an IEEE 802.16 Standard. eNBs
2614 and 2620 may further comprise an IP backbone to couple to Internet 2610 via RANs 2612
and 2618, respectively, although the scope of the claimed subject matter is not limited in these
respects.

Broadband wireless access system 2600 may further comprise a visited core network (CN)
2624 and/or a home CN 2626, each of which may be capable of providing one or more network
functions including but not limited to proxy and/or relay type functions, for example
authentication, authorization and accounting (AAA) functions, dynamic host configuration
protocol (DHCP) functions, or domain name service controls or the like, domain gateways such
as public switched telephone network (PSTN) gateways or voice over internet protocol (VolP)
gateways, and/or internet protocol (IP) type server functions, or the like. However, these are
merely example of the types of functions that are capable of being provided by visited CN 2624
and/or home CN 2626, and the scope of the claimed subject matter is not limited in these
respects. Visited CN 1324 may be referred to as a visited CN in the case where visited CN 1324
is not part of the regular service provider of fixed device 2616 or mobile device 2622, for

example where fixed device 2616 or mobile device 2622 is roaming away from its respective
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home CN 2626, or where broadband wireless access system 2600 is part of the regular service
provider of fixed device 2616 or mobile device 2622 but where broadband wireless access
system 2600 may be in another location or state that is not the main or home location of fixed
device 2616 or mobile device 2622. The embodiments are not limited in this context.

Fixed device 2616 may be located anywhere within range of one or both of eNBs 2614 and
2620, such as in or near a home or business to provide home or business customer broadband
access to Internet 2610 via eNBs 2614 and 2620 and RANs 2612 and 2618, respectively, and
home CN 2626. It is worthy of note that although fixed device 2616 is generally disposed in a
stationary location, it may be moved to different locations as needed. Mobile device 2622 may
be utilized at one or more locations if mobile device 2622 is within range of one or both of eNBs
2614 and 2620, for example. In accordance with one or more embodiments, operation support
system (OSS) 2628 may be part of broadband wireless access system 2600 to provide
management functions for broadband wireless access system 2600 and to provide interfaces
between functional entities of broadband wireless access system 2600. Broadband wireless
access system 2600 of FIG. 26 is merely one type of wireless network showing a certain number
of the components of broadband wireless access system 2600, and the scope of the claimed
subject matter is not limited in these respects.

Various embodiments may be implemented using hardware or firmware elements, software
clements, or a combination of both. Examples of hardware elements may include processors,
microprocessors, circuits, circuit elements (e.g., transistors, resistors, capacitors, inductors, and
so forth), integrated circuits, application specific integrated circuits (ASIC), programmable logic
devices (PLD), digital signal processors (DSP), field programmable gate array (FPGA), logic
gates, registers, semiconductor device, chips, microchips, chip sets, and so forth. Examples of
software may include software components, programs, applications, computer programs,
application programs, system programs, machine programs, operating system software,
middleware, firmware, software modules, routines, subroutines, functions, methods, procedures,
software interfaces, application program interfaces (API), instruction sets, computing code,
computer code, code segments, computer code segments, words, values, symbols, or any
combination thereof. Determining whether an embodiment is implemented using hardware or
firmware elements and/or software elements may vary in accordance with any number of factors,
such as desired computational rate, power levels, heat tolerances, processing cycle budget, input
data rates, output data rates, memory resources, data bus speeds and other design or performance

constraints.

26



10

15

20

25

30

WO 2017/172992 PCT/US2017/024855

One or more aspects of at least one embodiment may be implemented by representative
instructions stored on a machine-readable medium which represents various logic within the
processor, which when read by a machine causes the machine to fabricate logic to perform the
techniques described herein. Such representations, known as “IP cores” may be stored on a
tangible, machine readable medium and supplied to various customers or manufacturing
facilities to load into the fabrication machines that actually make the logic or processor. Some
embodiments may be implemented, for example, using a machine-readable medium or article
which may store an instruction or a set of instructions that, if executed by a machine, may cause
the machine to perform a method and/or operations in accordance with the embodiments. Such a
machine may include, for example, any suitable processing platform, computing platform,
computing device, processing device, computing system, processing system, computer,
processor, or the like, and may be implemented using any suitable combination of hardware
and/or software. The machine-readable medium or article may include, for example, any
suitable type of memory unit, memory device, memory article, memory medium, storage device,
storage article, storage medium and/or storage unit, for example, memory, removable or non-
removable media, erasable or non-erasable media, writeable or re-writeable media, digital or
analog media, hard disk, floppy disk, Compact Disk Read Only Memory (CD-ROM), Compact
Disk Recordable (CD-R), Compact Disk Rewriteable (CD-RW), optical disk, magnetic media,
magneto-optical media, removable memory cards or disks, various types of Digital Versatile
Disk (DVD), a tape, a cassette, or the like. The instructions may include any suitable type of
code, such as source code, compiled code, interpreted code, executable code, static code,
dynamic code, encrypted code, and the like, implemented using any suitable high-level, low-
level, object-oriented, visual, compiled and/or interpreted programming language.

Example 1 is an apparatus comprising logic, at least a portion of which is implemented in
hardware or firmware, the logic to comprise a logical connection manager for a device to
manage logical connections with a set of devices, the logical connection manager to comprise
discovery logic to advertise and scan logical mesh network (LMN) connection information,
signal strength logic to determine, based on the LMN connection information, which device of
the set of devices has a highest received strength signal indication (RSSI), connection logic to
initiate a connection to the device determined to have the highest RSSI, control logic to send a
signal to the discovery logic to stop discovery operations after a connection is formed,
respectively, by a master interface to a slave interface of another device, or by a slave interface

to a master interface of another device, and forwarding logic to communicate, from each
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connected device, LMN forwarding information, until the forwarding information comprises a
defined order of sequential devices.

Example 2 is the apparatus of Example 1, comprising a head device to send an indication
signal when the LMN is established.

Example 3 is the apparatus of Example 1, comprising a head device to send an indication
signal when a slave connection is not established within a defined time period.

Example 4 is the apparatus of Example 1, the LMN connection information comprising a
group unique identifier (GUI), a device unique identifier (DUI), and a transmit power.

Example 5 is the apparatus of Example 1, the LMN forwarding information to be indexed
by the device unique identifier (DUI) and an egress interface.

Example 6 is the apparatus of Example 1, connection logic to initiate a connection with a
device determined to have the highest RSSI.

Example 7 is the apparatus of Example 1, the connection logic to initiate a connection with
a device determined to have the next highest RSSI, if the device determined to have the highest
RSSI is not available for connection.

Example 8 is the apparatus of Example 1, wherein the first device uses Generic Attribute
Profile (GATT) write commands to send information by a slave interface to a master interface of
a connected device.

Example 9 is the apparatus of Example 1, wherein the first device uses Generic Attribute
Profile (GATT) write requests and write responses to send information by a master interface of a
device to a slave interface of a connected device.

Example 10 is the apparatus of Example 1 comprising a Bluetooth Low Energy Media
Access Protocol Layer (BLE MAC).

Example 11 is the apparatus of Example 1 comprising a Bluetooth Low Energy (BLE)
radio and and an antenna.

Example 12 is the apparatus of Example 1 comprising a Bluetooth Low Energy (BLE)
protocol stack.

Example 13 is the apparatus of Example 12 comprising a Long Term Evolution (LTE)
protocol stack.

Example 14 is the apparatus of Example 1 comprising reconfiguration logic to detect a lost
connection with a device in the set of devices.

Example 15 is the apparatus of Example 14, the reconfiguration logic to update LMN

forwarding information.

28



10

15

20

25

30

WO 2017/172992 PCT/US2017/024855

Example 16 is a non-transitory machine readable storage medium comprising a set of
instructions which when executed enable a first device in a set of a devices to advertise and scan
logical mesh network (LMN) connection information, determine, based on the LMN connection
information, which device of the set of devices has a highest received strength signal indication
(RSSI), initiate a connection to the device determined to have the highest RSSI, send a signal to
the discovery logic to stop discovery operations after a connection is formed, respectively, by a
master interface to a slave interface of another device, or by a slave interface to a master
interface of another device, and communicate, from each connected device, LMN forwarding
information, until the forwarding information comprises a defined order of sequential devices.

Example 17 is the non-transitory machine readable medium of Example 16 comprising
instructions to send an indication signal when the LMN is established.

Example 18 is the non-transitory machine readable medium of Example 16 comprising
instructions to send an indication signal when a slave connection is not established within a
defined time period.

Example 19 is the non-transitory machine readable medium of Example 16 wherein the
LMN connection information is to comprise a group unique identifier (GUI), a device unique
identifier (DUI), and a transmit power.

Example 20 is the non-transitory machine readable medium of Example 16 comprising
instructions to index the forwarding information by the device unique identifier (DUI) and an
egress interface. istnExample 21 is the non-transitory machine readable medium of Example 16
comprising instructions to initiate a connection with a device determined to have the highest
RSSL

Example 22 is the non-transitory machine readable medium of Example 16 comprising
instructions to initiate a connection with a device determined to have the next highest RSSI, if
the device determined to have the highest RSSI is not available for connection.

Example 23 is the non-transitory machine readable medium of Example 16 comprising
instructions to use Generic Attribute Profile (GATT) write commands to send information by a
slave interface to a master interface of a connected device.

Example 24 is the non-transitory machine readable medium of Example 16 comprising
instructions to use Generic Attribute Profile (GATT) write requests and write responses to send
information by a master interface of a device to a slave interface of a connected device.

Example 25 is the non-transitory machine readable medium of Example 16 comprising a

Bluetooth Low Energy Media Access Protocol Layer (BLE MAC).
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Example 26 is the non-transitory machine readable medium of Example 16 comprising a
Bluetooth Low Energy (BLE) radio and an antenna.

Example 27 is the non-transitory machine readable medium of Example 16 comprising a
Bluetooth Low Energy (BLE) protocol stack.

Example 28 is the non-transitory machine readable medium of Example 27 comprising a
Long Term Evolution (LTE) protocol stack.

Example 29 is the non-transitory machine readable medium of Example 16 comprising
instructions to detect a lost connection with a device in the set of devices.

Example 30 is the non-transitory machine readable medium of Example 29, comprising
instructions to update LMN forwarding information.

Example 31 is a machine-implemented method to manage logical connections for a first
device of a set of devices comprising advertising and scanning logical mesh network (LMN)
connection information, determining, based on the LMN connection information, which device
of the set of devices has a highest received strength signal indication (RSSI), initiating a
connection to the device determined to have the highest RSSI, sending a signal to the discovery
logic to stop discovery operations after a connection is formed, respectively, by a master
interface to a slave interface of another device, or by a slave interface to a master interface of
another device, and communicating, from each connected device, LMN forwarding information,
until the forwarding information comprises a defined order of sequential devices.

Example 32 is the machine-implemented method of Example 31 comprising: sending an
indication signal when the LMN is established.

Example 33 is the machine-implemented method of Example 31 comprising: sending an
indication signal when a slave connection is not established within a defined time period.

Example 34 is the machine-implemented method of Example 31 wherein the LMN
connection information comprising a group unique identifier (GUI), a device unique identifier
(DUI), and a transmit power.

Example 35 is the machine-implemented method of Example 31 wherein the LMN
forwarding information is to be indexed by the device unique identifier (DUI) and an egress
interface. stsExample 36 is the machine-implemented method of Example 31 comprising:
initiating a connection with a device determined to have the highest RSSI.

Example 37 is the machine-implemented method of Example 31 comprising: initiating a
connection with a device determined to have the next highest RSSI, if the device determined to

have the highest RSSI is not available for connection.
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Example 38 is the machine-implemented method of Example 31 comprising: using
Generic Attribute Profile (GATT) write commands to send information by a slave interface to a
master interface of a connected device.

Example 39 is the machine-implemented method of Example 31 comprising: using
Generic Attribute Profile (GATT) write requests and write responses to send information by a
master interface of a device to a slave interface of a connected device. iskel

Example 40 is the machine-implemented method of Example 31 comprising a Bluetooth
Low Energy Media Access Protocol Layer (BLE MAC).

Example 41 is the machine-implemented method of Example 31 comprising a Bluetooth
Low Energy (BLE) radio and and an antenna.

Example 42 is the machine-implemented method of Example 31 comprising a Bluetooth
Low Energy (BLE) protocol stack.

Example 43 is the machine-implemented method of Example 42 comprising a Long Term
Evolution (LTE) protocol stack.

Example 44 is the machine-implemented method of Example 31 comprising: detecting a
lost connection with a device in the set of devices.

Example 45 is the machine-implemented method of Example 44 comprising: updating
LMN forwarding information in response to the detecting.

Example 46 is an apparatus to manage logical connections for a first device in a set of
devices comprising means to advertise and scan logical mesh network (LMN) connection
information, means to determine, based on the LMN connection information, which device of
the set of devices has a highest received strength signal indication (RSSI), means to initiate a
connection to the device determined to have the highest RSSI, means to send a signal to the
discovery logic to stop discovery operations after a connection is formed, respectively, by a
master interface to a slave interface of another device, or by a slave interface to a master
interface of another device, and means to communicate, from each connected device, LMN
forwarding information, until the forwarding information comprises a defined order of sequential
devices.

Example 47 is the apparatus of Example 46, comprising means to send an indication signal
when the LMN is established.

Example 48 is the apparatus of Example 46, comprising means to send an indication signal

when a slave connection is not established within a defined time period.
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Example 49 is the apparatus of Example 46 wherein the LMN connection information is to
comprise a group unique identifier (GUI), a device unique identifier (DUI), and a transmit
power.

Example 50 is the apparatus of Example 46 comprising means to index the forwarding
information by the device unique identifier (DUI) and an egress interface. ikl

Example 51 is the apparatus of Example 46, comprising means to initiate a connection
with a device determined to have the highest RSSI.

Example 52 is the apparatus of Example 46 comprising means to initiate a connection with
a device determined to have the next highest RSSI, if the device determined to have the highest
RSSI is not available for connection.

Example 53 is the apparatus of Example 46 comprising means to use Generic Attribute
Profile (GATT) write commands to send information by a slave interface to a master interface of
a connected device.

Example 54 is the apparatus of Example 46 comprising means to use Generic Attribute
Profile (GATT) write requests and write responses to send information by a master interface of a
device to a slave interface of a connected device. istrExample 55 is the apparatus of Example 46
comprising a Bluetooth Low Energy Media Access Protocol Layer (BLE MAC).

Example 56 is the apparatus of Example 46 comprising a Bluetooth Low Energy (BLE)
radio and an antenna.

Example 57 is the apparatus of Example 46 comprising a Bluetooth Low Energy (BLE)
protocol stack.

Example 58 is the apparatus of Example 57 comprising a Long Term Evolution (LTE)
protocol stack.

Example 59 is the apparatus of Example 46 comprising means to detect a lost connection
with a device in the set of devices.

Example 60 is the apparatus of Example 59 comprising means to update LMN forwarding
information.

Numerous specific details have been set forth herein to provide a thorough understanding
of the embodiments. It will be understood by those skilled in the art, however, that the
embodiments may be practiced without these specific details. In other instances, well-known
operations, components, and circuits have not been described in detail so as not to obscure the

embodiments. It can be appreciated that the specific structural and functional details disclosed

herein may be representative and do not necessarily limit the scope of the embodiments.
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Some embodiments may be described using the expression "coupled" and "connected"
along with their derivatives. These terms are not intended as synonyms for each other. For
example, some embodiments may be described using the terms *“connected” and/or “coupled” to
indicate that two or more elements are in direct physical or electrical contact with each other.
The term "coupled,” however, may also mean that two or more elements are not in direct contact
with each other, but yet still co-operate or interact with each other.

Unless specifically stated otherwise, it may be appreciated that terms such as “processing,”

T3

“computing,” “calculating,” “determining,” or the like, refer to the action and/or processes of a
computer or computing system, or similar electronic computing device, that manipulates and/or
transforms data represented as physical quantities (e.g., electronic) within the computing
system’s registers and/or memories into other data similarly represented as physical quantities
within the computing system’s memories, registers or other such information storage,
transmission or display devices. The embodiments are not limited in this context.

It should be noted that the methods described herein do not have to be executed in the
order described, or in any particular order. Moreover, various activities described with respect to
the methods identified herein can be executed in serial or parallel fashion.

Although specific embodiments have been illustrated and described herein, it should be
appreciated that any arrangement calculated to achieve the same purpose may be substituted for
the specific embodiments shown. This disclosure is intended to cover any and all adaptations or
variations of various embodiments. It is to be understood that the above description has been
made in an illustrative fashion, and not a restrictive one. Combinations of the above
embodiments, and other embodiments not specifically described herein will be apparent to those
of skill in the art upon reviewing the above description. Thus, the scope of various embodiments
includes any other applications in which the above compositions, structures, and methods are
used.

It is emphasized that the Abstract of the Disclosure is provided to comply with 37 C.F.R. §
1.72(b), requiring an abstract that will allow the reader to quickly ascertain the nature of the
technical disclosure. It is submitted with the understanding that it will not be used to interpret or
limit the scope or meaning of the claims. In addition, in the foregoing Detailed Description, it
can be seen that various features are grouped together in a single embodiment for the purpose of
streamlining the disclosure. This method of disclosure is not to be interpreted as reflecting an
intention that the claimed embodiments require more features than are expressly recited in each
claim. Rather, as the following claims reflect, inventive subject matter lies in less than all

features of a single disclosed embodiment. Thus the following claims are hereby incorporated
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into the Detailed Description, with each claim standing on its own as a separate preferred
embodiment. In the appended claims, the terms "including” and "in which" are used as the plain-
English equivalents of the respective terms "comprising” and "wherein,” respectively.

Moreover, the terms "first," "second," and "third," etc. are used merely as labels, and are not
intended to impose numerical requirements on their objects.

Although the subject matter has been described in language specific to structural features
and/or methodological acts, it is to be understood that the subject matter defined in the appended
claims is not necessarily limited to the specific features or acts described above. Rather, the

specific features and acts described above are disclosed as example forms of implementing the

claims.
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CLAIMS

What is claimed is:

1. An apparatus comprising:
logic, at least a portion of which is implemented in hardware or firmware, the logic to
comprise a logical connection manager for a device to manage logical connections with a set of
devices, the logical connection manager to comprise:
discovery logic to advertise and scan logical mesh network (LMN) connection
information;
signal strength logic to determine, based on the LMN connection information, which
device of the set of devices has a highest received strength signal indication (RSSI);
connection logic to initiate a connection to the device determined to have the highest
RSSI;
control logic to send a signal to the discovery logic to stop discovery operations after a
connection is formed, respectively, by a master interface to a slave interface of another device, or
by a slave interface to a master interface of another device; and
forwarding logic to communicate, from each connected device, LMN forwarding
information, until the forwarding information comprises a defined order of sequential devices.
2. The apparatus of claim 1, comprising a head device to send an indication signal when the
LMN is established.
3. The apparatus of claim 1, comprising a head device to send an indication signal when a
slave connection is not established within a defined time period.
4. The apparatus of claim 1, the LMN connection information comprising a group unique
identifier (GUI), a device unique identifier (DUI), and a transmit power.
5. The apparatus of claim 1, the LMN forwarding information to be indexed by the device
unique identifier (DUI) and an egress interface.
6. The apparatus of claim 1, connection logic to initiate a connection with a device
determined to have the highest RSSI.
7. The apparatus of claim 1, the connection logic to initiate a connection with a device
determined to have the next highest RSSI, if the device determined to have the highest
RSSI is not available for connection.
8. The apparatus of claim 1, wherein the first device uses Generic Attribute Profile (GATT)
write operations to send information by a slave interface to a master interface of a

connected device.
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10.

11.

12.

The apparatus of claim 1, wherein the first device uses Generic Attribute Profile (GATT)
write requests and write responses to send information by a master interface of a device
to a slave interface of a connected device.

The apparatus of claim 1 comprising reconfiguration logic to detect a lost connection
with a device in the set of devices.

The apparatus of claim 10, the reconfiguration logic to update LMN forwarding
information.

A method to manage logical connections for a first device of a set of devices comprising:
advertising and scanning logical mesh network (LMN) connection information;

determining, based on the LMN connection information, which device of the set of

devices has a highest received strength signal indication (RSSI);

initiating a connection to the device determined to have the highest RSSI;

sending a signal to the discovery logic to stop discovery operations after a connection is

formed, respectively, by a master interface to a slave interface of another device, or by a slave

interface to a master interface of another device; and

communicating, from each connected device, LMN forwarding information, until the

forwarding information comprises a defined order of sequential devices.

13.

14.

15.

16.

17.

18.

The machine-implemented method of claim 12 comprising: sending an indication signal
when the LMN is established.

The machine-implemented method of claim 12 comprising: sending an indication signal
when a slave connection is not established within a defined time period.

The machine-implemented method of claim 12 wherein the LMN connection information
comprising a group unique identifier (GUI), a device unique identifier (DUI), and a
transmit power.

The machine-implemented method of claim 12 wherein the LMN forwarding information
is to be indexed by the device unique identifier (DUI) and an egress interface.

The machine-implemented method of claim 12 comprising: initiating a connection with a
device determined to have the highest RSSI.

An apparatus to manage logical connections for a first device in a set of devices
comprising:

means to advertise and scan logical mesh network (LMN) connection information;

means to determine, based on the LMN connection information, which device of the set

of devices has a highest received strength signal indication (RSSI);

means to initiate a connection to the device determined to have the highest RSSI;
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means to send a signal to the discovery logic to stop discovery operations after a

connection is formed, respectively, by a master interface to a slave interface of another device, or

by a slave interface to a master interface of another device; and

means to communicate, from each connected device, LMN forwarding information, until the

forwarding information comprises a defined order of sequential devices.

19.

20.

21.

22.

23.
24.

25.

The apparatus of claim 18, comprising means to send an indication signal when the LMN
is established.

The apparatus of claim 18, comprising means to send an indication signal when a slave
connection is not established within a defined time period.

The apparatus of claim 18 wherein the LMN connection information is to comprise a
group unique identifier (GUI), a device unique identifier (DUI), and a transmit power.
The apparatus of claim Error! Reference source not found. comprising means to
initiate a connection with a device determined to have the next highest RSSI, if the
device determined to have the highest RSSI is not available for connection.

An apparatus comprising means for performing the method of any of claims 12-17.

At least one machine-readable medium comprising a plurality of instructions that in
response to being executed on a computing device cause the computing device to carry
out the method of any of claims 12-17.

A system-on-a-chip arranged to perform the method of any of claims 12-17.
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