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57 ABSTRACT 

A multiple zone intrusion detection system in which a 
plurality of intrusion sensors can be readily converted 
into the system without system modification, and in 
which mode control signals from a central control unit 
and alarm signals from the sensors are both conveyed 
on a single conductor of the system cable. Each sensor 
has an associated interface module which permits cou 
pling of different types of sensors to the system and 
sharing of a single conductor for mode control signals 
and alarm signals. 

9 Claims, 7 Drawing Figures 
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1. 

MULTIPLE SENSOR INTRUSION DETECTION 
SYSTEM 

FIELD OF THE INVENTION 

This invention relates to intrusion detection systems 
and more particularly to a system employing a plurality 
of sensors which can be of different types and which are 
coupled by a common cable to a central control unit. 

BACKGROUND OF THE INVENTION 

Intrusion detection systems are known for protecting 
a plurality of zones within a facility. Such systems usu 
ally include a central control unit connected by means 
of a cable to one or more sensors located at each pro 
tected Zone. Upon an alarm condition in a zone, an 
alarm signal is transmitted back to the control unit for 
actuation of an alarm and desirably to denote which 
zone in which an alarm has occurred. It is often desir 
able to provide an intrusion detection system in which 2 
different types of sensors are employed in respective 
zones. For example, it may be useful to employ an ultra 
sonic sensor in one Zone and an active or passive infra 
red sensor in another zone to suit specific performance 
requirements. It would be advantageous to accommo 
date sensors of different types in a single system without 
need for alteration of the system itself to permit connec 
tion of different types of sensors thereto. 

SUMMARY OF THE INVENTION 

In brief, the present invention provides a multiple 
zone intrusion detection system in which a plurality of 
intrusion sensors can be readily connected into the sys 
tem without modification of the system, and in which 
mode control signals from a central control unit and 
alarm signals from the sensors are both conveyed on a 
single conductor of the system cable. The novel system 
comprises a single control unit coupled by an intercon 
necting cable to a plurality of sensors, which can be of 
different types, and an interface module for each sensor 
to permit coupling of the sensor to the system and shar 
ing of a single conductor of the system cable for mode 
control signals and alarm signals. 

DESCRIPTION OF THE DRAWINGS 
The invention will be more fully understood from the 

following detailed description taken in conjunction 
with the accompanying drawings, in which: 
FIG. 1 is a block diagram of an intrusion detection 

system embodying the invention; 
FIG. 2 is a block diagram of the control unit of a type 

employed in the invention; 
FIG. 3 is a block diagram of the interface module 

according to the invention; 
FIG. 4 is a schematic diagram of the interface module 

of FIG. 3 illustrating its use with alarm switches; 
FIG. 5 is a schematic diagram illustrating connection 

of the interface module to a sensor; M 
FIG. 6 is a schematic diagram illustrating connection 

of the interface module to an output indicator and an 
alarm relay; and 
FIG. 7 is a schematic diagram of the interface module 

of FIG. 3. 

DETAILED DESCRIPTION OF THE 
INVENTION 

An intrusion detection system embodying the inven 
tion is shown in FIG. 1 and includes a control unit 10 
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2 
having a multi-conductor cable 12 extending along a 
path within a facility being protected. A plurality of 
sensors 14 are coupled to respective interface modules 
16 which in turn are coupled to cable 12. Each sensor or 
group of sensors is disposed at respective zones of the 
facility. One or more branch cables 18 can also be con 
nected to cable 12 and to which are connected one or 
more sensors 20 and associated interface modules 22. A 
mode selector 24 is connected to control unit 10 and is 
operative to provide mode control signals thereto for 
communication with the remote sensors 14 and 20 for 
control of the sensor indicators, as will be described. 
The control unit is also coupled to an alarm 26 for pro 
viding an output indication of an alarm condition and 
which indication can be provided either locally at the 
location of the control unit or remotely as at a central 
station. 
: A Zone indicator 28 is also coupled to control unit 10 
and sensors 14 and 20 to provide annunciation of partic 
ular zones in which an alarm condition occurs. The 
cable 12 in the illustrated embodiment is a four conduc 
tor (quad) unshielded cable. Two conductors of the 
cable are employed for DC power to the remote sensors 
and one of which conductors is typically grounded. A 
third conductor carries an oscillator signal, typically 
26.3 kHz, for those sensors 14 and 20 requiring the 
same, such as ultrasonic or electromagnetic Doppler 
sensors. The fourth cable conductor, labelled S-line, is 
employed to convey alarm signals from the sensors to 
the control unit upon alarm detection, and to convey 
control signals from the control unit to the sensors for 
control of the operating mode of the sensor indicators, 
For central indication of zone status, indicator 28 is 
wired to each of the system sensors. 
The multiple operating modes provided by mode 

selector 24 are described in copending application Ser. 
No. 677,661, filed Apr. 16, 1976, now U.S. Pat. No. 
4,117,479 and assigned to the assignee of this invention. 
By such multimode operation, indications can be pro 
vided at the sensor indicators of present and past occur 
rence of alarm signals from the plurality of sensors. The 
ability of the system to detect an alarm and actuate 
alarm 26 is not affected by the selected mode. The dif 
ferent modes allow determination of which sensor pro 
duced an alarm signal, investigation of the protected 
area after occurrence of an alarm signal without dis 
turbing the alarm determination, and resetting of the 
system. The modes are designated reset, latch and 
freeze. In the reset mode, which is the normal alarm 
mode, each of the indicators is reset and will indicate 
the presence of an alarm signal as it occurs. After cessa 
tion of the alarm signal the indicator will automatically 
reset. Thus, the reset mode is the normal mode in which 
an alarm indication is provided only during the pres 
ence of an alarm signal. In the latch mode, any sensor 
which detects an intrusion and produces an alarm signal 
also triggers an associated indicator which remains on 

65 

or "latched' even after the alarm signal has ceased. In 
the freeze mode, the outputs of all of the indicators can 
be maintained in their state at the time this freeze mode 
is initiated such that the then state of the zone sensors 
can be investigated. This mode is useful for example to 
permit investigation of premises without having the 
investigator's movement in the protected areas cause 
change in the state of the indicators. 
The control unit 10 is shown in typical implementa 

tion in FIG. 2. A power supply 30 is energized from an 



4,321,592 
3 

AC source, and can include a stand-by source 32 such as 
a battery, to provide power for the control unit cir 
cuitry as well as DC power over the respective power 
conductors of cable 12 to the sensors 14 and 20. A crys 
tal oscillator 34 drives a line driver 36 which is coupled 
to the oscillator line of cable 12 for providing an oscilla 
tor signal to the sensors requiring the same. The S-line 
of cable 12 is coupled to a current sensor 38 which 
provides output signals to an alarm relay circit 40 which 
is operative to actuate local or remote alarms. A reset 
latch-freeze selector 24 provides mode control signals 
to a level shifter 42 which provides corresponding con 
trol signals via current sensor 38 to the S-line for trans 
mission to the interface modules 16 and 22 of the associ 
ated sensors. 
The sensors 14 and 20 can be of many different forms 

to provide detection, in an active or a passive manner, 
of intruder presence in a protected zone. Typically, the 
sensors are ultrasonic transceivers which include trans 
mitting and receiving transducers and associated cir 
cuitry for intrusion detection. Such a transceiver is 
described for example in U.S. Pat. No. 3,665,443 as 
signed to the assignee of the invention. The sensors can 
also be active or passive infrared intrusion sensors, or 
alarm switches. 
The interface modules 16 and 22 are of identical con 

struction and the circuitry thereof is shown in FIG. 3. 
The module is employed to couple a respective sensor 
14 and 20 to the cable for communication with the 
central control circuit 10. The circuitry 64 of the inter 
face module is preferably implemented in integrated 
circuit form on a single chip package in any convenient 
form, typically as an 8 pin dual-in-line (dip) integrated 
circit package. The integrated circuit together with 
associated discrete components comprises the interface 
module. The circuitry 64 has four input terminals re 
spectively labelled Vef, Vs, VA, V. The circuitry 64 
has two outputs, one for coupling to an LED or other 
output indicator and the other for coupling to the S-line 
for communication of alarm signals to the control unit 
10. The input and output terminals or pins of the cir 
cuitry 64 are numbered consistent with subsequent 
drawing figures to be described. Although now shown 
in FIG. 3, the circuitry 64 also includes pins 5 and 7 
which provide power connection. The S-line of the 
cable is coupled to the junction of a diode D1 and a 
resistor R1 connected as shown between the output of a 
current sink 44 (pin8) and one input of a pair of compar 
ators 46 and 48 (pin 2). The diode-resistor network 
serves as a decoupling network for incoming mode 
control signals and outgoing alarm signals. 
A reference voltage Va is applied to the second input 
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of comparator 46, while a reference voltage V, is ap 
plied to the second input of comparator 48. These refer 
ence voltages are internally provided by respective 
sources 47 and 49. The outputs of comparators 46 and 
48 are coupled to a latch circuit 50, the output of which 
is applied to an LED driver 52 which provides an out 
put signal for energizing one or more LED or other 
output indicators. Input signals (VA) from an alarm 
sensor are applied to a bipolar detector 54, the output of 
which is applied to one input of a comparator 56, the 
output of which is coupled to current sink 44 and to 
latch circuit 50. A reference voltage V is provided to 
the second input of comparator 56. A reference voltage 
Veris also applied to detector 54. 
The interface module permits the connection of dif 

ferent types of sensors to the alarm system and the shar 
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4. 
ing of the S-line for both alarm and control signals. The 
alarm signals can be derived from switch closures or 
openings or other interruptions in an alarm connection, 
or from signals provided by ultrasonic, electromagnetic 
or infrared motion sensors. The bipolar detector 54 
provides, in response to a differential input, a unipolar 
signal level to comparator 56. The alarm threshold is 
determined by the level of the reference voltage V 
applied as a reference input to comparator 56. If an 
alarm signal applied to comparator 56 exceeds the 
threshold level, a comparator output signal is provided 
to current sink 44 to provide an alarm signal to the 
S-line for transmission to the control unit 10 for actua 
tion of alarm 26. Mode control signals Vs conveyed on 
the S-line to the interface module are applied to com 
parators 46 and 48. These control signals provided by 
mode selector 24 are of one of three discrete voltage 
levels. 

In the latch mode, the control voltage is of a magni 
tude, typically 6.3 volts, such that neither comparator 
46 nor 48 is triggered. The latch circuit 50 is operative 
in response to the signal received from comparator 56 to 
latch to provide a signal to LED driver 52 for driving 
an LED indicator which will, in this latch mode, remain 
on independent of the input state of the associated sen 
sor. In the reset mode, the control voltage V, typically 
9.9 volts, is such that comparator 46 is triggered to 
provide a signal to latch circuit 50 which disables the 
latch and permits the associated LED to indicate the 
then actual state of the sensor. In the presence of an 
alarm condition, the comparator 56 provides a signal to 
latch circuit 50 which will, via driver 52, cause illumina 
tion of the LED. The LED will remain on only so long 
as an alarm signal is present as determined by the signal 
from comparator 56. In the freeze mode, the corre 
sponding control voltage V, typically 3.5 volts, causes 
triggering of comparator 48 which effectively inhibits 
the input from comparator 46 to latch circuit 50 such 
that the associated LED remains in its previous state as 
driven by driver 52. Any new alarm signal from com 
parator 56 does not affect the state of the LED in this 
freeze mode. It is important to note that the alarm 26 at 
the control location, that is the system alar, is still opera 
tive in any of the modes so that an alarm detection will 
cause a system alarm even though the local indicators 
may or may not respond depending upon the particular 
setting of the mode control. 
The interface module employed with alarm switches 

is shown in FIG. 4. The module includes integrated 
circuit 64 and associated discrete components having 
typical values shown. A normally open switch 60 and a 
normally closed switch 62 are coupled via respective 
resistors to pin 3 of integrated circuit 64. Actuation of 
these switches causes an input signal VA to circuit 64 
which is detected to denote an alarm condition. A refer 
ence voltage Vef is applied to pin 1 via a resistive di 
vider powered by source V+. A reference voltage V 
is also provided by an associated voltage divider net 
work to pin 4. Pins 2 and 8 are coupled to the S-line via 
the series connected resistor-diode network. As de 
scribed above, alarm output signals are provided by the 
interface module to the S-line for transmission to the 
control unit 10 for actuation of alarm 26. Mode control 
signals transmitted by control unit 10 on the S-line are 
received by the interface module for government of the 
operating mode of the sensor indicators. Pins 7 and 5 of 
integrated circuit 64 are connected to the V+ and V 
power lines of the system cable which provide energiza 
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tion of the module. Pin 6 provides an output for an LED 
or other appropriate indicator at the sensor location 
and/or at Zone indicator 28 at the location of the central 
control unit. 
The use of the interface module with a sensor of the 

ultrasonic type is illustrated in FIG. 5. The sensor signal 
processing circuitry includes an integrator 66 and a 
reference source 68. The integrator 66 provides an input 
signal to pin 3 of the module, while a reference signal 
from source 68 is provided to pin 1 of the module. The 
reference input to pin 4 is provided from a voltage 
divider or other reference source which is usually part 
of the module itself. An output signal from integrator 66 
which exceeds the reference level provided by source 
68 is processed by the module to provide an output 
indication of an alarm condition. 
The output connections of the interface module are 

shown in FIG. 6. Pins 2 and 8 are coupled via the diode 
resistor network to the S-line of the system cable which 
is connected to the control unit 10 and which includes 
an alarm relay 70 and associated relay contacts 72 
which actuate a bell, light or other alarm reporting 
device. Pin 6 is connected to an LED 74 which can be 
part of zone indicator 28, and which can also be a local 
indicator at the sensor location. Upon an alarm condi 
tion detected by one or more of the system sensors, an 
alarm current is provided, by way of the interface mod 
ule, on the S-line to cause operation of the alarm relay 
70 and closure of the relay contacts 72 for actuation of 
the alarm. The LED can also be driven via an RC net 
work to provide a blinking indication. 
A schematic diagram of the circuit 64 is shown in 

FIG. 7. Comparator 46 is composed of transistors 
Q1-Q4, and comparator 48 is composed of transistors 
Q5-Q8. The emitter currents of Q1, Q2 and Q5, Q6 are 
provided by respective current sources Q32 and Q33. 
The comparator outputs are at the collectors of Q4 and 
Q8. Part of the collector currents of Q2 and Q6 are used 
to bias the bases of Q13 and Q31. The mode control 
signals Vs in this implementation can be at voltages of 
0.5 V-- for the latch mode, above 0.63 V-- for the reset 
mode, and below 0.37 V-- for the freeze mode. When 
input signal Vs is 0.5 V--, collector current in Q1 and 
Q5, Q2 and Q6 are off, and there is no bias available to 
Q13 and Q31. When Vs is above 0.63 V--, Q1 is off and 
Q2 is on, providing bias current to Q13. When Vs is 
below 0.37 V--, Q6 is on and provides bias current to 
Q31. 
The bipolar detector is composed of Q21 and Q22. 

The comparator 56 is formed by Q23-Q26. When the 
voltage VA is above or below Vef by at least Vibe, either 
Q21 or Q22 will be turned on depending on the relative 
polarity of the input voltages. The voltage developed 
across the 4.95 K resistor from the collector of Q22, is 
a function of the collector currents of Q21 and Q22 and 
the base current of Q23. When Q21 is on, the current 
mirror of Q19 and Q20 provides current to the 4.95 K 
resistor. Normally Q21 and Q22 are not on and have no 
contribution to the 4.95 K resistor current; the resistor 
current is then a function of the Q23 base current. The 
voltage across this resistor is an input to comparator 56. 
The other input is the voltage V. 
With no differential between VA and Vef, the base of 

Q23 is at a lower potential than the base of Q24; thus, 
Q23 in on and Q24 is off. With Q24 off, Q27 is also off, 
enabling Q28 to turn on. With Q28 on, there is insuffi 
cient current to bias on Q29 and Q30 and these transis 
tors remain off. With a sufficient differential between 
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6 
VA and Vre, the base voltage of Q23 will rise above the 
Q24 base level, turning on Q24. Q27 is then biased on, 
turning off Q28, and allowing the Q28 collector to rise 
to sufficient voltage, changed by Q44 and Q45, to turn 
on Q29 and Q30. 
The transistor Q31 is controlled by the output of 

comparator 48. When Q6 is on, Q31 is on, thereby pre 
venting Q30 from being turned on, 
The latch circuit 50 is composed of Q9-Q13 and 

Q41-Q43. Q9 and Q10 are connected as diodes to clamp 
Q11 to set its emitter current at 0.7 ma. Q12 provides 
positive feedback to insure that Q11 remains in conduc 
tion. Q13 controls the state of Q12 and thus controls the 
operation of the latch. Q41-Q43 provide a low impe 
dance return to ground. 
Normally the bias string for Q11, formed by Q9, Q10 

and the 7.2 K resistor, has no return to ground, which 
prevents Q11 from turning on. The ground return is 
provided by Q20 when it is conducting. When Q30 is 
on, current flows in the bias string to turn on Q11. Base 
drive for Q12 is derived from the Q11 emitter current, 
as is the bias current for Q14 and Q17. Unless Q13 is on, 
Q11 will be free to latch on via the positive feedback 
action of Q12. Once Q11 has latched, it will remain on 
independent of the state of Q31. When Q13 is on, Q11 
will not latch on. 
The LED driver 52 is composed of Q14-Q18. Q14, 

Q17 and Q18 form a blinker circuit, the duty cycle of 
which is determined by an external RC network be 
tween output pin 6 and the LED indicator, Q15 and 
Q16 form the driver circuit. The output of Q11 in the 
latch circuit turns on Q14 and Q18. Q14 provides a 
return for the bias string of Q15. Q18 acts as a pull down 
for the Q16 emitter circuit. 
The emitter current of Q16 flows through the series 

combination of the 4.95 K and 900 ohm resistors and 
Q18. When the forward drop across the 900 ohm resis 
tor and the Vee of the Q13 is sufficient, Q17 is biased on, 
pulling the bias string for Q14 and Q18 low, turning off 
Q14 and Q18 as well as Q15 and Q16. Q17 then loses its 
base drive which is a function of the state of Q16. This 
cycle is repeatable at a rate determined by the external 
RC network. if a non-blinking output is desired, pin 6 is 
clamped to ground by way of the LED indicator and 
limiting resistor. 
The current sources for the three comparators are 

provided by Q31-Q34. Q35 serves as the control ele 
ment and is coupled to Q32-Q34 via Q40. Q36 provides 
a return for the base currents of Q32-Q35. Q37 sets the 
current level. Q38 and Q39 provide a clamp for Q37. 
The invention is not to be limited except as indicated 

in the appended claims. 
What is claimed is: 
1. An intrusion detection system comprising: 
a control unit coupled to a multi-conductor cable 

extending along a predetermined path in a facility 
to be protected; 

a mode selector coupled to said control unit and pro 
viding mode control signals which are at respective 
signal levels corresponding to selected display 
modes of sensor indicators for control of the oper 
ating display mode of the sensor indicators; 

one or more intrusion sensors associated with the 
sensor indicators and connected to said cable and 
operative to provide an alarm signal upon intrusion 
detection; 
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alarm means coupled to said control unit and opera 
tive to denote an alarm condition detected by one 
or more of said intrusion sensors; 

for each of said sensors, an interface circuit coupling 
its sensor to said cable and operative in response to 5 
the mode control signals received on one line of 
said cable from said control unit to determine the 
display mode of the sensor indicator, and operative 
in response to alarm signals from said sensor to 
convey an alarm signal on the same line of said 
cable to said control unit for actuation of said alarm 
means irrespective of the selected display mode of 
the sensor indicator specified by the mode control 
signals. 

2. The system of claim 1 including a zone indicator 
coupled to said sensors and operative to provide an 
indication of the zone in which an intrusion detection 

10 

15 

has occurred. 
3. The system of claim 1 wherein said intrusion sen 

sors are of different types. 
4. The system of claim 1 wherein; 
at least one of said sensors is a motion sensor requir 

ing an oscillator signal; 
said control unit provides the oscillator signal; and 
said multi-conductor cable includes a pair of conduc 

tors for providing DC power to said intrusion sen 
sors and said interface circuits, a conductor for 
providing said oscillator signal to said at least one 
motion sensor, and a conductor for conveying 
mode control signals from said control unit to said 
sensors and for conveying alarm signals from said 
sensors to said control unit. 

5. The system of claim 1 wherein said interface circuit 
includes: 

a latch circuit; 
comparator means operative in response to said mode 

control signals to provide respective output signals 
to said latch circuit; 

circuit means operative in response to an alarm signal 
above a predetermined reference level to provide 
an input signal to said latch circuit and to provide 
an alarm indication on said cable; 

a driver circuit operative in response to output signals 
from said latch circuit for energizing a sensor indi 
cator in accordance with the mode associated with 
the selected mode control signal. 

6. For use in an intrusion detection system in which a 
plurality of intrusion sensors are coupled via a system 
cable to a central control unit, an interface module 
coupling each sensor to said cable and comprising: 

first means operative in response to mode control 
signals on one line of said cable from said central 
control unit for providing selected control signals 
for energizing sensor indicators associated with the 
intrusion sensors in accordance with the selected 
mode; 

said mode control signals being respective signal 
levels corresponding to selected display modes of 
the sensor indicators denoting present and past 
occurrence of alarm signals produced by the asso- 60 
ciated sensors; and 

means operative in response to intrusion detection by 
said sensors to provide an alarm signal on the same 
line of said cable for communication to said central 
control unit to cause an alarm indication at said 65 
central control unit irrespective of the selected 

25 

30 

35 

40 

45 

50 

55 

8 
display mode of the sensor indicators specified by 
the mode control signals. 

7. The interface module of claim 6 wherein said first 
means includes first and second comparators, each hav 
ing a respective reference source and operative in re 
sponse to said mode control signals for providing out 
puts in accordance with the signal level of the mode 
control signals in relation to the reference signals; 

latch means operative in response to the outputs from 
said first and second comparators for providing 
said selected control signals; 

a bipolar detector operative in response to a differen 
tial intrusion detection signal to provide an output 
signal; and 

a third comparator operative in response to said out 
put signal from said bipolar detector to provide an 
alarm signal to said latch means when said output 
signal differs from an applied reference signal for 
said third comparator by a predetermined amount. 

8. The interface module of claim 6 wherein said mode 
control signals are at respective signal levels corre 
sponding to a reset mode in which a sensor indicator 
denotes the presence of an associated alarm signal as it 
occurs, a latch mode in which a sensor indicator re 
mains on after an associated alarm signal has ceased, and 
a freeze mode in which a sensor indicator remains in the 
state it was in at the time this freeze mode is initiated. 

9. For use in an intrusion detection system in which a 
plurality of intrusion sensors are coupled via a system 
cable to a central control unit, an interface module 
coupling each sensor to said cable and comprising: 

first means operative in response to mode control 
signals on one line of said cable from said central 
control unit for providing selected control signals 
for energizing sensor indicators associated with the 
intrusion sensors in accordance with the selected 
mode; 

said mode control signals being at respective signal 
levels corresponding to selected display modes of 
the sensor indicators denoting present and past 
occurrence of alarm signals produced by the asso 
ciated sensors; and 

means operative in response to intrusion detection by 
said sensors to provide an alarm signal on the same 
line of said cable for communication to said central 
control unit to cause an alarm indication at said 
central control unit irrespective of the selected 
display mode of the sensor indicators specified by 
the mode control signals; 

said first means including comparator means opera 
tive in response to said mode control signals for 
providing outputs in accordance with the signal 
level of the mode control signals; 

latch means operative in response to the outputs from 
said comparator means for providing said selected 
control signals; 

a detector operative in response to an intrusion detec 
tion signal to provide an output signal; and 

second comparator means operative in response to 
said output signal from said detector to provide an 
alarm signal to said latch means and said means 
operative in response to intrusion detection when 
said output signal differs from a reference signal for 
said second comparator means by a predetermined 
alount. 

e : 
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