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A computer implemented system for automatically determin-
ing a reliability score of a data report. The system includes a
data structure indicative of data lineage that includes data
assets flowing into a data report. The system further includes
aprocessor configured to calculate trust scores for data assets
based on characteristics of the data assets as well as a data
report trust density score indicative of the reliability score of
the report based on the calculated trust scores. The system
further includes an output device configured to output the
calculated data report trust density score.
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DETERMINING RELIABILITY OF DATA
REPORTS

BACKGROUND

[0001] The present disclosure relates generally to business
intelligence and, more particularly, to determining reliability
of data reports.

[0002] Most large enterprises invest in a data warehouse to
consolidate critical data. Such a data warehouse is used to
facilitate reporting, analysis and decision making systems.
The data warehouse is fed from the operational systems of the
enterprise which are used to process day-to-day transactions.
Once in the data warehouse, the information will then be
moved to domain-specific data marts and will be available
from there for analytical reporting. The reports help the enter-
prise and external regulators to see trends, risk exposure, data,
etc.

[0003] The extraction of data from operational systems and
its placement into the data warehouse is usually done using an
Extract, Transform and Load (ETL) tool, an example of such
atool being IBM® InfoSphere® DataStage®. The movement
of data from the warehouse to a data mart is done with a
similar tool. The reports are designed and run using a data
reporting tool, an example of such a tool being IBM® Cog-
nos® Enterprise.

[0004] In certain scenarios, developing the warehouse,
populating it, moving the data to a mart and then creating the
necessary reports is a large and complex project. In many
cases, dozens of developers are needed to develop, test and
maintain the ETL code that is needed to produce the final
reports. Also associated with the project are analysts, data
stewards, data modelers, enterprise architects and project
managers. These, combined with the ETL and other develop-
ers, result in very large teams that are dedicated to the report-
ing project.

[0005] The flow and transformation of information from
the operational systems to the reports via the warehouse and
marts is very complex. The data may flow through reporting
layers, OLAP layers, data marts, data warehouses, staging
databases, intermediate files, file transfers, ETL processes
and operational data stores. Within the enterprise no single
person may be able to understand this flow in its entirety.
[0006] Consider a report that needs to be delivered to gov-
ernment regulators: the enterprise needs to provide associated
information that convinces the regulators that the results are
indeed accurate and reliable. Since no single person may
understand the data flow in its entirety, it is exceedingly
challenging for an enterprise to validate the entire data flow
and therefore the report’s accuracy and reliability. It requires
validating every step of the data lifecycle, including, verify-
ing that the ETL code is moving and transforming the data as
designed, verifying that the code is accessing and aggregating
the data as designed, and verifying that the data sources used
throughout the flow do not have any quality issues.

[0007] Accordingly, data quality issues reduce the reliabil-
ity of reports and every enterprise has data quality issues to
some extent. Decision-makers reading the reports need to
know how reliable the report data is.

SUMMARY

[0008] According to an embodiment, a computer imple-
mented system for automatically determining a reliability
score of a final data source is provided. The system includes
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a data structure indicative of a data lineage that includes data
assets flowing into a final data source, and a processor con-
figured to calculate at least: trust scores for data assets based
on characteristics of the data assets; and a final data source
trust density score indicative of the reliability score of the
final data source based on at least the calculated trust scores.
The system also includes an output device configured to
output the calculated final data source trust density score.
[0009] According to another embodiment, a computer
implemented method for automatically determining a reli-
ability score of a final data source is provided. The method
includes providing a data structure indicative of a data lineage
that includes data assets flowing into a final data source,
calculating trust scores for data assets based on characteris-
tics of the data assets, calculating a final data source trust
density score indicative of the reliability score of the final data
source based on at least the calculated trust scores, and out-
putting to an output device the calculated final data source
trust density score.

[0010] According to a further embodiment, a computer
program product is provided. The computer program product
includes a computer readable medium embodying a computer
program that includes a computer code portion for providing
a data structure indicative of a data lineage that includes data
assets flowing into a final data source, a computer code por-
tion for calculating trust scores for data assets based on char-
acteristics of the data assets, a computer code portion for
calculating final data source trust density score indicative of
the reliability score of the final data source based on at least
the calculated trust scores, and a computer code portion for
outputting to an output device the calculated final data source
trust density score.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0011] Inorder to better understand the subject matter that
is disclosed herein and to exemplify how it may be carried out
in practice, embodiments will now be described, by way of
non-limiting example only, with reference to the accompany-
ing drawings, in which:

[0012] FIG. 1 illustrates an exemplary data lineage graph
accessible by a system in accordance with certain embodi-
ments of the invention;

[0013] FIGS. 2A-B illustrates a general system architec-
ture, in accordance with certain embodiments of the inven-
tion;

[0014] FIG. 3 illustrates a flow chart of a general sequence
of operations for calculating data source reliability, in accor-
dance with certain embodiments of the invention;

[0015] FIG. 4 illustrates a flow chart of a sequence of opera-
tions for calculating a trust score for data source, in accor-
dance with certain embodiments of the invention;

[0016] FIG. 5illustrates a flow chart of a sequence of opera-
tions for calculating trust score for data routine, in accordance
with certain embodiments of the invention;

[0017] FIG. 6illustrates a flow chart of a sequence of opera-
tions for calculating complexity score of data routine, in
accordance with certain embodiments of the invention;
[0018] FIG. 7 illustrates schematically a job, being an
example of a data routine, used in a system in accordance with
certain embodiments of the invention; and

[0019] FIGS. 8A-B illustrate two respective scenarios of
data source reliability calculations.
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DETAILED DESCRIPTION

[0020] Inthe following detailed description, numerous spe-
cific details are set forth in order to provide a thorough under-
standing of the disclosure. However, it will be understood by
those skilled in the art that the present disclosure may be
practiced without these specific details. In other instances,
well-known methods, procedures, and components have not
been described in detail so as not to obscure the present
disclosure.

[0021] In the drawings and descriptions set forth, identical
reference numerals indicate those components that are com-
mon to different embodiments or configurations.

[0022] Unless specifically stated otherwise, as apparent
from the following discussions, it is appreciated that through-
out the specification discussions utilizing terms such as “pro-
cessing”, “calculating”, “computing”, “determining”, “gen-
erating”, “setting”, “configuring”, “selecting”, “defining”,
“adding”, “outputting” or the like, include action and/or pro-
cesses of a computer that manipulate and/or transform data
into other data, the data represented as physical quantities,
e.g., such as electronic quantities, and/or the data represent-
ing the physical objects.

[0023] Asused herein, the phrase “for example,” “such as”,
“for instance” and variants thereof describe non-limiting
embodiments of the presently disclosed subject matter.
[0024] Itis appreciated that certain features of the presently
disclosed subject matter, which are, for clarity, described in
the context of separate embodiments, may also be provided in
combination in a single embodiment or with other embodi-
ment(s). Conversely, various features of the presently dis-
closed subject matter, which are, for brevity, described in the
context of a single embodiment, may also be provided sepa-
rately or in any suitable sub-combination.

[0025] In embodiments of the presently disclosed subject
matter one or more stages illustrated in the figures may be
executed in a different order and/or one or more groups of
stages may be executed simultaneously and vice versa. The
figures illustrate a general schematic of the system architec-
ture in accordance with an embodiment of the presently dis-
closed subject matter. Each module in the figures can be made
up of any combination of software, hardware and/or firmware
that performs the functions as defined and explained herein.
The modules in the figures may be centralized in one location
or dispersed over more than one location.

[0026] Bearing this in mind, attention is drawn to FIG. 1
illustrating an exemplary data lineage graph 100 accessible
by a system in accordance with certain embodiments of the
invention. The boxes (e.g., 101, 102, 103) represent data
sources that hold the data as it travels from the operational
system to the data report 104. For example, these data sources
could be at least one of: table(s) in the warehouse, data mart,
staging database, intermediate file(s) used to extract data
from one system in order to import to another, OLAP layer(s),
operational and data store. Note that data sources are not
bound by these particular examples.

[0027] The arrows (e.g., 105 to 109) represent the data
routines that read the data from one source and write it to
another. An arrow could be for example at least one of a
DataStage ETL job/process, (FTP) file transfer(s) or any
other such process that moves and/or transforms data. Note
that data routines are not bound by these particular examples.
[0028] The ultimate reliability of the data report is a func-
tion of the trustworthiness of all these boxes and lines (data
sources and data routines). Note that the specified data
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sources and data routines are examples of data assets which
constitute the data lineage data structure (e.g., graph).
[0029] Inaccordance with various embodiments described
below, the trust score of each data assert is calculated and a
weight is assigned thereto (being a representative example of
the complexity extent of the data asset), and then a Truth
Density is calculated (based on at least the calculated trust
scores) for obtaining an overall reliability score of the output
data report.

[0030] Those versed in the art will readily appreciate that
the data lineage graph of FIG. 1 is a non-limiting example of
a data lineage data structure. By this example, data assets of
the lineage graph include data sources and data routines. Each
data source storing data traversing from source system(s) to
the report (being an example of final data source), the data
routines being representative, each, of data flowing from at
least one data source to an at least one target data source or
into the data report. Note that while for clarity of explanation
the outcome is a data report, this is only an example of a final
data source. Other non-limiting examples of final data
sources (other than data reports) are, for instance, data files
such as an XML data file, an Excel spreadsheet or a web
service.

[0031] Theembodiments are by no means bound, neither to
the specific graph representation of FIG. 1, nor to a graph data
structure. Note that a non-limiting manner of automatic gen-
eration of a data lineage in accordance with certain embodi-
ments is described in U.S. Publication Number 2009/
0063534 entitled “Data Lineage in Data Warehousing
Environment”, commonly assigned, and which content is
incorporated herein by reference.

[0032] Note that in accordance with certain embodiments,
where the output of the Lineage graph is a Data report, it may
be for instance a Business Intelligence (BI) related report.
The embodiments are not bound by this example and accord-
ingly other examples are medical test results or federal safety
regulation compliance reports.

[0033] Inaccordance with certain embodiments, in order to
construct a data lineage (e.g., a data lineage graph of FIG. 1)
an IBM InfoSphere Metadata Workbench calculates the data
lineage results by examining the data integration metadata
held in the InfoSphere metadata repository. It examines the
ETL jobs, ETL logs, data source structures, data report details
and any other such information that sheds light on the data
lineage flow. Note that in accordance with certain embodi-
ments, each data asset in the data lineage result necessarily
exists in the metadata repository; therefore the repository can
be scanned to understand the data flow of the assets.

[0034] Bearing this in mind, attention is drawn to FIGS. 2A
and 2B illustrating a general system architecture 200, in
accordance with certain embodiments of the invention. As
shown, processor 201 is coupled to storage 202 and to output
device 203. The storage, in turn, accommodates data lineage
data structure 204 that includes data assets and a repository
205 storing data asset characteristics, all as will be explained
in greater detail below.

[0035] As will be explained in greater detail below and as
shown in FIG. 1B, the processor employs a data trust score
module 206 configured to calculate trust scores for data assets
(of the data lineage data structure 204) based on characteris-
tics of the data assets (as extracted from repository 205) and
trust density module 207 configured to calculate trust density
indicative of the reliability score of the report based on the
calculated trust scores.
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[0036] Attention is now drawn to FIG. 3, showing a flow
chart that illustrates a general sequence of operations for
calculating report (being an example of Final data source)
reliability, in accordance with certain embodiments of the
invention. Thus, at step 301 a data lineage data structure is
obtained by either being (wholly or partially) generated and/
or (wholly or partially) received (i.e. generated externally and
stored in storage 202). The processor 201 is configured to
calculate trust scores for data assets based on characteristics
of the data assets (step 302) where the latter are extracted
from data repository 205. Then, in accordance with certain
embodiments, the processor is configured to calculate nor-
malized trust scores by calculating the complexity score of
the data assets (step 303), and thereafter the processor is
configured to calculate a data report trust density indicative of
the reliability score of the report, based on at least the calcu-
lated trust scores (step 304). Lastly, any known per se output
device (203) is configured to output the calculated data report
trust density (step 305).

[0037] In accordance with certain embodiments, and as
will be explained in greater detail below, the data scores are
calculated separately for data sources and data routines (be-
ing examples of data assets).

[0038] Inaccordance with certain embodiments, many data
assets contribute to the data report, either directly or indi-
rectly.

[0039] In accordance with certain embodiments the Truth
Density of the data report is an aggregate function of the trust
scores assigned to each data asset that contributes to the
report.

[0040] In accordance with certain embodiments, the Truth
Density of the data report will be more closely correlated to
the trust score of some data assets than to others.

[0041] In accordance with certain embodiments the Truth
Density of the report under question is calculated (e.g., by
Trust Score and Trust Density modules 206 and 207 of pro-
cessor 201) in accordance, for instance, with equation (1))
(see below) based on the data lineage data structure (e.g., data
lineage graph of FIG. 1). The trust score is calculated for each
data asset in the lineage graph (falling in a given range, say
between 1 and 100). Then, using the weighting calculation (as
elaborated below), each data asset in the lineage graph is
assigned with a weight that falls in a given range, say between
1 and 100. Then, a weighted average trust score is calculated
from all the data assets in the lineage graph, in compliance
with the following weighted average equation (I) below:

‘n’ is the number of items in the data lineage graph

Z (TrustScore; = Weight,)

i=lton

>, Weighs

i=1ton

[0042] The Truth Density of the data report (e.g., a BI
related report) is the weighted average trust score deduced
from the above calculation. If, say, the Truth Density is 100,
this indicates that all the items that contributed to the report
(e.g., Bl report) had a high trust rating and so the data report
can be relied upon for business decisions. A lower value will
convey to the decision makers that the information in the data
report has potential trust issues. By this embodiment, the
lower the score, the lower the confidence in the report’s
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quality. Note that the embodiment is not bound by the speci-
fied equation, all as will be further discussed below.
[0043] Note that in accordance with the latter example the
weights represent the complexity of the data assets (whether
a data source or data routine).
[0044] Bearing this in mind, attention is drawn to FIG. 4
illustrating a flow chart of a sequence of operations for cal-
culating a trust score for data sources (e.g., in module 206 of
processor 201), in accordance with certain embodiments of
the invention. The trust score for each data source (say 101 or
103 of FIG. 1) is calculated as follows:
[0045] X1 (e.g., 30) points are added (step 401) if data
quality monitoring is implemented for the data source. This
shows that the data is being tested to see if it conforms to
predetermined data rules. Data quality may be calculated by
accessing repository 205, e.g., as follows:
[0046] a. Is the data source part of an Information Ana-
lyzer data quality project—12 points
[0047] ©b. Is the data source connected to a data quality
governance rule—o6 points
[0048] c. Is the data source connected to a Quality Stage
data quality project—12 points
[0049] X2 (e.g., 20) points are added (step 402) if the data
is fresh. Data Freshmen may be calculated by accessing
repository 205, e.g., as follows:
[0050] a. Did the last run of the ETL job feeding the data
source have a success exit code—13 points
[0051] b. Has the data in the data source been updated in
the last week—7 points
[0052] X3 (e.g., 20) points are added (step 403) if there is
data ownership for the data source. If so, it means someone is
responsible for the data. Data Ownership may be calculated
by accessing repository 205, e.g., as follows:
[0053] a. Does the data source have a data steward
assigned to it—17 points
[0054] b. Does the data steward profile include his email
and phone contact information—3 points
[0055] X4 (e.g., 10) points are added (step 404) if there is a
data security system guarding unauthorized data access to the
data source. If so, it means that the data has not been manipu-
lated in an unauthorized entity. Data Security may be calcu-
lated by accessing repository 205, e.g., as follows:
[0056] a.Is there a Guardium rule enforcing access to the
Data source—7 points
[0057] ©b. Is there a Guardium rule monitoring access
issues to the Data source—3 points
[0058] XS5 (e.g., 10) points are added (step 405) if there is a
documentation of the data source. If so, it means that it is
understood in and of itself. Data Documentation may be
calculated by accessing repository 205, e.g., as follows:
[0059] a. Is the data source implementing a Physical or
Logical model—S5 points
[0060] b. Is the data source assigned to a Business
Term—-S5 points
[0061] X6 points (e.g., 5) are added (step 406) if there is a
data backup/restore mechanism of the data source. If so, it
means the data is cared about and given attention. Data
Backup/Restore may be calculated by accessing repository
205, e.g., as follows:
[0062] a. Is there a Backup/Restore routine assigned to
the data server—S5 points
[0063] X7 (e.g., 5) points are added (step 407) if there is a
privacy system used to obfuscate the data of the data source.
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If so, this means that the data is cared about and given atten-
tion. Data Privacy may be calculated by accessing repository
205, e.g., as follows:
[0064] a. Is there an Optim masking routine assigned to
the data source—S5 points
[0065] Inaccordance with certain embodiments, the speci-
fied characteristics are determined by accessing the data
repository 205.
[0066] By this particular embodiment the following data
source characteristics are used: data quality, freshness of data,
data ownership, data security, documentation of data, data
backup/restore mechanism and data privacy. Those versed in
the art will readily appreciate that the embodiments are not
bound by the specified list of data source characteristics and
accordingly in accordance with certain embodiments, one or
more of the specified characteristics may be deleted and/or
modified and/or other(s) may be added. Thus, in accordance
with certain embodiments, one or more of the following char-
acteristics may be utilized when calculating a trust score of
data source: Quality of the predecessor in lineage graph,
Rank/Trustworthiness/Track record of the data steward, Was
it created using the modeling process of “spec->logical
model->physical model->implementation model” Standards
compliance of the data source. The embodiments are, of
course, not bound by these examples.
[0067] The embodiments are by no means bound by con-
tributing to the score by adding points and accordingly in
accordance with certain embodiments other forms of contri-
bution to the trust scores may be utilized e.g., utilizing opera-
tors other than ‘add’. Also the specified point values and the
ratio between the respective data characteristics may vary
depending upon the particular application.
[0068] Thus, in accordance with certain embodiments
other operator may be used, e.g., “subtract”. Thus, for
example, when calculating a Trust Score to a Data Source, if
the data is read by a data routine that then writes the data to a
publicly available location, the source data loses trust and
points, and accordingly points may be subtracted. In accor-
dance with another non-limiting example, if the data is stored
on a machine that has had more than X % (say 10) downtime
due to hardware malfunction the data loses trust, and points
are subtracted.
[0069] Turning now to FIG. 5, it shows a flow chart illus-
trating a sequence of operations for calculating a trust score
for data routines (e.g., in module 206 of processor 201), in
accordance with certain embodiments of the invention. The
trust score for each data routine (say 106 or 108 of FIG. 1) is
calculated as follows:
[0070] Y1 (e.g., 30) points are added (step 501) if a speci-
fication for the routine exists. Specification may be calculated
by accessing repository 205, e.g., as follows:
[0071] a. Is there a FastTrack mapping spec assigned to
the data routine—12 points
[0072] b. Is there a Blueprint assigned to the data rou-
tine—S8 points
[0073] c. Is there a Business Term assigned to the data
routine—S5 points
[0074] d. Is there an Information Governance Rule
assigned to the data routine—?5 points
[0075] Y2 (e.g., 25) points are added (step 502) if there are
no operational failures. Operational failures may be calcu-
lated by accessing repository 205, e.g., as follows:
[0076] a. Do the last 5 runs of the data routine have a
success exit code—15 points
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[0077] b. Do the last 5 runs of the data routine have less
than 10% data errors—10 points

[0078] Y3 (e.g., 20) points are added (step 503) if there was
testing done on the data routine. If so, it means someone is
responsible for the data. Testing may be calculated by access-
ing repository 205, e.g., as follows:
[0079] Was the data routine promoted to the production
environment directly from a testing environment—20 points
[0080] Y4 (e.g., 15) points are added (step 504) if there is
ownership of the data routine. If so, it means someone is
responsible for it. Ownership may be calculated by accessing
repository 205, e.g., as follows:

[0081] a. Does the data source have a data steward

assigned to it—12 points

[0082] b. Do the data steward details include his email

and phone contact information—3 points
[0083] Y5 points (e.g., 10) are added (step 505) if there is
documentation for the data routine. If so, it means that it is
understood in and of itself. Documentation may be calculated
by accessing repository 205, e.g., as follows:

[0084] a. Is this routine implementing an Information

Governance Rule—10 points
[0085] Inaccordance with certain embodiments, the speci-
fied characteristics are determined by accessing the data
repository 205.
[0086] By this particular embodiment the following data
routine characteristics are used: specification, operational
failures, testing, data ownership and documentation. Those
versed in the art will readily appreciate that the embodiments
are not bound by the specified list of data routine character-
istics and accordingly in accordance with certain embodi-
ments, one or more of the specified characteristics may be
deleted and/or modified and/or other(s) may be added. Thus,
in accordance with certain embodiments, one or more of the
following characteristics may be utilized when calculating a
trust score of data routine: the developers level of training,
experience and certification, Is the routine code stored in a
source control mechanism, etc. The embodiments are, of
course, not bound by these examples.
[0087] The embodiments are by no means bound by con-
tributing to the score by adding points and accordingly in
accordance with certain embodiments other forms of contri-
bution to the scores may be utilized e.g., utilizing operators
other than add, e.g., subtract. Also the specified point values
and the ratio between the respective data characteristics
points may vary depending upon the particular application.
[0088] Inaccordance with certain embodiments, a low trust
score may or may not be a sign of a trust issue:

[0089] Low trust score is not a sign of a trust issue:
[0090] Consider a data routine that extracts data from a
warehouse and puts it in a file for the purpose of loading a data
mart. The extract job does not transform the data in any way;
it is what is known as a “lift and shift” job. Because the job is
not complex and less prone to human error, the low score is
not necessarily a sign of a potential trust issue.

[0091] Low trust score is a sign of a trust issue:

[0092] Consider a data routine that extracts data from many
data sources, cross correlates the data from each source, trans-
forms the data, aggregates it and then writes it to a table in the
data warehouse. Because the job is complex and more prone
to human error, a low trust score for this data routine or for the
target table may indicate that there is a potential data quality
issue.
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[0093] In accordance with certain embodiments, the
weighting of a data routine is a function of the complexity of
the routine and the weighting of a data source is a function of
the complexity of the data routines that write to the data
source.

[0094] Attention is now drawn to FIG. 6 illustrating a flow
chart of a sequence of operations for calculating a complexity
score of a data routine (e.g., in module 206 of processor 201),
in accordance with certain embodiments of the invention.
[0095] Thus, in accordance with certain embodiments,
every data routine in the data lineage result is assigned a
complexity score between 0 and 100, the score being aggre-
gated from the following data functions:

[0096] Z1 (e.g.) 25 points are added (step 601) for each
Aggregation function used in the data routine;

[0097] Z2 (e.g., 10) points are added (step 602) for each
Transformation function used in the data routine;

[0098] Z3 (e.g., 10) 10 points are added (step 603) for each
Join function used in the data routine;

[0099] Z4 (e.g., 10) points are added (step 604) for each
Lookup function used in the data routine;

[0100] Z5 (e.g., 10) 10 points are added (step 605) for each
Merge function used in the data routine;

[0101] Z6 (e.g., 5) points are added (step 606) for each
Filter function used in the data routine; and

[0102] Z7 (e.g., 5) 5 points are added (step 607) for each
Sort function used in the data routine.

[0103] In accordance with certain embodiments, once a
data routine has reached a complexity score of 100 it is
considered prone to human error and a low trust score would
impact the overall trust density of the final report. Because of
this, in accordance with certain embodiments, all scores of
100 and over are all considered high risk and impact the final
aggregate trustworthiness in an equivalent way.

[0104] Note that in accordance with certain embodiments,
the weight of a Data Routine is the complexity score assigned
to the routine and the weight of a Data Source is the maximum
complexity score assigned to all the routines that write to the
data source.

[0105] By this particular embodiment the complexity is
based on the following functions: Aggregation function,
Transformation function, Join function, Lookup function,
Merge function, Filter function and Sort function. Those
versed in the art will readily appreciate that the embodiments
are not bound by the specified list complexity functions and,
accordingly, in accordance with certain embodiments, one or
more of the specified functions may be deleted and/or modi-
fied and/or other(s) may be added and or parameters other
than functions, such as structure. An example of the latter is
shown in FIG. 7 which illustrates a job 700 (data routine) that
includes extraction of data 701 from an ODBC data source
702 and validation 703 followed by mapping 704 and loading
705 onto Oracle database 706. The complexity level of the
specified routine 700 is higher than, for instance, a job (rou-
tine) having a simpler structure e.g., designated to only
extract data from a first data source and store it in a second
data source. The embodiments are of course not bound by the
specified examples of data routine.

[0106] The embodiments are by no means bound by con-
tributing to the score by adding points and accordingly in
accordance with certain embodiments other forms of contri-
butions to the scores may be utilized e.g., utilizing operators
other than ‘add’ (e.g., subtract). Also the specified point val-
ues and the ratio between the respective data characteristics
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points may vary depending upon the particular application. In
accordance with certain embodiments, using the data source
trust scores, data routine trust scores and the data complexity
(as reflected in the weighting) in the specified equation (1),
yields the calculated truth density of the final report. The
embodiments are however not bound by this example.
[0107] Reverting to FIG. 6, there follows, in accordance
with certain embodiments, a non-limiting modification cal-
culating the complexity of the data assets based also on the
order of the functions. For example, in the list above the
aggregation and transformation functions each add 25 points
to the complexity score (steps 601 and 602). However, an
aggregation after a transformation is more complex than an
aggregation of plain data that is not transformed. Thus, by this
embodiment, the real complexity of a function is a function of
the points defined above as well as the aggregate complexity
of the functions preceding the function in question.
[0108] Accordingly, in accordance with certain embodi-
ments, the sequence of operations described with reference to
FIG. 6 is modified as follows:

[0109] localScore is the points attributed to the function

as exemplified in FIG. 6 above;

[0110] subTotal is the current aggregate complexity
score of all the functions preceding the function in ques-
tion;

[0111] The actual complexity score of the function is

calculated using the following exemplary equation (II):

subTotal )

localScore = (1 + 200

[0112] The specified modification ensures that the
localScore is augmented based on the complexity of the
functions preceding the current function.

[0113] The embodiments are not bound by the specific
values and operators of equation (II) and accordingly other
values and/or operators and/or equations may be used for
taking into consideration also the order of the functions (be-
ing an example of data characteristics).

[0114] Theembodiments are not bound by the modification
that is applied to the calculation of a complexity score and
accordingly other modifications are applicable calculating
the complexity of data assets by taking into account the com-
plexity of the entire lineage data structure, where the more
complex the lineage data structure (e.g., in the case of graph:
one or more of the following: more nodes, links, loops) the
lesser the reliability of the resulting truth density score.
[0115] Inaccordance with certain other embodiments, each
function type would add to the complexity by a different
measure, e.g., a Pivot function is simple and would have a low
complexity score. A Standardize function is complex and
would have a high complexity score.

[0116] Other modifications may be applied to the calcula-
tion of complexity score and/or the data assets (e.g., either or
both of the data source and data routine). Thus, in accordance
with certain embodiments another non limiting manner of
calculating trust density (in a modified manner than that
exemplified with reference to equation (1)), includes: a node
with a low trust score impacts the final truth density in corre-
lation to where the node is located in the lineage graph. If the
node is further from the final report the impact is greater than
if the node directly precedes the report. This is so since this
low quality data will have more chances of being incorrectly
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manipulated when it is further from the final report. The
embodiments are not bound by this particular modification. In
accordance with another non limiting example, the range of
scores and the range of weights are examined before applying
the weight to the score.

[0117] Note also that while in the description, the provision
(e.g., generation) of lineage graph and calculating the reli-
ability of the final data source are described as two distinct
stages. Those versed in the art will readily appreciate that the
calculation stage may be performed while the data lineage is
generated and not necessarily after the generation thereof is
finalized.

[0118] Thus, for instance, when describing a provision of
data structure indicative of a data lineage and a processor
configured to calculate at least trust scores for data assets and
afinal data source trust density score, this may include apply-
ing the calculation while generating the data structure.

[0119] Having calculated the truth density (e.g., by follow-
ing the specified equation (I), the truth density may be out-
putted (e.g., through output device 23 of FIG. 2A and will be
conveyed to the decision maker reading the report. Using this,
he/she will ascertain whether the report information needs to
be used with caution, or to what extent it can be relied upon.

[0120] For a better understanding of the complexity, atten-
tion is drawn to FIGS. 8 A-B which illustrate two respective
scenarios of data report reliability calculations. Thus, with
reference to FIG. 8A, assuming that the Trust scores and
Weights for the data assets (as calculated e.g., in accordance
with the low charts of FIGS. 4-6 above) are: “Sales Data entity
Console” (801) (90,10), “Daily Sales Holding Table” (802)
(90,10), “Aggregate Sale Job” (803) (60, 25), and “Sales
Warehouse Table” (804), are) (60, 25), respectively, then
applying Equation (I) yields a Trust Density score 68.6 for the
Quantity Sales Report (805).

[0121] Turning now to FIG. 8B, it depicts a similar scenario
with the minor modification that data assets i.e., jobs 803 and
804 are more complex as reflected in their respective weights
50 (compared to 25 in FIG. 8A). This results in lower Truth
Density score of 65.0 of the report 805. The reason is that the
more complex jobs 803 and 804 (which have identical trust
scores (60) to those of the jobs 803 and 804 of FIG. 8A)
reduced the reliability of the overall report, since the more
complex jobs rendered the overall report more error prone.

[0122] Those versed in the art will readily appreciate that in
accordance with certain embodiments of the invention,
through an automated process, a Truth Density score will be
attributed to a (e.g., BI) report, thereby (among others) saving
an enterprise many thousands of man-hours.

[0123] Any of the modules in FIGS. 2A-B may be made up
of any combination of software, hardware and/or firmware
that performs the functions as described and explained herein.
In various cases, system 200 may be centralized in one loca-
tion or dispersed over more than one location.

[0124] Alternatively to the example shown in FIG. 2A,
system 200 may in some examples include fewer, more and/
or different modules than shown in FIGS. 2A-B. Alternatively
to the example shown in FIGS. 2A-B, the functionality of
system 200 may in some examples be divided differently
among the modules illustrated in FIGS. 2A-B. Alternatively
to the example shown in FIGS. 2A-B, the functionality of
system 200 described herein may in some examples be
divided into fewer, more and/or different modules than shown
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in FIGS. 2A-B and/or system 200 may in some examples
include additional, less, and/or different functionality than
described herein.

[0125] Alternatively to the examples shown in FIG. 3,
stages which are shown in FIG. 3 as being executed sequen-
tially may in some other examples be executed in parallel
and/or stages shown in FIG. 3 as being executed in parallel
may in some other examples be executed sequentially. Alter-
natively to the example shown in FIG. 3 the method may in
some other examples include more, fewer and/or different
stages than illustrated in FIG. 3. Alternatively to the example
shown in FIG. 3, stages may in some other examples be
executed in a different order than illustrated in FIG. 3.

[0126] Alternatively to the examples shown in FIG. 4,
stages which are shown in FIG. 4 as being executed sequen-
tially may in some other examples be executed in parallel
and/or stages shown in FIG. 4 as being executed in parallel
may in some other examples be executed sequentially. Alter-
natively to the example shown in FIG. 4 the method may in
some other examples include more, fewer and/or different
stages than illustrated in FIG. 4. Alternatively to the example
shown in FIG. 4, stages may in some other examples be
executed in a different order than illustrated in FIG. 4.

[0127] Alternatively to the examples shown in FIG. 5,
stages which are shown in FIG. 5 as being executed sequen-
tially may in some other examples be executed in parallel
and/or stages shown in FIG. 5 as being executed in parallel
may in some other examples be executed sequentially. Alter-
natively to the example shown in FIG. 5 the method may in
some other examples include more, fewer and/or different
stages than illustrated in FIG. 5. Alternatively to the example
shown in FIG. 5 stages may in some other examples be
executed in a different order than illustrated in FIG. 5.

[0128] Alternatively to the examples shown in FIG. 6,
stages which are shown in FIG. 6 as being executed sequen-
tially may in some other examples be executed in parallel
and/or stages shown in FIG. 6 as being executed in parallel
may in some other examples be executed sequentially. Alter-
natively to the example shown in FIG. 6 the method may in
some other examples include more, fewer and/or different
stages than illustrated in FIG. 6. Alternatively to the example
shown in FIG. 6, stages may in some other examples be
executed in a different order than illustrated in FIG. 6.

[0129] The term processor should be expansively con-
strued to include any kind of one or more electronic proces-
sors with data processing capabilities and which is made up of
any combination of hardware, software and/or firmware and
which includes at least some hardware, even if not labeled as
such in the disclosure.

[0130] It will also be understood that the system according
to the presently disclosed subject matter can be implemented,
at least partly, as a suitably programmed processor. Likewise,
the presently disclosed subject matter contemplates a com-
puter program being readable by a computer (processor) for
executing the disclosed method. The presently disclosed sub-
ject matter further contemplates a non-transitory machine-
readable memory tangibly embodying a program of instruc-
tions executable by the machine for executing the disclosed
method.

[0131] While various embodiments have been shown and
described, it will be understood that there is no intent to limit
the embodiments by such disclosure, but rather, it is intended
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to cover all modifications and alternate constructions falling
within the scope of the embodiments, as defined in the
appended claims.

1. A computer implemented system for automatically
determining a reliability score of a final data source, compris-
ing:

data structure indicative of a data lineage that includes data

assets flowing into a final data source;

a processor configured to calculate at least:

trust scores for data assets based on characteristics of the
data assets; and

a final data source trust density score indicative of the
reliability score of the final data source based on at
least the calculated trust scores; and

an output device configured to output the calculated final

data source trust density score.

2. The system according to claim 1, wherein the calculating
trust density is further based on at least the complexity of the
data assets and wherein the complexity is dependent on at
least the structure or function of each data asset.

3. The system according to claim 1, wherein the data lin-
eage being represented as a data lineage graph.

4. The system according to claim 1, wherein the data assets
include data sources and data routines of the data lineage;
each of the data sources storing data traversed from at least
one source system to the data source and the data routines
being representative, each, of data flowing from an at least
one data source to an at least one target data source or to the
final data source.

5. The system according to claim 4, wherein each data
source being at least one member selected from a group that
includes: an OLAP layer, data mart, data warehouse, staging
database, intermediate file, and operational and data store.

6. The system according to claim 4, wherein each data
routine being at least one member selected from a group that
includes: a file transfer, Extract Transform and Load (ETL)
process.

7. The system according to claim 4, wherein the processor
is configured to calculate a trust score for each data source and
data routine of the data lineage.

8. The system according to claim 7, wherein the processor
is configured to calculate trust scores of the data sources
based on data quality of the data source.

9. The system according to claim 7, wherein the processor
is configured to calculate trust scores of the data sources
based on data quality of the data routine.

10. The system according to claim 4, wherein the processor
is configured to calculate trust density further based on at least
the respective complexity scores of the data sources and data
routines.

11. The system according to claim 10, wherein the proces-
sor is configured to calculate the trust density in compliance
with an equation:

(TrustScore; = Weight,)

>, Weighs

i=lton

wherein the TrustScore; being the trust score of either of the
data source or data routine, and wherein the Weight
being a corresponding complexity score and wherein the
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complexity score of the data source being the maximum
complexity assigned to all the data routines that write to
the respective data source.

12. The system according to claim 11, wherein the proces-
sor is configured to calculate the trust score of each data
source, based on the data characteristics, including:

adding X1 points if data quality monitoring is implemented

for the data source;

adding X2 points if the data is fresh;

adding X3 points if there is data ownership for the data

source;

adding X4 points if there is a data security system guarding

unauthorized data access to the data source;

adding X5 points if there is a documentation of the data

source;

adding X6 points if there is a data backup/restore mecha-

nism of the data source; and

adding X7 points if there is a privacy system used to obfus-

cate the data of the data source,

wherein any of the X1 to X7 points fall within a given

points range.

13. The system according to claim 11, wherein the proces-
sor is configured to calculate the trust score of each data
routine based on the data characteristics, including:

adding Y1 points if a specification for the routine exists;

adding Y2 points if there are no operational failures;

adding Y3 points if there was testing done on the data
routine;

adding Y4 points if there is ownership of the data routine;

and

adding Y5 points if there is a documentation for the data

routine, wherein any of the Y1 to Y5 points fall within a
given points range.

14. The system according to claim 11, wherein the proces-
sor is configured to calculate the complexity score of each
data routine, including:

adding 71 points for each Aggregation function used in the

data routine;

adding 72 points for each Transformation function used in

the data routine;

adding 73 points for each Join function used in the data

routine;

adding 74 points for each Lookup function used in the data

routine;

adding 75 points for each Merge function used in the data

routine;

adding Z6 points for each Filter function used in the data

routine; and

adding Z7 points for each Sort function used in the data

routine,

wherein any ofthe Z1 to Z7 points fall within a given points

range.

15. The system according to claim 14, wherein the proces-
sor is configured to calculate for each one of the functions in
compliance with the following equation

subTotal )

localScore = (1 + 70

wherein localScore are the points added to the respective
function, and

subTotal is the aggregate complexity score of all the func-
tions preceding the respective function.
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16. The system according to claim 14, wherein the proces- outputting to an output device the calculated final data
sor is configured to calculate the complexity score based also source trust density score.
on complexity of the data lineage such that the more the 19. A computer program product that includes a computer
sources the more the points, and the more the routines the readable medium embodying a computer program, compris-
more the points. ing:

17. The system according to claim 1, wherein the final data computer code portion for providing a data structure
source being a Business Intelligence (BI) related report. indicative of a data lineage that includes data assets

18. A computer implemented method for automatically flowing into a final data source;
determining a reliability score of a final data source, compris- computer code portion for calculating trust scores for data
ing: assets based on characteristics of the data assets;

providing a data structure indicative of a data lineage that computer code portion for calculating final data source

includes data assets flowing into a final data source; trust density score indicative of the reliability score of
calculating trust scores for data assets based on character- the final de(lita source based on at least the calculated trust
scores; an

istics of the data assets;

calculating a final data source trust density score indicative
of'the reliability score of the final data source based on at
least the calculated trust scores; and ® ok ok ok

computer code portion for outputting to an output device
the calculated final data source trust density score.



