wo 20187022424 A1 | 0E 00000 OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
01 February 2018 (01.02.2018)

(10) International Publication Number

WO 2018/022424 A1l

WIPO I PCT

(51) International Patent Classification:

GO8B 25/00 (2006.01) H04M 11/04 (2006.01)
GO8B 25/08 (2006.01)
(21) International Application Number:
PCT/US2017/043088
(22) International Filing Date:
20 July 2017 (20.07.2017)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

62/493,966 23 July 2016 (23.07.2016) Us

(72) Inventors; and

(71) Applicants: HESFORD, David, Michael [US/US]; 1049
Durbin Parke Drive, Saint Johns, FL 32259 (US). VAN
WINKEL, Robert, Johannes [US/US]; 231 Riverside Dri-
ve #1903, Daytona Beach, FL 32117 (US).

(74) Agent: KINCART, Joseph, P.; Rogers Towers P.A., Suite
1500, 1301 Riverplace Blvd., Jacksonville, FL 32207 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH,CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM,KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

(54) Title: SECURITY MONITORING SYSTEM AND METHODS

Figure 1A

(57) Abstract: The present disclosure relates to a system and methods for monitoring an electronic device with an alarm state and
responding to an alarm state on the device based upon a location of a respondent and more specifically, the present invention includes
monitoring a security or intrusion detection system and communicating via an IP network to a controller with a user defined profile

of responses.

[Continued on next page]



WO 2018/022424 AL 00RO

Declarations under Rule 4.17:
— as to the identity of the inventor (Rule 4.17(i))

Published:
—  with international search report (Art. 21(3))



WO 2018/022424 PCT/US2017/043088

SECURITY MONITORING SYSTEM AND METHODS

FIELD OF THE DISCLOSURE

[0001] The present disclosure relates to a system and methods for monitoring an electronic
device with an alarm state and responding to an alarm state on the device based upon a
location of a respondent and more specifically, the present invention includes monitoring a
security or intrusion detection system and communicating via an IP network to a controller

with a user defined profile of responses.
BACKGROUND OF THE DISCLOSURE

[0002] It is estimated that 22 million homes and an additional 6 million businesses in the
United States are equipped with some form of security or intrusion detection and/or alarm
system. A number of those systems are monitored remotely by third party monitoring
services. The five largest security monitoring companies account for over 10 million
subscribers, at a rate of up to $600 per year, each. This ongoing operating expense should be

avoided.

[0003] Moreover, third party monitoring systems suffer from certain drawbacks even when
operating as intended. The third-party monitoring company employs monitors who
collectively monitor all that company’s clients. Those monitors may be overwhelmed by a
surge in alarm states, delaying their response, and onward notification to the client. A third-
party monitor may not have sufficient familiarity with each structure being monitored to
make adequate use of the alarm information, absent a user’s assistance. This makes the third-
party monitoring solution sub-optimal for the task of remotely monitoring a security,

intrusion detection, or alarm system. The present state of the art is therefore lacking.
SUMMARY OF THE DISCLOSURE

[0004] The present disclosure relates to a system and methods for monitoring an electronic
device with an alarm state and responding to the alarm state based upon a location of a
respondent. According to the present invention a monitoring system, such as, for example, a
security or intrusion detection system communicates via an Internet Protocol (“IP”) network
to a controller. The controller includes user defined profile with multiple responses and

multiple respondents to an alarm state.

[0005] According to some embodiments, the monitoring system secures a structure, such as a

residence other embodiments include commercial or industrial uses and facilities. The
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monitoring system includes an alarm device adapted to detect a state within the building,
such as an entry into the structure. Other embodiments may include a condition sensor
adapted to detect motion, as by ultrasound, infrared, or machine vision, or to detect the
presence of sound, for example if the structure is intended to be unoccupied and no interior
sound above a certain threshold is to be expected. Still other embodiments include a
condition sensor to detect a deviation in temperature within the structure from an expected

normal state or a sensor affixed to a person or a pet exceeding a perimeter.

[0006]According to the present invention, automated apparatus will contact a respondent
based upon a condition of the alarm state and the condition and proximity of the respective

respondents as compared to a user defined profile of conditions and associated responses.

[0007] A system of one or more computers can be configured to perform particular
operations or actions by virtue of having software, firmware, hardware, or a combination of
them installed on the system that in operation causes or cause the system to perform the
actions. One or more computer programs can be configured to perform particular operations
or actions by virtue of including instructions that, when executed by data processing
apparatus, cause the apparatus to perform the actions. One general aspect includes a method
of providing a series of user designated distributed responses based upon an alarm state, the
method including. The method also includes associating an analog alarm state with a
universally unique identifier. The method also includes monitoring an alarm state connector.
The method also includes receiving a voltage indicative of an alarm state. The method also
includes recording a time and date of receipt of the voltage indicative of an alarm state. The
method also includes checking for an availability of communication with a first server via a
first communication modality; upon determination of availability of communication with the
first server via the first communication modality, transmitting the universally unique
identifier to the first server via the first communication modality with an indication of the
alarm state; accessing a geospatial location associated with the universally unique identifier;
upon determination of unavailability of communication with the first server via the first
communication modality, checking for the availability of communication with the first server
via a second communication modality; upon determination of availability of communication
with the first server via the second communication modality, transmitting the universally
unique identifier to the first server via the second communication modality with an indication
of the alarm state; and upon determination of unavailability of communication with the first

server via the first communication modality and the second communication modality,
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transmitting the universally unique identifier to a second server with an indication of the
alarm state. Other embodiments of this aspect include corresponding computer systems,
apparatus, and computer programs recorded on one or more computer storage devices, each

configured to perform the actions of the methods.

[0008] Implementations may include one or more of the following features. The method
additionally including the steps of: transmitting a request for a location of a first user mobile
device associated with a first responder at the time of receipt of the voltage indicative of an
alarm state an alarm state, receiving a Cartesian Coordinate of the first user mobile device,
calculating a distance from the geospatial location associated with the universally unique
identifier to the Cartesian Coordinate of the first user mobile device, referencing a next action
based upon the calculated distance from the geospatial location associated with the
universally unique identifier to the Cartesian Coordinate of the first user mobile device, and
executing the next action based upon the calculated distance from the Cartesian Coordinate of
the first user mobile device. The method where the next action based upon the calculated
distance from the geospatial location associated with the universally unique identifier to the
Cartesian Coordinate of the first user mobile device includes transmitting alarm state
indicators to the first user mobile device. The method additionally including the step of
receiving a reset mechanism from the first user mobile device and resetting the alarm state
based upon receipt of the reset mechanism. The method additionally including the step of
receiving a location of the first user mobile device at the time of receipt and of receiving a
reset mechanism from the first user mobile device and storing a record indicative of the
location of the first user mobile device at the time of receipt of receiving the reset
mechanism. The method where the next action based upon the calculated distance from the
geospatial location associated with the universally unique identifier to the Cartesian
Coordinate of the first user mobile device includes determining a backup response contact.
The method where the step of determining a backup response contact includes the steps of:
receiving a Cartesian Coordinate of a second user mobile device, and calculating a distance
from the geospatial location associated with the universally unique identifier to the Cartesian
Coordinate of the second user mobile device. The method additionally including the step of
alerting emergency response personnel responsive to a geographical area including the
geospatial location associated with the universally unique identifier. The method including
the step of placing one of the first responder and a second responder in communication with

the emergency response personnel. The method including the step of placing the first



WO 2018/022424 PCT/US2017/043088

responder in communication with a second responder. Implementations of the described
techniques may include hardware, a method or process, or computer software on a computer-

accessible medium.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, that are incorporated in and constitute a part of this
specification, illustrate several embodiments of the disclosure and, together with the

description, serve to explain the principles of the disclosure:

[0010] Figs. 1A and 1B, collectively, illustrate schematically a security monitoring system

for a structure.

[0011] Fig. 2 illustrates a flowchart depicting an exemplary handshake procedure as part of

monitoring and communication for a security monitoring system.

[0012] Fig. 3 illustrates a flowchart depicting an exemplary procedure as part of monitoring

and communication for a security monitoring system.

[0013] Fig. 4 illustrates a flowchart depicting an exemplary alarm condition communication

procedure as part of monitoring and communication for a security monitoring system.

[0014] Fig. 5 illustrates a flowchart depicting an exemplary notification procedure as part of

monitoring and communication for a security monitoring system.

[0015] Fig. 6 illustrates an automated controller that may be useful as part of a security

monitoring system.
[0016] Fig. 7 illustrates a block diagram of an exemplary mobile device.

[0017] Fig. 8 illustrates a flowchart depicting an exemplary summary of operating steps of a

security monitoring system.

[0018] Figs. 9A-9C an exemplary interconnection of elements of the security monitoring
system with existing security systems, the “Cloud”, servers and mobile devices is illustrated

along with related handshake procedures.

[0019] Fig. 10 illustrates an exemplary circuit board implementations of a security

monitoring system.

[0020] Figs. 11A -11B illustrate an exemplary procedure for initializing a security monitoring

system.
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[0021] Fig. 12 illustrates an exemplary communication display for interactive communication

in a security monitoring system.

[0022] Fig. 13 illustrates an exemplary application (app) interface operational flowchart in a

security monitoring system.

DETAILED DESCRIPTION

[0023] In the following sections, detailed descriptions of examples and methods of the
disclosure will be given. The description of both preferred and alternative examples are
exemplary only, and it is understood that to those skilled in the art that variations,
modifications, and alterations may be apparent. It is therefore to be understood that the
examples do not limit the broadness of the aspects of the underlying disclosure as defined by

the claims.

[0024] Referring now to Figs. 1A and 1B, which may be conceptually joined to one another
along respective lines 1-1, a security monitoring system, generally 100, is illustrated
schematically. The monitoring system secures a structure, 102, which may be a residence
such as a private home, semi-attached home, condominium, co-operative apartment space,
garden apartment or the like. The structure 102 may also be adapted for commercial or
industrial uses, including without limitation retail business space, warehouse, manufacturing,
or the like. The monitoring system 102 includes a structure alarm 104. Alarm 104 may be
adapted to detect entry into the structure 102, for example by activation of a sensor 106
associated with an entry portal, such as a doorway, and/or sensor 110 associated with a non-
entry portal 112, for example a window. A condition sensor 114 may be adapted to detect
motion, as by ultrasound, infrared, or machine vision, or to detect the presence of sound, for
example if the structure is intended to be unoccupied and no interior sound above a certain
threshold is to be expected. In some embodiments, a condition sensor 114 may detect
another condition, such as a deviation in temperature within the structure from an expected

normal state or a sensor affixed to a person or a pet exceeding a perimeter.

[0025] Additionally, the alarm 104 may be adapted to detect other conditions besides
intrusion. Without limitation, a water sensor 116 may be provided to detect a flooding
condition, particularly where some part of the structure 102 is below grade. Other alarm
states may be triggered based upon other predefined environmental conditions. For example,
environmental conditions may include one or more of: a threshold level of carbon dioxide,

detection of propane or natural gas, a proximity sensor affixed to a person or animal going
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beyond a defined perimeter (such as a person with limited mental capacity, a child, a pet), a
power outage, an ambient temperature falling below a threshold lower limit or exceeding an
upper limit, or other condition that may be automatically ascertained. A threshold distance
from a defined perimeter may be monitored via electronic timing signals transmitted from a

local server and responded back from a device affixed to a person or pet.

[0026] In some embodiments, alarm 104 may be provided with condition sensor 114 and/or
exterior condition sensor 118, adapted to detect localized movement, for example a pet or
child moving within or outside a predetermined perimeter 120, which may be defined within

or surrounding the structure 102.

[0027] The monitoring system 100 may include some or all of the aforementioned sensors, or
others, and monitor the status of such sensors to detect certain emergent conditions with
respect to the structure 102. In some embodiments, a lack of connectivity with one or more
sensors is detected to be an alarm condition, because this may indicate that the system has
been tampered with in an attempt to avoid intrusion detection. The alarm 104 is provided
with an output section 122, by which the presence (or absence) of an alarm state is
disseminated. The dissemination may be based upon a raised voltage or current signal, or the
absence of a raised voltage or current signal. Further the output alarm state may be
discriminated to communicate the nature of the alarm, based upon which sensor or sensors is
triggering the alarm state. The alarm system may optionally include a local audible alarm
output 124, either interior and/or exterior to the structure 102, as a deterrent to an intruder,
and/or to call third party attention to the structure 102 where an intrusion or other emergent
condition has occurred. The local alarm output may include one or both of an audio and
visual signal output. Audio may be a simple tone and/or a spoken message indicating a
nature of the alarm state. For example, if a system has more than one trigger mechanism on
which an alarm state is based, an audible and/or visual indicator may indicate a reason for an
alarm state. An audio signal for an entry being triggered may state the place of entry and
time and date. A visual indicator may include a color code that provides a different color

light emission for an entry versus a carbon dioxide level detection.

[0028] With reference to Fig. 1B across the junction line 1-1, the monitoring system 100
further includes a communication device 130 that interfaces with the alarm 104 via the output
section 122. The communication device 130 will detect the output of the alarm 104 to
determine if an alarm state exists within the structure. The communication device will then

interface with one of a plurality of available, and possibly redundant, communication
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channels 132 to communicate the alarm state to one or more notification servers 135, for
example redundant notification servers 134, 136, via external network 138, for further action
as will be described hereinafter. The communication device 130 may interface the external
network 138 in a number of ways. The structure 102 may be provided with a broadband
telecommunication channel, with which the communication device 130 may access by hard
wire network connection, WiFi, Bluetooth, Nearfield Communication (NFC), or the like.
The communication device 130 may also have WiFi or other wireless communication to
channels originating outside the structure 102. The communication device 130 may include
or have access to a cellular transceiver to access a remote terrestrial station of a cellular
communication network. Similarly, the communication device 130 may include or have
access to a satellite communication transceiver. The communication device 130 may be in
communication with a publicly switched telephone network (PSTN), also called plain old
telephone system (POTS) for external communication. Moreover, from time to time the
communication device 130 may check among its redundant communication channels 132 to
ensure their continuing availability, and communicate to the notification servers 135 when

new channels become available, or previously available channels are absent.

[0029] In some preferred embodiments, a communication device 130 is further provided with
a universally unique identification number (UUID), globally unique identifier (GUID), or
other identifying indicia to distinguish it from any other instances of the communication
device 130, and/or any other devices, with which the notification servers 135 may
communicate. In the absence of an alarm state within the structure 102, the communication
device 130 will make a periodic “handshake” communication with one or both remote server
devices 134, 136. Part of the handshake may include transmission of a heartbeat data
package, one element of which may be a timestamp, by which the continuing operation of the
communication device 130 is verified. The absence of a handshake, or an expired heartbeat
timestamp may be presumed by the notification servers 135 to be an alarm state, which
triggers a set of responses at the notification servers 135 according to a profile 150 associated

with the particular structure 102, as described in further detail hereinafter.

[0030] Upon detection of an alarm signal output from the alarm 104, the communication
device will communicate the alarm status within the structure 102 to either or both of
redundant notification servers 134, 136. The communication between the communication
device 130 and the notification servers 135 may further include the nature of the emergent

condition, which is to say the identity and/or location of the sensor and/or type of sensor that
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is responsible for generating the alarm state. The notification servers 134, 136 may also
communicate with one another to compare data concerning the status of the structure 102, in
part to ensure connectivity between the communication device 130 and both notification
servers 134, 136 is maintained. The communication of an alarm state within the structure by
the communication device 130 to the notification servers 134, 136, triggers a response by the
notification servers 134, 136 according to a predetermined profile associated with the

particular structure 102.

[0031] In some embodiments, the notification servers 134, 136 may be “local” to an ICS 114
in that they are accessible via a local data transfer infrastructure, such as WiFi and/or near
field communication’s, such as Bluetooth or ANT. In other embodiments a notification
server may be remote, in the sense that the communication link between the ICS 114 and the
notification server 134, 136 includes a distributed network, such as, for example, one or more

of: the Internet, a cellular network, Virtual Private Networks and the like.

[0032] At least one purpose of the remote monitoring system 100 is to alert an owner,
manager, or other party responsible for the structure 102, collectively user 140, to the
presence of an emergent condition at the structure 102 that requires the attention of the user
140. In furtherance of this goal, the notification servers 134, 136 will store a profile 150 that
is associated with the particular structure 102, for example by the UUID or the like of the
communication device 130. This profile 150 will include a communication protocol having
certain criteria. A first response of the notification servers 135 may be to notify the user 140
by telephone (cellular and/or landline) and/or text message, or another instant delivery
communication means. The notification servers may solicit a reply from the user 140, to
verify the message is received. If there is no reply, or there is other indicia that the user is not
available to receive the message, the notification servers 135 may contact an alternate user
142, again by immediate delivery communication, to include without limitation telephone or

SMS text message.

[0033] In other embodiments, the notification servers 135 may contact the user 140 and/or
alternate user 142 according to certain predetermined criteria. These criteria may include,
without limitation, a predetermined schedule of “do not disturb” hours; a specific ad hoc
indication of temporary unavailability, either for a predetermined or an indeterminate
duration. In certain embodiments, the user 140 and/or alternate user 142 may share their
location according to a GPS receiver associated with a smartphone, tablet, or other mobile

device 160, 162 respectively. In that case, the remote servers 134 and 136 can be instructed
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to contact the nearest of user 140 and alternate user 142. Alternately, the user 140 may be a
first point of contact unless her location is outside a predetermined fenced area, in which case
an alternate user 142 is contacted. These and other criteria may be combined. Alternately, or
additionally, third, fourth, and subsequent points of contact may be established. In any of the
foregoing scenarios, the point of contact, e.g., user 140, alternate user 142, etc., may have the
option to reset the alarm to a ready state. Optionally or additionally, if the notification
servers 135 do not receive any response from one of the users 140, 142, as described above,
the notification servers 135 may interpret that failure to respond as a further emergency
condition. In that case, any subsequent users to be contacted may also be notified of the

failure to respond by a previous notified user, among any other alarm notifications given.

[0034] Alternately or additionally, the notification servers 135 may monitor an elapsed time
from a time of notification of an alarm state given to a user 140, 142 or the like, or from a
time such notification is acknowledged, until the alarm is reset to a ready state, presumably
by the user or a designee. This elapsed time determination may include consideration of the
location of user 140 or 142 when notified of the alarm condition, where these are made
known to the notification servers 135 as described above. A failure to reset the alarm within
a predetermined time may be interpreted as another alarm condition. In any or all of the
foregoing use cases, it may be presumed that the user 140, 142, etc. is unable to acknowledge
and/or reset an alarm due to having been injured, incapacitated, or the like. In that case, the
profile 150 may direct the notification servers 135 to notify the police, and/or medical
assistance personnel to respond to the structure 102, and/or the location of the user 140, 142,

where the user location is made known to the notification servers 135 as described above.

[0035] Still further, consistent with the present disclosure, profile 150 may provide a plurality
of alternative responses, based upon possible alarm status and monitored conditions, i.e.,
other variables monitored by the notification servers 135 and or communication module 130
including without limitation, elapsed times, user location, or like. As some non-limiting
examples, this may include an alarm turning on in an empty house, an alarm being directed to
a specific condition, owner or respondent availability, and/or owner or respondent location.
In the case of an empty house in an alarm state, the notification servers 135 may attempt to
contact the individual designated for response who is deemed closest to the existing alarm
system. Alternatively, in this case, the notification servers 135 may present the user 140, 142,
etc., with multiple options for remotely determining whether the alarm state needs to be

responded to, and disabling the alarm system if not. The notification servers 135 may have
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access to GPS, WiFi, or other types of location data for various authorized users 140, 142,
etc., or respondents, in addition to sensors that monitor conditions. This location data may be
used, possibly in conjunction with other sensors or communication means, to determine the
availability and/or location of a user or respondent, with relation to the structure 102. This
data may be used with user-set preferences for the profile 150 to determine the proper

response in an alarm state.

[0036] Referring now to Fig. 2, illustrated is a flowchart depicting a routine, generally 200,
involving communication to, from, and between communication module 130 and notification
servers 135. More specifically, routine 200 includes a handshake procedure between
communication module 130 and notification servers 135. At some predetermined interval,
the communication module 130 may transmit S210 a heartbeat data package to notification
servers 135. The notification servers 135, or any of them, 132, 134, check for receipt of this
heartbeat data package, S212. The notification servers 135 act on the received heartbeat data
package S214, according to one or more criteria. The criteria may include one or more of
determining a maximum permissible time elapsed since the last heartbeat transmission,
examining a timestamp on the present heartbeat transmission being within a given tolerance
of the current time, and/or the heartbeat package including certain data, for example a
corresponding UUID of the communication module 130, all without limitation. These
criteria may be generic to all instances of a communication module 130, or may be specific to
a particular instance associated with a particular structure 102. In the latter case, these
specific criteria may be stored in a profile 150 associated with the particular structure 102
and/or instance of communication module 130. A positive outcome of the decision at S214
indicates normal condition or the lack of alarms at the structure 102. The subroutine 200 then
returns to await the next heartbeat transmission S210. A negative outcome of decision S214
leads to an alarm condition S216. The notification servers 135 respond to the alarm condition
in accordance with the corresponding profile 150 for the structure 102 associated with the
communication module 130 that caused the alarm. In a further embodiment, the handshake
subroutine may include a predetermined dwell S218, before a check of receipt of a
subsequent heartbeat data package, as in S212. If no heartbeat is received by the notification
servers 135 from the communication module 130 within the dwell time, an alarm condition
may be raised S216. An alarm condition may be communicated, for example as described by
routine 400 below, without limitation. According to the heartbeat subroutine, an alarm

condition is maintained until reset by a user 140, 142, in accordance with profile 150.

-10 -
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[0037] Referring now to Fig. 3, illustrated is a flowchart depicting a monitoring routine,
generally 300, involving communication to, from, and between communication module 130
and notification servers 135. At a beginning of the routine 300, the communication module
assesses its external communication situation S302. The communication module 130 may
have connectivity with a broadband telecommunication channel, for example by hard wire
network connection, wireless connection including WiFi, Bluetooth, and/or Nearfield
Communication (NFC), or the like. The communication device 130 may also have WiFi or
other wireless communication to channels originating outside the structure 102. The
communication device 130 may include or have access to a cellular transceiver to access a
remote terrestrial station of a cellular communication network. Similarly, the communication
device 130 may include or have access to a satellite communication transceiver. The
communication device 130 may be in communication with a publicly switched telephone
network (PSTN), also called plain old telephone system (POTS) for external communication.
The external communication situation assessment S302 may occur upon startup of the
communication module 130, and/or from time to time as predetermined intervals. The
external communication situation assessment S302 may include the communication device
130 checking for continued connectivity among redundant communication channels 132, to
ensure their continuing availability. The communication module 130 may communicate to
the notification servers 135 when new channels become available, or previously available

channels are absent.

[0038] Once a communication channel, for example with notification servers 135 is assessed
5302, the communication module 130 may initiate a handshake subroutine S304, for example
the handshake subroutine, 200, described above, or other handshake protocol. A heartbeat
data package sent from communication module 130 to notification servers 135 may
optionally include some or all of the results of the external communication assessment S302

in addition to any other prescribed heartbeat package data.

[0039] The communication module 130 may wait for and/or receive an acknowledgement
S306 from the notification servers 135 that the heartbeat data package has been received
and/or accepted. In the absence of an acknowledgement of receipt, the communication
module 130 may attempt to re-send S308. The resending S308 may optionally occur only
after a predetermined dwell period, to avoid double-sending where there are delays in
transmission. The re-sending S308 of the heartbeat data package may be via the same

channel, and/or an alternate channel. The heartbeat data package may also optionally be re-

- 11 -
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sent to the same notification server 132, and/or a secondary or backup notification server 134.
Optionally, the communication module 130 may monitor the number of failed attempts
and/or failures of acknowledgement S312. If the number of failed attempts and/or failures of
acknowledgement exceeds a threshold, an alarm condition may be set S314, for example as a
means to inform one of notification servers 135 of the unavailability of another of the
notification servers 135. After affirmative acknowledgement of receipt of the heartbeat data
package S306, the communication module 130 sets a predetermined dwell time S310 until a

subsequent heartbeat data package is due and/or transmitted.

[0040] Referring now to Fig. 4, illustrated is a flowchart depicting a monitoring routine,
generally 400, involving communication to, from, and between communication module 130
and notification servers 135. The monitoring routing 400 generally includes the
communication of an alarm condition at the structure 102 to the notification servers 135. The
communication module 130 receives an alarm condition output S402 from the output section
122 of alarm 104. If an alarm condition exists, the fact of that condition and, if available and
to the extent known, the nature of the condition (e.g., door/window open; heat/motion
detected inside/outside perimeter, etc., without limitation) are communicated S404 to the
notification servers 135. As noted above with respect to routine 300, the communication
module 130 may wait for and/or receive an acknowledgement S406 from the notification

servers 135 that the alarm condition has been received and/or accepted.

[0041] In the absence of an acknowledgement of receipt, the communication module 130
may attempt to re-send the alarm S408. Optionally, the resending S408 may be after some
predetermined dwell to avoid double-sending. The re-sending of the alarm condition data
may be via the same channel, and/or an alternate channel. The alarm communication may
also optionally be re-sent to the same notification server 132, and/or a secondary or backup
notification server 134. Optionally, the communication module 130 may monitor the number
of failed attempts and/or failures of acknowledgement S410. If the number of failed attempts
and/or failures of acknowledgement exceeds a threshold, an alarm condition may be set S412,
for example as a means to inform one of notification servers 135 of the unavailability of

another of the notification servers 135.

[0042] After affirmative acknowledgement of receipt of the alarm condition S406, the
communication module 130 enters a ready state. Subsequent communications from
communications module 130 to notification servers 135 will include the current status of

acknowledged alarm conditions. The above description of monitoring routine 400 is not to

- 12 -
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the exclusion of other actions in response to an alarm condition, including without limitation

the sounding of an audible alarm output 124 at the premises 102, or others.

[0043] Referring now to Fig. 5, illustrated is a flowchart depicting a monitoring routine,
generally 500, involving communication to, from, and between communication module 130
and notification servers 135. More particularly, routine 500 includes receipt of
communication S502 by one or more of notification servers 135 from communication module
130 of an alarm condition at a structure 102. In response to the setting of an alarm condition,
notification servers 135 will act in accordance with a profile 150 associated with the structure
102. The association may include and/or be determined by reference to a UUID or other
identifier of the communication module 130 transmitted with the communication of the alarm

condition S502.

[0044] In accordance with the profile 150, the notification servers 135 make a first
notification S504 to a first user 140 that an alarm condition exists at the structure 102. The
first user 140 may be specified by the profile 150, in accordance with a schedule of responder
availability states. A responder availability state may be input by a user, such as, for
example, a predetermined “on-call” schedule therein; or may be determined via automatic
processes and apparatus. By way of non-limiting example, an automatic process may be
based upon a determined location of a user device, associated with a responder. The user
device may include a controller and a geo-location device, such as GPS mechanism and
software. In some embodiments, a user device may include a smart phone or tablet.
Availability may be calculated based upon a physical geo-location of the user device (and by
extension the user acting as a responder). A calculation may be made to determine a travel
time to respond to the alarm state. Based upon a calculated travel time, a responder may be
marked as available to respond or unavailable to respond. A server may continue processing
an alarm until an available responder has responded to the server with a resolution to the

alarm state.

[0045] In some preferred embodiments the resolution is recorded in the server, as well as the

type of alarm state, a date and time and a responder providing the resolution.

[0046] Optionally, the responder may have a predetermined schedule of “do not disturb”
hours associated with him/her. Optionally, the first user may also set a specific ad hoc
indication of temporary unavailability, either for a predetermined or an indeterminate

duration.
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[0047] In certain embodiments, the first user 140 and/or alternate user 142 may share their
location with the notification servers 135, for example as determined via a GPS receiver
associated with a smartphone, tablet, or other mobile device 160, 162 respectively associated
with each such user. In that case, the profile 150 may include criteria to first contact a user
nearest the structure 102. Alternately, the first user 140 may be a first point of contact by the
notification servers 135, unless her location is outside a predetermined fenced area, in which
case an alternate user 142 is contacted. These and other criteria may be combined.
Alternately, or additionally, third, fourth, and subsequent points of contact may be established

in the profile 150.

[0048] Continuing with the routine 500, the notification servers 135, or any of them, await an
acknowledgement of the alarm condition S506 from the first user 140. If an alarm is
acknowledged, the routine continues as shown. If no acknowledgement is received in a given
time, the notification servers 135 may notify a subsequent user 142, S508, consistent with the
profile 150. Once again, the system may wait some predetermined time for an
acknowledgement S506. The notification chain may thereafter include a third or fourth, etc.,
user to be notified of the alarm condition. Optionally, the notification servers 135 may make
multiple attempts, S510, to contact a given user, and await an acknowledgement. In that
case, a subsequent user contact S508 may be deferred until a threshold number of attempts

5512 have failed.

[0049] In some embodiments of the present disclosure, after an acknowledgement is
achieved, the notification servers 135 will monitor the time until the alarm condition is
cleared or reset at the structure 102. The alarm condition may be considered reset by the
removal of the condition leading to the alarm, e.g., a sensor operation, or a missing or
delayed heartbeat data package, without limitation. Still further in certain embodiments,
following an acknowledgement of the alarm notification, if the alarm condition is not cleared
and/or reset within a predetermined time frame, a new alarm condition is raised. Therefore,
following acknowledgement at S506, a predetermined dwell time S514 is entered before the
notification servers 135 will determine if the alarm condition has been cleared S516. If the
alarm is cleared and/or reset before the dwell time S510 expires, it can be presumed that a
user 140, 142, etc., has addressed the alarm condition at the structure 102. Thereafter, the
alarm system 104 will assume a ready state. On the other hand, if the alarm condition is not
cleared and/or reset before the expiration of dwell time S514, a new alarm condition can be

set, S514. The alarm condition set S518 can be communicated in accordance with the profile
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150. Optionally, the notification servers 135 may contact a responder 140, 142, etc., other
than the responder or other user whom most recently acknowledged the alarm condition
S506. In such an embodiment, it may be presumed that the last user to acknowledge the
alarm condition is incapacitated or otherwise unavailable to address the condition at the

structure 102 based on the failure to clear and/or reset the alarm.

[0050] Fig. 6 illustrates an automated controller that may be used to implement various
aspects of the present invention, in various embodiments, and for various aspects of the
present invention, controller 600 may be included in one or more of: a wireless tablet or
handheld device, a server, a rack mounted processor unit. The controller may be included in
one or more of the apparatus described above, such as the Server, and the Network Access
Device. The controller 600 comprises a processor unit 610, such as one or more
semiconductor based processors, coupled to a communication device 620 configured to
communicate via a communication network (not shown in FIG. 6). The communication
device 620 may be used to communicate, for example, with one or more online devices, such

as a personal computer, laptop, or a handheld device.

[0051] The processor 610 is also in communication with a storage device 630. The storage
device 630 may comprise any appropriate information storage device, including
combinations of magnetic storage devices (e.g., magnetic tape and hard disk drives), optical
storage devices, and/or semiconductor memory devices such as Random Access Memory

(RAM) devices and Read Only Memory (ROM) devices.

[0052] The storage device 630 can store a software program 640 for controlling the processor
610. The processor 610 performs instructions of the software program 640, and thereby
operates in accordance with the present invention. The processor 610 may also cause the
communication device 620 to transmit information, including, in some instances, control
commands to operate apparatus to implement the processes described above. The storage

device 630 can additionally store related data in a database 650 and database 660, as needed.

[0053]Referring now to Fig. 7, a block diagram of an exemplary mobile device 702. The
mobile device 702 comprises an optical capture device 708 to capture an image and convert it
to machine-compatible data, and an optical path 706, typically a lens, an aperture or an image
conduit to convey the image from the rendered document to the optical capture device 708.

The optical capture device 708 may incorporate a Charge-Coupled Device (CCD), a

-15-



WO 2018/022424 PCT/US2017/043088

Complementary Metal Oxide Semiconductor (CMOS) imaging device, or an optical sensor of

another type.

[0054] A microphone 710 and associated circuitry may convert the sound of the environment,
including spoken words, into machine-compatible signals. Input facilities may exist in the
form of buttons, scroll wheels, or other tactile sensors such as touch-pads. In some
embodiments, input facilities may include a touchscreen display. External electrical
connection points 714 may allow connection to external devices such as microphones as a

non-limiting example.

[0055] Visual feedback to the user is possible through a visual display, touchscreen display,
or indicator lights. Audible feedback 734 may come from a loudspeaker or other audio

transducer. Tactile feedback may come from a vibrate module 736.

[0056] A motion sensor 738 and associated circuitry convert the motion of the mobile device
702 into machine-compatible signals.  The motion sensor 738 may comprise an
accelerometer that may be used to sense measurable physical acceleration, orientation,
vibration, and other movements. In some embodiments the motion sensor 738 may include a

gyroscope or other device to sense different motions.

[0057] A location sensor 740 and associated circuitry may be used to determine the location
of the device. The location sensor 740 may detect Global Navigational Satellite System
(GNSS) radio signals from satellites, of which Global Position System (GPS), are examples,
or may also use assisted GNSS where the mobile device may use a cellular network to
decrease the time necessary to determine location. In some embodiments, the location sensor
740 may use radio waves to determine the distance from known radio sources such as cellular
towers to determine the location of the mobile device 702. In some embodiments these radio

signals may be used in addition to GNSS.

[0058] The mobile device 702 comprises logic 726 to interact with the various other
components, possibly processing the received signals into different formats and/or
interpretations. Logic 726 may be operable to read and write data and program instructions
stored in associated storage or memory 730 such as RAM, ROM, flash, or other suitable
memory. It may read a time signal from the clock unit 728. In some embodiments, the
mobile device 702 may have an on-board power supply 732. In other embodiments, the
mobile device 702 may be powered from a tethered connection to another device, such as a

Universal Serial Bus (USB) connection.
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[0059] The mobile device 702 also includes a network interface 716 to communicate data to a
network and/or an associated computing device. Network interface 716 may provide two-
way data communication. For example, network interface 716 may operate according to the
internet protocol. As another example, network interface 716 may be a local area network
(LAN) card allowing a data communication connection to a compatible LAN. As another
example, network interface 716 may be a cellular antenna and associated circuitry which may
allow the mobile device to communicate over standard wireless data communication
networks. In some implementations, network interface 716 may include a Universal Serial
Bus (USB) to supply power or transmit data. In some embodiments other wireless links may

also be implemented.

[0060] As an example of one use of mobile device 702, a reader may scan some coded
information from a location marker in a facility with the mobile device 702. The coded
information may include for example a hash code, bar code, RFID or other data storage
device. In some embodiments, the scan may include a bit-mapped image via the optical
capture device 708. Logic 726 causes the bit-mapped image to be stored in memory 730 with
an associated time-stamp read from the clock unit 728. Logic 726 may also perform optical
character recognition (OCR) or other post-scan processing on the bit-mapped image to
convert it to text. Logic 726 may optionally extract a signature from the image, for example
by performing a convolution-like process to locate repeating occurrences of characters,
symbols or objects, and determine the distance or number of other characters, symbols, or
objects between these repeated elements. The reader may then upload the bit-mapped image
(or text or other signature, if post-scan processing has been performed by logic 726) to an

associated computer via network interface 716.

[0061] As an example of another use of mobile device 702, a reader may capture some text
from an article as an audio file by using microphone 710 as an acoustic capture port. Logic
726 causes audio file to be stored in memory 730. Logic 726 may also perform voice
recognition or other post-scan processing on the audio file to convert it to text. As above, the
reader may then upload the audio file (or text produced by post-scan processing performed by

logic 726) to an associated computer via network interface 716.

[0062] Additional examples may include sensor arrays, audio capture arrays and camera
arrays with multiple data collection angles that may be complete 360 degree camera arrays or
directional arrays, for example, in some examples, a sensor array (including image capture

sensors) may include at least 120 degrees of data capture, additional examples include a
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sensor array with at least 180 degrees of image capture; and still other examples include a
sensor array with at least 270 degrees of image capture. In various examples, data capture
may include sensors arranged to capture image data in directions that are planar or oblique in

relation to one another.

[0063] By way of non-limiting example, functions of the methods and apparatus presented
herein may include one or more of the following factors that may be modeled and/or tracked
over a defined period of time, such as, for example, an expected life of a build (i.e. 10 years

or 20 years).

[0064] Referring now to Fig. 8, illustrated is a flowchart depicting an exemplary summary of
operating steps of a security monitoring system, generally 800. More particularly, operations
may commence with the security monitoring system being powered on S801. A controller
may check for the existence of stored Wireless Access Point (WAP) credentials $S802. If
there are no stored credentials, the system may further operate by launching a WiFi manager
S803. If there are stored credentials or if step S802 has been performed the operations may
next continue to determine if the security monitoring system is connected to a WAP S804. If
the security monitoring system is not connected to a WAP then the operations may proceed
back to launching a WiFi manager at step S803 and proceeding. If the security monitoring
system is connected to WAP then the system may next proceed to running setup processes

S805.

[0065] After setup processes have be initialized, the system may operate in a continuous
monitoring loop that revolves around the monitoring of whether a last handshake was
executed in the last 30 seconds S806. This operation may among other aspects monitor that
the security system has maintained a continuous link to proprietary server systems. The
monitoring loop will continue until 30 seconds has passed since the last handshake with the
proprietary servers. By continuing the system will jump to monitoring the voltage input to a

siren that is described further in later sections as S811.

[0066] Once 30 seconds has passed the system will send proprietary handshake data to the
proprietary server at step S807. Next the system will ascertain S808 whether it has received
acknowledgement from the primary server. If it has the system will again jump to monitoring
the voltage input to a siren that is described further in later sections as S811. If not, the
system will send a proprietary handshake data communication to the proprietary second

server at S809. In a similar manner to the processing with the primary server, if the
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secondary server acknowledges receipt S810 of the handshake protocol, it will jump to
monitoring the voltage at the siren of the security system. If the system does not receive
acknowledgement it will jump back to step S807 looking for communication with the

primary proprietary server.

[0067] At step S811, the system may read the voltage at an input to a system siren, or may
through other methods determine if there is an alarm state of the security system S812. If
there is no alarm state, operation will jump back to looping for 30 seconds at step S806. If

there is an alarm state the system will continue processing.

[0068] If there is an alarm state, the system in the example sends an active alarm signal to the
primary server of the proprietary server at step S813. Thereafter, the system will await an
acknowledgement signal of receipt of the alarm signal from the primary server at step S814.
If the primary server does not acknowledge receipt, the system will attempt to send an active
alarm signal to the secondary proprietary server at step S815. Thereafter, the system will
await acknowledgment of receipt of the alarm signal from the secondary server at step S816.
If no such handshake confirmation comes from the secondary server, the system will loop

back to step S813 and attempt to send a message to the primary proprietary server.

[0069] If either server acknowledges receipt of the alarm state message, then the processing
may continue. At step S817, a holding step or delay step may be inserted into the operational
system to ensure that system status changes have enough time to take hold at various
components of the communication system. After delay to remove any “bounce effect”, the
system will next initiate a processing step to clear the alarm condition of the security
monitoring system at step S818. Thereafter it will return back to looping for 30 seconds at

step S806.

[0070] Referring to Fig. 9A, an exemplary interconnection of elements of the security
monitoring system with existing security systems, the “Cloud”, servers and mobile devices is
illustrated. A security monitoring system 910 may be connected to an existing security
system 920. The security monitoring system may be connected via the internet/cloud 930 to
proprietary servers such as a primary server 940 or a secondary server 950. The
internet/cloud 930 may allow the proprietary servers to communicate with various types of

mobile devices 960 to communication with a user.

[0071] Referring to Fig. 9B, an exemplary server alert handshake protocol is illustrated. As

mentioned previously, the security monitoring system may detect an alarm state and send
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communication of that alarm state to a proprietary server. At step S970, the alarm state alert
may be received by the proprietary server. The proprietary server may acknowledge receipt
back to the security monitoring system at step S971. The proprietary server may continue to
process the alarm state at step S972. In some examples, the continued processing may look at
codes related to the alarm state that was passed as well as user settings associated with the
particular user of the alarm system and determine whether additional communication is
required to a user or other entity. If for the particular user, an identity which may be
associated to the “ChipID” of the security monitoring system, the system has stored records
which indicate further action, the system may retrieve particular user instructions related to
their profile at step S973. In some examples, the particular alarm code may not warrant
additional communication such as shown at step S974 where just a record of the alarm state
may be retained. In the other cases, additional alerts S975 may be sent. Thereafter, the

proprietary server may terminate the instance of the alarm state at step S976.

[0072] Referring to Fig. 9C, another processing action of the proprietary servers is illustrated.
In some examples, an operational server may process its stored records from the various users
that it supports. In some examples, the analysis may show user records where a time limit for
receiving handshake alerts has been exceeded at step S980. There may be numerous reasons
why such a time limit has been exceeded; however, a malfunction at the security monitoring
location may be included. In such case a user profile for the particular monitoring location
may indicate various types of communication that the user desires when such an indication of
loss of communication with the proprietary server has been indicated. The system may
process the user profile at step S981. The system may then send alerts of a designated type
out to various recipients as has been predetermined at step S982. The system may then

continue to monitor the time stamps for various users back at step S980.

[0073] Referring to Fig. 10, an illustration of an embodiment of a security monitoring system
station is illustrated. The circuitry and processors of the system may be configured upon a
circuit board as illustrated in circuit board 1010. In some examples, portions or all of the
circuitry on a security monitoring system may be implemented in application specific
integrated circuits which may dramatically decrease the form factor, power requirements,

security aspects as well as other aspects of implemented security monitoring systems.

[0074] Referring to Fig. 11A an illustration of exemplary steps that may be performed by a
user to set up a security monitoring systems is illustrated. At step 1, S1110, a user may be

instructed and may implement making connections of required components to a security
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system. These connections may include making connections for a power source to connect to
a security monitoring system base unit. As well, there may be connections that are made
between the security system’s alarm system and the security monitoring system base unit.
Proceeding to step 2, S1120, the alarm and power cables may be connected to the security
monitoring system base unit. At step 3, S1130, the security monitoring system’s WiFi
transmission node may be interconnected to various types of mobile devices. At step 4,
S1140 a means of viewing system status through mobile devices or internet connected
devices may be established by the user. The connection to the user mobile device may allow
the user to access information about the security monitoring system settings including a
unique identifier of the unit which may be called a “ChipID.” This unique identifier may be

used to register the system with external systems such as the proprietary server systems.

[0075] Proceeding to Fig. 11B, the process may continue. At step 5, S1150, the viewing
system may be used to establish links to various types internet connections. The user may
choose to configure WIFI connections. Then at step 6, S1160, the user may make a
connection to the internet through various types of connections that may include routers,
telecommunication devices, hot spots and the like. At step 7, S1170, feedback may be
provided to the user. In some examples, LEDs or displays of various kinds may indicate to
the user that a valid connection to the WiFi system has been made. At step 8, S1180, the user
may use a mobile device connected to the security monitoring system to register the security
monitoring system unit to the security monitoring processors. The registration may be made

via such access as a web site of the security monitor provider.

[0076] Referring to Fig. 12, an exemplary mobile device display interface is provided. The
security monitoring system mobile application may be designed to deliver expedited
notifications to the user. In some examples, user defined speed dial buttons may be displayed
on the main screen to allow the user to quickly react to an alarm condition such as a 911
connection 1220 or a phone connection to an individual 1230. The propietary server may be
designed to send out (2) levels of alerts: alarm and information. Examples of information
alerts may include ‘Loss of communications’ and ‘Communication restored’. Information
alerts may not require a response action from the user. Alternatively, Alarm alerts may
present a dialog box to the mobile user. This dialog may prompt the mobile user to choose
“Take ownership” or “Pass on” the alert to various contacts. The user’s response may be

communicated back to the proprietary server for communication action based on a user’s
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response or stored profile or both of these. A Toolbar 1210 may be provided in some

examples to edit speed dial buttons for content such as title and phone number.

[0077] Referring to Fig. 13, an exemplary operational flow chart for an application based
operation of a security monitoring system. At step S1301 the security monitoring system
application is initiated. The system may then proceed to step S1302 where the system acts
based upon the presence of stored login credentials. If there are no login credentials stored
the system proceeds to step S1310 to prompt a user for the proprietary server login and
password information. If however there are stored login credentials the system proceeds to
step S1303 to attempt login to the proprietary server. If that is not successful, the operation
will flow again to step S1310 to prompt for login and password information. Next the
application may proceed to step S1311 where the credentials are verified by the server. If
they are not verified as correct the flow will return to step S1310. If they are verified then the
application may proceed to query the user whether to store the login credentials S1312. At
step S1313, if the user indicates that they would like to store the credentials then they are

saved. All the paths of application now flow to step S1320 to display the main screen.

[0078] The application may now loop to await a number of actions. At step S1321 the
system may determine if an alert notification has been received. If not, the loop may then
proceed to step S1322 to determine if a call button has been tapped on a mobile device. If
not, then the loop may then proceed to determine if a settings icon is tapped at step S1323. If
the settings icon has not been tapped then the loop returns to step S1320 to begin the same

loop.

[0079] If the answer at step S1321 was that an alert notification event has been received then
the system proceeds to process the notification event details. The exemplary system then
proceeds to step S1340 to test what type of alert has been received. If the alert type is
informational the system processing then proceeds to step S1350 to display the message and
await a response from the user. The system may wait until it receives such a message, and
when it receives the acknowledgement message, the system may return processing to step

S1320 to display the main screen.

[0080] If the alert type is an alarm state then at step S1360 the system may display aspects of
the alarm in a message. In some examples, the system may query the user as to whether they
want to pass on the alarm or take ownership of processing after the alarm. The system may

loop while awaiting one of the two responses from the user. In some examples, the answer to
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the question may be forwarded by the application process on to the proprietary server for
further action at step S1362. Thereafter, at step S1363 the system may again return the

system to the main menu step S1320.

[0081] If the answer at step S1322 was that a call button was tapped then a request to place a
phone call using the store phone number associated with the tapped button will be passed to
the system S1330. Thereafter, the processing flow will jump back to display the main screen

at S1320.

[0082] If the answer at step S1323 was that the setting icon was tapped, then the system will
prompt and allow the user to submit a call button title and phone number entry S1324.
Thereafter, the system will query the user whether to submit or cancel the entry S1325. If the
user responds to submit, the system will update and store call button data S1326. Thereafter,
processing flow will jump to displaying the main screen S1320. However, if the user

responds to cancel processing flow will divert to displaying the main screen as S1320.

[0083] In this example and other processing examples particular processing steps and flows
have been outlined to provide examples of key aspects of the invention. There may be
numerous alterations to this flow that may still be consistent with the invention including
different order of the processing steps, added or removed processing steps to those that have
been discussed and different types of looping, branching or interruption of the processing
flow. Particular embodiments of the subject matter have been described. Other embodiments
are within the scope of the following claims. In some cases, the actions recited in the claims
can be performed in a different order and still achieve desirable results. In addition, the
processes depicted in the accompanying figures do not necessarily require the particular order
show, or sequential order, to achieve desirable results. In certain implementations,
multitasking and parallel processing may be advantageous. Nevertheless, it will be
understood that various modifications may be made without departing from the spirit and

scope of the claimed invention.
Conclusion

[0084] A number of embodiments of the present disclosure have been described. While this
specification contains many specific implementation details, there should not be construed as
limitations on the scope of any disclosures or of what may be claimed, but rather as

descriptions of features specific to particular embodiments of the present disclosure.
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[0085] Certain features that are described in this specification in the context of separate
embodiments can also be implemented in combination in a single embodiment. Conversely,
various features that are described in the context of a single embodiment can also be
implemented in combination in multiple embodiments separately or in any suitable sub-
combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed

combination may be directed to a sub-combination or variation of a sub-combination.

[0086] Similarly, while operations are depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular
order shown or in sequential order, or that all illustrated operations be performed, to achieve
desirable results. In certain circumstances, multitasking and parallel processing may be

advantageous.

[0087] Moreover, the separation of various system components in the embodiments
described above should not be understood as requiring such separation in all embodiments,
and it should be understood that the described program components and systems can
generally be integrated together in a single software product or packaged into multiple

software products.

[0088] Thus, particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. In some cases, the actions recited
in the claims can be performed in a different order and still achieve desirable results. In
addition, the processes depicted in the accompanying figures do not necessarily require the
particular order show, or sequential order, to achieve desirable results. In certain
implementations, multitasking and parallel processing may be advantageous. Nevertheless, it
will be understood that various modifications may be made without departing from the spirit

and scope of the claimed disclosure.
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CLAIMS

1. A method of providing a series of user designated distributed responses based upon an

alarm state, the method comprising;

a
b.

o

g

associating an analog alarm state with a universally unique identifier;

monitoring an alarm state connector;

receiving a voltage indicative of an alarm state;

recording a time and date of receipt of the voltage indicative of an alarm state;

and

checking for an availability of communication with a first server via a first

communication modality;

i.

ii.

iii.

iv.

upon determination of availability of communication with the first
server via the first communication modality, transmitting the
universally unique identifier to the first server via the first
communication modality with an indication of the alarm state;
accessing a geospatial location associated with the universally unique
identifier;

upon determination of unavailability of communication with the first
server via the first communication modality, checking for the
availability of communication with the first server via a second
communication modality;

upon determination of availability of communication with the first
server via the second communication modality, transmitting the
universally unique identifier to the first server via the second
communication modality with an indication of the alarm state; and
upon determination of unavailability of communication with the first
server via the first communication modality and the second
communication modality, transmitting the universally unique identifier

to a second server with an indication of the alarm state.

2. The method of Claim 1 additionally comprising the steps of:

d.

transmitting a request for a location of a first user mobile device associated

with a first responder at the time of receipt of the voltage indicative of an

alarm state an alarm state;
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b. receiving a Cartesian Coordinate of the first user mobile device;

c. calculating a distance from the geospatial location associated with the
universally unique identifier to the Cartesian Coordinate of the first user
mobile device;

d. referencing a next action based upon the calculated distance from the
geospatial location associated with the universally unique identifier to the
Cartesian Coordinate of the first user mobile device; and

e. executing the next action based upon the calculated distance from the
Cartesian Coordinate of the first user mobile device.

3. The method of Claim 2 wherein the next action based upon the calculated distance
from the geospatial location associated with the universally unique identifier to the
Cartesian Coordinate of the first user mobile device comprises transmitting alarm
state indicators to the first user mobile device.

4. The method of Claim 3 additionally comprising the step of receiving a reset
mechanism from the first user mobile device and resetting the alarm state based upon
receipt of the reset mechanism.

5. The method of Claim 4 additionally comprising the step of receiving a location of the
first user mobile device at the time of receipt of the receiving the reset mechanism
from the first user mobile device and storing a record indicative of the location of the
first user mobile device at the time of receipt of receiving the reset mechanism.

6. The method of Claim 2 wherein the next action based upon the calculated distance
from the geospatial location associated with the universally unique identifier to the
Cartesian Coordinate of the first user mobile device comprises determining a backup
response contact.

7. The method of Claim 6 wherein the step of determining a backup response contact
comprises the steps of:

a. receiving a Cartesian Coordinate of a second user mobile device; and

b. calculating a distance from the geospatial location associated with the
universally unique identifier to the Cartesian Coordinate of the second user
mobile device.

8. The method of Claim 6 additionally comprising the step of alerting emergency
response personnel responsive to a geographical area including the geospatial location

associated with the universally unique identifier.
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9. The method of Claim 8 comprising the step of placing one of the first responder and a

second responder in communication with the emergency response personnel.

10. The method of Claim 8 comprising the step of placing the first responder in

communication with a second responder.

11. An automated apparatus for of providing a series of user designated distributed

responses based upon an alarm state, the method comprising:

° o o

=

a controller comprising a processor and a digital storage;

programmable code residing in the digital storage and executable upon
demand, the programmable code together with the controller being operative
to:

associate an analog alarm state with a universally unique identifier;
monitor an alarm state connector;

receive a voltage indicative of an alarm state;

record a time and date of receipt of the voltage indicative of an alarm state;
and

check for an availability of communication with a first server via a first
communication modality;

i. upon determination of availability of communication with the first
server via the first communication modality, transmit the universally
unique identifier to the first server via the first communication
modality with an indication of the alarm state;

ii. access a geospatial location associated with the universally unique
identifier;

iii. upon determination of unavailability of communication with the first
server via the first communication modality, check for the availability
of communication with the first server via a second communication
modality;

iv. upon determination of availability of communication with the first
server via the second communication modality, transmit the
universally unique identifier to the first server via the second
communication modality with an indication of the alarm state; and

v. upon determination of unavailability of communication with the first

server via the first communication modality and the second

-27 -
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12.

13.

14.

15.

16.

communication modality, transmit the universally unique identifier to a
second server with an indication of the alarm state.
The apparatus of Claim 11 wherein the programmable code together with the
controller is additionally operative to:

a. transmit a request for a location of a first user mobile device associated with a
first responder at the time of receipt of the voltage indicative of an alarm state
an alarm state;

b. receive a Cartesian Coordinate of the first user mobile device;

c. calculating a distance from the geospatial location associated with the
universally unique identifier to the Cartesian Coordinate of the first user
mobile device;

d. reference a next action based upon the calculated distance from the geospatial
location associated with the universally unique identifier to the Cartesian
Coordinate of the first user mobile device; and

e. execute the next action based upon the calculated distance from the Cartesian
Coordinate of the first user mobile device.

The apparatus of Claim 12 wherein programmable code together with the controller is
additionally operative to calculate distance from the geospatial location associated
with the universally unique identifier to the Cartesian Coordinate of the first user
mobile device comprises transmitting alarm state indicators to the first user mobile
device.

The apparatus of Claim 13 wherein the programmable code together with the
controller is additionally operative to reset mechanism from the first user mobile
device and resetting the alarm state based upon receipt of the reset mechanism.

The apparatus of Claim 14 wherein the programmable code together with the
controller is additionally operative to: receive a location of the first user mobile
device at the time of receipt of the receiving the reset mechanism from the first user
mobile device and store a record indicative of the location of the first user mobile
device at the time of receipt of receiving the reset mechanism.

The apparatus of Claim 12 wherein the next action based upon the calculated distance
from the geospatial location associated with the universally unique identifier to the
Cartesian Coordinate of the first user mobile device comprises determining a backup

response contact.
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17.

18.

19.

20.

The apparatus of Claim 16 wherein determination of a backup response contact
comprises:
a. receiving a Cartesian Coordinate of a second user mobile device; and
b. calculating a distance from the geospatial location associated with the
universally unique identifier to the Cartesian Coordinate of the second user
mobile device.
The apparatus of Claim 16 wherein the programmable code together with the
controller is additionally operative to alert emergency response personnel responsive
to a geographical area including the geospatial location associated with the
universally unique identifier.
The apparatus of Claim 18 wherein the programmable code together with the
controller is additionally operative to place one of the first responder and a second
responder in communication with the emergency response personnel.
The apparatus of Claim 18 wherein the programmable code together with the
controller is additionally operative to place the first responder in communication with

a second responder.
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