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(57) Abréegée/Abstract:

A method for preventing digital content misuse can include receiving, by a client-side computing device, digital content from a
remote computing system:; periodically presenting sonic signals to confirm that a mobile computing device of a user authorized with
the client-side computing device Is within a desired geographic distance of the client-side computing device; recelving, by the client-
side computing device, a notification that a number of unconfirmed sonic signhals exceeds a threshold number of allowable
unconfirmed sonic signals, wherein the number of unconfirmed sonic signals indicates a number of sonic signhals presented by the
client-side computing device that the mobile computing device did not confirm detecting; and In response to receiving the
notification that the number of unconfirmed sonic signals exceeds the threshold number of allowable unconfirmed sonic signals,
executing a remedial action.
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(87) Abstract: A method for preventing digital content misuse can include receiving, by a client-side computing device, digital con -
tent from a remote computing system; periodically presenting sonic signals to confirm that a mobile computing device of a user au -

thorized with the client-side computing device 1s within a desired geogi

raphic distance of the client-side computing device; receiving,

by the client-side computing device, a notification that a number of uncontirmed sonic signals exceeds a threshold number of allow -

able unconfirmed sonic signals, wherein the number of unconti

rmed sonic signals indicates a number of sonic signals presented by

the client-side computing device that the mobile computing device did not confirm detecting; and mn response to receiving the noti-

fication that the number of uncontn

ing a remedial action.

'med sonic signals exceeds the threshold number of allowable unconfirmed sonic signals, execut -
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DIGITAL CONTENT DELIVERY SYSTEM

BACKGROUND

[0001] With the advent of digital data and the Internet, digital content can now be shared
quickly and easily to users in almost any geographic location. For example, digital
content posted publicly to websites can be accessed by any user with a computer and
internet connection. Although sharing digital content, particularly digital content that 1s
intended to be accessed with no restrictions, has become much easier, the threat of
unauthorized access and/or use of digital content that is intended to be restricted has
increased. For example, some digital content can be intended to be accessed and/or used

under specified restricted conditions, such as confidential content, sensitive content,

licensed content, etc.

[0002] Current systems focus their security efforts on restricting initial access to digital
content, and provide little to no security once initial access has been granted. For
example, many systems will require initial user authentication (¢.g., user name,
password, device recognition, etc.,) prior to providing access to digital content, but do
not monitor use of the digital content after initial access 1s granted. As a result, digital

content can easily be misused, copied, shared, etc. Accordingly, improvements are

needed.

SUMMARY

[0003] Accordingly, there is provided a method comprising: receiving, by a client-side
computing device, a digital movie from a remote computing system, a user authorized
with the client-side computing device having purchased a limited license to access the
digital movie; presenting, on a display, a visible code that, when detected by an optical
sensor of the mobile computing device, causes the mobile computing device to 1nitiate a
sonic signal detection mode during which a microphone of the mobile computing device
actively listens for sonic signals presented by the client-side computing device;

periodically presenting, by the client-side computing device, sonic signals during
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presentation of the digital movie received from the remote computing system, the sonic
signals being presented to confirm that the mobile computing device of the user
authorized with the client-side computing device is within a desired geographic distance
of the client-side computing device while the client-side computing device 1s presenting
the digital movie received from the remote computing system, wherein each sonic signal
1s embedded 1n the digital movie, and each sonic signal, upon being detected by the
mobile computing device, causes the mobile computing device to transmit a confirmation
message to the remote computing system confirming that the mobile computing device
detected the sonic signal; receiving, by the client-side computing device during the
presentation of the digital movie, a notification that a number of unconfirmed sonic
signals exceeds a threshold number of allowable unconfirmed sonic signals, wherein the
number of unconfirmed sonic signals indicates a number of sonic signals presented by the
client-side computing device that the mobile computing device did not confirm detecting;
and in response to receiving the notification that the number of unconfirmed sonic signals
exceeds the threshold number of allowable unconfirmed sonic signals, suspending the

presentation of the digital movie.

[0003a] There 1s also provided a client-side computing device comprising: one or more
computer processors; and one or more computer-readable mediums storing instructions
that, when executed by the one or more computer processors, cause the client-side
computing device to perform operations comprising: receiving a digital movie from a

remote computing system, a user authorized with the client-side computing device having

purchased a limited license to access the digital movie; presenting, on a display, a visible
code that, when detected by an optical sensor of the mobile computing device, causes the
mobile computing device to initiate a sonic signal detection mode during which a
microphone of the mobile computing device actively listens for sonic signals presented
by the client-side computing device; periodically presenting sonic signals during
presentation of the digital movie received from the remote computing system, the sonic
signals being presented to confirm that the mobile computing device of the user

authorized with the client-side computing device is within a desired geographic distance

1a
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of the client-side computing device while the client-side computing device is presenting
the digital movie received from the remote computing system, wherein each sonic signal
1s embedded in the digital movie, and each sonic signal, upon being detected by the
mobile computing device, causes the mobile computing device to transmit a confirmation
message to the remote computing system confirming that the mobile computing device
detected the sonic signal; receiving, during the presentation of the digital movie, a
notification that a number of unconfirmed sonic signals exceeds a threshold number of
allowable unconfirmed sonic signals, wherein the number of unconfirmed sonic signals
indicates a number of sonic signals presented by the client-side computing device that the
mobile computing device did not confirm detecting; and in response to receiving the
notification that the number of unconfirmed sonic signals exceeds the threshold number

of allowable unconfirmed sonic signals, suspending the presentation of the digital movie.

[0003b] There is further provided a non-transitory computer-readable medium storing
instructions that, when executed by one or more computer processors of a client-side
computing device, cause the client-side computing device to perform operations
comprising: receiving a digital movie from a remote computing system, a user authorized
with the client-side computing device having purchased a limited license to access the
digital movie; presenting, on a display, a visible code that, when detected by an optical
sensor of the mobile computing device, causes the mobile computing device to initiate a
sonic signal detection mode during which a microphone of the mobile computing device
actively listens for sonic signals presented by the client-side computing device;
periodically presenting sonic signals during presentation of the digital movie received
from the remote computing system, the sonic signals being presented to confirm that the
mobile computing device of the user authorized with the client-side computing device 1s
within a desired geographic distance of the client-side computing device while the client-
side computing device is presenting the digital movie received from the remote
computing system, wherein each sonic signal is embedded in the digital movie, and each
sonic signal, upon being detected by the mobile computing device, causes the mobile
computing device to transmit a confirmation message to the remote computing system
confirming that the mobile computing device detected the sonic signal; receiving, during

1b
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the presentation of the digital movie, a notification that a number of unconfirmed sonic

signals exceeds a threshold number of allowable unconfirmed sonic signals, wherein the

number of unconfirmed sonic signals indicates a number of sonic signals presented by the
client-side computing device that the mobile computing device did not confirm detecting;

and in response to receiving the notification that the number of unconfirmed sonic signals
exceeds the threshold number of allowable unconfirmed sonic signals, suspending the

presentation of the digital movie.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0004] To easily identify the discussion of any particular element or act, the most
significant digit or digits in a reference number refer to the figure number in which that

element is first introduced.

[0005] FIG. 1 shows an example digital content distribution network.

1c



CA 03002977 2018-04-20

WO 2017/079658 PCT/US2016/060681

100061 FIG. 2 shows a block diagram of a client-side digital content delivery
device configured to determine whether digital content 1s being misused based

on the location of the client-side digital content delivery device.

10007] FIG. 3 shows an example method for determining whether digital
content 1s being misused based on the location of a client-side digital content
delivery device.

100081 FIG. 4 shows a block diagram of a client-side digital content delivery
device configured to determine whether digital content is being misused based
on a number of mobile computing devices detected by the client-side digital

content delivery device.

1606091 FIG. 5 shows an example method for determining whether digital
content 1s being misused based on a number of mobile computing devices
detected by a chient-side digital content delivery device.

(6010} FIG. 6 shows g block diagram of a client-side digital content delivery
device contigured to lmmit use of digital content to an authenticated viewing
device.

(0611} FIG 7 shows an example method for himuting use of digital content to
an authenticated viewing device,

j6012] FIG. 8 shows an example system configured to determine whether
digital content 13 being misused.

(6013} FIG. 9 shows an example method for determining whether digiial
content 1 bemng misused.

[6014] FIG. 10 shows a block diagram of a digital content delivery system
contigured to determine whether content 15 being misused.

[6015] FIG 11 shows an example method for determining whether digiial
content 1s bewng misused.

16016] FIG. 12 shows a block diagram of a digital content delivery system
configured to cluster usage signal data to determnine whether digital content 1s

being misused.
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{6617] FIG. 13 shows an example method for clustering usage signal data to

determine whether digital content 1s being misused.

(6018} FIG. 14 shows an example method for clustering usage signal data to

determine whether digital content 1s being misused.

{0019 FIG. 15 shows an example system configured to 1ssue digital
credentials.

(6620] FIG. 16 shows an example method for 1ssuing digital credentials.
[6G321) FIG 17 shows an example method Tor reserving digital credentials to a
scheduled presentation of a digital content 1tem.

{0022} FIGS. 18A-18L show example screenshots of an exhibitor interface.
(00231 FIG. 19 15 a block diagram 1llustrating a representative software
architecture, which may be used m conjunction with various hardware
architectures herein described.

[6024] FIG. 20 15 g block diagram illustrating components of a machine,
according to some example embodiments, able to read instructions from a

machine-readable medium (e.¢., a machine-readable storage medium} and

perform any one or more of the methodologies discussed herein.

166251 FIG. 21 18 a diagrammatic representation of a content distribution
network within which various example embodiments may be implemented.
[0026] FIG. 22 15 a block diagram illustrating a network-based movie
distribution system, according to some example embodiments.

(66271 FIG. 23 18 a block diagram illustrating a turther details of subscriber
management and ticketing technology, according to some example
embodiments, as implemented between a movie distribution system and
exhibitors.

[6G28] FIG. 24 15 a schematic representation of interactions between various
components described with reference to the preceding figures.

166281 FIG 25 sllustrates a routine i accordance with one embodiment.
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100301 FIG. 26 dlustrates a routine in accordance with one embodiment.
{0031] FIG. 27 dlustrates a routine 1n accordance with one embodiment.
{0032] FIG. 28 ilustrates a routine in accordance with one embodiment.
{00331 FIG. 29 idlustrates a routine in accordance with one embodiment.
18034] FIG. 30 dlustrates a routine 1n accordance with one embodiment
[6035F FIG. 31 15 a diagrammatic representation of a content distribution
network within which various example embodiments may be implemented.
(6036} FIG. 32 1s a diagrammatic representation of another content distribution
network within which various example embodiments may be implemented.
{60371 FI(G. 33 15 a diagrammatic representation of vet another content
distribution network within which various example embodiments may be
implemented.

10038F FIG. 34 15 a diagrammatic representation of server-side watermarking
according to some example embodiments.

{60391 FIG. 35 15 a diagrammatic representation of set-top-box watermarking

according to some example embodiments.

100401 FIG. 36 15 a diagrammatic representation of the content distribution
network of FIG. 31 with an example watermarking implementation within

which various example embodiments may be implemented.

1004%] IIG. 37 15 a block diagram illustrating a set-top box, according to some

example embodiments.
160421 FIG. 3R 15 a diagrammatic representation of services of a content
distribution network within which various example embodiments may be

implemented.
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DETAILED DEMCRIPTION

{zlossary

10043] "CARRIER SIGNAL" 1in this context refers to any mtangibie medium
that 1s capable of storing, encoding, or carrying instructions for execution by the
machine, and includes digital or analog communications signais or other
intangible medium to facilitate communication of such instructions. Instructions
may be transmitted or received over the network using a transmission medium
via a network interface device and using anv one of a number of well-known
transfer protocols.

(0644] "CLIENT-SIDE DIGITAL CONTENT DELIVERY DEVICE" in this
context refers to any machine that interfaces to a communication network to
obtain resources from one or more server systems or other computing device A
client-side digital content delivery device may be, but 15 not limited to, a mobile
phone, desktop computer, laptop, portable digital assistants (PDAs), smart
phones, tablets, ultra books, netbooks, laptops, multi-processor svstems,
microprocessor-based or programmable consumer electronics, game consoles,
sei-top boxes, or anv other communication device that g user may use to access

2 network.

[6045] "COMMUNICATION NETWORK" 1n this context refers to one or

more portions of a network that may be an ad hoc network, an intranet, an
extranet, a virtual private network (VPN), a local area network (LLAN), a
wireless LAN (WLAN}, a wide area network {WAN), a wireless WAN

(WW AN}, a metropohitan area network (MAN}, the Internet, a portion of the
Internet, 8 portion of the Public Switched Telephone Network (PSTN), a plamn
old telephone service (POTS) network, a cellular telephone network, a wireless
network, a Wi-F1® network, another type of network, or a combination of two
or more such networks. For example, a network or 4 portion of a network may
include a wireless or cellular network and the coupling may be a Code Division

Multiple Access (CDMA) connection, a Global System for Mobile
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communications {GSM} connection, or other tvpe of cellular or wireless
coupling. In this example, the coupling mav implement any of a variety of types
of data transfer technology, such as Single Carrier Radio Transmission
Technology (IxRTT), Evolution-Data Optimized {(EVD() technology, General
Packet Radio Service (GPRS) technology, Enhanced Data rates for GSM
Evolution (EDGE) technology, third Generation Partnership Project (3GPP)
imncluding 3G, fourth generation wireless {4} networks, Universal Mobile
Telecommumications System {UMTS), High Speed Packet Access (HSPA),
Woridwide Interoperability for Microwave Access {(WiIMAX), Long Term
Evolution {(LTE) standard, others defined by various standard setting

organizations, other long range protocols, or other data transfer technology.

(0046} “DIGITAL CONTENT DELIVERY SYSTEM OR DIGITAL
CONTENT DISTRIBUTION NETWORK” 1n this context refers 1o a system of
distributed servers {e.g. networked proxy server) that deliver digital content to a
User.

1604717 "MACHINE-READABLE MEDIUM" 10 this context refers to a
component, device or other tangible media able {0 store 1structions and data
temporanly or permanently and may wmclude, but 15 not limited to, random-
access memory {RAM), read-only memory (ROM), buffer memory, thash
memory, optical media, magonetic media, cache memory, other types of storage
{e.g., Erasable Programmable Read-Only Memory (EEPROM)}) and/or any
suitable combination thereof. The term "machine-readable medium” should be
taken to mclude a single medium or multiple media {e.g., a centralized or
distributed database, or associated caches and servers) able to store mstructions.
The term "machine-readable medium" shall also be taken to inciude any
medium, or combination of multiple media, that 1s capable of storing
istructions (e g, code) for execution by a machine, such that the instructions,
when executed by one or more processors of the machine, cause the machine o
perform anv one or more of the methodologies described herein. Accordingly, a

"machine-readable medium” refers to a single storage apparatus or device, as
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well as "cloud-based” storage systems or storage networks that include multiple
storage apparatus or devices. The term "machine-readable medium” excludes

signals per se.

10048 "MODULE" in this context refers to logic having boundaries detined
by tunction or subroutine calls, branch points, application program interfaces

{ APls), or other technologies that provide for the partitioning or modularization
of particular processing or control functions. Modules are typically combined
via their interfaces with other modules to carry out a machine process. A
module may be a packaged functional hardware unit designed for use with other
components and a part of a program that usually performs a particular function
of related functions. Modules mav constitute either software modules (e.g., code
embodied on a machine-readable medium) or hardware modules. A "hardware
module” 18 a tangible unit capable of performing certain operations and may be
configured or arranged in a certain physical manner.

100491 In various example embodiments, one or more computer systems {e.g.,
a standalone computer system, a chient computer system, o1 a server computer
system ) or one or more hardware modules of a computer system {(¢.g., &
processor or a group of processors) may be configured by sofitware {e.g.. an
application or application portion} as a hardware module that operates to
perform certam operations as described herem. In some emibodiments, a
hardware module may be implemented mechanically, electronically, or any
suttable combination thereof. For example, a hardware module may include
dedicated circuitry or logic that 1s permanently configured to perform certain
operations. For exampie, a hardware module may be a special-purpose
processor, such as a Field-Programmable Gate Array (FPGA) or an Application
Specific Integrated Circuit {(ASIC)

100501 A hardware module may also include programmabile logic or circuttry
that 1s temporarily contigured by software to perform certain operations. For
example, 3 hardware module may include software executed by a general-

purpose processor or other programmable processor. Once configured by such
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software, hardware modules become specific machines (or specific components
of a machine} uniquely tailored to perform the configured functions and are no
ionger general-purpose processors. It will be appreciated that the decision to
implement a hardware module mechanically, in dedicated and permanently
configured circuttry, or in temporarily configured circuitry {e.g., configured by
software) may be driven by cost and time considerations. Accordingly, the
phrase "hardware module"{or "hardware-implemented module”) should be
understood to encompass a tangible entity, be that an entity that 15 physically
constructed, permanently configured {¢.g., hardwired), or temporarily
configured {e.g., programmed) to operate 1n g certain manner or to perform

certain operations described heren.

(0051} Considering embodiments 1n which hardware modules are temporarily
configured {e.g., programmed}), each of the hardware modules need not be
configured or mstantiated at any one instance 1 tune. For example, where a
hardware module comprises a generai-purpose processor configured by software
to become a special-purpose processor, the general-purpose processor may be
contigured as respectively different special-purpose processors {e.g., comprising
different hardware modules) at ditferent times. Software accordingly configures
a partscular processor or processors, for example, to constitute a particular
hardware module at one instance of tune and to constitute a difterent hardware
module at a different 1nstance of time.

1003521 Hardware modules can provide mformation to, and recetve information
from, other hardware modules. Accordingly, the described hardware modules
mav be regarded as being communicatively coupled. Where multiple hardware
modules exist contemporaneously, communications may be achieved through
signal transmission {e.g., over appropriate circutts and buses) between or among
two or more of the hardware moduies. In embodiments i which multiple
hardware moduiles are configured or instantiated at different times,
communications between such hardware modules may be achieved, tor

exampie, through the storage and retrieval of information in memory structures
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to which the multiple hardware modules have access. For example, one
hardware module may perform an operation and store the ocutput of that
operation in a memory device to which i1t 1s communicatively coupled. A further
hardware module may then, at a later time, access the memory device 1o refrieve
and process the stored output. Hardware modules may also initiate
communications with input or cutput devices, and can operate on a resource

(e.g.. a collection of information)

163531 The vanious operations of example methods described herein may be
performed, at least partially, by one or more processors that are temporarily
configured {e.g., by software) or permanently configured to perform the
relevant operations. Whether temporarily or permanently configured, such
Processors may constitute processor-implemented modules that operate to
perform one or more operations or functions described herein. As used herein,
"processor-implemented module” refers to a bardware module implemented
Using one or more processors. Sumilarly, the methods described herein may be
at least partially processor-implemented, with a particular processor or
processors being an example of hardware. For example, at least some of the
operations of a method may be pertformed by one or more processors or
processor-implemented modules. Moreover, the one or more processors may
ais30 operate {o support performance ot the relevant operations m a "cloud
computing” environment or as a "software as a service” (SaaS}). For example, at
least some of the operations may be performed by a group of computers {as
examples of machines mcluding processors), with these operations being
accessible via a network {e.g., the Internet} and via one or more appropriate
interfaces {e.g., an Application Program Intertace {(API)). The performance of
certain of the operations may be distributed among the processors, not only
residing within a single machine, but deployed across a number of machines. In
some example embodiments, the processors or processor-implemented modules
may be located in a single geographic location {e g, within a home

environment, an office environment, or a server farmj. In other example
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embodiments, the processors or processor-implemented modules may be

distributed across a number of geographic locations.

(6054 "PROCESSOR" in this context refers to any circuit or virtual circurt {a
physical circuit emulated by logic executing on an actual processor) that
manipulates data values according to controf signals {e.g., "commands”, "op
codes”, "machine code"”, etc. ) and which produces corresponding output signals
that are applied to operate a machine. A processor may, tor example, be a
Central Processing Unit (CPU), a Reduced Instruction Set Computing (RISC)
processor, a Complex Instruction Set Computing (CISC) processor, a Graphics
Processing Urnut (GPU)}, a Digutal Signal Processor (DSP), an Application
specific Integrated Circutt (ASIC), a Radio-Frequency Integrated Circuit
(RFIC) or anv combination thereof. A processor mav further be a multi-core
processor having two or more independent processors {sometimes referred to as

"cores” ) that may execute instructions contemporaneously.

Description

[0055] A portion of the disclosure of this patent document contains material
that 15 subject to copyright protection. The copvright owner has no objection 1o
the facsimile reproduction by anyone of the patent document or the patent
disclosure, as 1t appears n the Patent and Trademark Office patent files or
records, but otherwise reserves all copyright rights whatsoever, The following
notice applies 1o the sottware and data as described below and 1n the drawings
that form a part of this document: Copyright 20135, SCREENING ROOM
MEDIA, INC., All Rights Reserved.

9
18056] The description that follows tncludes systems, methods, technigques,
mstruction sequences, and computing machine program products that embody
iHustrative emboduments of the disciosure. In the followmng description, for the
purposes of explanation, numerous specific detatls are set torth 1o order to
provide an understanding of various embodiments of the tnventive subject

matter. It will be evident, however, 10 those skilled in the art, that embodiments
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of the inventive subject matter may be practiced without these specific details.
In general, well-known instruction instances, protocols, structures, and

technigues are not necessarily shown in detail.

Drawings

J6(57] 'The current application discloses a number of technologies that may be
used, in example embodiments, to address and mitigate challenges with

enforcing access and/or usage resirictions on digital content. These technolosies
monitor use of digital content and suspend or terminate access to digital content

when certain behaviors are detected.

(0658} FIG. 1 shows an example digital content distribution network. It shall
be appreciated that although the varicus functional components of network 100
are discussed in a singular sense, multiple mstances of one or more of the

various functional components may be employed.

(60591 Network 100 includes multiple computing devices connected to
communication network 102 and configured to communicate with each other
through use of communication network 102, A computing device can be any
tvpe of general computing device capable of network communication with other
computing devices. For example, a computing device can be a personal
computing device such as a deskiop or workstation, a business server, or a
portable computing device, such as a laptop, smart phone, or a tablet PC. A
computing device can mnclude some or all of the features, components, and

peripherals of machine 2000 of FI{ 20.

[6060] To facilitate commumication with other computing devices, a
computing device can mnclude a communication interface configured to recetve
a communication, such as a request, data, etc., from another computing device
i network communication with the computing device and pass the
communication along to an appropriate module running on the computing

device. The communication mterface can also be configured to send a
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communication to another computing device 1n network communication with

the computing device.

(0061} Network 100 inchudes digital content delivery system 104 and client-
side digital content delivery device 106 configured to provide digital content to
users, as well as to enforce access and/or usage restrictions on the digital
content. Digttal content can include any tvpe of digital content or data, such as
text files, video files, music files, etc. Digital content can be associated with one
or more mtended restrictions on access and/or use of the digital content. For
example, digital content can include confidential data and/or sensitive data,
such as personal information {e.g., social security number), financial
mtormation {e.g., bank records, account numbers, ete. )}, medical records,
confidential work matenals, etc., that are restricted for use by specified people.
Digital content can also mnclude licensed content, such as movie rentals, movie
purchases, music rentals, etc., that can be restricted for use by a specitied
person or audience, during specified times, etc.

160621 Restrictions can mclude any type of restriction regarding accessing
and/or using the digital content, such as a specified user or specitied set of users
that can access and/or use the digital content, a specified time period during
which the digital content can be accessed and/or used, a specitied geographic
iocation where the digital content can be accessed and/or used, restrictions on
how the digital content can be accessed and/or used, restrictions on whether the
digital content can be copied and/or shared, etc.

18663] In network 100, digital content dehivery system 104 and chient-side
digital content delivery device 106 can work together to provide users with
access to digital content, as well as to enforce access and/or usage restrictions
on the digital content. For example, digital content delivery system 104 and
client-side digital content delivery device 106 can monitor one or more usage
signals to ensure that digital content 1s not being misused {e.g., that restrictions
associated with the digital content are not being violated}. In the event that

dioital content is being misused, or 1s potentially being misused, digital content
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delivery system 104 and/or client-side digital content delrvery device 106 can
execute one or more remedial actions, such as suspend or terminate a user's
access to the digital content, gather additional data, investigate use of the digital

content, eiC.

{60641 In network 100, a user can interact with digital content delivery system
104 through client-side digiial content delivery device 106 connected {0
communication network 102 by direct and/or indirect communication. Phigial
content delivery system 104 can be comprised of one or more computing
devices configured to work with client-side digital content delivery device 106
to provide users with digital content, as well as to enforce access and/or usage
restrictions on the digital content. Digital content delivery system 104 can
support connections from a variety of different tvpes of client-side digital
content delivery devices 106, such as desktop computers; mobile computers;
mobile communications devices {e g mobile phones, smart phones, tablets,
etc.); smart televisions; set-top boxes; and/or any other network-enabled
computing devices. Chient-side digital content delivery device 106 can be of
varying type, capabilities, operating systems, etc. Furthermore, digital content
delivery system 104 can concurrently accept connections from and interact with
muliiple client-side digital content delivery devices 106,

1B065] A user can interact with digital content delivery system 104 via client-
side application 108 installed on client-side digital content delivery device 106,
In some embodiments, client-side application 108 can mclude a digital content
delivery system-specific component. For example, the component can be a
stand-alone applhication, one or more application plug-ins, and/or a browser
extension {lient-side application 108 can present a user interface (Ul) for the
user t0 interact with digital content delivery system 104, For example, the Ul
can provide the user with digital content as well as include one or more user
interface elements {e.g., buttons, text fieids, etc ) to enable a user o interact

with digital content delivery svstem 104,
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{0066] Additionally, client-side application 108 can present a user with digital
content. Client-side application 108 can utilize one or more output devices {e.g,
display, speaker, etc.) of client-side digital content delivery device 106 and/or a
secondary computing device {not shown} coupled to client-side digital content
delivery device 106 to present digital content received from digital content
delivery system 104, For example, in an embodiment in which chient-side digital
content delivery device 106 s a mobile phone, client-side application 108 can
cause presentation of digital content using a display and/or speaker of the
mobile phone. As another example, m an embodiment 1n which client-side
digital content delivery device 106 15 a set-top box, client-side application 108
can cause presentation of digital content on a display of a viewing device {e.g.,

television, monitor, etc.) that 1s connected to the set-top box.

[8067] In some embodiments, chient-side application 108 can embed digital
content with a digital watermark that can be used if the digital content has been
misused. For example, the digial watermark can be embedded with an identifier
for client-side digital content delivery device 106, Once embedded in the digutal
content, the digital watermark will be present in any copies made of the digiial
content, mcluding unauthornized copies. Hence, 1if an vnauthornized copy of
digital content 1s found, the digital watermark embedded in the unauthornized

copy can be used to 1dentity the source.

[6068] Dhgital content delivery system 104 can be configured to manage
digital content for multiple user accounts. For example, digital content dehivery
system 104 can allow users to store, access, rent and/or purchase digital content,
16069]  To tacilitate the various services provided by digital content delivery
system 104, a user can creafe a user account with digital content deltvery system
104, The account information for each created user account can be maintained
in user account database 110. User account database 110 can store profile
mftormation for each user account, including a unique account identitier
identifyving the user account, personal information, username, password, ematl

address, home address, credit card information, banking information, etc. User
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account database 110 can also include account management mformation, such
as data storage locations, security settings, personai configuration settings,
device identifier tor client-side digital content delivery devices 106 that are

authorized to access the user account, etc.

{80781 A user account can be used to purchase, rent, manage and store digital
content, such as digital data, documents, text tiles, audio files, video files, etc.
For example, digital content delivery system 104 can provide an online retatler
where users can purchase/rent digital content, such as movies, shows, books,

music, ete.

[6071] Upon digital content being purchased and/or rented by a user, the user’s
account can be updated to indicate that the user has acquired a license to the
purchased and/or rented digital content. This can allow the user to access the
digital content using client-side digital content delivery devices 106, For
example, a digital content 1dentifier 1dentifving rented and/or purchased digifal
content {(e.g., movie) can be assigned to a user account in user account database
110 and associated with the corresponding user account. The digital content
identitier can be used to wdentify the digital content as well as the location of the
digital content.

16672] Further, the user’s account can be updated with data delining
restrictions associated with the digital content, such users authorized to access
or use the digital content, geographic locations where the digital content can be
accessed, times durning which the digital content can be accessed, etc. In some
embodiments, the restrictions can be based on a license purchased by the user
with respect to digttal content. For example, a user mav have purchased a
Iimited rental of 3 movie that entitles the user to view the movie a himited
number of times, durtng a iimited time and/or with a limited number of other

SIS,

16073] [ngital content can be stored 1n data storage 112, Data storage 112 can

be a storage device, multiple storage devices, or a server. Alternatively, datg
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storage 112 can be a cioud storage provider or network storage accessible via
one or more communication networks. Digital content delivery system 104 can
hide the complexity and details reparding storage of digital content from client-
side digitai content delivery device 106 such that the location of digital content
stored by digital content delivery system 104 1s not known by chient-side digital
content delivery device 106, Dhigital content delivery system 104 can store the
digital content in a network accessible storage {SAN} device, 1n a redundant

array of mexpensive disks (RAID), etc. Data storage 112 can store digital

EXT3, EXT4, Reserks, BTRES, and so forth.

[6074] Data storage 112 can also store metadata describing digital content,
digital content types, and the relationship of digital content to various user
accounts. The metadata can be stored as part of the digital content or can be
stored separately. In one variation, digital content stored 1n data storage 112
can be assigned a system-~wide unique dentifier. In some embodiments, the
metadata can include restrictions associated with the digital content.

[6075] Dhgual content delivery system 104 can include management module
114 contigured t0 manage and access each user account and the digital content
assigned to the user accounts. For example, management module 114 can be
configured to communicate with user account database 110 and data storage 112
to adiust priviteges and otherwise manage access to digital content.

(80761 Upon a user logging into their user account from client~side digiial
content delivery device 100, management moduile 114 can access the account
information assoctated with the user account to 1dentify digital content assigned
to the user account, as well as anv corresponding restrictions placed on the
digital content. Management module 114 can enable a user to access and/or use
the digital content assigned 1o the user’s account. For example, management
module 114 can access the user’s account to identify digital content identifiers
assigned to the user account. Management module 114 can use the digital

content identifiers to 1dentify and locate the digital content assigned to the
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user s account, which can be presented according to the account configuration

data.

(607717 Management module 114 can also update the user’s profile to update
the user’s usage history. Each user’s profile can include a usage history
indicating the digital content that the user has accessed and/or used, as well as
metadata describing each use. This can include the times at which the user
accessed and/or used the digital content, as well as any other usage signal data,
such as a number of mobile computing devices present during usage, geographic
location of the user when accessing the digital content, client-side digital
content delivery device 106 used to access the digital content, etc. Management
module 114 can access a user’ s account and update the user’s usage history as

the user accesses and/or uses digital content to record each use.

[B078] As explained above, in network 100, digital content delivery system
104 and client-side digital content delivery device 106 can monitor one or more
usage signals to ensure that digital content 15 not being misused and, in the
gvent that digital content 15 potentially being misused, execute one or more
remedial actions. Usage signals can be any type of data gathered with regard {0
presenting digital content. For example, usage signals can mclude the gser’s
usage history, frequency that a user accesses digital content, a number of tirnes
the user has accessed a particular item of digital content {e.g., 4 particular
movie, document, etc.}, a number of detected users viewing the digital content,
iocation of the user when ac¢cessing digital content, configuration changes prior

to or while accessing digital content, ic.

{6079] Digital content delivery system 104 and client-side data detection
device 1006 can each gather and share usage signal data to determine whether
digital content 1s potentially being misused and, in the event that digital content
1s potentially being misused, execute one or more remedial actions. For
example, digital content delivery system 104 can include digital content misuse
management application 116 contigured to determine whether digital content s

potentially being misused and, in the event that digital content 1s potentially
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being misused, execute one or more remedial actions. Likewise, client-side
application 108 can be configured to determine whether digital content is
potentially being misused and, in the event that digital content 15 potentially
being nusused, execute one or more remedial actions. Specific embodiments of
digital content delivery system 104 and chent-side digital content dehivery
device 106 determming whether digital content has been misused are discussed

in greater detail in the discussion of FIGS. 2-X X

[G080] A remedial action can be one or more actions performed with the intent
of stopping muisuse of digital content. For example, a remedial action can
include ternunating performance of digital content, suspending performance of
digital content, disabling client-side digital content delivery device 106,
gathering additional data {0 determine whether a suspected misuse of digital

content 15 11 fact a misuse of the content, etc.

100811 A remedial action can be performed by digital content delivery system
104 and/or chient~-side digital content delivery device 106. As shown, digital
content dehivery system 104 imcludes remedial action module 118 configure to
execute remedial actions. Likewise, chient-side digtital content delivery device
106 mcludes remedial action module 120 contigured to execute remedial
actions.

(60821 In some embodiments, a remedial action can include terminating
performance of digiial content, which can cause the performance of digital
content being performed by chient-side digital content dehivery device 106 to
end. For example, remedial action moduie 118 can cause digital content
delivery system 104 to stop transmitting (e.g., streaming, downloading, etc.} the
digital content to client-side digital content deliverv device 106, thereby
terminating performance of the digital content. As another example, remedial
action module 118 can transmit a command to client-side digital content
delivery device 106 to stop pertorming the digital content. As another example,
remedial action module 120 can cause client-side digital content delivery device

106 to termuinate performance of the digital content.
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00831 In some embodiments, a remedial action can mclude causing client-side
digital content dehivery device 106 to suspend performance of digital content. In
contrast to terminating periormance of digital content, suspending performance
can include pausing performance of the digital content. This can be for a
specified period of time or until a command 1s received to resume performance.
For example, digital content delivery system 104 can transnut a command to
client-side digital content delivery device 106 to resume performance of the
suspended digital content. This can be the result of digital content delivery

system 104 determinung that the digital content 15 not being misused.

[6084] In some embodiments, a remedial action can mnclude disabling client-
side digital content delivery device 106, Disabling client-side digital content
delivery device 106 can cause client-side digital content delivery device 106 to

be inoperable to perform any function by the user.

[BG85]  In some embodiments, a remedial action can include gathering
additional information to determine whether a suspected misuse of digital
content 13 1n fact a misuse. Remedial action module 118 and/or remedial action
module 120 c¢an cause social medig activity of one or more users associated with
client-side digital content delivery device 106 to be scanned to gather
information mdicating that the user{s} are misusing digital content. For
example, remedial action module 118 and/or remedial action module 120 can
scan a user’'s social media activity for postings indicating that the user allowed
unauthorized access to digital content (e. 2., hosting viewing of movies for large
audiences).

16086] In some embodiments, a remedial action can include sumply presenting
a user with a warning or message indicating that the user 1s suspected of
misusing digital content. Although several examples of remedial actions are

given, these are just some examples and are not meant to be limiting.

60871 FIG. 2 shows a block diagram 200 of client-side digital content

delivery device 106 configured to determine whether digital content is being
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misused based on the location of chient-side digital content delivery device 106
To avoid obscuring the inventive subject matter with unnecessary detatl, various
functional components {e.g., modules) that are not germane to convevying an
understanding of the inventive subject matter have been onutted from FIG. 2.
However, a skilled artisan will readily recognize that various additional
tfunctional components may be supported to facilitate additional functionality
that 15 not spectficaily described herein. Furthermore, the various functional
modules depicted 1n FI{ 2 mavy reside on a single computing device or may be
distributed across several computing devices i various arrangements such as

those used in cloud-based architectures.

[0088] In some instances, digital content may be associated with geographic
based restrictions that restrict use of the digital content to a specified
geographic location and/or within a specified geographic area. For example,
digital content such as confidential work materials may include a geographic
restriction that the confidential work materials only be accessed within a
predetermined distance of a work office. As another example, digital content
such as a movie with a limited use bicense (e g, rented movie} may include a
geographic restriction that the movie only be played within a predetermined
distanice of a renting user’s house. Client-side digstal content delivery device
106 can be configured to monutor the geographic location ot client-side digital
content delivery device 1006 prior to, during and/or after performance of digital
content and execute a remedial action it the location of the client-side digital
content delivery device 1006 15 outside of a permiited geographic area.

100891  As shown, chieni-side digital content deliverv device 106 mcludes
geographic tracking component 202, which can determine the geographic
iocation of client-side digital content delivery device 106. (Geographic tracking
component 202 can determine the location of chent-side digital content delivery
device 100 using any known location tracking technique or technology. For
example, geographic tracking component 202 can determine the location of

client-side digital content delivery device 106 using a Global Positioning
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System (GPS), control plane locating techniques, cellular tower triangulation,

reai-time iocating, satellite tracking, etc.

(60987 Chlient-side application 108 can be configured to gather location data
from geographic tracking component 202 and use the location data to determine
whether digital content 15 being misused. Client-side application 108 can
include location monitoring module 204 that 1s configured to communicate with
geographic tracking component 202 to periodically gather location data

-, ™, -

describing the current location of client-side digital content delivery device 106.

100911 Location monutoring module 204 can communicate with geographic
tracking component 202 to request the current location of client~-side digital
content delivery device 106 at specified time mntervals. For example, location
monitoring module 204 can request the current location of client-side digital
content delivery device 106 every 10 seconds, 20 seconds, T minute, etc.
Location monitoring module 204 can request the current location of chient-side
data delivery prior to, during, and/or atter client-side application 108 presents
digital content.

100921 Location monitoring module 204 can utilize the gathered location data
to determine whether the current location of chient-side digital content delivery
device 100 15 within a predetermined geographic area in which client-side
digital content delivery device 106 15 authorized {o present digital content.
[hgital content recerved by client-side digital conient delivery device 106 from
digital content delivery system 104 can imciude metadata indicating one or more
geographic areas in which chient-side digital content dehivery device 106 13
authorized to present the digital content. Client-side digital content delivery
device 106 can store the recetved metadata in data storage 206. The metadata
can inciude coordinate data describing the boundaries of geographic areas
where client-side digital content dehivery device 106 1s authorized to present the
digital content. Alternatively, the metadata can include a geographic coordinate

along with a radius idicating an authorized distance from the geographic area
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in which chient-side digital content delivery device 106 1s authorized {o present

the digital content.

(6093] Location monitoring module 204 can access data storage 206 to gather
the metadata indicating one or more geographic areas in which client-side
digital content delivery device 106 15 authorized to present the digital content
Location monttoring module 204 can then use the current iocation of the client-
side digital content delivery device 106 and the metadata indicating one or more
geographic areas in which client-side digital content deliverv device 106 15
authorized to present the digital content to determine whether the current
iocation of client-side digital content delivery device 106 15 within a
predetermined geographic area in which chient-side digital content delivery

device 106 1s guthorized to present digital content.

(0094} In response to deternuning that client~-side digital content delivery
device 106 15 outside of the predeternuned geographic area, client-side digital
content delivery device 106 can execute a remedial action. As shown, client-
side dhigital content delivery device 106 can mclude remedial action module
120, which can perform one or more remedial actions. In response to
determining that client-side digital content delivery device 106 15 outside of the
predetermined geographic area, location montoring module 204 can notity
remedial action module 120, Remedial action module 120 can then perform one
or more remedial action, such as suspending performance of digital content,
disabling client-side digital content delivery device 106, etc.

16083} FIG 3 shows an example method 300 tor determining whether digetal
content 1s being misused based on the location of a client-side digital content
delivery device {e.g., the device 106 of FIGS. 1 and 2). It should be understood
that there can be additional, fewer, or alternative steps performed 1in similar or
alternative orders, or 10 paraliel, within the scope of the various embodiments

unless otherwise stated.
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100961 At step 302, a client-side content delivery device recetves digital
content from a remote server. The remote server can be part of a digital content
delivery system (e.g., the digital content delivery system 104). The digital
content can be associated with one or more usage restrictions, such as a
geographic restriction that dictates one or more predetermiined geographic areas
in which the chient-side digital content delivery device 1s authorized o present

the digital content.

(60971 In some embodiments, the client-side content delivery device can
receive, from the remote server, data identifying the predetermined geographic
area in which the client-side content delivery device 15 authorized to present the
digital content. For example, the data can be received along with the digital
content. Alternatively, the data can be recerved separately from the digital

content.

[3098] In some embodiments, the predetermined geographic area in which the
client-side content delivery device 1s authorized to present the digital content 1s
based on a geographic location of a dwelling associated with the chient-side
content delivery device, For example, digital content such as a movie rental can
be restricted to use within g predetermined geographic distance of the renting
user’s house.

[0099] In some embodiments, the predetermined geographic area in which the
client-side content delivery device 15 authorized to present the digital content 1s
based on a license acquired for the digital content. Digital content such as a
movie rental may be limited based on a hicense purchased by the renting user
For example, a basic rental can allow the user to present the movie within a
iimited distance of the user’s house. Alternatively, a higher cost rental may

allow the user to present the movie in a larger venue.

JGB106] At step 304, the client-side digital content delivery device determines a
current location of the client-side digital content delivery device. The client-side

digital content delivery device can determine the current location of the chient-
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side digital content delivery device using any known technique and or
technology. For example, in some embodiments, the client-side digital content
delivery device can determine the current location of the client-side digital
content delivery device using a Global Positioning Service (GPS). As another
example, the client-side digital content delivery device can determine the
current iocation of the client-side digital content dehivery device using cellular
tower triangulation technigues.

[GB101] At step 3006, the client-side digital content delivery device determines.
based on the current location of the client-side digital content deliverv device,
that the client-side digital content delivery device 1s outside of a predetermined
ceographic area 1n which the chient-side digital content delivery device 1s

authorized to present the digital content.

[B0102] At step 308, the chient-side digital content delivery device executes a
remedial action in response to determining that the chient-side digital content
delivery device 1s outside of the predetermined geographic area. For example,
the chient-side digital content dehivery device can terminate performance of the
digital content, disable the client-side digital content delivery device, suspend
performance of the digital content, etc.

60183} FIG. 4 shows a block diagram 400 of chient-side digial content
delivery device 106 configured to determine whether digital content s being
misused based on a number of mobile computing devices detected by client-side
digital content delivery device 106. To avoid obscuring the inventive subject
matter with unnecessary detail, various functional components (e g., modules)
that are not germane to conveving an understanding of the inventive subject
matter have been omitted from FIG. 4. However, a skilled artisan will readily
recognize that vanious additional functional components may be supported {o
facilitate additional functionality that is not specifically described herein.
Furthermore, the varicus functional modules depicted 1 FIG. 4 may reside on a
single computing device or mav be distributed across several computing devices

in various arrangements such as those used in cloud-based architectures.
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(03104 In some instances, digital content can be associated with restrictions on
the number of users that may view the digital content. For example, digital
content such as personal information can be intended for use by a limited
number of people. Accordingly, personal information may have a restriction on
the number of people that can view the personal data. As another example,
digital content such as a movie with a hnuted use license {(e. g, rented movie}
may include a restriction on the number of users that are allowed to view the
rented movie. Client-side digital content delivery device 106 can be configured
to monitor the number of nearby users during performance of digital content
and execute a remedial action 1f the number of users exceeds a threshold

sliowable number of users.

[001058] As shown, client-side digital content delivery device 106 includes
device detection component 402, Device detection component 402 can be
configured to detect a number of mobile computing devices {e.g., cell phones,
tablets, etc.) that are within a geographic distance of client-side digital content
delivery device 106 Device detection component 402 can detect the number of
mobile computing device using one or more techntques. For example, tn some
embodiments, device detection component 402 can scan a home nefwork, such
as a Wi-Fi network, to determune the number of mobile computing devices that
are connected to the home network. As another example, device detection
component 402 can scan for short wave connectivaty signals {e.g., Bluetooth
signals) being emitted by mobile computing devices.

[60186] As shown, chient-side application 108 can include device monitoring
module 404, Device momtormg module 404 can be configured to communicate
with device delection component 402 io request the number detected mobile
computing devices and determine, based on the number of detected mobile
computing devices, whether a number of users viewing the digital content
exceeds a threshold number of authorized users associated with the digital

conient.
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100107 Device monitoring module 404 can communicate with device detection
component 402 at specified time intervals to request the number of detected
mobile computing devices. For example, device detection module 404 can
transmit a request every 10 seconds, 20 seconds, 1 minute, etc. Device
monttoring module 404 can reguest the number of detected mobile computing
devices prior to, during and/or atter client-side application 108 1s presenting

digital content.

[6G108] Device monitoring module 404 can utilize the number of detected
mobile computing devices to determine whether a number of users viewing the
digital content exceeds g threshold number of authorized users associated with
the digital content. Device monitoring module 404 can determine the number of
users viewing the digital content based on an assumption that most users own
and regularly carry a mobile computing device, such as a mobile phone.
Accordingly, device monttorning module 404 can determine the number of users
viewing the digital content based on the number of mobile computing devices
detected by device detection component 402, For example, device monitoring
module 404 can determine that each detected mobtle computing device indicates
a unique user viewing the digital content.

[GO109] In some embodiments, device monitoning module 404 can determine
the number of users viewing the digital content based on the type of mobile
computing devices detected by device detection component 402, In some
instances, a single user may have multiple mobile computing devices, such as a
smartphone, tablet and/or laptop computer. While a user may have multiple
mobile computing devices with them, generally a user carries only a single
mobile phone. Accordingly, m some embodiments, device momtoring module
404 can determine the number of users viewing the digital content based on the
number of mobile phones that are detected by device detection component 402,
rather than the overall number of mobile computing devices detected by device

detection component 402,
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[00110] Device monitoring module 404 can determine the tvpe of mobile
computing devices using any known technigue. For example, device monitoring
module 404 can gather metadata from the detected mobile computing devices
that indicate the type of mobile computing device, such as a device identifier
that can be used to discern the mobile computing device type. In some

instances, a mobile computing device may include a descriptive name imndicating

the mobile computing type, such as “Bob’s Phone” or “Bob’s Tablet.” Device
monitoring module 404 can request the device name from each detected mohile
computing device and analvze the device names to determine the mobile

computing device type.

1601111 Digital content receved by client-side digital content delivery device
106 from digital content delivery system 104 can include metadata indicating a
number of authorized users authorized to view the digital content. Chient-side

digital content delivery device 106 can store the received metadata in data

storage 2006, Device monitoring module 404 can access data storage 206 to
gather the metadata iwndicating the number of avthonized users authorized to
view the digital content. Device monittoring module 404 can then use the
metadata to determine whether the number of users viewing the digital content
exceeds the threshold number of authorized users associated with the digital
content.

[6G112] In response to determining that the number of users viewing the digital
content exceeds the threshold number of authorized users associated with the
digital content, chient-side digital content delivery device 106 can execute a
remedial action. As shown, client-side digital content delivery device 106 can

include remedial action module 120, which can perform one or more remedual

actions. Device monitoring moduie 404 can notity remedial action module 120
that the number ot users viewing the digital content exceeds the threshold
nunber of authorized users associated with the digital content. Remedial action

module 120 can then pertorm one or more remedial action, such as suspending
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performance of digital content, disabling client-side digital content delivery
device 106, etc.

[60113] FIG. S shows an example method 500 for determining whether digital
content 1s being nuisused based on a number of mobile computing devices
detected bv a client-side digital content delivery device. It should be understood
that there can be additional, fewer, or alternative steps pertormed 1n similar or
alternative orders, or in paraliel, within the scope of the various embodiments,

unless otherwise stated.

1001141 At step 502, the client-side digital content delivery device {e.a., the
device 106) presents digital content that was received from a remote server. The
remote server can be part of a digital content delivery svstem {e.g., the system
104}, The digital content can be associated with one or more usage resirictions,
such as a restriction that dictates a number of users that are authorized to view

the digital content.

13G115] In some embodiments, the client-side content delivery device can
recerve, from the remote server, data identifying the number of authorized users
associated with the digital content. For example, the data can be received along
with the digital content. Alternatively, the data can be received separately from
the digital content.

1860116] In some embodiments, the number of authorized users s based on a
number of known residents of a dwelling associated with the chient-side digifal
content delivery device. For example, digital content such as a movie rental can
be restricted {0 use by a renting user and his/her immediate tarmly.

(661171 In some embodiments, the number of authorized users 13 based on a
license acquired for the digital content. Dhpital content such as a movie rental
may be limted based on a license purchased by the renting user. For example, a
bastc rental can allow a user to view the movie with their immediate famaly

members. Alternatively, a higher cost rental may allow the user to present the

movie 1o a larger group.
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[00118] At step 504, the client-side digoital content delivery device detects a
number of mobtle computing devices that are within a geographic distance of
the client-side digital content delivery device. For example, the client-side
digital content delivery device can detect the number of mobiie computing
devices by scanning a home network for mobile computing devices that are
connected to the home network via Wi-Fi. As another example, the client-side
digital content delivery device can detect the number of mobile computing
devices by scanning for mobile computing devices that are emitting a Bluetooth

signal.

(601191 At step 506, the client-side digital content delivery device determines,
based on the number of mobile computing devices that are within the
geographic distance of the chent-side digital content dehivery device, that a
number of users viewing the digital content exceeds a threshold number of
authorized users associated with the digital content. In some embodiments, the
client-side digital content delivery device can assume that a unique user 18
viewing the digital content for each mobile computing device detecied.
Alternatively, 1n some embodiments, the chient-side digital content delivery
device can assume that a unique user 15 viewing the digital content for each
mobile computing device detected that 15 of a specified type, such as a mobile
phone.

[B0126] At step 508, the chient-side digital content delivery device executes a
remedial action 1n response {o determining that the number of users viewing the
digital content exceeds the threshold number of authorized users assoctated with
the digital content. For example, the chient-side digital content delivery device
can terminate performance of the digital content, disable the chient-side digital
content delivery device, suspend performance of the disital content, etc.

160121] FIG. 6 shows a block diagram 600 of client-side digital content
delivery device 106 configured to limit use of digital content to an authenticated
viewing device. To avoid obscuring the mnventive subject matter with

unnecessary detail, various functional components {e.g., modules} that are not
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germane to conveying an understanding of the inventive subject matter have
been omitted irom FIG 6. However, a skilled artisan will readilv recognize that
various additional functional components may be supported to facilifate
additional functionality that 1s not specifically described herein. Furthermore,
the various functional modules depicted in FIG. 6 may reside on 3 single
computing device or may be distributed across several computing devices in
vartous arrangements such as those used in cloud-hased architectures.

[00122] In some embodiments, client-side digital content dehivery device 106
can be restricted to use with an authorized viewing device. For example, in
embodiments where client-side digital content delivery device 106 1s a set-top
box, client-side digital content delivery device 106 can be restricted for use with
an authorized viewing device, such as a television, monitor, etc. As a result,
digital content presented by chient-side digital content delivery device 106 can
be restricted to specified areas. For example, digital content such as confidential
work materials can be restricted to a display located in a conference room at a
company office. As another example, digital content such as a movie rental can
be restricted to use on a renting user’s television.

[00123] In some embodiments, a viewing device can be designated as an
authorized viewing device upon mitially being paired with client-side digital
content delivery device 106 {e.g., a physical connection 1s made between client-
side digital content delivery device 106 and the viewing device using a cabie).
it the pairing between client-side digital content delivery device 106 and the
authorized viewing device 1s broken {e.g , the physical cable 15 disconnected)
and/or client-side digital content delivery device 106 is paired to a difterent
viewing device that 1s not authorized, chient-side digital content delivery device
106 can execute a remedial action.

180124] As shown in FiIG. 6, client-side application 108 includes authorization
module 602. Authorization module 602 can be configured to authorize a
vigwing device to present digital content received by chient-side digital content

delivery device 106 trom digital content delivery svstem 104, Authorization
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module 602 can detect that client-side digital content deliverv device 1006 15
paitred to a viewing device. For example, authorization moduie 602 can
determine that a connection has been made between client-side digital content
delivery device 100 and the viewing device. The connection can be a physical
connection {e. g, a cord connected to client-side digital content delivery device
106 and the viewing device)} or a wireless connection (e g., a Bluetooth or other

wireless connection).

1601 258] Upon detecting that a viewing device 1s patred to chent-side digiial
content delivery device 106, authorization module 602 can designate the
viewing device as an authorized viewing device. For example, authorization
module 602 can communicate with the viewing device to gather a device
identifier identifving the viewing device. Authorization module 602 can record
the device identifier in data storage 206 to mndicate that the viewing device 15
authorized to present digital content received by chient-side digital content
delivery device 106 from digital content delivery system 104,

166126] Chent-side digital content dehivery device 106 can reference the device
client-side digital content delivery device 106 15 authorized {0 present digital
content. Clhient-side digital content delivery device 106 can include
authorization checking module 604 configured to ensure that a viewing device
paired with client-stde digital content delivery device 106 15 authorized to
present digital content. For example, prior to client-side digital content delivery
device 106 presenting digital content on a viewing device paired to client-side
digital content delivery device 106, authorization checking module 604 can
request an 1dentifier from the viewing device paired to chient-side digiial
content delivery device 100 and compare it to the recorded device identifier in
data storage 206, If authorization checking module 604 determines that the
device identifier recerved from the viewing device paired to client-side digital
content deliverv device 106 matches the recorded device identitier,

guthorization checking module 004 can agllow the digital content to be presented
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on the viewing device. Alternatively, if authorization checking module 604
determines that the device identifier received from the viewing device paired 1o
client-side digital content delivery device 106 does not match the recorded
device 1dentifier, remedial action module 120 can execute one or more remedial

a¢ctions.

{60127] The number of viewing devices that can be authorized with client-side
digital content delivery device 106 can be limited to a maximum aliowable
number. For example, client-side digital content delivery device 106 can be

limited to a maxamum of 1, 2, 3, etc., authorized viewing device.

[30128] In situations where the maximum number of viewing devices
authorized with client-side digital content delivery device 106 has already been
met, the user can be required to request approval to remove one or more of the
authorized viewing devices to authorize a new viewing device to be authorized.
For example, a user may bhe required to call or otherwise contact an
adminusirator associated with digital content delivery svstem 104 to request that
one or more authorized viewing devices be unauthonzed 530 that a new viewing
device can be authorized.

(001291 It the user’s request 1s approved, digital content dehivery system 104
can transmit a message to chent-side digital content dehivery device 106
indicating that the request has been approved. The message can cause client-
side digital content delivery device 100 to unauthorize one or more viewing
devices. For example, authorization module 602 can delete the recorded device
identifiers from data storage 206,

16013¢] In some embodiments, client-side digital content dehivery device 106
can be configured to monitor the connection between client-side digital content
delivery device 106 and an authorized viewing device that 15 patred to client-
side digital content delivery device 106 to determine whether the connection is
broken at any time. For example, after detecting that client-side digital content

delivery device 1006 1s patred with 3 viewing device, authorization module 602
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can monitor the connection to ensure that 1t remains ntact {e.g., the physical
cord remains connected to both client-side digital content delivery device 106
and the viewing device}. In response to authorization module 602 detecting that
client-side digital content delivery device 1006 has been unpaired from the
viewing device {1.e., the connection between client-side digital content delivery
device 106 and the viewing device has been broken), remedial action module

120 can execute a remedial action

1601311 FIG. 7 shows an example method 700 for limiting use of digital content
to an authenticated viewing device. It should be undersiood that there can be
additional, fewer, or alternative steps performed 1 similar or alternative orders,
or 1n parallel, within the scope of the various embodiments unless otherwise

stated.

[B0132] At step 702, the chient-side digital content delivery device (e g, device
106} detects that the chient-side digital content delivery device 1s paired to a
viewing device. Detecting that the client-side content delivery device 1s paired
to a viewing device can include detecting that a physical cord has been
connected to the client-side digital content delivery device and the viewing
device. For example, the physical cord can be a High Defuntion Multimedia
Interface (HDMI) cord. Detecting that the chient-side digital content delivery
device 1s paired to a viewing device can also mclude determuning that the client-
stde digital content delivery device has established a wireless connection with
the viewing device utilizing a communication protocol. For example, the
communication protocol can be Bluetooth.

{00133] After the client-side digital content delivery device 1s patred to the
viewing device, the client-side digtial content delivery device can designate the
viewing device as an authorized viewing device, therebv enabling the client-
side digital content delivery device t0 cause digital content recerved from a
remote server {e.g., digital content delivery system 104} to be presented on a
display of the viewing device. For example, the client-side digital content

delivery device can receive, from the viewing device, a unigue 1dentifier for the
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viewing device. The client-side digital content delivery device can record the
unique identifier in a memory (e.g., data storage) of the client-side digital

content delivery device.

10G134] At step 704, the client-side digital content delivery device detects that
the client-side content delivery device has been unpaired from the viewing
device. For example, the client-side digital content delivery device can detect
that a physical cord {e.g., HDMI cord} has been unconnected from either the
client-side digital content delivery device or the viewing device. As another
example, the client-side digital content delivery device can detect that a wireless
connection {e.g., Bluetooth) between the client-side digital content delivery

device and the viewing device has been terminated.

[60135] In some embodiments, the chient-side digital content delivery device
can use the unwgue identifier recorded i memory to detect that the client-side
content delivery device has been unpaired trom the viewing device For
example, the client-side content delivery device can request a unique dentifier
from a viewing device pawed to the client-side digital content delivery device.
The client-side content delivery devige can compare the recerved unuque
wdentifier to the unique 1dentifier recorded 1n the memory of the chient-side
digital content delivery device. If the unique dentifier received from the
viewing device does not match the device identifier stored in the memory, the
ciient-side digital content delivery device ¢an determineg that the chient-side
digital content delivery device has been unpaired from the authorized viewing
device.

1601361 At step 7006, the client-side digital content delivery device executes a
remedial action 1in response to detecting that the client-side digital content
delivery device has been unpaired from the viewing device. For example, the
client-side digital content delivery device can terminate performance of the
digital content, disable the client-side digital content delivery device, suspend

performance of the digital content, ete.
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(00137] FIG. 8§ shows an example system 800 configured to determine whether
digital content 1s being misused. To avord obscuring the tnventive subject
matter with unnecessary detail, various functional components {e.g., modules)
that are not germane 1o conveying an understanding of the inventive subject
matter have been omitted from FIG. 8. However, a skilled artisan will readily
recognize that various additional functional components may be supported to
taciiitate additional functionality that 1s not specifically described herein
Furthermore, the various tunctional modules depicted m FIG. 5 mayv reside on a
single commputing device or may be distributed across several computing devices

1 various arrangements such as those used in cloud-based architectures.

[60138] In some embodiments, digital content can be associated with an
intended recipient that 15 authorized to access the digital content. For example,
personal and/or confidential data {(1.e., social security number and/or medical
records) can be associated with a specitied user, such as the owner of the social
security number, a doctor, a loan ofticer, etc. Chient-side digital content delivery
device 106 and digital content delivery system 104 can be configured to monitor
the location of one or more authorized users to ensure that the authorized user(s)
15 present during presentation of digital content. The authorized user being
present can indicate that the digital content 15 not being misused. In the event
that the authorized user(s) 1s determined to not be present during presentation of
the digital content, 1t can be assumed that the digital content 15 being misused
and remedial actions can be executed.

160138} To determine whether an authorized user i1s present during presentation
of digital content, client-side digital content delivery device 106 can present
sontc signals during presentation of the digital content. A sonic signal, upon
being detected by an authorized user’s mobile computing device {1.e., mobile
computing device 802}, can cause mobile computing device 802 to transmit a
confirmation message to digital content delivery system 104 confirming that
mobile computing device 802 detected the sonic signal. It a threshold number of

sonic signals are not confirmed by mobile computing device 802, digital content
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delivery svstem 104 can determine that the authorized user 1s not present and a

remedial action can be executed.

(00148] As shown, chient-side application 108 can include sonic signal module
804, which can gsenerate and present sonic signals A sonic signal can be any
type of signal that can be detected bv a microphone of mobile computing device
802. For example, a sonic signal can be an acoustic fingerprint that can be
presented along with or embedded within digital content. Sonic signal module
804 can present one or more sonic signals, prior to, during and/or after

presentation of digital content.

[60141] A sonic signal, upon being detected by mobile computing device 802,
can cause mobile computing device 802 to transmit a confirmation message {o
digital content delivery system 104 confirming that mobile computing device
802 detected the somic signal. For example, mobile computing device 302 can
communicate with digital content delivery system 104 via communication
network 1072,

(601421 Sonic signal module 804 can present sonic signals according to any
schedule, such as according to specified time intervals, at predetermined points
durtng presentation of the digital content, etc. In some embodiments, chient-side
digital content delivery device 106 can receive 3 schedule for presenting the
sonic signals trom digital content delivery system 104, which can be stored in
data storage 206. For example, digital content delivery system 104 can mclude
sonic signal management module BO6 that 15 configured to provide the schedule
to chient-side digital content dehivery device 106, Once stored 1 data storage
206, sonic signal module 804 can access the stored schedule and present the
sonic signals according to the received schedule.

1801431 In some embodiments, digital content received from digital content
delivery system 104 can inciude data indicating when sonic signal module 804
should present a sonic signal. In another embodiment, sonic signal module 804

cart present sonic signals in response to receiving a command from digital
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content delivery system 104, For example, sonic signal management module
06 transmits commands to client-side digital content delivery device 106 1o
present a sonic signal. In response to receiving the command, sonic signal
module 304 can cause client-side digital content delivery device 106 1o present

a sonic signal,

1601441 In some embodiments, the sonic signals can be embedded with a code.
For example, the code can include data identifyving digital content delivery
system 104 that client-side digital content delivery device 106 can use to
transmit the authorization message. The code can also mnclude an wdentifier
identitving the digital content and/or client-stde digital content delivery device
106, As another example, the code can mclude 3 unigue confirmation code that
was received from digital content deliverv system 104, Mobile computing
device 202 can transmit some or all of the embedded code to digutal content
delivery system 104 as part of the confirmation message.

100145] Digual content delivery system 104 can be configured to monitor
confitmation messages recerved from chient-side digiial content delivery device
106 and determing whether 4 vumber of unconfirmed sonic signals meets or
exceeds a threshold number of allowable unconfirmed sonic signals. An
gncontfitmed sonic signal can be a sontc signal presented by chient-side digital
content delivery device 100 that mobile computing device 802 did not confirm
detecting {1.e., a sonic signals presented by the chient-side digital content
delivery device 106 that did not result in mobile computing device 802
transmitting a confirmation message to digttal content delivery system 104},
[00146] Somic signal management module 806 can determine whether a sonic
signal 1s unconfirmed. For example, sonic signal management moduie 806 can
determine that a sonic signal s unconfirmed if a threshold amount of time has
clapsed atter the sonic signal was presented by client-side digital content
delivery device 106 and a corresponding confirmation message has not been

recerved from mobile computing device 802
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100147} Sonic signal management module 806 can determine whether the
number of unconfirmed sonic signals exceeds a threshold number of aliowable
unconfirmed sonic signals. If the number of unconfirmed sonic signals does
exceed the threshold number of aliowable uncontirmed sonic signals, digual
content misuse management application 116 can execute a remedial action
and/or transmit a notification to chient-side digital content delivery device 106
to execute a remedial action. As shown, digital content misuse management
application 116 mmcludes remedial action module 118, which can execute one or

more remedial actions.

(63148} In some embodiments, the number of unconfirmed sonic signals can be
based on each unconfirmed sonic signal presented by client-side digital content
delivery device 106, Alternatively, the number of unconfirmed sonic signals can
be based on sonic signals presented by chent-side digital content delivery
device 106 with relation to presentation of a single digital data item {e.g.,
presentation of a movie). For example, the number of unconfirmed sonic signals
can mdicate the number of unconfirmed somic signals detected shortly prior to,
durig and/or shortly after presenfation of the movie. Ags another exampile, the
number of unconfirmed sonic signals can indicate the number of uncontirmed
sonic signals detected during a predetermined time period, such as during the
previous 10 manutes, 20 munutes, ete.

[G0149] In some embodiments, client-side digital content dehivery device 106
can cause mobtile computing device 802 to initiate a sonic signal detection
mode. Unce i sonic signal detection mode, mobile computing device 802 can
actively listen for sonic signals presented by client-side digital content delivery
device 106 and transmit confirmation messages to digital content delivery
system 104 To initiate sonic signal detection mode, sonic signai module 864
can present a visible code that can be detected by mobile computing device 802
For example, the visible code can be a Quick Response {(QR) code presented on

a display. A user of mobile computing device 802 can take a picture or
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otherwise cause an optical sensor of mobile computing device 802 1o detect the
visible code.

(6015831 The vistble code can cause mobile computing device 8072 to initiate
sonic signal detection mode, during which one or more microphones of mobile
computing device 802 will be active to detect sonic signals presented by client-
side digital content delivery device 106. In some embodiments, the visible code
can further cause mobile computing device 302 to transmit data to digital
content delivery system 104, For example, the visible code can cause mobile
computing device 802 to transmit an wdentifier associated with mobile
computing device 802 and/or an identifier for client-side digital content device
106 to digital content delivery svstem 104, Management module 114 can use the
received data to confurm that mobiue computing device 802 has mitiated sonic
signal detection mode as well as to wdentify confirmation messages from mobile
computing device 802,

{00151] FIG. 9 shows an example method 900 for determuning whether digital
content 18 bemng msused. It should be understood that there can be addilional,
fewer, or alternative steps performed 1n simtlar or alternative orders, or n
paratlel, within the scope of the various embodiments unless otherwise stated.
{60152} At step 902, a client-stde digital content delivery device {e.g., the
device 106} receives digital content trom a remote computing system (1.e., a
digital content delivery system 104),

[00153] At step 904, the client-side digital content delivery device periodically
presents sonic signals to contirm that a mobie computing device of a user
authorized with the client-side digital content delivery device 1s within a desired
ceographic distance of the client-side content delivery device. Each sonic
signal, upon being detected by the mobile computing device, can cause the
mobile computing device to transmit a confirmation message to the remote
computing system confirming that the mobile computing device detected the

sonic signal.
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{00154] Fach sonic signal can be embedded with a code. The mobile computing
device can include the code 1n the confirmation message 1o the remote
computing system confirming that the mobile computing device detected the
sonic signal. In some embodiments, the code embedded 1n the sonic signal can
be varied. For example, the digital content delivery system can present a first
sontc signal embedded with a tirst code, and then present a second sonic signal

embedded with a second code that 15 different than the first code.

TG0 155] At step 9006, the client-side digital content delivery device receives g
notification that a number of unconfirmed sonic signals exceeds a threshold
number of allowable unconfirmed sonic signals. The number of unconfirmed
sonic signals can mdicate a number of sonic signals presented by the chient-side
digital content delwvery device that the mobile computing device did not
confirm detecting. This number of unconfirmed sonic signals can mclude all
uncontirmed sonig signals or, alternatively, a subset of the uncontitmed sonic
signals. For example, the subset of the unconfirmed sonic signals can be the
anconfirmed sonic signals that occurred within a predetermined time penod

{¢. g, last 5 muinutes, 10 munutes, etc.}. As another examplie, the subset of the
unconfirmed sonic signals can be the uncontirmed sonic signals associated with
presentation of a singular digital content ttem (e g, uncontirmed sonic signals
that occurred prior, during and/or after presentation of a singular movie).
[G0156] At step 908, the client-side digital content delivery device executes a
remedial action in response to recerving the notification that the number of
unconfirmed sonic sitgnals exceeds the threshold number of aliowable
unconfirmed sonic signals. For example, the client-side digital content delivery
device can termunate performance of the digital content, disable the client-side
digital content delivery device, suspend performance of the digital content, etc.
1801571 FIG. 10 shows a block diagram 1000 of digital content delivery system
104 configured to determine whether content i1s being misused. To avoid
obscuring the mventive subject matter with unnecessary detail, various

functional components {(e.g., modules) that are not germane to conveying an
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understanding of the inventive subject matter have been omitted from FIG. 10,
However, a skilied artisan will readily recognize that various additional
functional components may be supported to tacilitate additional functionality
that 1s not specificaily described herein. Furthermore, the various functional
modules depicted 1in FIG. 10 may reside on a single computing device or may be
distributed across several computing devices mn various arrangements such as
those used in cloud-based architectures.

[63158] In some embodiments, misuse of digital content can be inferred based
o1 a user s usage historyv. A user repeatedly accessing the same digital content
item, such as a movie rental, or accessing digital content in consistent patterns,
may be misusing the content. For example, a user repeatedly accessing the same
digital content term mayv be misusing the digital content item by presenting the
digital content item 1n viclation of the license acquired for the digital content
{e.g., for commercial gamn). Digital content delivery system 104 can monitor
usage of digital content to 1dentify activity and/or patterns that indicate that the
content 1s bemg musused, in which case digital content delivery system 104 can
execute one or more remedial actions.

1331591 As shown, digital content misuse management apphication 116 can
inchude usage monitoring moduie 1002, Usage mowmtortng moduie 1002 can
monitor usage of digital content by various users. For example, usage
monitoring module 1002 can communicate with user account database 110 to
access the various user accounts stored by user account database 110, as well as
analyze the usage histories for each user account. Usage monttoring module
1002 can determuine, based on the usage history of a user, whether digital
content 1s being misused by the user and, if so, execute one or more remedial
actions.

180168] In some embodiments, usage monttoring moduie 1002 can determine
whether digitai content 1s being misused based on the number of times that
digital content has been accessed by a user. For example, usage monitoring

module 1002 can determine, based on the usage history of a user, the number of
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times that the user has accessed digital content. This can include the number of
times the user has accessed digital content using a client-side digital content
delivery device {(e.g., client-side digital content delivery device 106) to access

digital content.

(603161 Usage monitoring module 1002 can determine whether the number of
times that the user has accessed digital content meets or exceeds a threshold
number of fimes the user s permitted {0 access digital content. I usage
monitoring module 1002 determines that the number of t1mes that the user has
accessed digital content meets or exceeds the threshold number, usage

monitoring module 1002 can notify remedial action module 118, which can

execute one or more remedial actions.

[30162] In some embodiments, the number of times that the user has accessed
digital content can be based on the total number of times the user has accessed
digital content, including various digital content types (e g., movies, music, text
files, etc.) and without any time limitations. Alternatively, in some
embodiments, the number of times that the user has accessed digital content can
be based on the user’s usage during specified time periods and/or usage with
respect to specified content types. For example, the number of times that the
user has accessed digital content can be based on the user’s usage over the
previous day, week, or month. As another example, the number of timnes that the
user has accessed digttal content can be based on the user’s ysage during
specified times of the day, such as between 6pm — 10pm, or during specified

days of the week, such as Friday — Sunday.

1601631 In some embodiments, the number ot tumes that the user has accessed
digital content can be based on a digital content type. For example, the number
of times that the user has accessed digital content can be the number of times
that the user has accessed one or more specified digital content types, such as
movie rentals, contidential work data, etc. As another example, the number of
times that the user has accessed digital content can be based on a specific digital

content item. For example, the number of times that the user has accessed
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digital content can indicate the number of times the user accessed a specific

movie rental, confidential file, efc

(60164 In some embodiments, usage monitoring module 1002 can determine
whether digital content 1s being misused based on detected patterns in usage
data. For example, patterns such as a user accessing a similar or same sequence
of digital content at same or simtlar times can indicate that a user IS misusing
the digital content. For example, a user that accesses the same sequence of
movie rentals each Friday and Saturdav night may be misusing the digital
content item by presenting the digital content item in violation of the license

acquired for the digital content {(e.g., for commercial gain}.

(001651 Usage monttoring module 1002 can analyze a usage history to
determune whether digital content 15 being misused according to a schedule. For
example, usage monitoring module 1002 can analyze the usage history for a
user according to set time intervals (e g, hourly, datly, weekly, etc ). Usage
monitoring module 1002 can turther analvze the usage history for a user in
response to the user accessing and/or requesting {0 access a digital content em.
For example, in response to digital content dehivery system 104 receiving a
requiest from client-side digital content delivery device 106 to access digital
content, usage montoring module 10802 can analvze the usage history for a user
associated with client-side digital content delivery device 106, [t usage
monitoring module 1002 determines that the user 1s misusing digital content,
digital content delivery svstem 104 can deny the request 1o access digiial
content. Remedial action module 118 can further executle one or more remedial
actions.

1801661 FIG. 11 shows an example method 1100 for determining whether
digital content 1s being misused. It should be understood that there can be
additional, fewer, or alternative steps performed in sumilar or alternative orders,
or 1n paraiiel, within the scope ot the various embodiments unless otherwise

stated.
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{00167] At step 1102, the digital content deltvery system {e.g., the digital
content delivery system 104} receives a request from a client-side computing
device {e.g., a client-side content delivery device 106} to access digital content

maintained by the digital content delivery system.

{60168 At step 1104, the digital content delivery system determines that a
umber of times the client-side computing device has accessed digital content

meets or exceeds a threshold number of tumes the client-side computing device
15 permutted to access digital content. The digital content delivery system can
determine the number of times the chent-side computing device has accessed
digital content by reviewing a usage history associated with the chient-side
computing device. The usage hustory can include a listing of access requests

recetved from the client-side computing device for digital content.

(001691 In some embodiments, the number of times the client-side computing
device has accessed digital content can be a number of times the client-side
computing device has accessed digital content during a time period. For
example, the tuime period can be a previocus hour, day, week, month, etc. As
another example, the time period can be a recurnng time pernod, such as Fridays
and Saturdays. In this type of embodiment, the digital content delivery system
can review the usage history to sdentity the number of times digital content has
been accessed during the time period.

[66178] In some embodiments, the number of times the chient-side computing
device has accessed digital content 1s a number of times the client-side
computing device has accessed a specific digital content item that 1s being
requested in the request received from the client-side computing device. For
example, the request recetved trom the client-side computing device can be for
a specific digital content item such as a specific movie. In this type of
embodiment, the digital content delivery svstem can review the usage history to
identity the number of times the specitic digital content 1tem (e.g., movie) has

been accessed.
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[00171] At step 1106, the digital content delivery system denies the request and
executes a remedial action 1n response to determining that the number of times
the client-side computing device has accessed digital content meets or exceeds
the threshold number. For example, the digital content delivery system can
cause the chent-side digital content delivery device to be temporarily disabled,

suspend performance of digital content, etc.

1601721 FIG. 12 shows a block diagram 1200 of digital content delivery svstem
104 configured to cluster usage signal data to determine whether digital content
1s being musused. To avoid obscuring the inventive subject matter with
unnecessary detail, various functional components {e.g., modules) that are not
germane to conveving an understanding of the tnventive subject matter have
been omitted from FIG. 12, However, a skilled artisan will readily recognize
that various additional functional components may be supported to facilifate
additional functionality that 15 not specifically described herein. Furthermore,
the various functional modules depicted in FIG. 12 may reside on a single
compuiing device or may be distiibuted across several computing devices in
various arrangements such as those used in cloud-based architectures.

1631731 In some embodiments, digital content delivery system 104 can apalyze
usage signal data describing digital content usage for a plurality of user
accounts to identity user accounts that are likely to mususe digital content, For
example, digital content delivery system 104 can use a clustering algorithm,
such as a k-means clustering algorithm, {0 generate a set of digital content usage
clusters based on a set of data points that each correspond to a unique user
account and/or chient-side digital content dehivery device 106, Each data point
can be determined based on usage data describing digital content usage by the
user account and/or chient-side digital content delivery device 106 represented
by the data point. Digital content dehivery system 104 can analyze the resulting
digital content usage clusters to identify data points that are outliers, which may
indicate misuse of digital content by the user account represented by the outlier

data point.
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{06174] In some embodiments, digital content delivery system 104 can utilize
usage signal data describing digital content usage of known violating user
accounts (i.e., user accounts known to have misused digital content) to identify
other user accounts that mavy likely misuse digital content. For example, digital
content delivery system 104 can use a clustering algornithm, such as a k-means
clustering algorithn, to generate a set of known violator usage clusters based on
a set of data points that each correspond to a unique viclating user account that
1s known to have masused digital content. Each data point can be determined
based on usage data describing digital content usage by the violating user
account. Digstal content delivery system 104 can analvze the resulting known
violator usage clusters to identify data points that are within a predetermined
distance of the center of a known violator usage cluster, which may indicate
misuse of digital content by the user account represented by the wdentified data
poInt.

[60175] As shown, digital content misuse management application 116 can
include clustering module 1202 and analysis module 1204 Clustering module
1202 can be configured to generate clusters based on usage data signals.
Analysis module 1204 can be configured to analyze the resulting clusters to
wdentify user accounts that are potentially misusing digital content.

100176] Clustering module 1202 can gather usage signal data from user account
database 110, mcluding data describing users (e.g., address, payvment
information, gender, a number of known family member residing 1n a dwelhing
of the user, etc. ), history data {(e.¢., a digital content accessed by the user, a
number of times digital content was accessed, a frequency at which digiial
content was accessed, times when digital content was accessed, digital content
items accessed by the user, etc ), and data received from client-side digttal
content delivery device 106 (e 2., number of mobile computing devices detected
during presentation of digital content, the location of client-side digital content

delivery device 100 during presentation of digital content, etc.).
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{866177] Clustering module 1202 can use the usage signal data to generate a set
of data points that represent the user accounts. For example, clustering module
1202 can use usage signal data describing digital content usage associated with
a user account to generate a data point representing the user account. Clustering
module 1202 can perform this process for multiple user accounts, resulting in
the set of data points, 1n which each data point represents a unigue one of the

LISEr accounts.

[0G1738] Clustering module 1202 can use a clustering algorithm, such as a k-
means algorithm, to generate digital content usage clusters from the set of data
points. Although a centroid-based algorithm 1s used as an example, clustering
module 1202 can use anv known clustering method to generate the digital
content usage clusters. For example, in some embodiments, clustering module
1202 can be configured to use any of a hierarchical-based clustering algonithm,
connectivity-based clustering algorithm, distribution~-based clustening algortthm,
density-based clustering algorithm, etc. Further, other centroid-based clustering
algorithms can be used. For examp<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>