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METHOD, SYSTEMAND A DATA FRAME 
FOR COMMUNICATION IN A WIRELESS 

COMMUNICATION SYSTEM 

FIELD OF THE INVENTION 

The present invention relates generally to wireless commu 
nication systems and more specifically to determining a chan 
nel for communication in a wireless communication system. 

BACKGROUND OF THE INVENTION 

With the growth of wireless communication in recent 
times, frequency sharing and frequency reuse techniques are 
being encouraged worldwide by regulatory institutions. Such 
as the Federal Communications Commission (FCC) in the 
United States of America. As an example, the FCC has man 
dated that in 2009 the broadcast of television (TV) signals 
shall change from analog to digital. When this occurs, the 
FCC has proposed that license-exempt devices can operate on 
unused portions of the newly unoccupied spectrum. A radio 
frequency management method known as opportunistic shar 
ing is being considered for this spectrum. Specifically, the 
FCC has proposed to allow license-exempt communication 
devices to operate within portions of the television (TV) 
white space not used for broadcasts. Although this portion is 
not used for broadcasts, some low-power, licensed commu 
nication devices such as wireless microphones can also use 
this spectrum. Consequently, a license-exempt communica 
tion device that is unaware of the presence and proximity of 
the low-power licensed devices may cause interference. Thus, 
it is important that the licensed communication devices are 
protected from interference to avoid disruption in services. 
One method of protection that can enable continued inter 

ference-free operation of the licensed, incumbent services 
and promote spectrum sharing with the license-exempt com 
munication devices involves the use of beacon signals. Typi 
cally, a beaconing device in Such a wireless communication 
network sends beacon signals on a beaconing channel or a 
beaconing Sub-channel. A channel is defined to be a specific 
radio frequency band. Furthermore, a channel may be divided 
into Sub-channels, where each Sub-channel is radio frequency 
band within the band of the corresponding channel. One or 
more of these sub-channels may be used by a beaconing 
device for transmitting beacon signals. Forsake of brevity, the 
term channel used herein may be used interchangeably with 
the term sub-channel unless explicitly noted otherwise. The 
beacon signal includes information about the beaconing 
device, such as the beaconing device's Media Access Control 
(MAC) address, the location of the beaconing device, the 
channels or Sub-channels that are being used by the beacon 
ing device or by the communication device associated with 
the beaconing device, the length of time that these channels 
will be used, the priority of the beaconing device, etc. This 
information can be used for various purposes such as Syn 
chronization, checking signal strength of the beaconing 
device and determining proximity to the licensed device. A 
communication device that wants to use a channel. Such as a 
license-exempt communication device, may periodically 
monitor the RF spectrum to detect the presence or absence of 
beacon signals. If a beacon signal is heard on a beacon chan 
nel or a beacon Sub-channel, then the communication device 
may not be able to use the corresponding channel indicated by 
the beacon signal for communication. Sucha beacon signal is 
Sometimes referred to as a “disabling' beacon signal. 

Because a beacon signal serves as an authority to restrict 
access to a part of the RF spectrum, it is important that a 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
communication device be able to determine the authenticity 
of a beacon signal. For instance, the beacon signal may be 
generated by a rogue, unlicensed beaconing device trying to 
cause a communication device to leave a channel. Motiva 
tions for a user operating Such a rogue beaconing device may 
arise from a desire to clear the radio spectrum for use by a 
communication device, such as by indicating a falsely high 
priority level in the beacon signal, or a desire to simply cause 
other communication devices problems, such as by falsely 
indicating that a certain channel or set of channels is being 
used, for example, a denial-of-service attack. 
To determine the authenticity of the beaconing device, the 

communication device listens to the entire beacon signal to 
acquire a signature of the beaconing device and a correspond 
ing certificate granted to the beaconing device. In existing 
techniques, the communication device has to listen to the 
entire beacon signal to determine the authenticity of the bea 
coning device. However, any time spent listening to a beacon 
signal is wasteful, as communication devices sensing the 
beaconing channel or beacon Sub-channels have to cease their 
normal operations to allow for a sensing module, which may 
reside in the communication device, to listen for a beacon 
signal. Such extended interruptions at the communication 
device may increase the latency in potentially time-sensitive 
applications and may also reduce the channel capacity. 

Accordingly, it would be desirable to have a means of 
efficiently selecting a channel for communication in the wire 
less communication system. 

BRIEF DESCRIPTION OF THE FIGURES 

The accompanying figures, where like reference numerals 
refer to identical or functionally similar elements throughout 
the separate views and which together with the detailed 
description below are incorporated in and form part of the 
specification, serve to further illustrate various embodiments 
and to explain various principles and advantages all in accor 
dance with the invention. 

FIG. 1 illustrates an exemplary representation of a wireless 
communication system in accordance with various embodi 
ments of the present invention. 

FIG. 2 illustrates a block diagram of a data frame for a 
beacon signal in a wireless communication system in accor 
dance with an embodiment of the present invention. 

FIG.3 illustrates a flow diagram of a method for structuring 
a beacon signal in a wireless communication system in accor 
dance with an embodiment of the present invention. 

FIG. 4 illustrates a flow diagram of a method for determin 
ing a channel for communication in a wireless communica 
tion system in accordance with an embodiment of the present 
invention. 

FIG. 5 illustrates a block diagram of a system for deter 
mining a channel for communication in a wireless commu 
nication system in accordance with an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Before describing in detail embodiments that are in accor 
dance with the present invention, it should be observed that 
the embodiments reside primarily in combinations of method 
steps and apparatus components related to determining a 
channel for communication in a wireless communication sys 
tem. Accordingly, the apparatus components and method 
steps have been represented where appropriate by conven 
tional symbols in the drawings, showing only those specific 
details that are pertinent to understanding the embodiments of 
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the invention so as not to obscure the disclosure with details 
that will be readily apparent to those of ordinary skill in the art 
having the benefit of the description herein. Thus, it will be 
appreciated that for simplicity and clarity of illustration, com 
mon and well-understood elements that are useful or neces 
sary in a commercially feasible embodiment may not be 
depicted in order to facilitate a less obstructed view of these 
various embodiments. 

In this document, relational terms such as first and second, 
top and bottom and the like may be used solely to distinguish 
one entity or action from another entity or action without 
necessarily requiring or implying any actual such relationship 
or order between such entities or actions. The terms “com 
prises.” “comprising,” “has”, “having.” “includes”, “includ 
ing.” “contains”, “containing or any other variation thereof, 
are intended to cover a non-exclusive inclusion, Such that a 
process, method, article, or apparatus that comprises, has, 
includes, contains a list of elements does not include only 
those elements but may include other elements not expressly 
listed or inherent to such process, method, article, or appara 
tus. An element proceeded by “comprises ... a”, “has . . . a'. 
“includes . . . a”, “contains . . . a does not, without more 
constraints, preclude the existence of additional identical ele 
ments in the process, method, article, or apparatus that com 
prises, has, includes, contains the element. The terms 'a' and 
“an are defined as one or more unless explicitly stated oth 
erwise herein. The terms “substantially”, “essentially, 
“approximately”, “about' or any other version thereof, are 
defined as being close to as understood by one of ordinary 
skill in the art. The term “coupled as used herein is defined as 
connected, although not necessarily directly and not neces 
sarily mechanically. A device or structure that is “configured 
in a certain way is configured in at least that way, but may also 
be configured in ways that are not listed. 

It will be appreciated that embodiments of the present 
invention described herein may be comprised of one or more 
conventional processors and unique stored program instruc 
tions that control the one or more processors to implement, in 
conjunction with certain non-processor circuits, some, most, 
or all of the functions for determining a channel for commu 
nication in a wireless communication system described 
herein. The non-processor circuits may include, but are not 
limited to, a radio receiver, a radio transmitter, signal drivers, 
clock circuits, power source circuits and user input devices. 
As such, these functions may be interpreted as steps of meth 
ods for determining a channel for communication in a wire 
less communication system described herein. Alternatively, 
Some or all functions could be implemented by a state 
machine that has no stored program instructions, or in one or 
more application specific integrated circuits (ASICs), in 
which each function or some combinations of certain of the 
functions are implemented as custom logic. Of course, a 
combination of the two approaches could be used. Thus, 
methods and means for these functions have been described 
herein. Further, it is expected that one of ordinary skill, not 
withstanding possibly significant effort and many design 
choices motivated by, for example, available time, current 
technology and economic considerations, when guided by the 
concepts and principles disclosed herein will be readily 
capable of generating Such software instructions and pro 
grams and ICs with minimal experimentation. 

Generally speaking, in accordance with various embodi 
ments, the present invention relates to determining a channel 
for communication in a wireless communication system. A 
channel is generally defined to be a specific radio frequency 
band that can be used for communication in the wireless 
communication system. Furthermore, a channel may be 
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4 
divided into Sub-channels, where each Sub-channel is a radio 
frequency band within the band of the corresponding channel. 
For sake of brevity, the term channel used herein may be used 
interchangeably with the term Sub-channel unless explicitly 
noted otherwise. Specifically, in accordance with the present 
invention, a channel is determined for communication based 
on beacon signals received over a beaconing channel that 
may, for example, be the same as the channel, a Sub-channel 
of the channel or a separate channel altogether. If the beacon 
signals are not received for a predetermined time interval, a 
communication device may use the channel for communica 
tion. Further, in accordance with the present invention, a 
communication device, which wishes to determine whether 
the channel can be used for communication, may listen to the 
beaconing channel for one or more Sub-frames of a beacon 
signal, as opposed to the entire beacon signal. The method, 
system and data frame for determining a channel for commu 
nication based on one or more Sub-frames of the beacon 
signal are described in detail herein. 

Referring now to the drawings and in particular to FIG. 1, 
an exemplary representation of a wireless communication 
system 100 is shown, in accordance with an embodiment of 
the present invention. The wireless communication system 
100 can be for example, but not limited to Television broad 
casting system, Radio broadcasting system, Mobile telecom 
munication system, Public Safety Communication system, 
etc. The wireless communication system 100 includes a bea 
coning device 105, a beaconing channel 110 and a commu 
nication device 115. Those skilled in the art will appreciate 
that even though FIG. 1 depicts one beaconing device, one 
communication device and one beaconing channel, any num 
ber of beaconing devices, beaconing channels and communi 
cation devices may be present in the wireless communication 
system 100 and all such embodiments are within the scope of 
the present invention. 

In one embodiment, the beaconing device 105 may be a 
stand alone device associated with one or more communica 
tion devices. In another embodiment, the beaconing device 
105 may reside on a communication device. The communi 
cation device that is associated with the beaconing device 105 
may be using a channel for communication in the wireless 
communication system 100. In other embodiment, to prevent 
other communication devices from using the channel used by 
the communication device that is associated with the beacon 
ing device 105, the beaconing device 105 may send one or 
more Sub-frames of a beacon signal over the beaconing chan 
nel 110. Further, the beaconing channel 110 can be reserved 
for transmitting beacon signals in the wireless communica 
tion system 100. Alternatively, the beaconing channel 110 
may be used for transmitting beacon signals as well as for 
communication. For instance, a Sub-channel of the beaconing 
channel 110 may be used for sending beacon signals and 
another sub-channel of the beaconing channel 110 may be 
used for communication. 
The communication device associated with beaconing 

device 105 and the communication device 115 may be 
devices such as, but not limited to, a wireless microphone, a 
mobile device Such as a mobile phone, public-safety radio, or 
other wireless equipment operating using, for instance, WiFi. 
WiMax, IEEE 802.22 standards, etc. Further, the beaconing 
channel 110 may belong to a radio spectrum that can be 
divided into any number of discrete channels and/or sub 
channels depending on the communication needs. Such as a 
TV channel, a radio channel, etc. 

Further, a communication device may be using a channel 
for communication in the wireless communication system 
100 and therefore, may gain the assistance of the beaconing 
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device 105 to send beacon signals over the beaconing channel 
110. Such a communication device is said to be “associated 
with beaconing device 105. The beaconing channel 110 may 
be a sub-channel of the channel used by this associated com 
munication device. For instance, if the communication device 
is a wireless microphone using an unoccupied TV channel, 
then the beaconing device 105 associated with the communi 
cation device may transmit beacon signals over the beaconing 
channel 110 (which may be a sub-channel of the unoccupied 
TV channel) indicating that this TV channel is being used, so 
as to disallow other lower priority devices from using that TV 
channel for communication. As mentioned earlier, it should 
be noted that the beaconing device 105 and the communica 
tion device associated with the beaconing device 105 may be 
embodied as either separate physical devices or as functions 
included within the same physical device, Such as part of a 
single chassis, contained within a single circuit board, or part 
of a single integrated circuit. 

Further, the communication device 115 is a device which is 
capable of identifying one or more channels suitable for com 
munication in the wireless communication system 100. The 
communication device 115 uses the results of its sensing 
activities to decide which channels can be used for commu 
nication. Those skilled in the art shall appreciate that the 
communication device 115 may be a licensed device or unli 
censed device. Also, the communication device 115 may 
consist of a sensing module, which is used for sensing beacon 
signals, and a communication module, that is used for com 
munications. The sensing module and the communication 
module may be embodied as either separate physical devices 
or as functions included within the same physical device, 
such as part of a single chassis, contained within a single 
circuit board, or part of a single integrated circuit. As an 
example, the communication device 115 may include a sens 
ing module incorporated within a communication module 
such as a high-priority Transceiver (Walkie-Talkie), a low 
priority transceiver, etc. A high-priority Transceiver may be 
used by Police, Coast Guard, Fire Brigade and Emergency 
Medical Services. A low-priority transceiver may be used for 
non-critical applications such as Family Radio Service 
(FRS), broadband communications to a home such as Internet 
services, etc. 
The communication device 115 may receive one or more 

Sub-frames of a beacon signal over the beaconing channel 110 
until a legitimacy condition is met. The legitimacy condition 
is explained in conjunction with FIG. 4 herein. In one 
embodiment, based on the one or more Sub-frames, the com 
munication device 115 may identify the channels that are 
suitable for use in the wireless communication system 100 
and may then communicate in the wireless communication 
system 100 using one of the suitable channels. In an embodi 
ment, the beaconing channel 110 may be a sub-channel of a 
channel used by the beaconing device 105 for communica 
tion. In this case, the communication device 115 may deter 
mine that the channel is unsuitable for use in the wireless 
communication system 100. The communication device 115 
may then sense another beaconing channel in the wireless 
communication system 100 in order to identify channels suit 
able for communication. 

In accordance with an embodiment of the present inven 
tion, the beaconing device 105 transmits a beacon signal with 
a predetermined data frame structure. The beacon signal 
includes a plurality of Sub-frames. The communication 
device 115, in accordance with the embodiment, receives one 
or more Sub-frames of the beacon signal. The communication 
device 115 can determine if a channel or a sub-channel can be 
used for communication, based on the legitimacy condition. 
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6 
Refer now to FIG. 2, a block diagram of a data frame for a 

beacon signal in a wireless communication system is shown, 
in accordance with an embodiment of the present invention. 
The data frame of the beacon signal includes a plurality of 
sub-frames. The plurality of sub-frames includes a beacon 
header sub-frame 202, a beacon Validation sub-frame 204 and 
a beacon certificate sub-frame 206. 
The beaconheader sub-frame 202 may include one or more 

of a Media Access Control (MAC) address of the beaconing 
device 105 or of a communication device associated with the 
beaconing device 105, information corresponding to the 
physical location of the beaconing device 105 or of the com 
munication device associated with the beaconing device 105, 
information corresponding to channels or Sub-channels being 
used for communication by the communication device asso 
ciated with the beaconing device 105 and information corre 
sponding to the estimated duration of channel or sub-channel 
occupancy by the communication device associated with the 
beaconing device 105. 

Further, the beacon validation sub-frame 204 may include 
a beacon signature created by the beaconing device 105 that is 
over portions of the data frame or sub-frames thereof. The 
communication device 115 may use the beacon signature to 
ascertain the legitimacy of a beacon signal, thereby helping 
thwart fraudulent usage of the channels or sub-channels of the 
wireless communication system 100. The beacon validation 
Sub-frame 204 may be created using known art Such as a 
symmetric-key protection technique, for example a symmet 
ric-key message authentication code (MAC), or an asymmet 
ric-key protection technique, for example a public-key signa 
ture. 

Further, the beacon certificate sub-frame 206 includes a 
public-key certificate of the beaconing device 105. The pub 
lic-key certificate includes information which may be used by 
the communication device 115 to ascertain a legitimate pub 
lic-key attributed to the beaconing device 105. This public 
key may be used for a cryptographic authentication check of 
the beacon signature created by the beaconing device 105. In 
an embodiment of the present invention, the public key attrib 
uted to the beaconing device 105 may be stored in a database 
accessible from, for instance, a website. In this embodiment, 
the beacon certificate sub-frame 206 may not be included in 
data frame of the beacon signal. 

Further, in an embodiment of the present invention, the 
data frame may include one or more synchronization Sub 
frames. The exemplary data frame of FIG. 2 includes a plu 
rality of synchronization Sub-frames. One such synchroniza 
tion Sub-frame is depicted as a synchronization Sub-frame 
208. It will be apparent to a person skilled in the art that there 
may be any number of synchronization Sub-frames in the data 
frame. Further, as depicted, the synchronization Sub-frame 
208 may be transmitted parallel to the beacon header sub 
frame of the beacon signal on an orthogonal channel. Also, it 
will be appreciated that a plurality of synchronization sub 
frames can be transmitted parallel to the one or more sub 
frames of the beacon signal. 
The synchronization sub-frame 208 includes information 

used for synchronizing with the beaconing device 105. For 
this purpose, the synchronization sub-frame 208 may include 
an index 210. The index 210 is a countdown to the start of the 
next data frame of the beacon signal. Thus, the index 210 may, 
for instance, be used by the communication device 115 to 
identify time to start sensing for the next data frame or to 
determine the time left for receiving a particular data frame. 

Further, in an embodiment of the present invention, one or 
more sub-frames of the plurality of sub-frames include or are 
covered by an error-checking code and/or an error-correcting 
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code. An example of the error-checking code and/or error 
correcting code is, but is not limited to, a convolution code. 
An error may be induced in a Sub-frame during transmission 
of the sub-frame from the beaconing device 105 to the com 
munication device 115. Such errors in the sub-frames may be 
identified using the error-checking code and/or corrected 
using the error-correcting code. The error-checking codes 
may include a Cyclic Redundancy Check (CRC). In the 
exemplary data frame of FIG. 2, the beacon header sub-frame 
202 includes a CRC-1212. The CRC-1212 may be used for 
checking an error in the beacon header sub-frame 202. Simi 
larly, the beacon validation sub-frame 204 includes a CRC-2 
214 and the beacon certificate sub-frame 206 includes a 
CRC-3 216. Each of the CRC-2 214 and CRC-3 216 may be 
used for checking errors in the beacon Validation Sub-frame 
204 and the beacon certificate sub-frame 206, respectively. 

In another embodiment of the present invention, the data 
frame may include a combined error-checking and/or error 
correcting code for two or more of the beacon header sub 
frame 202, the beacon validation sub-frame 204 and the bea 
concertificate sub-frame 206. For instance, a combined CRC 
may be appended after the beacon certificate sub-frame 206. 
This combined CRC can enable error checking and in some 
embodiments, error correction of the beacon header sub 
frame 202, the beacon validation sub-frame 204 and the bea 
con certificate sub-frame 206. Those skilled in the art will 
appreciate that the one or more Sub-frames may include or be 
covered by any error-checking code and error-correcting 
code known in the art. 

Further, in one embodiment, a Sub-frame and a correspond 
ing CRC are encrypted together. In this embodiment, a 
receiver receiving the sub-frame may have to decrypt the 
sub-frame and the corresponding CRC. In another embodi 
ment, the Sub-frame is encrypted independently and the cor 
responding CRC is “in the clear, that is not encrypted. In this 
embodiment, the receiver may first perform the CRC and may 
decrypt the sub-frame only if the CRC implies successful 
reception of the encrypted sub-frame. 

Turning now to FIG. 3, a flow diagram of a method for 
structuring a beacon signal in a wireless communication sys 
tem is shown, in accordance with an embodiment of the 
present invention. At step 305, the beaconing device 105 
arranges a plurality of Sub-frames of a beacon signal in a 
predetermined arrangement. The data frame of the beacon 
signal is explained in detail in conjunction with FIG. 2 above. 
The predetermined arrangement includes one or more of a 

first sub-frame, a second sub-frame and a third sub-frame. 
The first sub-frame may be the beacon header sub-frame 202, 
the second sub-frame may be the beacon validation sub-frame 
204 and the third sub-frame may be the beacon certificate 
sub-frame 206. Each of the beaconheader sub-frame 202, the 
beacon validation sub-frame 204 and the beacon certificate 
sub-frame 206 are explained in conjunction with FIG. 2. 
As mentioned earlier the beacon certificate sub-frame 206 

includes a public-key certificate that includes information 
that can be used to ascertain a public key corresponding to the 
beaconing device 105. Thereafter, this public key can be used 
for validating a beacon signature in the beacon Validation 
sub-frame 204. However, in an embodiment of the present 
invention, the public key used to authenticate a beacon sig 
nature may be stored in a database accessible through, for 
instance, a website. In the embodiment, the beacon certificate 
sub-frame 206 may not be included in the beacon signal. The 
beacon certificate sub-frame 206 is explained in conjunction 
with FIG. 2. 

In an embodiment of the present invention, one or more of 
the plurality of sub-frames may include or be covered by one 
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8 
or more of an error-checking code and an error-correcting 
code. As explained earlier, the error-checking code may be 
used for checking errors in one or more sub-frames of the 
beacon signal and the error-correcting code may be used for 
correcting the one or more Sub-frames of the beacon signal. In 
an embodiment of the present invention, the error-correcting 
code may be a convolutional code. 

Further, after arranging the plurality of Sub-frames, the 
beaconing device 105 transmits one or more sub-frames of 
the plurality of sub-frames using the beaconing channel 110 
in the wireless communication system 100, at step 310. 

Turning now to FIG. 4, a flow diagram of a method for 
determining a channel for communication in the wireless 
communication system 100 is shown, in accordance with an 
embodiment of the present invention. A beacon signal with 
data frame of FIG. 2 may be transmitted by the beaconing 
device 105 over the beaconing channel 110. As mentioned in 
conjunction with FIG. 2, the data frame of the beacon signal 
comprises a plurality of sub-frames. At step 405, a one or 
more Sub-frames of the beacon signal is received at the com 
munication device 115 over the beaconing channel 110 until 
a legitimacy condition is met. The legitimacy condition is 
explained herein. Further, as explained in conjunction with 
FIG. 1, the beaconing channel 110 can be a channel or a 
sub-channel in the wireless communication system 100 of 
FIG.1. The one or more sub-frames may include one or more 
of the synchronization sub-frame 208, the beacon header 
sub-frame 202, the beacon validation sub-frame 204, and the 
beacon certificate sub-frame 206. Each of the beacon header 
sub-frame 202, the beacon validation sub-frame 204, the 
beacon certificate sub-frame 206, and the synchronization 
sub-frame 208 are explained in conjunction with FIG. 2 
above. 

In an embodiment of the present invention, if the one or 
more sub-frames include one or more of the beacon header 
sub-frame 202, the beacon validation sub-frame 204 or the 
beacon certificate sub-frame 206, the one or more sub-frames 
may include or be covered by an error-checking code or an 
error-correcting code. For instance, the beacon header Sub 
frame 202 includes a CRC-1212 for checking errors in the 
beacon header sub-frame 202. As explained earlier, the error 
checking code may be used for checking errors in the one or 
more Sub-frame and the error-correcting code may be used for 
correcting the errors. In an embodiment of the present inven 
tion, the one or more sub-frames received at 405 may include 
or be covered by a combined error-checking code or a com 
bined error-correcting code. The combined error-checking 
code may be used for checking errors in each of the one or 
more Sub-frames. Similarly, the combined error-correcting 
code may be used for correcting errors in each of the one or 
more sub-frames. This is explained in conjunction with FIG. 
2 in detail. 

Further, if the error-checking code is “in the clear, or not 
encrypted, then the communication device 115 may first per 
form the error check and may decode the data of the one or 
more sub-frames only if the error check implies successful 
reception of the one or more sub-frames. This enables reduc 
tion in power consumption when one or more of the Sub 
frames received at step 405 are received in error. 

Next, the communication device 115 determines a suitabil 
ity of the channel for communication in the wireless commu 
nication system 100 based on the legitimacy condition, at Step 
410. The communication device 115 may, for instance, deter 
mine if the channel is Suitable for communication, unsuitable 
for communication or more information is required to deter 
mine the suitability of the channel. 
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In one embodiment, the channel for communication may 
include the beaconing channel 110. For instance, the beacon 
ing channel 110 may be a sub-channel of the channel for 
communication. In another embodiment, each of the beacon 
ing channel 110 and the channel for communication may 
belong to the RF spectrum of the wireless communication 
system 100. Further, in an embodiment, the beaconing chan 
nel 110 may be associated with the channel for communica 
tion. 

Further, in an embodiment, the beaconing channel 110 may 
be used for both transmitting beacon signals by the beaconing 
device 105 and for communication by a communication 
device associated with the beaconing device 105. For 
instance, a Sub-channel of the channel for communication 
may be used for sending beacon signals and another Sub 
channel of the channel for communication may be used for 
communication. 

In another embodiment of the present invention, a common 
beaconing channel may be reserved for each beaconing 
device in the wireless communication system 100. Also, in an 
embodiment of the present invention, a beaconing device may 
send a beacon signal corresponding to another beaconing 
device in the wireless communication system 100 on a bea 
coning channel. This may lead to bandwidth saving in the 
wireless communication system 100. For example, in the 
wireless communication system 100, a secondary beaconing 
device may request the beaconing device 105 to send beacon 
signals on its behalf. 

Referring back to step 405, the legitimacy condition is 
based on determination of one or more of, but not limited to, 
a priority indicated in the beacon signal, a signal strength of 
the beacon signal, a cryptographic authentication check of the 
beacon signal, and a validity check of a predetermined infor 
mation in the beacon header sub-frame 202. The predeter 
mined information can include one or more of, but is not 
limited to, a MAC address of the beaconing device 105, an 
occupied channel in the wireless communication system 100, 
an occupied Sub-channel in the wireless communication sys 
tem 100, a location of the beaconing device 105, a location of 
a communication device associated with the beaconing 
device 105, an estimated duration of a sub-channels occu 
pancy time and an estimated duration of a channel occupancy 
time. 

The communication device 115 may choose the channel 
for communication based on the legitimacy condition. For 
example, the communication device 115 may receive a Sub 
frame of the beacon signal that indicates that indicates a low 
signal strength on the beaconing channel 110. In this case, the 
communication device 115 may construe the one or more 
Sub-frames as un-decodable or not present and may continue 
using the channel associated with the beaconing device 105 in 
wireless communication system 100 or determine that the 
channel associated with the beaconing device 105 in wireless 
communication system 100 can be used for communication 
in the future. Moreover, the communication device 115 may 
continue using the channel for communication or classify the 
channel for use if the one or more Sub-frames indicate a 
priority in the beacon signal to below, for instance, the beacon 
signal transmitted by a beaconing device associated with a 
low-priority transceiver such as a Family Radio System 
(FRS). Further, the one or more sub-frames may indicate that 
the beaconing device 105 is an illegitimate device, such as a 
beaconing device that has been blacklisted by an authority 
trusted to manage licensed devices. In this case, the commu 
nication device 115 may determine the channel associated 
with the beaconing channel 110 to be suitable for communi 
cation in the wireless communication device. The communi 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
cation device 115 may, then, choose to remain on the channel 
for communication, if the interference caused by the beacon 
signals is tolerable, that is, the signal strength of the beacon 
signal is less than a predetermined signal strength. 

Further, if the one or more sub-frames received at step 305 
include the beacon header sub-frame 202, the legitimacy 
condition may be based on a validity check of the predeter 
mined information in the beacon signal. For example, it may 
be determined that the beacon signal is an illegitimate beacon 
signal if a MAC address of the beaconing device 105 is 
invalid, a location of the beaconing device 105 is invalid, 
channels or Sub-channels indicated as being occupied are 
invalid, an estimated duration of channel or Sub-channel 
occupancy time is more than a predetermined threshold occu 
pancy time, or a location of the communication device asso 
ciated with the beaconing device 105 is invalid. 
The MAC address may be deemed invalid if, for instance, 

the MAC address has a history of producing invalid beacon 
signals. The location of the beaconing device 105 or the 
communication device associated with the beaconing device 
105 may be deemed invalid if, for instance, there is a mis 
match between the signal strength of the beacon signal and 
the location indicated in the beacon header sub-frame 202. 
Thereafter, if the communication device 115 determines that 
the beaconing device 105 is a rogue device, the communica 
tion device 115 may further determine that an adversary may 
be trying to jam the wireless communication system 100 and 
may report to a central authority about the adversary. 
On the other hand, if the communication device 115 deter 

mines that the beaconing device 105 is a legitimate device, the 
communication device 115 may check if a priority indicated 
in the beacon signal is higher than a predetermined priority 
level. If the beacon signal is higher than the predetermined 
priority level, the communication device 115 may determine 
the channel to be unsuitable for communication. The com 
munication device 115 may then listen to another beaconing 
channel in the wireless communication system 100. On the 
contrary, if the beacon signal is lower than the predetermined 
priority level, the communication device 115 may determine 
the channel to be Suitable for communication. Consequently, 
the communication device 115 may choose the current chan 
nel associated with the beaconing channel 110, if the inter 
ference caused by the beacon signal is tolerable. 

Further, if the one or more sub-frames received at step 405 
include the beacon validation sub-frame 204, the legitimacy 
condition may be based on a cryptographic authentication 
check. The cryptographic authentication check may be based 
on a standard public-key signature verification technique. It 
will be apparent to a person skilled in art that the standard 
public-key signature verification technique may include veri 
fying the legitimacy of a public-key certificate extracted by 
the communication device 115 from a received beacon cer 
tificate sub-frame 206. 

In an embodiment of the present invention, for the crypto 
graphic authentication check, the communication device 115 
seeks a public-key for verifying a beacon signature created by 
the beaconing device 105. The beacon signature may be 
obtained from the beacon validation sub-frame 204. Further, 
in an embodiment, the communication device 115 may 
retrieve the public key or verify whether the public key is 
attributed to the beaconing device 105 by consulting a data 
base accessible through, for instance, a website. The database 
may include a public key for each registered beaconing device 
in the wireless communication system 100. In an embodiment 
of the present invention, the database may be stored in the 
communication device 115 and communication device 115 
may periodically query a server to securely download updates 
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to this database. Alternatively, the database may be stored on 
a server and the communication device 115 may communi 
cate with the server in a secure manner, for instance, to ensure 
the integrity and authenticity of the data purportedly received 
from the database. 

In an alternate embodiment, for obtaining the public-key, 
the communication device 115 may listen to the beaconing 
channel 110 to receive the beacon certificate sub-frame 206. 
The communication device 115 obtains a public-key certifi 
cate from the beacon certificate sub-frame 206. Thereafter, 
the public-key may be obtained from the public-key certifi 
cate which is then used for performing the cryptographic 
authentication check. 

Further, in an embodiment, the communication device 115, 
based on the one or more sub-frames and the legitimacy 
condition, may classify the channel associated with the bea 
coning channel 110 in one of a Suitable channel category and 
an unsuitable channel category. The Suitable channel cat 
egory includes one or more channels in the wireless commu 
nication system 100, which are determined suitable for com 
munication by the communication device 115. The 
communication device 115 classifies the channel for commu 
nication in the Suitable channel category if one or more of a 
priority indicated in the beacon signal is below a predeter 
mined level, a signal strength of the beacon signal is below a 
predetermined level, a cryptographic authentication check of 
the beacon signal indicates that the beacon signal is illegiti 
mate, and a validity check of a predetermined information in 
the beacon header sub-frame 202 indicates that the beacon 
signal is invalid. The predetermined information is explained 
in detail above. 

Alternatively, the communication device 115 may classify 
the channel associated with the beaconing channel 110 in the 
unsuitable channel category if one or more of a priority indi 
cated in the beacon signal is above a predetermined level, a 
signal strength of the beacon signal is above a predetermined 
level, a cryptographic authentication check of the beacon 
signal indicates that the beacon signal is legitimate, and a 
validity check of the predetermined information in the beacon 
header sub-frame 202 indicates that the beacon signal is valid. 

In an embodiment of the present invention, the communi 
cation device 115 may classify the channel for communica 
tion in the unsuitable channel category, as soon as the com 
munication device 115 receives a first sub-frame of the 
beacon signal. The communication device 115 may not 
authenticate the beacon signal transmitted by the beaconing 
device 105 using the validity check of the predetermined 
information and the cryptographic authentication check in 
this embodiment. Thus, if the first sub-frame is the synchro 
nization sub-frame 208, the communication device 115 may 
spend, for example, only about 5 ms to sense the beaconing 
channel 110 and then the communication device 115 may 
determine the channel associated with the beaconing channel 
110 as being occupied. Consequently, the communication 
device 115 may classify the channel in the unsuitable channel 
category in as little as 5 ms. This enables the communication 
device 115 to spendless time thanusual to listen to the beacon 
signal and consequently, may reduce latency or increase 
throughput at the communication device 115. Also, the com 
munication device 115 can spendless time waiting to detect a 
long beacon and it can continue with its normal communica 
tions sooner than without the present invention. 

In another embodiment, the communication device 115 
may check if the beacon signal is a predetermined high 
priority signal based on the information in the beacon header 
sub-frame 202. For instance, if a sub-frame received at the 
communication device 115 corresponds to a transceiver used 
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by Police oran incumbent service, the communication device 
115 may determine that the beacon signal is high-priority 
signal. Alternatively, a Sub-frame may explicitly indicate a 
priority level, represented by, for instance, an integer value, 
that is higher than a predetermined value, thus making it a 
high-priority signal. Consequently, the communication 
device 115 may switch to another channel in the wireless 
communication system 100. So as not to cause any disruption 
in the ongoing communication over the channel. 

Further, the communication device 115 may use any of the 
channels classified in the Suitable channel category for com 
munication in the wireless communication system. 

Turning now to FIG. 5, a block diagram of a system 500 for 
determining a channel for communication in the wireless 
communication system 100 is shown, in accordance with an 
embodiment of the present invention. As an example, the 
system 500 might be a sensing module in the communication 
device 115. The sensing module may help the communication 
device 115 to determine a channel for communication that 
may be used by the communication device 115. 
The system 500 includes a receiving module 505 and a 

controlling module 510. The receiving module 505 receives 
one or more Sub-frames of a beacon signal of the beaconing 
device 105 over the beaconing channel 110 in wireless com 
munication system 100 until a legitimacy condition is met. 
The legitimacy condition is explained in detail in conjunction 
with FIG. 4. The one or more sub-frames received at the 
communication device 115 may be the synchronization sub 
frame 208, the beacon header sub-frame 202, the beacon 
validation sub-frame 204, or the beacon certificate sub-frame 
206. Each of the beacon header sub-frame 202, the beacon 
validation sub-frame 204, the beacon certificate sub-frame 
206 and the synchronization sub-frame 208 are explained in 
conjunction with FIG. 2 above. In an embodiment of the 
present invention, the receiving module 505 may also receive 
an error-checking code or an error-correcting code which 
may be included in the one or more sub-frames, if the one or 
more sub-frames include one of the beacon header sub-frame 
202, the beacon validation sub-frame 204 and the beacon 
certificate sub-frame 206. 

After the receiving module 505 receives the first sub 
frame, the controlling module 510 detects a legitimacy con 
dition of the beacon signal on the beaconing channel 110. As 
explained in conjunction with FIG. 4 the legitimacy condition 
is based on determination of one or more of, but not limited to, 
a priority indicated in a beacon signal, a signal strength of the 
beacon signal, a cryptographic authentication check of the 
beacon signal, and a validity check of a predetermined infor 
mation in the beacon header sub-frame 202. The predeter 
mined information is explained in conjunction with FIG. 4. 
The controlling module 510 may perform a validity check 

for the predetermined information in the beacon signal to 
determine whether the beacon signal is an illegitimate beacon 
signal. In an embodiment, the controlling module 510 may 
determine that the beacon header sub-frame 202 is illegiti 
mate, if a MAC address of the beaconing device 105 is 
invalid, a location of the beaconing device 105 is invalid oran 
estimated duration of channel occupancy is more than a pre 
determined threshold occupancy time. 
The MAC address may be deemed invalid if, for instance, 

the MAC address is one that has a history of producing invalid 
beacon signals. The location of the beaconing device 105 may 
be deemed invalid if, for instance, there is a mismatch 
between the signal strength of the beacon signal and the 
location indicated in the beacon header sub-frame 202. 
Thereafter, if the controlling module 510 determines that the 
beaconing device 105 is a rogue device, the controlling mod 
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ule 510 may further determine that an adversary may be 
trying to jam the wireless communication system 100 and 
may report to a central authority about the adversary. On the 
other hand, if the controlling module 510 determines that the 
beaconing device 105 is a legitimate device, the controlling 
module 510 may determine the priority of the beacon signal. 
Thereafter, the controlling module 510 may check if the bea 
consignal is higher than the predetermined low-priority sig 
nal. If the beacon signal is higher than the predetermined 
low-priority signal, then the controlling module 510 may 
either Switch to another channel in the wireless communica 
tion system 100 or may want to acquire the next sub-frame of 
the beacon signal. On the contrary, if the beacon signal is 
lower than the predetermined low-priority signal, then the 
controlling module 510 may choose to continue communica 
tion over the channel associated with the beaconing channel 
110, if the interference caused by the beacon signal is toler 
able. 

Further, the controlling module 510 notifies the receiving 
module 505 if the legitimacy condition is met. Consequently, 
the receiving module 505 may keep receiving the sub-frames 
of the beacon signal on the beaconing channel 110, until the 
controlling module 510 notifies the receiving module 505 
about the legitimacy condition being met. In this manner, the 
controlling module 510 may determine a suitability of the 
channel for communication in the wireless communication 
system 100 based on the legitimacy condition. 

In an embodiment of the present invention, the controlling 
module 510 is further configured to classify the channel in 
one of a suitable channel category and an unsuitable channel 
category. As mentioned earlier, the Suitable channel category 
includes one or more channels that may be used for commu 
nication by the communication device 115. 
The controlling module 510 classifies the channel in the 

Suitable channel category if one or more of a priority indi 
cated in the beacon signal is below a predetermined level, a 
signal strength of the beacon signal is below a predetermined 
level, a cryptographic authentication check of the beacon 
signal indicates that the beacon signal is illegitimate, and a 
validity check of a predetermined information in the beacon 
header Sub-frame indicates that the beacon signal is invalid. 
The predetermined information is explained in detail above. 

Alternatively, the controlling module 510 may classify the 
channel in the unsuitable channel category if one or more of 
a priority indicated in the beacon signal is above a predeter 
mined level, a signal strength of the beacon signal is above a 
predetermined level, a cryptographic authentication check of 
the beacon signal indicates that the beacon signal is legiti 
mate, and a validity check of the predetermined information 
in the beacon header sub-frame indicates that the beacon 
signal is valid. 

In an embodiment of the present invention, the controlling 
module 510 may classify the channel for communication in 
the unsuitable channel category, as soon as the receiving 
module 505 receives a first sub-frame of the beacon signal. 
The controlling module 510 may choose not to authenticate 
the beacon signal transmitted by the beaconing device 105 
using the validity check of the predetermined information or 
the cryptographic authentication check in this embodiment. 
Thus, if the first sub-frame is the synchronization sub-frame 
208, the controlling module 510 may spend, for example, 
only about 5 ms to sense the beaconing channel 110 and then 
controlling module 510 can classify the channel in the unsuit 
able channel category. This enables the controlling module 
510 to spendless time thanusual to listen to the beacon signal 
and consequently, may reduce latency or increase throughput 
at the communication device 115. Also, the communication 
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device 115 can spendless time waiting to detect along beacon 
and it can continue with its normal communications sooner 
than without the present invention. 

In another embodiment, the controlling module 510 may 
check if the beacon signal is a predetermined high-priority 
signal based on the information in the beacon header Sub 
frame 202 which is received by the receiving module 505. For 
instance, if a sub-frame received at the receiving module 505 
corresponds to a transceiver used by Police or an incumbent 
service, the controlling module 510 may determine that the 
beacon signal is high-priority signal. Alternatively, a Sub 
frame may explicitly indicate a priority level, represented by, 
for instance, an integer value, that is higher than a predeter 
mined value, thus making it a high-priority signal. Conse 
quently, the communication device 115 may switch to 
another channel in the wireless communication network 100, 
So as not to cause any disruption in the ongoing communica 
tion over the channel. 

Further, the communication device 115 may use any of the 
channels classified in the Suitable channel category for com 
munication. The classification of the channel for communi 
cation in one of the Suitable channel category and the unsuit 
able channel category is explained in detail in conjunction 
with FIG. 4. 

It will be apparent to a person skilled in art that the system 
500 may be integrated into a stand alone device such as the 
communication device 115, which may be a device such as a 
wireless transceiver. Alternatively, the system 500 may be a 
stand alone sensing module coupled to the communication 
device 115. 
The functions performed by the receiving module 505 and 

the controlling module 510 can be split invarious ways across 
the communication device 115 and a sensing module. For 
example, in one embodiment the sensing module may be a 
separate stand alone device not residing on the communica 
tion device 115. In this embodiment, the communication 
device 115 may include the receiving module 505 and the 
sensing module may include the controlling module 510. In 
yet another embodiment the communication device 115 and 
the sensing module may be combined into a single device, in 
which case all modules in FIG. 5 would be incorporated 
within this single device. 

Various embodiments of the present invention provide 
methods, system and data frame for determining a channel for 
communication in a wireless communication system. The 
methods of the present invention facilitate licensed devices 
and unlicensed devices to use unused channels in a wireless 
communication system, Such that the unlicensed devices do 
not disrupt the transmissions from the licensed devices. Fur 
ther, the data frame of the present invention eliminates the 
need for a communication device to receive a large size bea 
consignal. This ensures that the communication device need 
not cease its normal operations for a long time and that com 
munication devices do not wait a long time for receiving 
beacon signals. Therefore, efficiency of communication 
devices is increased and the quality of communication in the 
wireless communication system is also improved. The meth 
ods of the present invention also facilitate efficient authenti 
cation of a beaconing device using Sub-frames of the beacon 
signal transmitted by the beaconing device. 

In the foregoing specification, specific embodiments of the 
invention have been described. However, one of ordinary skill 
in the art appreciates that various modifications and changes 
can be made without departing from the scope of the inven 
tion as set forth in the claims below. Accordingly, the speci 
fication and figures are to be regarded in an illustrative rather 
than a restrictive sense and all such modifications are 
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intended to be included within the scope of the invention. The 
benefits, advantages, solutions to problems and any element 
(s) that may cause any benefit, advantage, or solution to occur 
or become more pronounced are not to be construed as a 
critical, required, or essential features or elements of any or 
all the claims. The invention is defined solely by the appended 
claims including any amendments made during the pendency 
of this application and all equivalents of those claims as 
issued. 
What is claimed is: 
1. A method for determining a channel for communication 

in a wireless communication system, the method comprising: 
receiving one or more Sub-frames of a beacon signal on a 

beaconing channel until a legitimacy condition of the 
beacon signal on the beaconing channel is met, the bea 
con signal being transmitted by a beaconing device, 
wherein the one or more Sub-frames comprises at least 
one of an error-checking code and an error-correcting 
code, each error-checking code being used to check for 
one or more errors in at least one of the one or more 
Sub-frames, the one or more Sub-frames comprising a 
beacon header Sub-frame, a beacon Validation Sub-frame 
and a beacon certificate Sub-frame, each error-correct 
ing code being used for correcting one or more errors in 
an individual sub-frame, the individual sub-frame being 
one of a beacon header Sub-frame, a beacon Validation 
Sub-frame or a beacon certificate Sub-frame; and 

determining a Suitability of the channel for communication 
in the wireless communication system based on the 
legitimacy condition of the beacon signal. 

2. The method of claim 1, wherein the one or more sub 
frames comprises at least one of a synchronization sub-frame, 
a beacon header Sub-frame, a beacon Validation Sub-frame 
and a beacon certificate Sub-frame. 

3. The method of claim 2, wherein the legitimacy condition 
is based on determination of at least one of a priority indicated 
in the beacon signal, a signal strength of the beacon signal, 
and a validity check of a predetermined information in the 
beacon header sub-frame. 

4. The method of claim 2, wherein the beacon validation 
Sub-frame is created using one of a symmetric-key protection 
technique or an asymmetric-key protection technique. 

5. The method of claim3, wherein the predetermined infor 
mation in the beacon header Sub-frame comprises at least one 
of: 

a MAC address of the beaconing device; 
an occupied channel in the wireless communication sys 

tem; 
an occupied Sub-channel in the wireless communication 

system; 
a location of the beaconing device; 
a location of a communication device associated with the 

beaconing device; 
an estimated duration of a Sub-channels occupancy time; 

and 
an estimated duration of a channel occupancy time. 
6. The method of claim 3, wherein the priority indicated in 

the beacon signal is based on usage application of the bea 
coning device. 

7. The method of claim 1, further comprises classifying the 
channel in one of a Suitable channel category and an unsuit 
able channel category based on the legitimacy condition, 
wherein one or more channels in the Suitable channel cat 
egory is used for communication in the wireless communica 
tion system. 

8. The method of claim 7, wherein the channel is classified 
in the Suitable channel category when at least one of a priority 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

16 
indicated in the beacon signal is below a predetermined level, 
a signal strength of the beacon signal is below a predeter 
mined level, and a validity check of a predetermined infor 
mation in a beacon header Sub-frame indicates that the bea 
consignal is invalid. 

9. The method of claim 7, wherein the channel is classified 
in the unsuitable channel category when at least one of a 
priority indicated in the beacon signal is above a predeter 
mined level, a signal strength of the beacon signal is above a 
predetermined level, and a validity check of the predeter 
mined information in the beacon header Sub-frame indicates 
that a beacon signal is valid. 

10. The method of claim 1, wherein the one or more sub 
frames are received by a receiving module and the suitability 
of the legitimacy condition is determined by a controlling 
module, the controlling module notifying the receiving mod 
ule when the legitimacy condition is met. 

11. The method of claim 10, wherein the legitimacy con 
dition is based on determination of at least one of a priority 
indicated in the beacon signal, a signal strength of the beacon 
signal, and a validity check of predetermined information in 
the beacon signal. 

12. The method of claim 10, wherein at least one sub-frame 
of the plurality of Sub-frames comprises at least one of an 
error-checking code and an error-correcting code, the at least 
one sub-frame being at least one of a beacon header Sub 
frame, a beacon Validation Sub-frame and a beacon certificate 
sub-frame. 

13. The method of claim 10, further comprising: 
receiving, by the receiving module, an error checking code 

within an individual sub-frame of the plurality of sub 
frames, the receiving module checking and correcting 
one or more errors in the individual sub-frame, the indi 
vidual sub-frame being one of a beacon header sub 
frame, a beacon Validation Sub-frame or a beacon cer 
tificate sub-frame. 

14. The method of claim 10, wherein the one or more 
Sub-frames comprises at least one of a synchronization Sub 
frame, a beacon header Sub-frame, a beacon Validation Sub 
frame and a beacon certificate Sub-frame. 

15. The method of claim 14, wherein the legitimacy con 
dition is based on determination of at least one of a priority 
indicated in the beacon signal, a signal strength of the beacon 
signal, and a validity check of predetermined information in 
the beacon header sub-frame. 

16. A method for determining a channel for communica 
tion in a wireless communication system, the method com 
prising: 

receiving one or more Sub-frames of a beacon signal on a 
beaconing channel until a legitimacy condition of the 
beacon signal on the beaconing channel is met, the bea 
con signal being transmitted by a beaconing device, 
wherein the legitimacy condition is based on determina 
tion of a cryptographic authentication check of the bea 
consignal, the cryptographic authentication check of the 
beacon signal comprises seeking a public key for veri 
fying a beacon signature created by the beaconing 
device, the public key being attributed to the beaconing 
device, and the beacon signature being embedded in the 
beacon validation sub-frame; 

determining a suitability of the channel for communication 
in the wireless communication system based on the 
legitimacy condition of the beacon signal; 

retrieving the public key corresponding to the beaconing 
device from a database; and 
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obtaining the public-key certificate from the beacon cer 
tificate Sub-frame of the beacon signal on the beaconing 
channel. 

17. The method of claim 16, wherein the cryptographic 
authentication check is based on a standard public-key sig 
nature verification technique, wherein the standard public 
key signature verification technique comprises verifying the 
legitimacy of a public-key certificate extracted from the bea 
concertificate Sub-frame. 

18. The method of claim 16, wherein the obtaining step 
comprises listening to the beaconing channel to receive the 
beacon certificate sub-frame of the beacon signal, wherein the 
public key is embedded in the beacon certificate sub-frame. 

19. The method of claim 16, further comprises: 
classifying the channel in a Suitable channel category when 

a cryptographic authentication check of the beacon sig 
nal indicates that the beacon signal is illegitimate; and 

classifying the channel in an unsuitable channel category 
when a cryptographic authentication check of the bea 
consignal indicates that the beacon signal is legitimate, 

wherein one or more channels in the Suitable channel cat 
egory is used for communication in the wireless com 
munication system. 

20. A system for determining a channel for communication 
in a wireless communication system, the system comprising: 

a receiving module, the receiving module receiving one or 
more Sub-frames of a beacon signal on a beaconing 
channel until a legitimacy condition of the beacon signal 
is met, wherein the one or more Sub-frames comprises at 
least one of an error-checking code and an error-correct 
ing code, each error-checking code being used to check 
for one or more errors in at least one of the one or more 
Sub-frames, the one or more Sub-frames comprising a 
synchronization Sub-frame, a beacon header Sub-frame, 
a beacon Validation Sub-frame and a beacon certificate 
Sub-frame, each error-correcting code being used for 
correcting one or more errors in an individual Sub-frame, 
the individual sub-frame being one of a beacon header 
Sub-frame, a beacon Validation Sub-frame or a beacon 
certificate sub-frame; and 
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18 
a controlling module, the controlling module configured 

tO: 

detect a legitimacy condition of the beacon signal on the 
beaconing channel, wherein the legitimacy condition 
is based on determination of at least one of a priority 
indicated in the beacon signal, a signal strength of the 
beacon signal, a cryptographic authentication check 
of the beacon signal, and a validity check of predeter 
mined information in the beacon header sub-frame; 

notify the receiving module, if the legitimacy condition 
is met; and 

determine a Suitability of the channel for communica 
tion in the wireless communication system based on 
the legitimacy condition. 

21. The system of claim 20, wherein the controlling mod 
ule is further configured to classify the channel in one of a 
Suitable channel category and an unsuitable channel category 
based on the legitimacy condition, wherein one or more chan 
nels in the Suitable channel category is used for communica 
tion in the wireless communication system. 

22. The system of claim 21, wherein the controlling mod 
ule classifies the channel in the Suitable channel category 
when at least one of a priority indicated in the beacon signal 
is below a predetermined level, the signal strength of the 
beacon signal is below a predetermined level, the crypto 
graphic authentication check of the beacon signal indicates 
that the beacon signal is illegitimate, and the validity check of 
the predetermined information in the beacon header sub 
frame indicates that the beacon signal is invalid. 

23. The system of claim 21, wherein the controlling mod 
ule classifies the channel in the unsuitable channel category 
when at least one of the priority indicated in the beacon signal 
is above a predetermined level, the signal strength of the 
beacon signal is above a predetermined level, the crypto 
graphic authentication check of the beacon signal indicates 
that the beacon signal is legitimate, and the validity check of 
the predetermined information in the beacon header sub 
frame indicates that the beacon signal is valid. 
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