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Method for Automatic Detection of a Functional Primitive

in a Model of a Hardware System

The present invention relates to a method for automatic
detection of a functional primitive in a model of a hardware
system, the model being a netlist at register transfer level,
the netlist having cells and net links therebetween and being
bipartite regarding its cells and net links.

Investigating, understanding and reverse-engineering hard-
ware designs has attracted the interest of research and indus-
try in the past years. Hardware systems are commonly described
in hardware description language (HDL), such as VHDL or Ver-
ilog. However, the problem of directly searching HDL descrip-
tions is that the same functionality can be described in arbi-
trary fashion, using different coding styles.

To give an example for different coding styles, an HDL
listing 1 in Fig. 1la shéws different implementations of two
functionally equivalent 8-bit linear-feedback shift registers
(LFSRs) in Verilog: an exemplary first implementation in lines
12 to 14 and a very different, nevertheless functionally
equivalent alternative second implementation in lines 17 to 22
of listing 1 in Fig. la. Nevertheless, LFSRs share the common
feature that the output for the next clock cycle is a function
of the current clock cycle’s register bit values combined by
XOR operations. Due to the freedom in coding, and exponential
complexity in the operands’ number of combination options, it
is practically unfeasible to directly search HDL descriptions
to automatically detect functional primitives such as those
LEFSRs.

At present, the focus in the field of hardware investiga-
tion 1is drawn on extracting word-level structures from net-
lists, typically bit-level netlists at gate-level. Generally, a
netlist 1s a specification of (electronic) components and how
they are connected together and can be synthesised of an HDL

description. E.g., W. Li et al., “Reverse engineering circuits
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using behavioural pattern mining”, 2012 IEEE International Sym-
posium on Hardware-Oriented Security and Trust (2012), pp. 83-
88, present an approach to reverse-engineer the high-level de-
scription of a design from its gate-level representation. The
authors derive behavioural patterns from the simulation traces
of a design (the “haystack”) as well as for library components
(the “needles”), create a pattern graph from both and perform
subgraph isomorphism to find the needles in the haystack. Like-
wise, W. Li et al., “WordRev: Finding word-level structures in
a sea of bit-level gates”, 2013 IEEE International Symposium on
Hardware-Oriented Security and Trust - HOST (2013), pp. 67-74,
extract word-level structures from bit-level structures in
gate-level netlists.

Fig. 1b shows a netlist 2 at a higher level of abstrac-
tion, i.e. at register transfer level (RTL), representing the
two LFSRs listed in Fig. la. This netlist 2 has cells 2' and
net links 2" for data flow therebetween; it was generated using
an RTL intermediate language (RTLIL) introduced by C. Wolf in
“Yosys Manual”, cf. C. Wolf et al., “Yosys - A Free Verilog
Synthesis Suite”, Proceedings of Austrochip, 2013. As RTLIL is
a high-level netlist representation, it eliminates the discrep-
ancies introduced by different coding styles. Despite the dif-
ferences in coding of the LFSRs in listing 1 of Fig. la, their
representations in netlist 2 (top and bottom) of Fig. 1lb are
structurally equivalent.

However, netlist representations still carry details lead-
ing to an unnecessary diversity. This diversity has to be
matched when defining search patterns representing the func-
tional primitive to be detected, resulting in a plurality of
search patterns to be defined even for detecting a single func-
tional primitive and in an extensive search, both impeding the
automatic detection of the functional primitive. Moreover, when
a specific variation of the functional primitive’s diversity is

not included in the search pattern definition, this variation
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and consequently an occurrence of the functional primitive will
not be detected.

P. Subramanyan et al., “Reverse Engineering Digital Cir-
cuits Using Structural and Functiocnal Analyses”, IEEE Transac-
tions on Emerging Topics in Computing 2.1 (2014), pp. 63-80,
propose an algorithmic approach to detect functional primitives
in a design specification. This means that for each functional
primitive, a separate algorithm has to be developed that
searches for the respective functional primitive.

A. Gascoén et al., “Template-based Circuit Understanding”,
Proceedings of the 14th Conference on Formal Methods in Com-
puter-Aided Design, FMCAD '1l4, Lausanne, Switzerland, FMCAD Inc
(2014), 17:83-17:90, present a template-based approach to find
functional primitives such as counters, shift registers, or
arithmetic logical wunits (ALUs). Their approach aims to re-
verse=engineer the high-level description of a gate=level net=
list. Templates are formulated using the Yices language, see B.
Dutertre, “Yicese Manual”, July 28, 2016. However, the tem-
plates are not agnostic to the bit width of functional primi-
tives.

M. Soeken et al., “Simulation Graphs for Reverse Engineer-
ing”, Proceedings of the 15th Conference on Formal Methods in
Computer-Aided Design, FMCAD '15, Austin, Texas, FMCAD Inc
(2015), pp. 152-159, target the reverse-engineering problem by
the concept of simulation graphs. Simulation graphs capture
simulation behaviour of library components (“needles”) and a
flat design (“haystack”) at gate-level. The approach aims at
finding circuit behaviour. However, simulation can never be ex-
haustive.

E. Tashjian et al., “On Using Control Signals for Word-
level Identification in a Gate-level Netlist”, Proceedings of
the 52nd Annual Design Automation Conference, DAC '1l5, San
Francisco, California, ACM (2015), 78:1-78:6, identify groups
of words by analyzing proximity of nets in get-level netlist

files to create a word-level abstraction.
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C. Yu et al., “Automatic word~-level abstraction of
datapath”, 2016 IEEE International Symposium on Circuits and
Systems (ISCAS) (2016), pp. 1718-1721, propose a techniqgue
based on algebraic rewriting to create a word-level abstraction
of a gate-level netlist.

It is an object of the invention to provide a method for
automatic detection of a functional primitive in a model of a
hardware system which is reliable, efficient and feasibly ap-
plicable also to large models.

This object is achieved with a method of the type men-
tioned above, comprising the following steps:

a) mapping the cells to nodes and the net links to edges
of a target graph which is monopartite and each target node of
which has a target node type, and

mapping the functional primitive to a hierarchical search
pattern having at least two levels of search nodes and connec-
tions therebetween, wherein each search node either is a single
node having a search node type or is a container node contain-
ing at least one further search node of a lower level, a multi-
plier indicating a multiplicity of said at least one further
search node, and a connection type indicating a type of the
connections between the search nodes of said multiplicity;

b) selecting candidates from those target nodes the tar-
get node types of which match a search node type, and

selecting a candidate structure from those selected candi-
dates the target nodes and edges of which match the search
nodes and connections of the search pattern;

c) reverse=mapping the target nodes and edges of the se=
lected candidate structure to the cells and net links of the
netlist; and

d) outputting said cells and net links as detected func-
tional primitive.
to said target graph can easily and efficiently be done even

for extensive netlists. Thereby, unnecessary details of the
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netlist are avoided. Hence, the target graph (herein also
called “design graph” or “target design”) is an abstraction of
the netlist.

To model the wvariability still remaining in the target
graph representation said hierarchical search pattern to which
the functional primitive is mapped is further abstracted. The
search pattern (herein also simply called “pattern”) is phrased
in a pattern graph specification language (PGSL) the structure
and grammar of which is detailed further down. Thus, a single
search pattern suffices to detect a functional primitive irre-
spective of coding styles and parameters due to the hierarchi-
cal structure of the search pattern with search nodes f{(herein
also called “pattern nodes”) which can be single nodes or con-
tainer nodes (herein also called “quantified nodes”) and the
provision for search node type (herein also called “pattern
node type”), multiplier (herein also called “quantifier”)
- indicating the multiplicity (herein also called “quantifica-
tion”) - and connection types, respectively.

The present method is particularly efficient both in
search pattern generation and in detecting the functional
primitive, as it focuses on selected candidates, thereby disre-
garding all target nodes of irrelevant target node types (“un-
needed types”), and on selected candidate structures, 1i.e.
structures of candidates which match the search pattern, while
discarding non-matching structures.

In a preferred embodiment, step b) comprises:

bl) starting at the highest level of the search pattern
as present level;

b2) determining whether the search pattern of the present
level contains at least one single node, and if so, performing
said selecting of candidates from those target nodes the target
node types of which match a search node type of said at least
one single node;

b3) determining whether the search pattern of the present

level contains at least one container node and no candidate has



10

15

20

25

30

35

WO 2018/177598 PCT/EP2018/000137
- 6 -

been selected for single nodes contained in said container node
and, 1if so, proceeding to step b4), otherwise, performing said
selecting of a candidate structure from those selected candi-
dates the target nodes and edges of which match the search
nodes of the present level and their connections, and proceed-
ing to step bb);

b4) setting the present level a level lower and returning
to step b2);

b5) determining whether the present 1level 1is not the
highest 1level, and if so, setting the present level a level
higher and proceeding to step b3), otherwise, proceeding to
step c).

Thereby, the selecting of step b) is conducted in a recur-
sive manner making the method particularly efficient. The can-
didates of the target graph are searched and combined to match-
ing candidate structures by stepping through the hierarchical
structure of the search pattern step-by-step; whenever a candi-
date structure does not match at any step of the recursion it
is immediately eliminated from all further steps.

In this embodiment, it 1s particularly economic when prior
to step b2) the target graph is filtered by masking out those
target nodes the target node type of which does not match the
search node type of any search node. Hence, only target nodes
which possibly contribute to the detection of the functional
primitive are considered. Depending on the search pattern and
the search node types thereof, such filtering can substantially
reduce the number of target nodes to be considered in step b2).

For an even more efficient implementation of the selecting
step, it is advantageous when, for selecting candidates and a
candidate structure, the search pattern is parsed into a search
node map and a search graph, the search node map containing a
unigque search node identifiexr for each of the search nodes, the
respective search node type for each single node, and both the
respective connection type and multiplier for each container

node, and the search graph containing the respective search
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node identifiers of the search nodes of each level and their
mutual adjacencies. The search graph (herein also called “pat-
tern graph”) suffices during selecting candidates and filtering
the target graph, thereby accelerating these steps. Also when
selecting a candidate structure, the separation of the search
pattern into the search node map (herein also called “pattern
node map”) and search graph saves significant processing power,
while the parsing itself is not very power consuming. The
search node identifiers (herein also called “pattern node iden-
tifiers”) permanently correlates search node map and search
graph in a simple, efficient manner.

Favourably, said selecting of candidates further comprises
that the target node types of adjacent target nodes have to
match search node types of adjacent search nodes. This crite-
rion can easily be deployed. Specifically when having a large
target graph, the additional criterion prevents selecting an
excess of candidates.

In a preferred embodiment, said selecting of a candidate
structure comprises solving a constraint satisfaction problem
the constraints of which include the connection types of the
search nodes, and wherein the candidate structure is selected
from those candidates, the edges of which satisfy the con-
straints. A constraint satisfaction problem can easily be for-
mulated and computer-aided solvers are widely known and avail-
able. Moreover, solving a constraint satisfaction problem is an
efficient way of selecting candidate structures as it is open
for different and even multiple constraints.

The invention will now be described in further detail by
means of exemplary embodiments thereof under reference to the
enclosed drawing in which:

Figs. la and lb show a model of an 8-bit linear-feedback
shift register (LFSR) described in a hardware description lan-
guage in differently coded styles (Fig. 1la) and as a netlist
(Fig. 1b), both according to the state of the art;
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Figs. 2a and 2b depict target graphs according to the pre-
sent invention representing the 8-bit LFSR of Figs. la and 1lb
(Fig. 2a) and a 32-bit LFSR (Fig. 2b);

Fig. 3 shows a table of structural elements of a pattern
graph specification language (PGSL) according to the invention;

Fig. 4 shows the grammar of PGSL in Backus-Naur form
(BNF) ;

Figs. 5a to 5c¢ i1llustrate the creation of a search pattern
in PGSL according to Figs. 3 and 4;

Figs. 6a to 6f illustrate the search pattern of Fig. 5c
being parsed by a parser and lexer process;

Fig. 7 shows a method for automatic detection of a func-
tional primitive according to the invention in a functional
overview; and

Fig. 8 shows a recursive search and combine procedure of
the method of Fig. 7 in a flow diagram.

Based on the Figs. 1 to 8, a search methodology to find
substructures in netlists in order to understand hardware de-
signs at higher levels of abstraction, particularly at register
transfer level (RTL), 1is described. The methodology targets
structural identification and includes a graph data model, a
pattern specification language and a search algorithm to find
subgraph isomorphisms. Example applications of the methodology
are automatic property extraction, high-level module genera-
tion, or statistical analysis of hardware designs.

Regarding Figs. la and 1lb it is referred to the introduc-
tory part herein.

Fig. 2a shows an exemplary target graph 3 representing
both 8-bit LFSRs of the netlist 2 shown in Fig. 1b. The target
nodes (herein also called “design graph nodes”) 4 in a target
graph 3 may be cell nodes 5, primary input (PI) nodes 6, pri-
mary output (PO) nodes 7, or const nodes (representing constant
values, not shown in Fig. 2a). In the example of Fig. 2a the

cell nodes 5 are of two different target node types (herein
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also called “design node types”), a register node 8 and two
XOR-nodes 9.

By abstracting the target graph, the common feature of
LFSRs - that the output for the next clock cycle is a function
of the current clock cycle’s register bit values combined by
XOR operations - is immediately visible. However, while Fig. 2a
shows the target graph 3 of the 8-bit LFSRs of Figs. la and 1b,
an exemplary target graph 10 of a 32-bit LFRS as shown in Fig.
2b is of different structure. Both target graphs 3 and 10 of
Figs. 2a and 2b, respectively, have a shift register with XOR
operations on 1its feedback path. Nevertheless, the target
graphs 3 and 10 of the Figs. 2a and 2b also illustrate the
challenge in describing the common feature of functional primi-
tives such as LFSRs. When, e.g., an LFSR of whatever bit-length
shall be detected, the definition of a search pattern is not
trivial.

The search pattern specification language allows to spec-
ify substructures comparable to regular expressions, that im-
plement similar functionality (e.g., counter, LFSR), but with
different parameter valuation (register width, feedback paths)
as will be explained in detail further down in reference to
Figs. 3 to 6. In general, it allows to create structural in-
variants from classes of functional primitives.

In order to find functional primitives from electronic de-
signs, the concept of the structural kernel is introduced. For
example, the structural kernel of a counter is a register in
which the counter value is stored, and an adder that increments
the counter value. The structural kernel of an LFSR is a regis-
ter, and one or more XOR cells in its feedback path(s).

Besides the structural kernel, additional circuitry may
extend the core functionality of the functional primitive. For
a counter, this could be, for example: synchronous reset, pre-
load, up/down controller, etc.

To counter the problem of coding style dependency in HDIL,
the RTL intermediate language (RTLIL) representation of a de-
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sign - introduced by C. Wolf in “Yosys Manual”, cf. C. Wolf et
al, “Yosys - A Free Verilog Synthesis Suite”, Proceedings of
Austrochip, 2013 - is used. In the free and open-source synthe-
sis tool Yosys, RTLIL is the internal representation of the de-
sign at RTL. As RTLIL is a high-level netlist representation,
it eliminates the discrepancies introduced by different coding
styles. In RTLIL, the two LFSR implementations given in listing
1 are structurally equivalent. Fig. 1b shows the graphical net-
list 2 produced by Yosys.

The netlist representation still carries unnecessary de-
tail for the goal to find substructures in it. Therefore, the
design is further abstracted by mapping the bipartite netlist
graph to a monopartite projection regarding the cells of the
design. The resulting graph representation is called a design
graph in the following. Fig. 2a shows design graph 3 of the
LFSRs specified in Listing 1 and netlist 2, respectively. In
the design graph 3, nodes 4 represent cells 2' and edges 11
represent data flow net links 2" between the cells 2'. A design
graph 3, 10 has cell nodes 5, primary input (PI) nodes 6, pri-
mary output (PO) nodes 7, and const nodes (not shown in the ex-
ample of Fig. 2a) as well as edges 11 connecting the nodes. The
labels of cell nodes in a design graph are a unique node ID and
the cell type of the corresponding RTLIL cell.

Besides coding style, also structural variability deter-
mines the shape of a functional primitive. As already pointed
out, for an LFSR this is the register width and the feedback
path configuration. The design graph 10 of a 32-bit LFSR is il-
lustrated in Fig. 2b. Compared to Fig. 2a, Fig. 2b perfectly
illustrates the common feature of LFSRs, i.e., a shift register
with XOR operations on its feedback path. The main challenge is
to find a way to describe the common feature of functional
primitives such as LFSRs.

To solve the problem of structural variability a pattern
graph specification language (PGSL, speak: pixel) is introduced

that allows to model variabilities. With PGSL it is possible to
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define structural primitives as graphs with quantified sub-
graphs. Similar to the known dot language, “The DOT Language”,
url: http://www.graphviz.org/content/dot-language (visited on
11/30/2016), PGSL defines directed and undirected edges between
nodes. In addition, PGSL allows to specify parallel edges and
cycles (feedback edges). The connectivity between nodes and
subgraphs is specified with so called connectors. Inspired by
regular expressions, PGSL allows to quantify the occurrence of
nodes and subgraphs in a sense of zero or one times, zero or
more times, one or more times, and minimum N, maximum M times.
Additionally, PGSL defines quantifiers for even and odd occur-
rence.

PGSL is used to specify pattern graphs (needles) which are
then searched for in the design graph representation of an
electronic design (haystack). A constraint satisfaction problem
(CSP) solver is optionally used to find the subgraph isomor-
phisms.

The structural elements of PGSL shall be detailed in ref-
erence to table 12 of Fig. 3 in the following.

A pattern graph consists of blocks. The simplest form of a
block is one single node representing an element to be found in
the target design graph. Blocks can be grouped within the pa-
rentheses ‘(' and ')’ to form new blocks. Blocks can be com-
bined to a new block via outer connections. Another way to
group blocks is using double brackets ‘[[’ and ‘]]’ which addi-
tionally adds a feedback connection. To tackle the problem of
structural variability, the occurrence of blocks can be quanti-
fied.

Connecting two blocks can be seen as connecting two
graphs. This means that a decision has to be made on how to
connect the elements of the first block to the elements of the
second block. Therefore, it is defined that each block has two
sides to which connections can be made to or from. These sides
are referred to as right and left and stored as two sets as

right nodes and left nodes.
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Connections between two blocks are referred to as outer
connections, as they connect the “outer nodes” on the left side
or the right side to right or left nodes of another block.
There is an undirected version of outer connections (‘'--’), and
also two directed versions: left-to-right ('->’) and right-to-
left ('<-'). As the naming suggests, a right-to left connection
connects nodes -from the set of right nodes within a block to
the set of left nodes within the other block and vice versa.

For covering parallel matching, a parallel outer connector
(‘|]") is introduced. Blocks connected in parallel need a seri-
ally connected Dblock on their left side (common branching
block) or a block serially connected on their right side (com-
mon sink block), or both.

In order to match inexact structures (like regular expres-
sions), several quantifiers are defined to express the number
of occurrences of blocks. A quantified block consists of a
block definition and a quantification. The block definition de-
fines the structure of a stage of the gquantified block. A gquan-
tification consists of two elements: a quantifier that speci-
fies the limits of occurrence and an inner connector that de-
tails how the stages are connected to each other. Inner connec-
tions can take the form of undirected ('-"), left-to-right se-
rial ('>’), right-to-left serial (‘<’) or parallel (‘|’).

The following quantifiers are defined: ‘{n}’ (match ex-

actly n times), ‘{n,}’ (match at least n times), ‘{n,m}’ (match

\ 14

~

from n to m times), ‘#’ (match even number of times),
(match odd. number of times), '+’ (match one or more times), ‘*/
(match zero or more times), ‘?’ (match zero or one time).

Fig. 4 shows a table 13 of the grammar of PGSL in Backus-
Naur form (BNF). In the table 13, the POSIX standard notation
for regular expressions is used to describe the terminal sym-
bols NODE IDENTIFIER, STRING and UNSIGNED. A pattern that is
specified using PGSL can be optionally labelled, followed by a
list of expressions and an optional property list. The list of

expressions specifies the constraints that a subgraph must sat-
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isfy such that it is considered a solution to the subgraph iso-
morphism.

A property list is either a single property, or a list of
properties separated by commas. A property list could also be
empty, which indicates that it is optional.

An expression list is either a single expression, or a
list of expressions with an optional label. That label is re-
ferred to as sub-pattern label (sp label). The list of expres-
sions is separated with commas.

An expression is one of the following:

- A node that is optionally quantified and labelled
with an expression label (e Tabel);

- a block (i.e., an expression enclosed by parentheses)
with optional quantification and optional expression label;

- a loop (i.e., an expression enclosed by double sqgquare
brackets) with optional quantification and optional expression
label;

- an undirected serial outer connection, 1.e. an ex-
pression, undirected-serially connected to another expression;

- a left-to-right serial connection, 1.e. an expres-
sion, left-to-right-serially connected to another expression;

- a right-to-left serial connection, i.e. an expres-
sion, right-to-left-serially connected to another expression;

- an outer parallel connection, i.e. an expression,
connected to another expression in parallel;

- an expression label.

ot

A quantifier is one of the following: Y#’ (even),
(odd), '+’ (one or more times), ‘*’ (zero or more times).

An inner connector is one of the following: ‘-’ (serial),
‘> (left-to-right), ‘<’ (right-to-left), ‘|’ (parallel.)

In order to indicate that a quantification is optional, it
could be empty (opt quantification).

A quantification can be either a zero-or-one quantifica-

tion ('?'), or multiple occurrences of the preceding inner con-

nector such as follows:
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- Even, odd, zero or more times, one or more times;

- an {n}-quantification;

- an {n,}-quantification;

- an {n,m}-quantification.

An expression label can be empty, indicating that it is
optional, and is specified as a colon ‘:’, followed by a string
literal. .

A sub-pattern label can be empty, indicating that it is
optional, and is specified as a string literal, followed by a
colon ‘:'.

A pattern label can be empty, indicating that it is op-
tional, and is specified as a string literal, followed by an
equality sign ‘=’.

A node identifier is a string literal, preceded by a Dol-
lar sign '$’ or a backslash ‘\'.

A literal string is a combination of upper-case and lower-

case letters, the underscore sign ' ’, and digits. A string has

at least one character.

An unsigned number is the combination of digits. A number
has at least one digit.

Based on the exemplary LESRs of Figs. 5a to 5c¢ creating a
pattern expressed as a PGSL specification shall be described in
the following. _

The first challenge when creating a pattern in PGSL is to
identify a common feature of the structure of interest. Consid-
ering a common class of LFSRs, the common feature of a shift
register is identified, whose input bit is the linear combina-
tion of some of its output bits using XOR. As already outlined,
such a feature is referred to as the structural kernel.

Once the structural kernel is identified, the next chal-
lenge is to formulate a PGSL specification for it. This process
is illustrated using the LFSR given in Fig. 2b. First tHe dif-
ferent feedback paths are decomposed such that any node in the
feedback path has an indegree and outdegree of one (except the

start and end nodes, for sake of clarity). The result of this



10

15

20

25

30

35

WO 2018/177598 PCT/EP2018/000137
- 15 -

decomposition 1s given in Fig. 5a. Each of the feedback paths
that result from this decomposition satisfies the PGSL specifi-

cation given in Expression (1).
sdff->$xor>+ (Expr. 1)

It literally says: “A $dff node is serially connected to
one or more serially connected $xor nodes”. The quantification
>4+7 affects the block that precedes the quantification. 1In
this example, the preceding block of the quantification is an
$xor node. The quantification consists of the quantifier ‘+/
and a preceding inner connector that specifies how the multiply
occurring blocks are connected due to the quantification. In
this example, multiple $xor nodes are serially left-to-right-
connected, as specified by ‘>’ (and as illustrated in Fig. 5a).

As a next step, the five paths in Fig. ba are related to
each other. In fact, they all are parallel, with the $dff node
as branching node and as sink node. Therefore, first the dis-
tributive law is applied to the five paths such that the Sdff
node distributes over the parallel “chains” of $xor nodes. This
determines the $dff node as the branching node of a parallel
connection. The result of the distribution is given in Expres-

sion (2) and is illustrated in Fig. 5b.
Sdff->($xor>+) | + (Expr. 2)

To finish the PGSL specification of -an LFSR, the $dff node
has to be specified as a sink node to the “last” nodes of the
$xor chains. Therefore, these nodes are connected back to the
Sdff using the loop operator. The result of applying the loop
operator is given in Expression (3) and illustrated in Figs. 5c
and 6a.

[ [Sdff—> (Sxor>+) [+]1] (Expr. 3)
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In order to find patterns specified with PGSL, a specific
search algorithm is applied. A top view thereof can be seen in
Fig. 7. This algorithm can be implemented as a pass of the free
and open-source synthesis tool Yosys.

As illustrated in Figs. 6a to 6f, patterns specified using
PGSL, like the exemplary pattern 14 of Fig. 6a, first may op-
tionally be processed, interpreted and converted to a form,
which represents the pattern unambiguously for further process-
ing. For this purpose, two main structures are created from ™
pattern 14: a pattern node map 15 (Fig. 6b) and a pattern graph
16 (Fig. 6c). The pattern node map 15 stores all the different
nodes of the formulated pattern 14 by unique pattern node ID 17
and reference 18. A pattern node 19 can either be a single node
19, which will be mapped to a single node in the target design
3, 10 or be a quantified node 19", which is a combination of
connected single and quantified nodes 19', 19" with a chosen
quantification. Single nodes 19' stand for themselves, repre-
senting a to be found node 4 of a specific type of the target
design 3, 10. Quantified nodes 19" also store the contained
pattern nodes 19, their inner connections and the quantifica-
tion.

In general, a pattern specified with PGSL can be seen as a
hierarchical structure, which 1s a combination of connected
single nodes 19' and quantified nodes 19". The IDs of top pat-
tern nodes, their adjacency matrix (Fig. 6d) and a list of tar-
get design node types that are present in the pattern (“needed
types”) are stored in the pattern graph 16. To create the pat-
tern graph 16 and pattern node map 15 from PGSL patterns 14, a
parser and lexer combination 20 (Fig. 7) can optionally be im-
plemented, e.g. using the lexical analyser generator Flex and
the parser generator GNU Bison.

Figs. 6a to 6f illustrate the function principle of the
parser and lexer process of the proposed search algorithm, ex-
amined on the PGSL specification of the example listing 14 in

Fig. 6a. The PGSL specification 1is parsed and four pattern
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nodes are identified (two single nodes and two quantified pat-
tern nodes), see Fig. 6a. The result is stored in the pattern
node map 15 of Fig. 6b, Fig. 6c¢c showing the related top-level
pattern graph 16, whose connectivity is stored in an adjacency
matrix shown in Fig. 6d. For each quantified pattern node, a
data structure is created that stores the ID of the quantified
pattern node, its quantification, the sets of single nodes and
quantified nodes that are part of the quantified pattern node,
as well as the adjacency matrix that specifies how these single
nodes and quantified nodes are connected. A quantified pattern
node is a subgraph of the pattern graph. Fig. 6e shows the
quantified pattern node with ID = 3, and Fig. 6f shows the
quantified pattern node with ID = 4.

After the pattern has been analyzed an optional search
preprocessing step 21 filters the target design to reduce the
search space. At this stage the target design is represented by
the design graph. Filtering is done by comparing the target de-
sign nodes to the needed types stored in the pattern graph and
removing nodes of types, which can not be candidates for any
pattern node ("unneeded types") from the graphs representing
the target design.

Finally the search is carried out, e.g. using a recursive
search & combine procedure 22. If any solutions are found they
are returned as subgraphs of the target design, which are re-
ferred to as solution graphs.

A flowchart of this recursive search & combine procedure
22 is depicted in Fig. 8.

Due to the hierarchical form of PGSL patterns, every level
can be seen as a sub-pattern. The recursive search & combine
procedure 22 starts at the top level of the pattern hierarchy
(step 23). First it is checked if candidates for the pattern
nodes at the current level can be created. If any single nodes
are present (step 24), candidates for these single nodes are
created (step 25). Every node in the target design that matches

the type of the single node could be taken as a candidate for
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the single node under examination. On large target designs this
may lead to many candidates. Therefore the types of adjacent
pattern nodes are optionally considered when selecting candi-
dates. Only a node in the target design whose adjacent types
match the adjacent types of the single node is chosen as a can-
didate. If no candidate can be found for a single node the
whole pattern can not be found and the algorithm aborts (path
26) .

In a step 27, it is checked whether quantified nodes are
present. For quantified nodes it is not possible to find candi-
dates directly. Quantified nodes have to be further examined,
as they form a new level in the hierarchy of the pattern. This
is done by stepping into quantified nodes (step 28). This
mechanism leads to recursion.

Once a lowest level is reached, signalled by no more quan-
tified nodes the optional CSP solver comes into play for the
first time (step 29). Each pattern node can be seen as a vertex
of a constraint satisfaction problem with the domain being its
candidates. Connections between pattern nodes are stored in an
adjacency matrix. These connections can be used as constraints
for the constraint satisfaction problem. A solution of the con-
straint satisfaction problem assigns each pattern node one can-
didate while satisfying all constraints given by the sub-
pattern in the target 3esign graph. These found combinations
combined with connections as defined by the constraints form
subgraphs of the target design which are in turn candidates for
the sub-pattern under examination. If at any time no solution
for a sub-pattern can be found in a step 30 the whole pattern
cannot be found and the whole algorithm aborts (path 31).

Following the described steps the algorithm solves sub-
patterns and combines them to candidates for higher level sub-
patterns. When a sub-pattern is solved, and therefore is no
longer without candidates which also examined in step 27, the
recursion has to be ended, which is equivalent to stepping out

of the quantified node and continuing at a level above (see
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steps 32 and 33). Finally if the solved level is the top level
‘which is checked in step 32, solutions for the whole pattern
are found and the algorithm terminates (path 34).

The invention is not limited to the preferred embodiments
described in detail above but comprises all variants, modifica-
tions and combinations thereof which fall into the scope of the

appended claims.
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Claims:

1. A method for automatic detection of a functional
primitive in a model of a hardware system, the model being a
netlist (2) at register transfer level, the netlist (2) having
cells (2') and net links (2") therebetween and being bipartite,
comprising the following steps:

a) mapping the cells (2') to nodes (4) and the net links
(2") to edges (11) of a target graph (3, 10) which is monopar-
tite and each target node (4) of which has a target node type,
and

mapping the functional primitive to a hierarchical search
pattern (14) having at least two levels of search nodes (19)
and connections therebetween, wherein each search node (19) ei-
ther is a single node (19') having a search node type or is a
container node (19") containing at least one further search
node (19) of a lower level, a multiplier indicating a multi-
plicity of said at least one further search node (19), and a
connection type indicating a type of the connections between
the search nodes (19) of said multiplicity;

b) selecting candidates from those target ﬁodes (4) the
target node types of which match a search node type, and

selecting a candidate structure from those selected candi-
dates the target nodes (4) and edges (11) of which match the
search nodes (19) and connections of the search pattern (14);

c) reverse-mapping the target nodes (4) and edges (11)
of the selected candidate structure to the cells (2') and net
links (2") of the netlist (2); and

d) outputting said cells (2') and net links (2") as de-
tected functional primitive.

2. The method of claim 1, wherein step b) comprises:

bl) starting at the highest level of the search pattern
(l4) as present level;

b2) determining whether the search pattern (14) of the

present level contains at least one single node (19'), and if



10

15

20

25

30

35

WO 2018/177598 PCT/EP2018/000137
- 21 -

so, performing said selecting of candidates from those target
nodes (4) the target node types of which match a search node
type of said at least one single node (19');

b3) determining whether the search pattern (14) of the

present level contains at least one container node (19") and no
candidate has been selected for single nodes (19') contained in
said container node (19") and, if so, proceeding to step b4),

otherwise, performing said selecting of a candidate structure
from those selected candidates the target nodes (4) and edges
(11) of which match the search nodes (19) of the present level
and their connections, and proceeding to step bb5):;

b4) setting the present level a level lower and returning
to step b2);

b5) determining whether the present level is not the
highest level, and if so, setting the present level a level
higher and proceeding to step b3), otherwise, proceeding to
step c).

3. The method of claim 2, wherein prior to step b2) the
target graph (3, 10) is filtered by masking out those target
nodes (4) the target node type of which does not match the
search node type of any search node (19).

4. The method of any one of the claims 1 to 3, wherein,
for selecting candidates and a candidate structure, the search
pattern (14) is parsed into a search node map (15) and a search
graph (16), the search node map (15) containing a unique search
node identifier (17) for each of the search nodes (19), the re-
spective search node type for each single node (19'), and both
the respective connection type and multiplier for each con-
tainer node (19%), and the search graph (16) containing the re-
spective search node identifiers (17) of the search nodes (19)
of each level and their mutual adjacencies.

5. The method of any one of the claims 1 to 4, wherein
salid selecting of candidates further comprises that the target
node types of adjacent target nodes (4) have to match search

node types of adjacent search nodes (19).
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6. The method of any one of the claims 1 to 5, wherein
said selecting of a candidate structure comprises solving a
constraint satisfaction problem the constraints of which in-
clude the connection types of the search nodes (19), and
wherein the candidate structure is selected from those candi-

dates, the edges (11) of which satisfy the constraints.
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llmodule 1fsr (

2 input clk,

3 output [7:0] lfsr_1,

4 output [7:0] lfsr_2,

310

6

7 // LFSRs

8 reg [7:0] 1fsr_1 = 2;

9 reg [7:0] lfsr 2 = 2;

10

11 // First implementation of LFSR

12 always @ (posedge clk) begin

13 1fsr_ 1 <= {lfsr_1, lfsr_1[{2] ~ lfsr_1
[417 © 1fsr_1[71};

14 end

15

16 // Second implementation of LFSR

17 wire feedback;

18 assign feedback = 1lfsr_2[2] ~ 1lfsr_2[41 °

1fsr_2[71;

19

20 always (@ (posedge clk) begin

21 1fsr_2 <= {lfsr_2{6], lfsr_2[5], lfsr_2
(41, 1fsr_2[3], lfsr_2[2], 1lfsr_2
[11, lfsr_2[0], feedback};

22 end

23| endmodule

Fig. la
(State of the Art)

(State of the Art)
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Grouping

Block begin
Block end
Loop begin

Loop end

QOuter Connections

Undirected serial connection
Directed serial connection, left to right

Directed serial connection, right to left

Parallel connection

Inner connections

Undirected

Directed, left to right
Directed, right to left
Parallel

Quantification

{n}
{n}
{n,m}

Match exactly n times
Match at least n times
Match from n to m times
Match even number of times
Match odd number of times
Match one or more times
Match zero or more times

Match zero or one time

Fig. 3
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{pattern) ::= (opt_p_label) (expression_list)
{opt_property_list) *;’

{property list) ::= (property)
| (property_list) ‘,’ {property)

[ (opt_property_list) ::= (empty) | (property_list)

{expression_list) ::= (opt_sp_label) {expression)
| (expression_list) ¢, (opt_sp_label) (expression)

(expression) == (NODE IDENTIFIER) {(opt_quantification)
{opt_e_label)

| O (expression) )’ {opt_quantification) (opt_e_ label)

| ‘L0 expression ‘11’ {opt_guantification) {opt_e_label)

[ (expression) ‘—-* {expression)

| (expression) ‘~>’ {expression)

i {expression) ‘<=’ {expression)

l

(expression) ‘||’ (expression)

(e_label)
(quantifier) == ‘47|~ | ‘47| &
(inner_connector) = ‘=7 | >’ | < | )°
{opt_quantification) == (empty) | {(quantification)
{quantification) ::= ‘2’ £

| (inner_connector) (quantifier)

| (inner_connector) ‘{’ (UNSIGNED) ¢, (UNSIGNED) ‘}’
| (inner_connector) ‘{’ (UNSIGNED) *}’

| (inner_connector) ‘{’ (UNSIGNED) *,’ *}’

- (opt__e_label) = (empty) | {(e_label)
{e_label) == *:” (STRING)
(opt_sp_label) := (empty) | (sp_label)

(sp_label) ::= (STRING) ‘2’
{opt_p_label) ::= (empty) | {(p_label)

| {p_label) := {(STRING) ‘=’
(NODE_IDENTIFIER) = ( ‘s’ | \’ ) (STRING)

{(STRING) ::= [a-zA-Z_0-9]+

(UNSIGNED) ::= [0-9]+

Fig. 4
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