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(57) Abstract: An apparatus and methods for utilizing a Voice over Internet Protocol (VoIP) telephone with a built-in VPN client

& is disclosed. A VoIP telephone with an internal VPN client module incorporated into the VoIP telephone establishes a VPN tunnel
& directly from the VoIP telephone VPN client to an IP-PBX network access point. A VPN session, established in response to keypad

e\ input from a user of the VoIP telephone, is conducted over the VPN tunnel to a remote location. In a disclosed method, a secured VoIP
telephone communication link is established by receiving a request from a user of the VoIP telephone, processing the request, and
sending a signal from the VoIP telephone unit’s VPN client over a data interface to a remote location. After exchange of authentication
messages between the VoIP telephone VPN client and a remote location’s VPN server, a VPN session is established.
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METHOD AND APPARATUS FOR VOICE OVER INTERNET PROTOCOL TELEPHONY USING

A VIRTUAL PRIVATE NETWORK
Field of the Disclosure

The present disclosure relates generally to Voice over Internet Protocol (VoIP) telephony, and specifically
to a VoIP telephone with a virtual private network (VPN) client incorporated into the VoIP telephone.

Description of the Related Art

Until the widespread deployment of broadband access, €.g., XDSL and/or cable modems, dial-up with an
analog modem to a remote access server (RAS) located at a corporate site had been a commonly
employed method to gain secured computer access from a remote site such as a telecommuter’s premises.
However, with broadband access, telecommuters have been utilizing their broadband link to the public
Internet protocol (IP) network to access their employer’s servers and data. The use of virtual private
network (VPN) communications is increasing in response to the desire for data security when

telecommuting employees access their employer’s local area network (LAN) or data networks.

Access to an employer’s VPN server generally requires the telecommuter to use a personal computer (PC)
with a VPN client, or software routine, that is installed and configured to establish a VPN tunnel from the
telecommuter’s PC to the employer’s network. A VPN tunnel may be established using a base

architecture for Internet protocol security (IPSec) compliant systems, as presented in Request for

-~ Comments (RFC) 2401, Security Architecture for the Internet Protocol, dated November 1998.

When working at home, if the telecommuter has a portable computer with a VPN client installed, the
telecommuter is still able to initiate a VPN session with the portable computer if an alternate broadband
access source is provided, e.g., telecommuter's subscription of ADSL or Cable Modem. However, this
option is not presently available if the traveling telecommuter wishes to use his IP telephone away from
work, Telecommuters must often resort to using cellular telephones or home telephones, which may be

paid for using a corporate phone card or personal expenses on long-distance calls. Such connections with

required payment fees are inconvenient for mobile employees.

Accordingly, a need exists for an IP telephone that is capable of providing a direct and secured VPN link

between the IP telephone set and a corporate network.
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SUMMARY

Certain exemplary embodiments can provide a method for establishing a Voice over Internet

Protocol (VoIP) telephone communication link, the method comprising: receiving, at a VoIP
telephone, a request to initialize a virtual private network (VPN) session, wherein the VolP
telephone comprises a dedicated hardware telephone device, and wherein the request is received
via a user selection of a function key of a keypad incorporated into the VoIP telephone;
initializing an IP Security (IPSec) based VPN client module incorporated into the VoIP telephone
in response to the user selection of the function key of the keypad incorporated into the VoIP
telephone, wherein initializing the IPSec based VPN client module includes retrieving VPN login
parameters from a memory of the VoIP telephone, wherein the VPN login parameters include at
least an IP address and a password to establish the VPN session; displaying, at a visual display
window incorporated into the VoIP telephone, a first indication that the VPN session is being
established upon initialization of the IPSec based VPN client module; establishing a VPN tunnel
from the VoIP telephone to an Internet protocol private branch exchange (IP-PBX) network
access point based on the VPN login parameters retrieved from the memory of the VolP
telephone, wherein the VPN tunnel is established over an RJ45 interface incorporated into the
VoIP telephone, the RJ45 interface directly coupled to a gateway that facilitates communication
between the VoIP telephone and the IP-PBX network access point; and displaying, at the visual
display window incorporated into the VoIP telephone, a second indication that the VPN session is

in progress upon establishment of the VPN tunnel.

Certain exemplary embodiments can provide a Voice over Internet Protocol (VoIP) telephone
apparatus comprising: a telephone housing; an RJ45 interface incorporated into the telephone
housing, wherein the RJ45 interface is operable to directly couple the VoIP telephone apparatus to
a gateway that facilitates communication with a remote virtual private network (VPN) server; a
keypad incorporated into the telephone housing, the keypad responsive to user input; a dedicated
telephone handset coupled to the telephone housing; an encoder and decoder module responsive

to the dedicated telephone handset, wherein the encoder and decoder module is within the

~ telephone housing; a memory within the telephone housing, the memory configured to store VPN
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login parameters that include at least an IP address and a password to establish a VPN session
with the remote VPN server; a data processor responsive to the encoder and decoder module,
wherein the data processor is within the telephone housing; an IP Security based VPN client
module within the telephone housing responsive to the data processor to retrieve the VPN login
parameters from the memory in response to a user selection of a function key of the keypad and to
initialize the VPN session with the remote VPN server based on the VPN login parameters; and a
visual display window incorporated into the telephone housing, the visual display window
responsive to the IPSec based VPN client module and responsive to user input via the keypad,
wherein the visual display window displays a status of the VPN session; wherein a transmission
of VoIP data from the VoIP telephone apparatus via the gateway during the VPN session has
higher priority than a transmission of data from a personal computer to a public IP network via the

gateway.

Certain exemplary embodiments can provide a method for establishing a Voice over Internet
Protocol (VoIP) telephone communication link, the method comprising: activating a VolP
telephone, wherein the VoIP telephone comprises a dedicated hardware telephone device, and
wherein the VoIP telephone comprises a telephone housing, a keypad incorporated into the

telephone housing and a visual display window incorporated into the telephone housing;

~ initializing an IP Security (IPSec) based VPN client module within the telephone housing of the

VoIP telephone in response to a user selection of a function key of the keypad incorporated into
the VoIP telephone, wherein initializing the IPSec based VPN client module includes retrieving
VPN login parameters from a memory of the VoIP telephone, wherein the VPN login parameters
include at least an IP address and a password to establish a VPN session; displaying, at the visual
display window incorporated into the housing of the VoIP telephone, a first indication that a VPN
session is being established upon initialization of the IPSec based VPN client module; sending a
first authentication message from the VPN client module of the VoIP telephone to a VPN server
at a remote location, wherein the first authentication message includes the VPN login parameters;
receiving, at the VPN client module of the VoIP telephone, a second authentication message from
the VPN server at the remote location; establishing a VPN tunnel from the VolP telephone to the

VPN server at the remote location in response to receiving the second authentication message,
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wherein the VPN tunnel is established over an RJ45 interface incorporated into the VoIP
telephone, the RJ4S interface directly coupled to a gateway that facilitates communication
between the VolP telephone and the VPN server at the remote location; and displaying, at the
visual display window incorporated into the housing of the VoIP telephone, a second indication

that the VPN session is in progress upon establishment of the VPN tunnel.

Certain exemplary embodiments can provide a method for establishing a Voice over Internet
Protocol (VoIP) telephone communication link, the method comprising: receiving a request from
a user of a VoIP telephone unit having a telephone housing, and an IP Security (IPSec) based
virtual private network (VPN) client within the telephone housing to place a secure telephone call,
wherein the VoIP telephone comprises a dedicated hardware telephone device, and wherein the
request 1s recetved from the user via a user selection of a function key of a keypad incorporated
into the telephone housing; sending a signal from the VolIP telephone unit over an RJ45 interface
incorporated into the telephone housing to a remote location, the RJ45 interface directly coupled
to a gateway that facilitates communication between the VolP telephone unit and the remote
location; displaying, at a visual display window incorporated into the telephone housing of the
VolIP telephone, a first indication that a VPN session is being established upon sending the signal;
establishing the VPN session with a VPN server at the remote location over the RJ45 interface;
displaying, at the visual display window incorporated into the VoIP telephone, a second indication
that the VPN session is in progress upon establishment of the VPN session; and making a plurality
of calls to a plurality of destinations via the VPN session; wherein a transmission of VoIP data
from the VoIP telephone unit via the gateway during the VPN session has higher priority than a

transmission of data from a personal computer to a public IP network via the gateway.

In a particular embodiment, a method is presented for establishing a communication link

using a Voice over Internet Protocol (VoIP) telephone with IP- VPN client software

installed in the VoIP telephone. The method includes establishing a VPN tunnel directly from

a VPN client incorporated into a VoIP telephone to an Internet protocol public branch exchange

(IP-PBX) network access point. A VoIP connection is established between the VolP

telephone and a gateway, and a VPN session is conducted using the VolP
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telephone. This connection can be established in response to a user request, e.g., via a keypad entry. When
the need for communications is no longer present, the VPN session can be concluded at the request of the
user. Alternately, the request to conclude a VPN session can be made by the VPN server at the remote

location, e.g., the IP-PBX network.

In a particular embodiment, the VoIP telephone apparatus includes an encoder and decoder module
responsive to a handset of the VoIP telephone apparatus, as well as a data processor responsive to the
encoder and decoder module, a VPN client module responsive to the data processor, and a keypad
responsive to user input. The VoIP telephone apparatus may also include a visual display window
responsive to the VPN client and responsive to user input. The visual display window displays a current

status of a VPN session.

In a further embodiment, a method for establishing a VoIP telephone communication link is presented.
The method includes activating a VolP telephone, initializing a VPN client within the VoIP telephone,
and negotiating a VPN session between the VoIP telephone VPN client and a VPN server at a remote
location. In a particular embodiment, negotiating the VPN session includes sending a first authentication
message from the VolIP telephone VPN client to the remote VPN server. A second authentication
message irom the remote VPN server is received at the VoIP VPN client. The VPN tunnel is then
established for data communication in response to receiving the second authentication. Once established,
the VPN session may be conducted. In a particular embodiment, the VPN session is initiated by a keypad

input by a user.

In a particular embodiment, a method for establishing a VoIP telephone communication link is presented.
The method includes receiving a request from a user of a VoIP telephone having an internal VPN client to
place a secure telephone call. The request is processed, a signal is sent from the VoIP internal VPN client
over a data interface to a remote location, and a VPN session is established in response to the request. In a

particular embodiment, the internal VPN client is an IPSec-based client.

In a further embodiment, a method of communicating between a remote network location and a VoIP
telephone unit is presented. The method includes receiving a signal from the VoIP telephone unit VPN
client at the remote network location. A secure connection is established between a VPN server at the

remote network location and the VPN client in the VoIP telephone.

In another embodiment, a VPN server is presented. The VPN server includes a first interface to receive a
signal at a network location from a remote VPN client disposed in a VoIP telephone unit. In addition, the
VPN server includes a second interface to establish a secure connection with the remote VPN client. Ina
turther embodiment, a virtual private network (VPN) tunnel is presented. The VPN tunnel includes a
communications link established directly between a VPN client incorporated into a VoIP telephone and an

Internet protocol private branch exchange (IP-PBX) network access point.
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In a further embodiment, a network communication system is presented. The system includes a first
interface to recejve a signal at a network location from a remote VPN client disposed in a VoIP telephone
unit. In addition, the VPN server includes a second interface to establish a secure connection with the
remote VPN client, and an IP-PBX access point responsive to a VPN server. In another embodiment, the

network communication system includes a local area network (LAN).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a general diagram illustrating a direct and secured communication link established between a

VolP telephone incorporated VPN client and a remote IP-PBX network access point;

FIG. 2 is a block diagram illustrating an embodiment of a VoIP telephone unit with an incorporated VPN

client module;
FIG. 3 is a flow diagram illustrating a method for establishing a VoIP telephone communication link:

FIG. 4 is a flow diagram illustrating a method for establishing a communication link using a VPN client

within a VoIP telephone apparatus;
FIG. 5 is a flow diagram illustrating a method for establishing a VoIP telephone communication link: and

FIG. 6 1s a flow diagram illustrating a method of communicating between a remote network location and

a VoIP telephone unit.

DESCRIPTION OF THE DRAWING(S)

The present disclosure is generally directed to a voice over Internet protocol (VoIP) telephone with an
incorporated VPN client which provides for a communications link between the VoIP telephone and a

remote location. This disclosure may be better understood with reference to FIGS. 1 through 6.

FIG. 1 is a general diagram illustrating a direct and secured communication link established between a
VolP telephone incorporated VPN client and a remote IP-PBX network access point. In the example of
FIG. 1, a VoIP telephone 102 located at telecommuter’s premises 101 is connected to an EtherSwitch or
hub 108. The EtherSwitch 108 also accommodates a personal computer (PC) 105, and a portable

computer 103 to provide access to the public IP network 110.

EtherSwitch 108 includes logic to prioritize data transmission, for example, to prioritize VoIP data from
VolIP telephone 102 over that of PC 105 or portable computer 103 data, as needed. EtherSwitch 108 is
connected via a service line data connection to data switching equipment 104. The data switching
equipment 104 is configured to communicate digital voice over Internet protocol data over a public

Internet protocol network 110, such as the Internet. In a particular embodiment, the digital switching
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equipment 104 is a modem. The modem may be an asynchronous digital subscriber line (ADSL) modem,

a digital subscriber line (DSL) modem, a cable modem, or other high-speed interface.

The combination of Etherswitch 108 and digital switching equipment 104 provide a gateway for
communications to be received at and/or transmitted from the telecommuter premises 101, Gateways are
so named because they are pieces of equipment which facilitate the passage of data to and from a network.
In the example of FIG. 1, the gateway formed by the combination of Etherswitch 108 and digital
switching equipment 104 is typically referred to as a residential gateway, as the equipment is located at

telecommuter premises 101.

Two virtual private network tunnels, or secured (encrypted) data transmission corridors, labeled Tunnel #1
and Tunnel #2, are shown in FIG. 1. The VPN tunnels #1 and #2 transit public IP network 110 through a
corporate firewall 122 to a VPN server 128 or concentrator at a remote location 121, such as corporate

LAN 126 and/or IP-PBX network 127. The VPN tunnel #1 permits secured data transmission from the

portable computer 103 VPN client at telecommuter premises 101 to the computers 123 and other servers
125 coupled to corporate LAN 126. When established, VPN tunnel #2 permits secured communications
link by a direct and secured link between the VPN client incorporated into VoIP telephone 102 and the

corporate location 121 IP-PBX network 127 access point. Tunnel #2 is one part of a r{etwork
communication system that includes a first interface, e.g., VPN server 128, to receive a signal at a
network location 121 from a remote VPN client disposed in VoIP telephone unit 102, and a second
interface, e.g., the residential gateway in premises 101, to establish a secure connection with the remote

VPN client in VoIP telephone unit 102.

FIG. 2 is a block diagram illustrating an embodiment of a VoIP telephone unit 200 with an incorporated
VPN client module 201 which permits the establishment of a direct and secured link between the VoIP
telephone apparatus 200 over an RJ45 output 212 to a remote location. The VPN client module 201
includes a software client to facilitate the establishment of a VPN tunnel, e.g., VPN tunnel #2 in FIG. 1,
between a VolIP telephone unit 200 and a remote network location such as IP-PBX network 127. There

are various software clients which may be incorporated into VPN client module 201. For example, Check
Point" " Software Technologies Ltd. VPN-1® SecureClient ™, or Netlock Technologies, Inc.’s VPN
client, e.g. Contivity, could be utilized in VPN client module 201. In addition to the VPN client module
201, the VoIP telephone unit 200 includes an encoder and decoder (codec) module 202 responsive to a
dedicated VoIP telephone handset 205.

VolP telephone unit 200 also includes a data processor 203, e.g., a digital signal processor, a keypad 208
responsive to user input, and a visual display window 210 responsive to the VPN client module 201, as
well as being responsive to user input. An example of user input is a function key input from keypad 208
input. Display window 210 and keypad 208 are connected to a control processor 209. The control
processor 209 provides processing for the typical user interaction functions of a telephone, for example,
processing the inputs detected by keypad 208, displaying user information, such as dialed numbers or

VPN session current status in display window 210, or providing an audible and visual indicator for
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outgoing or incoming calls. An example of a VPN client current status provided to the display window
210 1s messaging information sent during the establishment of a VPN connection, e.g., establishing VPN
session; VPN session in progress; concluding VPN session; VPN session concluded, or similarly
informative messages. A handset interface 204 is connected to the dedicated VolIP telephone handset 203,

which contains a receiver 206 and a microphone 207.

It will be appreciated that other components may be incorporated into the VoIP telephone 200 which are
not specifically illustrated herein. Examples of other components include a serial interface to allow
communication o a device to permit coordination of telephone information and to provide automatic
dialing. Functions to perform VoIP voice processing, call processing, protocol processing, and network

management software functions of a VoIP telephone may also be provided by the VoIP telephone 200.

An embodiment of a method for establishing a secured voice over Internet protocol (VoIP) telephone
communication link is presented in the flow diagram of FIG. 3. In step 310, a user utilizes the VoIP
telephone to request a direct and secured link, e.g., a VPN session to a remote location. A VoIP
connection is established between a VoIP telephone and a gateway, at step 315. In a particular
embodiment, the gateway is a residential gateway, such as that shown in telecommuter premises 101 of
FIG. 1.

In step 320, the VPN client incorporated into the VoIP telephone establishes a VPN tunnel directly from
the VoIP VPN client to an IP-PBX network access point at a remote location. The request to establish the
VPN tunnel is initiated by a keypad entry or function key input by the user of the VoIP telephone. In step
325, the user conducts the VPN secure session using the VoIP telephone. During the VPN session, many
secure VoIP telephone calls may be made to telephones located at the other end of the VPN tunnel (the
remote location) over the course of the session. When the VPN secure session is no longer required, the
user can, in step 330, request to conclude the VPN session. In a particular embodiment, the request to
conclude the session is in response to a keypad input from the user, e.g., a function key, or series of
numbers/characters entered by a user with the keypad. A request to conclude the VPN session may also

be transmitted in response to a message received from the remote VPN server.

FIG. 4 is a flow diagram illustrating a method for establishing a secured communication lf;lk using a VPN
client within a VoIP telephone apparatus. In step 410, the VoIP telephone is activated. Activation
includes powering on the VoIP telephone and insuring that a VoIP connection with the gateway has been
established, that is, that the VoIP teiephone 1s working. In step 415, the VPN client within the VoIP
telephone is initialized. Initialization includes configuring the VPN client with appropriate information,
e.g., login parameters such as IP address, password, and the like. Generally this information will only
have to be entered by the user, service provider, or automatically detected by the VPN client during the
first initialization, and is then stored in the processor memory of the VPN client module. In subsequent

initializations, the information can be retrieved from the VPN client module’s memory.

PCT/US2004/015492
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Following initialization, the VoIP telephone VPN client negotiates a VPN session between the VoIP
telephone VPN client and a VPN server at a remote location. In an illustrative embodiment, this
negotiation includes steps 4235, 430, and 435. In step 425, a first authentication session is sent by the VoIP
telephone VPN client to the remote VPN server. In step 430, the VoIP telephone VPN client receives, in
response to sending the first authentication message, a second authentication message from the remote
VPN server. When these authentication message ‘handshakes’ have occurred, secure data
communication, i.e., an IPSec-based VPN tunnel is established, as in step 435. These ‘handshakes’
continue throughout the duration of the VPN session. In a particular embodiment, the secure data

communication provides a voice communication path. In another embodiment, the secure data

communication is a facsimile transmission.

In step 440, the VoIP telephone user utilizes the VPN tunnel to conduct a secured VPN session between
the VoIP telephone and the VPN server at the remote location. Once established, multiple secured
telephone or facsimile transmissions can be made over the tunnel to various telephones or facsimile
machines at the remote IP-PBX network. Simply replacing the handset in the VolP telephone cradle does
not conclude the VPN session. When a user desires to conclude the VPN session, a request is made by the
user to conclude the VPN session. In a particular embodiment, the VPN session is concluded in step 445
in response to user input at the VoIP telephone, for example, where a user presses a function key or other
keys on the VoIP telephone keypad. In a further embodiment, the VPN session may be concluded in

response to a message received at the VoIP telephone VPN client from the remote VPN server.

FIG. 5 is a flow diagram illustrating a method for establishing a secured VolP telephone communication
link. In step 510, a request is received from a user of a VoIP telephone unit having an internal VPN client
to place a secure communication. In a particular embodiment, the request is made by user input to a
keypad on the VoIP telephone unit. In step 515, the VPN client in the VolP telephone processes the
request. A session negotiation signal is sent from the VoIP telephone unit’s internal VPN client over a
data interface to a VPN server at a remote location, in step 520. In an illustrative embodiment, the internal
VPN client is an IPSec-based client, in accordance with RFC 2401. Successful negotiation results in the
establishment of a VPN secure session in step 525, in response to the request to place a secure telephone

call of step 510. The VolP telephone user may then conduct secure communications, at step 530.

FIG. 6 is a flow diagram illustrating a method of communicating between a remote network location and a
VoIP telephone unit. In step 610, a signal is received at a remote network location from a VPN client of
the VoIP telephone unit. In step 615, a secure connection between a VPN server in the remote network
location and the VPN client in the VoIP telephone unit is established in response to receiving the signal.

In step 6235, the VoIP telephone user conducts secure communications.

The VoIP telephone as described may offer advantages to the mobile employee who chooses to bring the
VoIP telephone with internal VPN client from work to home, or when travelling. When using a VoIP
telephone from home or from a hotel, the mobile employee in this case no longer has torely on a

corporate phone card or personal expense for long-distance calls, as long as broadband access is available.

PCT/US2004/015492
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Moreover, in addition to the cost savings on long distance calls, the VoIP telephone can establish a VPN
tunnel between the VoIP telephone VPN client and the employer’s corporate LAN for secured (encrypted)

voice communications and facsimile transmissions.

The method and apparatus described herein provides for a flexible implementation. Although the
invention has been described using certain specific examples, it will be apparent to those skilled in the art
that the invention is not limited to these few examples. Additionally, various types of Voice over Internet
Protocol (VoIP) telephones and VPN client software are currently available which could be suitable for
use in direct and secured VoIP communications when employing the method and apparatus as taught
herein. The above-disclosed subject matter is to be considered illustrative, and not restrictive and the
appended claims are intended to cover all such modifications, enhancements, and other embodiments
which fall within the true spirit and scope of the present invention. Thus, to the maximum extent allowed
by law, the scope of the present invention is to be determined by the broadest permissible interpretation of
the following claims and their equivalents, and shall not be restricted or limited by the foregoing detailed

description.

The above disclosed subject matter is to be considered illustrative, and not restrictive, and the appended
claims are intended to cover all such modifications, enhancements, and other embodiments which fall
within the true spirit and scope of the present invention. Thus, to the maximum extent allowed by law, the
scope of the present invention is to be determined by the broadest permissible interpretation of the
following claims and their equivalents, and shall not be restricted or limited by the foregoing detailed

description.
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CLAIMS:

1. A method for establishing a Voice over Internet Protocol (VoIP) telephone
communication link, the method comprising:

receiving, at a VoIP telephone, a request to initialize a virtual private network (VPN)
session, wherein the VolP telephone comprises a dedicated hardware telephone device, and
wherein the request is received via a user selection of a function key of a keypad incorporated
into the VolP telephone;

initializing an IP Security (IPSec) based VPN client module incorporated into the
VolIP telephone in response to the user selection of the function key of the keypad

incorporated 1nto the VoIP telephone, wherein initializing the IPSec based VPN client module

‘includes retrieving VPN login parameters from a memory of the VoIP telephone, wherein the

VPN login parameters include at least an IP address and a password to establish the VPN
session;

displaying, at a visual display window incorporated into the VoIP telephone, a first
Indication that the VPN session is being established upon initialization of the IPSec based
VPN client module;

establishing a VPN tunnel from the VoIP telephone to an Internet protocol private

branch exchange (IP-PBX) network access point based on the VPN login parameters retrieved

from the memory of the VoIP telephone, wherein the VPN tunnel is established over an RJ45
interface incorporated into the VolP telephone, the RJ45 interface directly coupled to a
gateway that facilitates communication between the VolP telephone and the IP-PBX network

access point; and

displaying, at the visual display window incorporated into the VolP telephone, a

second 1ndication that the VPN session is in progress upon establishment of the VPN tunnel.

2. The method of claim 1, further comprising receiving the VPN login parameters via a
keypad input of the VoIP telephone and storing the VPN login parameters at the memory

before initialization of the VPN client module.
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3. The method of claim 1, further comprising;:

placing a first call to a first destination via the VPN session using the VolP telephone
after establishment of the VPN tunnel;

terminating the first call after a handset of the VolP telephone is placed in a cradle of
the VoIP telephone;

displaying, at the visual display window incorporated into the VoIP telephone, the
second indication that the VPN session 1s 1n progress;

placing a second call to a second destination via the VPN session using the VolP
telephone;

terminating the second call after the handset of the VoIP telephone is placed in the
cradle of the VoIP telephone;

displaying, at the visual display window of the VoIP telephone, the second indication
that the VPN session 1s 1n progress;

after the first call and the second call have been terminated, concluding the VPN
session; and

displaying, at the visual display window of the VolIP telephone, a third indication that
the VPN session has concluded.

4. The method of claim 1, wherein the VPN session is terminated 1n response to an

instruction received from a remote network device.

5. A Voice over Internet Protocol (VoIP) telephone apparatus comprising:

a telephone housing;

an RJ45 interface incorporated into the telephone housing, wherein the RJ45 interface
is operable to directly couple the VoIP telephone apparatus to a gateway that facilitates
communication with a remote virtual private network (VPN) server;,

a keypad incorporated into the telephone housing, the keypad responsive to user input;

a dedicated telephone handset coupled to the telephone housing;
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an encoder and decoder module responsive to the dedicated telephone handset,
wherein the encoder and decoder module 1s within the telephone housing;

a memory within the telephone housing, the memory configured to store VPN login
parameters that include at least an IP address and a password to establish a VPN session with
the remote VPN server;

a data processor responsive to the encoder and decoder module, wherein the data
processor is within the telephone housing;

an IP Security based VPN client module within the telephone housing responsive to
the data processor to retrieve the VPN login parameters from the memory in response to a
user selection of a function key of the keypad and to initialize the VPN session with the
remote VPN server based on the VPN login parameters; and

a visual display window incorporated into the telephone housing, the visual display
window responsive to the IPSec based VPN client module and responsive to user input via the
keypad, wherein the visual display window displays a status of the VPN session;

wherein a transmission of VolP data from the VoIP telephone apparatus via the
gateway during the VPN session has higher priority than a transmission of data from a

personal computer to a public IP network via the gateway.

6. The VoIP telephone apparatus of claim 5, wherein the status indicates that the VPN

session is being established in response to the IPSec based VPN client module 1nitializing the

VPN session.

7. The VolIP telephone apparatus of claim 5, wherein the status indicates that the VPN

session is in progress upon establishment of a VPN tunnel from the VolIP telephone apparatus

to the remote VPN server over the RJ45 interface via the gateway.

8. The VoIP telephone apparatus of claim 5, wherein the status indicates that the VPN

session is being concluded.
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9. The VolP telephone apparatus of claim 5, wherein the status indicates that the VPN

session has concluded.

10. A method for establishing a Voice over Internet Protocol (VoIP) telephone
communication link, the method comprising:

activating a VolP telephone, wherein the VoIP telephone comprises a dedicated
hardware telephone device, and wherein the VolP telephone comprises a telephone housing, a
keypad incorporated into the telephone housing and a visual display window incorporated into
the telephone housing;

initializing an IP Security (IPSec) based VPN client module within the telephone
housing of the VoIP telephone in response to a user selection of a function key of the keypad
incorporated into the VoIP telephone, wherein initializing the IPSec based VPN client module
includes retrieving VPN login parameters from a memory of the VolIP telephone, wherein the
VPN login parameters include at least an IP address and a password to establish a VPN
session;

displaying, at the visual display window incorporated into the housing of the VoIP
telephone, a first indication that a VPN session is being established upon initialization of the
[PSec based VPN client module;

sending a first authentication message from the VPN client module of the VolP

telephone to a VPN server at a remote location, wherein the first authentication message

includes the VPN login parameters;

receiving, at the VPN client module of the VolP telephone, a second authentication

message from the VPN server at the remote location;

establishing a VPN tunnel from the VolP telephone to the VPN server at the remote
location in response to receiving the second authentication message, wherein the VPN tunnel
is established over an RJ45 interface incorporated into the VoIP telephone, the RJ45 interface

directly coupled to a gateway that facilitates communication between the VolP telephone and

the VPN server at the remote location; and
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displaying, at the visual display window incorporated into the housing of the VoIP

telephone, a second indication that the VPN session is in progress upon establishment of the
VPN tunnel.

11.  The method of claim 10, wherein the telephone housing comprises a base and a
handset operable to conduct a VoIP telephone call via the VPN session, wherein when the
handset is placed in a cradle of the base, the VoIP telephone call is concluded, but the VPN

session 1S not concluded.

12. A method for establishing a Voice over Internet Protocol (VoIP) telephone
communication link, the method comprising:

receiving a request from a user of a VoIP telephone unit having a telephone housing,
and an IP Security (IPSec) based virtual private network (VPN) client within the telephone
housing to place a secure telephone call, wherein the VoIP telephone comprises a dedicated
hardware telephone device, and wherein the request is received from the user via a user
selection of a function key of a keypad incorporated into the telephone housing;

sending a signal from the VoIP telephone unit over an RJ45 interface incorporated into
the telephone housing to a remote location, the RJ45 interface directly coupled to a gateway
that facilitates communication between the VoIP telephone unit and the remote location;

displaying, at a visual display window incorporated into the telephone housing of the
VolIP telephone, a first indication that a VPN session is being established upon sending the
signal;

establishing the VPN session with a VPN server at the remote location over the RJ45
interface;

displaying, at the visual display window incorporated into the VoIP telephone, a
second indication that the VPN session is in progress upon establishment of the VPN sesston;

and

making a plurality of calls to a plurality of destinations via the VPN session;
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wherein a transmission of VolP data from the VoIP telephone unit via the gateway

during the VPN session has higher priority than a transmission of data from a personal

computer to a public IP network via the gateway.

13.  The method of claim 12, further comprising concluding the VPN session in response

to user input to conclude the VPN session.

14.  The method of claim 12, wherein the VPN session 1s not terminated when a call is

terminated.

15. The method of claim 12, further comprising:

displaying, at the visual display window incorporated into the telephone housing of the
VolP telephone, a third indication that the VPN session is being concluded;

concluding the VPN session between the VolP telephone and the VPN server at the

remote location; and

displaying, at the visual display window incorporated into the housing of the VoIP
telephone, a fourth indication that the VPN session has concluded.



PCT/US2004/015492

1/6

CA 02524677 2005-11-01

WO 2005/001602

FIG. 1

YIOMISN Xdd-diI/NV'1
9)elodion alowey
4 8¢} sosiWwald
Januwiwioosie |
10}
74 jaluny L0} I/ ¢0}
GCl — .||.
LC} ' ) 4 Wapon 1SAyY
> JMOMIeN dif d19nd i

70}

[ OUUNT
771 /\/\m& / c0}

£C) ECH ECH



CA 02524677 2005-11-01
WO 2005/001602 PCT/US2004/015492

2/6

telephone
interface

211 I

Data Processor

(ggg ) Display

VPN Client

4o |
ontrol
CODEC
202

Processor
209

Telephone
Keypad
208

Handset
interface

204

t. -- Tﬁlepglor][e
andse
200 505

Recelver
FIG. 2
207




CA 02524677 2005-11-01
WO 2005/001602 PCT/US2004/015492

3/6

310
User uses VolP telephone fo request a [
direct and secured link (VPN session)

|

VolIP telephone establishes VolP data 315
connection between VolP telephone /—

and residential gateway

|

VPN client in VolIP telephone 320
establishes VPN tunnel between VolP /‘

telephone and an IP-PBX network
access point

2
User conducts VPN secure session /_ 929
using the VolIP telephone

|

330
VPN secure session concludes at user |/
request or remote server request

FIG. 3



CA 02524677 2005-11-01
WO 2005/001602 PCT/US2004/015492

4/6

410
VoIP telephone activated
415
VolIP telephone VPN client initialized
VPN session negotiated between VoIP 420
telephone and remote location VPN
server
VolIP telephone VPN client sends 425
authentication message to the remote ¢
VPN server
Remote VPN client sends 430
authentication message to the VolP
telephone VPN client
435
IP Sec-based VPN tunnel established
440
VolP telephone user conducts secure
data transmission
445
VPN session concluded

FIG. 4



CA 02524677 2005-11-01
WO 2005/001602 PCT/US2004/015492

/6

Receive request from a VolP 210
telephone user to place a secure
communication
915
VPN client processes the request
Session negotiation signal sent from 520

VoIP telephone client to remote
location

25
IP Sec-based VPN tunnel established |
030
VoIP telephone user conducts secure
communications

FIG. 5



CA 02524677 2005-11-01
WO 2005/001602 PCT/US2004/015492

6/6

Remote network location receives a 610
signal from VPN client in VolP

telephone

Secure session established between 619
the remote network location and the }
VPN client in the VolP telephone unit

620

VolP telephone user conducts secure
; communications .




10
1 N\

............

GRUORYEGEU0 T

s
ADSL Modem

- 104

Public IP Network

B
A a——
ST,
B e 13 B
e 7
B e feid
i . an AT Y
B A TR
X ST b
PR i
L AT s
Rl
Govii ;
T S ]
¥
LAt e
i
]
x
3
s,
2
\
:

102

101

Telecommuter

Fremises

— 128 121
Remote Corporate

LAN/IP-PBX Network




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - claims
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - abstract drawing

